; 2345e3ec\\ ] D j " 8c6bncTcwl 5 MAR 2004 -1_ DATA ENCODI NG AND DECODI NG
CROSS— REFERENCE TO RELATED APPLI CATI ON The subject application clainms the
priority of commonly-owned, copending U S. Provisional Patent AbHIMARRRIOGN
Serial No. 60/139, 758, filed June 1 S, 1999, entitled "In formation
H ding." The entirety of said copending apbfication is hereby incorporated
herein by reference. BACKGROUND OF THE I NVENTION Field of the Invention The
present invention relates generally to techniques for data encodi ng and de
codi ng, and nore specifically, to techniques for encoding a data streamin
an image, r and for decPAPASENCODRINGeAND DECODING; used herein,
the term"image" should be viewed broadly as enconpassi ng various types of
data sets that may be used in connecti on with encoding an input data
Sstream Such data sets may .g., represent random or pseudorandom noi se
phenonena, bri ght ne@RG)SSeREFEREN@ O REEATED ARPRGICAZENON sual
i mge, etc. Thus, although in illustrative enbodi nents of the present

i nvention, the "i i
”ﬁﬁesgb'{eb?éplphéatﬂﬁxeéi'anhﬁ o?eoemfdm HeREH, ee%“ : US.

decodi ng of an i nput ream act ual conSists of a set of

intensity valgies .of er e «“
ventt on |3 HEFsBal el poBlicdlictl W%d?%‘@h’?ﬁ’f‘ FRE e IRE G e -
5 MAR 2004 -2 Brief Descrj q_lon of Rel ated Pr.ior Art .St eganqgr.aphi c

t echni ques e>fP§1tlatl°ﬁ Hidinggr iThe entinetyr ¢Jrsaidr@Peading applicaion 1s INCRIPRIRIAS t er
termed a "cover inmage") so as to generate a second inage (hereinafter
ternmed a "st dgrein hpgefeencen whi ch an i nput data stream (hereinafter terned a
"mes sage") has been recoverably encoded. In one conventi onal

st eganogr aphi c techni que the cover image consists of a set of brightness

i ensL o values of el b 61 G GHINE Out THEI BRI e dete values

t wo- di nensi onal |l y-varying carrier functions to generate the stego-inage.
Each of these functions may have either a value of plus or minus unity. In
t he nodul at i diiekaifehelnvention

The present invention relatee generally to techniques for data encoding and de-

~ coding, and more specifically, to techniques for encoding a data stream in an image,
and for decoding such an encoded data st;eam. As used herein, the term “image”
should be viewed broadly as encompassing various types of data sets that may be used
in connection with encoding an input data stream. Such data sets may, e.é., represent
random or pseudorandom noise phenomena, brightness intensity values of pixels of a

~ digitized visual image, etc. Thus, although in illustrative embodiments of the present
invention, the “image” that is used in connection with encoding and decoding of an in-
put data stream actually consists of a set of brightness intensity values of pixels of a

digitized visual image, the present invention is not limited to use solely with this type

of image data.
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used in this technique, each data bit of the nessage is assigned a val ue of
either plus or mnus unity, depending upon whether the respective data bit
is logically true or false, respectively, the respective bit \éﬂblﬁs
conprised in the nmessage resulting fromthis as signnment are t ﬁﬂ?@ﬂ by
the respective values of the respective carier functions, and r the
resulting products are added to respective predeterm ned sets of pixel
brightness intensity values in the cover inage to generate the stego-image.
Al t er nat i vel \BrigfiDescriptivrogfRelgrell Feiorezpl ting products to the respective

pi xel intensity values of the cover image, the products may first be
multiplied by an enpirically-determ ned scaling or gain factor to inprove
signal to noi se rat¢ggnegraphie teshnigyesiexds im themrins ertrfos modifying asfirssinwdgepi xel
val ues are hereinafter termed "image regions,” and the size of the inage
regi ons is hdhatinafidritenmdder toadert ineage Y)abras @6 gerieze a8écdndemapy Merdin®@@d. By so
distributing nultiple respec tive nodul ati ons of respective nessage bit

| prere t | . | oope . '
val ues anong térhidRi“¥REo liMbEd s id Whith!aH§Sput Mal-S¥REG (hé’x%gigﬁ%gﬁg%;&g% g@%§-h'

beconmes possible to inprove nessage data encoding re er eby,
to inprove t G} I L i rati o of the encoded.nessage.
5 MAR 2004 - gggr"nj {‘%ﬁ}s&%?‘?@’g’g?’& fodtd 3§8PQF%V°P SFS%‘?‘%%%P%‘? {echnifue,
entire stego-j mage.. Thus, the 8ensi t¥,of data that can be successfully
encoded in t A% OVEHHAEREHRSISES ebR &t 0f Prightnessdntepsiyyalves of pixelsefadipitized
proportional to the carrier size. In order to ensure that the en coded

nessage has Xisualdmage.anddhesdaim saluesofithiscoverdtmage ateonedwlated basedagoniaeset of ze
cannot be nade arbitrarily small. By suffciently increasing the magnitude

of the scal i mgo-tiaménsionally-vasyimestiéd fanétibnis N6 peRsste thiestedodiddge! EablPbEhesdl i O
of the encoded nessage in the stego-imge. However, if the magnitude of the

scal i ng fact Ginctiéng e hdReilheF &9alub BEMUS BE nfilhuQSt\Rﬁt%"C gg Et}l(ci xHSdulalti&Pschcx{nﬁer ei )

nodi fication that is made to the cover imge to e e nessage
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distortion s | d. be very.difficult . to,detect, ip order. to ensure X1 mal
security for Hﬁ e lglhtgb%egaxwggga%wgﬁﬁfr the r?s‘ﬂi’g"tbv(?\fiéj‘?a é‘ﬁﬁd@g’f Fpgesiakiex g

intensity values of a digitized visual inmage, to permt the stego
respectively, the réspective bit values comprised in the message resulting from this as-

signment are multiplied by the respective values of the respective carrier functions, and
s
the resulting products are added to respective predetermined sets of pixel brightness
intensity values in the cover image to generate the stego-image. Alternatively, prior to
adding the resulting products to the respective pixel intensity values of the cover image,
the products may first be mﬁltiplied by an empirically-determined scaling or gain factor
to improve signal to noise ratio of the encoded data. These respective sets of pixel val-
ues are hereinafter termed “image regions,” and the size of the image regions is herein-
after termed the “carrier size” of the cover image. By so distributing multiple respec-
tive modulations of respective message bit values among the pixel intensity values in
respective image regions, it becomes possible to improve message data encoding re-
dundancy, and thereby, to improve the effective signal to noise ratio of the encoded

message.



image to have maximal esthetic value. Therefore, in practice, the scaling
factor and carrier size should be selected so as to ensure that the density
of data encoded, and dis tortion in, the stego-inmage are both_fsy@:%gl e
given the particular application. In this prior art technique, b to
decode a respective nessage bit value en-8oded in the stego-inmge, each of
the respective pixel intensities in a respective inmage region is nultiplied
by the respective_values of the respective assocjated carrier_func_tions
(i.e., the respecln this prigrandechnigue; f)mr@agmglqnért@e theeatifestegmisnage e Thas
respective pixel intensity values in the stego-inmage) to produce a series
of product s; thehiessitypofalitathatscaarbe stteessfsliyremubded iptho dtege-image speading o this
sumat i on val ue for the respective inage region. If the respective

sumat i on VvalddRnihie 39V propbRICHESIBRRE EatfeNBISE Aariérito ¢adiuie tiRpgRead in
the respective image region i s decoded as a "false" data bit, and vice

versa. 15 - Sl f_t:he J [:
ot eganogr aph SR afds es B ARSI R R ndiEmROCIERA ] (FOMHAR i o, -,
t echni que, " ghe valﬁrg)es _?f thﬁvcarri er functions in the inage regions are
random or psBtEBFrEARBRANINS™Mak ant age of this technique is that, unless the
original carrier function is known, it is relatively difficult to decode a
message encoded By RGrridntlyifGEAL HEASH the SRk 38tkor, B it PaSsibi face t he
encoded data is d:BZtI‘I utnggtl?ﬁr ouxgmat ghe spat Pa?éé?rgque%éy ls ec%rum t he
distortion in the stego-jmge rese es_grai,ny "noi.sg" and J acks.shar

di scont i mui ¢ 1hsteaSs (e SiERat (RRTas GRREPLF Bofb e Mesefb R Treo MO RRET LRI,
difficult. Apother prior art steganographic technique is the sg-called
--frequency-hefﬁﬁwgg@mde&éﬂsep%ek%ﬁﬁtw&dn eqteeiargﬁ ¢ derdistpmiog e Bach
message bit value is encoded in the stego-inage in accordance wth )
particul ar spedification thatismoadetio thescoyprimage ¢elensoda thesmassege thetkimi refleptedoinat ed
key. Unfortunately, the nmathematical operations required to inplenment this
t echni que ar thecmgpinage maglbeyormerteaddy aertainabld €panciasngl analysistdfehe stego-
particul ar conmputational device used to inplenent the technique in a

particul ar appide. s i9 MndésirabR ¥iricai8eflyd Rich distbtion shetidde vedy Sigfiduli 1 t he
conmput ati ons necessary to irn element this technique than the conputations

necessary toglgog| @r@&‘ér 10 Eﬁ'&ﬁe b Qg&x?ighf& thEERUO UM iR ssaP Ghd! G e cBYdrer
eganographi ¢ t echniques.

spread spectrums

image comprises pixel intensity values of a digitized visual image, to permit the stego-
(s

image to have maximal esthetic value. Therefore, in practice, the scaling factor and

carrier size should be selected so as to ensure that the density of data encoded, and dis-

tortion in, the stego-image are both acceptable given the particular application.

In this prior art technique, in order to decode a respective message bit value en-
coded in the stego-image, each of the respective pixel intensities in a respective image
region is multiplied by the respective values of the respective associated carrier func-
tions (i.e., the respective carrier functions that were used to generate the respective
pixel intensity values in the stego-image) to produce a series of products; these prod-
ucts are then summed to produce a respective summation value for the respective image
region. If the respective summation value is negative, the respective message bit value

encoded in the respective image region is decoded as a “false” data bit, and vice versa.



In each of the aforesaid prior art steganographic techniques, the set of
Garner functions that is used to encode the nessage bit val ues nust be
explicitly known in or der to be able to decode the encoded nessage from
the stego-image. Explicit know edge of the carrier functions/5MARv2804 not
only permts the encoded nessage to be de coded fromthe stego-inmage, but
al so permts the stego-inmage to be reconvedted to the cover image from

whi ch the stego-inage was generated. This is unfortunate, since it would be
desirable in certain applications (e.g., applications in which-the encoded
mes 15 MAR 2004 B enggeersion phibe gfargsnid penyentional steganowathén teelitiqurg thersel €)
to provide a steganographic technique wherein it is not necessary to
explicitly knealledi{diredsequence spredd spestram teshelijuel"ahdealadd 6f the calgeLRALR
encoded nessage fromthe stego-image, and al so wherein the ability to

decode the enpaletmiRTeAS8s ARIandHR oPYsculiSahdo! 3% ag(li‘r%%é gﬁh?s%(l[hlnicﬁlstis?

generate the cover inmage fromthe stego-inmage, 1 n order to perm

carrier functy 0. ially as.,a type.of. privag. [.e., secret)

aut hent i cat i oirll1 91.12 gg/lfetgs otﬁg é}ﬁgleq%géaggyaﬁ]?g:{?q 'P)}ﬁ“ﬂ&xaﬁfsrfBH?‘t"ﬁly(‘{%g—!fS’!t tQ deRpde ght

owner of the cover image government, agency, financial institution, etc.).

This woul d bemﬁiﬁég"r%{}fif’geq \*r‘g% teghniaue A ifither advantageris thahsiareithefeheadedvel y

grant only th c_ert_if_gig{g authority the ability to generate the cover inmage

fromthe steg‘gm isuiributed) throughobt therspatiab dreriiéncy Ispecanuiry ahé digtortien ahhd i ty t o

generate apparently authorized stegoi mrages, while permtting others the

ability to obtegorindge rdembitsraiRg SAGISS’ dnddmRKsBED dFcBARNHINES Bferetyl mNGHY d

al so be desirable to increase the density of the nessage data that can” be

encoded in a deteetion bNMQRA.dinbitlof rélggy@'},@gﬁgag degree to which distortion in

the stego-image is readily. appreciable. ' her exanples of prior art

st eganographi ¢ techni ques are disclosed in e.g., Smth and Com skey,

"Modul ation and | rhentheririon artisttiganpgraphicrtegbsiqte Rrthe sedaltugls“fakuétes lﬁ'ppiﬁ%/a

I nformati on Hi di ng Wor kshop, |saac Newton Institute, Canbridge, U K, y

1996, Spri ngepreddispentruindatehmiqusotiashis rechnidne,teath Hebpe BitValueT8edobddd in the

Eur opean Patent Application EP O 845 758 describes a systemin which an

encoder encodegodniapé bl ackefdah@ with paRic ' h funGkLein. and
T ol gi e it pRichaR 4P oy Raiie SBRGEE bl

encodes the result 1n a second por n of use t he

i mage by agai i t L p 1 the i e using the sang hash
function and pg%lﬁ%g‘raﬁ%déﬂy F%gelrjl °y Wﬁgrﬁ{t&ﬂ%&%&tﬁe Wﬂ%&'ﬂt‘r‘fﬁf{o LAUORS FrdHed nt o
t he second R 200. - .portion of the image. Unfortunately, each of
t hese ot her é&gﬁ%@’é’g’%ﬁsﬁf%‘ﬁ’&rﬂf © corpuiAtionaliy intensive gRd derandingnipendghe r om

t he aforesaid a.nd{agr ot her, di sadvant ages and dr awbacks. SUMVARY OF THE

| NVENTI ON | n PAiEHIag sorputgiional dedce neddndmplement thetechaiqugan e grrtishlac appli-
techni ques are provided that are able to overcone the aforesaid and other
di sadvant age$atam itraaiakk sigoificantdy fongen togetforth theorompartitindis fecdssaf teim-
technique in accordance with a first aspect of the present invention, a
first porti oplesfenathis teelgsquethan drtRinputativns BECREFP toNmpleeht dtldr function
(e.g., acarrjier function) that is to be used in encoding a nessage into a
second porti segafogtdmBic tREKIE ' ' LRNinf ' . QL LW se
nodul ation to %e gp%ﬁ ed toql%ehgﬂrcr@gg%og &'I%Elééag ?P St anﬁggigggﬁgﬂfg?éqnb%gs'of
the i mage may each conprise respective arbitrarilyselected disjoint sets of
pi xel s in the i naljeeachef theaforsstidipgioe an stegmaogriphictechisiness thefsef dfapigsent

i nvention, the encoding of the nessage in the image is carried out in such
a way that tfactiessthgds need thencaizatie shebsagabithalicsnant basdslicith kdoR@sih o
part, upon respective correlations and anti-correl ati ons between pixels in

cor r espondi nderitd®gableeqd dedbdeithe édtddbd fiabsagl ﬁoﬁ?ﬁ% EQFQQ{TIBE%%?@{C'#@%B%FWQ €,

so as to permt the nmessage to be decoded from mage ut explicit

know edge of ' [ ons used to encode the nessage
inthe i mage?J a‘r:%? gj{:ahﬁ%rh%&ﬁﬁgﬂgbb‘?{ﬁeﬁ&%f énlgé)c? S &'ﬁén&?&gd&fs‘?@s@&ﬁéei n

t he i mage do@osdcc'i'?} b i%sel.f al }%gﬁant the ability to generate the
original (i.eéc et oL sfaggygmage.fit pife permigttheistego-image trobe fepepverted i the ni ng
t he encoded nessage. Advantageously, this permts the carrier function or
functions t oSOveriagedromwhichihe sicgp-images wengenerated. dEhia is yrfortadatesincatie

aut hentication key that nay be held by a certifying authority so as to
grant only tWouldbesgsirabld incerthia applititions (@ggepslicatiensdinpaieinthe)endsdddardsz ed
stego-images, while permitting others the ability to obtain decoded
nmessages fromthose stego-inages. In a technique according to a second
aspect of the present invention, a cover inmage is upsanpled in one or nore
di rensions of the first inage so as to generate an upsanpl ed i nage of

hi gher resolution or larger size than the first imge. The upsanpl ed i nage

Y



15 MAR 200i -7- the one or nore directions of the one or nore dinensions of
upsanpling of the first inmage. The nessage is encoded in the upsanpl ed
i'mage. In an enbodi ment of the technique of the second aspect of # BeMAR 2004
present invention, at |east one respective pixel in each of the groups of
respectively identical pixels is unaltered as a result of the nessage being
encoded in the upsanpled image. Alternatively, the respective identical

pi xel s in each respective group of respectively identical pixels may be
changed as a result of the encoding of the nessage in the upsanpl ed i nage

such that, af s Jole[ the e ,n . the upsanpl ed i mage,.
respective sus?r%ltnl t@ﬁé‘%? ?&é p%eg{'?s\/% ‘Ivﬁgéﬁ%ﬁ% wole sprg‘f‘%gﬁétqg@%%gﬂ“fie

i dentical pi >§el s.in each re spective group of respectively identical pixels
are equal to ‘FODIAMCITHFLCIR it s ROt Recessary, tasexplicitlydmont the eamsisr fenctionslimordei toddes
inthe first image. In either of these two enbodi nents of the technique
accor di ng t oablgdo seeasiedhaencoded niessdge from sierdtegonineipt] amd, al§dwheraPtheWBilRY to

t he nessage in the upsanpl ed i nage may be based, at |east in part, upon a

bi twi se r “nodeéaeitheemloded mesRips AB8s ndichitieAUARht thé hbillASt @raftfﬂx@%omat
the technique of the second .aspect of the present invention permts a nich

hi gher densi {a® froRIBAGES neoded, n_i i.e.. the .
upsanpl ed i mage than | s %tggx{g?%e]t,glpﬁlef het pr [oérhggéﬁpf r gﬁggg‘ﬁsst(? ssEvefspentially as
subst anti al cld i N:the appreciability of di tion in the upsanpl ed
st ego- i mage. 5I e&etld)m(%{r?&l’%‘i’ E%ﬁrgt? QB@F{?Q%UH& &f%g? ﬁé&’y Reegtying aptharitéegage
dat a t hat may be, }fecti vely encoded into an inmage using the second
techni que of “HEIGHF awasRoficoVerimags, geKeriyaentagensy, foansialiimasiutions etca). Thimn
the density of such data that may be encoded into an inmage according to the
prior art. WRukl bgdesiraile ilgthespapplicationssincerthishvomidd effectblebogianpmlgiele t hat
permt messages to be en coded/ decoded in and from respectively, inmages in
accor dance weertiftihgaythornityithé ebiliof to geneigteiinicavasnage o he @&20Linla3Kema ON-
These and other features and advantages of the present invention Wl
become appar thetebgnlygerinii the whitheriBethaidbadly B s&ietdd 5@5 A B&ﬁ@ﬂj& on
"reference to the drawmngs, in Wnic% Iikeﬂ?,]urr%rg S plﬁt I'Tke p%pf}g and
wher ei n: BRI fnfmdef SRl HeflittitF ofiidrs A L Qur ' i.ghly.schematic
B Wl Bl ot S AVUY R0 Bblhl e UpdoRef st 20D

diagramillustrating the con of”an appa ra &€ the

principles o 1 dj t echni.que. accor di to t first aspect of
t he present élt?] eh‘ﬁ%ﬁ ¥tor{§&{1%§{883’? p‘%glégbd? Pog’é’ﬁf?f‘?ft g‘ﬁgg%‘@t@héﬁq F’r‘i"ﬁﬁge% that
tai ning an enC(k)Pded n&etsdrsa%te. Figure 2 |s a highly schematic diagram

i |1 ustrati ng™PE SRS NASIE-Tassn WAl sedpging he degreq topvkih distorting in the
principles of an enbodi mrent of a technique according to the first aspect of
the present §$RAsiRags s regdily ppprgeieblsse of decodi ng an encoded message from a
stego-image. Figure 3 is a highly schematic diagramillustraring the

cbod ment of o+ SRR PRnaPIEEBr i el SRR ERERb B OR BBt Bi ot 1 RSt

| nvent | on 1 Qfng' BinfE HodtlarR IR Hhtoiaor S i Tadksed Praemiits b o g o

Information Hiding Workshop, Isaac Newton Institute, Cambridge, UK., May 1996,
Springer-Verlag Lecture Notes in Computer Science Volume 1174. European Patent
Application EP 0 845 758 describes a system in which an encoder encodes a first portion
of an image using a hash functioin and encodes the result in a second portion of the image.
A user checks the image by again encoding the first portion of the image using the same

hash function and comparing the result with the hash value that is encoded into the second



Figure 4 is a highly schematic diagramillustrating the construction of an
appa rates that inplenments the principles of an enbodi nent of a technique
according to the 15 MAR 2004 -9 second aspect of the present i fveMAROZI0
for the purpose of decoding an encoded nessage froma stego-image. Figure 5
is a synbolic illustration of a stego-image generated by the apparatus of
Figure 1, and processed by the apparatus of Figure 2. Figure 6 is a
synbolic illustration of a stego-inmagg generated by the apparatus of Figure
3, and processed by the apparatus of Figure 4. Although the follow ng
Detail ed Description will proceed with reference being made to illustrative
enmbodi nent s Bewdiomef tsdmage. Waéortunatedy; sachiofthesentbersixomgplesiodprivhart pr esent
invention is not limted to these illustrative enbodi nents and net hods of
use. | nst eadstegdmogpaphivatethniques Biffas fontethfbRsald aM@er HtherdikadvaaGe&eindy
defined only as set forth in the hereinafter appended cl ains. DETAI LED
DESCRI PTI ON @lawbhéitdSTRATI VE EMBODI MENTS Wth reference being nade to
Figures 1-6, Illustrative enbodi nents of tech niques of the first and
second aspects of the present invention will now be described. Figure 1 is
a highly schematic diagramillustrating the construction of an apparatus 10
that inplenments the princi pl SEMMARVYORTHERINVENTIONSt aspect of the
present invention for the purpose of generating a stego-inmge 26 contai ni ng
an encodi ng of a data nessage 28. As shown in Figure 1, apparatus 10

i ncl udes cont r ol | bract8rdafEwvith teqpreskedt inventiot) e garmipgpaphés tetladgads| aee provied 20
(e.g., conprising random access, read-only, and/or mass storage nenory) for

storing sof t that gre @bleao anercomd tisabfisait 6 dtier dishdvintdpes 88d dahENeOthOPridty
one or nore processors also conprised in controll er‘éfg and/ or 15 I\/A%OM

-10 ot her el SFERE he¥mBDARRERIMHS tééﬂmc%“@‘?ﬂ aEEPEAHCE FithVa %\lgg%s?@@t Jt'thd BleSent

processors in appa ratus 10, the software prograns an a structures

cause the co e 0 e e t f. apparatus .10 to. carry out

and/ or i npl e?r@%‘?idtnhé ﬁ%%gﬁ ﬁ?oc? uééfls%,s l?"ﬁk%[‘é’? eglﬁéc,ie%dﬂﬁggordancc itha fise fitlctién e, a
carrier function) that is to be used in encoding a message into a second portion of the
image. The first funiction may describe a bitwise modulation to be applied to the message.

The first and second portions of the image may each comprise respective arbitrarily-

selected disjoint sets of pixels in the image.

In the technique of this first aspect of the present invention, the encoding of the
message in the image is carried out in such a way that the message may be decoded from
the image based, at least in part, upon respective correlations and anti-correlations between
pixels in corresponding image regions in the first and second portions of the image, so as
to permit the message to be decoded from the image without explicit knowledge of the
carrier function or functions used to encode the message in the image, and such that the
ability to decode the encoded message in the image does not by itself also grant the ability
to generate the original (i.e., cover) image from the image (i.., stego-image) containing

the encoded message. Advantageously, this permits the carrier function or functions to



operations described herein as being carried out and/or inplenented by
controller 18 and other elenents of apparatus 10. It will be apparent to
those skilled in the art that nany types of conputer processorsﬁquMRzm;
menories may be used in controller 18 without departing fromthe present

i nvention. For exanple, controller 18 may conprise one or nore Intel
80X86-type processors and associ ated nenory. Apparatus 10 al so conprises an
i magi ng device 14 that includes a convggtional inmaging, digital canera,

one- or two-dinensional array of photoel enents (e.g., charge coupl ed

phot osensi ng el enents, etc.) or scanning systemthat generates, in response
t o comands rsgres essentiallp as a lypeadiprivatel antheb8cationdkayi thatznay bareede by @ certifying
supplies image 16 to controller 18. Image 16 conprises a set of val ues that
represent pi xaathdrity gbanmsgest allpiotht aathoriey the ABNEY 6@énefité ARfacer@y athorized
physi cal, visual cover inmage 12 that is input to the device 14 when it is
desired to C QRO -All.on: ;#ng% 0. WeIm i

devi ce 24 conprlsesggggggggﬁﬁﬁgﬁéﬁBﬁ%ﬁﬁ%ﬁ?@%# or ﬁ%ﬁé?a¥§§?%§gﬁgﬁﬁ#&ﬁﬁ§§%r
(not shown) tgo t ntroller 18 so as to permt the user to control and
nmoni t or oper és??ggﬁhl%ba%g%ippar atus 10, for providing the user physical (i.e.,
har dcopy printed output) representations of visual imges and/or other data

generated by the dp dieliMigife sbBordit oA seBbVasPeABrREpUSAL iﬂ%ﬁﬁbrg ads'o%ﬁﬂ itage

term nal for displaying visual de pictions of representations of suc

i mages and/ ofg ﬁﬁ{plélﬁﬁ%ne%?ﬁoggg%e s P B St in%a%rg Ssg égf&;ée%lbﬁagg%h gf)saﬁ%rleed

conventi onal conputier-user ace devi ces, sucC

keyboard i np } nd .@a di spl ay .out,put. device which together, permt
the paran usdregeSt e Bfdhele Bt ot 1B s it iRsth g pPitonied impee
apparatus 10, %q$ to 1'S MAR 2Q0 receive fromcontroller 18, indication of
recei pt and pPBY eés”s"%@‘%&é%ﬁ"ﬁ%"ﬁ@@ﬁs respRetively identicalpixels bmands.
Alternatively, or addition thereto, device 24 may include a printing-press
or simlar printing mechanismcontrolled by controller I 8 As will be
described nore fully below, in apparatus 10, when controller | 8 re ceives
the digital image 16 fromthe device 14, controller 18 generates therefrom
a digitalized version 22 of stego-image 26, in accordance with the
principles of one em bodi nent of the first aspect of the present invention,
based upon a set of carrier func tions (synbolically referred to by nuneral
30), which inmage 26 contains an encodi ng of nessage 28. As is true in this
and the other apparatus shown in Figures 2-4, the re




spect.i ve val ues of these functions 30 may be either plus or mnus unity.
The functions 30 and/or nessage 28 nay be stored in nenory 20 or nay be
supplied to the controller 18 froma source external thereto (ei%. ﬁ\ not
shown certifying authority connected to the controller 18 via a MAR 2004
comuni cations network). The digitized stédgo-image 22 may be essentially of
the sanme format and nay conprise essentially the sanme types of data as the
digitized co&ger i mage 13, ai?d WE@‘?? supPIied 1o the dFvi ce 24 topgether, with
appro pri at e MEGTRR FROTE AREYNS OF Bi5ang Of Btore dimansions of ppsempling ot thg figstimy at e
therefromthe visual stego-image 26. Figure 2 is a highly schematic diagram
illustrati ngag%eT%WﬁSla%tSiQﬂﬁod%ﬂ intheipsampled iwag® t hat i npl ements the
princi pl es of an enbodi ment of the first aspect of the pres ent invention

for the purpose of recovering f the -image 26 the digitized cover
i mge 16 and messl‘b%’%’é‘&%’e@%@‘ﬁg}eﬁﬁ?ﬂﬂgﬁg‘g&ﬁ,Se%?g‘ga?ﬁ%?h%ﬁébpﬁﬁ?}‘d%?'
controller 18. Controller 18 .includes cont‘put er-readabl e nenory 20 (e.qg.,
conpri sing r HARGhesRneTespegtive RiKelyn eaghnidhe arpups of rsspegtivele sniisalipaxels is
storing software prograns and associ ated data structures for execution by
one or nore pnalteesbkasraresils of the message dicing encodeddh itherupk@mpled fmageR Qfhda-- 12
and/ or other elenents of apparatus 50. When executed by the one or nore

processors i tivelpphe aéspactb idémidalgikdlnity @cRI@peaie b cfatspesiivelic idéhaicause
the controller 18 and other elenents of apparatus 50 to carry out and/or

IPLETent Mg B QangLOEd KBBEor B0 BRI SR SagEl) A DI

being carried out and/or nent e enent s of

apparatus 50, | il | arent to.those skilled in e _art that. many
types of con%etéé"rcwﬁ?%’cagﬁ%gl%gmgﬂ nﬁ@ﬁ%‘?i @Sagsyn the stsgx&pfeﬁ 0% FOPFEIVe18  of
ap paratus 50 without departing fromthe present invention. For exanple,
control | er 18wppations-afiespectys REPSIBOYANGS L threspactivg identicy pixelsdn sachyise
processors and associated nenory. Apparatus 50 al so conprises an imaging
devi ce 14 t hspecteg gioup of respectivalyddendicakpixels aiemquaktotrbspectiveiintensity values of
apparatus 10. Device 14 of apparatus 50 generates, in re sponse to conmands
recei ved fr orespdutive oatrespohding pikelsdhn ahe fizseinigende eierfof diesé MaganBiBmang
supplies image 22 to controller 18. Image 22 conprises a set of val ues that
r of the technique according to the second aspect of the present invention, the encoding

of the message in the upsampled image may be based, at least in part, upon a bitwise

s

modulation of the message.

Advantageously, it has been found that the technique of the second aspect of the
present invention permits a much higher density of message data to be encoded in an
image (i.e., the upsampled image) than is possible in the prior art, and also permits sub-
stantial reduction in the appreciability of distortion in the upsampled stego-image. In-
deed, empirical results indicate that the density of message data that may be effectively
encoded into an image using the second technique of the present invention may be ten
or more times greater than the density of such data that may be encoded into an image

according to the prior art.



represent pixel brightnesses along the two-di nensional surface of a

physi cal, visual stego-inmage 26 that is input to the device 14 when it is
desired to commence recovery of the cover inmage 16 and/or nessage 28 from
the stego-image 26. Printing device/ CRT device 24 of Figure 3EMARr28es a
conventional nmecha nismfor interfacing a human user (not shown) to the
controller 18 so as to permt the user to-cbntrol and nonitor operation of
apparatus 50, for providing the user physical (i.e., hardcopy printed

out put) representat f_visual  inmages _and/oy..of her .data gener ated by
t he apparatus 50 an oarn?sparntgivrp%F}?fb9 ‘Yﬁgﬁﬁg’é?“@ﬁf{f#}agpm‘d}i&vageéﬁwﬁgp- f or

di splay ing visya deﬁi tions. or representations of such inmages and/ or

ot her data. Dé\‘?%f desg ?—fﬁmn dromydespeehivedy, dmages ingseordanagoith the priasiples odl
conputer-user interface devices, such as pointing and keyboard i nput

devi ces, and &hafeshnigyesoftheprestatinyentiom. cPhesoand dtheMRRUPEMHd-adBargsiied OF the
permt the human user to input commands to controller 18 to be perfornmed by

appar at us 50, pessentiaveionivill becsnie gpaten®h e f3Bowigi E&Eﬂéﬁ@@s@#?fx‘?@%eeﬁ@d
As e

progress of apparatus 50 in executing the input comuands.

descri bed nor 1ok rat: . troll 18 re ceives
the digital i %n%%gbg%re?gg’%gttﬂgﬂﬁ (%ap‘g?lﬁg 1‘(‘13*\1/1?%1(3]1%’&ggrﬁpsr({)eﬁcéﬁﬂcigar}se% ers
there fromt h@vhrg}%ss_age 28 encoded in image 22. Additionally, if controller
| 8 has been sup b’?'i ed with the functions 30 that were used to encode
message 28 into stego-imge 22, the controller 18 of apparatus 50 may al so
recover fromthe inage 28 the digital cover inage 16. However, as will be

described more fully beBRYEFIDESCRIPFION OFTHEDRAWIINGS e techni que
n a

according to the first aspect of the present inventio unl ess the
controller 18 of apparatus 50 is supplied with these functions 30, it would

be very difficult, Figur@f &4 highly sScReth&IENAghinANuSfatHRRRE SidGud

! f%h appa-
controller 18 to be pro granmed in such a way as to recover tﬁ’gqmagagpiG

(rom the 1 TeShugAra RS, b piicl B AROHI U NIAERE Pl B "

aspect of the present ‘inventio e con

need not be s i i.th the functiops 30 in order to.be able to recover
t he message 291%? !r’g(? %QE (\#et}’? Riggent Jyenfign €°(5 ﬁl?er Birpese cgf?gepgraapg, 8 §leBPUMARR QAN oNns
30, they may be.stored in nenory 20 of apparat 50 or may be lied to
t he cony y mmrsxganencoldcd messag%/. PP 1S y SUPPH

Figure 2 is a highly schematic diagram illustrating the construction of an appa-
ratus that implements the principles of an embodiment of a technique according to the

first aspect of the present invention for the purpose of decoding an encodéd message

from a stego-image.

Figure 3 is a highly schematic diagram illustrating the construction of an appa-
ratus that implements the principles of an embodiment of a technique according to the
second aspect of the present invention for the purpose of generating a stego-image

containing an encoded message.

Figure 4 is a highly schematic diagram illustrating the construction of an appa-

- ratus that implements the principles of an embodiment of a technique according to the



troll.er 18 of apparatus 50 froma source external thereto (e.g., a not
shown certifying authority connected to the controller 18 via a

comuni cati ons network). Wen sup plied to the device 24 tog {B%W@S
appropriate conmands fromthe controller | 8 of apparatus SO, R e 16
and/ or nessage 28 cause device 24 to generfate therefromthe visual cover
image 12 and/or a visual (i.e., synbolic witten) representation 38 of the
nmessage 28, respectivel g 15 MAR 2,003 -14 Figure 3 is. a hi ghI(}/ schemati c
di agram i | | usesondiaspect gbths presentyrysnbian dor tha pum9se phdsredinganiepgeded messagent s
the principles of an enbodi nent of the second aspect of the present

i nventi on forfranhe sipgopmsge.of generating a stego-inage 108 containing an en
codi ng of a data nessage 28. As shown in Figure 3, apparatus 100 incl udes
controller 18. Controller 18 jncludes conputer-readable nepgpry 20 (e.qg.,
conpri si ng randomryé%‘&@%?arsﬂﬁh‘ﬂtﬁf ?“aé‘t‘?&/r‘r’gra S%?%Sﬂﬁ%atﬁ%nﬁﬁﬁﬁapp&at‘%
storing software prograns and as ssoci ated data structures for execution by
one or nore pf&igsebrandareesssedipyrthe apparatugehligute2r | 8 and/ or ot her

el ements of apparatus 100. When executed by the one or nore processors in

apparatus 100, the,software rans_and data structures cause the

control ler 18" and T9EHES 1S SBRAL Bufigh 12 R ediHEs Keitpea by e digpogpes

i npl ement the techniques, functions, and operations described herein as

bei ng carri e®f&iguredangiprogesseddiveahe appamtusohligerei4r 18 and ot her el enents
of apparatus 100. It will be apparent to those skilled in the art that nmany

types of computer g JOugh B 511 Dikiidd BescRitio will gr%%?ed &ixﬁg&%{eﬂéé bdi %8 of
apparatus 100 wi t hou eparting from the present invention. FoOr exarrpﬁl :
controller 18 of apparatus 100.may coppri,se ope or re.lntel 80X86 e
processors aﬁﬂacéégg SHARYP ?‘Péll?ﬂﬁiﬂ'?‘? ‘ﬂﬁ’b&gﬁ#ﬁ’gs ?gbseaft§gg‘él§r%r‘1“§g§t°8ﬂ%?ar‘r§ép ng
device 14 that may be of the same construction as the device 14 of

appar at us 10.Presen| inrentionds netdimitesk tadheso dlluptradyaerabodimentsand gpethods of Mefmmands
received fromthe controller 18, a digitized inmage 16 and sup plies inmge
16 to upsanpllisestedd)the presmgtintertionshpuld be viewsidiroadly vas heing ddfmed oalyrassent

pi xel brightnesses al ong the two-di nensional surface of a physical, visual

cover inmage X¥grth fiathe hercinfief appenddieclsiisi ce 14 when it is desired to
conmmence generation of the stego

DETAILED DESCRIPTION OF JLLUSTRATIVE EMBODIMENTS

With reference being made to Figures 1-6, illustrative embodiments of tech-
niques of the first and second aspects of the present invention will now be described.
Figure 1 is a highly schematic diagram illustrating the construction of an apparatus 10 .
tﬁat implements the principles of an embodiment of the first aspect of the present in-
véntion for the purpose of generating a stego-image 26 containing an encoding of a data

message 28.

As shown in Figure 1, apparatus 10 includes controller 18. Controller 18 in-
cludes computer-readable memory 20 (e.g., comprising random access, read-only,
and/or mass storage memory) for storing software programs and associated data struc-

tures for execution by one or more processors also comprised in controller 18 and/or



i mge | 08. 15 MAR 2004 -15 Al though upsanpler 102 may be thought of as
being a separate | ogical conponent of apparatus 100, it should be
understood that, in practical inplenmentation of apparatus 100) (up | er
102 may be conprised in controller 18 or inmaging device 14. Up;§ﬁﬁg% 02
generates frominmage 16 anot her i nmage 104_ﬂﬁat is of higher resolution than
i mage 16 but otherwise is identical to inage 16. Upsanpler |02 acconplishes
this by upsanpling the image 16 in one or nore di nmensional directions

hi's by upsay 16 in one or rmor o
16 A w1 BE oeer baa e R B e S pr oo piesiff i B,

gener ated by 8 t, of . this process cantai oups or
clusters of F)r?'t)'i(lg?g:pﬂe] g?ﬂ%%%g?ﬁffn gﬁ%\b\ﬁqagr‘f“ﬁf e’secagseatﬁacmqt]@ﬁgg& 9#‘”
referred to bey nurreégl 109@%0% respective brightness values are

i dentical to STEES 8k anpaFat tRciary Q¥ ad/er implemeridhe chrigwaswhingtionshand

hi gher resolution imge 104 was generated. For exanple, if, as is true in
appar at us 10@peiaponnpeseribadhercin asdainggparred aw angd'oaimmplemeined byeasrdler by a
factor of two in each of the length and w dth dinensions 105, 107 to
gener ate t he anpstmepeRethenieefapptustiivent wilEbe @?g}éd: ROthbSSMid i8MhLdr tHEROE

104 is four tinmes greater than that of image and image 104 i s conposed

of conti guou Snﬁ:)rgﬁescdﬂb%hﬁ{u&r i:?&cﬁé%?ﬁt Mﬁg@ﬁﬁﬁ%ﬁ%f Be {Lge[&rin rc&?tpc?lfeté gg ﬁvithout

conti guous pixe The bright ness val ues our pixel's'ihn

respective cl hdentical to.each other, bu vary anong pi xels
of different dg'?%‘gf‘%?’g?g‘ Wipﬁéﬁeﬂg‘“&%&%‘e 6&?"%&’)&%’“&'&@%‘?’? gmpyrise one or
conventi onal mac?anliqsd%éér inter facing a human user (not shown) to the
control | er 18%%HE sHPE Preasesops & assrcded mMSMoshd noni t or operati on of
apparatus 100, for providing the user physical (i.e., hardcopy printed
out put) repr esent #tRPeraiuDI0 s cemprises ga dmagidg devioe hé that acludge neomtendomal t he
apparatus 100 and for providing the user with a display termnal for
di spl ayi ng vimagihg,dtigitaltdantesa, one- oz pwesiimensioni arrdf oSplidlodlSRMERS (S0 iRt her
data. Device 24 may include, 15 MAR 200 -16 for exanple, one or nore
conventional ¢ ledtosknSing elld ) t j i

apElp i nRdntAeR. )R \SbafIng Sifeh ﬁi\?\b?@ﬁ%c%g?rﬁg% se to_.

keyboard i nput devices, and a di splay output dévice 0 permt
the human usggmbQnddReLived HERD 460 18.1o be perforaed b

appar at us 100, a(ralﬁ t% %lgggl ve @?3%19%%%?#?)1%é‘%ﬁtizégilﬁﬂgﬁ;ecgq 5?3({15“8?{{%«35’@%&]6and
progress of us,;d0Q in e _cuting the input commands. wll be
descri bed m?ogcpo%r%ﬁlﬁr BS: e ﬁxce?b’ﬁ’épﬁﬁ %§etfgﬁf?l“gﬁ1é‘ﬂt ’(?BFﬂS?’BIH"@rlA?’PBh‘Pégse%i ves
t he upsanpl eglpdi %ﬁ} al image, 104 from upsénpl er 102, controller 18 generates
therefrom a 888 the Wosdimensionalsutigee off 2 Rhysisel, ivisugkcovesimage 12gbatrisimpettowi t h
the princi pies of one enbodiment of the second aspect of the present

i nvention, btsegviepdd vehendt isadesired toi comnience igenerstiqregfithe btegadithyge 2. er red t o
by nuneral 30), which imge 108 contai ns an encodi ng of nessage 28. The

functions 30 and/ Brinting dagee/CR Trdeyide@4cofipeided & coiveRtional heehanisty & 8nter-
supplied to the controller 18 froma source external thereto (e.g., a not

shown certi f fucing A& hdeY (R BRGGR)AE thOcdnh@IELTY SPAd B, é‘ﬁ]t\(ﬁéalbs@r to contr
P56 ey

comuni cations r network). The digitized stego-I nmage e essen?ll ally
of the sane Mxﬂ@ﬁit&"b% ;QQ% ' ] k| t s of data as
the digitized I mages 8 83’95%5‘5&%%26’:@5 +°|§l}é%x% g’%ﬁﬁ‘gra@%ﬂ%&‘fag?fg&éﬁ)her
wi th appropr] co nds fr t he.control | er , causes device 24 to
gener at e the#@%tg%ﬂ?tf’ﬁ r?/‘?rgff’é‘l?am‘é’fléﬁgy‘i%ﬂé@a&w r ﬁ?"é%ﬁmi%nﬁaﬁﬂé’ﬂlﬂ}e ap-
schematic diagramillustrating the constructi on of an apJ)a
paratus 10 and for providing the user with a display terminal for displaying visual de-
pictions or representations of such images and/or other data. Device 24 may include,
for example, one or more conventional computer-user interface devices, such as point-

- ing and keyboard input devices, and a display output device which together permit the

human user to input commands to controller 18 to be performed by apparatus 10, and to



ratus- 200 that inplenents the principles of an enbodi nent of the second
aspect of the present invention for the purpose of recovering fromthe
stego-inmage 108 the digitized cover image 16 and/or the massades MARHBbded
in imge 108. As shown in Figure 4, appargius 200 includes controller 18.
Controller 18 includes conputer-readable hemory 20 (e.g., conprising
random access, read-only, and/or nass storage nenory) for storing software

programs and assad al ‘Egmgtﬁéeg 1§gﬁnd38§ddﬁg? refcgiént %@gﬁgiréﬁg ogXp O10 i¥xEcut- 15

MAR 2004 -17 processors rirsed 1n contr er 1 nd/ or ot her

el ements of apparatus 200. en, execut ed by, .t.he one or nor 0. S in
appar at us 206P8 '?‘ﬁé“%F?W@ Sr HYFmALve d’fa§?1§°%#ﬁ5§?u‘ieé’é°°@§d§§ @E@xﬁga
controller 18 and other elenents of apparatus 200 to carry out and/or

i mpl ement  t herintingrpregsessimilan prindngsmechanisayrongrollegh By G‘é@{‘}lfébé herein as be
ing carried out and/or inplenmented by controller 18 and other el enents of
apparatus 200. |t Asiwill beedeaaplsadanoretfallyt belsw, miepphetissi 19, when eontralleni 8 rany
types of conputer proces sors and nenories nay be used in controller 18 of

apparatus 10 eW.F§ e \digit® RARSd NWfrbMQme ddiieelr45e6Mtolien 8 Bendrates thefefxaapl e,
controller 18 of apparatus 200 nmay conprise one or nore Intel 80X86-type

processors and .assogci at.ed . : | i i ng
evi co 14t DA DLT P PRoT ek RBRSIE i fecohiindt AR RERAGAS, B i
apparatus 10. Device_14 of appar ?t us 200 .gener atgs, in resaﬁgse 1 0.conmands
recei ved frobodieent ghthediptaaspags of thepresenidfveniione bassd upon AT b §amEh BNGh
supplies image 106 to controller 18. Image 106 conprises a set of val ue
that repr esenionpisysibolicallyrmefearadde bymumgral 36), whichiimags Z6saBlains gpieaceding o
physi cal, visual stego-image 108 that is input to the device 14 when it is
desired to coneseapee8! ewis @y inthis el the uther apprgeud shawrndindiigwres2dgthe2e- f rom
the stego-inage 108. Printing device/ CRT device 24 of Figure 4 conprises a

conventi onal spEG{ve valuesof Gesd finelidraG0Nngayebd 4R plSF nfine urkfyoFh functiohe
controller 18 so as to permt the user to control and nonitor operation of

apparatus 200y, f aF, B{cgyajgg?@g}'xé ug? U5l iPR¥%RIonR0 bF nfay be Qg@m&aﬁa tHer dontr6Her

out put) représentati ons o I mages and/ or othér dat'a gener ated by

'S bl ayi ng. ST AqopreserBre) Berdd rexa RoChr i oy bbbt Sl o
ot o1 - e eansrollae B e a commications newark). The digiized Rego-fape F3 sy Bt
conput er - userth¢ e@ r
essentially of the same format aﬁd may co;nprisc essentially the same types of data as
the digitized cover image 16, and when supplied to the device 24 together with appro-
ﬁﬁate commands from the controller 18, causes device 24 to generate therefrom the
visual stego-image 26.

Figure 2 is a highly schematic diagram illustrating the construction of an appa-
ratus 50 that implements the principles of an embodiment of the first aspect of the pres-
ent invention for the purpose of recovering from the stego-image 26 the digitized cover
image 16 and message 28. As shown in Figure 4, apparatus 50 includes controller 18.
Controller 18 includes computer-readable memory 20 (e.g., comprising random access,

read-only, and/or mass storage memory) for storing software programs and associated

data structures for execution by one or more processors also comprised in controller 18



vi ces, such as pointing and keyboard input devices, and a di splay output
devi ce which 15 MAR 2004 -18 together permt the human user to i nput
comands to controller 18 to be perforned by apparatus 200, ardb MARr @8k ve
fromcontroller 18 indication of receipt and progress of apparatus 200 in
executing the input commands. As will be described nore fully below, in
appar atus 200, when controller 18 re cei vebt2t he di gital inmage 106 fromthe
i mgi ng device 14, controller 18 recovers there from using the functions

30, the encod he. . i 6. ctions 30 may be stored
in menory 20 %ﬁdﬂ? %’5%‘6 ?f; t?‘ﬂg@e%?? 81“7"3?"&{9' t}’FBPﬁ qr BIGIF RTECesKeTST nal
thereto(eg " anot certifying authorlty connected to the controller
18 via a conmih t‘bsngb %%ﬂ%ﬁ‘i@)’e ProgEAmSsAand awmltmusl@t}le@enﬁdlldrdgahber

with appro pri ate commnds fromthe controller 18, the inmage 16 and nessage

28 cause deV| othepdiemenigofi epparatus Hiéteecarnnout hed/vr implemenas tdcﬁﬁﬂﬁesl?mﬁﬂén§
visual (i.e., witten synbolic) representation 38 of the message 28,

respectively. akd operstidnsidesciibed F&rein 4 Beingiiriad d R an@or fmBleBHehi
stego-image 22 generated by r the apparatus 10 of Fi grzjurgl ,e eag"}crogtéoe%esred

by the apparay he s
gener at ed by tﬁgnfg?r}f{%lﬁhggg ngp(?fa;rapS g@glttl%ﬂ EEQW{%}%{& %\RAI/IQSSS%'Z@&I} {g&gﬂ tﬁ?‘t er
controller % Féo 0 recei ve he digitiz dco er imge 16, con
troller 18 |nmt )é Py pr oé’é%u ‘3@’???85? MEFORES M3y Eé‘P? inLoale %ttli&fgfap-
together respective pluralities of mutually-continuous pixels in the i mge
16 into two rB%'ﬁ‘é‘éSp\Y@ﬂ’GP's‘}e@?ﬁtngsf&@ thes presenyinventino (For exainplec tontmllgr 18 of
referred to in Figure S by the nunerals 300 and 302, respectively) of equal
size (i.e., eapraratds $0hwayeaspri@inel0 nare ivtell mmpspmemmd Rocidi@pe
regi ons and each of the inmage regions contains the sane nunber of pixels);
each of the i magery.egi ons 304, 306, 308, and 310 in the first set 300 is
associated with a re spective imge region 312, 314, 316, and 318 in the

second set 302. Thxs, region 304 15 MAR 2004
pparatus 50 also comprises an imaging device 14 that may be of the same con-

struction as the device 14 of apparatus 10. Device 14 of apparatus 50 generates, in re-
sponse to commands received from the controller 18, digitized image 22 from image
108 and supplies image 22 to controller 18,. Image 22 comprises a set of values that
represent pixel brightnesses along the two-dimensional surface of a physical, visual
stego-image 26 that is input to the device 14 when it is desired to commente récovery
of the cover image 16 and/or message 28 from the stego-image 26.

Printing device/CRT device 24 of Figure 2 comprises a conventional mecha-
nism for interfacing a human user (not shown) to the controller 18 so as to permit the
user to control and monitor operation of apparatus 50, for providing the user physical
(i.e., hardcopy printed output) representations of visual images and/or other data gener-
ated by the apparatus 50 and for providing the user with a display terminal for display-
ing visual depictions or representations of such images and/or other data. Device 24
may include, for example, one or more conventional computer-user interface devices,

such as pointing and keyboard input devices, and a display output device which to-



-19 i's associated with region 312, region 306 is associated with region 3 1
4, region 308 is associated with region 316, and region 310 is associ ated
with region 318, respectively. In the illustrative enbodi nent b5 MAR200 r st
aspect of the present invention that is inple nented by apparatus 10, each
of the imge regions 304, 306, 308, 310,‘13312, 314, 316, and 318 has a size
of four pixels. It should be noted that the nunber and size of the image

regions in each set 0,..30 ri hed il i ive

bur poses. andEvies KPPy i e GRESoahElen .l CorfFRRL 18 1Pbe borfdtR B V7
and the nunber of data bits i.n the rressi:lgetéB to.be gncaded.d Howeverf t he
nunber of i neRperatetArd [oregeive from comgllerntfindicatipn;ofreceiptad RIEERLO ynber
of data bits in the nmessage 28 to be en coded. Thus, in this illustrative
enmbodi nent , ppararesShigexeduting thoinpubgemsmandst engt h. The | ocati ons of the

image regions in the image 22 are predeterm ned and preprogramed into the

controller 18 of appal 8k dssckBed hibr@ QB tbi6Ve,an appdiatul 60f what consiotert 18e- t he
present invention, the nmessage 28 is encoded into the inage 22 based upon

respective correl.afi : | - rs [ : g1 mage
regions in tﬁ%‘yege"?és h%@@, lﬁg]gga? t#é‘tnqgieéﬁiaagfsngg@g'tc gga’\vﬁﬁro‘e]gﬁlhg getéﬁgtr%. th\lé/ger e
specifically;, as.wll be,.descrihed. nor u .bel.o e i

intensity vaffoRedbgmessage agfg‘fosdegr\n é'ﬁ%ﬂ?% 441%“? 4 l&é\ffr&e’gtir%ﬁr% lgp’ t"ggf‘% %50,
302 are treated as speci Eyi n% coordi nate val ues of respective vectors, and
the data bi tBliesk with ghefunctions 39 ghatwere Hecgde gneade iprssa nﬁ‘%@&%&?n
correlations and anti-correlations between these vectors. For exanple, for
pur poses of thelcontrolieril8mf apparatws 48 snayeadsa ieeaver from theamepe ¥8 theldigital 6pverhe

pi xels in inmage region 304 are given by variables a, b, ¢, and d,

respecti vel yimdgdeel 6. THARSet, s Wwill be destribed énopé Rtlysbelow,inisgefeatngs amd 26n-ar e
given by variables i, | and 1, respectively; the intensity val ues of

i, k,
the pixels i &Fé BREe t& e.c(/?x'_a atgﬁﬁd_ﬁargeh SheV/Bit peMtdf the préseniifver@oithafhiah! es a,

r, s, and t, respectiv e Intensity values of the pixels in inmge

0 0 U T A S RSP RE  Spl A

t:
pur poses of s assu y lvaI ues of the
pixels in i region 312 are given by variab e, f h
respecti vel yfh%{‘ﬂét’ T PRRLS WB‘SF%@?“BF 0 Wﬁ%%@%%@%&% @6’%&?’%‘14 are
given by variables m n, o, and p, r esg;pt ively; the intensi \th{ val ues of
the pixels i grammekinsueh awvay 26 taresoygribnimage §rirom thesimpge 2. \Floweygr, it is
respectively; the intensity values of theg pixels in imge region 318 are
gi ven by var alabbdeature and ddvaneageardhd first aspect of the present invention that the con-
troller 18 of apparatus 50 need not be supplied with the functions 30 in order to be able
to recover the message 28 from the image 22. If controller 18 is given the functions
30, they may be stored in memory 20 of apparatus 50 or may be supplied to the con-
troller 18 of apparatus S0 from a source external thereto (e.g., a not shown certifying
authority connected to the controller 18 via a communications network). When sup-
plied to the device 24 together with appropriate commands from the controller 18 of
apparatus 50, the image 16 and/or message 28 cause device 24 to generate therefrom

the visual cover image 12 and/or a visual (i.e., symbolic written) representation 38 of

the message 28, respectively.



spectively. The vectors that may be generated fromregi ons 304, 306, 308,
310, 312, 314, 316, and 318 are <a, b, ¢, d> <i, j, k, I> <q, r, s, t>,
<y, z, aa, bb> <e, f, g, h>, <m n, o, p> <u, v, w, x> and 4 MAddDEe,
ff> respectively. In accordance with this enbodi nent of the techni que of
the first aspect of the present invention, the respective vectors (e.qg.,
vectors <a, b, ¢, d> and <e, f, g, h>) gemrldrated fromtwo associated i mage
regions (e.g., regions 304 and 312) are considered to be correlated if the
i nner product of t _ ' vector.s (cal cul ated after background or DC
conmponent s have begﬁgéﬂgﬁﬁ grgtéﬁcﬁ\ﬁ?)ﬁf&?mhﬂifﬁgrm){ stighingthe censiructipy efarf appar
whi ch the respecti vectqQrs are generated) is positive. Conversely, the
respective veltH l&g}h@t Eﬁﬁgl?’a’étﬁéllf RrénciRlesof an erabedimantend the sechnd aspaetrof the
product of the respective vectors (cal cul ated after background of DC
conmponent s haPEsBRidAvantion dprtie putpofe oﬁgdﬂemtpig)@adtegw-inﬁigbﬂ@&%oﬂtﬁin‘i’r%anfernom
whi ch the respective vectors are generated) is non-positive. The back

ground or DC codipgoéatatamyesbapel28. t4y Sdwalin F‘i%&@j‘, pra?&tﬁ?iOd)ff’n;:g@E{]ﬁozfroﬁgrl ues

fromwhich a respective vector is generated by subtracting fTr

respective veggor ect | tor,{j.e., the.inner
proguct of the regggglg?egchgg%:ﬁvm{ﬁ&ﬁ? édsa‘éﬁ %".gl%?ﬁ'ezé G%a‘é&@%l%&?@% may

each al so be | 0 tq, have the same nmagni tude. Two associated inmage
regions (e.g. ?&g%ﬁ?%aﬁqo @i’f}’%ﬁ%@s@%&%‘ws ?er%@%é@ﬁwan@mmd as21
sage data bit if tcgg respective vectors generated fromthe regions' pixel
bri ght ness vaPfeqfaa spugiwes farexeaiondysuieyor meve pascsssorsdlsalcompriged i€ gi ONs
encode a logically fal se nessage data bit if the respective vectors
generated fr o?ﬁ’ttWileF byemshier othened¢ménts ghappassuy 00)eWhas excitdd-15QhE Bhéded.
Controller 18 of apparatus 10 is configured to generate the inmage 22 so as

to encode themopspragessds it graeitas m%m&&s%&%m&t@&ﬂfcuﬁ?@ use the
anti-correl ations between respective associ ated | mage regions of the I imge

22. That i's, emmiolle)|SindihaRhRIESt LiRrd TR0 Rreald OB O] ﬁ‘gﬁﬁaéln‘? e

nodul ating the pixel brightness intensi'ty val ues correspo

associ ated i i i AN ] ch &h t he resultant associated
i mage regi onrs]ﬁ ?ﬁuéﬁ‘gbfgﬂgtéddéh%@%ﬁég’ggégs%eg3’%’8‘ Wsing caped putaadiopimel a

tions and antj; rel ations, between respective associ ated i mage regions in
mge 55, EadeBEREEhT bBRYer Th 85T Piksh eomepisntappranndds. Evbimopparen t
singl e respective blit .of the nmessage 28 based upon whet her the respective
vectors gener8P¥ski eéﬁ?m?eﬁﬁﬂlﬁtmymiiD@tﬂmpmsrprabesmsanenm&feka{a?(&eor
anti-correlated with each other. It is inportant to note that, as stated
previously, tusdineantmllepts of apphmtysr Kenithdur\depirting frof the pedsatine@fiby ast to
the prior art, wherein correlations and anti-correlations are nade wth

ref erence to lexpkample| gonkrotien] SofappifatisTFI0 MaR¥éthhidd! dhe O it & of
the stego-imge) carrier functions. The mamney;’l ini)vvhidglﬁ3 C(T)Iﬁntr'r:(l)xf'1 er 8 of

appar at us 10 tgssroedsesrs hh® adsdeiRfAihMfoR! Xel brightness intensity values a,
b, c, . . ff will now be descri bed. ntroller 18 of apparatus 10 first
assigns each data bit of the nessage 28 a value of either plus or m- nus
unity, depending uiparasetQfealsc tempreepen imagingdtaicdi4 tHab nlag HeoXhlesaldeue or
fal se, respectively. The respective nessage data bit values resulting from

thi s assi gnmenpstaxcton hethe device P4 o€ dppiratae 30 Blelvice 14 Y h AT
carrier functions 30, to generate rerm%1 15 MAR 2004 -22%%&&1?@@&%?&5%&& S.

The respect i vespbfiiRas coREHaAAS rdcBived Froh B EERA%Rd, L QgL e, i ons
304, 306, 308, 310 are then associ atoed w%?ﬁé?féés}gtgt??(gglz%gdﬁﬁg? 263?418"1’
accordance Wik ; 1 sqciatibon algorith and the respective
or oduct ass‘g’g?éﬁ@gﬁ&ﬁ?ﬁ& GpIniig RS UWrlafé 18 LoRipHhSes a set of walues that represpent

pixel brightnesses along the two-dimensional surface of a physical, visual cover image

12 that is input to the device 14 when it is desired to commence generation of the stego-

image 108.



each respective corresponding image region in inmage 16 is added to each of
the pixel brightness intensity values in that corresponding inmage region to
generate the pixel in tensity values in the inage regions 304, ;%S 308,
310 of the stego-image 22. Alterna tively, prior to adding the MARiZWQ
products to the respective pixel intensi ty|5\7al ues of the cover inmage, the
products may first be nultiplied by an enpirically-determ ned scaling or
gain factor for th urpose of. i ovi ng..encodi signal to noi.se ratio.
Control l er 18 of M&F&QSW‘%@%&%&%%% b1 gﬁésgp%?te?%°§§8’5’88fi ve
carrier functions 30 that were used to enco&e t he rressqafge ﬁB in i mage

regi ons 304, men6of apparatusd@03i should bs urderstopd thay, 1n prachica! dmpicacatatiqn ghap y
val ues in respective corresponding image regions in inage 16 to generate

t he pixel i ntparsis 100y apsaerplemnl (Rheay bagemprsgidon sofdller B8 dr iniptng davebe3dd. 8. By
generating the stego-image 22 in this manner, the respective data nessage

bit val ues arg,3ppRI902 ibBndrSieP BBk iveageqi6rAbitet RRGEea 04 titld ofdREHeR kbl fioh
bet ween respec tive associated i mge regions in the stego-imge 22.

Ad I i : : oo .
posel bi o o dititieet g EQRERSL RIBRRATRAnARe 18, LDSulROR Eoahlionps s

know edge of the carfier functjons 30; however, .wi thout. explicit ow edge
of the carridV ‘fH:??fBP{‘%g‘cé'ﬁ‘?g? igf'bo%ﬁ %rdn?r&déxpf:%?rgg} ﬁ'i“fqt“lo ﬁﬁtc"%UtbéHe?rét e
fromthe image 22 the image 16, since, assum ng that the decoder is not
provi ded wi t Hhegenabdimensipnglghirections; 105, 407l shq imagp 168; 145 will be descrabedamere

w t hout explicit know edge of the carrier function values 30, the absolute
modul at i ons dilly belopi, #elupsamplet image 104 thasistggneraled by upseiplerel{2rastagesul thaf
stego-image 22 fromthe cover inmage 16. 15 MAR 2004 -23 In order to

decode the NBg3}PscedBednifil £idQpsbLaQstbiFRePixehs (syMbolitany dwiein Figuef3 and
apparatus 50 first analyzes the stego-inmage 22 to determ ne the pixel

apparat us 50 f1r'st o-1 mage 22 to. . el
308 310, 3127100 o ErHE e 8y iR 109} kit RS RERINER; R g iacl

preprogranmed w th the | ocatiqns an arrier s j -regl ons
in stego-i magcélwf’zt,no soef\ﬁgfrr’s’ngg,gu\ﬁﬁ%%s f%agg 1r6 %ﬁﬁv&?{hn ?ﬁ%ﬁ%ﬂer{gggg%@ %02,
are respectively associated w_.th eacf] Qgher., and the relaéterm' ned. ..

al gori t hm t haAgei84 Wes ganeraieds Eorexample.Hb adsitusn pyras; P upstnPlen 07 iSage
regions. Controller 18 of apparatus 50 then determnes, based upon this
pr epr ogr ammecconfiguiedte inpsampigithe image 16 by aifactorefitvelimeachrnf thmlgngth and width
anti-correl ati ons between respective assgci ated i mage regions, the |ogical
val ues of t halifefisioel 03 167 toogutherass thehipeanplad frmageoldcthien tad remdtingredelatior
the nessage 28. If the controller 18 of the apparatus 50 is supplied with

the functi Onsoffi&a%é D64 350 tithéSfresiRy thah Htat BE iMALRANGAME e 108 & édteposed of
e.

know edge enbodied in the functions 30 (i. of the absol ute nodul ations

of the pixel c%ﬁiig%&r#%l L:ﬁgépssid@/th\c{?éldgﬁ%oﬁgﬁée W?esH?Qcﬁ% LOntERBAS Aixelst he

st ego-i mage 2 cover 1 nmage to generate fromthe i mage 22 the

imge 16. Figure 6.,is a nbaljc.illustratiaon of iQitized - | e
106 gener at e%@qgﬁlgxeﬁ)@ﬁ%&(ﬂé{liw(gp Wragh ¥5p %{’gieigﬁﬁ%{é’é seéggrh‘kl%gﬁﬁeegag
apparatus 200 of Figure 4. The manner_in which the stego-inage 106 is
gener at ed by 9ther, bysiaayayany amgng pivels ofdifferentelusteished. After controller 18
in apparatus 100 receives the imge 104 fromthe upsanpler 102, the
control | er 18 analRBrinsingtdewice/GRIE davide 26 comprisas axedventionalan¢ahanisinfor inger-
clusters 109 of respectively identical pixels therein. As stated

previously, -efacihgahubiaa vstr(abeshdwh) %o drrdoairoleral 8rseip & pénidt the usarfto tontrol
respectively identical contiguous pixels. After detecting and | ocating the

clusters 109, 340 fiRRbpELISHK ofsbpafat@d PEY, ForisroHadthgdhOUdRs phiiical (il&, HfdRop) 04
printed output) representations of visual images and/or other data generated by the ap-
paratus 100 and for providing the user with a display terminal for displaying visual de-

pictions or representations of such images and/or other data. Device 24 may include,



-24 clusters 109 into bl ocks which correspond to the inmge regions
(synmbolically referred to by nunerals 400, 402) in the i mge 106. Each of
the bl ocks contains a predeter mned nunber of the clusters 109 éf.g., t he
bl ocks may each contain |00 of the clusters 109, and be in the A5 MART20H 10
cluster by 10 cluster square). It should be noted that the nunber and size
of the blocks, and thus al so of the corresb@nding i mage regions 400, 402
described herein is merely for illustrative purposes and may vary dependi ng

upon the nunbg Rixels in the i e 104 and the. nupber, of data bits in

t he message 2ggrteoaﬁgieéﬁ%eo%re’af’rel%%gﬂ ,nah?é“%?fb‘éqfr B‘Fefg‘*ttgséﬁ‘g%ﬁqauqhﬁé@@lnt-
regi ons 400, 402 sgioutd ge eqHaI, to the nunber of data bits in the nessage
28 to be encoliéfnddexbeard mpnt deniess, andz display outpupdeierowhish tegotharermit the
respective data bit fromthe nessage 28. The assign nent of bits of nessage
28 to be encoleman nsertmigpur eynwasds0Conudiierils to be perfarnmtdrbyeappaiatusal 00, and
predeterm ned algorithmthat may be preprogrammed into controller 18 of

appa ratus 106 reddiué froitonltbRer 18 inaichfbh ¥LreBABOMdBRBEre & oft ' Of
t he second aspect of the present li nventi onr,e t he nerpzs%rgee 02§B§%&§EEH{OP§HIS¥]@

| ength. The | i ocks and correspondi ng i nmage regi ons 400,
402 in the ingggjtglztggg}pg{%ﬁgﬁ%fm ned and pre progranmed into the
controller 18 of ag@ar.ﬁtbug 100. Contrq l.er 18 of apparatus 100 assigns to
the respective dat &> B/ b§gpsgobedmare Vpen 28PatpR dP0,syvhen contre]ler k8 re-
uni ty, dependi ng upon whet her the respective data bit val ue undergoi ng such
assi gnnent i sCOIVSitBappsampladedigital impge 1 04fipm; upsampler 102 eentzallér Stgenerates
enbodi ment of the second aspect of the present invention conprise a
plurality of tetefronfa digitelizediversiénih@f ofsiego-inmpe 108} inatcardinarwitlethefpsnei-i ons
conprises four respective val ues; each of these values may be either plus

or m nus uni tples efshenifodirherit@f thY secoNaspbétaiftfie prasisit fivBnddH, bASK RSkl Nt
that the values of the subcarrier functions in each set of subcarrier

functions sunyft@ri& fnctibRS (sHaiboli ' faaactions in
-25 15 MAR 2004 each sculch gsgt btr?:la{géi eegéﬁgggéﬁ%kﬁﬁghggﬁy%%%gﬁg olib:gé:ﬁﬁtgfﬂsy.
The nunber of rrher ctions,is equal to e nuynber of the
clusters 109 ﬁ%ﬁ%@é@#@%@gﬁggp Tﬁg%cﬁm&%?gﬁnc WEIFRBG Y DAY DeSITENY, each
of the sets of subCfdrier funct 'i,ogs IS rand?m§ as

memory 20 or may be supplied to the controller 18 from a source external thereto (e.g.,

a not shown certifying authority connected to the controller 18 via a communications
(s

network). The digitized stego-image 106 may be essentially of the same format and

may comprise essentially the same types of data as the digitized images 16, 104 and

when supplied to the device 24 together with appropriate commands from the controller

18, causes device 24 to generate therefrom the visual stego-image 108.

Figure 4 is a highly schematic diagram illustrating the construction of an appa-
ratus 200 that implements the principles of an embodiment of the second aspect of the
present invention for the purpose of recovering from the stego-image 108 the digitized
cover image 16 and/or the message 28 encoded in image 108. As shown in Figure 4,
apparatus 200 includes controller 18. Controller 18 includes computer-readable mem-
ory 20 (e.g., comprising random access, read-only, and/or mass storage memory) for

storing software programs and associated data structures for execution by one or more



sociated with a respective one of the clusters 109 in the regi ons 400, 402,
and the re spective subcarrier function values in each respective set of
subcarrier functions is as sociated with a respective brightngssMAQt sity
val ue of a respective pixel in the respec tive one of the clusters 109 with
whi ch that respective set of subcarrier fddctions is as sociated. In order
to encode the nessage 28 in the inmage 106, the controller 18 of appa ratus

100 mul tipli r.espect i.v [ d yal ues of the ness dat a
bi ts by each BPEeRds Plse bBpRGIG EbQIBAR oL alfe HeRers obgesone 200har i <
associated w a re spectjve brightness intensity value of a respective
pixel inare 's‘b?’f"\?&teaﬁﬁgée PRERTINOTE PERRCSIr BN FpPARItUsIHRP, ths SpHware pregwaye
bit value. The stego-inmage 106 is then gener ated by controller 18, by
addi ng t he r eadelota simictuegsisanserthe pordrhller 48 and other elempnts bf appdratug OO ascarry
intensities values of the respective pixels with which the respective

subcar rier fdunahd/eninmplétian théxethniqies, fimetodsOartPoiRiA{ofs HERrbes Refeld Mbe-
products are associated. Alternatively, prior to adding the resulting

products to t; i i i i I i t he
b oduct s may T FarepSe iR A RipeutiRcholid 1R nd SRAUESLIRARRY o
gain factor I IProvie signal, to noi rati o of the encoded data. Further
al ternati vel ??)Ot ﬂ?éw@lal?erqugreptﬁgéﬁ?sgﬁgﬁ%s ’?rgv %&HHBF'W RS OCFPMRMAET RIGESS- set
of subcarrier functions contains only three subcarrier values and these

val ues do notSOEARAIREIEIEs may peysed ins¢antioliar | & ef appartysdHferithans departing
(collectively referred to in Figure 3 by nuneral 111 ) in each of the
clusters 109 fimethetpresentiodentivns $Fagexasple, doatrobeér I8mfiappiraths @00 mansonyfrisehe
carrier functions 30. Instead, the one respective pixel in 15 MAR 200 -26

each of the ohntst fiose [ 80X86-type FOCARESs ARG a89€iattd nferi®yRi NS unchanged, in
all re spects, including brightness intensity value, fromits condition in
i mage 104. Various conventional schemes may be used to encode the nessage
data into the remdRPRFESK0Q aljocogiprispean ieaging deyiqei 14that maybe of hesamiexel s 1
11 ). Advantageously, in this alternative, the respective brightness

i ntensity valcgrsrugtion axthe devicp &4 of appapitie] & Davicerbd ofapparatug 20cgaaratespin t he
brightness intensity values of the other pixels in each of the clusters 109

conpri si ng t hespoasetecomungls weetised frdmithe eonticllenl 8 AiitizeWirh£peINGFEEn ige
message

108 and supplies image 106 to controller 18. Image 106 comprises a set of values that
represent pixel brightnesses along the two,-dimensional surface of a physical, visual
stego-image 108 that is input to the device 14 when it is desired to commence recovery
of the cover image 16 and/or message 28 from the stego-image 108. K

Printing device/CRT device 24 of Figure 4 comprises a conventional mecha-
nism for interfacing a human user (not shown) to the controller 18 so as to permit the
user to control and monitor operation of apparatus 200, for providing the user physical
(i.e., hardcopy printed output) representations of visual images and/or other data gener-
ated by the apparatus 200 and for providing the user with a display terminal for dis-
playing visual depictions or representations of such images and/or other data. Device

24 may include, for example, one or more conventional computer-user interface de-

vices, such as pointing and keyboard input devices, and a display output device which



data fromthe image 106 in order to achieve substantial immunity to the
effects of noise that may exist in the upsanpled cover inmage 104 in

decodi ng the nmessage 28. The manner in which the stego-inage 106,.i s
processed by the apparatus 200 will now be descri bed. Controlle SIM&RM be
preprogranmed with information such as th\%i{espective carrier function

val ues, the associations of these values WYth the respec tive pixels whose
respective brightness intensity values were nodulated therewith to r encode

the message 38pdtherpeRaR tHORumidEser B RSl 'dhﬂﬁﬁmotcﬁﬁtrélﬁ?ﬁg% i;e\égﬁrgoﬁxgm%gg)g,

bits of the nessage 28 was assigned t0 the respective inage

402, 'and th thin@N nd_si.zes of the cluysters.109. and regi ons 400,

402. After cgaﬁbé}gﬁ][sezp alﬁ‘dﬁﬁq?ﬁ? ar oTlfgmé@&Frrlg;C’Eg\%'émc et nd pragsess pbe
fromdevice 14, the §8ntrol | er 18 .decodes the re spective nessage bits from
each respect i2PRArPs J00 . exesyting the input cotpmandsi pl yi ng each of the respective
pi xel brightness intensity values in each respective inmge region by the

respective val ue d%s whkbe despebed mereafallp belove dn apparates 200, WHeh @bntfdllef 18 rd-ne
respective carrier function value that was used to generate the respective

pi xel i nt ensictiyeyhewhgitdd ihlige FOCHOMIthEERagldBlevile P4,Q9H&&1e@1§“r‘£éo.€érs%6. 402

products; these products are then summed 1n each respective region

pr oduct . | frve’ .
400, 402, 11 TCRE e E RIS 6 Boo @l sl 28 3nd BEaMatF10 B np Sl

2004 - 27 spegpl 2 bit valye encoded i.n the respective inmage region
i s decoded. agbgﬁl a?’fﬁgsz‘zf'%gg%{“?m’ ?Uaﬁa’avf?’Eé“%'f%d[a}? ﬂ”l%‘é’"g'@ﬁ?rr](ﬁ freip apguigeso

utilizes the aforegaid informa tion in _conventional techniques to generate
fromthe i rra@’éte’I’@EﬁleFFéO (S+8g NObShownrertifying anthasity connsctedip osolkad 8t hen

appropriately downsanples the inmage 104 to gener ate therefromthe inage |
6. Al though Vha pmmunicationsawtwark).haWheresuppdied to thealtvice ZdowmaﬂﬁF&
speci fic enbodi mrents and net hods of use, it will be appreciated by those

skilled in tpeatacomhimids ForYthalcoat 61 18 She ima%é 26 bAdedvage TDEALE A8YILODS
t hereof are possible without departing fromthe present rnvention. For

F
exanpl e, thetd g’&ﬁtéﬁlﬁfmme?ﬁ&lﬁl‘cfﬁ%xﬁﬁé PalPE glsﬂélgf@%gghéﬁ%)ﬁlﬁ%gw;n the

af oresai d copending U. S. Provisiona cation Seri 58 may

be used i n cRBiUBRRSRIHb et HEAEIAPES ]y, L he Present invention.

Figure 5 is a symbolic illustration of a digitized stego-image 22 generated by
the apparatus 10 of Figure 1, and proccsseﬁ by the apparatus 50 of Figure 2. The man-

ner in which the stego-image 22 is generated by the controller 18 of apparatus 10 will

now be described.

After controller 18 of apparatus 10 receives the digitized cover image 16, con-
troller 18 initially processes the image 16 by logically associating together respective
pluralities of mutually-continuous pixels in the image 16 into two respective disjoint
sets of image regions (collectively referred to in Figure 5 by the numerals 300 and 302,
respectively) of equal size (i.e., each of the sets 300, 302 contains the same number of
image regions and each of the image regions contains the same number of pixels); each
of the image regions 304, 306, 308, and 310 in the first set 300 is associated with are-

spective image region 312, 314, 316, and 318 in the second set 302. Thus, region 304



O her- nodi fications are al so possible. For exanple, although the inmage 1 b
has been descri bed as being generated by r an inmagi ng device 14 froma
physi cal cover inmage 12 in apparatus 10, 100, if appropriately ﬂified,

t he apparatus 10, 100 may generate the inmage 16 using a conputé&g AR 0%
application program Also alternatively, -itp-appropriately nodified, the
apparatus 10, 100 may be configured to upload the inmages 22, 106 to a | ocal
or renote server (e.g., a world wide web internet server) for access by
others via a ls:m@te«? withtregion 312 gegion 30hds assoeiatad With region 3 henegion 308 is

nodi fications are al so possi ble. For exanple, the pixels and/or inmage

regi ons in t lassocixggevifiPregfon I asd fegivmny3 106 asoiatddywitlnfegidne8efespavbinglyeach
ot her and need not be clustered anong each other in their respective sets

300, 302. . iptvAffustitide eiBoditiiait Bfﬂ’x@@i‘rstrﬁegécft bf&%mgﬂéb%nﬁh%rﬁioﬁ%d?%ﬁﬁaﬂggﬁés

Accordi ngly, the present invention should be viewed quite broadly,

bei ng defi ne f i e r ei.naf d iI415. at is
claimed i s eibebbRBls Rt &t b otk FhPR AR SB0RRRLI 3 241E: 31002
first imge, c jsing , sanpljn he first jmage in at |east agne .

di mensi on of a{“iioigp é hssatsw “{B‘xﬁléng‘rsilpﬁldah? nated:that e npmber and stregd dhe im-
resolution than the first inage, the upsanple image including a plurality
of respecti veggreginps iné¢acheep), B02dgscritedherei is merelly ori ilustieiveipngosésemdof
the at | east one dinension and encoding the data in the upsanpled inage to

produce as emnmgdat, dipsading @foh ERGfimber WhpikBlsiif e infige N6 and thel dignter 668ath Mage
with the encoded data is ell mnated by nmani pul ati ng each of the respective

groups to pr@gyGAhE BRESEE Y %0 88 eANRAEd IHBURSer, theUlintter OF iSdkeREiBhSinQaclyi VEN
conmbi nati on of pixels have intensity values that are equal  to the intensity

val ues of th r €50 i | I fd LSty . e. ' d

accordi ng tog?:tﬁglb’mﬁ)?, S%\E/;\E@:% Wﬁo&%%ﬁ&t%g afaebéiﬁggtg?ev%gg&i%eo%@%gre& ps the
pi xel intensity value.of .at. |east one pixel remains the sane affer .t dat a
hoc bin enco§®¥fd: ?’th’ﬁénﬁtﬁghﬁpéﬂv‘? ?fﬁb@ﬁmﬁm’ fhsRea is fpryPitsdn L‘H“gfbms
wherein in each of the respective encoded groups the respective pixel

i ntensity valesatonsraf thenimage degiensinithe imageck? arp predatesaingd and prepeogiammedn t he
upsanpl ed i mage such that, after the encoding, suns of the respective
intensity into the controller 18 of apparatus 10.

In accordance with the first aspectlof the present invention, the message 28 is
encoded into the image 22 based upon respective correlations and anti-correlations
between the respective image regions in the sets 300, 302 that are associated with each
other. More specifically, as will be described more fully below, the brightness intensity
values of the pixels in each of the image regions of sets 300, 302 are treated as speci-
fying coordinate values of respective vectors, and the data bits of the message 28 are
encoded in the image 22 based upon correlations and anti-correlations between these

vectors.

For example, for purposes of illustration, it is assumed that the intensity values
of the pixels in image region 304 are given by variables a, b, c, and d, respectively; the
intensity values of the pixels in image region 306 are given by variables i, j, k, and |,

respectively; the intensity values of the pixels in image region 308 are given by vari-



values are equal to the intensity values of the corresponding pixels in the
i mage 15 MAR 2004 - 30 Method for use in decoding data encoded in an
encoded i mage conprising selecting one or nore pixels or conbination of
pi xel fromrespective encoded groups of pixels in the encoded1EhU@%ﬂmHhe
encoded i mage havi ng been generated fron1g2§§cond I mage generated by
upsanpling a first image in at |east one dirhensi on such that the second
i mge has a higher resolution than. the first imge and includes second
groups of respBles qyglsyaridierbpeeavelpi m@liﬁeﬁsﬂytdameébfﬁﬁgdi 1 ﬂfm{?ggie R 3192St

ndi ng t && d

one di nension, the respective encoded groups corresp con

groups and in L r iV I X or.. caombi nat,i,on .of pixels..wth .
intensity val gjéel;g '% ﬂ‘g?y gzrﬁ'ga%ge;sda?, a%bm?igb’ir?ﬁ!’%%gfeb@ (Mo, &8 pb‘FPOLSFFEOf iffustration,
correspondi ng.pi xels i.n the second image; and determ ning the respective
bits of the dé&'aaﬁmd@aati@w InfeRsibn viesPTithaapjels phupagedesion 42 ereigivendt
upon. the result of manipulating the intensity values of one or nore pixels
or conbi nat i oNaadbles &) & and ht igspectivglpcthe insensity odbids gf thepixelnindmage tgivge

W th associ ated predeterm ned val ues used. to encode the data. Method
according to 814aregyendyevaiables hg nde} /1P, fispactivkly B INRRABCHAING JFiticSpikals
based at least in part upon a substraction of an intensity value of 'n

respective prafipiferdesspé x8lgivdn iaBits ,eh\?:v%%a‘?ccfésﬁgc{iﬁ@?oﬂﬁqmglﬁs? ps_of

pi xels fromthe intensity val ues of the et i xel'§ i Sanme grodp the

respective pr el 4 i.xels in eagh,of t.he encod roups of pjxels
havi ng t he saﬁg‘al&&%g? Ty \}%ﬁﬂ%geargg'toﬁéq?&ep%%?'f S%Vwai’gqsglfnéj‘{?ﬁ& and ', re-
correspondi ng secor]d %ou%z of pixels. 6. Method according to C aim4,
wherei n the i PREEHETYy T9aVeRIQs that iy hegeparated feom regiens 304, s A0S 10nE125econd
groups arc changed as a result of the encoding of the data 15 MAR 2004 -
31 to producdl4Rd6candad8drgrabps, d°n ek, dnceaiads, trege zsaschbt, vzt f, gahter the
encodi ng, respective sunmation of the intensity values of the pixels in
each of the r&speoe,ipre<en;odad, gnddes ddree, Fou@bpectivélgspecti ve intensity

val ues of respective corresponding pixels in the second i mage. 7. Apparatus
for use in encoding data in a, first | e, copprising ap upsanpl er that
upsanpl er the fi rs?ﬂ ?cﬁﬁ%ém’renw’él? thigerm g@%@“‘cﬁfﬁga%}é‘ﬁqﬁ OFth@ﬁrst,agzec‘ ofethe to
generate an upsanpled i nmage of higher resolution than the first image the
upsanpl ed i rraarssq%e}vammg%m TSSRECHYG Vertars (a-@ s pesters we, yrepdpend ke fegdedtgenel y
identical pixels in the direction O the at |east one di nension and an
encoder that enteddrmn tWweasiatiated imagecrepioas (g crtgions §04 and B12)die corsidere@rig0ded
upsanpl ed image in which the first inageoes not interfere with the enoded

data by mani pbd @rieleideht iher f18duR SPBIeirbpB ORI R aRhRiCHter g§cﬁ%§ un¥®
encoded groups in which given pixels or given conbination of pixel ave

- - | 4 H A .

LSt YVl aarc bR BALSKcA LA ORBI Nt AL I o e
wh i h he d i. .Lhe | h i |1 bvr.
wner 11 00 SHERGE RGBSR ADE LD PRt LIRRBR,p SRR S

i dentical pixels. Aapa[’at us accor Itntg to claim?7, wherein the encoder
changes t he r(‘é)élﬁlgslie \JQ be anti-correlated 1t the mnner product of the respective vectors (calculated

after background of DC components have been filtered out from the pixel brightness
values from which the respective vectors are generated) is non-positive. The back-
ground or DC component may be filtered out from the pixel brightness values from
which a respective vector is generated by subtracting from the respective vector the
mean of the respective vector (i.e., the inner product of the respective vector with it-
self). The respective vectors may each also be scaled so as to have the same magni-

tude. Two associated image regions (e.g., 304 and 312) encode a logically true mes-



i dentical pixels is each said respective group as a result of the encoding
of the data in the inmage a such that after the encoding respective
summat i ons of respective intensityy 15 MAR 2004 - 32 val uesy gf
respective pixels in each said respestive group are equal to respective
intensity values of respective correspont 1ﬁg pixels in. the first inmage.
10. Apparatus for use in decoding data encoded in an encoded imge, the
apparatus c LSk Rg t ' d i fromthe
heoded | magabhunh B if g R peaive Vaglort FERRRLY FERNAEIIchs IRk A S oL
bei ng generated from second groups of pixels in a second [mage, that is
gener at ed by Sgeamq:]aiegf a&?’]‘%ESFH{') A éssgi’afeﬁ mjage é%é‘insc?ﬁéo‘{ﬁ "rr%ﬂ!ﬁ‘gh falsech.
that the second inage hsa a higher resolution than the first imge and

i ncl udes sedBegagprdalakit ithe respestive vestors geapnateddirom theaiegions! pixad beightmessi on of
the at | east one dinension the respective encoded groups corresponding to
t he second gvabueparecami-¢anzlased.ng sel ect ed pi xel s or combi nati on of pixels
having intensity f values that are equal to the intensity values of the
correspondi ng pixels in the second inage, the decoder determ ning the
respective bits dfontuedeyt§ of apparstisdl Q is conbewrad tuganeratmthe imaged2 80 a3 wast i n
part upon the results of manipulating the intensity values of one or nore
pi xel s or ccempbddeghe oessage P8 thedrainibasadngponesaple correlations aad anti-corrgladomsbd-n
accordance wth associ ated predeterm ned val ues used to encode the data.
11. Appar at uwveat Repatting adsecialcdiimagdOregVdiRIoFkhE inth@e d2C TUBY is d@In&olbNESgdnbe
respective bite based at least in part upon a subtraction of a respective

intensity V%M@sgth@fimg%éfﬁﬂ&ﬁ%é’ﬁnﬁl RObPioBuKGtg (18 ph BriBhunblAnfAGRA4L OUPS

of pixels fromrespective Intensi al“ues of espective “pi xel s

in the sane . xel fhe.respective intensit al yes of the
respective s“grg‘ gg&}aﬁ%?r@é?%”%%m%tﬁg PAeGEEIOG & %%%33 ué’ ﬁl?bg‘echs"BWQ‘PséO'bei ng
the suns as the, respective intensity val ues of corresponding pixels in the
respective PG ERAGERCAIONS 18 MBERRIZHFRANIE MASSaEe,28  based upen regpectivpcanely 12,
Appar atus according to claim10, wherein the respective identical pixels in
each of sai diogeewhantyeartalations beovesngespectivesassadated imdgetragionnboigiagg 23f t he
data to produce the encoded i mage such that a, after the encoding

respecti ve diahmpair ofiasséciated fraagd regions ireimnage\22vemkcodss aafinglé eespetivedit ofehe

pi xel s in each of the encoded groups ore equal to respective intensity

val ues of r enqeddei28basad uRa R dhdiesdctiv Dedth® geR&aRd R URir Piel ,
Comput er -readabl e nenory conpri sing conpyter programinsruction for use in

encodi N dalifichiheds Johfes lrd Jfate AR EmalIEH WG St M SEimAtRRRIR | O

the first image 1n at least one dinension o I'mage t'0 genherate an

upsanpl ed i nage, of hi gher resol uti.o han t first .i mage t.he upsanpl ed

i mage i ncl udCRgh: # iﬁ%&‘??'ﬁ"yw&ﬁbr @’éﬁ)&ﬁf‘?‘@'ée 8){"3585358?‘ 'P%?’S‘é’etlf U’esi"griicgg‘ﬁﬁtcal
pixels in the direction of the at |least one dinmension; mad encoding the
data in the ‘QHEAmor ag, Wheigia copelstiontard ati-eorreletions appsmags with referencedye i n
which the first inmages does not interfere with the encoded data do not

i nterfere bexpigitlpkhown angl externally availebleds peoutside of theugtegorimagepcarder func-
respective encoded groups in which given pixels or given conbination of

pi xel s havetions.ensity values that are equal to the intensity values of the
corresponding pixels in the first image. |4. Menory according to claim13,
wherein at | east _.gone respective pixel in each of the groups of respectively
i dentical pixels T?‘@t‘%ﬁ“ﬁ%‘ 'Pﬁ\ém%lh?ﬁé’tﬂilﬁbh%P??PRP&Q%I%SQ‘EFM%@CG%%‘&S been
encoded in the upsanpl ed inmage. 15. Menory according to claim 13,

wher ei n t he Pi%et paghthess inteisityivahies pj kel s. 1ﬁﬁvéﬁmnwdmd¢scxebaplect€:omrcgteom&oar e
changed as a result of the encoding of the data in the inage such that,

af t er encodiapparatos $0 €iest asstprseatiadata bt oTfthd Messags P& val® of RitRérSilhyoral-ues of

nus unity, depending upon whether the respective data bit is logically true or false, re-
spectively. The respective message data bit values resulting from this assignment are

then multiplied by respective values of respective carrier functions 30, to generate re-



the respective pixels in each said respective group are equal to respective
I ntensity val ues of respective corresponding pixels in the first inage 16.

Conput er - r eadabl e nenory conprising conputer programinstructi r e
inngecodi ng data encoded in an encoded i mage and that when exeaﬁ@{ﬁ%c@ﬁie.

[ [ [ [ [ I xel s fromrespective
sel ecting respective pixels or conbinations of pixe _ :
encoded groups of pixels in the encoded indde, the encoded i mage having
been generated froma second i mage generated by unsanpling a first image in

ne I.yensi qn su that .the second inege has a higher resolution
? F\alneijl ?\2‘ 19 i rsfﬁfﬁg"g@"aﬁﬂs-i ﬁE‘f {faRective iagr IGEWRH 40 B 1magp b6 thay eoryesporshipireal
pixels in the direction of the at |east one dinensi on, t he rgspect Ive
encoded gr oup8'°Bb9b368a319 getthan asseciatdd writhupspeative productsliingesrdacs ed

pi xel s or conbi nation of pixels havingintensity values that are equal 'to
the intensit ywithiapesdegimirved assciation aitgbirilgmpandeths réspeéthie pr§<ﬁﬁ?9§iobigﬁ9%vibhand

determ ning the respetive bits of the data encoded in the first I nage based

e oo or e pach ripanivOmEaRHling iflagERAAANB0 11 TOBL b0 YRHE] ©

one or nore pixels or conbinations OF pi-xe n-the respec

[ s WM I.at.ed predet erm ned val ues used to_ _encode
The tata, 17 GRS imdch vARECH bR Fteereeiond sraceieihPhg BT | he

[ [ ' ' btracti on of respectuve

repective bits i.s based at .least [n part_upon a su ! .

intensity val lﬁlésétyo\faﬁ}eégb&gtl{r@ge regions 304, 306, 308, 310 of the stego-image 22. Alterna
tively, prior to adding the resulting products to the respective pixel intensity values of

the cover image, the products may first be multiplied by an empirically-determined

scaling or gain factor for the purpose of improving encoding signal to noise ratio.

Controller 18 of apparatus 10 adds the respective values of the respective carrier
functions 30 that were used to encode the message 28 in image regions 304, 306, 308,
and 310 to each of the pixel brightness intensity values in respective corresponding im-

age regions in image 16 to generate the pixel intensity values in the image regions 312,
£

314,316, and 318.

By generating the stego-image 22 in this manner, the respective daia message
bit values are encoded in respective correlations and anti-correlations between respec-

: ti.ve associated image regions in the stego-image 22. Advantageously, by so encoding
the message 28 in the image 22, it is possible to decode the message 28 from the image
22 without explicit knowledge of the carrier functions 30; however, without explicit
knowledge of the carrier functions 30, it is also relatively difficult to generate from the
image 22 the image 16, since, assuming that the decoder is not provided with the cover
image 16, it is relatively difficult to discern without explicit knowledge of the carrier
function values 30, the absolute modulations of the pixel brightness intensity values

that generated the stego-image 22 from the cover image 16.



t - fir t00 ~ ~ ~ 15 MAR 2004 - 35 predeterm ned pixels in each of the
encoded groups of pixels fromrespective intensity ~ . values of the other
respective pixels in each of the encoded groups of pixels) the t respective
intensity val ues of the respective predeterm ned pixels in thel8§MAR&Moded
groups of pixels being the satire as the-pg8spective intensity val ues of
respective . corresponding pixels in the correspondi ng second groups of

pi xel s; 18. Menory according to claim 16, wherein the respective identical
pi xel s in each oflnosde tadesodel thermoessagead®fremahe stagarimager23s thet copfrolier] 8 of
encodi ng of the data to produce the encoded i nage such that, after the
encodi ng, resppartuiug SOSltsnanklyoessthoktepesmeagd 23/® detarintisthé pixed bHESnes ihids-
respective pixels in each of the encoded groups are equal to respective

respective pi _ ( s are _ _
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]caV] ca] ca] ¢ é]zggqng AMAgS EgRNsUN StgpRAmREe 22, as'well as, which images regions in the
WKv' BCCKK| wr mhc”Y] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] cal] ca] capsdPeaiRaireatspajtive] x associpied vathl dabih qtien),and the predetermined algo-
67} xsnid_Z]]]ca] ca]ca]ca] ca]ca] ca] ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]calca

] ca] ca] ca] ca]ritih kit Sk tisdd-ta]acticiad tha!tdsbadéfdata bils with the-imalpé ISR, Con-
0! 003e4g4467~ytoje [V]c

a cal cal o] cauhel protabralGaigl] sakomheabedh pbe e glbrikathed ARG 2]

aJ ca] ca] ca]cal ca]c”a vrr orrur

;5 <l <<<<L<<L( =<=FRS I calcal calcal ca cakc cal cal cal calc ajcaj ca
] cai ca] ca] ((:a]af:lgfhc? 5%%’23?@%%%%?@%108%%%?@11%%%@oél]s ]cbeg“k%"e T Speltwe’] S0GALFhe
I SN>>>| ?2?2?2?F@\AAKBBBBCC CC ) )
?)_ DDEaEEE>FFREIREIN Sy ﬁﬁcg’gﬁa]‘ yeluey of the messags pits) aodpssemblesthpsedpgisplovalees) ca ¢
a] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! HEI 1'1?JJIJJISKKKBLLLF
MVM NNNJ COQ! o  rpgsagerate Ve coajrelgrcks| ofdbe apnamtesi € is] supplécd with the] ca] ¢
a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca! RRRSUSSHTTT) UyU
uU Vy WSW Wkiékons 30, the controller may also be programmed to use the knowledge embodied in
the functions 30 (i.e., of the absolute modulations of the pixel brightness intensity val-

ues that were used to generate the stego-image 22 from the cover image 16) to generate

from the image 22 the image 16.

Figure 6 is a symbolic illustration of a digitized stego-image 106 generated by
the apparatus 100 of Figure 3, and processed by the apparatus 200 of Figure 4. The
manner in which the stego-image 106 is generated by the apparatus 100 will now be

described.

After controller 18 in apparatus 100 receives the image 104 from the upsampler
102, the controller 18 analyzes the image 104 to detect and locate therein the clusters
109 of respectively identical pixels therein. As stated previously, each of the clusters
109 contains a respective set of four respectively identical contiguous pixels. After

detecting and locating the clusters 109, the controller 18 of apparatus 100 groups the
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this embodiment of the second aspect of the present invention comprise a plurality of
sets of subcarrier functions. Each set of subcarrier functions comprises four respective
values; each of these values may be either plus or minus unity, and subject to this con-
straint, and the further constraint that the values of the subcarrier functions in each set

of subcarrier functions sum to zero, the particular values of the subcarrier functions in
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tive one of the clusters 109 with which that respective set of subcarrier functions is as-

~ sociated.

In order to encode the message 28 in the image 106, the controller 18 of appa-
ratus 100 multiplies each of the respective assigned values of the message data bits by
each of the respective values of the subcarrier functions that is associated with a re-
spective brightness intensity value of a respective pixel in a respective image region
associated with that assigned message bit value. The stego-image 106 is then gener-

' 4
ated by controller 18, by adding the respective resulting products to the respective
brightness intensities values of the respective pixels with Vyhich the respective subcar-
rier function values that were used to generate the respective products are associated.
Alternatively, prior to adding the resulting products to the respective pixel intensity

values of the cover image, the products may first be multiplied by an empirically-

determined scaling or gain factor to improve signal to noise ratio of the encoded data.

Further alternatively, the carrier functions 30 may be modified such that each
set of subcarrier functions contains only three subcarrier values and these values do not
sum to zero. In this alternative, one respective pixel (collectively referred to in Figure
3 by numeral 111) in each of the clusters 109 used to encode message data is not

modulated with any of the carrier functions 30. Instead, the one respective pixel in
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data from the image 106 in order to achieve substantial immunity to the effects of noise

that may exist in the upsampled cover image 104 in decoding the message 28.

The manner in which the stego-image 106 is processed by the apparatus 200
will now be described. Controller 18 may be preprogrammed with information such as
the respective carrier function values, the associations of these values with the respec-
tive pixels whose respective brightness int{ensity values were modulated therewith to
encode the message 28 in image 106, the manner in which the respective encoded bits
of the message 28 was assigned to the respective image regions 400, 402, and the loca-
tions and sizes of the clusters 109 and regions 400, 402. After controller 18 in appara-
tus 200 receives the stego-image 106 from device 14, the controller 18 decodes the re-
spective message bits from each respective image region 400, 402 by multiplying each
of the respective pixel brightness intensity values in each respective image region by
the respective value of the respective associated carrier function (i.e., the respective
carrier function value that was used to generate the respective pixel intensity value in
the stego-image 106) to produce a series of products; these products are then summed
in each respective region 400, 402 to produce a respective summation value for the re-

spective image region 400, 402. If the respective summation value is negative, the re-
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Although the present invention has been described in connection with specific
embodiments and methods of use, it will be appreciated by those skilled in the art that
many alternatives, variations and modifications thereof are possible without departing
from the present invention. For example, the image misregistration correction tech-
niques disclosed in the aforesaid copending U.S. Provisional Application Serial No.
60/139,758 may be used in conjunction with the techniques of the present invention.
Other modifications are also possible.

For example, although the image 16 has been described as being generated by
an imaging device 14 from a physical cov;r image 12 in apparatus 10, 100, if appropri-
ately modified, the apparatus 10, 100 may generate the image 16 using a computer-
executed application program. Also alternatively, if appropriately modified, the appa-
ratus 10, 100 may be configured to upload the images 22, 106 to a local or remote
server (e.g., a world wide web internet server) for access by others via a computer net-
work (e.g., the internet).

Yet other modifications are also possible. For example, the pixels and/or image

regions in the image 22 of Figure 5 may be mutually interleaved among each other and

need not be clustered among each other in their respective sets 300, 302.
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What is claimed is:
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L Method for use in vucoding dara in a first image, comprising: |
' vpsapling the first image in'al least one dimension of the fiest iags to

gencrate en upsampled image of tigher resolution than the first image, the upsampled
-image including o plurslity of respactive groups of respectively ideatioal pixels in the

dirsotion of the at least une dimension; and

encoding (e date in the upsumpled fmage 1o produce an epcoded upsampled

im-'-;ge in which interference of lhe first fmage with the encoded data id eliminated by

maripulating each of the respective groups to produce respective encoded grovps in

which given pixels ur given comb ihaﬁox_u of pixels have inteneity valuss that are equal

%o the intensity valuas of the cu‘r.csﬁonding pixels in the first image.

2. ° Method acearding to claim 1, wherein in each of the respective encoded proups
the pixel intensity velue of at leust one pixel remains the same afier the data has been

encoded in the upsempled image.

K Method according o cluim 1, wherein in cach of the respective encoded groups
the respective pixel intensity values age changed as a result of the encoding vf the data
in the upsampled image sueh that, afler the encoding, sums of the respective intensity

' values are equal to the intensity veluos of the coricsponding pixels in the first image.
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10% o8 ()1 16% 0ot ol 5fsRkcbli did SEBER i & bt Smage) coprsing:
selecling one or more pix.als ot cnnbinations of pixels from respective encnded
groups of pixels 11 the cacoded mage, the-enpnded image having been geveruted
from 2 second image gencrated by vpsampling a firet image in at least one
dimension such that the second imagc has 2 higher resolution than the first image
d includes second roups of respevtively identical pixcls in the direction of the at
least one dimension, the respective encoded groups corresponding to the second
goups and including respeutive pixe& ar uombiﬁations of pixels with inteusity |
valves that are equal 1 (he _inteneity values of the corresponding pixels in the
scond fage: and |
determining the respective bits of the dala encoded in the encaded image based

atleast in part upon thi results of wanipplating the tntensity values of uac oe more
pixels or combingtions of pixels ju the respective cacoded £roups i accordance
With associaled predetermined values used 0 enoode the data.

.. Method arcording to elaim 4, whorein the detormining of the Tuspective bits is

based at Jeast {u part upon a subtraction of an inlepsity value of 4 respective

predetermined pixel in each of the respective encoded groups of pixels from the

inteusity values of the other pixels in (e sume group, the respective predetermined

Pixels in each of the encoded groups of pixels having the same intensity vatues as the

respective pixels in the corresponding second groups of pixcls.

6.  Method vecording to claim 4, wherein t‘hc intonsity values of the respectivc

ix
pixals in tach of the gecnnd £TOups are d’ﬂﬂg@d as 2 resulf of the encoding of the data
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pixels in the cecond image.

7. Apparatus for vse in encoding datx in o first imuge, compﬁsing::

anupsampler that upsaraples (he first image in at least one dimension of the firgt
image to generate an upssnapled image of higher resolution than the Hirstimage, the
upsorepled image including a plurality of respective groups of respectively identical
pixels in the direction of the at least one dimensinn; and

an encoder that encodes the data in the upsampled image to pro&uua ua encoded
upsempled iq;agc in which the first image does not interfere with the enaded data by
manipulating each of the respective £rvlps to produce zespective encoded groups iu
which given pixels or givea combinations of Dixels have intensity values that are equal
to the intensity values of the coxr&iponding pixels im the fisst image
8. Apparatius sccording to claim 7, wherein the cacoder encodes the datz {nto the

- image by chuaging all buray least one respective pixel in cach of the groups of

respectively identical pixcls.

9. Apparatus 2ccording (o claim 7, wherein the encader changes the respective
idenmicul pixele in ench said respective group as a result of the encoding of the data in

 the hage such that, after the encoding, respective surmmations uf respective intonsity
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I h6f ghi u} 0334'311195'61’ B%esBobtdve ph9n each said Tespoative proup are equal to respective

- intensity valueg of rc3pective correspomdmg pixels in the fiat 1 imape.

10.  Apparatus for use jn decoding data encoded in an envoded image, the apparatus
Comprising e decoder that deondes regpective data bits frum the encaded irmage hy
manipulating cncodcc_l groups of pixels, the cncoded groupe being penerated fiom
second graups of pixels in a second ixnagé tat iy generated by upsampling a first image

in at least one dimension such thut the second 11'nag;= hasa highu resolution than the

| Tirstimage and inclodes second groups of zespectively identical pixels in the divection
¢f the at least ons dimension, the respective encoded Eroups corresponding v ﬂw
Second groups and including sel ectod pixels or corabigstions of pixels having intensity

Values that are equal to the intensity values of the corresponding pixels in the second
image, the decoder deternining the mpccﬁ{'e bits of the data eucoded in the encoded
Image based at least in part upon the rosults of manipulating the intensity values of one .
e Biore pixels or combinations of pixels ju the respective cnéodefl groups in )

|

!

| socordance with ossoclated predetermined values used to encade the data.
' »

' 1, Apparaws according to cluim 10, wheeein the decoder detexmines the Tuspeetive

bits based at feast in Pat tpan a subtraction of a respeotive intensity value ufa
Tespective selested pixel in each of the encoded groups of pixels from Tespoctive

- iatensity velues of the othar respective pixels in the same groups of pixels, the

~ Yespective iutensity valyes of the respective s_eleclcd pixels in thie respective cncoded

 810Ups of pixels being the same us the respcct'iVe intensity values of corresponding

pixels in the respeetive corresponding second groups of pixels.
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12.  Apparatus gccording 1o claim 10, wherein the respective identical pixcls in each
of said sccond gruups ere changed as 2 result of the encoding of the data to producs the
encoded image such that, afier the eucoding; reypotive suramations of respective
intensity values of the respective pixels in euch of the cuvoded proups ore equal to

respective jutensity values of respective corresponding pixels in the second image.

13. f‘omputcr—readabl:; ménnry comprising computes program fustructions for use -
in eacoding data in a first image, and that whea exeoulod cause:

uwpsampling the first image in al least one dimension of the first imﬁgc to
penerate an upsempled image of higher resoluuon than the first image, the upsamplcd
image including a plurality of respective groups of tespectively idcotical pixels in the
dircction of the st least one dimensinn; aad

encoding the data in the upaampled image to prodm;c sn enmdnd upeamapled « .-
image in which the first image doca pot imecfors with the encoded date do not mtcrfere )
hy manipulating cach of the respective groups to produce raspective encaded groups in

 which given pixels ar given combinations of pixels have iutensity values that are equal

to the intoasity valucs of the corrcsponding pixels in the ficst image.

J4. Memory acconding to elaim 13, wherein at least one respéctive pixel in each of
the graups of respectively ideutical pixels setaing the same intensily valus aftcr tho dete

 has been encoded in the upsampled imzgo.



: '()- 7uv !"dEbC ! h

() 10%& ()- 10% ()- 109%& ()- 109& ()- L10% ()- | h
gk () ol el ] s el 88 8
; '()-G f10%& () - 3&10%& () - -, Y1
1) 103 109 ()- 3 ba00& () - $10% ()- G LM O~ 10 101 <1088 WAR 204
109’ () -310%& ()-/02<FGH Wij_@! h |)1&$-10/&|()_10fy&' ()-a, 109%& ()-a! v\
| 9109& ()-!-109%& ()-+s10%& ()- W [-NZL<§‘-”@6 h. (< @]
>+10% ()-!$v\ >+10%& ()-!pv\ >+109%& ()-3: 10%: ()- [<] @'
h, 109%& ()-a, 10%& ()-a! v\

£aid respective grovp a.ta Changed 8s a1csult of the sacoding of the data iu the image

such that, Afler the encoding, respeclive surmmations of respective iwensity valuey of
. therespective pixelg 1:11 cach said respective Broup are equal to respective intensity
valies of respertive corresponding pixels in the first iage.

16, Computer-readable Wemary comprising computer program instroctions for uss
. tn decoding data encoded in an encoded image and rhat when eiecuted cause:
eelectiug respective pixels or cumbinations of pixels from reepective encoded
gronps of pixels in the cacoded fmage, the cacoded image having besa geaerated
from a second image geverated by upsampling a first image in ut loast one
dimensjon such thar the scoond imugehas a higher resolutiva than the ficst image
and incl_udcs second groups n't'rcspecﬁvdy idcatical pixels in the dircction of the at
least one dimension, the Tespective encuded groups cortegponding to the second
Eroups andl including selected pixels or combinstions of pixels hoving intensity
values that are equal to the intcasity valvey of the corresponding pixels in the
.' second imago; and
determining the respoctive bits of the data encoded in lae fisst image based at
leastin part upon (he results of mamipulatiyg the intensity valves of one or more
Pixels or combinations of pixols in the respective encoded groups in accordance

With associated predetermined valyos used 1o cacode the duta,

17, Memory according w claim 16, wherein the dotermining of the respaclive bits is

based at least in pat Upan 3 subtractivn of respective intensity values of respoative
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| pedeternined pixels io sach nfﬁo encnded gronps of pixeis from respsctive intensity
values of the other respective pix;:ls in vach of the cacoded groups uf pixels, the
respective intensity velues of the respestive predotermined pixely in the respective
eavuded groups of pixels beiog the same 8 the respective inteusity velozs of respevtive

corresponding pixels in the eorresponding second groups of pixels.

) 18 Menory according to claim 16, wherein the respective identical pixels m each
of said secund groups are ohanged os 8 vesult of the cg?oding ofthe data to producc the
cacoded irpape such that, after the encoding, respective summations of respective
imensity values ofthe respective pixels in éach of the eucoded groups are eqqual to

' respective Ditcasity valuos of respective conresponding pixels in the second imags.



