; e3e==: Z=: PPQTDU Y6YT: Z26 Novenber 2004 | SYSTEM AND METHOD FOR S| GNALI NG
QUALI TY OF DATA CONTENT FI ELD OF THE | NVENTI ON Thi s i nveRfiNsyembp2Q4 ¢ o
digital devices and nore particularly to the nanagenent 5 of data between
di gital devices. BACKGROUND OF THE | NVENTI ON A growi ng conpl exity and

i nt erdependence of discrete conputer systens requires reliance on data, the
quality of which a particular user systemhas little or no control over.

Wil e the phrase "garba LA t- ed for over half a
century to 10 descri be ﬁ%%%{%ﬁ?ﬁ ﬁ[ﬁg{;%ut er systens
functioned i ndependently, in e ' t'$'0r over isol ated

networ ks. The garbage data typically inpacted only the i medi ate system

whi ch essepiEIa IOF THE INVENTION rol of the user. The advent of network
based conputer business applications, electronic data interchange and an

| ncreasing rel i ¢ enRigh AR iAbRIARER! SRHELRSDARANS 1oPE mllRbdndn

quality and integrity. sent1 al It ist ata between

vari ous go r . syst that drives their very functionality. The

i nt er con e@#&aﬁbewgﬁcggﬁ%td@“&%ut er systens through standardi zed networks,
such as the Internet, has enabled data to be i medi ately accessi bl e by
other systens, W ere j s typically no control over the data quality
and/ or i nt BAGKGROEND OF ¢ H Nfﬁipbinovm edge about the quality and

W ng between systens and within a system

CEJ

integrity of 20 the data flo 5
Current syst enmsA@rewingromplexitywind inteidependeregraftdiscraiel copputen systsmsdaquires

between two points, assumng that the data is error free at the first point
and may beetinfce@ar daty) tieoquatignofi whitk a phritulzh ases g hpolinle.or Marcontnsl cehenes
of error detection and correction are 26 Novenber 2004 2 well known. More

recently, winilettRé phiaSdapatbise ihalxegah%g@ ouBeshst KRR REE Er Slat Ralf™ 8k oand

identify its origination (source). st schenes for controlling data

quality,qu %és&ﬁbeo rdia% H@ﬂletﬁguﬁ‘tglere%@&g{ gcéhaiég@% rs?&%ﬁ‘ng ﬁ@é@n‘éﬁrh@{igﬁe@ﬁéﬂgﬁﬁé s

and bugsS, by testin rogramu ase si S nes are
very dependent upon the user interface, the ograpm ng | anguages, th

it abase S Sblsm SVHEMDEUS 3 N Ly e AtESt LV pabes G OB FipeoHgs
schenes are testing schenes, attenpting to approximate a real user

envi r onnmenenly ﬂmunmgatgsmrwhleh ggsentially was under control of the user.

The advent of network based computer business applications, electronic data
interchange and an increasing reliance on digital databases requires control over data
15 quality and integrity. Essentially it is the flow of data between the various computer
systems that drives their very functionality. The interconnection of discrete computer
systems through standardized networks, such as the Internet, has enabled data to be
immediately accessible by other systems, where there is typically no control over the data
quality and/or integrity. There is a need for knowledge about the quality and integrity of

20 the data flowing between systems and within a system.
Current systems are concerned with the integrity and quality of data between two
points, assuming that the data is error free at the first point and may become corrupted

when it reaches the second point. Various schemes of error detection and correction are



| aborat ory environnent. These schenes are di scontinued once_ the so &ﬂ@re IS
rel eased al though they may start again when a new r el eas@0iNOVEmbRI20
prepared. |10 SUMVARY OF THE | NVENTI ON The present invention is a nethod and
system for signaling quality of data content between digital devices
conprising assigning a grade indicative2of the quality of the content of
the data and linking the grade to the content of the data. Werein the

recei ver d i cal | yr accesses i1 ' [ 3 at a.
15 BRI EF &%@g‘%‘ﬂoﬁoﬁﬁgﬂﬁbﬁ}é}ﬂ%ﬁ&%ﬁ%ﬁgﬁ%{?ﬁetgg’n‘%ée)crt g@gg@;%@gpﬁt he
present invention may he obtained fromconsideration of the follow ng
descri pti dée?tﬁyétéﬁf‘%’éfl?’b&owcf’h the drawings in which: FIG 1 is a stylized
overvi ew of interconnected conputer systemnetworks; FIG 2 is_a block

di agram of t he Mestrasticraerdfos wonteeHing dats qyualitiyi at ats ionigination aroganaeally difeaigd

nmoni toring and analysis information; FIG 3 is a block diagramfor the
sendi ng cowpatdsrprograf €arord;ankti tugs Aby sesting ttee progednaiukingftedt huses iyt sThesa
request manager in FIG 3; FIG 5 is a detail of the system adm nistrator

t 0 regi st edchémbd! afcOP&Y: deper®niNABEA IR usd Oftteffald, Ghe Prograiding Ringhd}Rs,Ciet omer

process manager; FIG "7 is a block diagramfor the custoner process manager
in FIG 5; L I i 3 (o] ! in
FlG o poaass Sl indpBiufl QAR i he SyfT oA R The B BRACRE | "
5 FIG 10 js.a bhock dj argram of the, custoner securi% na%?er 1i n FIG 5;
FIG 11 i s©8U8 Serme AHrEPHIEORBrOX B Alra UHTTicgHLC ﬂ‘én-g‘@’r‘ GitlEogcurgn ap) g

12 is a block diagramof the custonmer paraneters manager in FIG 5; FIG 13
i s a bl ocklaberapraenvisonment.c Tdese sehemgs prndiscontinugsd arcgsthe seftaisaigaeleasedc 14
is the reference data is used to determine if valid values are present for
a | 0 dat a dthenginthey Fia$ stdkbagasn whérl Dndw dileage ssrbeirpgirepbe¢d. nes t he submi ssion
of data where a prior subm ssion request has been accepted; FIG 16 is a

bl ock diagram for the custoner registration process; FIG 17 is a block

di agr amy ) OSUMNARY @H THE BNVENTPONLS FIG 18 a, b and ¢ are a sunmary of
t he events; ~ B

The present invention is a method and system for signaling quality of data content
between digital devices comprising assigning a grade indicative of the quality of the
content of the data and linking the grade to the content of the data. Wherein the receiver

dynamically accesses the grade without having to access the data.

15 BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the present invention may be obtained from
consideration of the following description in conjunction with the drawings in which:
FIG. 1 is a stylized overview of interconnected computer system networks;
FIG. 2 is a block diagram of the method and system for communicating data
20 inspecting, monitoring and analysis information;
FIG. 3 is a block diagram for the sending computer in FIG. 1;
FIG. 4 is further detail of the submission request manager in FIG. 3;

FIG. 5 is a detail of the system administrator to register a customer;



FIG 19 is a high-level block diagramof the data wall enbodinment; FIG 20
is a high-1evel block diagram of the process inspector erRfNveswe: 20MG 21
is a high-level block diagramof the comon inspection facility enbodi nent;
20 FIG 22 is a high-level block diagramof the software unit inspector
enbodi ment; FIG 23 a high-level block diagramof the data base inspector
enbodi nent; and FIGS. 24, 25 and 26 are exenplary user screen displays.

26 Novenber 203§ﬁ¢6DESC§@55ICN OF VAR QUS| LLUSTRATI VE EMBCDI MENTS Al t hough
the present in P ahParheh e G e R QP B#E° Eonmuni cat i ng data i nspecti ng,
nmoni toring and analysis ipformation, is particularly well sujted for use
with the |nterrﬁlﬁ-aﬁﬂaEW&krilas@Iwra&@ﬁSimprqca@Ibwg@dpﬁﬁv%nti on is
equally well suited for use in 5 other network communi cation systens

i ncl udi ng but nAG. Biisra bledk dingeam ofithe swstomeraxporting manager &y BL.iSve t el evi si on
(iTV) and simlar interactive networked conmunication systens. Although the
present inventiFG. 9rieh bdk diagrany 6f deciomending iaiagaidn GGAS;i nspect i ng,
nonitoring and analysis information, is particularly well suited for

i npl eneng ati on @, 30 i MGBEEAAEAM SAhE YRISnEXSERIT naRshe hpklG.Be so
described, the present 10 invention is equally well suited for

| mpl ementati on g, &, GDGLLERRLL BIIAL B BriofIn@RREEh A, B U0 TN
software application, as a device plug in, a e cloc ip

i npl enent ati on. fgnrigg tB_FIG. there is shown a st Ilzgﬁ% vervi ew of

| nber connect e Bbmgies bk fiamiaoUibs GStomer TAHRATS Manasy &1 B et wor k. 102
contains a corres on@ing | ocal 15 conputer processor unit 104, which are
coupled to a coﬁlﬁgéédﬁh@l logk Hisgeam 9z part of e gystomar setupoBssiensdmanaget net wor k
users 108. The | ocal conputer processor units 104 are selectively coupled
to a plurality HiG.udds shelrbferérive aaghis ubel tondetarméde if Ydlid fralaés @t pedsentplorinal ity
of users 110 may have various devices connected to their |ocal conputer
syst ens 16 Ugdia lsmeg@@anner s, bar code readers, RFID detectors and ot her
interface devices 112. A user 110 locates and 20 sel ects (such as by

clicking with t b r t nt ent Lch i
| ocated on theaﬂga %?a?zli)ﬂgcg(oélg%é&u#\fgi@%gg?] etsﬁgmggl%u e?aqéys %aem‘hlr\éarfo Wor k
102, to access the contﬁagtb of the Xpb page. The Web page may contain |inks
to other c IS0 TEQUSHIAS PAasERIE!: web pages. 26 Novenber 2004 5

FIG. 16 is a block diagram for the customer registration process;
FIG. 17 is a block diagram for a transaction service;
15 FIG. 18 a, b and c are a summary of the events;
FIG. 19 is a high-level block diagram of the data wall embodiment;
FIG. 20 is a high-level block diagram of the process inspector embodiment;
FIG. 21 is a high-level block diagram of the common inspection facility
embodiment;
20 FIG. 22 is a high-level block diagram of the software unit inspector embodiment;
FIG. 23 a high-level block diagram of the data base inspector embodiment; and

FiGs. 24, 25 and 26 are exemplary user screen displays.



Where i nplenmented as a separate software application, the system can be run
on a server as a service application such as an Internet 2§ mbﬂ?

service as well as traditional software application. The system can be

i npl enented as a software nodul e used by an application, a library routine
called by an application, or a softwared4plug in 5 called by a browser or
simlar application. The systemis ideally suited for inplenentation as a
hand hel d digi A .’v _' 6 3 ne ngmtam or dedicated
system SH—eret—a S — oy ST |, enabling the
di gital device be. si.npl | ugged. i nto existing | egacy systemor qffered
2s Jan opt 1 onal AETEol s dHERUoRe B 30 ATHETn BT PR RLOFLEE Jhia
system can be inplenented as an enbedded device, 10 such as an application
speci fic iinsRegHRS daoniforiag pnd aedysey infosmation. dypastiedarty well peiteddppuseayith ther use
on a not herboard, application board, or within a larger integrated circuit.
The syst eningarpetiand shélbbe isaslpsribedyghe pedserddnventyon gy eqlially  wedlnghited for ésernig on

i nformation providing the user renpte control of the process. Information

i s direcs egthéondrRerkdécm@asication"@semedndieding Oht Bt IShitéd ot Irfttdhet extranet,
transportation nethods. The process 15 analyzes the information received to

i | ate t S o : t bj ect ed

o a vari on arre RAEEoh B9 B8 SRR S N R Sl n VGRnS OLET L €
th dt t . . rati f the inf ti . Whi I

W in cho rocul t SUGHER: B lnhdl piRishmaithe bt Hrkf & Roradictliy dad O

reporting and notification are also sent to_ specified recipients. Dynamc
control of ISPREVIPG.o ARANLOTIBE hARR, | Ralysiss inkeamations 150 Napficyiaskyt wall i sited sfor
received for the information to be processed. The present system of data
val i dat i onimaplemensatianoasi angndependand seftwara sysiems el ghial daisn glesraubbd,gbe presepr bage
out problemthat all conputer systens nust deal wth. The garbage in can be
a resul 10 ofnvémtivanisegqually weblofuitedrfor emplefm@ntatio agny fusi¢GdrlliBrary edotalek an
conponent errors that stores or noves the data. Garbage out can result if

t he user d ngt t ect b N200, 1gbyi e r 6 user
adds to t h@ﬁgzg’r %agg%l ﬁﬂ: S&hg)gn?%gﬂ ?Tﬂ g%l’o? anard%‘élgge%g% éﬁhdl@nbg}gjﬁn nﬁggéthgyst em
to systemini1 l%smglﬂﬁo%quent cleanup is a costly, |abor-intensive process. The
present inventlion can be used to bl ock garbage from|leaving a conputer or

digital device ags. well used to bl ock garbage fromentering a conputer or
di gi tal devi ce, ﬁgfegglgetﬂﬁ% f@i%ﬁéﬁ%ﬂ#ﬁ?ﬁéﬁ&%& offiptegcoppgcred computedat o
wal | can be a physical barrier to transfer of data as well as a | ogical
barrier, wisem aeluorkss Eaehecomputenaysteam netwark id2vgontainshe comrespontiag loeal
allowed to transfer. Referring to FIG 2 there is a block diagramof the
pr esent 1% necamgutarprocestdn aulit 04, whish are donpled aoracoirespondigg tahbddtd stofagt ung,
nonitoring and analysis information. Data 120 |0 is conprised of a

plurality w6, dad Bcalsdwok ubdR 108 Cihedoeil abmip@ePpratatsdrt vhiRf0dateseldcaibely 134
The data 120 is provided to the data user 130 and a functional analysis

124. - Qf f ' ' ISt igded
means coblpRd"t8 APkl oftu@é‘rstﬂiqg%rpﬁ)g:ﬁihe%@} §1f4.;ﬁt€!ﬂ§f g%}é%rﬁh@r&\ﬂsgrg to

the grade and rating assi gnnen e results o assignnent is

provi ded t I . i nt_ 128, DREIN 122 is used to control and
sel ect fea uoilgg gén\%'\%%? ?%%éﬁ(\!/}hs”t%ﬂl cfeﬁéo ﬁl?hrcl?% SAPPURLEYFEMS syeh ayseauners, 4

t he grade assi gnnent ’(llég@and t he si gnal  assignnent 128. The DFIN 122 is

al so pr Ovi%&oﬁ%re@ s fietestors and Othsy ipterfage devigesTHi2N A nser A lepstes ander

| 30 may be independent of each other. The functional analysis nmeans 124 can
be a ruP@ Hlestosaghsasdh clickingowithyp meuseloa particelan Web page, ¢he eonteit of ydticnis
conprised of rules and | ookup. The DFIN 122 is used to override the

pr e- st or edlosatd ot ithenlocalhizta storgs tinit 466 iofi tHeh@npusdr apsem REr@k Y2, B¥hchessan
exanpl e the Functional Analysis of Data 124 the DFIN could be used to

sel ect a fihaeontghtaifihoWedpaky.SThe Weblpaké thaPPcafiRin ik 96 8thePEorknltér skgt@mkhe
DFI N as an exanple could be used to select another grade and rating schene.
For the SiguRithAWbigpaRt 128 the DFIN as an exanpl e could be used to
deselect the field level signal generation. The 26 Novenber 2004



7 DFIN woul d be forwarded to the Data User 130 for informational purposes
regarding the results. The G ade Assignment 126 uses t he 268¥bnemben?004
Functional Analysis of Data 124. For this exanple referred to in Tables 1,
2 and 3, the data record 132 contains the seven 5 fields indicated. Al so
whet her the field is Mandatory or Optiogal is also indicated with an M or
O The results of the functional analysis of data 124 are shown in the next
colum. For this_exanple P inplies Pass_and F i,r‘r‘}i)l ieg Fail. The values are
shown for the sWher implanentedmsca separale SREVREFRRHEILON, BeSYSI§Baag PeWRen fne
field grading and the field rating. For this exanple grades two and five
are shown snerrat enggrdte GRElMtian dsuRiEDisa pre Im@r@hcﬁr;gscripﬁeﬂ Gemdes Asswelhrmsnt  of
Data 126 also creates the file grade and file rating. For this exanple the
file graderaditiegl sbfowaretdppieationd Theesyblehecdnabd fhigplemesied at @ séiidaie mbele G ade
Assessnent of Data 126 for this exanple used the reference tables 1-3,

whi ch cont @l vy SpPlR&IdH alfbrii§eduliy cArRHaR) éxﬁgﬂmﬁat‘idh‘? ograaéé)ﬁ“%ﬁdpfugtihpg

the fields. For thi's exanple all mandatory fields received a grade of five

and a coj ncidj rat | . J5.an I t:] J: . I :
gr ade ofg t%lggﬁg 35?‘?:46%}%8?%9%%@#%6&0& b%l‘—f&tglgéésglgabp%fﬁtg{] g% ‘#"?gﬁ% Yig"‘?‘é’ge and
rating the file e.an atin oul d now he . .determ ned. Foy this exanple
G hoe all Hahdardrsiddigsdedice. Frchorth penonal digie GRESE: Srofiicalsd e b
two then a file Bade of three and a rating of AMBER was assigned. The roles
to be usedwheredicaachash phisical dasa berrief of whibsnapling the digitabdgviesHe delsimply
comunity of interest which can be specific 20 to a custoner, a group of
conpani es, plaggddnihtis texisting tlegacy heysising e loffésesli g ar iptibRd opgradeablet lvedwargnal s
that will be sent to the Data User 130. Referring to Tables 1, 2 and 3

there is sfhgiife aNa BNatRA9 delicad. I'EXOSdien tdntberitthl GRéNtaP ROATEMBedded abviedal
analysis results and grades. In this exanple a |l abel is added to the

The 11740 el a8 s GholqalER BRI G BRI RA (AR T Redtich HUEOlRRERE

art contains the file rating..The Fjrst .part, and.the second part are
Cepar at ed Y corinoiepakbpen Giignnas of Wil a et e @I ERBE, the 111 ename

woul d be sanpl e.dat.3 anber. The signal assignment 128 for this exanple
woul d create a Fheée|systey @rovddagnder dnspectingul wlideingai grading, Baderepatingaing
for each of the seven fields. A5 file is created with a nane that is
conposed oinfdarimation ipgoviding miznmesep kamsote copteali of|thd ptoeessx tlafrsmation Baditeetedl to
FI ELDSMANDATORY OR OPTI ONALFUNCTI ONAL
the process using a variety of existing and future transportation methods. The process
15 analyzes the information received to isolate the data parts to be processed. These data
parts are then subjected to a variety of inspection and validation methods and systems.
The results are then used to create a grade and rating of the information, which along with
the results are forwarded to specified recipients. A selected reporting and notification are
also sent to specified recipients. Dynamic control of the process is provided if specific
20 information is also received for the information to be processed. The present system of
data validation and monitoring is a solution for the plaguing garbage in-garbage out
problem that all computer systems must deal with. The garbage in can be a result of

human errors, software errors, and any system or network component errors that stores or

moves the data. Garbage out can result if the user does not detect the garbage in or if the



ANALYSI S RESULTSFI ELD GRADI NGFI ELD

RATI NGNaneMP5Gr eenSt r eet MP3Gr eenCi t MP5Gr eenSt at eMP5Gr een2 NoygalesiildenTel e
boneOF2RedGender O ~F ~2~ Red Tabl e 2 FILE NAMEFI ELD

NUVBERGRADERATI NGsanpl e. dat . dm i 15G een25G een35G eend45G een55G eenRed72Red
10 Table 3 FILE GRAD EFI LE RATI NGFI LE SEGNALFI ELD SI GNAL 26 Novenber 2004
9 3 Anber .3 anbe sanple.dat.dmr i The fil enane created by the Signal

Assignnment 128.is sanple.dat.dnj. The.contents of this file_.are sho in
Tabl o 2. " FSFT BASHOGRS BARoR P e IHES 10N & 188 Bl ogPE AT RPN ng
are presented. The file signal and the field signal can be transported to 5
the data Uysiempis ppbppguentrpleanupigg costlyy laperripiepsisam PIOCceSS, as wel | as a variety
of other nmethods that are known to those skilled in the art. The Data User
130 may be anotTer prdscpt imlenSgs tanbe ased todblocld gabager fromgaaviegaicomputer oa
third party broker. The Data User 130 receives the DFIN 122, the two

si gnal s 12§giad) detide a®wel a8 abedddbiock Hatbaga framisRéringad \comReror degifad d&icn t he
di sposition of the data based 10 upon the infornmation contained in the

i gnal s. : e 0 i i Yasss thhe
glr?gi nglsﬁ?%ﬁf%lgﬁg%ra e ?isi?e{ %lg'e glrw:dgt\%eq?@ %e&?%’g)ghlgﬂt aspé%:t IS
that the Data,User, 130 can now. e a r.e i nforned decisiqn. regar.di t he
i Sposi 1 GTATRfer PhASIA At WO dt & HIEH DEF SV, PEAPHG OER A B0 S e i he
Through the use of the | abel the Data User 130 can w thout "~opening the
data fil e daiwthapisallgwed odester.on deci si on. The fact that the |abel is

appended to the file nanes reduces
Referring to FIG. 2 there is a block diagram of the present invention, method and

system for communicating data inspecting, monitoring and analysis information. Data 120
10 is comprised of a plurality of data records 132 which contain a plurality of data fields 134.
The data 120 is provided to the data user 130 and a functional analysis means 124, The
results of the functional analysis means 124 is provided to the grade and rating assignment
126. The results of the grade assignment is provided to the signal assignment 128. A
DFIN 122 is used to control and select features and options within the functional analysis
15 means 124, the grade assignment 126 and the signal assignment 128. The DFIN 122 is
also provided to the data user 130. Data 120, the DFIN 122 and data user 130 may be
independent of each other. The functional analysis means 124 can be a rule based system,
a look up based system, or an external system comprised of rules and lookup. The DFIN
122 is used to override the pre-stored selections that are stored in the customer registry.
20 As an example the Functional Analysis of Data 124 the DFIN could be used to select a
finer grain of analysis. For the Grade Assigned of Data 126 the DFIN as an example
could be used to select another grade and rating scheme. For the Signal Assignment 128

the DFIN as an example could be used to deselect the field level signal generation. The



m scomruni cations i ssues regarding the condition of the data received.
Using the field |l evel signals the user can nake a deci si @ Navember 2004
field-by-field data regarding the condition and trust that can be
associated with the data. In one particular enbodi nent, the data 120 can be
identified by a file name. The signal agsignnent 128 can al so provide high
| evel 20 signaling by appending to the file name 136 or nodifying the file
nane, which corresponds tqo the data 120. In on% enmbodi nent t he Freseﬂt

i nvent i on PEIN wepldrentoswiarded fothe agh Usyr 120dfat iiprmatiasql purpases fegprdipe the

i nformation, which can be used to determne data integrity, validate 26
Novenber 20ful¥. 10 dat abase and assist in the cleanup of a database as well
as nonitor for garbage being sent between data users. One exenplary

enbodi ment of thg Gfa@l%@(ﬁsifgnﬂ'}éﬁﬂm@ﬁseis&h@r&ﬁfﬁ v FencivaileAnalydis oh Dapplldes
predeterm ned inspection functions to each identified data el enent. The

results 5 ggQst Qﬁh@%@ﬁ%h % gﬁ gg@&é NS afid 8, e aladebrd TR bfGRK IR sdveaUl t S

are used to grade a rate t e usl ng predeterm ned criteria; to report

the result and. t rade d [ at.i ian [ i
conditio séda“jsemagﬁggt Soth%E?retL?‘rflﬁg% %Hg?etﬁriygm?r@g)&gﬁgtﬁ{ss%ﬂéat%ﬁﬁhﬁsagi on
of the file contains a [Nfﬂl?gel, ich can, for this subanﬁion, alter the
pr edet er mi Mett Gad hereasulis of hedunctiopsl analypis of data;l2f aze shovnn the, agxt colump.
recording of results, 10 grade and rating, reporting of the results, and
al erts andForghiscasmplEh? émpliest Rase amchElinphes Fail. sTha walnesmre shayee forgbe saykenows:
a data wall (preventing the forwarding of the file if necessary);

cont i nuousfigldf CEhs GiadeaAdsigipeal of Daa 12snoredlesttat dicldgiadingiand thafieldirthyng. or a
data exchange conmunity; a unit data inspector for data exchanged by

sof tware Ugirt s é’xaﬂ?%@%@aﬁi@s RS RRA e ard sHBWA M@l fafkE 0P GRENN CAdERED! 480
data to be collected afd reviewed 15 prior to transfer; and data field
0

notifie ereim the . qual. f ta i | fte 0 fi.eld vel .
The DI I\/ﬁ? a%{gf’mi sﬁg ds}g%%}riggtl ) %“St" |f yégal ﬁgea?s%cieag%ﬁ%é Hfa@ aé:ea% dg@eir!ﬁ@ghc}t in
the file subm ssion e formcould be a | abhel appended to e file name or
a | abel selis AmRlathe @g%affolslsﬂéo adhrgepnd fhﬁgl?epﬁasﬁgtseﬁemor@&ﬂﬁﬁ’r aneters that
are used reflect policy, business rules, 20 operation rules, technical

rul es mode (forThkedarade Assessmanicaling 124 taspleis gxample upekibe defprgneeigbles drbnt s,
grade and rating requirenents, reporting requirenents, and alerts and

noti ces r eghicheortainsthe Ailltstodle, usedhfor stablishirgahe grade ahdimting the fidlda Batbhisssi on
request, contains a tracking nunber corresponding to the file, the

par amet er Se;aflphe A1 thadllatsHDfE18$ te@bived H%md@ﬁﬂ e haA al dolmi kAtig of GREBNE!
can be appended to the fi'le nane. 26 Novenber 2004 11 Upon the conpletion

of the datgval bHdddap @ieﬁi@ qe&?v[gdt Ptadd oP 6 Gnd ’(ag@gr?fg&lg% é!lt?ﬂ%e{)fngﬁpg; ﬁ?%,gd

whi ch contains the results of the®inspection

file) and oth i nf ormation, about the DIM process. . This dat al j dation
and ron ¢ oigns e et iad P lnd BR Erad i P RRFRGH pd iR FEAES, Do
submtted nmanually in an inter i ve node or_ automatically using an

appl i cat | o%ampi@wa?ﬁ@hglap%%m Grids walve eRpRS leagqwe oprienal Hslbisfebite Ben an
interactive node uses a web browser. The APl node uses any software

i ndust ry nilergadepeisthras) andideating of AMBERewashassigoeri Thel ngdesotodzeotsed Ao fgrdde f or
this enbodi nent can be a naned docunent file, a naned data file, with any
type of fimi retetfiebds afifilesIWill e gseablishredtblyer commnatdiyrofiiiterebtwehisly sirche dpaoifices
unnanmed sets of data elenments. In yet another enbodi nent the submnm ssion

ser Vi ceph@r£custonRa Bgrdtp bNeinmhicdddin@ishyeats are received is not
requi red. The setup and configuration for the predeterm ned paraneters,

criteria, etc. ¢ uglgﬁl ﬁrﬁ?%rﬁﬁ@& 3b% QR ARk tﬁé‘ﬁg@'{l?ﬁfa% %vi!l%% fs‘éf?tcl}a the, Data User

cust omer/ account I ncludes the sp Ics | each data elenent

inafile h ifyC t, of .inspections to be perforuned that
conpri se tﬁ%]‘;,\?s%eéﬁﬁ gﬁ%ﬁ%%ﬁr i%c qsgﬁger? daF Sﬁ(g"é? apiqxgppf%h%tegéwlr&fgﬁsangf t he
data detected b he_i nspection function are reported in custom zed,
custoner | pFOtsEY AR BTG aRAHEst FFoal B ST 110, hie SEMmPle|iaBg BHre4Sto The
present invention, nmethod and system for communicating data inspecting, 20
noni t or i ngthgAdenamel as apethpr-filonarag ¢xdensiansandiibe labeavitlthawe tyropartst e [fir§tgatycl e
of application/system devel opnment. Starting with initial unit testing

t hrough integration testing and during production. This can be used to

i nspect data from any source, any form and any type. The data only needs
to be presented in a formwhere the data el enents can be identifiable (or
parsed) using techniques that those skilled in the art could inplenent.

26 Novenber 2004 12 The present invention, nmethod and system for

communi cating data inspecting, nonitoring and anal ysis information, can be




5 of software is installed, a new technology is introduced such as

El ectronic Data Interchange (EDI)). Wen a software proj @ November 2084

devel opnent phase, then the various nodels previously described as well as
a software unit inspector can be utilized. The earlier the present
invention, nmethod and system for commungcating data inspecting, nonitoring
and 10 analysis information, is introduced into the project life cycle, the
greater the organization benefits, and the cost per tra a%tion is rﬁduced,
2nd the cowniasR Bl BB e serind BTy eptzinihe Aleatings dRe TSRS ghe

met hod and system for communicating data inspecting, qnnitoring and
anal ysi s isetendyrit ave sepiarmquctyt the dadersane aharaatedi(yi ) Far this example-the Blegamesi s
15 (infra-field), and on a field-to-field basis (inter-field). Therefore,

thi's i nspegil@Be BimsRIaLS %HéECWsigMﬂ af9AEndAE 0ZELRS tidvexanplo woald oeise a
| evel s, dependi ng upon custoner needs. The inspection functions perforned

on each datgy ?%vgplg%erl%a{tlw (Lsammim@gfﬁagfgﬁq}gglgﬁbﬂm Jehad sdRRTRIGKIA | ed

in the art cou enent. For an ex Basic (VB) data type,

what are_the type of values that would: b nsi. der ed diffe f.

type; 20° ,lsf(g‘f‘atet%gt‘tﬁd%lt“ﬁm? %t lﬁhcé’n}PQF?fggf a?n%lgﬁl eep|Ic§1rS ea;gﬁetcwgam@t hei r
formand content can be classified to assist in determ ning the root cause
of the pro¥tesiohal ue. This would then help classify the different solutions
that could be present in a field. An exanple of this is a text type field

that was being used to store the naneTabled city. For this field, there may
be certain constraints put on the field value. Exanpl es include: 26

Novenber 2004 [1¥FIRLDF EMANBATOREORNFUNCIIONAL backKHRIBh chEIEIDErs; no

underscore characters; anypPORRECE ChapAAEYSIS Thi GRADENG | RATFAING
filtering woulld be done prior to | ookjng ]gﬂnfsci ty name in p database for

that zip code.—There+g the high possibirtTty that tie took upf wouldfail,
but all we co "‘[Ni ndi-cat-e—wott f be—invatid I‘y’&I ve " rHt—woutd e diore
informative for—5FHe noot—ecatdse-analysis—f_—other :hara;tcrigtiflgencf t he
val ue were idelntStuegY tlhat coMd assilst in termining i? this &é{ge_rg_codi ng

probl em versus| a G#Er_probl enM Si nce data vaPidation andd nonit oG al so
serves a di agnostStatet oal , theMmwre explicit Pt can be indhel p| ndreen r oot
cause the issueZyw(dbdebe a vaMie add to the Rser. In song circum@tances
there is a needrdieghdiredssi ficgions that arepnore val ue pased] 1Redn
exanpl e of this @pided Pe 1T The value of a fpeld was outside of Rhg Tijmts
specified. As am exanpte, assunme the timts were a set, such as fromb to
10. An indication could be "value outside of Iimts," rather than the
generic "invalid value: ' Therefore, Z%EP data type could be "range of
val ues" or a "set of values."” In pres ““vention, method and system for
comuni cati ng dat ai-nspecting,—15 nonitoring and analysis inforpation, an

i nspection functi ofF\lNAME] s (JdELD-or cach GRAREe| enenRATMNG associ at ed
i nspection functiopns to be perf NUMBERe |dentified andistored. di ti onal

i nspection functions can_be dynamcally added to the lihrary as desired.
The capability for|seamplecha.dmg i nspection functi ofis for a ddimercus)oner thus
is provided. Inspectionifunctions can use|external sourges as soufces of
information. These| 20 external sourxes cah be dagabases [suppltged by ot hers
using various nedi a (for exanple, @-ROM | They gan al'sq begREher
information sources that arejaccessf bl e through g tocafar el rk, w de

area network, or ajgtobat—metwork: Slhe ntormati gn obtai Mets Ly i hese
sources can be st aticor—highly dyram¢—enablingsthe—partie Aesy type of
i nspection accordi pgly—Foreach -session,{-standaftd authenticati-on|net hods

are used for secur ity 26_Navenber’ 2004 14 iden®ificatilon chéh'r sland

7

priviled®d purposes. Qperating netrics, results, and statistics are

Table 3

FILE FILE FILE FIELD
GRAD [RATING |SIGNAL| SIGNAL




mai nt ai ned on a custoner and overall basis. Reports on this information are
made avail abl e through a browser and ot her standard repo26iNoyembeih2ifld. The
present invention, nmethod and system for comruni cating data inspecting, 5
noni toring and anal ysis information, can be better understood by | ooking at
a detailed illustrative enbodi nent. |npgt Section (Assunme no exceptions)
Read the file and store in the input directory. Create a corresponding

blank log file using the xt ensi on of .l og.
Read the DFIN (label), which310|cOMPE ns3_#&Mbq gampig-datdiiion that the
original data source submiltted. [Included afe the DI M| abell and ot her

process control information. Using the DFIN (Il abel), determ ne the intended
di sposition of: input file; log file; and DFIN. Then at the conpl etion of

t he processing Figt fikhnamsert e byarhe ofighalgAysigidadnn gt 28hiz Sdmpie.dertdemim Met he
| evel of analysis to be perfornmed. Set up all 15 appropriate sw tches and

poi nters agafinl Aahi ikt \hobiin FabR 1 eh@ oA 11B3cRRORIA thk RSHE4BHARRS
A FEPLNREY ot o

speci fied and set appropriate svmtc es and poi nters accord

File and (RAoRRE etk SSpRHaliR, Al el Bid ST R "%%rt#n?%*‘eﬁééﬁﬁft

record does not equal the I en th of the file read in, then execute the rule
for this cBndht wwsr by HREP pEMALL Jhiaratery enfrigs) as well a5 awdsthof ofisos 15
For the first field of the record/row execute the associated VIEC Rule. The
VI EC Rul e mgtbods thetsare keowmta tHesei skilledns pectti on/ edi t / checki ng functions) that
w Il be applied against each field. If the rule produces an exception

condi tion then EheDath JstNE30aa5y b axtbtliedldegiiahsyisteen, an exdieidtal @ oggniFation or
table. Repeat for all fields in the record. Read in the next record.

abl ¢ and S e F e e B P e R S I e
the associgl %ggbﬂaﬁgatﬁ.u 'rfie data user can make a decision on the disposition of the data based
10 upon the information contained in the signals. As an example the data user 130 could
decide to not process the original data file if the grade is three or lower. The important
aspect is that the Data User 130 can now make a more informed decision regarding the
disposition of the data received before starting to process the data.
Through the use of the label the Data User 130 can without ‘opening the data file’
15 make a disposition decision. The fact that the label is appended to the file names reduces
miscommunications issues regarding the condition of the data received. Using the field
level signals the user can make a decision on a field-by-field data regarding the condition
and trust that can be associated with the data. In one particular embodiment, the data 120
can be identified by a file name. The signal assignment 128 can also provide high level
20 signaling by appending to the file name 136 or modifying the file name, which
corresponds to the data 120.

In one embodiment the present invention is implemented to function as a data

inspector providing information, which can be used to determine data integrity, validate



If the rule produces an exception condition then execute the assigned rule
in the exception condition table. Repeat for all fields i26 Ndvemberc24l0d.
Repeat above for all records/rows in the file. 15 Continue to the create

| og section when conpleted. File header and trailer validation Verify File
Name I's Valid File name structure is pef spec. Any parts of the nane are
per spec (nmay be separate fron1header) 20 Sequence nunber if present is

acceptable. Qther Verjify File Header | e hea r struct S per. spec
valid for daabasg and 3ssisein the glepppetfied atﬂé@éﬁaﬂ%ﬁ ?nleawufg af?)? 'a%}n%?

correct (ex. - record count). All other fields are acceptable (ex. -
creati on dmtwedngdateouseisn the future). Is valid for the record types in the
file Expected bl ank areas/flelds are blank (ex. - binary zero). 5 Qher

Condi ti ons det eDheekemplary eenboldisait fof e, prbsent invantidreisasssoftwilre sysadm,owkich -
Condi tion det ect ed; no known inpact (blue) Warning - Condition detected

that may ' feﬁé&@hﬁﬁcé ¥1?§pl=:&}®n fnkMns- to%@ﬁl'ﬂénﬁﬂe&j%ﬁcél@iﬁeﬁth%e Q@thW I

i mpact res Pred Log File Entries have a varl ety of record

t W Th | th
The recot dff?% %IHFRFSP%EJHC AR %?%mf dfeﬁﬁﬁei Fae AR e g

Event record (levent code, date and tine, process |ID e log file will have

L
the file riedlleusingepredgiermingd eritpeigieto| ROT ithec rasales; é’géE‘éR%B&H‘f and rating so

designated parties of certain conditions are detected or determined. In this embodiment,

the submission of the file contains a DIM label which can, for this submission, alter the

predetermined parameters that control the specifics of the inspection, recording of results,

10 grade and rating, reporting of the results, and alerts and notices. This feature enables the

system to be used as follows: a data wall (preventing the forwarding of the file if

necessary); continuous process data inspector; a common data inspection facility for a data

exchange community; a unit data inspector for data exchanged by software units; a

database inspector; a data collection device enabling data to be collected and reviewed

15 prior to transfer; and data field notifier, wherein the quality of the data is qualified to the

field level. The DIM label is a separate, optional set of data that can be included in the file

submission. The form could be a label appended to the file name or a label sent in a
message to the server.

The predetermined parameters that are used reflect policy, business rules,

20 operation rules, technical rules mode (for example, production) of operation, recording

requirements, grade and rating requirements, reporting requirements, and alerts and

notices requirements. A label, which is created at the time of a submission request,

contains a tracking number corresponding to the file, the parameters selected at

submission time, and other information. The label can be appended to the file name.



Pop Up Wndow 20 WIIl pop up and close for each process M scell aneous
message will appear that relate to log file entries and 26aaysmber 2004
processi ng. Record validation The Level | check: 26 Novenber 2004 17 The
record will be using typical M5 Access data dictionary type attributes for
fields (type, mandatory, etc.). The rec1qrd wi |l be checked for proper
length and filler space. The Level check will include those

cont ust on. Thi SORUEPE saePIeGRR Sl BF R Qﬁiwetagﬁ monfipig o ?%?ﬁ@ﬁsf Botds.

etc. All exceptions will be |ogged and the processing w conti nue. The
process widreatghwhish copiging ghe 1g tS(S!f thejaspestion (graderpad Wﬂ&f@f Kh§tf’f1¢)cﬂnﬂ>9ﬂ?¥

val i dati on-type process). 10 The Level |1l check will be application-aware
and, as a kegsinfdrmation hbai ebk DIMdprocekaal THis ditd vabidatios. antihmesemitoringdkise] wah |

I nclude: Specific allowable values (ex. | A) A possible technique would be

to do a |Qﬂi@bﬂ®a®6mddﬂ&oiﬁe®ﬂnl€nhﬂea table Either a denial ph| | osophy (not hing
passes if it is not explicitly validated) or a 15 perm ssi ve phil osophy

(everything is ffﬁé W&ﬁﬁtté& hﬁua?l@fiﬁ'gﬁhxﬁ@ﬂa{: ee& duBdmai %"ﬁln)l 9U|d

be used (nust CI de e Leve he date f|eI

relationship,.w.thin a reco fiel has then
oot her T #PeHig Pdﬂwmﬁm%eslﬁﬁeﬁan (P Grodsr Ong R SymERCArCipl %FE»VS
application aware checks that acknow edge the jnter 20 dependency bet ween
fields. SonadeEehaWEhdIoNEss %ABénaé@/aﬁféaeﬁﬁ%féweﬂ@@svhaﬁtmw&%@éé Ahe

I ssue of building the knowl edge base and processing for all the |evel
checks. A g@erhandieithe raguirkd poppdnol.c dufilt foe this eobbodiment can be a named document

file, a named data file, with any type of file extension.

10 In yet another embodiment, the system handles unnamed sets of data elements. In
yet another embodiment the submission service where streams/strings of data elements are
received is not required.

The setup and configuration for the predetermined parameters, criteria, etc. enables
customization of the process for each customer/account/user. This includes the specifics

15 of each data element in a file as well as the specific set of inspections to be performed that
comprise the inspection specifications for that file. The conditions of the data detected by
the inspection function are reported in customized, customer/process specific terms in a
log file for each file submitted.

The present invention, method and system for communicating data inspecting,

20 monitoring and analysis information, can be used throughout the life cycle of
application/system development. Starting with initial unit testing through integration
testing and during production. This can be used to inspect data from any source, any form,
and any type. The data only needs to be presented in a form where the data elements can

be identifiable {or parsed) using techniques that those skilled in the art could implement.



26 Novenber 2004 18 Level V checks will validate the field-to-field

rel ati onshi ps in/between different records in the same fi2b&Novempen2004si ve
phi | osophy could be used (i.e. - all passes if no checks are selected). 5
Level VI, which nost likely is not practiced, is to validate data between
files. Levels IV, V, and VI are not to fpe programred but may be consi dered
in the approach and design of Levels I, Il, Il1l. Create Log Section

Popul ate all fi,glds in t.he l.og hegder record per specificatign.. 10 Mve the
OFIN i nto i he CHYr BERthdPYRPPTePEoR PMchistydy ramBphcatst dadd inperie 1 | o,
Continue to the output section. Qutput Section Create an oqutput package by
assi gni ng BORIHITGARE #plysis defquestion, smbgeintrodugeddn any Ph?ﬁGtOfraLﬂf@JeS‘r’ﬂ(’ng

file. Referring to Fig. 3, there is shown one exanple a high-Ilevel block

di agr am oflife egclov Fonkianpiedk a prajectpsoduct isaltadyl id. pridustionitiémdate valpdation 202
generates a subm ssion request and sends it to the data validation and

noni t or i NCandAvdllitodRE\@h oBedta sdiifioslal & varadty dRisk@R mdwmi,;t Aisk Theve edlyge 204
returns to the sending conputer 202 the 20 docunent/file a tracking nunber
and an encpdec fat aiev ol fad QNndnd %Bh&ggf is”?m}o%'ﬂ@é& sudH s CReOGH: | Bhg!
cont ai ns” the opt I ons parangt ers and- ot selections that were speciftically
requesteddéfr this m ssion request. The sending conputer 202 appends the
data val i dRHIRIEN itoring |abel to the name of the docunent/file that
will be submtted. The sending caonputer 202 then submts 26 Novenher 2004
19 the file nan¥hem @nsofiyare ppasrddsl 1 disefeveinpment pPheseu Hhsat the vatopsomodels gat a
val i dati on and nonitoring server 204. (This can be a push or pull process.)
The dat a vmtvidesly descaibed rowietl s iarmgftsarevenit gectar @an \be sitilibed. sTheeabeércthe and
processes it using the information contained in the subm ssion and

pr edet er m gregnbinveatinaietivd dndaystemSos tammdniohary dabeinspertingahomigingAng
docunent/file were set up and

10 analysis information, is introduced into the project life cycle, the greater the organization
benefits, and the cost per transaction is reduced, and the cost of ownership per unit is
reduced.

The present invention, method and system for communicating data inspecting,
monitoring and analysis information, inspects data on an individual field-by-field basis

15 (intra-field), and on a field-to-field basis (inter-field). Therefore, this inspection process
can become business process aware to various levels, depending upon customer needs.
The inspection functions performed on each data element will be embodiments of
techniques that those skilled in the art could implement. For an example Visual Basic
(VB) data type, what are the type of values that would: be considered a different data type;

20 and, for that data type the values that could be present but their form and content can be
classified to assist in determining the root cause of the problem value.

This would then help classify the different solutions that could be present in a field.
An example of this is a text type field that was being used to store the name of a city. For

this field, there may be certain constraints put on the field value. Examples include:



registered in the data validation and nonitoring server. For the custoner
setup, all the information required to process a subm ss26MNavsmbed@(®der ed
and stored as predetermned information in the data validation and

nmoni toring server 204. This predetermned information will be used for
every subm ssion made by 10 the custongp and determ nes the specific
processing to be perfornmed for all submssions. The information is al so
used to determ ne what options and parangeters can be sel ected for

speci fi c sHipeisthap threqrgharagenspne Backslagh chagagtersy o WRET Cl}?lr@-t‘?‘%igﬁl“gt B9 each
docunent/file nanme, selecting the specific inspections to be perforned on
each dat a sphemneharactdrs.t Adissiyberiof datarfiltetisg Tromld bpdond prjomoiot lookisg fuprthe lsiy
results of the inspection are selected and stored in the registry. The

noti fi cat imimeoiptd duishabafe dhdipipcddee Thefelik tik kipk pesitglityatatahel ik apedoild t he
registry. The grading to be perforned on the results is selected and stored
I n the regh,3tgy all MEcdlid thdvdld Walil 88 “ARAAVALL O WSuRES/ BbrelRibrRhREERS €S

t he subm ssion using the predeterm ned I nformation stored from setup and
e

contained in t DEI.N Fi.| Q0 Jhe full r I 2 L. L he
send ng. EobaeFasshaikis i orfy bt s S Bk {efue#6hs Jichufied L it Bt
recei ving copputer, 210 based upon a conbi nati on of fhe custoner sefup

i nf or mat i off @E@nr}% |this a8 rRading-Prablsm s e ebiets Sncs s ASER | ons
206. The data validation and nonitoring Server 204 is coupled to an e-nail
gat enay 214nd minitomingralsosservies adiagnOniv taok iheapore explicit i spr be it helping to got
Novenber 2004 20 recipients nessagi ng gateway 214, system adm nistrative
conput er 2ckGsd thaisshewsuldte asaluemddne theaéd. gur at i on sel ection 228 to the DVM
server. The various specified conputers 218 can receive the data subm ssion

222 and transmiy, sagfkeidc@mbtafces BicYCls o MRd FRSWskTicaidbhs R/ MbRYAR Has&, 4.
there is shown a block diagramfor the sending conputer 202 5 in Fig. 3. A

2
subm ssion e 2 f [ i.on .t Qat
ccour o tor b ERRRE o BREHEh S HENINGES uon P HATB Bk BE e kbR Ry 42
nmoni toring server to get_aythorization to submt_a bnmi ssi.on.requ 220.
Ghce e i T R GG ER 4 HoHEn RO PAMbT 1 R PHpROCRUBbE0Y b
actual data subm ssion 222 of the file is handl ed by the data subm ssion
nmanager 30%aluprputsids af Boisd Jathenthan she gepeslr sinvglid (velwes nilhersfore.oa s datg
receiving conputer 210. Referring to Fig. 5, there is shown further detail
of the subtypssouwdbe Enugsof valuealjera 3@Pof valdeis§. 4 as can be seen are type of
request called interactive. For this enbodinent this is a manual process

where a browserint pReerd @YEITN] SR ah® s§4tbR1 for ScomibimisftingNdatl GhspebEngd P!
type subm ssion for exanple a full automatic di al ogue occurs between the 15

sendi ng; £ oRBHEG g4 oA si{s E&ﬁgg@tgnm icngﬁeltcheﬁ'ﬁﬁieﬁo gliha}ep{ssh@@d.sp&ve%h agéénThe

| abel may createthe 1 npu s part o m ssi on an

out put | ab Leh d.s..a i lt..of .t he data val idati,on and.. itorin
process. T‘ﬁ%m‘f%gﬁ %558%%% gﬁsgﬁéhoélg%lrn RS atggbse’l “r{ﬁ"“aleﬁ iR ﬁ‘genflﬁg‘g I?Fﬁ ﬁioﬁ%hbe r
for the submissign that wll be included jn the | abe] gption selection for
this subm‘gg%haﬂmjﬁ’dﬁpﬁ?t&m aelqn§ccan 0 qyﬁ%‘“’r@%?&?&ﬁ&dﬁ? ﬁﬁ"@BY asriesitgdy dbgt er
20 sel ection manager 414 determ nes what paranmeters were selected for this
subni ssi oncapabilipt oy repsamizpdinspestion fenctions goa Hetacugementhnaisproviddl. The
system data manager 416 controls all interface to the databases 418, 420
and 422 shown. Ifkpectienifsdctions gamaseaegaerndRgourastiasrsoasce bl ifformativinor Théskon
that was coll ected when the setup for custoner process, file was perforned.

26 Novenbe#xte@isodices can be databases supplied by others using various media (for example,

CD-ROM). They can also be other information sources that are accessible through a local
area network, wide area network, or a global network. The information obtained from
these sources can be static or highly dynamic enabling the particular type of inspection

accordingly. For each session, standard authentication methods are used for security



Referring to Fig. 6, there is shown, a detail of the system adm nistrator
conputer 216 to register a customer is detailed in this 2éMNovemberf04 js a
prerequisite for processing data to be submtted by the custonmer. This has
two functions, one is the custonmer setup session nmanager 502 and the ot her
t he custonmer mai ntenance sessi on managey 504. The 5 custoner process
manager 510 regi sters each process that a custonmer wll use. For exanple
there could be, a EDI. order entr rocess and an EDI. i nvent or rocess. The
CUst oner rASITICRET Haliages POYisebAgRarsis G HEdBBRET (P Ub el HER St he
custonmer has sel ected. Exanples are machine portable (PDF, etc.),

spr eadsheenaintaingdi oy 2 awdoracrand ovenell basise Jraports cxy this ynfoppatinn, arg) made

regi sters who are the allowed users, their 10 identification nmethods and
what pri vidveiade theyghva browkenaad ofifiee standar @ raportopgankthedsmanager 516 regi sters
what grading and rating schenmes will be used at the file level and at the

field |l evel . TheheSygbaimifiadntioniRERE MmiBsyeRht f6 Somhinicittng diterihgeetsng, or
the data shown stored in various databases and forns including: custoner

repor Ll g hefiictingYamaZfal S AfHLai0H Ak W 6AG} Bhdckstdd by AWSHiRITEL aRfepiieas
registry , cuStoner data elenent registry ; customer 15 entity

regi stry 528: customer. options registry 530; custoner paraneter registry
532; and, lﬁﬂgfag%f’mge‘é'ﬂjre’ﬁt'y registry 534. Referring to Fig. 7, there is
shown part_of the custoner process manager 510. The VIEC (Validation,

| nspect i onnPELEEsIimEASHME BREERIPHENS)t 0 be perforned on each data el enent is
regi stered here. The VI EC setup sessi on manager 602 and VI EC mai nt enance 20
sessi on managerR&@4hafile aidsidram the iffiug diréctoryh €raateCedroesponding blankbperfils 06
regi sters each individual VIEC function that will be executed for the

speci fic Oalify hb aaRBlof (AInPXEARIB vethhb ktitehsod of ¢6e CReddothe DHIN((1abel) Wehich The
condi ti on code manager 608 determ nes what condition code and expl anati on

ill b : [ L I .
W €16 ‘rfn&g[aq’x‘?sdalf Gt 1ﬁiﬂﬁxéél’tgfn'(tgérl5th&&@ Ih&gl'_dEG HfdeREb gteg?’ lIﬁc%lﬁde\'i ACHRIOMES S

The system data manager 18 In contro e interfaces for

26 Novenber, 2004, 2 h t hown red in.vario S nd forns

i ncl udi ngeIPPue W%EE&F{J Hg(fﬁg%sng?@é)?slﬁoﬁga 'ar%uf%éhec@%‘giq ?ﬁ%’%ﬂtggtgﬁplél& ti?"'[;ry
614, which are rt of the Custoner Process_Registry 524. Referring to Fig.
8, there i@t@ﬁﬂﬁﬁsﬁ’sm‘%‘d’g‘ Py FlﬁﬂPSS‘ﬂ";Fﬂ‘iDﬂl& oner process 5 manager 510 in
Fig. 6. The custonmer process manager 702 interfaces with the process

regi stry 704, theencjhecomplegiontof yherpacessing sedatliswjtchesgicenrdipglyos, and t he
field registry 710. Referring to Fig. 9, there is shown a bl ock diagram of
t he custoner repPsingithg DEINadeernii® the ldvieD of @nalyéie to Umt performed.poSdti upg all
manager 802 interfaces with the log file registry 804, the notification

registrys ropria@ SHRGESAnd RIPREIab&hrampRYer 808, the dynami c 10 control
registry 8 and the grading reporting registry 812. Referring to Fig. 10,

there is shown gg; ' : > - aqradi: i-n.Fig.
6. The cust omor CoTa e SEEIR b Poddl pARRIo R BRAk BRLAIEN piplile
registry 9 t.1.ng regqist 906, the reporting registry 908 and the
speci al gr%ﬁrﬁéyﬁghgﬁgFgéfgnggfReferring to Fig. 11, there is shown a

bl ock diagran1o¢ t he gustoner security.manager 514 in Fig. 6. The custoner
security nmanagerTe#§FRdiRRUL PRARESDYRSIEN{NgR WHGUSIBPW SRqucare Pimbegd theatemt ¢ he
privilege registry manager 1006, the dynam c control registry 1008, the
reporting flegndtheDHMN.O and the notification registry 1012. Referring to
Fig. 12, there is shown a block diagramin the custonmer options 20 manager
506 in BYgValedatibhSectist omer opti ons manager 1102 interfaces with the
custoner process options nmanager 1104, the custoner reporting options

manager 1106, tHehCHR!IOARHR iP BeAEREA 180 b ot THIAIES lehdBSbrand fildRad it Oer
communi cati ons options manager 1110.

then execute the rule for this condition in the exception condition table.



26 Novenber 2004 23 Referring to Fig. 13, there is shown a bl ock di agram of
t he custoner paraneters manager 508 in Fig. 6. The custo@éNqvambersi08ds
manager 1202 interfaces with the node sel ector 1204, the VIEC | evel

sel ector 1206 and the function ID selector 1208. Referring to Fig. 14,
there is shown a bl ock diagram for partjsof the custoner setup 5 sessions
manager 502 in Fig. 6. The custoner policy manager 1302 interfaces with the

VIEC policy registry 1304, the reportin olicy regis 06, the
notification pdiardbe fiesyfieldaf thesrpgordfrgy F HY 3552 %‘fff &ﬁ%&iﬁ“?"y %BIE(P he
DVM policy registry 1312, the ownership policy registry 1314, the security
pol i cy redRélerspedifi¢s the ivalidgsiondmspegtisinyegit/cheeking rfyﬂcllgﬁ@y thatewph bg nenplied
policy registry 1320 and the reference tables policy nanager 10 1322.

Ref erring deainsi gich Iild.t here is shown the reference data is used to
determine if valid values are present for a data elenent. The reference

data manager 1492nd AREHEEGES W édtehtith SOMIUAM el Bxdtaiatieassidfd. ulthR dy st em
data manager 1404 controls all the interfaces for the data shown stored in

vari ous t S s including: reference table registry 15 internal
1406; re?gﬁxen@%%toggﬁlgmﬁg%ﬁ%try external 1408; reference service registry
internal 1410; reference_service reg'stry external 1412; and, reference

obj ect regi stryﬁ%ﬁi Prﬁlﬁf‘%ldaéﬂ eL™be in a variety of forms and from a
variety of sources. The internal registry tables represent data that is
gener at ed wi t hi Readre theurexbreserds or gani zati on. An exanpl e woul d be al | owabl e
transaction types. The external registry table would represent data from
sonme 20 ot her ob¢aminatheorecordnypectompheerenard| aidiselezti the conespohdingnMIEE thblS.
Post Ofice. The service registry internal is to use data |ocated on
servers, CadReMplion\gsle. €tCc. for this purpose. An exanple would be

al l owabl e part nunbers. The service registry extended is where for exanple

data | 510 90t g il Aol e ALbrEHATRL el thoBEAkBGIIRLARL Price 26

Novenber 2004 24 for an rtem ject registry 1s where the forns of
data to be pro ed.are determ ned. An anpl e woul e an unl abel ed data
St r eam r ecel vedt I HIE peadUescA R ptios CuH M e FStcuis, 8 A5t Rl s i
16, a data validation and nonitoring custoner service person, 5 using

syst em adn§%¢FRHANLoNEINoBd3bk.ces woul d register a custoner with the data

val i dation and nonitoring service using the customer setup service. Al

i nformati on regRemtanityr athdiekisnviheascosdl ect ed to be provided for all

subm ssions, the customer processes, all associated data objects, and the

speci fics of thRepeasfeet farrallabehbrégmivsdatie fikenents are specified. In
addition the types of subm ssion (e.g. Inter-Active), security services

sel ectegs f or botgntiHelio e RGEERE sédidn WARAD Egt@nd | abel services are al so
specified using the systemadm n services. The reporting services for

grading of the results, deliﬁrﬁeﬁ’éerra%qﬁiervja ga{i&l es are perforned
t hrough the delivery service. §pe0| al notrrtications for reporting results

usi ng enai . i a sagi ng service are provided through the
delivery ngﬁgfgi_e%e%ﬁ{ﬂﬁlﬁg services establish the pricing to be used for
the various services rendered, resources 15 used, and priority selected. A
request to set ubleNamEPIUGHESEICT 902 i nitiates the custoner setup service.
The custoner setup service 1506 is used to establish a new custoner for the
appl i cati on. Thiay pants ¢fahelhansme pef spec dusly besepasat fnom lesded. such as
centralized and billing issues. The Data El enment Identification Service the
data 1508 is usBsjuencedmintberifipecsenis bbepriblea el ement will be isolated for
processing (ex. parsed) with all the specifics needed

Other
Verify File Header
File header structure is per spec.

Is valid for the file name



20 to acconplish the sane. The VIEC Service 1512 is used to establish the
VI EC Functions 1516 that will be applied agai nst each daféNevembert200¥he
Custoner Service 1514 interfaces with the Security Service 1518 to setup
aut hori zed users, user privileges and restrictions. The Subm ssion Service
1S24 is used established the particul arig of noninteractive and interactive
data subm ssions. The Label Service 1S26 is used to establish 26 Novenber
2004 ZS for the custoner the types and contents of the labels that will be
i nput. The Bil IM@OIBEWWQéld§§E830Ff§Ctd§’édfF‘6’f‘g§?“é’l9l-i sh the billing criteria
and to acconmodate data for the billing of the use of the application. The
Reporting Ser viAlkothgpfelds areragoptabli (eis. + dreatiopsiatsris petrin thesfupwae) on Service to
setup or change the various reporting functions. The Portable S Docunent
Service 1S30 edkahlid foiekt febarditypre i g filPDF) and which reporting will use
this type of service. The Logger Service 1S32 established the type and
contents to be I @R. - Label Service 1S34

est abl i shes theﬁyggg%gga kggeﬁg@ﬁ{déagﬁﬁﬁlﬂe@%abbgfyt%gge generated. The

Gradi ng Servi CeOté-?f% establishes the type and rules to be used to
established the ade and rating of the files and/or the individual fields.
The O fice |0 Automatiqn Servjce_1S38 is used to select what type of out put
file (ex. @g@étpgns\ge}epteaémﬁg)g | %ﬁ‘ﬁfg‘%‘é‘ﬁ@mp *Svari ous outputs (ex. |ogger)
that are generated by the system The Delivery Service is used to setup the
types and for nmelnffrmdtipnaler y t Haanditidn| detsstedseeiknayn impaciilysht s gener at ed by
the systens. The Notifications Service establishes the specific of
notifications (Wargisgers)- and Caditipeaizidcied thndedy ifnpactSksulte(Yellow) be used f or
all notifications. 1S The G ading Service 1S36 establishes and prepares

grading and ratgpg resul ts to dgdufRticRtddBat cO@RVIN imfghch REVIG®ed) The
Condi ti on Code Service 1544 establishes custoner specific conditions codes

that w ed t.0 report custoner specific terns. The conditions

det ect e#’ b@ggﬁ%%’%% Service or other services used for processing the
data. A Custoner Mai ntenance E&e uest 1S04 indicates a change to the
customer setup i N&af Vaety PhEcold tEPESt em Adri ni strative Service 1510 is
used for this function. Any changes subsequent to the custoner registration
woul d be perf or MWl besi fleg filhe customer mai ntenance service. The

aut horization required to make specified changes (add, updates, del etes)
wer e est abl i she@hatecpids maynke ofarmble-anpnifornPEnpihvenber 2004 26 Private Mde
- Administrator controls certain functions for senders, billing,

publ i shing. PublThe rddefletypesiheloge:sender s nmake subnmi ssion requests, nmake
changes to sel ected options & paraneters, and submt the data to be
processegd. 5 Acco r m%}ﬁggﬂ shared service that keeps
informat?fjon t hat Fﬁéead%/ﬁ%'?%ﬁearngﬁas su sé??t ed to and information about the
data the data valigatjan.and nonitoring server has processed for the
custoner. The desi'gn al'so incorporates information about the destinations
of the results of the dat Valig‘?fii n and .nonitori processing. |0 Process
Stages - A proces ‘@gﬁreﬁﬂ@a(ﬁﬁeé“ eoa@}ﬁa{‘ Hme, Pracess stages of devel opnent
and production. These_ stages can be assigned on _an object/file basis (e.g.
A new file for dhsdegEleswillhave theifife pame ogﬁe@puml@nwdgg@eclud@%msmﬁ- -
data validation and nonitoring is non-invasive because it is a read only
process t hBe¢p Upd¥indow change any of the data submtted. Thus the file 15
contents are "as received." Any | abels are appended to the file nane. Data
val i dat gon and Vﬁﬂbbpﬁﬁﬁﬂd&@h@ﬂoreadﬁ%ro&ﬂ&bm ssion an el ectronic label is
added to the nane of the file submtted. For the subm ssion this | abel

reflects speci ajfiidBidedd inR:_@s%ﬁE a1 Miplehr &‘é?{reolﬁmégfk% foBerilr éhu iRt SldTsafkd of

options & paraneters establishied during cus
processing.

Record validation

The Level I check:



set up & mai ntenance. For delivery the electronic |abel contains sone
information 20 regarding the results of the data vali dati26MNceohber2{i0dor i ng
process. This enables the recipient to nmake certain deci sions about the
handl i ng of the data based upon the |abel content (e.g. if the col or grade
is red the recipient would decide to noty accept the data for processing.)
26 Novenber 2004 27 Data Format - The format of the data can be in industry
standards including EDI and XM.. The data would be . in flat files and_ could
have various netiobfsordowilk B AsmgatypicalyMsy Acgesfaia dicupany gype( linpuies fang
delimted files to be processed.) Portable Docunents - All reports can be
convert ed fiddds(typss mabdatoryoetggent format 5 (ex. Adobe PDF) for storage and
transm ssion. This would preserve the fornmat and fidelity of the

i nf ormati on corTha eestdwrill b chedidad Forpeoriee kedigthl andMilenspaot.s - All reports can
al so be produced in standard industry format such as EDI, XM,

comma- del i m tedTﬁé lﬁ&leﬁCchea_lk"w‘tillV\i‘nblhd@@Hé&keﬁélﬁl?elﬁtﬁ&%sﬁ% tlﬁzﬁ’ d%g@ﬁﬁféé HaBi S
information election and at the sane tine adhere to the K L

princi pl r din
st andar dgspr ead&ﬁsﬁﬂ E%ﬁémgr?hdgﬁfg%%@s;rrl}g’%g@g%gr#% ﬁ@lﬂ %&%?PSQ b%]%gﬂ rd).
Thi s enabl gs the reC| pient to automatically read thi s information to ot her
conmput er-b e§§l§cems Security of Information - The security of the
information can be assured by a 15 variety of industry standard nethods.
These i ncl ude encAlxceptiqupmriill be keggeband thaiproogssing widl dogtinieaf or mat i on
received or sent by the data validation and nonitoring server. Data

val i dati on and nofhe oprocsgs twillnsatcbé dnsiagt hy eof Rbe edata rig the fieldy. (strictlyaa
transaction is defined as a subm ssion of data 1604 where a prior

subm ssi on requeswalmgnn ﬁ}g&@s)accept ed. The user uses a subm ssion
client for 20 the subm SSI on of t'he request 1602 and the subm ssion of the

data 1694. The £hd qbel' it or oA [ B! DEHEHIOY AWLUSEH, W14 ARTE RO bRT SO0

The cus om is el ava Ive etc. bm'ssi on
Service 160 u 0 to determ ne what custom zation
of the ser¥ E’éfqazﬁ%}pﬂ’(%ﬁd& %Fﬁﬁ%ci(f?’vﬁlglnc § if the data to be subnitted is
associated with a registered process for the custonmer. The applicable
billing Specific allowable values (ex. 1A)

A possible technique would be to do a look up on the field in a table
Either a denial philosophy (nothing passes if it is not explicitly validated) or a
15 permissive philosophy (everything is passed unless it is specifically denied for
a level) could be used (must decide).
The Level IV checks will validate field-to-field relationship within a record. (Ex. -
If one field has a specific value, then another field can only have a specified set of values.)
There are more application aware checks that acknowledge the inter-
20 dependency between fields.
Some technique needs to be developed/selected that addresses the issue of
building the knowledge base and processing for all the level checks.

A permissive philosophy could be used.



26 Novenber 2004 28 aspects for this transaction are established using the
billing service 1622. The customni zed reporting requiremeléNovember 084
transaction are validated with the reporting service 1626. The tracking
nunbers provided for the subm ssion along with the subm ssion | abel
provided to the user are recorded withghe system transacti on manager
service 1614. The 5 subm ssion of the data can occur any tine after the
subm ssi on request has been_accepted. T user, can, cgnce| the subm ssion
request after ilevphY ¢eeks %u:é’ﬁll“g’é“f &W@as’ﬁ%‘ic@aﬁe "iog&é%’r?ﬂ?%?ﬁn E%IWI e
name with the appended | abel and file itself are provided to the Data

El ement | deenrds indhe samme er vi ce 1612. This service isolates each data item
in each segnent that is to be processed by the VIEC service 1616. In a
further 10 enbodi Aepérniitséveephitosaphyopduldroet osedafiect allr pasespifand checkacdre on
after it has been submtted. The Data El enent Identification Service 1612
processes the totgledggnsaction before forwarding it to the VIEC Service
1616. All the data elenments isolated are identified with the customer,

PrOCESS, obj eCtEcv%F'gmti?lﬁﬂgstfl%giy%lﬁ ggﬁ}@gcgcg% {o%lig%%?gat‘ﬁ@)&\&%h?ﬁ%si. shed

during custoner-reéglstration. rvice executes tor each
data elenent in the saction; the VIEC functions that were. selected for
that data ol endrveliulh it 8 s noicig b prograRmedha: EN e TNCBEAAS) ¢ hat
are returned by each VIEC Function ID for each data el ement are stored.
These condipprasch aedidesigiref Llewpls LddrIld part of the results of the inspection
process. The VIEC service 1616 uses information in the subm ssion |abel to
automatically 20 custom ze the VI EfestelogSectiéil6 for this transaction. The
VI EC Service 1616 is considered to be the engine of the data validation and

noni toring Ser VPgpRlateddll féldé hethyidpthea@dr\théord pérkpedificatioanpl et ed the entire
transaction, the reporting service 1626 is then invoked. 26 Novenber 2004

29 The f@por L1 NG oseht N RfnY STeshBfin AAR1LIHIRER: BoRE! | ONS made 10

custonmer registration and e cu on selected at subm ssion tine
that are contaiped jin.the subm ssion | abel created by the | abel service
1608. Each docdﬁ@ﬂi?*l?&;iSUbnitted is treated individually for reporting
purposes. 5 The Condition Code Service 1620 is used to associate with each
condi ti on code &erdinug &q the QBEPUL $R81PMT or mati on that the customer wanted to
appear in the log file Thus the results are tailored for each custoner.
Each docunment/file is graded and r ddwtputSediosi ng to the rul es established
in customer registration by the grading service 1618. The color grade is

determ ned (ex.Creagr#esutputogaiiiedlyy assigit b Mdiquatougit Gequeitel nidbér) tol the
determned. Both |0 of these are put in the data validation and nonitoring
| abel , y8i wBut ralcaRResAR. to the file name, & |abel submtted and to the |og
file created by the Logger Service 1628.

Referring to Fig. 3, there is shown one example a high-level block diagram of the
overall check process for a field. The sending computer 202 generates a submission
request and sends it to the data validation and monitoring (DVM) server 204. The data
validation and monitoring server 204 returns to the sending computer 202 the

20 document/file a tracking number and an encoded data validation and monitoring label.
This encoded label contains the options parameters and other selections that were
specifically requested for this submission request.

The sending computer 202 appends the data validation and monitoring label to the

name of the document/file that will be submitted. The sending computer 202 then submits



The Logger Service 1628 automatically and unconditionally creates a | og
file that contains for each isolated data el enent the codtNovembercfig4
returned, the results of the condition code service 1620, and the results
of the grading service 1618. This information 15 is used by the recipient
to performthe applicable root cause anal ysis for each condition code
returned fromthe VIEC Service 1616. |If the custoner had sel ected the
Ofice Automati on (Auto) Service 1634 then the results arge al sp, converted
Co the soltb flsiniing mitiolng apeprded dabelang. i fOmREnE bl nisE v ARBET B ¢ me
Port abl e Docunent Service 1630 then the IO(I:;l file and/or the Ofice 20

Aut omat i ormenitoping sever¥My dThis¢ambe a puth arpullpsecsstd format (e. g. Adobe PDF)
The Delivery Service 1636, based upon the sel ection nade at custoner

regi stration arfeodath nvdlideticu nd smonitoringbsdryerd204 regeives hihe osubpugsiorf abde
Reporting Service 1626 to the intended destinations. The type of delivery

and the ra&d&SUﬁeﬁis%tth@,ihmﬂnw&l RbRaireBBinl thedishiifisQlby Mt predeirfined 26
Novenber 2004 30 The tification Service 1632 enables the custonmer to be

notified o . ex| L} aj i.tJ - - AcOr i ke
W th & coi g At SASRig GBRh B otk 4R FoumnfrBWRHLH B ahd
nmonitoring service. The notificatjon . nmethods include email, paging, and

ot her nesgrﬁé'ﬁ‘i‘?beds‘ﬁmﬁ%é%vag‘rdag?mﬁdlﬁﬁ?lﬂﬁ?\“ééﬁv% met hods (ex. - flashing red
5 light). The Label Service 1624 creates the |abels and the contents that
wi || have been Ens|tbecasiomer saiep,calk thenaformation Frquired e (PEOGSsS @ [BbIyisgion gk ocess
(ex. Label appended to filenanme and use standard contents). The data

val i dat i onregisdredomidt sboredgs pedeermimad idfermaiohi iguheedath validation dadimatiodngr 10
shared server. For a dedicated server, the nessage/file nanes are all

uni que f orgepvep @04 Thisprelidtinfingd in®srinatibh Vil DeMREd Kt VeFl bhfissidromadeby
sender. For shared configurations, nultiple senders are sharing the server

q . . . (i . '
mossagol 1o Couiom, H dntds G bheel R CbrBR RTS8 BE e 30 o Sulffeions.

I tipl d. h th /£l ame. 15 The VI EC
ol 1 ¢l s/ r (HRSmARTLS APt SRiTaRm Nad aPHPICAIPPGiR CahBF FTTohe
conbi nati on and are considered static. The MFIN format and contents can
vary for ebuiciliesamissiag. are pre-deternined. The MFIN are optional or

mandatory on a sender basis. The MFINis not forwarded to
The setup requires that the customer pre-register each document/file name,

selecting the specific inspections to be performed on each data element of the submission.
15 The reporting options for the results of the inspection are selected and stored in the
registry. The notification options based upon the results are selected and stored in the
registry. The grading to be performed on the results is selected and stored in the registry.
The data validation and monitoring server 204 processes the submission using the
predetermined information stored from setup and contained in the DFIN File.
20 The full results 206 are returned to the sending computer 202.
The document/file submitted 222 can be sent to the receiving computer 210 based
upon a combination of the customer setup information 228, label information XXX, and
the results of the inspections 206. The data validation and monitoring Server 204 is

coupled to an e-mail gateway 212, which transmits the DVM notices to the appropriate



t he receiver but can be recorded in the data validation and nonitoring | og
file on an 20 optional basis. The data validation and no2éNovemberl2004fi | e
can be transmtted to sender and/or receiver. The default condition is
pre-determ ned, but can be changed dynami cally using the MFIN The
sender's nessage file is forwarded to tje receiver by default but can be
changed dynam cally using the MFIN. 6 Novenber 2004 31 Under certain
pre-defined conditions in the VIEC process, the nessage file may not be

f or war ded re@piehis messaginggateway214, sysesn adminisyativg cnRiger 314 tragytergihe setimi s
condition, the data validation and nonitoring log file wll now not be

f or war ded and cohfigureien seductiom 328 tathe VUM statdrofheavatiouws specifiddnepmpatere 21804
intercepts the nmessage file and 5 perforns the sel ected VIEC process on it.
Typi cal |y dah reieilledhd @iraeititdién PESGRGRankmit®adn® thhserokaitie sablishbi on and
monitoring log file to the receiver 210. The receiver 210 woul d make a

deci sion on wh ; } : f the
dat & val i dat i oncinahe il sk ERRPRAR tbciCagaRticl MY eeh Mfa SRR 207
recei ver_ 21Q..bot h have ta inplenment |ogi et ¢, 1 . .

Val i dat &7 |‘H2F;5%-c T s SRS Bangefll a0 pidies o3 skimple b ntgraction L
file. The sender's notive js to insure the quality of the nessage file and
i ts cont erficsuis bewyyesn theseaging cpmguien29hand the gi“@ & P"(‘%ﬁ“.o“?ﬁ‘il OFLRMNDZ SEIVAT;LY |
control and al |l owabl e content and perspectives. The receiver's notive is to
verify thegetresthagzation|te sibmitlasubngssionpequestd22fe f Ones the authprzgtion ig) receivpd ocess
it. Typically the burden falls on the receiver to handle all the "Wat |f'

condi ti onsintthafor@adT the irpERLE Beediah dfth eaRAissiog 22D ef eSHagehdndled byTthe dat a
val i dation and nonitoring server 204 relieves both the sender 202 and

receiver i di t hy : I U St @E 1 ON
o the i BRI Bl e G S s Nt U
pr obl en}ior both. 1f ch es 20 are nade, the change has to be comruni cat ed
and i mpterERTEEES9MBEFh-L nul t aneously. Wth data validation and
nonitoring, certain changes becone trapsparent to. both the sender and
receiver. The dB&l&rripgito gig ﬁo&?e’éfrlﬂ Sheo) RgineAFaibeibe Symigsion 1Fguesb FRBAES he
option to return to the sender and not forward to the receiver any nessage
file that ¥2ein Fgr4 as narcbesieni ase typelaf reqist ¢adlad inferaetive. nbafdhis ambedinens d
that returns the nessage file, MFIN, and 26 Novenber 2004 32

this is a manual process where a browser type program is used to submit a submission.

For the API type submission for example a full antomatic dialogue occurs between the
15 sending computer 202 and the data validation and monitoring server 204. The label may
create the input label, which is part of the submission and an output label, which is a result
of the data validation and monitoring process. The tracking number manager 410 assigns
a unique tracking number for the submission that will be included in the label option
selection for this submission and provides info to the label manager 408. The parameter
20 selection manager 414 determines what parameters were selected for this submission and
provides that information to be label manager 408. The system data manager 416 controls
all interface to the databases 418, 420 and 422 shown. The registering manager 424
continues all the information that was collected when the setup for customer process, file

was performed.



log to the sender only. There is also a need to have thin clients in web
applications. The data validation and nonitoring server 2é&MNovembdrrd®fdt he
client all the code for validating/inspecting/exam ning/checking what is
sent or received. It also centralized it, reducing the total code,
sinplifying the VIEC adm nistration. 5,3ummary of Events Referring nowto
Figs. 18a, b and ¢, which is a sunmary of the events 1702, there can be
seen that the two main events that occur in_data validation and nonitoring
are custoner r Refertingte ig. i6s theemisl shown, 7 deaih of the, systeat adrainistralop COMEYST ng)
is conplete 1706. The key events for custoner registration 1704 ate when
t he accoureitdesgistén < atstommerisdetaidedoimethis asctiopn ékhisl id 0preflinisité orymectssing
security, subm ssion, accounting, and billing. The data el enent

i dentifi cafat0f te/shBn@beiR dubdheat TRistiAgtwa Findiahs ofk 9rtetcasiofier Setup
potential subm ssion have been registered or verified. The user rights

assi gned 4.4 ndi j ; /

agi ot ored oy AbRL S8 AF e thot e Rnlb e RTERIRGE S0E The e
refer to the processing of th ubm ssion. The fi.rst event is.the 1

{r acki ng {HRREIET PESERD PRt 0, B e S ot 1P R, PR a S iller Bt €. For
subm ssion (of the data) has been acknow edged 1718 by the server tg the
sendi ng cowpmpker therpheoulb be weER) erep el proesss andgpne EDA dnvegtory p1acessye The
processes reporting etc. required for this subm ssion is conpleted.
Message/ Fidustohgte m¢poifing ranagendiB aegi§irsFvhit raperting mptionsathat theadnstonp hinhe
objective of this function is to also give the sender dynam c control over

sel ect ed fgdeteidO MExtanipleSare imidhie JsurabAPDIAEicON sprsdshests, tpagingpame e wedil. on a
file-by-site basis. The Message/File Identification Nunber ("M FIN")

contains t ;caktbﬁl\% n&cﬁrytper&haggt 314 LoegfoRPJ Al %rbOBR Gfidwed LB, Ueir

production) 2) VIEC functrionali sel ection (ex. - nore or |ess)
Novenber, 2004..33..3) Transm ssiqn cantrol (ex., - s 0 t fi dat a
val + dat 1 ASGHITH pEPRHE Mg bR RGS Ul it ey T s sl by 1
sender) 4)_Override server functionality (ex. - hypass,VIEC 5) rent ary
i nf or mat i oh-O(Esdsters What gradingandgating %FhB'}leﬁ?&ile%\*R?g of fhe VF’ZJWd(f’é e Bl oo
case nunber) 7) VIEC version nunber (ex. - V3.1) Data Validation and
Moni t or i ngevadg The bysteph datp mamagey Sd8 jcerttdlyall the intaifeces forghe data shqyysforeddn
receiver information resulting fromthe VIEC process so that a decision can
be made asviriousiahbdsypandoforms MThekigl qustemetoreporting t4kisthyes20e sengmerf grhding
Assign a grade of green (ex. - neets all test VIEC requirenents); vyellow
registry 522; customer process registry 524; customer data element registry 526; customer
15 entity registry 528; customer options registry 530; customer parameter registry 532; and,
customer security registry 534.
Referring to Fig. 7, there is shown part of the customer process manager 510. The
VIEC (Validation, Inspection, Examination, Checking) to be performed on each data
element is registered here. The VIEC setup session manager 602 and VIEC maintenance
20 session manager 604 are similar to Fig. 5. The VIEC function manager 606 registers each
individual VIEC function that will be executed for the specific data element. An example
would be to check for valid values. The condition code manager 608 determines what

condition code and explanation will be recorded for the various conditions detected by the

VIEC process. The system data manager 610 (518 in Fig. 6) controls all the interfaces for



(ex. - warning about contents or structure of file); red (ex. - recommend
not to use file for production); and bl ack (authorizati o6 Neyembedl00é
process), etc. In addition for each VIEC exception, a condition code (ex. -
C137) and other information (ex. - value in field not in reference table)
wi |l be assigned. 15 The secondary purpase is to assist the sender in
assessing the quality and validating the information being sent to the

receiver. This is inmportant during testi of . new. appli ions, testing
changes tdh%slatgﬁh%gl"gﬁrﬁrii%5%rﬂ%ﬁéi,a39?ﬁﬁs endfords insfadi e JIBE BRdiongflisty sends
to the receiver. This will save time and effort in debugging and testing.
The Del i verlyd agdrthd eandisinn qode regigiey o4, pibich are pare @f thefsusépmags dnocess Registry
selection. 20 Data Wall Referring to Fig. 19 there is shown a high-1|evel

bl ock di agizdm of the data wall enbodi nent. The data walls 1804 and 1808 are
used to: prevent unacceptable data from passing through (this reduces

"garbage in"); Réfer'iiﬂg%dFiEPS, teee WakaPhalbex dabAantdst giceifsomeNstocds®
generate notices/alerts about the events. A user 1802 is connected to a

1506, Wi %ﬁ@éﬁ*ﬁ@{ gﬁf@é‘ﬁi‘%‘%ﬁ?ﬁaﬁ*@%{% el "ﬁ%ﬁfdﬁffﬁﬁgﬁiﬁﬂg‘%ﬁvféﬁ%%r ‘
|t ormat 1 dresh 206 Reotad B SRR BNk 4 400 Pt e Re il ot

relies on application data. The data wall could be considered a node/ hop in
the path of 5 tRefergiagao Hg Qctheteeiseshoming blockt ¢iagramaph ther eustomss epartngf t he
data. The version of the specifications to be used is selectable. A data
wal | i s a mamgenatd wnFigf 6.a Tharcustamer spbttingrmeamget &7 inteafacesr witk theslogdila t hat
does not satisfy specific conditions from passing through. The data wal l

prevents trggiseipBed,tthensiftdativh eEisti§T808] the 3peAllitpuiGn@imAn4lRt 808,8Be dfRidc bugs
10 A data bug ?s an error that manifests ?tsel fﬁ?n gtﬂhe %gta produced by a

programg T, . %%ﬁg‘q . e bug, a data entry error
by a ugleor,&gtrrgﬂrﬁglrsgggég%@g ny s?@#ngrrég&rget{yn%g'that handl es/transmits the
data. All data S._canngt grrected b h rocess. known as deb i ng.
Dat & bugs can BEERPEQRS s 0 (NS Ho0mer Sl Shan: il RcdR B SRUEE by
maj or 15 and m nor bugs and ot her causes, Data bu%s can be caused by

sof t war e JRAIREFUWER &0 Edgnfondie CusiopsE egading, 1aages PORANIsHlarssgwith the golopo
there is shown a high-level block diagramof the process inspector

enbodi mentgradihg registec P4 eho fratingeregistiy 66, thesieperting ré@oey P88 taod ithes ppectal t he
data 20 that is being transmtted froma data source (sender) 1902 to

anot her deghdingiianaget 9¢0ei ver) 1904. The process inspector is not a node in
the path of the data. It is a passive el enent.

15 Referring to Fig. 11, there is shown a block diagram of the customer security
manager 514 in Fig. 6. The customer security manager 1002 interfaces with the access
control manager 1004, the privilege registry manager 1006, the dynamic control registry
1008, the reporting registry 1010 and the notification registry 1012.

Referring to Fig. 12, there is shown a block diagram in the customer options

20 manager 506 in Fig. 6. The customer options manager 1102 interfaces with the customer

process options manager 1104, the customer reporting options manager 1106, the

customer parameters options manager 1108 and the customer communications options

manager 1110.



All the functions of data validation and nonitoring are avail able. The
difference being it is not involved in the transportati o86®oveiber2))d.
Common | nspection Facility 25 26 Novenber 2004 35 Referring to Fig. 21
there is shown a high-level block diagramof the common inspection facility
enbodi nent. The function is to be used-By nenbers (senders) 2002 of a data
exchange community to have their data inspected by an i ndependent, comron
facility 2004. This would assist themin determ ning_ their respective

readi ness to eXeheIngs 1o Figild, thess 1sshovag bgck Fl@g%aﬂégf Hhe HStoBIFE PRREEIS Ry
are expected to satisfy. Menbers can sinmultaneously submt their data and
anal yze t hmamagend(8sindtig.df. dTmgtustoniir [pafapreters orasager 1302 interfacesiwith dhe mode
nonitoring are available to each registered custoner. Software Unit

| nspect or sBRtF 120 theOVEQleveldelebRf ¢2065amminbyvfunatidn Mhsdlet@ 120Bock di agr am of
the software unit 10 inspector enbodi nent. The purpose of this function is

to inspect dat 2{%{&% F!té F%‘Eg,ggflg?{s éhovi 4 B‘BEI@dHP{a&n ﬁ)}gﬁrt of it ReHNMRE&Y LU| d

be any softwar uncti on routi ne, appflicati execut abl e,

Fi e cout depiomibudd oz o nf Wiitulel BpfLitodlr 107 kit Sifind cc.,

be co located in . the sanme_ conputer as the, software it that_creates the
out put . ThEESuBAliGK registeps 1304 thie. Tenof ane BRHGHTeg o HA0ON Lt BetficaEon ASficy or ny |
Al'l the functions of the data validation and nonitoring are available to
each regi gegiser 1308t theegradingepelinysregistiof 1319 thp dAVYMi palidyoregisty balddthel i s
sel ect abl e. Dat abase | nspector Referring to Fig. 23 there is shown a

hi gh- 1 evelovalesship goHey aspisify 18B4,dht abagity AdlicnIpgistryr13déabthdi optivns pbhiey

pur pose of the database inspector 2204 is to inspect data that is stored in

any type Gbgid@y &@?@,Qh@%&%nét@%poﬁ@" @%iisﬁ’{f@iiiﬂ a@ﬁ%%ﬁn%ﬁaﬁie@%ﬁ&i fhahipegnt i on
woul d convert/export the desired data to a file format. The fil’e woul d t hen
be submjtt to data validation and nonitoring. Al the functionality of

data validation and nonitoring 26 Novenber 2004 36 would be available to

regi stered users.. The version, of .tl‘}ﬁ}s cifications.to be used,is, .
Celect abl 6. DarRElrmIBAL Fito S ot HpiEBE sotorents i in et o dEmivaetid o
determine if it satisfies predeterm ned conditions. The data object
contai ns dalugs arehresensior g dptaclemend. Therederencedlata manager 1402 interfaces with the

system data manager 1404. The system data manager 1404 controls all the interfaces for
the data shown stored in various databases and forms including: reference table registry
15 internal 1406; reference table registry external 1408; reference service registry internal
1410; reference service registry external 1412; and, reference object registry 1414. This
data can be in a variety of forms and from a variety of sources. The internal registry tables
represent data that is generated within the customer’s organization. An example would be
allowable transaction types. The external registry table would represent data from some
20 other organization. An example would be zip codes from the U.S. Post Office. The
service registry internal is to use data located on servers, CD ROM drives, etc. for this
purpose. An example would be allowable part numbers. The service registry extended is

where for example data is located on a web site. An example would be the market price



5 isolated, and extracted. The data el enents can be of any type that a
conput er can generate. The extracted el enents are then sdbNovembern204
predeterm ned series of exam nations. The results for each exam nation, for
exanpl e, could be pass, fail, indeterm nate. The results are recorded for
subsequent anal ysis. The scope of the egam nation includes testing the

val ue of the data el enent agai nst predeterm ned |0 acceptabl e val ues,
checking for the presence of, unaccept gble ch cters, verifying the format
of the dati8t it GBF PRSI TERSH B EkTe fherrms blidia 1 48 Proccass PE R MIRitng o
stand al one device, such as a Personal Digital Assistant (PDA), data entry
devi ce, PeksexrmplTwapldtbsranunlgbeled glata sirpam aeeiyed onlaspediBapars i nspect or coul d
anal yze this data before it is entered into the system It could al so be
used to support training where tQustosabpRegiktratich i S eval uated using data
validation and nonitoring. Data Field Notifier Data field | evel information
i s contained i rrdréingabFiy.ald, datite Waﬁduiioﬁodﬂdtlﬁbhitlﬁinho@s%ﬂl&lshﬁicchfﬂiﬁnﬁfiCh
field can be graded and rated i ndivi dual l'y. Thus when the information is

di spl ay J E L . noti £ : i 1y and
qual ity o gy Bhe Simidragof SV REE WRAN RESP e i Sullfut 1o JIRRALLLY IS
Usi ng the rasult.§ of the inspegtion and follomnggglie term ned r.ul eg a
grade and PLPHYGLEIELTGEE o WEOBKE SoHBSErYice- pEuatgn rgearding e o
red, green, anber, black, and an exanple of a rating is the range from one
to five. CREIgsspEsied &1 be providsd Joralbyubaiissians, the cesteraenrgeessest dbasseeiated ent
of the data object an indication of its quality. Based upon this

i nf or mat i ofata olyects,camidphe specifins afthe imspehtion sind racnditawlenwntsaard Ispedifiids Inlat a
object. One part of the data analysis is to provide specific information

about the #MdaiBnnBe iypBsoNBmiRRni(eglinte-Adive s edcurilnsceviddiRkRcell férthigRr of
this informati on would be to performa root cause anal ysis. Another part of

the dat g apalyshe ép%rtir% Andael Sorvial %*kéts?EWngiéchngﬁtﬁg?thclsggflﬁ%bg sickdre

quality of data objects over a perio sl g I ng ghal's are

used to ¢ ni e iLnfor i on abou he data .object froma squrce to a
destinat | ofle epoirle SPvRESTOL el the Geiiton SBNEY or f5BPRS BE MBS sl 1 ¢
i's not cont aﬁ' ned. wi t hin tma data ohject. The signaling is contained in a
data val i déthosRedthyough thsfefigenyrisrdes- (Speriakbpotiratogsctor reporitye fasulis psing
appended to the data object nane. The DCO contains information that is
usabl e by enmail, rpaging; end mdssagieg denvice o quovidid Mooughhshei defivery Sepien!’ Theie
data object. A data object can have nultiple DCO s appended to the nane
dependi ng biling skiwices astablisalthapridingtoctizchsed fur ey varipuseaviceenderbs, rdonades

reci pient would have all the DCOs; the DCO s are a result of data

val i dat {0nsadchndiiotiB) deN@tddl OF &Y% sup HRew bAoA PR infESRIBSRs@®mephat

the DCO woul d contain are the tracki ng nunber assigned by data validation
and noni t qL}R%enibe I r ' ' f ject,
t he date ar? tierre&t' r?g’% og}gggkg?pe%e?ﬁa‘? f%dti{}%ya%iggiegﬂgﬁlﬁh %i 11eetrWh 3&%%%58% a

val i dation apd moni.torin n&de. .o 20 venber .2004 38 . -
application. This canhandle specific Customer setup issues such as centralized and billing

issues. The Data Element Identification Service the data 1508 is used to determine how
the data element will be isolated for processing (ex. parsed) with all the specifics needed
20 to accomplish the same. The VIEC Service 1512 is used to establish the VIEC Functions
1516 that will be applied against each data element. The Customer Service 1514
interfaces with the Security Service 1518 to setup authorized users, user privileges and
restrictions. The Submission Service 1524 is used established the particulars of non-

interactive and interactive data submissions. The Label Service 1526 is used to establish



Data nonitoring Data nonitoring is the process of perform ng inspections on
a selective sanple basis. For some stages of a project, & doyember084j ect
may be inspected. For a production node, every nth file may be i nspected.
Al so, only data objects with a specified 5 information in the nanme are

sel ected for inspection. The criteria, skor exanple, could be related to a
time period of the data, or be adoptive to the volune of data objects
submitted within a period. A data validation and nonjtoring it [¥ obj ect
(DMO) woulfer gheseustasperrtbe types afd contasts ob Hhenlgbels fthat Wmu.t-g‘éﬂmﬁa 8% t h
the submtted rule, it could indicate the type of inspection to be

per f or med Seivte W628 i osedr toudseablibh tioet hidling exiteria a@nd rie aiccaromPdate T3 foir She
contains other information that is used by the data validation and

noNi t O i NP SE&%-usd bEhDNpbIAioR The Réporit Seraite 15221atdries WiDtheSysemeat ed,
the inspection options selected, the data nonitory options sel ected, the

arading OAIARRIRLE SRk (8 lsfrp TRNEMD ETBIAR Bporfing WITHORY( TREPbA L e

data obj ect nane. ctronic) 15 Create thé equival ent of a | abel

for a fi t hat nt ai L nf ormat i on i Bt R - . be
used i th RRAERTHGetRal FroBiRbU Oty F5ER PRl Wi epeing sl Ssc BEE 2
has a | abel on the outside the infor tiomg_g it%eis uagable vm'tEo t opening
t he packadg¥pe dheervieyy &hebosgsr Servigrel Woasiahlished theotype ang gonjents toybe Joege
packing slip and inspection report. 20 File Name The file nane is

equi val entfot each traisedtioandThadkbelSesvicp 1674 establishess theetypé and waytents 2if thackage
bei ng shi pped. A person does not need to open the package to determ ne the

di sposi ti aabedd toi be dehbratedoMheGradiag Sesvial 1685 estdblishésthe typeant rilss toskechstdr
routing. It contains from to, type of delivery service, etc. Info that is

needed by hN8ubliRARKE bt 458 of eI HRIBCIhe FAA4idAA AE18s.PTBKIOMics! | P

part (which fits in a pocket on the outside) gives information about the
contents, o he.. ) S, i WY egl i

ot er i T S HoRFHRESHRE 128 b sFieLEP bt e s B i Sersgd,

al so contains an'ntgl ectronic & &u n req}dabl e tracgi nghi denti ftﬁabi ﬁn 5
nunber  f orOPRSCRLAF YRRRRS U ey eloegta thah i BeRerpted Dy dhg Sisiedl Lhg Pelivary
package is one of many in a shipnment. It can also be |like a way bill that
goes i nt o Serpigeidhused e seiup theetypescauigorms of delivery that will be used for the outputs

generated by the systems. The Notifications Service establishes the specific of
notifications (ex pagers) and the specific model (ex Skytel) to be used for all notifications.
15 The Grading Service 1536 establishes and prepares grading and rating results to be used
by the reporting service. The Condition Code Service 1544 establishes customer specific
conditions codes that will be used to report customer specific terms. The conditions
detected by the VIEC Service or other services used for processing the data. A Customer
Maintenance Request 1504 indicates a change to the customer setup information. The

20 System Administrative Service 1510 is used for this function.
Any changes subsequent to the customer registration would be performed using the
customer maintenance service. The authorization required to make specified changes (add,

updates, deletes) were established at the time of set-up.



The paradigm shift here is to have the file name contain information that
the recipient can use to nake deci sions about the recei v2adNogembes2))4hat

will be used for this |0 package (like a selection on a phone system. Sone
packages have devices, etc on themthat indicate if the package has been
subj ect ed/ exposed to certain conditionsgduring shipnent (ex. - shock,

i ndi cators). For physical packages the shipping containers can be used to
visually check the package for signs of mshandling, etc, (ex, - crushed
corners, water Ripetes Modgnyt Admipistraar aontiolsycertaie Hastiong for sendess, cbitingnt s )
Anot her part of the paradigmshift is to allow and enable the processes
(such as dabtshiag.i dati on and nonitoring) update the info in the nane, which
will be useful to the recipient. If data validation and nonitoring is

per forned bef ormgplib MARMEWhEre S8Rkt dubfissiohaeRAR, ekd ¢hafgds toseldcttd be
updated. 20 The data validation and nonitoring info could be also |like a

sticker thatiohSeqidshite HSARRKANE lotiGmasua ty check at the airport).

In an CSI t'ype protcessing eac ayer the stack can add a header to

the front of the oth which is stripped.off.the by cotrespondi ayer
of the other st W@tﬁ(@%ﬂ&%&g’mﬂlﬂgcfo& %ﬁwﬂd‘&wﬁcge atd%etepf & ?Wgﬁlfoflltggnt«gﬁe is
one way of adding a |abel to the package as is used with a file extension.
Fiel d | evelusigmssihag mhscibed) togerd rformalionoahoub the, glataa theg daa evalidationy @ad each

field that it inspects. This 5 field level grading will be helpful as an
exanpl e wheonithaing etreererias procsssahdohahe datstobzese Thee designl also dncaapgraiesat i on
and the user of this data needed to know sonething about the integrity of

each dat a jafef@fidén abBdthe fdestinatempbethewaaikst dfethelalatn validdiiow lany etbniwfing
i ndi cator could show for each field the grade and rating of it. For

exanpl e, a,pedspbrcle would indicate to the viewer that this data el ement
failed the inspection. The field level 10 reading information would be

recorded.in the,data yalidati,on and nonitoring,loq.file if i S t] was
el ect et | (The TroRest) Bt gr A0PRER FoF AFBAED S e e e BB, ¥
contained in the log file, along wth all the input and output | abels,)
Data val i o‘éFtVF]SHmﬁﬂbampgwlpﬂgmeéﬁéﬁag% R 2p8igR9d:0p ?‘h@blégﬁﬁéﬁ?ﬁﬁs gff-g-t/he

| abel , a view and | aunch functionalist would be 15 provi ded (anal ogous to
what is uswsw filsrfoPDprocessgan hpistpst mads) vi ewer woul d be downl oadabl e from a
data validation and nonitoring server. The viewer woul d decode the | abel

(i nput, output, Nei-nvasiee dnspecionayddth eahidation ahd pnitog@gishion-ifiisiv@tbecduse
simlar viewer would be used for the data validation and nonitoring | og

file. Contjq aQEadofl§ PRb&sEkINE WBSs not change any of the data submitted. Thus the file
15 contents are “as received.” Any labels are appended to the file name.

Data validation and monitoring Label — For submission an electronic label is added
to the name of the file submitted. For the submission this label reflects special instructions
that will over ride the pre determined options & parameters established during customer
set up & maintenance. For delivery the electronic label contains some information

20 regarding the results of the data validation and monitoring process. This enables the
recipient to make certain decisions about the handling of the data based upon the label
content (e.g. if the color grade is red the recipient would decide to not accept the data for

processing.)



20 Use a | abel appended to the file nane (preferred enbodi nent) to

conmuni cate informati on associated with the file to whoe¥eNovesber2QB4fi| e.
The | abel is the transport method to conmmunicate this information. This

| abel is available to all users of the file. The |l abel is the preferred
enbodi nent, for sensitive information wgul d be encrypted thereby giving
confidentially and limted access to the information. The | abel could be in
t ext 26 Novenper 2004 char act f,ormor _encoded. Therefore .t t hod
allows for pr o{lgézt Forgnabe Fﬁ%t‘?fghe éﬁtﬁtcépﬁ?gdnil uftﬁ%sﬁaﬁ%é&s m\%ﬁ’ld%‘%e]f:lgia
consi dered aﬁg\%rt of the file nane éobj ect) in another enbodi nent the, | abel
woul d be wnéadvilpTheldatewraudibe in-flptchiles ard coulth bays wasions meRnds o svladaand,se
ot her systens to validate field contents. These systens/ dat abases can be

| ocal or Wideifpdaaelementscé@rp. bemmaalelimitow filesto boplodessed.bat ch) (e.g. VIN
validation with bl ack book). Use standard process nethods such as a CD Rom

subscri ption t yReabRMdcamch® 1 AR YERridRhh BE BBMGeedtd £pbAsblé dbdunine f@mat
practical for static type info (ex. zip codes, VIN s, 10 etc) or can use

on- L N® SN Ae DOFTRY dofalOdnd NRHISioA TRl wWRidhrEQRvcife YorfiP thPddiity

package berng trans elive t'o various systens and
net wor ks. st.e apd networks. may have sent the original data out for
processi nd’%@ﬁﬂ@% l%‘&’wlg‘?#(‘%&%eri fy the integrity before opening to
insure that the data has not been tanpered with. A system may nhot need to
know what the d¥edireReadable Doguments iy AHgigporéy c¥b alsa ey B‘lS‘F]EchomaﬁtP'éff@I ccess

to encrypted information, thus the data if verified as not having been
t anper ed vindistryefprmbte sucheasp BB e XM, cpamiaqidalimited fidese stce dhisowilt gnbble the
processed by any given nodule or system An illustrative exenplary

appl i cat i aBcedvaR|t@prdt@ss ihes Pr@AANSN eRviEd amhat 1BO sdhe tieeadbe@rty thp .1 DAL i on,
data validation and nonitoring v 1.0 database, utilizes one enbodi nent of

t he preﬁﬁgﬁﬂdﬂfémi on, wherein the exenplary application accesses user
files, on by one, and runs them agai nst a series of predeterm ned

o o0, " 9y Syt S R B, B GRS e

file. A green ndi-catres ‘a valid ; e dred one’s
Noverber | Z00#05tEeL 410 Wil Pa SR doguBHBEx Ak e S Y i <Ll ea ¥ ong
state selection, which can easily be corrected by so codi ng the database
(avai | abl ge¢ipieat foumtpmeatigell sread this infermatiesn tdthér computes thasedsystems.
Security of Information — The security of the information can be assured by a
15 variety of industry standard methods. These include encryption (PKI) and SSL. This will
be for information received or sent by the data validation and monitoring server.
Data validation and monitoring transaction service
Referring to Fig. 17, a transaction is defined as a submission of data 1604 where a
prior submission request 1602 has been accepted. The user uses a submission client for
20 the submission of the request 1602 and the submission of the data 1604. The client is a
standard industry browser with some custom code. The custom is either a Java Applet,
active X control, etc. The Submission Service 1606 uses the customer service 1610 to

determine what customization of the service is allowed at this time, and if the data to be

submitted is associated with a registered process for the customer. The applicable billing



data validation and nonitoring v 1.0 is set up to check for the follow ng 4
conditions: 5 1. Inconplete forms. Let's take for exanpl &0 Ng¥ember

MIller". Her user file is mssing the entry for "city." This is a required
field, and thus a red flag is generated. 2. State code is invalid. In the
case of user "Matthew Jones" who entered NX for his state, instead of NJ, a
yellow flag is generated. This spelling error is not as critical as not

filling out the field all.together. .10 3. t of no rem tted i s, not
Vel | d or abrRcigr s uRacian e peblishetudne (Db SireBa 842, THR blsfdhiefn®
set up so that the exact number of dollars nust be remtted. (Thi

appl i cat i ggpartingequirernensy foryhis trapRaciieqare yalidajedyeith ths sepogting %W‘F‘?\@ﬁr d age
User nmust be at least 17 years of age. In later versions, age limt wll
vary accor di ng The tsicking numbes|patvided fof thesubmBissivnralongwith theisnmisgienilabel 6) 15
Finally, Brian Flynn, a user with a conplete and correct file, received a

green fl agrovidédoCike BskirQrd flcorded avithi the sstentig@nsaddort Mafigger sdtvice 166RNTha
exenpl ary screen 2302 where there are five options 2304 avail able on the

mai N Nenu. i f i Vi ew
(oo 56 irisviiRton g7 e fd Ean OefihefSihe Bids e AMmiSGirPreqfisf BhfocRoceplid, T 00

text is di,splayed: The are no. restri.ction ut on thi,s page. Any i nput
Wil be actEgedsem AR hequbmSioh FEheliahet P albn Heekfe” Bonti ¢ cati on
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Nunmber pops up. In the future, this nunber will be selected froma drop
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i nt er f ace dustomentagystrafion.or r espondi ng dat a.
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15 The VIEC Service 1616 executes for each data element in the transaction; the
VIEC functions that were selected for that data element during customer registration. The
condition code(s) that are returned by each VIEC Function ID for each data element are
stored. These condition codes are considered part of the results of the inspection process.
The VIEC service 1616 uses information in the submission label to automatically

20 customize the VIEC service 1616 for this transaction.

The VIEC Service 1616 is considered to be the engine of the data validation and
monitoring Service. After the VIEC Service 1616 has completed the entire transaction,

the reporting service 1626 is then invoked.



Nurmer ous nodifications and alternative enbodi nents of the invention will be
apparent to those skilled in the art in view of the foreddNeyeraesc00bt i on.
Accordingly, this descriptionis to be construed as illustrative only and
is for the purpose of teaching those skilled in the art the best node of
carrying out the invention. Details of 26he structure may 20 be varied
substantially wi thout departing fromthe spirit of the invention and the
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assi gnmentyreaRdRsditidbalfsfor efpontthgpugparee | ndicative of the quality of the
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the quality of the content of the preexisting data for at |east one of the
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of the pr eneaﬁle?kzi lggelg%rﬁitted and to the log file created by the Logger Service 1628.

The Logger Service 1628 automatically and unconditionally creates a log file that
contains for each isolated data element the condition code returned, the results of the
condition code service 1620, and the results of the grading service 1618. This information

15 is used by the recipient to perform the applicable root cause analysis for each condition
code returned from the VIEC Service 1616.

If the customer had selected the Office Automation (Auto) Service 1634 then the
results are also converted to the selected form (e.g. spreadsheet). If the customer had
selected the Portable Document Service 1630 then the log file and/or the Office

20 Automation output is converted also to the selected format (e.g. Adobe PDF)

The Delivery Service 1636, based upon the selection made at customer registration
and/or in the submission label, delivers the output of the Reporting Service 1626 to the
intended destinations. The type of delivery and the methods used would include FTP,

email, directory entry, etc.



wherein the digital receiver dynamcally accesses the marked grade of the
data to determine suitability for subsequent use of the pfdeX¢Ebsr§04at a
wi t hout having to 5 access the preexisting data. 3. The invention as
described in clainms 1 or 2 further conprising associating a portion of a
filenane to the grade. 10 4. The invenB3pon as described in claim3 wherein
the filename corresponds to a file containing the preexisting data. 5. The
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for determning the quality of the content accesses a database. 12. The

i nvent i on filenaesandi use dtandard icomtens)l, 2, 3, 4, 5, 6, 7, 8 or 9 wherein at

| east 15 one of the one or nore predefined sets of criteria for determning

the quality of THeeda€DwilRIation andimontbdigsdrier odp b wemfijutedto bea dédicattter
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(multiple sites); the server is dedicated to one sender. For shared configurations, multiple
senders are sharing the server and each sender is uniquely identified and each sender can
use any message/file name that has been pre-determined for the sender. (Thus multiple
senders can have the same message/file name.

15 The VIEC policies/rules/methods are pre-determined for each sender and file name
combination and are considered static.
The M/FIN format and contents can vary for each sender and are pre-determined.
The M/FIN are optional or mandatory on a sender basis. The M/FIN is not forwarded to
the receiver but can be recorded in the data validation and monitoring log file on an
20 optional basis.
The data validation and monitoring log file can be transmitted to sender and/or
receiver. The default condition is pre-determined, but can be changed dynamically using

the M/FIN. The sender’s message file is forwarded to the receiver by default but can be

changed dynamically using the M/FIN.
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receiver 210 of providing for this type of processing. The administration of the VIEC
policies/rules for both the sender and receiver is typically a problem for both. If changes

20 are made, the change has to be communicated and implemented by both simultaneously.
With data validation and monitoring, certain changes become transparent to both the
sender and receiver. The data validation and monitoring server gives the sender the option

to return to the sender and not forward to the receiver any message file that meet certain

conditions. In addition, a test mode can be used that returns the message file, M/FIN, and
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Message/File Identification Number (M/FIN) also known as a Label
20 The objective of this function is to also give the sender dynamic control over
selected functionalities of the data validation and monitoring server on a file-by-site basis.
The Message/File Identification Number (“M/FIN™) contains the following type of data:
1) Operating mode (ex. — test or production)

2) VIEC functionality selection (ex. — more or less)
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3) Transmission control (ex. — send output user file, data validation and
monitoring log file and file identification number only to sender)
4) Override server functionality (ex. — bypass VIEC)
5) Commentary information (ex. — this is a test)
5 6) Reference information (ex. — test case number)
7) VIEC version number (ex. — V3.1)
Data Validation and Monitoring Log File
The primary objective of this file is to give the receiver information resulting from
the VIEC process so that a decision can be made as to what type of processing to do with

10 the message file. Assign a grade of green (ex. — meets all test VIEC requirements); yellow
(ex. — warning about contents or structure of file); red (ex. — recommend not to use file for
production); and black (authorization required to process), etc.

In addition for each VIEC exception, a condition code (ex. — C137) and other
information (ex. — value in field not in reference table) will be assigned.

15 The secondary purpose is to assist the sender in assessing the quality and validating
the information being sent to the receiver. This is important during testing of new
applications, testing changes to existing applications, and that affect the data the sender
sends to the receiver. This will save time and effort in debugging and testing,

The Delivery Service can use push or pull methods based upon customer selection.

20 Data Wall

Referring to Fig. 19 there is shown a high-level block diagram of the data wall
embodiment. The data walls 1804 and 1808 are used to: prevent unacceptable data from
passing through (this reduces “garbage in”); to record/log the unacceptable data and

events; and, to generate notices/alerts about the events. A user 1802 is connected to a first
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data wall 1804, which is connected to a network 1806, which connected to a second data
wall 1808 to which a receiver 1810 is connected. Firewalls control access primarily based
upon address/routing information. The data wall does not use address/routing information
but relies on application data. The data wall could be considered a node/hop in the path of
5 the data. An active element in the transportation path of the data. The version of the
specifications to be used is selectable. A data wall is a combination of a hardware-
software system that prevents data that does not satisfy specific conditions from passing
through. The data wall prevents the data transfer when certain conditions are detected.
Data bugs
10 A data bug is an error that manifests itself in the data produced by a program. The
data bug can be caused by a software bug, a data entry error by a user, or introduced by
any system or method that handles/transmits the data. All data bugs cannot be corrected
by the process known as debugging.
Data bugs can be obvious or hidden in the data, and they can be caused by major
15 and minor bugs and other causes. Data bugs can be caused by software or hardware
components.
Process Inspector
Referring to Fig. 20 there is shown a high-level block diagram of the process
inspector embodiment. The objective of the process inspector 1906 is to inspect the data
20 that is being transmitted from a data source (sender) 1902 to another destination (receiver)
1904. The process inspector is not a node in the path of the data. It is a passive element.
All the functions of data validation and monitoring are available. The difference being it is
not involved in the transportation of the data.

Common Inspection Facility
25
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Referring to Fig. 21 there is shown a high-level block diagram of the common

inspection facility embodiment. The function is to be used by members (senders) 2002 of

a data exchange community to have their data inspected by an independent, common

facility 2004. This would assist them in determining their respective readiness to exchange

5 data that satisfies the specifications that they are expected to satisfy. Members can

simultaneously submit their data and analyze the results accordingly. All functions of data
validation and monitoring are available to each registered customer.

Software Unit Inspector

Referring to Fig. 22 there is shown a high-level block diagram of the software unit

10 inspector embodiment. The purpose of this function is to inspect data that is output by a

software unit 2102. The software would be any software function (module, routine,

application, executable, DLL etc.) that outputs data. The data would typically be in a file

form. The file could be stored in a directory. The software unit inspector 2104 can be co-

located in the same computer as the software unit that creates the output. The submission

15 can be interactive or non-interactive (API form). All the functions of the data validation

and monitoring are available to each registered customer. The version of the

specifications to be used is selectable.
Database Inspector

Referring to Fig. 23 there is shown a high-level block diagram of the database

20 inspector embodiment. The purpose of the database inspector 2204 is to inspect data that

is stored in any type of database 2202 (ex. relational). Software outside this invention

would convert/export the desired data to a file format. The file would then be submitted to

data validation and monitoring. All the functionality of data validation and monitoring
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would be available to registered users. The version of the specifications to be used is
selectable.

Data inspection is the process of examining a data object to determine if it satisfies
predetermined conditions. The data object contains data elements that can be identified,
isolated, and extracted. The data elements can be of any type that a computer can
generate. The extracted elements are then subjected to a predetermined series of
examinations. The results for each examination, for example, could be pass, fail,
indeterminate. The results are recorded for subsequent analysis. The scope of the
examination includes testing the value of the data element against predetermined
acceptable values, checking for the presence of unacceptable characters, verifying the
format of the data.

Data Collection Inspector

For data that is collected using a stand alone device, such as a Personal Digital
Assistant (PDA), data entry device, Personal Computer (PC) etc., the data collection
inspector could analyze this data before it is entered into the system. It could also be used
to support training where the data entered is evaluated using data validation and
monitoring,

Data Field Notifier

Data field level information is contained in the data validation and monitoring log

file. Thus each field can be graded and rated individually. Thus when the information is

displayed or printed, etc. the user can be notified as to the integrity and quality of the

individual data element.
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Data analysis

Using the results of the inspection and following predetermined rules, a grade and
rating is assigned to the data object. Examples of grades are red, green, amber, black, and
an example of a rating is the range from one to five. One purpose of the data analysis is to
convey to the recipient of the data object an indication of its quality. Based upon this
information, the recipient can make a decision on how to handle this data object. One part
of the data analysis is to provide specific information about the examinations and the
results thereof. An example of the use of this information would be to perform a root
cause analysis. Another part of the data analysis is to identify patterns and trends,
regulating the quality of data objects over a period of time.

Data signaling

Signals are used to communicate information about the data object from a source
to a destination. An out-of-band type communication signaling is used because it is not
contained within the data object. The signaling is contained in a data validation and
monitoring certification object (DCO) that is appended to the data object name. The DCO
contains information that is usable by the recipient of the data object without having to
“open” the data object. A data object can have multiple DCO’s appended to the name
depending upon how data validation and monitoring was used. The final recipient would
have all the DCO’s; the DCO’s are a result of data validation and monitoring processing
the data object. Examples of what the DCO would contain are the tracking number
assigned by data validation and monitoring, the color grade, the rating, the size of the data

object, the date and time the DCO was created, a unique identifier for the data validation

and monitoring node.

P! 10%
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Data monitoring

Data monitoring is the process of performing inspections on a selective sample

basis. For some stages of a project, every data object may be inspected. For a production
mode, every n™ file may be inspected. Also, only data objects with a specified

5 information in the name are selected for inspection. The criteria, for example, could be
related to a time period of the data, or be adoptive to the volume of data objects submitted
within a period. A data validation and monitoring monitory object (DMO) would also
control the data monitoring. If a DMO was received with the submitted rule, it could
indicate the type of inspection to be performed that would overrule all other requirements.

10 The DMO also contains other information that is used by the data validation and
monitoring process. The DMO contains the date and time the DMO was created, the
inspection options selected, the data monitory options selected, the grading options
selected, etc. The DMO remains as a permanent part of the data object name.

Labeling (Electronic)

15 Create the equivalent of a label for a file that contains information associated with
the file that can be used with out opening the file itself. Similar to how a physical package
has a label on the outside the information on it is useable without opening the package.

The log created by the system can be viewed as a detailed packing slip and
inspection report.

20 File Name

The file name is equivalent to a label and packing slip on the outside of a physical
package being shipped. A person does not need to open the package to determine the
disposition of it (the contents are sealed). The label part is used for routing. It contains

from, to, type of delivery service, etc. Info that is needed by the transporting company
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many in a shipment. It can also be like a way bill that goes into a pouch outside the
package.

The paradigm shift here is to have the file name contain information that the
recipient can use to make decisions about the receiving process that will be used for this

10 package (like a selection on a phone system). Some packages have devices, etc on them
that indicate if the package has been subjected/exposed to certain conditions during
shipment (ex. — shock, indicators).

For physical packages the shipping containers can be used to visually check the
package for signs of mishandling, etc. (ex. — crushed corners, water spots - anything that

15 could be harmful to the contents.)

Another part of the paradigm shift is to allow and enable the processes (such as
data validation and monitoring) update the info in the name, which will be useful to the
recipient. If data validation and monitoring is performed before the name is generated
then the name would not need to be updated.

20 The data validation and monitoring info could be also like a sticker that is added to
the package (like security check at the airport).

In an OSI model type processing each layer of the stack can add a header to the

front of the others, which is stripped off the by corresponding layer of the other stack.
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10 reading information would be recorded in the data validation and monitoring log file if this
option was selected. (The file level grading for the associated file would also be contained
in the log file, along with all the input and output labels.)
Data validation and monitoring label viewer
To view the contents of the label, a view and launch functionalist would be
15 provided (analogous to what is used for PDF file types). The viewer would be
downloadable from a data validation and monitoring server. The viewer would decode the
label (input, output, etc.) and display them in a human readable format. A similar viewer
would be used for the data validation and monitoring log file.
Control of a Remote Process
20 Use a label appended to the file name (preferred embodiment) to communicate
information associated with the file to whoever uses the file. The label is the transport
method to communicate this information. This label is available to all users of the file. The

label is the preferred embodiment, for sensitive information would be encrypted thereby

giving confidentially and limited access to the information. The label could be in text
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10 etc) or can use on-line services primarily for dynamic data.
Data can be viewed as a package being transferred between and delivered to
various systems and networks. Systems and networks may have sent the original data out
for processing remotely and wish to verify the integrity before opening to insure that the
data has not been tampered with. A system may not need to know what the data content is
15 or it may not be desirable to allow access to encrypted information, thus the data if
verified as not having been tampered with may then be passed on, partially processed, or
fully processed by any given module or system.
An illustrative exemplary application employing the present invention.
20 The exemplary application, data validation and monitoring v 1.0 database, utilizes
one embodiment of the present invention, wherein the exemplary application accesses user
files, one by one, and runs them against a series of predetermined conditions. Flags are set

up to indicate the status of each individual file. A green flag indicates a valid file, while a

red one shows the need to return to user for additional information or corrections. A
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10%#& () -ttt Hl%"lemflry Ifgr ‘Nc'lét‘é.l’ %ﬁs 15 a required field, and thus a red flag is generated.

2. State code is invalid. In the case of user “Matthew Jones” who entered NX for his

state, instead of NI, a yellow flag is generated. This spelling error is not as critical as
not filling out the field all together.

10 3. Amount of monev remitted is not valid for the number of years the license was

requested. This condition is set up so that the exact number of dollars must be
remitted. (This application is set for $12/yr, but can easily be changed.)

4. Invalid age. User must be at least 17 years of age. In later versions, age limit will
vary according to state legislation. (i.e. CA minimum driving age is 16)

15 Finally, Brian Flynn, a user with a complete and correct file, received a green flag.

A Quick Tutorial
Referring to Fig. 24 there can be seen an exemplary screen 2302 where there are
five options 2304 available on the main menu. Input User File, View User File, Validate,
Create Log, and View Log.
20 To enter a new user, click button “Input User File.” The following text is

displayed:

There are no restrictions put on this page. Any input will be

accepted.  After the form is submitted, a unique

identification number is assigned to each particular

25 application. This is the number used from now on to refer,
validate, or view a user file.
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description is to be construed as illustrative only and is for the purpose of teaching those
skilled in the art the best mode of carrying out the invention. Details of the structure may
20 be varied substantially without departing from the spirit of the invention and the exclusive

use of all modifications, which come within the scope of the appended claim, is reserved.
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access the preexisting data.
15
2. A method for determining and signaling content quality of preexisting data, to
a digital receiver, the preexisting data having at least one record, the at least one
record having at least one data field, the method comprising the following steps:
assessing the quality of the content of the preexisting data using one or more
20 predefined sets of criteria;
assigning a grade indicative of the quality of the content of the preexisting data

for at least one of the one or more predefined sets of criteria; and,
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5. The invention as described in claims 1, 2, 3 or 4 further comprising associating
a grade file with the grade.

15
6. The invention as described in claims 1, 2, 3, 4 or 5 wherein the quality of the

content corresponds to a particular data field of the at least one data field.

7. The invention as described in claims 1, 2, 3, 4 or 5 wherein the quality of the

20 content corresponds to a particular record of the at least one record.

8. The invention as described in claims 1, 2, 3, 4 or 5 wherein a particular quality
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12, The invention as described in claims 1, 2, 3, 4, 5, 6, 7, 8 or 9 wherein at least
15 one of the one or more predefined sets of criteria for determining the quality of the

content is an externally defined function,
13. The invention as described in claims 1, 2, 3, 4, 5, 6, 7, 8 or 9 wherein at least
one of the one or more predefined sets of criteria for determining the quality of the

20 content uses access to an independent database.

14. The invention as described in claims 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12 or 13
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18. The invention as described in claims 1, 2, 3,4, 5, 6,7, 8,9, 10, 11, 12, 13, 14,
15, 16 or 17 wherein a different one of the one or more predefined sets of criteria for

15 determining the quality provides a different grade for the preexisting data.



