13 August 2004 (12)*a~ (19) ' A3 PA IN r4:52 (43) DO PF 0 Ff klq90dox12 A
27 13 (27.12.2001) PCT (51) (r)R# 5a ': HO4L 9/00 (21) | R f1J19 :
PCT/ JPOI / 05146 (22) (r)i KEI1 E3: 2001 $6 A 15 F3 (15.06.2001) (25)

WRWH. QY 1: (26) MAFM *1: (30) i+115~T-'3 : "02000- 179693 2000 $6 P 15 H
(15.06.2000) JP O N2000- 179694 2000$6 A 15 H (15.06.2000) JP (71)
CEIA((r) "t ~#(r) 1~~L-2Z): ° 16D[508H HiE $L (S aRESmATI ON) [JP/JP]; r

141-0001 *s NaallllKAtua)l|6TR7435 7435-9- Tokyo (JP). ..- (72) A[39-t;
£33, 13 (75) A z% ZOL- ' Cograqbac? | -
11111111111111%12 i 111111 GMibay 1qmwm il 'S"HM'E ||q|||||m|ﬂm|ﬂm|ﬂ‘m;mpll 1
1111 (10) ~~s WO 0T Al (Kl TAYAREMEEST ni'chi o -
( 1SH GURG, (43) BB B (10) EFRABES
2001 ££12 H27 B (27.12.2001) PCT WO 01/99331 Al
(51) EFer 8™ H04L. 9/00 (KITAYA, Yoshimichi) [JP/AJP). B BB (ISHIGURO,
Ryuji) DP/IP). K2 %40 (OSAWA, Yoshitomo) [JP/IP).
1) ERFHEES: PCT/IP01/05146 AT 2 (ASANO, Tomoyuki) [JP/JP]; T 141-0001
HHRIZERNETHTEBT Vo— AR
(22) EHER: 2001 ££6 B 15 B (15.06.2001) Tokyo (JP).
. s () REA: Dt R, FKOIKE, Akira et al.); T 105-
05 ERERORE: BAE T oo RAMBRE S FI=THCESE BIIRLN
(06) ERRABOE B4 folyo (F).

- (81) IBEE (EMA): CA, CN, ID, IN, KR, MX, §G, US.
(9 ‘REBT—5:
$SEE2000-179693 2000456 A15 H (15.06.2000) P (84) 5 E (Ihis: =0 w8 (AT, BE, CH, CY, DE,
HEE2000-179694 2000 %6 A15 B (15.06.2000) JP DK, ES, F1, FR, GB, GR, IE, IT, LU, MC, NL, PT, SE, TR).

(71) HEA REZR { 2TOREEC2VT): Vo—# S LSS
H&i (SONY CORPORATION) [JP/IP]; F141-0001 — EiSEZREE
HEHESKMEIERNET B7E&358 Tokyo (IP).
2XFEI— FRUMOBEICDLTIE., 2HRTshd
= (72) BRE; BLU EPCTHE Y FOBBICBBIATIS To— FLEEHE
(75 RBAZB/HEEAEERIZOVTOR): EERE OHAFVR/— ] 288,

{54) Title: SYSTEM AND METHOD FOR PROCESSING INFORMATION USING ENCRYPTION KEY BLOCK

G RBOATH: HERTIO VI FRAVEERREBELCAFLRURE

Kroot

O A

31 Al

(57) Abstract: Sub-trees separated according o the data processing capability of a device are defined in a key tree in which keys
¢r) are assigned to the roots, nodes, and leaves which are devices of a tree. A management entily of each sub-iree creates a sub make-
&N effective key block effective in the entity. A key issuing center creates a make-effective key block decadable only by an entity having
&\ common capability according to the capability information on the entity. Each entity manages the partia trees (sub-trees) of the key
wi tree, creates a sub make-effective key block according to only the nodes of the sub-trees or the keys corresponding to the leaves,
& and creates a make-cffective key block decodable only by the selected entity by using the sub make-gffective key block. Thus, a
o make-effective key block can be created in accordance with the data processing capability of a device and distributed, and the key
B tree hierarchical struclure can be dividedly managed.

[BEER)




Ryuji) [JP/JP]. ;ACXi]1l I1 (OSAWA, Yoshitomp) [WJIP]. rA 3 {3 AdsAN®o4
Tormoyuki) [JP/JP]; 9 141-0001 3K Al ga J11194eaalll6TH79354 Tokyo (JP).
(74) ft 31,k "1-; R A(KOLKE, Akira et a[.); 9 105- 0001

ASEQAFK. t' IMETUB#4 10 11 t4ffAI "I'T Tokyo (JP). (81) #a(r) {L 119): CA

oF Ol v OF Dk ES_AWerussx Ax | Al nm( AT

2fr - N$ct~ O-W1l:.~6-"Cl . $7 1 Ja *PCTI5Li"y FO491z%/ *1 tL%, 1 7 = 1+
o ;-- (54) Title: SYSTEM AND METHOD FOR PROCESSI NG | NFORMATI ON US| NG
ENCRYPTION KEY BLOCK 0 ) : 93 $ : T :19 7nt7*19 L-t'1' M3N VA | A &UZ; A
Kroot 4001 M (57) Abstract: Sub-trees separated according to the data
processing capability of a device are defined in a key tree in which keys
en are assigned to the roots, nodes, and | eaves which are devices of a
tree. A managenent entity of each sub-tree creates a sub make- Q- effective
key bl ock effective in the entity. A key issuing center creates a
make- ef fective key bl ock decodable only by an entity having 01 conmon
capability according to the capability information on the entity. Each
entity manages the partia trees (sub-trees) of the key r tree, creatés a
sub nmake-effective key bl ock according to only the nodes of the sub-trees
or the keys corresponding to the |eaves,

(57) E4:

BEOFNNARAEBYV—ZLLEYY—DN—b, J—F, V=7 F—2Hb
FiFex—v)—iZ, FRARDT—FMBEH (4N VF 1) TRLLE
BIVY—-2REL, EYTVV-0EEHELK (ZVF 47 1) KBWT, =¥
FAL4TFARATCEHRY7EHEXF—T0v 224 L., F—RBIT 22BN T.
IVFATFA4DTFANEYF A BRASE, HBr AN YT 12>y T
I FARBNTCOREERELENEF—Tov I 2ERT 3. £, ¥—V))
—ORHYV— (Y T7V V=) 2EHEL, Y7 YV KBTS/ —FXRV—7
KRB L TCREINDF—DHICESK Y IFHbF—-T v 2 2ERL, 7
Ab¥r—Tnwv 2 EHANT, BREWEAZVFAFIRBOVTORESTRER
HMb¥x—70w s 2ERTS. Chick b, T4 20F— S MEBEHITIEL
TEHEX -7y 7E2ERUCRIETE., . BEEEOX YV —Ek%E
FELCERCES,



and creates a make-effective key bl ock decodable only by t hetRlget 2004

entity by using the sub make-effective key block. Thus, a make-ef fective
key bl ock can be created in accordance with the data processing capability
of a device and distributed, and the key tree hierarchical structure can
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system c}ﬁf ormati on processing net hod using an encryption key bl ock,
and a rgfrp Fstributing medium and particularly, to a systemand a
nmet hod for distributing an encryption processing key in a systeminvol ving
an encryption processing. Particularly, the invention relates to an

i nformation processing systemand an information processing nethod using

an encfMgehhival Fésldbl ock, and a program di stributing nmedi um

The present invention relates to an information processing system and an
information processing method uéing an encryption key block, and a program
distributing medium, and particularly, to a system and a method for distributing an
encryption processingkeyina Sy_stem involving an encryption processing. Particularly,
the invention relates to an information processing system and an information
processing method using an encryption key block, and a program distributing medium,
which uses a tree-structured hierarchical key distributing system to reduce data
quantity contained in a distributing key block to thereby reduce a distributing message
quantity, relieves loads of a content key distribution or data distribution when various
keys are renewed, and can hold safety of data, and which realizes key distribution and
management constitution based on capability by managing a hierarchical key
distributing tree by using entities as sub-trees classified based on the capability as the
data processing ability of devices under management, and relates to an information
processing system and an iﬁfonnation processing method using an encryption key
block, and a program distributing medium, which realizes effective key distribution and

management constitution by managing a hierarchical key distributing tree by using



whi ch uses a tree-structured hierarchical key distributing syEtsgust 2004educe
data quantity contained in a distributing key block to thereby reduce a
distributing message quantity, relieves |oads of a content key
distribution or data distribution when various keys are renewed, and can
hol d safety of data, and which realizes key distribution and nmanagenent
constitution based on capability by ménagi ng a hierarchical key
distributing tree by using entities as sub-trees classified based on the

capabi | érititicdsad dubsetd Hainy PcessndiDeldbidntt y of devices under management, and
relates to an information processing systemand an i nfomation processing

nmet hod usi ng an encryption key block, and a programdistributing nedi um
which realizes effective key distri bution and’ managenent constitution by
managi g (gl%gr}i ergrchl cal key distributing tree by using 13 August 2004 3 2
entiti &L havi ng a conmon el ement. Background Art Recently,
various software data (which will be hereinafter called contents) such as
game pr ogr anBecenslycearienssoftwargeattafvehichmill be hereihafter dzdled canténts) snch
circulated through a network such as an internet, or storage nedia capable

of bei ng girh6 Yraieshs, Yuide éﬁtaD\r@a%@HataEtaﬁd sbNGi$ Biafé hebh aklivdly Ct,ciﬂitﬁﬂ%ﬁ are

reproduced by receptlon of dafa y a PC (Personal Conputer) owne by a

user oty 50T SBRRLA Sl A OHIA! 00 radBRIN SR PRI RURER 7.
"C and A6 bien H e A DI b0, 8 harf disk andhe ke, i
by a PC (Personal Computer) owned by a user or game apparatus, or by mounting a
memory medium, or are stored in a recording device within a recording and
reproducing apparatus attached to PC and the like, for example, a memory card, a hard
disk and the like, the contents being utilized by new reproducing from the stored

medium.

Information apparatuses such as a video game apparatus, PC and the like have
an interface for receiving the circulation contents from a network or for getting access
to DVD, CD and the like, and further have control means necessary for reproducing
the contents, and RAM, ROM and the like used as a memory region for programs and
data.

Various contents such as music data, image data, or programs are called from
a memory medium by user's instructions from the information apparatus such as a
game apparatus, PC and the like used as a reproducing apparatus or user's instructions

through input means connected, and are reproduced though information apparatus or



| nformati on apparatuses such as a video gane apparatus, PC argdaddiet bodae
have _an interface for receiving the circulation contents froma network or
for getting access to DVD, CD and the |ike, and further have control neans
necessary for reproducing the contents, and RAM ROM and the |ike used as
a nenory region for progranms and data. Various contents such as nusic
data, inmage data, or prograns are call3ed from a nenory nedium by user's

i nstructions fromthe information apparatus such as a gane apparatus, PC

and th [ - | ar at or er's instruction
s i O

t hrough I'n and are reproduced though information
apparatus or, 13 August 2004 s 3 . a display, a speakery and the |ike

connect ed. y$8 ?%OIHSWESéHF}éa%&%’ﬁg%g%ﬁﬁ’éﬂgmé@r‘{fﬁ%,"%§ tagndthe mage
data and the Ilike are lger_leral!y held in their distribution rights by
owner s lderd asel geseralbnbeld imdbeirddistrihutiom rights rish wwiems efnd beles agemtent s,

there is apredetennined using limtation, that is, the use of software is

gr ant edA¢cordingly Mialdistribe66:s ofhetd @nté R REHS h Preddtdioinkd ubiRbHsiRatieh i S not
made. That is, generally, the constitution taking security into

‘consi d i OR. ] S..£ . r | &l li.mit .of use to
isers. LAt e scB it afte (S BAREPREBN IR woEY BlTebRBuctiylodts;
exanpl e, vari.ous. content.s ch.as voicg data, image data, gane. prograns
and t hdSPHssien ds igtomade, ﬁléng‘i’l?'ﬁr@ﬁ)ﬁea]eofw{lﬁg“ IPRetagmﬂ SEFuRLY] H&Ped,
and neans for decrypting the encrypted contents distributed, that is, a
decr yptdossidesstion isggaployed. only persons confirmed to be a valid user.

One procedure for realizing the limit of use to users is an encryption processing
of distributed contents. Namely, for example, various contents such as voice data,
image data, game programs and the like .encrypted through an internet or the like are
distributed, and means for decrypting the encrypted contents distributed, that is, a
decryption key is given to only persons confirmed to be a valid user.

Encrypted data can be returned to decrypted data that can be used by decrypting
processing in accordance with the predetermined procedure. Data encrypting using a
decryption key for decrypting processing, and a decrypting method, using an encrypted

- key for encryption processing of information as described have been heretofore well
known.

There are a variety of kinds of forms of data encrypting and decrypting method
using an encryption key and a decryption key, but there is, as one example therefor, a
system called a so-called common key encryption system. In the common key

encryption system, with an encryption key used for encrypting processing for data and



Encrypted data can be returned to decrypted data that can belusepisbg004
decrypting processing in accordance with the predeterm ned procedure. Data
encrypting using a decryption key for decrypting processing, and a
decrypting nmethod, using an encrypted key for encryption processing of

i nformati on as descri bed have been heretofore well known. There are a
variety of kinds of forns of data encd4ypting and decrypting nethod using
an encryption key and a decryption key, but there is, as one exanple

t her ef dechypdish SRl thPdedyBang BhlaSa ST L BN o ENRI ANEY S 1 ¢ he

conmmon ncryption syst an encryption key used for encrypting

processing for data and 13 Auqust 2004 . 4. a decr I on ke S for

ecry pahie dirubRhderistiie ahibn pimed vy vl ufh s s B ibitg i ng
processing and decrypting . is given to a valid user so as to elimnate the
dat a adb@gétatgccaw bywminvalidyser. Asg typicghsyistam of thestyistsin as desoytheghihege
described, there is DES (Data Encryption Standard). The encryption key and

t he deds PES (Datacin o Staridagdencrypting processing and decrypting as
descri bed above can be obtained by applying a unidirectional function such

as a hash f ' 7 i . ke | e.
The un di recrpuay P Rey ATk MlorfoRBTREPREA Hir o Bnchfing FlocEla
difficult, to obt.ain n i.apyt ,conversely from out put. For .exanpl e, the
ni di r e et s Gsoribed v dcar benobiafieds by atiaees miGeBiP user
as an input, and the encryption key and the decrgéjs)tion key are produced on
t he badhsciaen seeh ana hash function anuthethastsi of 4 passiwoeskebths likeg, forexample.

encryption key and the decryption key thus obtained, to conversely obtain a
The unidirectional function herein termed is a function which is very difficult to obtain

an input conversely from an output. For example, the unidirectional function is applied
with a pass-word determined by a user as an input, and the encryption key and the
decryptidn key are produced on the basis of the output. It is substantially impossible,
from the encryption key and the demypﬁon key thus obtained, to conversely obtain a
pass-word which is an original datum thereof.

A system making processing by an encryption key used for encryption and
processing by a decryption key used for decrypting different algorithm is a system so-
called a public key encryption system. The public key encryption system is a method
using a public key that can be used by an unspecific user, in which with respect to an
encrypted document for a specific individual, encrypting processing is carried out using
a public key distributed by the specific individual. The document encrypted by the
public key can be subjected to decrypting processing merely by a private key

corresponding to the public key used for the encrypting processing. The private key is



pass-word which is an original datumthereof. A system nakirntf dugustd8idg by
an engryption key used for encryption and processing by a decryption key
used for decrypting different algorithmis a systemso- called a public key
encryption system The public key. encryption systemis a nethod using a
public key that can be used by an unspecific user, in which with respect to
an encrypted docunent fora specific Bndividual, encrypting processing is
carried out using a public key distributed by the specific individual. The

docurre Wfﬂé?%lgqgeﬂéé RaiviaHal t@gk&}&rﬂﬁﬂe&’ the pﬁgﬁtﬁtk% htaﬂ% &Eﬁ ARk bht

processi ng nere private correspond 0 e I c key used
for the encr I ng pracgessi ng. The. private key iis 13 August 04 5 . owned
merel y Wrxméﬁit%ﬁm BRI B tan b g pledinerchy v e dagvidhel Badng shEment
encrypted by the public key can be decrypted nmerely by the individual

havi ng private key. Vetypidadpublic kgypencaypipomsystern ésa BEA(RavéssrBhayairehdleman) RSA
(Ri vest - Sham r- Adl eman) encryption. By nmaking use of such an encryption

syst ementhgiti1C By heaking Use & fuchsats ERSHyDEN &8k, Ndiefte 64 el prdveded ¥ pt ed
contents merely for a valid user. In thé content di stri buti ng system as

deser | B55APRSEORL 018 e GRAFLEL U008, WAIEP SANGREE oL oner ot 0

and st ere uch as CD and the
li ke to proyi users,. and to provide ontent key for

de them for S
~decrypting dhc Fygpceterin dESHEBUHBE YiISma A3aKpserikest abAVEr emElOY GPAREd  a
constitution in which a content key for preventing invalid copies of the
cont encoRefytutions an which eomtentst arg ensryptod add stared on themcorlingenediasuchn
encrypted content key is decrypted using a decryption key owned by only
t he vakkd nsterfork 0o DAND eCUE hind thé Eike ¢oprevidekhym for users, and to provide a
content key for decrypting encrypted contents for only a valid user. There is proposed
a constitution in which a content key for preventing invalid copies of the content key
itself is encrypted to provide it to a valid user, and an encrypted content key is
decrypted using a decryption key owned by only the valid user to enable using the
content key.

The judgment whether or not a user s valid is generally carried out by executing
authenticating processing before distribution of contents or content keys, for example,
between a content provider who is a transmitter of contents and a user's device. In
general authenticating processing, confirmation is made of a mating party, and a
session key effective only for communication is produced. When authentication is
established, data, for example, contents or a content key is encrypted using the

produced session key for communication. The authenticating system includes mutual

authentication using a common key encryption system, and an authentication system



The judgnent whether or not a user is valid is generally cart3Agdusti200ly
executing authenticating processing before distribution of contents or
content keys, for exanple, between a content provider who is a transmtter
of contents and a user's device. In general authenticating processing,
confirmation is nmade of a mating party, and a session key effective only
for comrmuni cation is produced. When agthentication is established, data,
for exanple, contents or a content key is encrypted using the produced
sessi o . ' [ i [ i e ual

aut hentisgy » gRbHE REVUINERE 18 foe dMboRHL SR LaRE o XorSR Dy, ACRER BT on
system,13 August 2004.-6 using a hlic key system |In the authentication
iaing dnclienBystem, Wide 16 ARGRSIREY WHICH s T80RRVERIGRIAL 1Be {ERESSRFSPCWRl ch i s
i nconveni ent at the tine of renewal processing. Further, in the public key
syst emprooessuig Fuother,andhé publie key syster pevepetatipn loadisrlargpand neopssary

I ncreases, and the provision of such a processing neans on each device is

not a 4fembaP qBaffiRs indreidedNandPHBE PASHEIBNT lth 4 PYEsEskRIE tkahs oaleaehl ect

of the present invention to provide an information processing system and

an infao | ro | . sing an encryption key block, and a
progra qgﬁ%%g?Eﬁ?ﬁ%%ﬁﬁégﬁﬁﬁﬁhﬁﬁﬁ%ﬁ enabl es transm ssion of data safely to a
valid user wthout relying on nutual authentication processing between a
transmitter and a receiver of data as descri bed above, and which realizes
key distribution and nanagenent constitution based on capability by

managi Adiselosiier of thisiloaknttesy di stributing tree by using entities as
sub-trees classified based on the capability as the data processing

ability of deyd seobjrdesf tieessk ihvention to provide an information processing

=

system and an information processing method using an encryption key block, and a
program distributing medium, which enables transmission of data safely to a valid user
without relying on mutual authentication processing between a transmitter and a
receiver of data as described above, and which realizes key distribution and
management constitution based on capability by managing a hierarchical key
distributing tree by using entities as sub-trees classified based on the capability as the
data processing ability of devices under management.

Itis another object of the present invention to provide an information processing
system and an information processing method using an encryption key block, and a
program distributing medium, which enables transmission of data safely to a valid user
without relying on mutual authentication processing between a transmitter and a
receiver of data as described above, and which realizes effective key distribution and

management constitution by managing a hierarchical key distributing tree by using



It is another object of the present invention to provide an 13muyusszooan
processing systemand an information processing nethod using an encryption
key bl ock, and a programdistributing nmedium which enables transm ssion
of data safely to a valid user wthput relying on nutual authentication
processi ng between a transmtter and a receiver of data as descri bed
above, and which realizes effective key distribution and nanagenent
constitution by managing a hierarchical key distributing tree by using 13
August 2004 7 entities as subsets having a common elenent. An information
pr oc et aspybests haying aLomamen $RMYH- key bl ock according to a first
aspect of the present invention is one which constitutes a key tree in

whi ch r espadunformakienracessing systpondiag & eacnyption keyddscladcdrdinget on a
path fromthe root to the |eaves of a tree in which a plurality of devices

are caintt dspeetiofishd Ipecsenbesntionxie wrcewhichnevmstitaks kekey arecainsehést ed pat h
by selecting the path constituting the key tree and encryption processing

of a I%BE@'tWCQid%Ta@e KSi¥espbnded tDR tEHNAbGeskAM RAYes GIEAPaBE ROnPIhed08Pld NY key
bl ock (EKB) to provide it to a device, and conprises a plurality of

crL LB USE A, Uty kil SRecoTITGR R 168Rs, .
o0 S S SR B U R R AR )
RN <TG R R L
oy DESERES - eebfing i Bk B éo amovidecl thiA HRUCEnang copBTises &
Capabliolluirah%/ty of entities which constitute a part of the key tree, manage sub-trees classified

based on capability as data processing ability of the devices, and generate a sub-

enabling key block (sub-EKB) based only on a key set corresponding to nodes or

leaves included in the sub-tree, and a key distribution center (KDC) which manages

capability information of the plurality of entities and generates the enabling key block

(EKB) decodable only by the entities having common capability by using the sub-

enabling key block (sub-EKB) generated by the entities having the common

capability.

In the information processing system using an encryption key block according

to the first aspect, the key distribution center (KDC) includes a capability management

table in which respective identifiers for the plurality of entities, the capability

information for the entities, and the sub-enabling key block (sub-EKB) are

corresponded to one another, and selects an entity capable of processing distributed

data to a device based on the capability management table to generate the enabling

key



In the information processing system using an encryption keyl3ohumtist 2004
according to the first aspect, the key distribution center (KDC) i ncludes
a capability managenent table in which respective identifiers for the
plurality of entities, the capabi Iitg information for the entities, and

t he sub-enabling key block (sub-EKB)®are corresponded to one another, and
sel ects an entity capable of processing distributed data to a device based
on the capability managenent table to generate the enabling key 13 August

2004 ock ), de abl e only .the devices, under the selected entity.
In th llc?qiﬂ#ﬁ?ﬂ@ﬁp g?c%rglgmgt §>¢g¥&¢w§ #igthaselehtedstithn key bl ock
according to the present invention, a newy added entity to the key tree
gener at es  &ebinéeramitiongprokessing systernusingerBenbigpéiondeyyblook ackedinget
correspondi ng to nodes or leaves in the sub-tree of the new entity,

exec uoethe ipegicht imtentonpi aeedy hddedéntitpao shd kEKBreb @ehbaitdesey sulslefiblidput i on
center (KDC), and executes notification processing of capability

cel ; _ o ot ! S : .
i nf orpgt bRJ!%k‘(ElﬁtSe m@iﬁa dﬁl%‘ nl Pk getlﬁr&rspaﬁaﬁ tROES Bt 'I&v?%?ﬁ using

an encryption accor di ng present 1 nvention, e plurality

of engijl] ve hj rchical structure of .super.ordinal ng,i ties and
aubor SiPFEFE oL et BBRP\ERSLRS rElal Profgesidd BF ¥ SIbRKE AU 01 an
entity is nade to be t op node (sub-root)_of, another entity. In . the

i nf or%ém OFr SEBLEL| Jst BRY USKERYIE M@ano@rwsmoafy sapdiibhg to
the present invention, each of the plurality of entities has authority of
set t | mformmationr efffbeiovwn extiykey corresponding to the nodes or |eaves
constituting the sub-tree which belongs to the own entity. In the

i nformati ofn fiedaGaPiatidnHIoLEsTiSs byiierd iseile hy RhESMtisa kel Klokk accardiighg

to the present invention, the plurality of entities have a hierarchical structure of
superordinate entities and subordinate entities in which a terminal node at the
lowermost stage of an entity is made to be a top node (sub-root) of another entity.

In the information processing system using an encryption key block according
to the present invention, each of the plurality of entities has authority of setting and
renewing the key corresponding to the nodes or leaves constituting the sub-tree which
belongs to the own entity.

In the information processing system using an encryption key block according
to the present invention, each device which belongs to an entity at the lowermost class
with leaves at the lowermost stage in the entity being leaves corresponding to
respective devices among the plurality of entities has stored therein a node key and a
leaf key set in nodes and leaves on a path from a top node (sub-root) of the entity that

the device itself belongs to through the leaf that corresponds to the device itself.



to the present invention, each device which belongs to an ert3Ayguat 2604e

| onernost class wth |eaves at the | owernost stage in the entity being

| eaves corresponding to respective devices anong the plurality of entities
has stored therein a node key and a , | eaf key set in nodes and | eaves on a
path froma top node (sub-root) of the entity that the device itself

bel ongs to through the | eaf that corresponds to the device itself. 13
August 2004 9 In the information processing system using an encryption key
bl ock according o the first aspect, each of the plurality of entities
adds a selln thgdnfoemation prcessing pYS$IR UsBigedn eagryplionkey plockascerding i such
that one or nore nodes or |eaves in the nodes or |eaves at the | owernost
st agetheffirstraspectieachtof the pinelite efentdits adds a self weanagetaent dntityt etheddbwemat i on
processi ng system using an encryption key block according to the first

aspecitagd ths Uher entity, RatietRnbhd dr Mbtecioded @9 1daes REthe BtHES ¥ lefvdstas tHeer M nal
node sets a key corresponding to the term nal node of the superordinate

enti tl}{)vv%@?ﬁf(tes?&%]f'ot 6Wﬁ%hﬁ%{f§{§sgpﬁeﬁrz§%§%}v ﬁ!@de@ew entity as a top node

(sub-To00 e new he 1 nformation processing system

using an cryption key bl ock.according. to the first aspect, an.entity
whi b exedtt B R ETHREOH HeESSinSRIen Wing S cRewalibn kS Maek kedPrame | n
nodes on a_path froma top node (sub-root) in the entity through a | eaf
cor r opbaditst aspect.Hbe rsepetosdingts, patity awhicheadds dhe e ﬁ@ﬁé’\/\kﬂ itg ¢ernER@ i nt o

whi ch the renewed node key is constituted as an encryption key decodabl e
onl y iyde s adleayi cessesponidieng tdhhe tenminavioddedofitha swperordiratd antity asa
superordinate entity, and the superordinate entity renews a node key on a

o e e esib ot e ntas apiabae enER g e R
entity.
In the information processing system using an encryption key block according
to the first aspect, an entity which executes revoke processing of a device renews a
node key set in nodes on a path from a top node (sub-root) in the entity through a leaf
~ corresponding to the revoked device and generates a renewal sub-EKB into which the
renewed node key is constituted as an encryption key decodable only by leaf devices
other than the revoked device to send it to a superordinate entity, and the superordinate
entity renews a node key on a path from a terminal node to which the renewal sub-EKB
has been sent through its own sub-root and generates a renewal sub-EKB to send it to a
further superordinate entity, such that the revoke processing of the device is executed
by sequentially executing renewal sub-EKB generation and sending processing on the

entity basis up to a highest entity to carry out renewal of each node key on the path

from the revoked device through a root and executing registration processing of the



further superordinate entity, such that the revoke processi r§ Adigusha0@evi ce
I s executed by sequentially executing renewal sub-EKB generation and
sendi ng processing on the entity basis up to a highest entity to carry out
renewal of each node key on the pat? fromthe revoked device through a
root and executing registration pro sting of the 13 August 2004 10 renewal
sub- EKB generated in the renewal of the node key to the key distribution
center (KDC). In the information processing system using an encryption key
bl ock accoydin o the first, aspect, ap._enti whi ch_execut es  reyoke

pr oce"§§?W§f SHO-LKR iBsnrated d dhe gewaleﬂﬁw RORR 48 keythsetey; distifitionon a
path froma top node (sub-root) in the entity through a term nal node

corr dKH@Cﬁo the revoked entity and generates a renewal sub-EKB into
whi ch the node key has been renewed to send it to a superordinate entity,

and the supetheriffotaiatiofiProtassimpewterd Wacak edcigPtion Al blbEle Atéordign nal
node to which the renewal sub-EKB has been sent through its own sub-root

ot 05 e TR odpeet ALY Sifer RabBed RS prbfeina 04 SRR oA o 1y

sequentially executing.renewal sub-EKB generation and sendi ng prqcessing
on t HENGWE & 90%§P§ sgh ig @ogesogna Pathe hrond 2 1P Bade {subsipot} andigendly each
node key on the path fromthe revoked entity through a root and executing
r egi sthraghom temunassedegcatespbadingnieviie rsubkddentityrerdageatrates ahenewakewal of
t he node key to the key distribution center (KDC). In the information

Pr ocegLERBS Kb SFh : 1M ARLREY Mﬁ%i&éﬁnkﬁeﬁe{%ﬂeﬁ%, Q&faogt%ng suggr . Bfhald I St

aspect, an entity executes revoke processing of a sub nate entity

ren n Kk inn X for rmngl .n n. froma
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to which the renewal sub-EKB has been sent through its own sub-root and generates a
renewal sub-EKB to send it to a further superordinate entity, such that the revoke
processing on the entity basis is executed by sequentially executing renewal sub-EKB
generation and sending processing on the entity basis up to a highest entity to carry
out renewal of each node key on the path from the revoked entity through a root and
executing registration processing of the renewal sub-EKB generated in the renewal of
the node key to the key distribution center (KDC).

In the information processing system using an encryption key block according
to the first aspect, an entity which executes revoke processing of a subordinate entity
renews a node key set in nodes except for a terminal node on a path from a top node
(sub-root) in the entity through the terminal node corresponding to the revoked entity
and generates a renewal sub-EKB into which the node key has been renewed to send it

to a superordinate entity, and the superordinate entity renews a node key on a path



(sub-root) in the entity through the termi nal node correspontf fAggusb2@ve
revoked entity and generates a renewal sub-EKB into which the node key has
been renewed to send it to a superordinate entity, and the superordinate
entity renews a node key on a path é August 2004 11 froma term nal node
to which the renewal sub-EKB has be sent through its own sub- root and
generates a renewal sub-EKB to send it to a further superordinate entity,
such that the revoke processing on the entity basis is executed by
sequentially executing .renewal sub-EKB generation and sendi ng processing
on 't hBOBYR fefping gode 3 whichstheripmealsubritR Byhasbee seyt taranghaticn Seb- cach
node key except for the term nal node corresponding to the revoked entity

on t heopahd generatdsherenewak sub-ERIB ty sérft wtgh fartheodupeenrdirexe entitynguch
regi stration processing of the renewal sub-EKB generated in the renewal of

the ngde ukeye A ggﬂ}‘écgs‘%ihgj b lthé RuAkikP 'Baﬁg 2%/ %E;Féﬁégggygc gérlﬁfcﬂiigﬂy”‘%%&ﬂi% d

processi ng ne si ng an encrypt’ on ing to a se
aspect _of the ent inventian is.one in an information prqcessing system
SR d b

whi chfeggha aBRRSraton and, seiiding nracessing 08 the, ety basls ML (R Ried to a

root, ~nodes and |eaves on a path fromthe root to the leaves of a tree in
whi chhighpstuendityttp esfrry oot irerssvalr of caslsnpdetkey excephdor dwyvtsminalenodes
renewal of keys on a selected path by selecting the path constituting the

key tgcqfespbadiRRab)Yhé k@roket LaEss bhthdpatd freMRRE pébikealeaitifehrbMgR agBBer di nate
key and generates an enabling key block (EKB) to provide it To a device,

and c rl . f Eati b- epabl,i ey.. bl aock . (sub- EKB)
pasedtn s eERily FeghaRioR prERBLRL SR, M "So PRE Sl oo o
sub-tree of each entity in entities which constitute a part of the key tree
and rgRayel Ogﬁ@-ﬁqd@é@thpég%kPY distmbution esnter5dBCDi ty as data processing
ability of the devices, and

An information processing method using an encryption key block according to

a second aspect of the present invention is one in an information processing system
which constitutes a key tree in which respective keys are corresponded to a root,
nodes and leaves on a path from the root to the leaves of a tree in which a plurality of
devices are constituted as the leaves, executes renewal of keys on a selected path by
selecting the path constituting the key tree and encryption processing of a
superordinate key by a subordinate key and generates an enabling key block (EXB) to
provide it to a device, and comprises the steps of generating a sub-enabling key block
(sub-EKB) based only on a key set corresponding to nodes or leaves included in a
sub-tree of each entity in entities which constitute a part of the key tree and manage
sub-trees classified based on capability as data processing ability of the devices, and
extracting a sub-enabling key block (sub-EKB) generated by entities having common

capability based on capability information of the plurality of entities and generating the



extracting a sub-enabling key bl ock (sub-EKB) generated by ehtMegust2@@d/i ng
common capability based on capability information of the plurality of
entities and generating the 13 August 2004 12 enabling key bl ock (EKB)
decodabl e only by the entities havin]t the common capability in a key

di stribution center (KDC) which has e capability information of the
plurality of entities. In the information processing nethod using an
encryption key bl ock according to the second aspect, the step of

gener at i t he bl i y,bl ack, (E in 1he ke i strihution center

( KDC) e‘?ﬂ’@%&dggy ?ﬁ@%t@%&ﬁgfdwﬁé iﬁ§§¥ Y éﬁ?i?ﬂtgéshg@rlﬁg th¥e CORBRRRN
capability, generating an entity tree constituted by the entities selected
i n t heapabliytip & ke distabutiore pentee NG gvbichdue the gapabibityi infoimagiarhef ent i ty
tree, and generating an enabling key bl ock (EKB) decodable only by the
sel ecﬂﬁgplafﬁlﬁ bfenfaeLd on the node key renewed in the node key renewal
step and a sub-EKB of the selected entities. In the informati on processing

t hod usi i ' . 1 aspect, the
oy di st i BoiRanFaaa HReEh b REEEARE  eriifio Ko BERAPSRE . {1
whi ch_respectiye identifiers.for the plural.it f tit) th capabilit
't or IthEEoreoPRY SeReSLettie: Lot of eaheraithg tag, soaling Ko, lask RN Gbens) are’
corresponded to one another, and selects an entity capable of processing
di st r distritationd seater dKDEpvineludpnshe steps 06 ssdgriivigl they entitieydarmg thdl e to

generate the enabling key block (EKB) decodable only by the devices under

t he sedmotomdcapability, gdneraties amentityatr¢coconstioned diynye watitiesseledtod inthe
encryption key block according to the second aspect, a newy added entity

T T e S
an enabling key block (EKB) decodable only by the selected entities based on the node
key renewed in the node key renewal step and a sub-EKB of the selected entities.

In the information processing method using an encryption key block according
to the second aspect, the key distribution center (KDC) includes a capability
management table in which respective identifiers for the plurality of entities, the
capability information for the entities, and the sub-enabling key block (sub-EKB) are
corresponded to one another, and selects an entity capable of processing distributed
data to a device based on the capability management table to generate the enabling
key block (EKB) decodable only by the devices under the selected entity.

In the information processing method using an encryption key block according
to the second aspect, a newly added entity to the key tree generates a sub-enabling key

block (sub-EKB) based only on a key set corresponding to nodes or leaves in the sub-

tree of the new entity, executes registration processing of the sub-EKB to the key



tree of the new entity, executes registration processing of thugusb2¢ddB to
the key 13 August 2004 13 distribution center (KDC), and executes
notification processing of capability information of the own entity. In
the information processing net hod Uﬁbng an encryption key bl ock according
to the second aspect, each of the plidrality of entities executes setting
and renewing the key corresponding to the nodes or | eaves constituting the
sub-tree which belongs to the own entity. In the information processing
met hod, usi ng an encryption key block according to the second aspect, the
super distigioa «enfary (ﬁm)a a8dis exeraltefoviadifiqatipnt progessingr mfngppakilile sets a
key corresponding to the term nal node of the superordinate entity as a

node infatmstédsof the subetititye of the new entity as a top node (sub-root) key
of the new entity. In the information processing nethod using an

encrypt | ok RFAFIaRAGRLEL A £RiHdIuEE ALnBRRERN kAMBEK abYortilid

executes rev processing o evice r ey set Ih nddes on a

path froma top node (sub-root) in the entity through a | eaf c¢orresponding
Do 1o e sER PPl shahbE Hereluealt oh eRG HEYERecSHRS. SRS MR rOePURE T
renewed node key is constituted as an encryption key decodable only by | eaf
devi ckey cotrbspondinmnta He nedaskedlcdzes cendtiutieg dhé sub-drea whishrbeldngmte
entity, and the superordinate entity renews a node key on a path froma
ter m falovApestifyd Which the renewal sub-EKB has been sent through its own
sub-root and génerates a renewal sub-EKB to send it to a further

e o o . AR RS R RSP PR e L g
T Oce’g)stlhg%eggnci[ Qsepect, the superordinate entity which adds the new entity to its terminal
node sets a key corresponding to the terminal node of the superordinate entity as a
node that sets the sub-tree of the new entity as a top node (sub-root) key of the new
entity.
In the information processing method using an encryption key block according
to the second aspect, an entity which executes revoke processing of a device renews a
node key set in nodes on a path from a top node (sub-root) in the entity through a leaf
corresponding to the revoked device and generates a renewal sub-EKB into which the
renewed node key is constituted as an encryption key decodable only by leaf devices
other than the revoked device to send it to a superordinate entity, and the superordinate
entity renews a node key on a path from a terminal node to which the renewal sub-EKB
has been sent through its own sub-root and generates a renewal sub-EKB to send it to

a further superordinate entity, such that the revoke processing of the device is executed

by sequentially executing renewal sub-EKB generation and sending processing on the



13 August 2004 14 entity basis up to a highest entity to carl3Aanst Zdfenal
of each node key on the path fromthe revoked device through a root and
executing registration processing of the renewal sub-EKB generated in the
renewal of the node key to the key qistribution center (KDC). In the

I nformati on processi ng nethod using ﬁn encryption key bl ock according to
the second aspect, an entity which executes revoke processing of a
subordinate entity renews a node key set in nodes on a path froma top
node (sub-ropt) in the entity through a terninal node corresponding to the
r evokeRIt asisyim iy adaaléffsateéggétq EMENAL rengvaled eachonads key padhepath key has
been renewed to send it to a superordinate entity, and the superordinate
ent i tfromethevevakeddeviceythmough paddt dndexecutiegniegistratiodeprooessiMy of thide
renewal sub-EKB has been sent through its own sub-root and generates a

" eneRnetbsEKBIID RaRfhitd ih Ahe i ANEE BPROAE R aAbeHB Y Wisudtifdbd Nat the
revoke processing on the entity basis Is executed by sequentrally

executin | sub-EKB generation and sendi ng processing on the entity
basisCTW§h@ﬁ@&m?ghest entity to carry out renewal of each node key on the
path fromthe revoked entity through a root and executing registration
processi nglmﬁletlh@m@ﬁ@mmmwsmgmegmddrmgdn iencryptiondreyvielbck iccardmgnode key
to the key distribution center (KDC). In the information processing nethod

usi ngroatheess@bitdspoctken @ity kwhiehoétichtes feokB o€l afResibordiantity
whi ch executes revoke processing of a subordinate entity renews a node key

e oG B LAY oL 1905 A8 SR DL LS B R RE Rty v
' e\/Okt%lc'ioulg aA ltjgnqnsihala?c?ddé corresponding to the revoked entity and generates a renewal
sub-EKB into which the node key has been renewed to send it to a superordinate entity,
and the superordinate entity renews a node key on a path from a terminal node to
which the renewal sub-EKB has been sent through its own sub-root and generates a
renewal sub-EKB to send it to a further superordinate entity, such that the revoke
processing on the entity basis is executed by sequentially executing renewal sub-EKB
generation and sending processing on the entity basis up to a highest entity to carry out
renewal of each node key on the path from the revoked entity through a root and
executing registration processing of the renewal sub-EKB generated in the renewal of
the node key to the key distribution center (KDC).
In the information processing method using an encryption key block according
to the second aspect, an entity which executes revoke processing of a subordinate

entity renews a node key set in nodes except for a terminal node on a path from a top

node (sub-root) in the entity through the terminal node corresponding to the revoked



15 entity and generates a renewal sub-EKB into which the nods Aegush2@04been
renewed to send it to a superordinate entity, and the superordi nate entity
renews a node key on a path froma term nal node to which the renewal

sub- EKB has been sent through its omg sub-root and generates a renewal
sub-EKB to send it to a further supé ordinate entity, such that. the
revoke processing on the entity basis is executed by sequentially

executing renewal sub-EKB generation and sendi ng processing on the entity
basis up to a highest entity to carry out renewal of each node key except
for temity andigeneratescerensyial e8lpdidB rigiot whichethe @pdk &dy dvas ibegn senavesd fsat h from
the revoked entity through a root and executing registration processing of

the rengvito &ghp&kBdigaresaitgdand tHehipeendimite effityt Mew@caenmk%}oohme key
distribution center (KDC). A programdistributing mediumaccording to a

thir : - i ' | am whi ch
ke BB adbpl BN ich HERERR MEBKRHAERod SATRIHH RS 39
conput er systemin an inforr‘r?tion rocessing systemwhich constitutes a
key tSUBero0h apghigsheratesroraneyal R-dikeld do send dstoohBither superordipate ¢difEs and

| eaves on a path fromthe root to the leaves of a tree in which a

pl ur aduichythat tHevieveke gprecessirgg idnuties easity Hmsise dv execiard chy eequentéalhl  of

keys on a selected path by selecting the path constituting the key tree

and %&ﬂﬁﬁ% éehnegﬁmﬁs iRg %é[;f&r: iGHHRR] gélgigﬂ%pﬁo& éin?%mathé ipagk ey and

generates a I ng key ( EKB ovide Tt to a device. The
conput er ogram.conprises . the ste 0 eneratin b- enabl i ng, key
b1 ob o BRI S0 RaR it crfierala] eelh nofl ey oisan e e (TBHBa! Bite caves
included in a sub-tree of each entity in entities which constitute a part
of t noriespondiag ta e raviokgd estity on despathdeamftheevsksd ¢ntity tupagh hirogt as dat a
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and executing registration processing of the renewal sub-EKB generated in the renewal

of the node key to the key distribution center (KDC).

A program distributing medium according to a third aspect of the present
invention distributes a computer program which makes enabling key block (EKB)
generating processing executed on a computer system in an information processing
system which constitutes a key tree in which respective keys are corresponded to a
root, nodes and leaves on a path from the root to the leaves of a tree in which a
plurality of devices are constituted as the leaves, executes renewal of keys on a
selected path by selecting the path constituting the key tree and encryption processing
of a superordinate key by a subordinate key and generates an enabling key block
(EKB) to provide it to a device. The computer program comprises the steps of
generating a sub-enabling key block (sub-EKB) based only on a key set corresponding
to nodes or leaves included in a sub-tree of each entity in entities which constitute a

part of the key tree and manage sub-trees classified based on capability as data



16 processing ability of the devices, and extracting a sub- edabldust20idy

bl ock (sub-EKB) generated by entities having common capability based on
capability information of the plurality of entities and generating the
enabl i ng key bl ock (EKB) decodabl e ﬁgly by the entities having the conmon
capability in a key distribution cenPer (KDC) which has the capability

I nformation of the plurality of entities. An information processing system
usi ng an encryption key block according to a fourth aspect of the present

i nvention iis one which constitutes a key tree in which respective keys are
cor r PSR ebilify pfdhe dryges andFatEsUag absenablingkanblogk GWuERR) the

| eaves of a tree in which a plurality of devices are constituted as the

| eavegeneraigd biytanditics hevimlg emwensapabilite bassdiarcapabilitpynioamation of thehe pat h
constituting the key tree and encryption processing of a superordi nate key
by a plutadityliof attidscandagaherajmngetha teasblanmg kerablockdEKE) ddcodabl¢ BKB) by thepr ovi de
it to a device, and conprises a plurality of entities which manage a

sub- tgreitied hagingattel @minbaccapabidity it key dixerik@yort cefter ANDQewhich Bas
sub-enabl i ng key bl ock (sub-EKB) based only on a key set corresponding to

nodesthercabMNes i foghatatof theldifraPot BRfiesand a key distribution center
(KDC) whith génerates the enabling key bl ock (EKB) decodable only by

sel ect ed - Rkl 3008y <BH IAPAA B BHORAS o bk Re BBl dner at od

by the plurality o Itres. ormation processing system using
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the leaves of a tree in which a plurality of devices are constituted as the leaves,
executes renewal of keys on a selected path by selecting the path constituting the key
tree and encryption processing of a superordinate key by a subordinate key and
generates an enabling key block (EKB) to provide it to a device, and comprises a
plurality of entities which manage a sub-tree as a partial tree constituting the key tree
and generate a sub-enabling key block (sub-EKB) based only on a key set
corresponding to nodes or leaves included in the sub-tree, and a key distribution center
(KDC) which generates the enabling key block (EKB) decodable only by selected
entities by using the sub-enabling key block (sub-EKB) generated by the plurality of
entities.

In the information processing system using an encryption key block according to

the fourth aspect, the plurality of entities have a hierarchical structure of superordinate

entities and subordinate entities in which a terminal node at the



| ower nost stage of an entity is nade to be a top node (sub-riGotygust 2GiHot her
entity. In the information processing system using an encryption key bl ock
according to the fourth aspect, each of the plurality of entities has
authority of setting and renewi ng the key corresponding to the nodes or

| eaves constituting the sub-tree whildh bel ongs to the own entity. In the

I nformati on processing systemusing an encryption key block according to
the fourth aspect, each device which belongs to an entity at the | owernost
class, with | eaves_ at the JomeLnDst stage jn the entity being.|eaves

cor r eisEmoshstage of ar prtL igan desa taporgier (Fabspel A pgther cREW: ti es has
stored therein a node key and _a |eaf key set in nodes and | eaves on a path
from a t oplmibgdnfarmmiiopoprpcessingeyssemiusing arencrypéiogdieyddock secarding ongs to
through the | eaf that corresponds to the device itself. In the information
pr oc ems theg fawyrtht aespecsj raclhawfaherplptdlip deynfitiesc kas@othatitpgof settinpearfdourt h
aspect, each of the plurality of entities adds a self managenent entity in

the |newind d@ckef cdrbgpondingtoithy nodecbr ldaats enstiaitindihe subdese whidleaves in
the nodes or |eaves at the | owernost stage of the own entity are reserved

as I egabNes U8 wil éntitye | nformation processing system using an encryption
key bl ock according tdo the fourth aspect, the superordinate entity which
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respective devices among the plurality of entities has stored therein a node key and a
leaf key set in nodes and leaves on a path from a top node (sub-root) of the entity that
the device itself belongs to through the leaf that corresponds to the device itself.

In the information processing system using an encryption key block according
to the fourth aspect, each of the plurality of entities adds a self management entity in
the lower stage of the own entity, such that one or more nodes or leaves in the nodes or
leaves at the lowermost stage of the own entity are reserved as reserve nodes.

In the information processing system using an encryption key block according
to the fourth aspect, the superordinate entity which adds the new entity to its terminal
node sets a key corresponding to the terminal node of the superordinate entity as a
node that sets the sub-tree of the new entity as a top node (sub-root) key of the new
entity.

In the information processing system using an encryption key block according



EKB) based only on a key set corresponding to nodes or |eavel3 Augushell4
sub-tree of the new entity and executes registration processing of the
sub-EKB to the key distribution center (KDC). In the information
processi ng system using an encryptiag key bl ock according to the fourth
aspect, an entity which executes revGke processing of a device renews a
node key set in nodes on a path froma top node (sub-root) in the entity
through a | eaf corresponding to the revoked device and generates a renewal
sub-EKB i nto which the renewed node key is constituted as an encryption
key dicibeanesent brvientioy, a sewlyordded entitogenarates arsubtanabbing key biecki (58bt 0 send
It to a superordinate entity, and the superordi nate entity renews a node

key OBK®)sisbd fonbmoa at lesynididormieepiending thinotled beldaove whthessilb-EkBof thas been
sent through its own sub-root and generates a renewal sub-EKB to send it to

3 U RS enBHPEPELI AR B balifn RUCASHANE hOSuE SIS REORES Bidhford e

device Is e y uentl exeécuting renewa eneration
and sendin rgcessing on the entity basis up to a highest entity to carry
out r%ﬁgﬂéﬁﬂﬁg-each node key on the path fromthe revoked device through a
root and executing registration processing of the renewal sub-EKB

gener at ed Imthehiaforerationl profedsing syatemksing an eheryiptpndiest bliobktaicoordimgent er
(KDC). In the information processing systemusing an encryption key bl ock
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of a subordinate eniity enews a node key in nodes on a path froma
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whi ch the node key has been renewed to send it to a superordinate entity,
and te@responding to the revoked device and generates a renewal sub-EEB into which the

renewed node key is constituted as an encryption key decodable only by leaf devices

other than the revoked device to send it to a superordinate entity, and the superordinate

entity renews a node key on a path from a terminal node to which the renewal sub-EKB

has been sent through its own sub-root and generates a renewal sub-EKB to send it to

a further superordinate entity, such that the revoke processing of the device is executed

by sequentially executing renewal sub-EKB generation and sending processing on the

entity basis up to a highest entity to carry out renewal of each node key on the path

from the revoked device through a root and executing registration processing of the

renewal sub-EKB generated in the renewal of the node key to the key distribution

center (KDC).

In the information processing system using an encryption key block according to

the fourth asepct, an entity which executes revoke processing of a subordinate entity

renews a node key set in nodes on a path from a top node (sub-root) in the entity through



superordinate entity renews a node key on a path from a ter nA¥9usbeel4 o
whi ch the renewal sub-EKB has been sent through its own sub-root and
generates a renewal sub- EKB to send it to a further superordinate entity,
such that the revoke processing on tge entity basis is executed by
sequential ly executing renewal sub-l’% B generation and sending processing
on the entity basis up to a highest entity to carry out renewal of each
node key on the path fromthe revoked entity through a root and executing

registrati.o ocessi ng..of t he rene sub- EKB generated in th renewal of
the. ol ndilersiarerugcife 4p e vobad caHBe ] RESFALer # TEREWEHTD HRE on

processi ng system using an encryption key block according to the fourth
aspecinfo abidnthietodetieyhhasdacent repewed o semt idesssupgratiinateaititydandtle entity
renews a node key set in nodes except for a termnal node on a path froma

top digReordfidie eRGE) rdnewshensdd kb}{ dnhd HANfrbALa tE&HMINARho MO HS vﬂﬁaﬁl%ﬁondi ng

to the revoked entity and genera es a renevval sub-EKB into whic e node
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whi ch_t he renewal sub-EKB has been sent throu hits owmn sub-root and
generBKBstosepd dkinaa fuwthsrsrperosdisateentity: sich th@trﬁllnéeV@imapgmmgam thmtity,

such that the revoke processing on the entity basis is executed by

sequesttitp|Bagis Bxexacutaigby eequaltidlybetddRtipgnenaivab BulRK B enieiionr ffLssi ng
on the entity basis up to a highest entity to carry out renewal of each

d
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processing ofthe renewal sub-EKB generated in the renewal of the node key to the key
distribution center (KDC).

In the information processing system using an encryption key block according
to the fourth aspect, an entity which executes revoke processing of a subordinate
entity renews a node key set in nodes except for a terminal node on a path from a top
node (sub-root) in the entity through the terminal node corresponding to the revoked
entity and generates a renewal sub-EKB into which the node key has been renewed to
send it to a superordinate entity, and the superordinate entity renews a node key on a
path from a terminal node to which the renewal sub-EKB has been sent through its own
sub-root and generates a renewal sub-EKB to send it to a further superordinate entity,
such that the revoke processing on the entity basis is executed by sequentially
executing renewal sub-EKB generation and sending processing on the entity basis up

to a highest entity to carry out renewal of each node key except for the terminal node



In the informati on processing system using an encryption keyl3hueget 2004
according to the fourth aspect, the entities are constituted as nanagi ng
subj ects of devices or entities belonging to a comon category such as the
devi ce kind, service kind, nanaging means kind, etc. An information
processi ng net hod using an encrypti A key bl ock according to a fifth
aspect of the present invention is one in an information processing system
whi ch constitutes a key tree in which respective keys are corresponded to a
root, nodes and |eaves on a path fromthe root to the |eaves of a tree in
whi chearrgspandingtty the revoked catitape thopathi fremdhe sevakied angisy Byoughkedoeks
renewal of keys on a selected path by selecting the path constituting the

key tdRE eRBEUtENC rE@isirdfionoe&simg off the réieped] osul-RRIE depiérdiyd ainsthizor di nat e
key and generat es an enabling key bl ock (EKB) to provide it to a device.

The gyb-enabling key block
(subr%hggrglo %?51‘3%}]‘8"%&?‘1&%‘%‘%@%‘2%0 ‘0 nodes or | eaves included
in a sub-tr Qf each entity {n a plurality of entltles |chma ge

Sub-t r ees Mg igfarpyaion HfPE"é’*SB‘tﬁq%XS’f%thH’g% @Ih@nwytlpné@y lgﬁek Nt Qi ng the
enabl i ng key bl ock (EKB) decodable only by selected entities by using the
sub- ewathki fogrthegspebtdke EatibieEldB) cgpstintadess managing pihjects idfydeficesnod ties in
a key distribution center (KDC). In the information processing method using

an erﬁ?{i’f Qﬂoﬁgﬁfllgb{d)%k SinpificRtg 3)% RuglSEs A0 Hedtee! RiddN&selvibt hﬂﬁgpect

each t he pIu |tyo entities executes setting and rénew ng the key
correspondin \tmgla %des or |leaves constituting the sub-tree which
bel OFF& Nggne % (fty In the informati on processing nethod using an

encryption key bl ock accordi ng
An information processing method using an encryption key block according to

a fifth aspect of the present invention is one in an information processing system
which constitutes a key tree in which respective keys are corresponded to a root,
nodes and leaves on a path from the root to the leaves of a tree in which a plurality of
devices are constituted as the leaves, executes renewal of keys on a selected path by
selecting the path constituting the key tree and encryption processing of a
superordinate key by a subordinate key and generates an enabling key block (EKB) to
provide it to a device. The method comprises the steps of generating a sub-enabling
key block (sub-EKB) based only on a key set corresponding to nodes or leaves included
in a sub-tree of each entity in a plurality of entities which manage sub-trees as a partial
tree constituting the key tree, and generating the enabling key block (EKB) decodable
only by selected entities by using the sub-enabling key block (sub-EKB) generated by
the plurality of entities in a key distribution center (KDC).

In the information processing method using an encryption key block according



to the fifth aspect, the superordinate entity which adds thel3ygush2®d4 to
its termnal node sets a key corresponding to the term nal node of the
superordinate entity as a node that sets the sub-tree of the new entity as
a top node (sub-root) key of the neg1 entity. In the informati on processing
met hod using an encryption key bl ock*according to the fifth aspect, a

new y added entity generates a sub-enabling key block (sub-EKB) based only
on a key set corresponding to nodes or |eaves in the sub-tree of the new

entit nd ecutes registration, processing of the sub-EKB to the key

G st r 100 iR aSBeRtar Ao SHe PIHEAIINE O ATHISS CXGFHISS SelbDsi NG FBEMURE thS ng an
encryption key block according to the fifth aspect, an entity which

exec ukeys comespoadmpte el ngdesf omledwed censtineng the nolkrekeyhichdielomgsntades on a
path froma top node (sub-root) in the entity through a |eaf correspondi ng

to t helRmpkmstydevi ce and generates a renewal sub-EKB into which the
renewed node kéy is constituted as an encryption key decodable only by | eaf

devi ces her .t han t.he revoked deyice to send it to.a rordi nat e
entity. anh Pkt heliRreREmE AR 3 Moo aly REL SRR om
termnal node to which the renewal sub-EKB has been sent through its own
sub- rigothedfiigh gspratathessuperasdingte ety wkisht eddscibe naw eptiyatopiig denminalos 22 a
further superordinate entity, such that the revoke processing of the device

i's exmedd seis ablyeys eorespondingy tee e tdrivigalr godned tise! DupgafBrdigiie reatityas and
sendi ng processing on the entity basis up to a highest entity to carry out
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genereal{tlet)c;_ in the renewal of the node key to the key distribution

In the inforrnation processing method using an encryption key block according
to the fifth aspect, a newly added entity generates a sub-enabling key block (sub-EKB)
based only on a key set corresponding to nodes or leaves in the sub-tree of the new
entity and executes registration processing of the sub-EKB to the key distribution
center (KDC).

In the information processing method using an encryption key block according to
the fifth aspect, an entity which executes revoke processing of a device renews a node key
set in nodes on a path from a top node (sub-root) in the entity through a leaf
corresponding to the revoked device and generates a renewal sub-EKB into which the
renewed node key is constituted as an encryption key decodable only by leaf devices
other than the revoked device to send it to a superordinate entity, and the superordinate
entity renews a node key on a path from a terminal node to which the renewal sub-EKB

has been sent through its own sub-root and generates a renewal sub-EKB to send it to



center (KDC). In the information processing nethod using anidehegush20®h key
bl ock according to the fifth aspect, an entity which executes revoke
processi ng of a subordinate entity renews a node key set in nodes on a
path froma top node (sub-root) in Ege entity through a term nal node
corresponding to the revoked entity<“and generates a renewal sub-EKB into
whi ch the node key has been renewed to send it to a superordinate entity,
and the superordinate entity renews a node key on a path froma term nal
node t whi ch the renewal sub- EKB has been sent through its own sub- root
and g%%@ﬂmréepamrﬁ%@ﬁW%chkmtttbe weuptocteésegfqtﬂbﬁg@wgap%@wt

entity, such that the revoke processing on the entity basis is executed by
sequeby sedueptialpentcuting remewal sshvEKEKBengation andaending reoelisivg o deessi ng
on the entity basis up to a highest entity to carry out renewal of each

node &ﬁ%?r%sfshfp P@tarhlg @ég}eh;ﬁ et@\éﬁt‘fggau? cﬁ'ff M dl@éil ofifle %thec”t' ng

reglstra I on proceSS| B generat t he nemal of
t he n t stribution ente dn the inforpation
procel ﬁ* s Rbed fﬁ'&v s FPOt B RESFUS e PRiRIGCESIE ARG 1 ¢ h
aspect an enti mhlch execut es revoke processing of a subordinate entity
13 Aukgnewabeub- E’Z%Brmeé indtie rkegwaleof the nodekepxoethe Kayr distributiomal node
on a path froma top node (sub-root) in the entity through the term nal

node emtéq®IOOYing to the revoked entity and generates a renewal sub-EKB
i nto which the node key has been renewed to send it to a superordinate
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sub- nd generates,a renewal sub-EKB to send it _to a further
superf@r@F ,f?@té aghpct.tan enfifywhich executes revoke processing of a subordinate entity

renews a node key set in nodes on a path from a top node (sub-root) in the entity
through a terminal node corresponding to the revoked entity and generates a renewal
sub-EKB into which the node key has been renewed to send it to a superordinate entity,
and the superordinate entity renews a node key on a path from a terminal node to
which the renewal sub-EKB has been sent through its own sub-root and generates a
renewal sub-EKB to send it to a further superordinate entity, such that the revoke
processing on the entity basis is executed by sequentially executing renewal sub-EKB
generation and sending processing on the entity basis up to a highest entity to carry
out renewal of each node key on the path from the revoked entity through a root and
executing registration processing of the renewal sub-EKB generated in the renewal of
the node key to the key distribution center (KDC).

In the information processing method using an encryption key block according to

the fifth aspect, an entity which executes revoke processing of a subordinate entity



that the revoke processing on the entity basis is executed By Adysbdiddal |y
executing renewal sub-EKB generation and sendi ng processing on the entity
basis up to a highest entity to carry out renewal of each node key except
for the term nal node corresponding to the revoked entity on the path from
the revoked entity through a root ﬁd executing registration processing of
the renewal sub-EKB generated in the renewal of the node key to the key
distribution center (KDC). A programdistributing nmedium according to a

sixth as ethch theﬁfr,esent i nvention distribytes a cogtput er program which
mak e sTCBRYB 3 RRAKKSY tdE@"@ERB)‘“P%éﬁéﬁSWH@ pPee eust Pyhexem a tap Bede
conputer systemin an information processing system which constitutes a

key t(seb-root)ihithér enbypiicouglettectgsnarad node cespspalating ¢o the moioked ratigs and
| eaves on a path fromthe root to the |leaves of a tree in which a plurality

of  dgwd r@te§ a(Emeiltsﬂbmsinﬁ‘ﬁihﬁd?%%§10_d%’k%?‘ﬂa§%eéﬁ edo s!&ﬁgﬁt on a

sel ected " path by selecting the path constituting the key tree an
encryption _processi ng. of a erordi hate by a subordjnate key _and
gone B & SURHORTERR Fitkegth AL RUPEREIALG sy rdieds B BO% kBEc Pithe
conput er program conprises the steps of generating a sub-enabling key bl ock
13 Auljorra tzominad node¢ o whikshe pereswal subsElsB hasibegn sent theughstsonsn sybt o nodes
or leaves included in a sub- tree of each entity in a plurality of entities

whi chroseaad gehetatdsa@aewal UHRBKIB &) sdrdeie to & Tahért difpefetdifite kfiityt B@sh and
generating the enabling key bl ock (EKB) decodable only by selected
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i nformati o sing system and the inforpation processjng nethod using
an en@wwﬁréﬁﬁ%gﬁbgma%%@% PRPdIRS (recessEIe AR they eRfityohass Hp to a
tree-structured

highest entity to carry out renewal of each node key except for the terminal node

corresponding to the revoked entity on the path from the revoked entity through a root
and executing registration processing of the renewal sub-EKB generated in the renewal
of the node key to the key distribution center (KDC).

A program distributing medium according to a sixth aspect of the present
invention distributes a computer program which makes enabling key block (EKB)
generating processing executed on a computer system in an information processing
system which constitutes a key tree in which respective keys are corresponded to a root,
nodes and leaves on a path from the root to the leaves of a tree in which a plurality of
devices are constituted as the leaves, executes renewal of keys on a selected path by
selecting the path constituting the key tree and encryption processing of a superordinate
key by a subordinate key and generates an enabling key block (EKB) to provide it to a

device. The computer program comprises the steps of generating a sub-enabling key block



hi erarchical encryption key distributing systemis used to riEdtugush2004
distributing message quantity needed for key renewal. That is, the key
distribution nmethod in which each device is arranged to each | eaf of n
trees is used, and a content key which is, for exanple, an encryption key
of content data, an authentication key used for authentication processing,
or a programcode is distributed withgan enabling key block. Thus, it is
possible to safely distribute data decodable only by a valid device. Al so,

in the ) ) | on processi.ng system and.the infor L,on: S _nmet hod
usi ng. AeTIRa bRt el OB ALER st cur e g riodss RERR S BLRREER 4
hierarchical key distribution tree is managed by entities as sub-trees

cl assi flremobesdd entitycipaplurality ofentitiesawhichcmsnagrysulbiners s 3rpegl HEE under
managenment to realize a key distribution and a managenent structure based
on capaiidstituting e kB tree] dhd dimickatigs fetenablipg kepbkich EXIR) denodatilet drdy

I nformati on processing nethod using an encryption key bl ock according to

managenbrroierPY ERE by BB B Sl habR IS DRI B senged o'

hi erarchi cal key distributiqn tyee is man by entities as a partial set
havi ng “r‘@lﬂh‘?gﬁngpﬁmﬂ geYﬁlﬁtE‘{’HB?’éﬁe‘E‘tﬁ& ‘program di stributing medi um
“according to the present invention is a mediumfor distributi.ng a conputer
program in tlnethkanfortiationquocessing aysteip and-thepufemmatinapipssesing WB%‘EPﬁHPer
system capabl e of executing, for exanple, various program codes. The
medi umigigd A @BcrgtRndisyYD] tEld hecardily asthePrefdnt ibRntime the tree-siruchaedf er
medi um such as a network, whose formis not particularly limted. Such a
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quantity needed for key renewal. That is, the key distribution method in which each

device is arranged to each leaf of n trees is used, and a content key which is, for
example, an encryption key of content data, an authentication key used for
authentication processing, or a program code is distributed with an enabling key block.
Thus, it is possible to safely distribute data decodable only by a valid device.

Also, in the information processing system and the information processing
method using an encryption key block according to the present invention, 2 hierarchical
key distribution tree is managed by entities as sub-trees classified based on capability
as data processing ability of devices under management to realize a key distribution

| and a management structure based on capability.

Further, in the information processing system and the information processing
method using an encryption key b]oék according to the present invention, an effective

key distribution and an effective management structure are realized in which a



of constitution or function between a conputer program and al3hugust 28R4 ng
mediumin order to realize a function of a predeterm ned conputer program
in a conputer system |In other words, a conmputer programis installed in a
comput er systemthrough the distributing nmediumto exhibit the cooperative
operation in the conputer systemto obtain the operation and effect
simlar to another aspects. The othernsobjects, features and advantages of
the present invention will be apparent fromthe detailed description with

{ nvent ol STARARRRAGR A5 iPmp e RCARNIAC hIURGF o8] pafifie”s oo

expl ai ning an exanple of constitution of an information processing system
accordicﬁgnfl@nﬂ%n%ﬁesent invention. FIG 2 is a block diagram showi ng an
exanpl e of constitution of a recording and 13 August 2004 26 reproducing
appar at us t iais aatedothaphki mogramt distribvtmgnadeidonm pacroedingnty slys peesent ‘
according to the present invention. FIG 3 is a tree constitution view for

expl ai ‘ﬂﬁ\?&ﬂltf%ﬁ‘iéi{%écﬁ&nofo%f‘s‘éﬁbﬂgn%i cﬁﬁgh%‘i)r%éi%irﬁﬁ@ foah thatbah PR read

i nformati on processing systemaccording to'the present invention. FIGS 4A
and 4B,are vie each shqw n n ex e ap_enabling ke ock .( EKB)
dsed | HY G COPITHE oretrry apnBueen s B repeils ek R Sl SN B obsi ng
system according to_the &r esent invention. FIG 5. is a _view show ng an
exanpl eregram eedssphhesnedinm meludesrererdsng medea syl aCh: FRAMOFtesPhg an
enabling key block (EKB) of content keys in the information processing
syst emadeasfel ngdium sheh ps e setwork) wdntse dorm is not particularly limited.
Such a program distributing medium defines a cooperative relationship in terms
of constitution or function between a computer progfaln and a distributing medium in
order to realize a function of a predetermined computer program in a computer systemm.
In other words, a computer program is installed in a computer system through the
distributing medium to exhibit the cooperative operation in the computer system to
obtain the operation and effect similar to another aspects.
The other objects, features and advantages of the present invention will be

apparent from the detailed description with reference to the embodiments and the

accompanying drawings of the present invention.

Brief Description of the Drawings
FIG. 1 is a view for explaining an example of constitution of an information
processing system according to the present invention.

FIG. 2 is a block diagram showing an example of constitution of a recording and



FIG 6 is a view showing an exanple of a format of an enabl i FWgAugspt BOGCK
(EKB) in the information processing systemaccording to the present
invention. FIGS. 7Ato 7C are views each for explaining a constitution of
a tag of an enabling key block (EKB) in the information processing system
according to the present invention. FIGS. 8A and 8B are views each show ng
an enabling key block (EKB) and an eypanple of data constitution for

di stributing content keys and contents in the information processing

cxanp! GEBOAgE S 2Rpwg s et cth b Aervedcl e Mrorpelof B BE bR,

bl ock (EKB), content keys, and contents in the information processing
syst emagcewhg hoytheopresentynsemion.i nventi on. 13 August 2004 27 FIG 10 is a
view for explaining the situation how to cope with the case where an

enabl i ng keIt 84da fr&EDnstingticovicanfos egplainihgesdyptionipeodest mpnatvanous

processing systemaccording to the present invention. FIGS | 1A and 11B
o SR A RS TRISL SRR RLRESRRARS oS,
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to an applicable common key encryption systemin the information |

pr oces{EKPB sysadkein distdbuntiomgf verivhe keye apdtdatave the spformation pracgsyngi ew

(1) showi ng an enabling key block (EKB), a data constitution for

?ih:t ri kybfeRgacoordinighenthe prédenn iventioand a processing exanpl e by a device in

FIG. 5 is a view showing an example of distribution and an example of
decrypting processing using an'enabling key block (EKB) of content keys in the
infonnatibn processing system according to the present invention.

FIG. 6 is a view showing an example of a format of an enabling key block
(EKB) in the information processing system according to the present invention.

FIGS. 7A to 7C are views each for explaining a constitution of a tag of an
enabling key block (EKB) in the infonnatioﬁ processing system according to the
present invention.

FIGS. 8A and 8B are views each showing an enabling key block (EKB) and an
example of data constitution for distributing content keys and contents in - the
information processing system according to the present invention.

FIG. 9 is 2 view showing an example of processing in a device in case of

distributing an enablingkey block (EKB), content keys, and contents in the information

processing system according to the present invention.



i nformation processing systemaccording to the present inventdAHaustEe84 14
is a view (2) showi ng an enabling key block (EKB); a data constitution for
distributing an authentication key, and a processing exanple by a device in
tthe information processing systemaccording to the present invention. FIG
15 is a view show ng an aut hentication processing sequence by a public key
encryption system applicable in the haformati on processing system accordi ng
to the present invention. FIG 16 is a view showi ng a processing for

distributin n.enabl i.ng ke l.ock EKB) ..and cont Kk '

aut henti cat P‘B& b&i‘%@ Vit f‘btyev@?%ma %1%@:\ aBﬂBS&?BY f]"o??"rl}esﬂ}’@@%g?ﬁgﬁ%@g? esent

i nvention. 13 August 2004 28 FIG 17 is a view showi pg a processing for

di st ri aotenabling kepdockn (EKBY apdasntgerBye stared is ﬁ%ﬂ@%ﬂﬂﬁ%fld?fpaﬁﬁtsglg n the .
i nformati on processing systemaccording to the present invention. FIG 18

s a Vipsemohdingo ¢HépRiseninvbGoyal ue production used in production of
a content integrity check value (1 CV) applicable in the present invention.
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for distributing an enabling key block (EKB) and an |ICV producing key, and
an exaspétemodccardingdedhé present mventioe endiacartventianal seadingPcssdssi ng
system according to the present invention. FIGS. 2 1 Aand 2 1 B are views
each for expi@i 19 Wa i BNowir@vaNhithenficatidn processing sequence according to

an applicable common key encryption system in the information processing system
according to the present invention.

FIG. 13 is a view (1) showing an enabling key block (EKB), a data constitution
for distributing an authentication key, and a processing example by a device in the
information processing system according to the present invention.

FIG. 14 is a view (2) showing an enabling key block (EKB), a data constitution
for distributing an authentication key, and a processing example by a device in the
information processing system according to the present invention.

FIG. 15 is a view showing an authentication processing sequence by a public key
encryption system applicable in the information processing system according to the
present invention.

FIG. 16 is a view showing a processing for distributing an enabling key block
(EKB) and content keys using the authentication principle by a public key encryption

system in the present invention.



where an applicable content integrity check value (1CV) is sktohuayst 2004
mediumin the present invention. FIG 22 is a view for explaining a
gonstitution for controlling an applicable content integrity check val ue
(ICV) separately froma content storage nediumin the present invention.
FIG 23 is a view for explaining an exanple of category classification of a
hi erarchical tree structure in the i n?®rmation processing system of the
present invention. FIGS. 24A and 24B are views each for explaining a

produci ng piRIGedY iefa Aekhbvdns b ;100dssa% f&i dibiributiag enakibling lkayblotRck

(EKB) in the information processing systemof the present invention. FIGS.

25A an ' | ‘ ' ;

enabi | ASRREy SRR afe R A BBl BiteB e MR cBFafih 1o
present, invention. FIGS. 26A and 26B are views each for explaining a

si mpl i FHSBGSTRLINVEHRBY bl ock (EKB) (Exanple 1) in the information
processing systemof the present invention. FIGS. 27A to 27C are views
each for exﬁﬁ@i.riliﬁ’n@ anviewt shogwingnen exaoyds taft MAGvaled prodhieticr hedan tree
structure iin the informati on processing systemof the present invention.

FI'GS. 284dicictBsT pecntvnidntegeity bhdckivatud( 1@V dpplichbled@ 1R pres@it ifdrtion.
contro constitution of a hierarchical tree Structure in the information
processing $4&! ¢5%5€ vieWA(1) showing a data constitution for distributing an enabling key
block (EKB) and an ICV producing key, and an example of a processing in a device
in the information processing system according to the present invention.

FIG. 20 is a view (2) showing a data constitution for distributing an enabling key
block (EKB) and an ICV producing key, and an example of a processing in a device
in the information processing system according to the present invention,

FIGS. 21A and 21B are views each for explaining a copy preventive function
where an applicable. content integrity check value (ICV) is stored in a medium in the
present inventibn.

FIG. 22 is a view for explaining a constitution for controlling an applicable
content integrity check value (ICV) separately from a content storage medium in the
present invention.

FIG. 23 is a view for explaining an example of category classification of a
hierarchical tree structure in the information processing system of the present

invention.

FIGS. 24A and 24B are views each for explaining a producing process of a



present invention. FIGS. 29A and 29B are views each for expl At 8A04
entity control constitution of a hierarchical tree structure in the
i.nformati on processing systemof the present invention. FIG 30 is a view
for explaining a reserve node in an entity control constitution of a

hi erarchical tree structure in the information processing systemof the
present invention. FIG 31 is a viewR9or explaining a new entity

regi stration sequence in an .entity 13 August 2004 30 control constitution
of a hi ¢hi4C Y1 ; I e} %Er@& Fsthem of

t he presgglﬁthﬁéﬁv%{natb?%g.ek% g&g I'S glé/?g%vﬁo?{ﬂéyynaﬁﬁéﬁgﬁggrel atHil ons higp
between a new entity and a host entity in an entity control constitution
of a hiREPSFHAPEINQT ce structure in the information processing system of
the present invention. FIGS. 33A and 33B are views each for explaining a
sub- EKB usedIiGS. &5 Aand 29B atsritdews ceohdor explasiingm produsieg prcess of ge
structure in the information processing systemof the present invention. .
FI GS. hAbliig3kdy diecks (BXB)ear thd anfednpitdinnprgressidgviyseemevbibe presassi ng
in an entity control constitution of a hierarchical tree structure in the
I nf or f" ion Processing systemof the present invention. FIG 35 is a view
for explaining a device revoke processing sequence in an entity control
constitutl Oﬂ“é?#ﬁ.%gkamgﬁ%ﬁferweseeasc N o%telgcrp ailnfln,g;[ Q esﬁxll{)]fiﬁtrag%trfagﬂng rk%(}:,esm ng

system of t

block (EKB) (Example 1) in the information processing system of the present
invention.

FIGS. 27A to 27C are views each for explaining an entity control constitution
of a hierarchical tree structure in the information processing system of the present
invention.

FIGS. 28A to 28C are views each for explaining, in detail, an entity control
constitution of a hierarchical tree structure in the information processing system of the
present invention.

FIGS. 29A and 29B are views each for explaining an entity control constitution
of a hierarchical tree structure in the information processing system of the present
invention.

FIG. 30 is a view for explaining a reserve node in an entity control constitution
of a hierarchical tree structure in the infonﬁati_on processing system of the present
invention,

FIG. 31 is a view for explaining a new entity registration sequence in an entity



FI GS. 36A and 36B are views each for explaining a renewal sul3-Al§Rsa2004he
time of device revoke in an entity control constitution of a hierarchical
tree structure in the information processing systemof the present
i‘'nvention. FIGS. 37A to 37D are views each for explaining an entity revoke
processing in an entity control constitution of a hierarchical tree
structure in the information processifjng systemof the present invention.
FIG 38 is a view for explaining an entity revoke processing seguence in an

13 August ,2004 31. enti t l.an: Hal, i : '

str uct droch consti Rt okh ERAFBIoaf HRLMCARTL? e IHLARPAH BRIGSERE
FIG 39 is a view for explaining a relationship between a revoke entity and
a hostsystem of the\pegseriinventiobnt r ol constitution of a hierarchical tree
structure in the infonnation processing systemof the present invention.
FIG 40 i s #FNi.O2 karviewdbrexplaining aaplabiohship betweemg new entiyranidighegint r ol
constitution of a hierarchical tree structure in the infonnation processing

syst em il iean PGS RBhtloN Y&t it@on & $hiefdrchitabtrvt Sttudtare vt dafornation

capabi |l Tty setting”in an entity control constitution of a hierarchical

tree structure in the dnformatieon pr.ocessing systemof the present
i nvent i RFRCCHIESYASIR Qfﬁgefﬁﬁeﬁ V&?‘é&é‘ each for explaining a capability

o onnat | on TGS a4 pad 55 bash s pRch F ExpRmPAROTBRD B e v e
produci ng processing flowhart on the basis of a capability ,
control constitution of a hierarchical tree structure in the information processing
system of the present invention.

'FIGS. 34A to 34D are views each for explaining a device revoke processing in
an entity control constitution of a hierarchical tree structure in the information
processing system of the present invention.

FIG. 35 is a view for explaining a device revoke processing sequence in an entity
control constitution of a hierarchical tree structure in the information processing
system of the present invention.

FIGS. 36A and 36B are views each for explaining a renewal sub-EKB at the
time of device revoke in an entity control constitution of a hierarchical tree structure
in the information processing system of the present invention.

FIGS. 37A to 37D are views each for explaining an entity revoke processing in

an entity control constitution of a hierarchical tree structure in the information

processing system of the present invention.

FIG. 38 is a view for explaining an entity revoke processing sequence in an



control table for controlling a key distribution center (KDO3 Augush2004

i nformation processing systemof the present invention. FIG 44 is a view
for explaining a capability notice processing at the time of new entity
registration in the informati on processing systemof the present invention.
Best Mbde for Carrying Qut the Invention 13 August 2004 32 [Cutline of
System] FIG 1 shows an exanple of a Xontent distributing system to which
the data processing system of the present invention can be applied. The

cont ententiity tontpol dongtifutide of khitmedlEtallttfeeatRAre ih tIY infoeRati &N rd@@ysm[f,
encrypted to various content reproducible apparatuses on the conten

recei V|§/} ﬁigftl‘?%'ogreg lﬂga%&i us on the content receiving side 20 decrypts

an encr ed co or a content key received to obtain a content or
content key, carries production o e data and voice ta or
cxecuti on’ ) S S A8 A VIS o&rmfalm ae;@éﬁ%%%%ga S b ee vl %ﬁeent
distributing side 10 and the content receiving side 20 is executed t hr ough

a net whoist sotity as aanenttyecomgroloconstitutbugbf @ bieranchihhliiee steectnos my thedi um
such as DVD, CD. The data distributing neans on the content distributing

si de 1@nforalagide: r@Besshfg@Fs'ﬁﬁh oﬂhe@rés@h@idvbhﬁoﬂr oadcasting 12, a tel ephone
circuit 13, medl a 14 such as DVD, CD, etc., and on the other hand, the

PP RS 1§ EANE T g T tggqagagim}d i Sl S T (PO

portabl e apparatuses

t el ephone rsonal ital A55| stants etc., a recor d| ng a

r epr od &8{1%5@%&0 ?A“%‘@E‘Fhl%lgfﬁmméﬁlfﬁll%a@r@ oo P@ﬁ?%?ﬂ%%lr%ﬁ%n t¥the
excl usive-use unit 25 such as a ganme tenninal. In these devices on the
cont enPresspéinyengiosi de 20, contents

FIG. 41 is a view for explaining a capability setting in an entity control
constitution of a hierarchical tree structure in the information processing system of the
present invention.

FIGS. 42A and 42B are views each for explaining a capability control table for
controlling a key distribution center (KDC) in the information processing system of the
present invention.

FIG. 43 is an EKB producing processing flowchart on the basis of a capability
control table for controlling a key distribution center (KDC) in the information
processing system of the present invention.

FIG. 44 is a view for explaining a capability notice processing at the time of new

entity registration in the information processing system of the present invention.

Best Mode for Carrying Out the Invention



distributed fromthe content distributing side 10 are obt ai nEdAygush2004
communi cation neans such as a network, or froma nedia 30. [Constitution
of Device] FIG 2 shows a block diagramof a recording and reproducing
device 100 as one 13 August 2004 33 exanple of devices on the content
receiving side 20 showmn in FIG 1. The recording and reproducing device
100 has an input/output I/F (Interfac® 120, a MPEG (Moving Picture
Experts Group) codec 130, an IN (Interface) 140 provided with AID, DA

conver 4 ryption processing nmeans 150, ROM (Read Only Menory)
160, (tgg‘}ﬂ(lié&$§ﬁ§%ﬁocessi ng Unit) 170, a nenory 180, and a drive 190 for

a recording _nedi um 195, which are connect.ed..t 0. each_ ot her_ b bus .110.
The i nput/oJf:tISiitf shewoan example of 2 ‘Eﬁfﬁ?@tafﬁls'g} e %’&ﬁ%‘?ﬁ?u‘?ﬁ%&a@ﬁﬁ%ﬁs

contents such as an inmage, voice, a program etc. supplied fromthe
out si dgrboessingsyistém of thetpnesenbinvention cambe ap@isid dhe gouieyt distrikptgpesider t he
bus 110 to output it to the outside. The MPEG codec 130 decrypts MPEG

coded 0@ fafisRits! £eonBhPBER ddifteitUkeyl RcryPtediddvarions coatdneepruucildat put
| /F 140, and MPEG decrypts a digital signal supplied fromthe input/output

I/F 140 to qutput Lt to.fthe hus.11 ey LAS an
Al D, D/aRpra%gger[ & h?4(t10qt'l£’1'i}rrg ?ﬁ&ﬁlﬁédfa :12-9 urtr’1 g @p Bé@%?@ IIZ%E?%%@? ﬁ%giﬁhganal 0g
signal as _a content supplied fromthe outside, which is f}gb%\/?i(:t d.to AID
( Anal o§idy &P deruypieameaswptsd canertir agaptenskey (eeRRpd & OBLAIN gQRLR O e
signal is output as a digital signal to the MPEG codec 130, and a digital
si gnal & cartentieylyBEdcanissut3epicsiuctionjof tmege datapnd Y@redata orgrgcypn
conversion by the AID, .IA converter 141, which 1is output as an anal og
signal dfqatidasprésiafifs. The exchange of data between the content distributing side 10 and

the content receiving side 20 is executed through a network such as an internet or

through a circulatable recording medium such as DVD, CD.

_The data distributing means on the content distributing side 10 includes an

internet 11, a satellite broadcasting 12, a telephone circuit 13, media 14 such as DVD,

CD, etc., and on the other hand, the devices on the content receiving side 20 include

a personal computer (PC) portable apparatuses 23 such as a portable device (PD), a

portable telephone, PDA (Personal Digital Assistants), etc., a recording and

reproducing unit 24 such as DVD, CD players, and a reproduction exclusive-use unit

25 such as a game terminal. In these devices on the content receiving side 20, contents

distributed from the content distributing side 10 are obtained from communication

means such as a network, or from a media 30.

[Constitution of Device]

FIG. 2 shows a block diagram of a recording and reproducing device 100 as one



The encryption processing neans 150 is constituted form forl3gugust 2004one
chip LSI (Large Scale Integrated circuit), to execute encrypting,
decrypting processing or authentication processing of a digital signal as
a content supplied through the bus 110, 13 August 2004 34 and out put
encrypted data and decrypted data to the bus 110. The encryption
processing nmeans 150 can be al so realsyzed by not only the one chip LSl but
by a conbination of various soft wares or hard wares. The constitution of

t he processin means fornmed fromthe sof conf.i at i ]

desc Iroi [SEamp: gf de ﬁ@‘?ﬁs 8 gﬁ% FB?@QPWS{:;VFE%S@V@ gb%‘%% §I|§ ﬂf}b; ! ?ﬁg%%é%f? lgg ng and
reproduci ng device. The CPU 170 executes_prograpgs store H’HE' e ROM 160
and t hendweprogutBe device HE) ldsyandoput/entput R@E@f@@k&dﬂg‘/fg ving

encryption processing neans 150. The nenory 180 is for exanple, a

non- volmgink@ BXpRRS Group) codet 486saa IR (ararfatd)ai40 proeided writh AP, A CPU
170, data necessary for operation of CPU 170, and a key set used in the

Paver el bEE et e B ol | 36 ROM (KEd Oy Moo i ng

ere I'ng medium 195 capabl e of r'écording

and repraoducin i gital t t hereby r reprodu L.qi a from
the r cdordibgntabaroresams Laiblibo Hicendry THG BUER 9858 12040 dgsPrudflr i ¢ 2
data supplied through the bus 110 to the recordi ng nedi um 195 for

r ecor dimediufih k9%, axlnicti arg conaeated tosachsotherbyiabyschBhbl e of storing digital
data, for exanple, an optical disk such as DVD, CD, an optical magnetic

di sk, a magr@id iapdt/stitput ¥EANRIceives aptigital signdevinstiutwgthariamsmonyergach as
RAM and in the present enbodi nent, the medi um can be detachably nounted

o 1 5 gL it SR BTt et Lhe
bus 110, and receives a digital signal of the bus 110 to output it to the outside. The
MPEG codec 130 decrypts MPEG coded data supplied through the bus 110 to oﬁtput
it to the input/output I/F 140, and MPEG-decrypts a digital signal supplied from the
input/output I/F 140 to output it to the bus 110. The input/output I/F 140 contains an
A/D,D/A con§eﬁer 141 tﬁérein. The input/output I/F 140 receives an analog signal as
a content supplied from the outside, which is subjected to A/D (Analog Digital)
conversion by the A/D, D/A converter 141 whereby the signal is output as a digital
signal to the MPEG codec 130, and a digital signal from the MPEG codec 130 is
subjected to D/A (Digital Analog) conversion by the A/D, D/A converter 141, which
is output as an analog signal to the outside.

The encryption processing means 150 is constituted form, for example, one chip

LSI (Large Scale Integrated circuit), to execute encrypting, decrypting processing or

authentication processing of a digital signal as a content supplied through the bus 110,



The encryption processing neans 150 shown in FIG 2 may be con3ugusti2@et as a
single one-chip LSI, and may enploy a constitution that is realized by a
conbi nati on 13 August 2004 35 of a software and a hardware. [Tree structure
as a key distributing constitution] Next, the constitution for hol ding an
encryption processing key in each device and a data distributing
constitution where encrypted data ar e34i stributed fromthe content
distributing side 10 showmn in FIG | to each device on the content

recei viagl sugmit aforypidd datadendrddesyiptedi dgtaHoGthe buburb@r §1R encdptiohown i n
the | owest stage in FIG 3 are individual devices on the content receiving

he 10 _ e indiVidual d | i
Fia o otRing heaSCIn0 G| b alb el BRUELE Bty IR0l ol YT B, ]

conpri sing, a ke si gned .0 a nod romo |l eaf to.a rqat (a node key)
ond o resoRaliod AIRERNS Saf il Sdans bl e otisnbich pB e proctRunes. a
the time of manufacture or at the tine. of shipnent, or afterwards. KO0000
t o Kl1zmeansoformed from thowefwase goefigiratipe will be desceibpddatevel y | eaf keys
assigned to devices 0 to 15, and keys fromKR to K111 described in the

second node ROM 60hgotdVBDigrahadifa Preécaroed b[gzetyle.rebardihg arhfdprbdbéiag shown
in FIG 3, for exanple, a device 0- has a | eaf key KO0O0O0O and node keys

00, i A ok e B b0, 1,
BERSR TN S SRR R AN LTS
Homeverlﬁer%%] lggrise f(()jre t\al)i{a(ﬁ;le[rg%mn-volatile memory, which stores a progralﬁ that is
executed by the CPU 170, data necessary for operation of CPU 170, and akey setused
in the encryption processing executed by the device. The key set will be explained
later. The drive 190 drives the recoding medium 195 capable of recording and
reproducing digital data to thereby read (reproduce) digital data from the recording
medium 195 to output it to the bus 110, anci supplies digital data supplied through the
bus 110 to the recording medium 195 for recording.
| The recording medium 195 is a medium capable of storing digital data, for
example, an optical disk such as DVD, CD, an optical magnetic disk, a magnetic disk,
a magnetic tape, or a semiconductor memory such as RAM, and in the present
embodiment, the medium can be detachably mounted on the drive 190. However, the
recording medium 195 may be housed in the recording and reproducing device 100.

The encryption processing means 150 shown in FIG. 2 may be constituted as a

single one-chip LSI, and may employ a constitution that is realized by a combination



be constituted in the tree, and the parts of the tree may hak\deAudust 2004

di fferent nunber of 13 August 2004 36 stages. Further, each device included
in the tree structure shown in FIG 3 includes various recordinginedia,
for exanple, DVD, CD, MD of the enbedded type or the type detachably
nounted on the device, or devices of various types using a flash nenory or
the like. Further, various applicatiay service may coexist. In addition to
the coexisting constitution of various devices and various application,

t he higﬁarc | cal tﬁeeh ?ﬁiucture which is a content or a key distributing
const i %t HEANG HEOXATS j s applied. In the systemin which various
devices and. applications coexist, for exanple, a portion surrounded by

t he dofileer strvetureasa ey distributing sonstitutiel/i ces 0, 1, 2 and 3 are set as a
singl e group using the same recording nedium For exanple, with respect to
the devi ce INWituthectonstitutnaio bipldits mawndedbtion proecsking kel in each devicessi ng
I s executed such that a conmon content is encrypted and sent from a

provid n : e [ S RN t data
for con gﬁ?d%ﬁ%?gggnhgﬁépéﬁggﬁgﬁ§pieg Q?%ﬁ”%ﬁ?ﬁ%ﬁéﬁggé?gg%ﬁuﬂiviceqﬁga
provi der or a.sejtl.enent .organi zatiQn., Th or.gani zation _f.or EL V. out
ata t ConGRtdistabuing Hge d B sBRunes it e cath ARUEE SR c@entesfiRiulgSili¥ vt ger
or a settlenent organization executes processing for sending the portion
sur r ouRdedtitbbe dhsc wsng FHe. 3f FIG 3, that is, data collectively with
the device 0, 1, 2, 3 as one group. A plurality of such groups are present
in the treeNimbés0 to3l5 ewe igeiv loatdsostage in EHGr ¥ angimiividdal devices on

transmt-receiving to and from devices such as a content provider or a
sett| enROLoNeRARERINLEIE YOCThANS, GRh 1TV Kidk@chical tree structure shown
in FIG. 3 corresponds to a device.

Each of devices 0 to 15 stores a key set comprising a key assigned to a node
from own leafto a root (a node key) and a leaf key of each leaf, in the hierarchical tree
shown in FIG. 3, at the time of manufacture or at the time of shipment, or afterwards.
K0000 to K1111 shown in the lowest stége of FIG. 3 are respectively leaf keys
assigned to devices 0 to 15, and keys from KR to K111 described in the second node
from the lowest stage are node keys.

_ In the constitution shown in FIG. 3, for example, a device 0 has a leaf key
K0000 and node keys K000, K00, KO, KR. A device 5 has K0101, K010, K01, KO, KR.
A device 15 has K1111, K111, K11, K1, KR. In the tree of FIG. 3, only 16 devices 0
to 15 afe described, and the tree structure is shown as a systematic constitution to left

and right well balanced of a 4-stage constitution. However, much more devices may

be constituted in the tree, and the parts of the tree may have the different number of



13 August 2004 37 distributing nmeans. Node keys and | eaf key®3 fgusha004
controlled collectively by a single key control center, or may be
controll ed every group by nmessage data distributing nmeans such as a
provider, or a settlenment organization for carrying out transmt-receiving
of various data with respect to groups. These node keys and | eaf keys are
subjected to renewal processing whergga key is | eaked. This renewal
processing is executed by a key control center, a provider or a settlenent
organi zation. In this tree structure, as will be apparent fromFI G 3,

t hree 5&@?565 0, 1,2, 3 included in one group hold commn keys KOO, KO, KR
as a node key. By utilizing, thi node key common constitutiop,. for

exanpl e, a EoKtH eashidewica gl Hbgtﬁ ¢ sHyckHC &%@Vﬂhvyﬁfév?degﬁéﬁs 1, 2,
3. For exanple, if the node key KOO itself held in common is set as a

cont entvatieys rezokdingneedia\for exarfiple] DD, GDe D ef thet eabeddeadtypoor deriypat  key
w t hout executing new sendi ng of key. Further, a val ue Enc(K0O, Kcon)

bt ai ' : - -
obtal ngg@ggﬂ(ﬂéﬂ?&éﬁ%‘g% ﬁle’lfé%@f% fbtrgi,&néé@bf%ﬁ%u@{yﬁes@ﬁﬁg ke¥askQfemdry

distri vi ces O, 3 through a ‘network or by being stored
in the recordin lum_only the devices. 0, 1 c ' t he
encrypQ&d 1&&%85&&% ngar&g.}syn apﬂﬁ%agm% ﬁng(%?e s cét%]%t. h@f\r| & ﬂlgfr{;'{c%ﬁﬁ tttad e
respective devices to obtain a content key; Kcon, The cé%?, ﬁﬁ%dindicates
dat a | 6DEXIAHNERORYItNEOB 98 Vyrpewdmcmncg(ﬂrw appligatien. fae higgarchigal free oy s
KOO11, KO0O1, KOO, KO, KR owned by the device 3 are analyzed by a hacker
and t hgtruettposeblichiit 4 sonenessar key alistpibuting tdomgtititicn shownaniflG.eZasved in
a system (a group of devices 0, 1, 2, 3) to separate the device 3 13 August
2004 applied. -
In the system in which various devices and applications coexist, for example,

a portion surrounded by the dotted line in FIG. 3, that is, the devices 0, 1,2 and 3 are

set as a single group using the same recording medium. For example, with respect to

the device included in the group surrounded by the dotted line, processing is executed

such that a common content is encrypted and sent from a provider, a content key used

in common to devices is sent, or payment data for content charges is also encrypted

and output from each device to a provider or a settlement organization. The

organization for carrying out data transmit-receiving to and from the devices such as

a content provider or a settlement organization executes processing for sending the

portion surrounded by the dotted line of FIG. 3, that is, data collectively with the

device 0, 1,2, 3 as one group. A plurality of such groups are present in the tree of FIG.

3. The organization for carrying out data transmit-receiving to and from devices such

as a content provider or a settlement organization functions as message data



38 fromthe system To this end, node keys: K001, K00, KO, Kriugust2004
respectively renewed to new keys K(t)001, K(t)O00, K(t)0O, K(t)R, which
renewed keys to be notified to the devices 0, 1, 2. Here, K(t)aaa

I ndicates a renewal key of Kaaa of generation : t. The distributing,
processi ng of renewal key will be described. Renewal of key is executed by
storing a table constituted by bl ockagata called an enabling key bl ock
(EKB: Enabling Key Block) shown in FIG 4A in a network, for exanple, or in

tdi.ng..mediumto supply themto the devices 0, 1, 2. The enabling key
Egtn

a rec
bl ock 8 ISt i t ut ed by a decryption key for distributing a key

newly renewed to a device. corresponding.t ch | eaf constituting a,tree
struct ure adNogdedwysiandieat keys mase eewaﬁgﬂt?f&ﬁf‘fftwﬁghy aeg 2 CQgWBli mes
called a key renewal block (KRB: Key Renewal Block). In the enabling key
bl ock CEHRY, ahmun bercontiGlied Avenngrouptey uhessage data distgbuting medas kesh aged to
be renewed is constituted as bl ock data having a data constitution that

can bea[p?eﬁgﬁﬂ- ors@iemRhEodanfzafien fifc g%uﬁhﬁmmﬂ-fbcbh&nglﬁfivﬁﬁﬁu& 1
the tree structur I ,

and 2 i f e sow:wlan fbIock data forned for the
. . . . . . b
P bar efat Wiintereeot 30 oSy, JFRSE BpdEREFs MU IREE e HilBoted iiellplial () o

K(t)R as renewal node keys,. and_the device 2 requires %}0%1, K 'tl)?o
K(t)0, procesRngsvhemakay isleaked: dyus rensveh Brpeessingrpe¥gouteddy 2 ,eyé‘oé Qtality
of encrypted keys are .included in EKB. The encrypted key in the | owest
.stage icenfencd KEOAGer o4 yéitledjent drgasiiatica. r enewal node key K(t)001
encrypted by a | eaf key KOO10 of the device 2, and the device 2 is able to
13 August 26Q4hid3%ree structure, as will be apparent from FIG. 3, three devices 0, 1,2, 3

included in one group hold common keys K00, K0, KR as a node key. By utilizing this
node key common constitution, for example, a common content key can be distributed
to only devices 0, 1, 2, 3. For example, if the node key K00 itself held in common 1s
set as a content key, only the devices 0, 1, 2, 3can be set as a common content key
without executing new sending of key. Further, a value Enc(K00, Kcon) obtained by
encrypting a new content key Kcon by a node key K00 is distributed to the devices 0,
1,2, 3 through a network or by being stored in the recording medium, only the devices
0, 1, 2, 3 can decryption the encrypted Enc(K00, Kcon) using a common node key K00
held in the respective devices to obtain a content key: Kcon. The Enc(Ka, Kb) indicates
data into which Kb is encrypted by Ka.

Further, where at the time t, keys : K0011, K001, K00, K0, KR owned by the
device 3 are analyzed by a hacker and then exposed, it is necessary for protecting data

transmit-received in a system (a group of devices 0, 1, 2, 3) to separate the device 3



decrypt this encrypted key by its leaf key to obtain K(t)O0013Bigugk2Gi4

K(t) 001 obtained by decrypting, an encrypted key Enc(K(t)00 1, K(t)O00) in
the second stage frombottom can be decrypted to obtain a renewal node key
K(t)OO Sequentially, an encrypted key Enc(K(t)00, K(t)0) in the second
stage fromtop of FIG 4A is decrypted to obtain a renewal node key K(t)O,
and an encrypted key Enc(K(t)O, K(t)R8in the first stage from top of FIG
4A is decrypted to obtain K(t)R On the other hand, in the device K 0000,

KO001, fromate s#ﬁﬁ%%&his%nﬂoﬁocﬁ@l@éwdlmoll oKbe, K6 nlewaﬁe ragsechiviR)renewegsary
for a renewal node key is K(t)00, K(t)O, K(t)R The devi ce KO000. KO001

Fi o hAd R KR KRG, ‘ﬁ""ﬁ%ﬁfﬁh@ﬁ%ﬁ%&% ey RABApG

K(t)0) in.th ego st fro top of FI ypted and an
encrypt‘k&' 3)3 é ?Z@‘f‘? dgg‘ﬁ‘% 1catesiaenepa eBéP @aafq SERRIN FI G 4A s
decrypted to obtal n K(t)R By doing so, the devices 0, 1, 2 can obtain a
renewed key Ria diBtrihutiqgy poeessiig pb rarawal keyRvillTbe desctébed. Refie@al efkepons
the absolute address of a node key and a | eaf key used as a decryption key.

Wher e rigegb@lic@byastogae akelle: cdfistitiled BytbIGck ﬂaﬁahﬁlléﬂ%f erpdtARR Iy Blogkt ree

eructure shown in FI 3 |s unnecessary ang a renewal processing of only
F 4B
Lﬁeué‘Z‘é@@‘eﬁ.éﬁ* %fﬁege% iR Sﬁfwﬂ by ffl%)%ée%‘&é?ﬁ%i oot ip 47 EE&B
FIG 4B
" comfBROTREMEIGRN 7 BB e Ee ey 0.2 Hhenbiedey SLEAORgY, ke

0, 1, 2, 3 shown by the dotted line in FIG 3 use a recordi ng medi um and
a new ddenpstitutadt byita decrpption kepdon distribiiéyg K(keycuawlysreneweddara/devicet hi s
time, Enc(K(t)00, K(t)con) into which new common
corresponding to each leaf comstituting a tree structure as shown in FIG. 3. The
enabling key block- (EKB) is sometimes called a key renewal block (KRB: Key
Renewal Block).
In the enabling key block (EKB) shown in FIG. 4A, only the device in which a
node key need to be renewed is constituted as block data having a data constitution that
can be renewed. An example of FIGS. 4A and 4B shows, in the devices 0, 1 and 2 in
the tree structure shown in FIG. 3, block data formed for the purpose of distributing
a renewal node key of generation t. As will be apparenf from FIG. 3, the device 0 and
the device 1 require K(t)00, K(f)O, K(t)R as renewal node keys, and the device 2
requires K(t)001, K(t)00, K(1)0, K(t)R as renewal node keys.
As shown in EKB of FIG. 4 A, a plurality of encrypted keys are included in EKB.
The encrypted key in the lowest stage is Enc(K0010, K(t)001). This is a renewal node

key K(t)001 encrypted by a leaf key K0010 of the device 2, and the device 2 is able to



content key: K(t)con is encrypted with K(t)00 into which a cEiwgushat key
KOO of the devices 0, 1, 2 is renewed is distributed with EKB shown in
FIG 4B. By this distribution, distribution of data not decrypted in the
apparatus of other groups such as a device 4 becones enabled. That is, if
the devices 0, 1, 2 decrypt the encrypted sentence using K(t)0O0 obt ai ned
by processing EKB, a content key at t3ge tine t K(t)con can be obtained.
[Distribution of a content key using EKB] FIG 5 shows, as an exanpl e of

D 00 Pt s LA POR DAk elRbig o dl, il KU6Q01 cbphagess o
K(1 ) 00 CxiflecEmmEn BhAGTHPIadey Ao RRRD 1 oK (o i i SR ShgedFm boiodn
encrypted nessage data by EKB is a content key K(t)con. As shown in FIG 5,

a devi canbedees/pyedtr abiaona rerexal aodg &eyit)06n Sequentinlydan encrypsed kevr di ng
medi um and a node key KOOO stored in advance by itself to produce a node

key K ' b bl ] édirgptedovebtaia t her,
a yr eg%@?&?,ﬁpﬁ@ﬁ?ﬁ?g%&?tg%%éﬂéél?&)}é?%@ﬁﬁ%%newal node Ekley K(t) 00

et DL ks KT A B S5 (LRI P o o <
Show ndop REF UG, SARdsfryPFad ritpisn Bk, O theiteerhand. iribe B visfldlibos a1
version has a function for showing a corresponding rel ati on between a
f unct i &0 a mhdeckeyriN0 isgndtanekidedKs kentergwednaadta kayaceessary £ioas t he
nunber of hierarchies
renewal node key is K(1)00, K(t)0, K(t)R. The device K0000.K0001 decrypts an
encrypted key Enc(K000, K(t)00) in the third stage from top of FIG. 4A to obtain
K(t)00, and thefeafter, an encrypted key Enc(X(t)00, K(t)0) in the second stage from
top of FIG. 4A is decrypted, and an encrypted key Enc(K(t)0, K(t)R) in the first stage
from top of FIG. 4A is decrypted to obtain K(t)R. By doing so, the devices 0, 1,2 can
obtain a renewed key K(t)001, K(£)00, K(t)0 and K(t)R. The index in FIG. 4A shows
the absolute address of a node key and a leaf key used as a decryption key.
Where renewal of a node key : K(t)0, K(t)R in the upper stage in the tree
structure shown in FIG. 3 is unnecessary, and a renewal processing of only the node
key KOO is necessary, an enabling key block (EKB) in FIG. 4B can be used to
distribute a renewal nod key K(t)00 to the devices 0, 1, 2. |
EKB shown in FIG. 4B can be used, for example, to distribute a new contentkey

in common in a specific group. Concretely, it is supposed that the devices 0, 1,2, 3

shown by the dotted line in FIG. 3 use arecording medium, and a new common content



of a hierarchical tree with respect to a device of the distridhugust2004
destipation of the enabling key block (EKB). A data pointer 603 is a
pointer for indicating a position of data part in the enabling key bl ock
(EKB), and a tag pointer 604 is a pointer for indicating a position of a
tag part, and a signature pointer 605 is a pointer for indicating a
position of signature. A data part 608) stores, for exanple, data having a
node key to be renewed encrypted. For ‘exanple, it stores various encrypted

keys i ﬂ(&?;ﬂﬂ&ﬁfdﬂ RBhedkdsarg ARRWRhe, PRAK (BY, RKFt)eh9mtd WhidHhew coﬁuﬁ@ﬂ part

607 is a'tag f i ndi cating a positional reflationship of encrypt ed node

CErS S B b B  ASRAASR, 20,

exarrpl e for sendjng the enabl Ing key bl ock KB) .described previously in
I G adhg leyine 0. Thed tarencmed Rabstiuted veth SION ShawPITER (0. 2B Baniear ecs

of a top node |nc! uded in an encrypted key at that tine is used as a top
node adhstebstiohndishiilsutéasef datanne decrygnedvin theegppatatas od@théeyroulsé shehi s
i ncl uded, atop node address is KR At this tinme, for exanple, data

Enc(K(ta)gqidevl&qmoiﬂgsteﬁgblggperrmst stage is at a position shown in a
hierarchical. tree shown in FIG 7A Next data is Enc(K(t)00, K(t)0), which

mers Sl SRRl BHC0L Tt A Bl WGBS R el 050 175
HRRERAE RS SENEARON N S
K(t)R), L tag = 0, and since data is not exist toright, Rtag = 1. Tags
are set{DthhhohtuefzdaﬂHeﬂtdmyamﬂmg EKIR] a row of data and a row of tags
shown in FIG 7C .
FIG. 5 shows, as an example of processing for obtaining a content key at the
time t K(t)con, a processing of a device 0 which receives, through a recording medium,
data Enc(K(t)00, K(t)con into which a new common content key K(t)con is encrypted |
using K(t)00 and EKB shown in FIG. 4B. That is, this is an example in which
- encrypted message data by EKB is a content key K(t)con,
As shown in FIG. 5, a device 0 uses‘ generation : EKB at generation: t stored in
the recording medium and a node key K00O stored in advance by itself to produce a
node key K(t)00 by the EKB processing similar to that described above. Further, a
renewal content key K(t)con is decrypted using a renewal node key K(£)00 decrypted,
and is encrypted by a leafkey K0000 owned by itself and stored in order to use it later.
[Format of EKB]
FIG. 6 shows an example of format of the enabling key block (EKB). A version

601 is a discriminator showing the version of the enabling key block (EKB). The



The tag is set in order to show at which position of the trée Atgust2ide
data , Enc(Kxxx, Kyyy) is positioned. Since the key data Enc(Kxxx, Kyyy)

are nere enunerated data of sinply encrypted keys, a position on the tree
of an encrypted key stored as data can be discrimnated by the

af orenenti oned tag. For exanple, data constitution as in the follow ng can
be provi ded using the node index plac#l in correspondence to the encrypted
data li ke the constitution described in FIGS. 4A and 4B previously w thout

usi ng_ tversimhonene fancivecidrahiowdng BredtdspbAdink(felativat betvdRn £he{dtdn %,
K(t)0) 000: Enc(K(t)OOO K(t)OO% However, the constitution using such an

m??ﬁ |s not prke]%lr e m#‘ﬁe ‘gﬂ}g‘% %’ﬂ? Hﬁfﬂirdoa"’sg 2 neﬁ @&%?%qh['es

ot her t he .af rerrent oned t used .a data showi .ng
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quantity. Returnl ng to FIG 6, the EKB format will be further descri bed.
The si gmabling key black GE6B). rrdlata poigtern at3is expnteedor indicatitmwpesition f key
control center, a content provider, a settlenent organization or the like

whi ch 4 r;iabuhemet Bﬂalﬂﬁ%bkeyl%l&ﬂé’ JEKngaﬁ@ a%@u;[s@m?&%oﬁs a(ﬁﬁier fthe

devi ce which received EKB confirns by authentication of signature that it

SR S, SRR R
Wi | e ianpésrf&on O%r errent | oned exanpl e, a description was nmade of an exanple
A data part 606 stores, for example, data having a node key to be renewed
enctypted. For example, it stores various encrypted keys in connection with a renewal
node key as shown in FIG. 5.
Atagpart 607 is a tag for indicating a positional relationship of encrypted node
keys and leafkeys stored in the data part. An attaching rule of this tag will be described
with reference to FIGS. 7A to 7C. FIGS. 7A to 7C show an example for sending the
enabling key block (EKB) described previously in FIG. 4A as data. The data at that
time is as shown in FIG. 7B. An address of a top node included in an encrypted key at
that time is used as a top node address. In this case, since a renewal key of a root key
K(t)R is included, a top node address is KR. At this time, for example, data Enc(K(t)0,
K(t)R) in the uppermost stage is at a position shown in a hierarchical tree shown in
FIG. 7A. Next data is Enc(K(t)00, K(t)0), which is at a position under on the left hand

of the previous data in the tree. Where data is exist, a tag is set to 0, and where data is

not exist, a tag is set to 1. The tag is set as (left (L) tag, right (R) tag). Since data is



in which only the content key is sent along with EKB, a desct3fugush2@@4 | be
made . hereinafter of the constitution in which a content encrypted by a
content key, and a content key encrypted by a content encrypted key al ong
With a content key encryption key encrypted by EKB are sent. FIGS. 8A and
8B show this data constitution. In the constitution shown in FIG 8A,
Enc(Kcon, content) 801 is data in whigh a content is encrypted by a content
key(Kcon), Enc( KEK, Kcon) 802 is data in which a content key (Kcon) is

encrypt ed nient. key-encrypt | Key Nt and
Ene( Erissistatied ot MCRns o SRR ERRUS TS WO EutpBara IR ¥ilch et oo, 2
encrypted by an enabli ng key Dbl ock (aEKE).d Here, the content lf_f -engryption
key KERxistfoueght, Rdas &yl agoar, sekoo 2ll thy daty toLfonsbiutg &rokef dafaand 2° and
may be a key encrypted by a node key (KOOO, KOO ...) or a root key (KR).

FI G 8Boshofitganhewanp/FGf/tonstitution where a plurality of contents are
recorded in nedia, which makes use of the sanme Enc(EKB, KEX) 805. In such a

constit uti onpigs APRCEd IRty dbl 99 SABR: FGhitPpodififh dfStivtreaddinibiine oaah

data, but data gust 4 44 show ng a linking destination linked to

Enc( EK | §, added to.eac ta. .Fl h n.e |\ of e
wher e %‘Fgﬁ&ﬁ? i%ﬁ@'r )}Btﬂoﬁﬁl%flxa' ﬁ%q the g\%g?fat Eﬁ%@%’?@emﬁrﬁéﬁé@key
K(t)00 obtained by renewed the node key KOQ, sho in FIG 3. In tg(i S case,
i f in engnurptesidats of ssaphyencreptediers 7 pestiion Authestreg of anncywieddey | s
revoked, for exanple, due to the |eak of a key, data having an enabling
key bockoreBKR) dataovan be discGimhated byathe dfotemeticriedatago fioe rexakeple daten) i s
encrypt ed

constitution as in the following can be provided using the node index placed in

correspondence to the encrypted data like the constitution described in FIGS. 4A and

4B previously without using the aforementioned tag:

0: Enc(K ()0, K(t)root)

00: Enc(K(1)00, K(t)0)

000: Enc(K(£)000, K(£)00)

However, the constitution using such an index as described results in lengthy data to
increase data quantities, which is not preferable in the distribution through a network.
On the other hand, the aforementioned tag is used as index data showing a key position
whereby a key position can be discriminated with less data quantity.

Returning to FIG. 6, the EKB format will be further described. The signature is
an electronic signature executed, for example, by a key control center, a content

provider, a settlement organization or the like which distributed the enabling key block



by a content key encryption key (KEK = K(t)00), and data i ntl® Audush2G4 _
content is encrypted by a content key (Kean) are distributed to menbers of
the other groups, that is, devices 0, 1, 2 whereby the devices 0, 1, 2 can
Obtain the content. The right side in FIG 9 shows the decrypting procedure
in the device 0. The device 0, first, obtains a content key encryption key
(KEK = K(t)00) by decrypting procesgsusing a |eaf key KOOO held by itself

fromthe received enabling key bock. Then, the device 0 obtains a content

FE% cotEKH" Eé?fs%@ﬁ?‘»vﬁiﬁﬁ r%é%ﬁ%%ﬁE@S§5ﬁﬁfgéi§kea%@%eﬁ;§§%i°§§f§’@‘£%ﬁ%*"h@?,f e
T ' 1,2 ) i

encr ypi Bran ResDITERSKbloRBF ) Bodeusnry ERBligyorohBng Pk (oBbdur es

and are able to use the content simlarly. The devices 4, 5, 6 ... of the

ot her glisttipatghown in FIG 3 are not able to obtain a content key
encryption key (KEK = K(t)00) using a | eaf key and a node key held by

thensel[@gﬁteql\fq%&@?iggll e%ﬂﬁﬁhﬁ@lﬂé{fiﬁﬂ?%ﬁﬁltﬁ]EKB) as nentioned above. The

devi ce revo W se not able to obtai'n the content key encryption

only the deoVele RbeforsBeRierit vample: ¥ aorfBlo e B o B xiRp 1o

content. If the distribution of a content, key making use of IT.GE i S ased, in
a mannér veltich ady ithe eantenh kegng sopt dlgne onith A3 KRN 2 deserpyion avily beiTgALe hol der
can decrypt ran be distributed safely. An enabling key bl ock (EKB), a
cont entheksinaftemofther ypistchtioninewhioly a tbatenit leacryipded by cormitentkepramhpabl e
of providing distribution safely through a network, but the
content key encrypted by a content encrypted key along with a content key encryption
key encrypted by EKB are sent.
FIGS. 8A and 8B show this data constitution. In the constitution shown in FIG.
8A, Enc(Kcon, content) 801 is data in which a content is encrypted by a content
key(Kcon), Enc( KEK, Kcon) 802 is data in which a content key (Kcon) is encrypted
by a content key-encryption key (KEK: Key Encryption key), and Enc(EKB, KEK) 803
is data in which a content key-encryption key KEK is encrypted by an enabling key
block (EKB).
Here, the content key-encryption key KEK may be a node key (K000, K00 ...)
or aroot key (KR) itself, and may be a key encrypted by a node key (K000, K00 ...} or
a root key (KR).
FIG. 8B shows an example of constitution where a plurality of contents are

recorded in media, which makes use of the same Enc(EKB, KEX) 805. In such a

constitution as described, the same Enc(EKB, KEK) is not added to each data, but data



enabl i ng key bl ock (EKB), the content key and the encrypted Cofigust 20%h be
also,stored in a recording nediumsuch as DVD, CD and provided to a user.
In this case, if <constitution is nade such that a content key obtai ned by
decrypting an enabling key block (EKB) stored in one and the sane
recording mediumis used for decrypti&g the encrypted content stored in
the recording nedium distribution protess of an encrypted content that

can be used only with a leaf key and a node key held in advance by the
val i d rshgivingalldding destinatioat linked todin EKR)iKEKI) haiadded foocackhdath. a usabl e
user's device is limted can be realized by a sinple constitution. FIG 10

shows an exap} & ﬁﬁ%&%ﬁtéﬁaﬁ{ 101N GheDa AR Mck@tioN REY KEKBY IS

stored together wth an encrypted content are stored Ina recordi ng medi um

In the _examle shown inFl 10 ed.in e recordi L ym

cont ent®E %8853,21 El alvm%r? ‘f%@ﬁ% %W@&%FW‘%&&%@%E@X?&@ 8 each
stored content_placed jn correspondence thereto, .and an, enabljng key bl ock
of ver shewmanHKB 3. Iiythisgse, i€ smpgreup swmounded by the@pttesd ﬁﬂﬁ'@ﬂ)’(&"el%é}-c:fv)ntent
key Kconl having a content O 13 August 2004 46 encrypted , and for
exanpl ehe déBice Rsirsvolssl) forexmaslecduatocibelealt okekeKadathivvinpgrap ermbtiagt ent

C2 encrypted. In this exanple, an enabling key bock of version M(EKB - M

is sto Bd@k%ﬂ@)‘%’hﬁbﬁﬁn@@. Q%d%af'ﬁﬁ(t)ﬁﬁ’m(tﬂm SorfeSnt (K%OH? ﬁcﬁg%ri’lﬁgd

correspondence to “ the enabling key EKB - M, Contents
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di stribution by a recordi ng nmedi um :

is, devices 0, 1, 2 whereby the devices 0, 1, 2 can obtain the content.

The right side in FIG. 9 shows the deérypting procedure in the device 0. The
device 0, first, obtains a content key encryption key (KEK = K(t)00) by decrypting
process using aleafkey K000 held by itself from the received enabling key bock. Then,
the device 0 obtains a content key Kcon decrypted by the K(t)00, and further carries
out decrypting by the content key Kcon. The device 0 can use the content as a result
of the above process. The devices 1, 2 are also able to obtain a content key encryption
key (KEK=K(t)00} by processing EKB by the different procedures and are able to use
the content similarly.

The devices 4, 5, 6 .., of the other groups shown in FIG. 3 are not able to obtain
a content key encryption key (KEK = K(t)00) using a leaf key and a node key held by

themselves even if they receive the same data (EKB) as mentioned above. The device

3 revoked is likewise not able to obtain the content key encryption key (KEK =K(t)00)



FIGS. 11A and 11B show a conparative exanpl e between a cont édtAugegt 2004

di stribution by using EK B and conventional content key distribution where
a content key is circulated anong a plurality of devices. FIG | 1A shows
fhe conventional constitution, and FIG | 1B shows an exanpl e maki ng use
of an enabling key block (EKB) according to the present invention. In
FIGS. I I A and 11 B, Ka (Kb) indicat4gss data in which Kb is encrypted by
Ka. As shown in FIG | 1A, processing has been heretofore carried out in
whi ch j, Gl t it 1oz ' o f4l t 4 hon

pr oces el ko e B PR e e e
devi ces, t 0o co-own sessi on key Kses used in encrypting process of data
transmdseé’FYm,ﬂngrﬁeghESHP@ -key Kcon is encrypted by the session key Kses
under the condition _that the authentication is_established to effect
“transni ssi odf tikodistianinneof a pomentkeywnakingusg of EKR isjusefsinys Sx418IcE ag o
decrypt a content key 13 August 2004 47 Kses encrypted by a session key

recei V%sbﬁbé&%@%&?@ﬁe&@bﬁ@t otfiigh onlkg ealidatight Holdéhean plessy eart be
encrypt Kcon obtained by a stored key Kstr held by PCitself to store it

I n own ﬂgm | G 11A, processing is necessary in which even where
data is es:mr!%ddgé{f(e)ﬁl be distributed in the fonn capable of being used for

dovi co 1 o prén aigtim ke Mock BRI, arostuen ey Saisafiried erident s TRE P e i e
o ect hasgcaamsLititeon cATRPIEDt BIOVdiBEbpTibatien sg ke hiough § NAROHK dbe 1 o
use a session key produced in the authentication process and co-owned to
decr yptenabling key block (EKB), the content key and the encrypted content can be also stored

in a recording medium such as DVD, CD and provided to a user. In this case, if

constitution is made such that é content key obtained by decrypting an enabling key

block (EXB) stored in one and the same recording medium is used for decrypting the

encrypted content stored in the recording medium, distribution process of an encrypted

content that can be used only with a leaf key and a node key held 1n advance bjr the

valid right holder only, that is, content distribution for which a usable user's device is

limited can be realized by a simple constitution.

FIG. 10 shows an example of constitution in which an enabling key block (EKB)

is stored together with an encrypted content are stored in a recording medium. in the

example shown in FIG. 10, stored in the recofding medium are contents C1 to C4, data

with the enabling key block corresponding to each stored content placed in

correspondence thereto, and an enabling key block of version M (EKB - M). For

example, EKB - 1 is used to produce a content key Kconl having a content C1



an encrypted content key and obtain a content key. On the ot!RetuaaieP04i n an
exampl e maki ng use of an enabling key bl ock (EKB) shown in the | ower
stage of FIG 11B, an enabling key block (EKB), and data (Kroot (Kcon))
having a content key Kcon encrypted by a node key or a root key obtained by
processi ng the enabling key block (EKB) are distributed from a ‘content
provider, whereby the content key Kggn can be decrypted and obtai ned by
only the apparatus capable of processing EKB distributed. Accordingly, for

exanpl e, the useabl.e enablir | oc ' - he
iant Ehervledy ST I ahe B EETAR TS ol Clnica BpRRAF RO IRRR BRAEE 0
content key Kcon encrypted by a ngde key_ ar root. k obt aj y B

pr oces gicogteni (@ ensayptedgatthisexample mp qqabﬂpg;?(ey EBCIF Bg%;?ﬁﬁmwa‘ ll\a(us or
the |ike present cannot execute processing of EKB by a |eaf key or node
key owesctobad intssielcbrding andiimgSince icbatehds Gagl4dts plaodd ascomrespahidencote ent

key can be distributed to only the valid device safely w thout executing
proces LpatN F ket ymentsids Cpésh bé absiméd bpcei ve
devi cegﬁ?w&ﬁﬁéﬁwpép aMz’gbsogl:ft%%@%ey, and tﬁe process for encry%ti ng a
content, key Kcaon b he . sessi : .8 sga c i S
desir eée%)f)&’élgcfﬁe F%P@b‘?%helf Eh‘%&@éc@??lﬂﬁé E@- ?egﬁ%ag{% WSF\ Fﬁ%‘# so, an
enabl i ng key bl ock (EKB) capabl e of being %Léﬂ)ce sed is roduced a%g

di st ri buteedisko it isenetogsaryt t9 abtain BT LoRidht kSgcessarsder eenans ¢ne

Aut hentication Key Using Enabling Key Bl ock (EKB) (Common Key. Sgst_err)] I'n
the di péspeotive eonteht Heysbysed distribhtior masnispfprieyniglealetBrBlisdributivey

or distribution by a recording medium.

FIGS. 11A and 11B show a comparative example between a bontent key
distribution by using EKB and conventional content key distribution where a content
key is circulated among a plurality of devices. FIG. 11A shows the conventional
constitution, and FIG. 11B shows an example making use of an enabling key block
(EKB) according to the present invention. In FIGS. 11A and 11B, Ka (Kb) indicates
data in which Kb is encrypted by Ka.

As shown in FIG. 11A, processing has been heretofore carried out in which
validity of a data transmit-receiver is confirmed, authentication processing and
authentication and key exchange (AKE) are executed between devices to co-own a
session key Kses used in encrypting process of data transmission, and a content key

Kcon is encrypted by the session key Kses under the condition that the authentication

is established to effect transmission.

For example, in PC shown in FIG. 11A, it is possible to decrypt a content key



descri bed above, since an enabling key block (EKB) and a corit3ehtgust2Qp4
content key which are transferred between devices always naintain the sane
encryption form there is the possibility that an invalid copy is produced
tlue to the so-called replay attack, which-steals and records a data
transm ssi on channel and transfer it later again. For preventing such an
attack as described, there is effect i4iv7e means for executing authentication
process and key exchange process simlar to those of prior art between

data transfer devi,ges. Now descri pti.ons s made of the ;constit Ut in
whi ch KPeSATIRANER &3 P oFoNRY eXoactiBr Bhile st Rre e UK b8l and
key exchange process are executed is distributed to a device usi t he

af or endurthenpasseblabi engrieiyKcon obtainekby astorabiey Kstuhelddnt P@at‘iﬁ"gg Brocess
in conformty with a cormon key system having a comon aut henticati on key
as a safdrefif InvewA @xoty executed. That is, 13 August 2004 49 this is an
exanpl e in which encrypted nessage data by EKB is used as an
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used as,.the comm e engr.ypt.k on syst of her sysie ma sed _as
long adistABytedria tBﬁEO%BﬁﬁBﬁﬂE@?be%g%ef%Hﬂb&%f@eﬁ#‘%@ﬁ%‘f&y hg‘?‘ e g
produces the random nunber Rb of 64 bits, and Rb and ID (b), which is own
| D, ar én FlGnddi%;, vdient BCAr areproducing cleivicssistpresstr capienficdfiit PEOGSRS 88 andom
nunber Ra of 64 bits, and data are encrypted using a key Kab in the CBC

node ofhBkh inFIG. darA iPeReutdd satlhtRontenttkeys e entiypied by Bhe TespektiyeKab
is a key to be stored in a recording elenent as a private key conmon to A

?rgge B'O Fe% kO el fsfibutivn! TRE BT 8F BRStplodicihf AetRY iKAReWEMbIENE CBC
to use a session key produced in the authentication process and co-owned to decrypt
an encrypted content key and obtain a content key.

On the other hand, in an example making use of an enabling key block (EKB)
shown in the lower stage of FIG. 11B, an enabling key block (EKB), and data (Kroot
(Kcon)) having a content key Kcon encrypted by a node key or a root key obtained by
processing the enabling key block (EKB) are distributed from a content provider,
whereby the content key Kcon can be 'decrypted and obtained by only the apparatus
éapable of processing EKB distributed.

Accordingly, for example, the useable enabling key block (EKB) is produced
only on the right end in FIG. 11B, and the enabling key block (EKB), and data having
a content key Kcon encrypted by a node key or a root key obtained by EKB processing

are sent together whereby the PC, the reproducing apparatus or the like present cannot

execute processing of EKB by a leafkey or node key owned by itself. Accordingly, the



for exanple, in the processing using DES, an initial val ue afdAlRust2@04
subjected to exclusive OR in the DES encryption part, the key Kab is used
for encrypting to generate an encrypted text E | and continuously, the
éncrypted text E 1 and Ro are subjected to exclusive OR, in the DES
encryption part, a key Kab is used for encrypting, and encrypted text E2
and ID (b) are subjected to exclusivelfOR, and in the DES encryption part,
a key Kab is used for encrypting to generate transm ssion data (Token-AB)

by an %?ﬁfétc%ﬂtérﬁ)ﬁe B2 BE Bgﬁ‘?ﬁﬂﬁd% %Ylgitﬁé‘vﬁlﬁlﬁ&éﬁééisdfﬁl%/ witRYEt Salcating
ata by a key Kab (

decrypts e recelve aut henti cation key) |ikew Se

stored in a recording,.elenment as a ¢o n Qpriyate key, A.d (3 met hod
of rocdirpeesseaRich aspithentigatipy processbeiery fedrts fapsibit-rselyR deditrs e 2004
50 authentication key Kab to obtain the random nunber Ra. Xt, an

encr yptpdduetion 8Pa sessiatekeypnddhdprosessfrrastyRING deoment kap Kogndy the

result therefromand El are subjected to exclusive ORto obtain Rb.

Fi nal | ysesgibndigr ypted text E3 is decrypted by an authentication key Kab,
and the result " therefromand E2 are subjected to exclusive OR to obtain ID

(1) AUt et 40188 BB, 208k e ARG o PED: RSBl ¢ hus

obt ai ned are 'CoOl NCi th one ansm tt . en passed this .

ey ( KaER o4 anilcleo it eneiinenan blosis GHRE) sppelaeiof PoilnaiEeSsd 6 T he

At o tmoduoodakd shatkibuteiito thercDBOb (D RIS 1 ot urned 1o A A

%}[ EﬁnﬁperggiuSedat he above data, decrypts the received data by an ’
[Distribution Of Authentication Key Using Enabling Key Block (EKB) (Common Key
System)]

In the distribution of data used in the enabling key block (EKB) or a key
described above, since an enabling key block (EKB) and a content or a content key
which are transferred between devices always maintain the same encryption form, there
is the possibility that an invalid copy is produced due to the so-called replay attack,
which steals and records a data transmission channel and transfer it later again. For
preventing such an attack as described, there is effective means for executing
authentication process and key exchange process similar to those of prior art between
data transfer devices. Now, a description is made of the constitution in which an
authentication key Kake used when the authentication process and key exéhangc
process are executed is distributed to a device using the aforementioned enabling key

block (EKB) whereby the authentication process in conformity with a common key

system having a common authentication key as a safe private key is executed. That is,



aut hentication key Kab. A decrypting nethod of the received deAeguss2@i4n | ar
to the decrypting process of B, which is therefore omtted in its detail.
Aut héntication is made if Rb and Ra out of Rb, Ra and Kses thus obtained
are coincided with one transmtted by A Wen passed the authentication, A
authenticates that B is valid. After authentication of mating parties each
other, the session key Kses is used &9 a conmon key for secrete

comuni cation after authentication. Were invalidity or uncoincidence is

found whanid ha efefpledn dphithaklc t&d“@ﬂéésﬁ%é edhta PHPCEE S 19 used BEesq upted
as a failure of nmutual authenticafion, In the above-descri bed

aut hent | gati on.. cess, A and B co-own a common 13 August 2004 51

aut hent P@gﬁfétﬁﬁtlgﬁ?ﬁkab_ The corm non authentication key Kab is distributed
to a device_using the enabling block key (EKB). For exanple, .in the
exanpl o showiCH 2 skows 2 muterbanbgnbealasmiagibed: (180/1E6H YO BHNEr2 whi ch
out of A or B, the other encrypts an authentication key Kab and an

enabl i mgukayn keypekctiiidn gyt c@hileyindFléeult?, NQES idasatlabtle emahidmiekey
block (EKB) to transmt it to the other, or the constitution in which a

third Eﬁbf;é)tibhoﬁﬂéféi‘ﬁ, Gher & &BhisHay B¥ &eakas(lgﬁg)asttﬁég} afetheDEorHARM Ry POt h

devices A"and B-for t Ices A~ and B to encrypt "an authentication key
PR TR PN T A TR T TR
G ET R ARERWITL UTRE R A VR
decodabl e authentication key Kake is distributed to devices 0, 1, 2, 3,
and FI @roduces lbevearalone nambler Riarof\gdi bits, ahé ddevare@ndrypted using a key Kab in
the CBC mode of DES in order to Ra, Rb and Rc to transmit them to B. The key Kab
is a key to be stored in a recording element as a private key common to A and B.
According to the encrypting processing by the key Kab using the CBC mode of DES,
for example, in the processing using DES, an initial value and Ra are subjected to
exclusive OR; in the DES encryption part, the key Kab is used for encrypting to
generate an eﬁcz:ypted text Eland continuously, the encrypted text E1 and Rb are
subjected to exclusive OR; in the DES encryption part, a key Kab is used for
encrypting, and encrypted text E2 and ID (b) are subjected to exclusive OR; and in the
DES encryption part, a key Kab is used for encrypting to generate transmission data
(Token-AB) by an encrypted text E3 produced.
B, which received the above data, decrypts the received data by a key Kab

(authentication key) likewise stored in a recording element as a common private key.

A decrypting method of received data, first, decrypts an encrypted text E1 by an



out of the devices 0, 1, 2, 3 is revoked to distribute a deci@dalgust 2004
authentication key to only the devices 0, 1, 2. In the exanple of FIG 13,
a node key K(t)00 renewed using a node key and a |eaf key in the devices
D, 1, 2, 3 is produced and distributed, by producing a decodable enabling
key block (EKB), along with data (b) having an authentication key Kaka
decrypted by a renewal node key K(t)Q®. First, the respective devices, as
shown on the right side of FIG 13, 'processes (decrypts) EKB to thereby

obtain a renewed nod e K(1)0Q0, and then decrypnts, an authentication key:
i K( EpdkenticaRen Kends gbtesebiay] Mg re8lowmuanbeis st A RS LG ey
K(t)00 to obtain an authentication key Kake. In other devices 4, 5, 6, 7

.| ederdectyptheé tyame anthtnticagionekey Katk agkihe resultr thewsfvem, andEhote key

K(t)00 renewed by processing EKB cannot be obtained, and therefore, an
aut hentsybpickatd@xlgdhe OR feobtairORBIFMallpeary ehdrdpbaeseES & déorypad bye

ot her hand, the exanple of FIG 14 is an exanple in which as the device

is, for _e 1 V] : ol :

sur r ouda g et R B ot S bt Bt ARG TRUE Subieklbroddiihive | 1oy
bl ock (EKB) wi t.h respect taq the onl enpers t.he other _grou that is,
t he de\(@l%ég Qg'tal& 1D1) oiuientiatin Sapad ﬁﬁ a!}siaﬁi’ Y ng)ofﬁf?, Khand i (Eiy

bl ock (EKB) and (b) an authentication key (Kake) shown in FIG 14

encr ypthus bybtaleechoae keincided: Wil ene tdassmitted: by. BonWhen rpaghed sthde of

FIG 14, the decrypting procedure is shown. First, the devices 0, 1, 2

obt ai ngm@kreisatibh!B AMkisticares(diet AGOValig. decrypting process using a | eaf
key or a node key owned by itself fromthe received enabling key bl ock.

E(ei('; 5 OF he qeuiCas pRRLRLY PR ay PREESN DL KRKE diverdafithéRticAGoade by
(Producing method: To use the random number). Then, Rb, Ra, Kses are encrypted in
that order using an authentication key Kab in the CBC mode of DES and are returned
to A.

A, which received the above data, decrypts the received data by an
authentication key Kab. A decrypting method of the received data is similar to the
decrypting process of B, which is therefore omitted in its detail. Anthentication is made
if Rb and Ra out of Rb, Ra and Kses thus obtained are coincided with one transmitted
by A. When passed the authentication, A authenticates that B is valid. After
authentication of mating parties each other, the session key Kses is used as a common
key for secrete communication after authentication.

Where invalidity or uncoincidence is found when the received data are

authenticated, processing is interrupted as a failure of mutual authentication.

In the above-described authentication process, A and B co-own a common



The devices 4, 5, 6 ... in the other group shown in FIG 3 cEBWajusbbei n a
renewal node key (K(t)00) using a |eaf key and a node key owned by itself
even if simlar data (EKB) is received. Simlarly, also in the device 3
revoked, the renewal node key (K(t)00) cannot be obtained by a |eaf key
and anode key owned by itself, and only the device having a valid right is
able to decrypt an authentication keyS¥or use. If distribution of an

aut henti cati on key maki ng use of EKB is used, only the wvalid right hol der

i s abl enithertticationtely &b, Theedahen auheantAt kKb dakMuredid fdbass 13
August 2004 53 data quantity. [Distribution of ‘content key using a public

key aut {}&aéﬂa%ﬁngrbg?a?%%pg@gbig key block (EKB)] In the follow ng, the

di stri buti*on proces nt key using a public key authentication

and an enabling key blpck (EKB) will be,d ribed. First, a nutual
aut hent i cat iﬁtﬂﬁ e, sl Wﬂplﬁh&mnbﬁfé’eI%nﬂwy%ﬂm%hbéfemﬂgyﬁdtthf‘«engt h,

which is a_ public key encryption system wll be described with reference
t o Fl GeonStitutionAnGvhith out B8 ord uthe dthar drveymts ahiaathetication ey iKoab sndt em
but any systemmay be used as long as it is a public key encryption system

si m | arant diblihg .keljl!ﬁéé‘l@(EKB?l?rd?ﬁ%eé ibggpr%ﬁﬁgin@% declbﬂaﬂaf‘boerf%tibtliﬁg léeiﬁ}tlﬁ%)tgi( AlSA

first, B produces”the random number of 647bits to transmt"
F andom Gaabep rsgliEd % AANE B S BRRER B VB h TR dpabt o dieS iy 'y
ol et r ARG Kk BOF CBRES iy ot vessiboulsuicesrb andys fox Bodevionats and v
coordinate), which is returned along with a public certificate of Ato B.

| n Ra and By encryptandintbegication key Kab by the enablingkey block (EKB) produced

| for the devices A, B to distribute it.

FIGS. 13 and 14 show examples of the constitution in which an authentication
key Kake common to a plurality of devices is distributed by an enabling key block
(EKB). FIG. 13 shows an example in which a decodable authentication kéy Kake is
distributed to devices 0, 1, 2, 3, and FIG. 14 shows an example in which the device 3
out of the devices 0, 1, 2, 3 is revoked to distribute a decodable authcnticaﬁon key to
only the devices 0, 1, 2.

In the example of FIG. 13, a node key K(t)00 renewed using a node key and a
leafkey in the devices 0, 1, 2, 3 is produced and distributed, by producing a decodable
enabling key block (EKB), along with data (b) having an authentication key Kaka
decrypted by a renewal node key K(t)00. First, the respective devices, as shown on the

right side of FIG. 13, processes (decrypts) EKB to thereby obtain a renewed node key

K(t)00, and then decrypts an authentication key: Enc(K(t)00, Kake) encrypted using



coordinate of 64 bits, Av are respectively 160 bits, and theRefuuet 2604
electronic signature with respect to 448 bits in total is produced. B

whi ch received the public key certificate, Ra, Rb, Av, the electronic
Signature A Sig authenticates if Rb transmitted by Ais coincided with
one produced by B. As a result, when coincided, an electronic signature
within the public key certificate of §4 is authenticated by a public key of
‘an authentication office to take out a public key of 13 August 2004 54 A

{aken S0k ooRuahERE R B0 R Boladn A e RIMER G T kel S Uer T han the

prime nunber p. A point By = Bk x G obt ai ned by ki ng a base Lnt G Bk
times is olba @ithﬁ;'ddq\{bcqs%o%cﬁa An. vy kfdhﬂ@aglegﬁé@ﬁh‘érl@y @\onIS(VQEB&?& pect
to Rb, Ra, By (X coordinate and Y coordinate), which is returned to A

al ong yéddivad, phibhiode key K@) feneaved byoprddessing/BIKB azenet bedbtdisegudnid ¢ key
certificate, Rbo, Ra, Av, the electronic signature B. Sig of B

U NGB, TSR ol e g Bt fcosprag et

ectronic signature within the public key
certificate . of B js .authenticated bl ic key.of an.authegntication
office to tQ%bthﬁlﬁth%ﬂﬁﬁ'gk&@Wpﬁ?)??gé’l’ﬁ%ls@ne%’ﬁ?#éngﬁhéﬂh%%&ée CE%I%I gis
authenticated using a public key of B taken out, After the a tdhentication
of an &,dor emplgirgmkaﬂ@m&qfeeek%db@@@umﬁWagfmw%wg% by the be
valid. Where both of them have succeeded for authentication, B conputes Bk
X Av  (I6tted draie of FiGe 3 prodissesnuddueidabluenabling key fidoglo(BIKBg rwithheesplelct pt i ¢
curve, scalar-tunes conputation at the point on the oval curve is

Necessgy ihelonld HbrAb&s SRS sth&KerouBY that Rdthe devices 0, 1, 2 for distribution. Data

having (a) an enébling key block (EKB) and (b) an authentication key (Kake) shown
in FIG. 14 encrypted by the node key (K(t)00) are distributed.

On the right side of FIG. 14, the decrypting procedure is shown. First, the
devices 0, 1, 2 obtains an enabling node key (K(t)00) by decrypting process using a leaf
key or a-node key owned by itself from the received enabling key block. Next, the

devices obtain an authentication Key Kake by decrypting made by K(t)00.

The devices 4, 5, 6 ... in the other group shown in FIG. 3 cannot obtain a
renewal node key (K(£)00) using a leaf key and a node key owned by itself even if
similar data (EKB) is received. Similarly, also in the device 3 revoked, the renewal
node key (K(t)00) cannot be obtained by a leafkey and anode key owned by itself, and
only the device having a valid right is able to decrypt an authentication key for use.

If distribution of an authentication key making use of EKB is used, only the

valid right holder is able to distribute a decodable authentication key safely with less



uses the |lower 64 bits of the X coordinate of these points a Aufessimn key
for yse for thereafter conmunication (where a common key encryption is a
common key encryption of 64 bit key length). O course, a session key may
be produced fromthe Y coordinate, and the coordi nate need not be the

| ower 64 bits. In the secrete conmmunication after nutual authentication,
sonetines, the transm ssion data is Mg 13 August 2004 55 only encrypted
by a session key but is also applied with an electronic signature. \Were-in
t he autd}@gp&% on of an electronic signature or authentication of the

receive nvalldlty or un00|nC|dence s found, proce55|ng IS
|nterrjEHed due to. a ure of nut auth nticat.ion 6 shows an
exanpl dLEstriudion; Qﬁﬁqlﬁﬁn BLBSBES Pubhe key aR tigating aauﬁ epabling key

aut henti cati on and an enabling key bl ock(EKB), First, the authentication
procesdloclcBKBYhg to the public key system expl ai ned referri ng to FIG 15
I S executed between a content provider and PC. The content provider

produces a QQQHQ?&l&mﬂé&ﬁé’d@tnﬁxﬁﬂfrﬂﬁ%%ﬁ%ﬁﬂ@%bﬁwﬁ k‘éﬁ}'tﬁihgf pabReREGNL key
distribution destination, a node key and a |eaf key owned by a recording

renewnsiticplh A 4N BRbEPE kUGB (il PG -%"%ﬁ\?ﬂt@g‘es

o PC. aenttomRpnany RO RmEAD KDpUE CREGHCTPROM OB DT ClenalorYHERmaby
renewal node key and an enabling key bl ock (EKB)] encrypt ed by a sessi on
key, amablicdkey@iteypticnrsystamiwill be descaibed pritucederempcapp i@t 1S, IarldiGr 15,
recordi ng medi um The reproduci ng apparatus and the recordi ng nedi um
decr yptECQ@ i§ a5 theptubiic key encryption system, but any system may be used as long
as it is a public key encryption system similar thereto. Further, the key size need not
be 160 bits. In FIG. 15, first, B produces the random number Rb of 64 bits to transmit
it to A. A which received it newly produces the random number Ra of 64 bits and the
random number Ak smaller than the prime number p. And, a point Av= Ak x G
obtained by making a base point G, Ak times is obtained to produce an electronic
signature A, Sig with respect to Ra, Rb, Av (X coordinate and Y coordinate), which is
returned along with a public certificate of A to B. In Ra and Rb, X coordinate and Y
coordinate of 64 bits, Av are respectively 160 bits, and therefore, an electronic
signature with respect to 448 bits in total is produced.
B which received the public key certificate, Ra, Rb, Av, the electronic signature
A. Sig authenticates if Rb transmitted by A is coincided with one produced by B. As
a result, when coincided, an electronic signature within the public key certificate of A

is authenticated by a public key of an authentication office to take out a public key of



(Kcon) which executed encryption by a renewal node key and a3 Aupist 2008 key
block (EKB)] to thereby obtain a content key Kcon. According to the above
constitution, since [a content key E (Kcon) which executed an encryption

by a renewal node key and an enabling key block (EKB)] are 13 August 2004

56 transmtted under the condition of the authentication between a content
provider and PC, for exanple, even i5# the case where a node key is |eaked,
positive data transmssion to a mating party is enabled. [Distribution of

a prog D@.”l"ﬁé’@l%cﬁbnibséieﬁatﬁfe ANSH {snftkentidaad isinEKUblLYkdyeof A thkén out.
above-descri bed exanpl'e, a description has been made of & nethod for

encrypting caon e nt i ' : .1 '

nabl | ng e o1 SLRrqdifts 8 AT UAEH Pk NhiciEls SRSt Gat P i

vari ous pr.ogram codes are i stributed ysing,an enabling k | ack (.EKB)
may be mvRbeRdIA moat Bs= BEi’éG@ %neféié(nlaakmgqa Sem%ﬂfcgﬁkemﬁéﬁage
data by EKB is used as a program code. This constitution will be descri bed
her ei naflitained RbGrotlics aveleatnomix ssiphatuie Batlig hwith pesppcato dbileRa s BanCXypt ed,
for exanple, by a renewal node key of an enabling key block (EKB) to

t ransmcroofdinﬁt%teﬁﬁe@ cH8MisRE), wHicHReRAndd R Al aiswiths piibliealldeffikay bl ock
(EKB) that can be decrypted’by a node key and a | eaf 'key of "a device 1702
and a prQgram code subjected to decrypting by a renewal node key contai ned

in the% mabling key block (EKB) to a devicel702. The device 1702 processes
decr ypt 1 g s WhiGhiBeBien SBuBIbE EeY eerBNGR < B RRe ol S1SFAEPEE SEBORIR o
Progt a%.csoigeofB authenticates if Ra transmitted by B is coincided with one produced by A.
As a result, when coincided, an electronic signature within the public key certificate
of B is authenticated by a public key of an authentication office to take out a public key
of B. The electronic signature B. Sig is authenticated using a public key of B taken out.
After the authentication of an electronic signature has been succeeded , A authenticates
B to be valid.
Where both of them have succeeded for authentication, B computes Bk x Av
(Since Bk is the random number, but Av is the point on the elliptic curve, scalar-times
computation at the point on the oval curve is necessary.), and A computes Ak x Bv, and
.uses the lower 64 bits of the X coordinate of these points as a session key for use for
thereafter communication (where a common key encryption is a common key
encryption of 64 bit key Iength). Of course, a session key may be produced from the

Y coordinate, and the coordinate need not be the lower 64 bits. In the secrete

communication after mutual authentication, sometimes, the transmission data is not



In the exanple shown in FIG 17, further, processing by the 1 &gnat2@®de
obtained in the device 1702 is executed to return the result to the device
1701, and the device 1701 further continues processing on the basis of the
tesult. 13 August 2004 57 As described above, the enabling key bl ock (EKB)
and the program code. subjected to decrypting processing by the renewal
node key contained in the enabling 68y bl ock (EKB) are distributed whereby
a program code capable of being decrypted in a specific device can be
distri r

[Cbnst?t&pggﬁ9p aﬁg?ﬁ&hfkgfﬁPﬁﬁéﬂ%ﬂ% g%%@ﬁﬁeghgéﬁF%ﬂ%E#ﬁggggnd to a
transm ssi og, . cont essing
ranem s o e L ibrGLAT A TeclPBiq igneEs SE RSBk OE iR
integrity check value (1CV) is produced to_ correspond to the content, and
the preeasivasl dataqmyehddy of unpeintidesice icfrménprscessing icaierswptedglyefoged by
conputing ICV. The integrity check value (1CV) is, for exanple, conputed
usi ng gaihg@rbfflﬂﬁﬁfalgﬁthemlbﬁtidsmspect to the content, and is conmputed by ICV

_hafsh (Kiev, ...). Kicv s an ICVproducmg key. d, C2 are
i mpor { ant °.”n?<’3 R %#lex ﬁﬂ%;%rﬂ%%?'@.ﬁéﬁ?%ﬁﬁ){?@%%%@ A
R PR AT P L S N o B R S

into 8-bit unlts (herelnafter the d|V|ded nmessa es are M

Fi r st , ac¢ngding toi the publiokey spstemrexplained refprapgitolIGyls is eﬁp@%iggbe%een

exe USI.';ivceon?ejlt provider and PC, The content provider produces a decodable EKB by a
reproducing apparatus which is a content key distribution destination, a node key and
a leaf key owned by a recordiﬁg medium to encrypt a content key E()con) which
executed encryption by a renewal node key and an enabling key block (EKB) by a
session key Kses produced by the authentication process between PCs, which is
transmitted to PC.

PC decrypts {a content key E (Kcon) which executed encryption by a renewal
node key and an enabling key block (EKB)] encrypted by a session key, and thereafter
transmits it to a reproducing apparatus and a recording medium.

The reproducing apparatus and the recording medium decrypt [a content key E
(Kcon) which executed encryption by a renewal node key and an enabling key block -
(EKB)] to thereby obtain a content key Kcon.

According to the above constitution, since [a content key E (Kcon) which

executed an encryption by a renewal node key and an enabling key block (EKB)] are



(result of which is I1). Next, 11 is put into a DES encryptithApgRIst 2004
carry out encrypting using a key (hereinafter, KlI) (an output is El).

Conti nuously, EIl and M2 13 August 2004 58 are subjected to exclusive OR
out put. 12 of which is put into the DES encryption part, and is encrypted
using the key | (an output E2). Thereafter, this procedure is repeated,

and the encrypting processing appliedggo all the nessages. The last ENis a
nmessage authentication code (MAC). The hash function is applied to the MAC

check JerinarEEThaR; BTl othe RURMELA KEyieh REBIRF ploVIAL RER Y

for which the fact that no falsification is gr sent i,s.,assured. is

conpar & nifeh example, censiledn dhe  easeLwbeE @f nade &keyc shieslied, |positive date 1 cov
is obtained, the fact that the content is not falsified is assured, and if
| CV i s trtirfsfrassion fo ajmatgnepdrty a¢nabdddsi fi cation is present is nade

[ Constitution for distributing a producing key Kicv of the check val ue

(o Jgﬁﬁtﬂﬁg})%%rpgﬁgﬁﬁgﬂkj ;dggg)gh bAatH Fley bREK WG] S an integrity

conte I’s sent” by The enabling key
bl ock wi || eschibed. That .is, thi,s is an examle in whi t ed
nmessage dat %ﬁe Ek%‘ciag’ogﬁ'dleﬁ?%w qx);urgﬂ 8&3‘??8?8@"“ EB%%%‘P%@E §P% g %§(ﬁ)of a
content. FIG 19 and FIG_ 20 show an_exanple in which where contents conmon
to a @PueBSIYPyingfa enfenideyann apghanticafion kex g ithy ik asing 2 @@a@ﬂlaﬁi 8 ng key
Kicv for authenticating the presence or absence of falsification of these
cont entidodls (BKEB ) icodisedbutbyit,t the eomshitution kewihtlo olaripBKByrogrant.codds siiews an
exanple in which a decodabl e
distributed using an enabling key block (EKB) may be employed. That is, this is an.
example in which encrypted message data by EKB is used as a program code. This
constitution will be described hereinafter.
FIG. 17 shows an example in which a program code is encrypted, for example,
by arenewal node key of an enabling key block (EKB) to transmit it between devices.
A device 1701 transmits an enabling key block (EKB) that can be decrypted by anode
key and a leaf key of a device 1702 and a program code subjected to decrypting by a
renewal node key contained in the enabling key block (EKB) to a devicel702. The
device 1702 processes the received EKB to obtain a renewal node key, and further

executes decrypting of a program code by a renewal node key obtained to obtain a
program code.

In the example shown in FIG. 17, further, processing by the program code
obtained in the device 1702 is executed to return the result to the device 1701, and the

device 1701 further continues processing on the basis of the result.



integrity check value producing key Kicv is distributed to ddhupstB004, 2,
3, and FIG 13 August 2004 59 20 shows an exanple in which the device 3
out of the devices 0, 1, 2, 3 is revoked, and a decodable integrity check
Val ue producing key Kicv is distributed to only the devices 0, 1,2. In the
exanple of FIG 19, a node key K(t)00 renewed using a node key and a | eaf
key owned by the devices 0, 1, 2, 3 dlong with data (b) having a check

val ue producing key Kicv encrypted by a renewal node key K(t)00 are

di stributed Ay deREMHAE! 'aBSv@ tHecatiing lerabldoha(KEB) binec thel BEdRraneodbown on

the right side in FIG 19, the respécti've devices first process (decrypts)

EKB to t tain node 00 rene crypt
= ohecRUBRt 1 Biefmtifl AT Essi8K by e 438 ?nﬁﬁ@%g?y §ﬁfgwﬂibds @‘*ﬁ%é‘éﬂeﬁé
obtai ned n key K(t)Q0 .to gbtain a check val key Ki e

Si nce iﬁhéﬁo (E%BQ aze distrilyteq wherelpam Reegran ¢o Hﬁggﬁ‘eo bfgma SOPtELneved
by processing EKB by a node key and a | eaf key owned by itself even if the
sanme emabkpegficldeyidel caabe(ddtHputed toghespedfic dbeice be die graupeshpwadnditg key
can be sent to only valid device safely. On the other hand, the exanple of

FIG 2g is an exanple in which as the device is, for exanple, revoked by
| eak of a key, |n a group surrounded by the dotted frame of FIG 3.

renber LCaRsREH e PagiBalC VP Rkl Chrl ale e BOREN alipbifsBhY s on

Data having (a) an enabling key block (EKB) and (b) a check val ue
pr oducFaBt (Kiev) showmn in FIG 20 encrypted by the node key (K(t)00)
are distributed.

Next, a description will be made of the processing constitution in which for

preventing falsification of a content, the integrity check value‘ (ICV) is produced to
correspond to the content, and the presence or absence of the falsification of the
content is judged by computing ICV.

' The integrity check value (ICV) is, for example, computed using a hash function
with respect to the content, and is computed by ICV =hash (Kicv, C1, C2, ...) . Kicv
is an ICV producing key. C1, C2 are infon;-rlation of a content, and a message
authentication code (MAC) of important information of the content is used.

FIG. 18 shows a MAC value producing example using the DES encryption
processing constitution. As shown in the constitution of FIG. 18, a message to be an
object is divided into 8-bit units (hereinafter, the divided messages are M1, M2, .
MN). First, the initial value (hereinafter, IV) and M1 are subjected to exclusive OR
(result of which is IT). Next, I1 is put into 2 DES encryption part to carry out

encrypting using a key (hereinafter, K1) (an output is E1). Continuously; El and M2



13 August 2004 60 On the right side of FIG 20, the decryptidmuguso2@Edur e
is shown. First, the devices 0, 1, 2 obtain a renewal node key (K(t)00) by
decrypting process using a |leaf key or a node key owned by itself fromthe
fecei ved enabling key block. Next, the devices obtain a check val ue
produci ng key Kicv by decrypting made by K(t)00. The devices 4, 5, 6 ..

in the other group shown in FIG 3 caggot obtain a renewal node key
(K(t)00) using a |leaf key and a node key owned by itself even if simlar

data (EKB). is received. .Sipi) arl | s0.i.n the device evoked, the
Fenows e Auhibckel s O, Aitg2 oTBiFh s it e DER BOHRon Bidtie key
owned by jtself, and  only the device having a valid right is able to

decr yptangris gnenmted using the kewl far owtput EL). Thesaafions, thisoproseduredh eepeated, ue
reproduci ng key nmaking use of EKB is used, only the valid right holder is

abl e t andl dier driutypting pescedabpapplied ko wlllthe nisesitsi Mhelayt BHfielaymesdaph | ess
data quantity. By using the integrity check value (1 CV) of contents as

descri ARNLion dod sible to elimnate invalid copies of EKB and
_encrypte coir)letﬁgrr?tns.oqef(MR@zUpposed that for exanple, as shown in FIGS. 21A

and 21B, there is a.nedium1 in.which a t ent and ont.ent are
stored al onghb'\? bﬂSlbﬁu%‘fﬂﬂﬂ F%@Pl&é‘\i’w 9 Q&“’f&@siarf'&%afﬁh% CBP?CDEM ﬁ’ien'g%ont ent
keys, which is copied to a nedium2 wi thout nodification. It is. possible
to copyredeciagkeyive pygstuse thointegrity chogk value 6 Bofithe gontent Iﬂ‘é«(/pﬁﬂfwadabl e
of decrypting EKB. There is provided a constitution in which as shown in
FIG 2¥wlkn a odbe@nt isyprotiecdd for sttiiels td favt that ho flsficadiog isprsed: g asngsgondi ng

to contents properly stored in the 13 August 2004
‘is compared with ICV produced on the basis of a new content. If the same ICV is
obtained, the fact that the content is not falsified is assured, and if ICV is different,
Judgment that falsification is present is made.
[Constitution for distributing a producing key Kicv of the check value (ICV)
by EKB] |
Next, the constitution in which Kiec which is an integrity check value (ICV)
producing key of a content is sent by the enabling key block will be described. That is,
this is an example in which encrypted message data by EKB is an integrity check value
(ICV) producing key of a content.
FIG. 19 and FIG. 20 show an example in which where contents common to a
plurality of devices are sent, an integrity check value producing key Kicv for
authenticating the presence or absence of falsification of these contents 1s distributed

by the enabling key block (EKB). FIG. 19 shows an example in which a decodable

integrity check value producing key Kicv is distributed to devices 0, 1, 2, 3, and FIG.



61 .respective nmedia. The (ICV (C 1, C2)) shows | CV = hash (®i#&ugust2004C2)
which is an integrity check value of contents conputed using the hash
function in the content CI and the content C2. In the constitution of

FIG 2 1 B, a content | and a content 2 are properly stored in the nmedium
1, and integrity check values (ICV (C 1, C)) produced on the basis of the
content C and the content. C2 are stoyged. Further, a content lis properly
stored in the nedium 2, and an integrity check values (ICv (C 1) ) produced

on the i s of the content. is stofed therqin. | S | tutien,

Ao une 2o sameXemSIRah e e BvBiect 6 LG Bkl ) bk SSEPERE e
medi um 2, when in the nedium 2, a content check value.is e\Mly pr oduced,

| ov ( cadecodpbleriategsity ehenkambesproduemgsy Kicv indish; 668?/981% e dgyices
different fromKicv (C) stored in the Medium falsifying of contents and
storin@,df 2new contents due to the invalid copy are executed. In the device
for reproducing nmedia, |ICV checking is executed in the step previous to the -

repr oduci ng 153146D exfRt) HIBIENO e iRy K (1900 REIARRFEiABLARSIE RéEard gduced

ICV and the store not’ col nci tion in which

repr odyci I s _not, .execut.ed. i rqvi,ded to .gnabl e,prevention o

b oaEAt B e B demorn dalls & 9. Aiene SHEF Aaie S FRAEE Aothe Y61 ded
the constitution in which for_enhancing _safety, the integrjty checgyval ue
(1cv) erodeeingnkey Kdcy emcrynted byoa prepeavwek npde keynK(hB0 argsdistigbutesk
including a counter. That is, this constitution is to nake conputation by

| OV = Ipeebudikpevdecoddbleamablifig key blodB(EKB).)As sleven on tbonghesideandier + 1)
-is set as a value in which one increnent is made every rewiting. It is

necessan %@?{/@\fgﬁ% gggteééz g%éitﬁggé‘esis Tdubrypis ) FIBUB RErebH dHtainSa BbEE REyi N a
K(t)00 renewed, and subsequently decrypt a check value producing key : Enc(K(1)00,
Kicv) encrypted using the obtained nodeA key K(t)00 to obtain a check value producing
kéy Kicv.

Since other devices 4, 5, 6, 7 ... cannot obtain a node key K(t)00 renewed by
processing EKB by a node key and a leafkey owned by itself even if the same enabling
key block (EKB) is received, the check value producing key can be sent to only valid
device safely. |

On the other hand, the example of FIG. 20 is an example in which as the device
is, for example, revoked by leak of a key, in a group surrounded by the dotted frame
of FIG. 3. produces a decodable enabling key block (EKB) with respect to the only
members of the other group, that is, the devices 0, 1, 2 for distribution. Data having (a)

an enabling key block (EKB) and (b) a check value producing key (Kicv) shown in

FIG. 20 eﬂcrypted by the node key (K(t)00) are distributed.



Further, in the constitution in which the integrity check val3usugust3004of
contents is cannot be stored in the sane nedium as contents, the integrity
check value (1 CV) of contents is stored in a separate nedium For exanpl e,
fwhere contents are stored in nedia which take no neasures to prevent
copies such as a read only nenory or normal MO, there is the possibility
that when the integrity check value g0 CV) is stored in the sane nedi um
rewiting of the ICVis done by an invalid user, failing to naintain the

safety of | . ' Skt Lutd@n i n
wni oh’1 O D s hide STAG, 2CIE CEBIREBRICIRH I nSRTRI hE" 2
for copy contral .(for, exanple, check-ipn [ check-out,. nove), to thereby
enabl e dexieesithrladethiain prencysal AAS KRB SR(NGOLEY da D AP e Jome b ks s
The above constitution. is shown in FIG 22. In FIG 22, contents are

st or ed key oma mede dey22@nedvbiy dtsetfafrem the resatiedesnablinggeeyvielocknilestghieng

such as read only nedia or normal MO, and the integrity check values (ICV)

i N CoNnR&AdRbbthinth ERQkevaltOpiRIticn@key K6V BY debryptingfifad@by K @R on a

host machine to which a user’is not allowed to gét access to prevent

host machi ne.t ser i s |
uch & conotHURPEReneh Go L BLIA GBS SplP dBul FIEY 3 Boliifiobialn 252

a constitution in whi en a deyi on ich,a,media 2201 .is unt '
execut é?neW@ﬁP@éﬁJ Kew éﬁZ‘f)}%IhBSIHde’i lé’aggBYﬁn  pede key %Qﬁﬁgy\kfﬁc&gg‘f? host
machi ne executes checking of ICV to judge the propriety of reproducing,
r epr odwsiindlgr data (REEBI) ds cogeived Snmelatly, alsofial thiefdeattecd meeokesl, tlag renewal
prevented. 13 August 2004 63 [Category classification of a hierarchical
tree stiddetikiel¥K(t)00) cannot be obtained by a leafkey and a node key owned by itself, and
only the device having a valid right is able to decrypt an authentication key for use.
If distribution of a check value reproducing key making use of EKB is used, only
the valid right holder is able to distribute a decodable check value producing key safely
with less data quantity.
By using the integrity check vatue (ICV) of contents as described above, it is
possible to eliminate invalid copies of EKB and encrypted contents. It is supposed that
for example, as shown in FIGS. 21A and 21B, there is a medium 1 in which a content
C1 and a content C2 are stored along with an enabling key block (EKB) capable of
~ obtaining content keys, which is copied to a medium 2 without modification. It is
possible to copy EKB and encrypted contents, which can be used in a device capable
of decrypting EKB.

There is provided a constitution in which as shown in FIG. 21B, mtegrity check

values (ICV (C1, C2)) are stored corresponding to contents properly stored in the



‘A description has been nmade of the constitution in which an &wugust 2eDdkey
Is constituted as a hierarchical tree structure shown in FIG 3 such as a
root key, a node key, a leaf key, etc., and a content key, an

aut henti cati on key, an I CV producing key or a program code, data or the

| i ke are encrypted along with an enabling key block and distributed, but a
description will be nmade hereinafter ggf the constitution in which a

hi erarchi cal tree structure which defines a node key or the like is

classif]j very i ' eciy £, Cd : M Ng
proc esg%:s’%%ﬁ@ﬁbﬁ(eedd&'ﬁt@@ﬁmﬁ %%?Dﬁ‘?’“‘;ﬁﬁ‘&e‘ﬁm a Sgl(g]%?’g(g? ’in(g%b(%g?&%ﬂ shows
one exanpl e of, classifigation of category o Il erarchical tree

st r uct dRtEgrifyClmals Vaige, o cglygptswéynpqtggps e%@& &HCGWWW&E‘GWQF%QI st age
of the hierarchical tree structure, a node key 2302 is set in the

i nt er maddahe cehtoype C2ardd the tendtitutiey 0f 30G. 24Bs etcontent Heandasontentalyere Each
devi ce hol ds individual |eaf keys, and a series of node keys froma | eaf

key to gg?ﬁé}i?} stoRYd infthe lﬁecﬁ%tl,ka%)d-inleégﬁg% cR&cIORRuEX@V €C1 " 08Psprodased he

uppﬁnnf Zt age to the Mstage is s a category node 2304. That i.s,f ,
M . . : v
cat ool hRaaes of-{he rbul Ll 166 o CRAHaEY ERBeR BRoBlen 1382C" 11

| eaves in connection wth_ devjces, contained.in the c ory thereof with
one ndsepatly streedunsthggrediyms? and arrmtegrityrheek Vaﬁ@ait‘gg’r@ l[)n)ﬁ%FB§9°%<¥V: ck
(trademark)] is set to one node 2305 in the Mstage of FIG 23, and nodes
and | eandhe banyofithd dontent (tlhsstorédthevein. B constihBion Assunzobat @KBset as
cat egory-excl usive use nodes or | eaves containing various devices using the

Menory cghichk 2) Hollﬁrbd ii% the MRaRRGiPYoPiBE t6 P nPANEN P, evistal inge asdiue 2,

gat hering of nodes
a content check value is newly produced, ICV (C1, C2) are to be produced, so that it

becomes obvious that different from Kicv (C1) stored in the medium, falsifying of
contents and storing of new contents due to the invalid copy are executed. In the device
for reproducing media, ICV checking is executed in the step previous to the
reproducing step, and judgment is made of coincidence between the produced ICV and
the stored ICV, if not coincident, the constitution in which reproducing is not executed
is provided to enable prevention of réproducing contents copied invalidly.

| Furthermore, there can be provided the constitution in which for enhancing
safety, the integrify check value (ICV) of contents is rewritten to produce them on the
basis of data including a counter. That is, this constitution is to make computation by
ICV = hash (Kicv, counter + 1, C1, C2, ...). Here, a counter (counter + 1) is set as a
value in which one increment is made every rewriting. It is necessary to have a

constitution in which a counter value is stored in a secure memory.



and | eaves associated with device defined in the-category ofl1dAegust?@idy
stick. Further, a stage at a | evel bel ow several stages fromthe M stage
can be set as a sub-category node 2306. For exanple, a node of

[ Reproduci ng excl usive-use unit] is set as a sub-category node contai ned
in the category of the device using the nenory stick in a node two stages
bel ow a category [nmenory stick] node @305 as show n in the figure.
Further, a node 2307 of a tel ephone with a nusic reproduci ng function

cont ai ned ory. of the r i w t he
node 2306 01Fn “ﬂ'ﬁi’&r ifighg %’l%ﬁnﬁtbo‘?e%‘f"%%?'\}ggﬂggg&ﬁ’ie %h%gg%gﬁge (EEQQ@&SP ?léﬂ ngde
and a [PHS] node 2308 and a [Portable tel ephone] npde 2309 co

the catisganmetde storediethamasreamgimn as pomients, thesnEs@Erry fhe¢ M%WRL@’SH be set
there below. Further, the category and sub-categories can be set not only

at the donfshtois stdﬁadi@ﬁsseﬂamteailaﬁuai nodes nmanaged i ndependently, for
exanmpl e, makers, a content provider, a settlenent organization or the

like, that igg e%nﬁﬂ Rbie dobtbst S«rﬁ‘gfkté’r%d iAMAEABSVRhUAkE nd MichSies t on

unit, or service p O\il Ing unit se wll be generally called entity).

excl s FVEYGIE GoPisy Hehas aared 890 daw%i@%vﬁé@&ﬁ?‘? RS bilintat oo

key in the |ower stage below the top node can be stored in the
nmachi nevherztheantegsity ehigel yal m&icyallégtoradﬂlét EFAIRG IECHI, Bﬁwp&wgd’f ¢
encrypted contents, or distribution of various keys, and renewal

pr ocesJiOWivdendby taﬁubmlaﬂusvrpﬂmhmgmg) muaaabﬂlerﬂgf&gwfﬂl(b‘éklr( gl a ca®, August
2004 65 constituted by node keys and | eaf keys bel ow the top node key, and

o2, b e ek 00 el g upaieacan b
node okt }n%%hme and ICV is used for copy control (for example, check-in / check-out,
move), to thereby enable safe management of ICV and checking of falsification of
~ contents.
The above constitution is shown in FIG. 22. In FIG. 22, contents are stored in
a medium 2201 which takes no measures for preventing copying such as read only
media or normal MO, and the integrity check values (ICV) in connection with these
contents are stored in a safe media 2202 on a host machine to which a user is not
allowed to get access to prevent invalid rewriting of the integrity check value (ICV) by
auser. If, as such a constitution as described above, for example, employment is made
of a constitution in which when a device on which a media 2201 is mounted executes
reproducing of the media 2201, a PC or a server which is a host machine executes

checking of ICV to judge the propriety of reproducing, reproducing of invalid copy

contents or falsified contents can be prevented.



set as an associ ated node of the category or sub-categories ibefugusti2004
wher eby makers, a content provider or the controlling one top node in the
category stage or sub-category stage independently produces an enabling
key block with the node as a top to distribute it to the devices bel onging
to those bel ow the top node, and key renewi ng can be executed w thout

affecting at all on the devices bel o(r}g ng to the nodes of other categories
not belonging to the top node. [Key distributing constitution by sinplified

EKB] Fqr, exanple, 1| he tree structure of FEl 3 descri bed previously,
wher e ﬁ&a?e@gﬁgqsg{ﬁ]cghggﬂf@ﬁpe% Hcgpgﬁﬁﬁgg%tgﬁ%]to a predeternined device
(leaf), a decodable enabling key block (EKB), is praoduced and pr,qvi ded
using a | eafA Bescripttbrahasoerencogde ofilelcogstiuiien g vdueh Bﬂtqlﬁljymdﬁ@&ls For
exanple, in a tree structure shown in FIG 24A where a key, for exanple,

a cont eisHifed 8s b hidrardhitddrdestadrtineshoan @, FIG. canhtdstatdaidges, 4 safle a
decodabl e enabling key block (EKB) is produced in the nodes a, ¢, j and

distri %&’eg ;I)edf{ekr?. ?s&OWWE&EEHt R%taglf ﬁith@ﬁt%mioﬁrliﬁ'éﬁﬁrlwgér&ﬁ)’cﬂﬁ k%.,gon s

subj ecte pt’i'ng processi y a renewa t key K(t)ro ,
distribute it alon 1th EKB.,. In this case, the,devices. a l..exegute
pr oces I APIEET @Bog%mﬁ'&‘ or thedikeate C&ﬂapgeqﬁaﬁaag “ﬂg{ﬂ%‘ﬂ'@i“ﬁg}kéﬁ I&Jocg 3§&t 0
obtain K(t)root, and execute decrypti ng process of a content 13'Au(ﬁijst 2004
66 keydisttibytash by atdescoption mall beanade heredpaftaref thecpnstitution ypivineh a
content key. The constitution of the enabling key bl ock (ERK) provided in
thi s cdgferarchiod trédewctuie FiESh ®Fhesrxdnddskeyhm thedilts rmclasyifiedomlery ERK)

shown in FIGS. 25 and 25B is constituted in accordance with the format of
the enalitdagy ke debldaskid Bute efficient key renewing process, encrypted key
aisﬁibution, and data distribution.

FIG. 23 shows one example of classification of category of a hierarchical tree
struciure. In FIG. 23, a root key Kroot 2301 is set on the uppermost stage of the
hierarchical tree structure, a node key 2302 is set in the intermediate stage, and a leaf
key 2303 is set in the lowest stage. Each device holds individual leafkeys, and a series
of node keys from a leaf key to a root key, a:qd aroot key.

Here, as one example, nodes from the upperinost stage to the M stage is set as
a category node 2304. That is, each of nodes on the M stage is set as a device setting
node of a specific category. Nodes and leaves lower than the M+1 stage are taken as
nodes and leaves in connection with devices contained in the category thereof with one
node in the M stage as a top.

For example, a category [Memory stick (trademark)] is set to one node 2305 in

the M stage of FIG. 23, and nodes and leaves provided lower than the node 2305 are



expl ained previously with reference to FIG 6, has a tag cori3eSmmst2e®t t o
data, (encrypted key).The tag is O, if data is present in the directions of
|l eft (L) and right (R), and is 1 if not, as previously explained with
reference to FIGS. 7A to 7C. The device which received the enabling key

bl ock (EKB) sequentially executes decrypting process of encrypted keys on
the basis of an encrypted key of the ggabling key block (EKB) and the tag
to obtain a renewal key of an upper node. As shown in FIGS. 25A and 25B,

o PRI Bhood IO G P S4AGE i
e bt e b B rel o b

of keys, the data quantity of EKB further increases. The constitution in
whi ch tand legvkscdssoniated withalegicerddfinedah théeategebt ofithekaymary stikk( EKB) as
described is enabled will be described below. FIGS. 26A and 26B show an

exanpl e 11 Whirfhr! £18:a80 30l 106eI!tRYoW s@0¢ral §8EY fron? M stafe ARIRIGLAG L O

the key distri evice. It Is assune at si rl'y to FIGS. 25A and
25B, a key, for exanpl ontent ; key ks nsm,itted to,devices a. 10, |
const | ARTHEAEEPE OG220 Kot exarinte, Shodc of [RESaus R disie 588 pitin) 9
constituted nerely by a key distributing device_is constructed. In this
case, as setd 2 subreategaryingde spnfaieed pghe icategons of thetdsiiceisang g wemery
constitution based on the constitution shown in FIG 24B. No branch is
pr esentstitk o Kode twb stdges bblaw aohtegone[mémnancstick] idods 305 e, shamd infthem K
root to Ka and Kg, a tree of FIG 26A having a 2- branch constitution is
constr yihie FRiRrYa MYdLBT0h Wl pRot With A slusiOteprodicifi®function contained
in the category of the reproducing exclusive-use unit below the node 2306 of the
reproducing exclusive-use unit as a sub-category node, and a [PHS] node 2308 and a
[Portable telephone] node 2309 contained in the category of the telephone with amusic
reproducing function can be set therebelow.

Further, the category and sub-categories can be set not only at the kind of
devices, but also at nodes managed independently, for example, makers, a content
provider, a settlement organization or the like, that is, at suitable units such as
processing unit, jurisdiction unit, or service providing unit (these will be generally
called entity). For example, if one category node is set as a game machine XYZ
exclusive-use top node sold by game machine makers, a node key and aleafkey in the
lower stage below the top node can be stored in the game machine XYZ sold by makers -

for sales, after which distribution of encrypted contents, or distribution of various keys,

and renewal processing are distributed producing an enabling key block (EKB)



As shown in FIG 26A, a sinplified tree having only KO as a 13&eyuss2004
produced. The enabling key block (EKB) for the renewal key distributionis
prodtced on the basis of these sinplified trees. The tree shown in FIG 26
‘Ais are-constructed hierarchical tree re-constructed by selecting a pass
constituting a 2-branch type tree with a decodable term nal node or | eaf
as the | owest stage to omt unnecessgsy nodes. The enabling key bl ock
(EKB) for distributing a renewal key is constituted on the basis of only

i or ar SR e BOR000 kg And AT 185 Bl GF InPlorl REgE Reg Rt el Bt cam b ¢

reference. tq FIGS. . 25 and 2 stores data having. al,l keys fromleaf a, g,
j to KMEdEe mﬁf‘%@féﬁ%ﬂwlﬁ% elerpshedop mode an B Misenied w th respect o
only the nodes constituting the sinplified tree. As shown in FIG 26B, the
tag has a SHBietcouaﬁiutwionLaamglmprAvfdadsim whichdhe nade belowl obe nodews a tapdsai ng
simlar to that of the exanple of FIGS. 25A and 25B, in which if data are

pr esentset 4k dhgssatiagsd hedsoPihe! @kdgdrioranb-dakeftridsRlefired, Whekstnt @akers, and i f
not, 1. Athird bit is a bit for indicating that whether or not an

encryp . |.S: ' ST W f - | , and
ot 2o ph A e Sk e Bne Bl npde i Bal o 8580 o SEREBEREY 705
stored in a data 13 August 2004 . GO ni cation network or a,nmepor

medi umstags idspendenthyp cﬁ@aa%anﬁﬁﬁuték%a%wwrﬁe&gdg%w;rwdﬂﬁi@rﬁo%%ls, as
_conpared with the constitution shown in FIGS. 25A and 25B. Each deijce

whi ch ntetetheedevitrs belabginggtokthpsb| leed aw( GkBopshodey dnd keGEn@engowa 6B
sequentially decrypts-only data in a portion where | is stored in the third
bit of ekbeutbdavithicutenfifdttng abhilzad ithe defvickachelphiing & tle RodelelodT dheed
encrypted key. For exanple, the device a decrypt Enc(Ka, K(t)0) by a |eaf

key KachRoBRbehd: BelBRIHEBhLH Rodand

[Key distributing constitution by simplified EKB]

For example, in the tree structure of FIG. 3 described previously, where for
example, a content key is addressed to a prcdétermincd device (leaf), a decodable
enabling key block (EKB) is produced and provided using a leaf key and a node key
owned by a key distributing device. For example, in a tree structure shown in FIG.
24A, where a key, for example, a content key is transmitted to devices a, g, j
constituting a leaf, a decodable enabling key block (EKB) is produced in the nodes a,
g, j and distnibuted. -

It is contemplated that for example, a content key K(t)con is subjected to
encrypting processing by a renewal root key K(t)root to distribute it along with EKB.
In this case, the devices a, g, j execute processing of EKB using a leafkey and a node

key shown in FIG. 24B to obtain K(t)root, and execute decrypting process of a content



decrypts encrypted data Enc(K(t)O, K(t)root) by a node key K3 Alguso20is ai n
K(t)root. The device | decrypts encrypted data Enc(Kj, K(t)root) by a

| eaf "key Kj to obtain K(t)root. The enabling key block (EKB) is produced
using only the keys of |eaf and node which constructs a sinplified new
tree constitution constituted nerely by the device of the distributing
destination to constitute a constructé%d tree to thereby enable producing
an enabling key block (EKR) with |l ess data quantity, and the data

di stribution of the enabling key bloc can .executed efficiently.
The si kgyiKitkenthye r@ﬂﬂ’@&ﬁ f?‘iﬂ‘%@k@ﬁ%ﬁﬂ% @B@P%&@ﬁ@nmqmﬂh‘?@f-f ectively
particularly in the EKB control constitution in entity unit described

| at'er. The &ici donstisutien ghthecenabling laykblock 4 FRK) providedin tludessois heaf
selected froma node or a leaf constituting a tree constitution as a key

distri '%HB%H%‘PQGS}( jasdm argi%sgh"fh@ Bhabilibg KeysBlocREERKD shaairhier FIES SBS and

according to the kind o evices, or set "as the gathering of a variety of

forns . as_a..progessin nit. . ongr i Vi r @k gh Nng
ni t e SpraBAR I e ARdABet ity BRCH e 4Fshe Ry ReY; BRAR AR 1O
maker, a content provider, 13 August 28@4 63} a settlenent orglani zation or
the |i laplamsd psevienslyswitheteferense dat Edr fediagra tagonsrespopding, teidit
entity. For exanple, a sinplified tree simlar to that described above is
re- coleficryptetidelyy. Theag ool if dathis mresat inthadipeaticaisiof yefo{ Land tighs(R )
.produce EKB to thereby nmake it possible to produce and distribute the

decodalhg i§gr{Phb€,iaﬁq)reﬁ%hgliyr@;pmﬁe@wmfé@ﬁ& té FIGRe7Aawi® bel onging to

the selected entity.” The control constitution of the entity unit will be

described | Ry detfide & BlB e SHERHALARAREIEY thSok (08K sdfalRtiats etEstel e

above can b

—

decrypting process of encrypted keys on the basis of an encrypted key of the enabling
key block (EKB) and the tag to obtain a renev;ral key of an upper node. As shown in
FIGS. 25A and 25B, in the enabling key block (EKB), the more the number of stages
(depth) from a root to a leaf, the quantity of depths increases. The number of stages
(depth) increases according to the number of devices (leaf), and where there are many
numbers of devices to be a distributing destination of keys, the data quantity of EKB
further increases.

The constitution in which the reduction of data quantity of the enabling key
block (EKB) as described is enabled will be described below. FIGS. 26A and 26B show
an example in which the enabling key block (EKB) is shppliﬁed according to the key
distribution device.

Itis assumed that similarly to FIGS. 25A and 25B, a key, for example, a content

key is transmitted to devices a, g, j constituting a leaf. As shown in FIG. 26A, a tree



stored in information recording nmedi um such as an optical ditkaudddébraog t he
i ke. For exanple, there can be provided the constitution in which an

i nformation recording nedium in which nmessage data such as contents
encrypted by a renewal node key is stored in the enabling key bock (EKB)
containing data part constituted by the aforenentioned encrypted key data
and a tag part as position discrimn ,jon date in the hierarchical tree
structure of encrypted key data, is provided for each device. The device

sequentially extracts and decrypts .encyypted key dat ontained in the
enabl i rﬁynsk@e |la§r@tlr e key éﬂs@uﬂa&&f@mw ROMStrCteck (i thi Fa¥Fs daT8Cof 1 he
tag part. O course, there can be enployed the constitution in which the
enabl i ngprsaptidmof FIKKE)6B 95 adinstruciedt a5l at iewugde aonstitubiok lsased ars the
internet. [EKB control constitution of entity unit] Next, a description

wi |1 becdrdutiin st BTBIG 4B, Q00 bPan¥l i‘é?ré’seﬂf’%nPKr@oﬂ RAK ], fiR'oaly byéi ng a

tree constitution as a key distribution constitution is controlled by a

bl ock ,as. tihe .gat hering ;of. a ural ity of des.or | JThe bl ock as the
oat nor itandl S FhRAGH B Sl 408 i K ind REFE i 8 a8 DoVl T %5
hereinafter called an entity. The entity is set as, the, gathering set

accor dibrgnely conditiutinn insonssvictassmerelg byt sansyiitmera brpneh neant ¥UsUf or s such
as a processing unit, a jurisdiction unit or a service providing unit

havi ng a comshoweinFIGUOA assidplifize toeokavdng gnlyak@ms a rodeas peodugedovi der
or a settlenment organization. That is, the entities are defined as

menagi NphetibinE ke bISERERTS) fRF tRIYehb vaPkaRAioRbRian i Prol e eaBRILEBAGSOT Y

such as the device” kind, service kind, managi ng neans kind, etc. The entity
will be ri. . th referen Rl 0o 27 | Sy.;@a1Vvi ew
For exgliaaeumEnstd o riE BRERbRm T1c, 260 Iy lsontPafiBrhthihy
entity is

tree re-constructed by selecting a pass constituting a 2-branch type tree with a
decodable terminal node or leaf as the lowest stage to omit unnecessary nodes. The
enabling key block (EKB) for distributing a renewal key is constituted on the basis of
only the key corresponding to a node or a leaf of the re-constructed hierarchical tree.

. The enabling key block (EKR) described previously withreference to FIGS. 25A
and 25B stores data having all keys from leaf a, g, j to Kroot, but the simplified EKB
stores encrypted data with respect to ohly the nodes constituting the simplified tree. As
shown in FIG. 26B, the tag has a 3-bit constitution. A first bit and a second bit have
meaning similar to that of the example of FIGS. 25A and 25B, in which if data are
present in the directions of left (L) and right (R), it indicates 0, and if not, 1. A third
bit is a bit for indicating that whether or not an encrypted key is contained in EKB, and
if data 1s stored, 1 appears, and if not, 0 appears.

An enabling key block (EKB) provided for a device (leaf) stored in a data



shown as a triangle in the figure, for exanple, a plurality &fAwmnde200 e
contained in 1 entity 2701. FIG 27B shows the node constitution within
the 1 entity. The 1 entity is constituted by a plurality of 2-branch type
trees as one node as a top. The top node 2702 of the entity will be

herei nafter called a sub-root. The tenninal of the tree is constituted by a
| eaf as shown in FIG 27C, that is, devi ce. The device belongs to any
entity constituted by a tree with a pfurality of device as a |eaf and
having a top node 2702 which is a sub-ropt. As wi ||l be understood fromFI G
27A, 1 monEmURIGAtIoAgehWpIkoraBamesy mediup i sansiderably regareA AU ot ur 6
W |l be described with reference to FIGS. 28A to 28C. FIG 28Ais a view
for explsahbwrdntR1E. DEB! &4 edthpaled withidiewonstitutionshowhiif FEGSE 5 AandXSB.i es
A0l to Ann are constituted in the stage several stages bel ow Kroot,

B

to Cng are se eun S a tree shape constituted by
plural stages .of nodes and ,13 .August. 20 71 |l eaves. @as sho i paFl.GS  28B
Bnd 2aceapghtasRREpiy IRy deRania bation herees ShUEin B AL O i G, ¢y o
nodes to a terminal node 2812 with a sub-root 2811 aiéa top node. This

ent i ty thapabledieslizatiomef dacryming ofapredpsraingd sncayited key Jeorrermmpledhecut es
node key control corresponding to the node within the entity Bnk to

t her ebydess@s Htdeceaitt Ead(Kaf, Kt a(lesf ket) Kentd bhtasen nedenkey Be(tY0emmidnal
node 2812. as a top. On( thée(o)t(ﬁ\g?r hand, the entity Bnk is under the (host)

. . , . ! ! ¢
an ent (FRRES RS OF SUERRRT OB KEDESS LI nORReRIQD 10 Btilis{oout ! on ©
?ﬁbt L?gfhezﬁg%ic%% gec;[ v tsné)n%?yptgﬁdda%a %n%fﬁl,' Ik(t)x%fotfggeas Ie%rf}q(egieﬁY% Jttaitt | eaf

K(t)root.

The enabling key block (EKB) is produced using only the keys of leaf and node
which constructs a simplified new tree constitution constituted merely by the device
of the distributing destination to constitute a constructed tree to thereby enable
producing an enabling key block (EKR) with less data quantity, and the data
distribution of the enabling key block (EKB) can be executed efficiently.

The simplified hierarchical tree constitution can be utilized effectively
particularly in the EKB control constitution in entity unit described later. The entity is

-a gathering block of a plurality of nodes or leaf selected from a node or a leaf
constituting a tree constitution as a key distribution constitution. The entity is set as the
gathering set according to the kind of devices, or set as the gathering of a variety of
forms such as a processing unit, a control unit, or a service providing unit having a

common point such as control units of a device providing maker, a content provider,



case, as shown in FIG 28C. This entity has a discrimnator G3ygush20@ntity
Cn3 independently executes control of a node key and a | eaf key
correésponding to the node and leaf within the entity Cn3 to thereby
execute control of a |eaf (device) corresponding to the term nal node
2852. On the other hand, the entity Cn3 is under the (host) entity Bn2
having the sub-root 2851 as a term ngg node. The key control in each
entity is, for exanple, key renewi ng process, revoke process and the |ike,

which wilJ be described in.detail.|later. |n.-a devi i i of
the T odetlienenl Granizalpn SR RO pesHid ot Batite dre Suflereih

positioned. in a pass froma |eaf key of entjty to which _the device ,
bel ong< siogle eniliyr bor exaaplara simnplificd trop swadar tor thas desgribesd abpants kesel
bel ongs. For exanple, the device of the term nal node 2852 stores keys

from t kenkgudicddy topdede (dubafootD@Fa pluralibeoBaritieadd pradieeZHOR to erdbyust
2004 72 The constitution of the entity will be further described with
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| eaf. The detail_ of the constitution of host and child entities as shown in
FI G 2%atity unigswidlesdescribed dn detsdl lafere root entity is an entity in the

uppernost stage having a root key. Entities A, B, Care set as a plurality
of child entSuchem énablihg kegbibcla(EKBY as désdribed aboet cantbietoonstitutedmo bati ty D

is set as a child entity of entity C An entity C2901 has not |ess-than
one node,Rf ihMfdrRafoN3bc Aty AR dfuf theh 98 8n $PRCal AISK, IAE 8r &Y lilkd. For
example, there can be provided the constitution in which an information recording
medium, in which message data such as contents encrypted by a renewal node key is
stored in the enabling key bock (EKB) containing data part constituted by the
aforementioned encrypted key data and a tag part as position discrimination date in the
hierarchical tree structure of encrypted key data, is provided for each device. The
device sequentially extracts and decrypts encrypted key data contained in the enabling
key block (EKB) in accordance with the discrimination data of the tag part. Of course,
there can be employed the constitution in which the enabling key block (EKB) is
distributed through a network such as an internet.
[EKB control constitution of entity unit]
Next, a description will be made of the constitution in which a node or a leaf

constituting a tree constitution as a key distribution constitution is controlled by a block

as the gathéring of a plurality of nodes or leaves. The block as the gathering of a



controlled by itself are increased, an entity C 2902 havi ng 13 Awcaist 20Gges
of trees is newy installed with a reserve node 2950 as a top node to

t her éby increase control term nal nodes 2970, and a child entity increased
can be added to the control termnal node. The reserve node will be
further described with reference to FIG 30. Entity A, 3011 has child
entities B C, D... to be controlledyy and has one reserve node 3021.

Where child entities to be controlled are further increased a child entity

A, 3012 under .t contk IS _set.to res 3021 child
nt i o1 dduplitgofgoggs SETraver ifbe bisetinargallf ah QR T RE SRS S Biste o
the child entity A", 3012. Also in the child entltyA 3012 under the own
cont r ol gatheringsetacoprding torthe kinst of deviceseues thegatbering ofvariessfarmsiygd 3022
whereby a child entity A'3013 is further set to further increase the 13

August a0PProbessiffinitoh c]j@flédlbtl@ﬁ unfing Dservivegproerting anitduiaing aconmoned
also in the t enni nal e of the <child entity A"3013. Such a reserve node

hol di "D cﬂlta*éhke?f&e??ogﬂﬁ@ghgﬁ& 'éccﬁﬁ@ﬁ Jide }“@Fﬁgvé’eﬂﬁiﬁlﬁxt%ﬁ?%éxﬂzﬁ%ﬂt | es

under cer n entit I NCrease ess resp ct to the

reserve_ent.it nat. on er m nal. nod l.ural it nqdes. may be
ot | nTtds. the suBties aredaadas MerzinRaBpicnl $EPHPToR ortidss PaoREing
constituted in entity wunit, and key renew ng and revoke proce55| ng are to
be exedotamrmoneategpryisich asibe deviookinds sevie lgnd, mrvagingmeang kieds e6¢-ock
(EKB) of individual entity is set to a plurality of entities A, A, A",

but these cdlhdentitgl WiLbé desoribednvithirefedendeaio EGER R4 tch)§27db\FIIGe 2Tdedser s
who controls the entities A, A, A" in commopn. [Registration process of new

enti ti &sliew for explaining the control constitution in entity unit of a tree. One entity is

shown as a triangle in the figure, for example, a plurality of nodes are contained in 1
entity 2701. FIG. 27B shows the node constitution within the 1 entity. The 1 entity is
constituted by a plurality of 2-branch type trees as one node as a top. The top node
2702 of the entity will be hereinafter called a sub-root.

The terminal of the tree is constituted by a leaf as shown in FIG. 27C, that 1s,
a device. The device belongs to any entity constituted by a tree with a plurality of
device as a leaf and having a top node 2702 which is a sub-root.

As will be understood from FIG. 27A, the entity has a hierarchical structure.
This hierarchical structure will be described with reference to FIGS. 28A to 28C.

FIG. 28A is a view for explaining the hierarchical structure in a simplified form.,
Entities A01 to Ann are constituted in the stage several stages below Kroot, entities
BO1 to Bnk are set below the entities Al to An, and entities Cl1 to Cnq are set

thereunder. Each entity has a tree shape constituted by plural stages of nodes and



Next, the registration process of new entities will be descridymshust?6es 31
shows a registration processing sequence. A description will be nmade in
accordance with the sequence in FIG 31. A new (child) entity(NNEn) newy
added during the constitution of a tree executes requesting of new
registration to a host entity (P-En). Each entity holds a public key in
accordance with a public key encrypt i7qn system and a new entity sends own
public key to the host entity (P-En) when registration request is nade. The
host entity (P-En) whj r I v e registration request transfers a

publ i CTG"‘I%’«%% Sl%or‘f%}‘ H%ii\f@s-(ﬁﬁlaﬂﬁa§ﬁi ty received to a certificate authority’
(CA) and receives a_public key of the new (child) entity (N-En) to which a
si gnat ur e offoCaxampieldbd .comisdionpebthedentdy Bimle hasar plutalsytofasodespgootedur e
for mutual authentication between the host 13 August 2004 74 entity (P-En)
and t heerpgival fddd Z8 1 2withiaysubNooh 281 1hen téfieode! THES bheBihaem difcrilhgnatew

registration requesting entity is termnated, the host entity (P-En)
grants ' ' . ' | it a
node. ke rh ol Bk iRt RenRy hfelsey Rod ko dobietires ot e e,
Thi s node key .is one.n key of the tenninal node of  the host entity

(P- En) PP oRthipdhe @;taa?ﬁ@( arqtbymewf@ Eoptigngf ﬁgwere:@ﬁ%? eBHbY 155 Wi En) |
that is, a sub-root key. Wien the transm ssion of node key is finished,

t he nethg terimiod] modei 281 2(av-Erop. Eomtherathesharid; the entityoBek isundeythothediy new

(child) entity (N-En), sets a sub-root key of a top node received to a top

of theeafiRs At dHatthd fiRSubaRcHSH # taradralaislle 281f1. keys to produce an

enabl ing Key block (EKB) within the entity. The enabling key bI_ ock (EKB)

W thin one ‘T’He'ctopﬁﬂiﬁltl% ld&geﬁﬁﬁﬁéhgﬁﬁs a%hﬂdﬂﬁl I8 NichifEadtPddvielt i LY
w thirn t'he host

(P-En) produces e sub-

with a sub-root 2851 as a top node, and a plurality of nodés and leaves to a leaf in this
case, as shown in FIG. 28C. This entity has a discriminator Cn3, the éntity Cn3
independently executes controf of a node key and a leafkey corresponding to the node
and leaf within the entity Cn3 to thereby execute control of a leaf (device)
corresponding to the terminal node 2852. On the other hand, the entity Cn3 1s under
the (host) entity Bn2 having the sub-root 2851 as a terminal node. The key control in
each entity is, for example, key renewing process, revoke process and the like, which
‘will be described in detail later.

In a device which is a leaf of the lowest entity are stored a node key of each
node and a leaf key positioned in a pass from a leaf key of entity to which the device
belongs to a sub-root node which is a top node of entity to which itself belongs. For
example, the device of the terminal node 2852 stores keys from the terminal node

(leaf) 2852 to the sub-root node 2851.



entity(P-En) to which is added a term nal node to be enabl ed3budukEe2004
addifion of the new (child) entity (N-En). \Wen the sub-EKB constituted by
a node key and a leaf key within the new (child) entity (NNEn) is
Produced, the new (child) entity (NNEn) transmts it to the host entity
(P-En). The host entity (P-En) which receives the sub-EKB fromthe new
(child) entity (N-En) transmts theyeceived sub-EKB and a renewal sub-EKB
of the host entity (P- En) to a key di'stribute center (KDC) . The key

di stribute nter (KDO) is,able to.produce variaus,EKBs, that is B 13
August 2004 17§ COng Yutkfgi‘rp%@‘?'&@@%ﬂllgge g%"rtg‘l’rﬁ ﬂﬁeéb’ﬁ@&& jefercageite & Igg devi ce
on the basis of sub-EKBs of all entities. EKB to which such a decodabl e
entity20A amd26B. Thesattitiyds dbket toi lhameed trefeostruckeenginstituted byca vasiety of

provi der, who encrypts a content key on the basis of EKB to distribute it

t hr ougBtadeMRYINTK. The §hed Ruinbet, fhat i§, 8RO HepthTaid@iseacdopdingad ali @ber
distribution of a content that can be used nerely by a specific device. The

registrati # SSi Lth res ] ' [ At er ) of
the subt kA SRS Ruitobbiy GIREGhuhhal AS4ERYnEol L1 SRR FOr P U
transferrjng the sub-EKB through the, host entity, but there can be al so
enpl oyéﬂvlcﬁé?l%’éb@tﬂst%lqagn whi ch executes the processing for registering
the sub-EKB in the key distribute center (KDC) directly fromthe new

regi strat i oTherdetaiy ofthenmmstitution of lerst and icbild efititine ahsdwywn enFlGy294he
correspondence of the host entity to the child entity-to be newy added to

t hg hgg(&) il@csk][vhiiﬂm'}l D9BETHE s6dticdity 1 drherdtR{ & irppepmbktstag@hating areori nal
node (0}

key. Entities A; B, C are set as a plurality of child entities in the terminal node of the

root entity, and an entity D is set as a child entity of entity C. An entity C2901 has not
less than one node of the terminal node as a sub-node 2950, and where entities
controlled by itself ‘a:re increased, an entity C'2902 having plural stages of trees is
newly installed with a reserve node 2950 as a top node to thereby increase control
terminal nodes 2970, and a child entity increased can be added to the contro! terminal
node.

The reserve node will be further described with reference to FIG. 30. Entity A,
3011 has child entities B, C, D ... to be controlied, and has one reserve node 3021.
Where child entities to be controlled are further increased, a child entity A', 3012 under.
the own control is set to the reserve node 3021, and child entities F, G to be controlled
can be further set to the terminal node of the child entity A', 3012. Alslo in the child
entity A", 3012 under the own control, at least one of the terminal nodes is set as a

reserve node 3022 whereby a child entity A"3013 is further set to further increase the



the host entity is distributed as a top node of the new y adid@esugest2d04 t o
the child entity whereby the child entity is added as an entity under the
control of the host entity. The entity under the control of the host
entity termed herein, which will be described later, also includes neaning
of the constitution in which the revoke processing of the child entity can
be executed by the host entity. As sigwn in FIG 32, when a new entity is
set to the host entity, one node 3201 of a term nal node which is a | eaf

i th _ |
of the gshi gﬂﬁﬁ%g)t?{édoﬁn&%%{bg?@ngg%r{g%&ﬁ%d% .ﬁith@e elé?l'}gif&e%/%fgﬁﬁ SSet

as equadl nodeés. i's, one m na e which i's on

August 4 76 ode is set as ,a.,sub-roof. of the, new added entity.
By bei ﬁéagﬁn@é&fA@@@-Mﬁre%&%@@hqlaw@néﬁﬂﬁwmwﬁa@%%’é ‘W‘ﬂ%e ree
constitution. FIGS. 33A and 33B show an exanple of a renewal EKB produced
by t he viteeseby ¢he ichyldnemtitiashendervd pedsitleehteyt ¢anybé snereasedremllesdp. gwm an
exanpl e of a sub-EKB produced by the host entity when a new entity added

t er m nabseed o {PHReARMNtRY At dndy 8RS kéresinhbnédiehnenphuraigest #oddstimayi n t he
constitutqygn shown in FI G@BBA mch has a term nal node (node 000) 3301
whi ch [T;%segeen effectively present and a term nal node (node 001) node
3302. e°kub- EKB has the constitution as shown in FIG 33B. There are a

host node ey, encrypted by.a termnal nod W‘éﬂ s been.effectively
present, a ABtRGESPREUYS YRS, W@@Pﬁg@é@lﬁ &E%Bﬁa% PO%HBI@, en_tﬁy and a
sub-root key. Simlarly to FIG 33B, each entity has and controls EKB
const i tmitednd dkdyarenewing and movekeepracpgting abg taube axecutad ineentityrmial Adode or
| eaf key, encrypts a further host node key by the host node key, and an
encrypisRewadh F16036, thelnabidihg Regbieok (BKIB) ofendigiduat eemtyad s¢ttodgqiltnality
of entities A, A', A", but these can be collectively controlled, for example, by device
makers who controls the entities A, A', A" in common.
[Registration process of new entities]
Next, the registration process of new entities will be described. F IG. 31 shows
a registratibn processing sequence; A description will be made in accordance with the
sequence in FIG. 31. A new (child) entity(N-En) newly added during the constitution
of a tree executes requesting of new registration to a host entity (P-En). Each entity
holds a public key in accordance with a public key encryption system, and a new entity
sends own public key to the host entity (P-En) when registration request is made.
The host entity (P-En) which received the registration request transfers a public
key of the new a (child) entity received to a certificate authority (CA) and receives a

public key of the new (child) entity (N-En) to which a signature of CA is added. These

procedures are carried out as a procedure for mutual authentication between the host



[ Revoke processing under the control of entity] Next, a descr3Aiguen2004 | be
made of the revoke processing of a device or an entity in the constitution
in which the key distribution tree constitution is controlled as an entity
'unit. In previous FIGS. 3 and 4, a description has been nade of the
processing for distributing an enabling key block (EKB) in which only the
specific device out of the whole treg constitution is decodable, and the
revoked device is undecodable. The revoke processing described in FIGS. 3,

e o sgat o el SR CHI RN DL (R Coneti tut i on by entity

control of the tree is possjble to execute the revoke processing every
entity. A de¥benrthe Mﬁmtuqatmmn%rwﬁfm@mweﬁ%g RS IERaes ng in
the constitution under the entity control with reference to FIGS. 34A to
34D andhehast sgty ¢BdAtn)ngoums the registratiocef the mave (8hibd) sntitw (BwEApto
expl ai ning the revoke processing of a device by an entity which controls

an ent igf¥sifit 4 RBdL REG I thé ﬁe\g&?}é@a&{ﬁ@ql\i-‘t«zhy% tHORS | &Md)rmﬁtea\ﬁg;l)t hat

is, an entity controlling in | dévices. FIG 34A shows

di stribyti.on tree structure,und t ont r of ti . IS
et 1 o iik® Hefik Key &4 8¢ hpag ey REthg BEmtRi o, g Bosf ity SPER) vIREE, | o
BO 1 to Bnk bel ow the previguys entities, and entities . C tqQ cn in the

| owest CoTTEEgRORGSLO xtapspoda pbihe ney (ohild) sRaty (ﬁrén)s hatisea SENFRGIAYRode
(leaf) is individual devices, for exanple, a recording and reproducing
unit, a repMghewr tingtreansissiorcefisedakey iofinished) theenew fehildvaitdy {PoEagsi ng
is independently in each entity. For exanple, in the entities C to Cnin
the | owBRstNeé@9Re trbb Bohanalkien RF ARG (ehil) enti@ N En OEetd alsabirdos kepu€cut ed.

FIG 34B shows the tree constitution of an entity Cn, 3430 which is one of
a top node received to a top of the constructed tree, and sets node and leaf keys to
produce an enabling key block (EKB) within the entity. The enabling key block (EKB)
within one entity is called a sub-EKB.

On the other hand, the host entity (P-En) produces the sub-EKB within the host
entity(P-En) to which is added a terminal node to be enabled by the addition of the new
(child) entity (N-En).

When the sub-EKB constituted by a node key and a leaf key within the new
(child) entity (N-En) is produced, the new {child) entity (N-En) transmits it to the host
entity (P-En). |

The host entity (P-En) which receives the sub-EKB from the new (child) entity
(N-En) transmits the received sub-EKB and a renewal sub-EKB of the host entity (P-
En) to a key distribute center (KDC) .

The key distribute center (KDC) is able to produce various EKBs, that is, EKB



the entities in the | owest stage. The entity Cn, 3430 has a 13cjugusti2008431
and a leaf which is a termnal node has a plurality of devices. Assune
that* a device to be revoked, for exanple, a device 3432 is present in a
-l eaf, the entity Cn, 3430 produces an enabling key bl ock (sub-EKB)
constituted by a node key and a |l eaf key in the independently renewed

entity Cn. This enabling key bl ock l7§ a key bl ock constituted by an
encrypted key that cannot be decrypted in the 13 August 2004 78 revoke key
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renewed sub-EKB. Concretely, the block, which conprjses an encrypted key
whi ch ofabhentities EKByte vatich sucles dsasdableanuty errdeviersis sebisshistributed far pass
associated with a sub-root to a revoke device 3432, and can decrypt the

r enevakxkgipl@nbya édntant pafvidiayinde @idrgptstheontehtkey enake baeisi cfEE4B20 Thi s
processi ng corresponds to the processing in which a root key is replaced

by a S%igsitfiﬂﬁ{e YWh?E‘%%lg a;’iﬂér%%{gea%g%ﬁ@ 0 b Yo E;&;ﬁ@%eﬁggﬁhﬁ,g Bae egﬁtglgagg

consti I'on descri A and 4 I ng key .
(sub- EKB) .renewed by the entity Cn, 3430.through the, r.evoke processing is
trans i%tEEuPBnP%@ ‘%’Sé?ntéﬁ@ti‘i b ysedymerely by a %W&liﬂ%g?wgﬁ'tity is an entity
Bnk, 3420, and an entity having a top node 3431 of the entity Cn, 3430 as a
terninal nodée registrativhiprosrssing3with respes to theckepedistiante saptar (5 LEY 0bI ock
(sub-EKB) fromthe <child entity Cn, 3430, sets the term nal node 3431 of

t he enthd yuiBBKB 348R n&okhtigpiandt highitel toenietiod fseseqdaitially tramsfentingy COnk,

3430 contained in the key block to a key renewed in the child entity Cn,
3430, AN PBI8 $hrduh the REYAnty AGRTBERL A be also employed the constitution
which executes the processing for registering the sub-EKB in the key distribute center
(KDC) directly from the new registration entity without the intervention of the host
" entity.

The correspondence of the host entity to the child entity to be newly added to
the host entity will be described with reference to FIG. 32. One terminal node 3201 of
the host entity is distributed as a top node of the newly added entity to the child entity
whereby the child entity is added as an entity under the control of the host entity. The
entity under the control of the host entity termed herein, which will be described later,
also includes meaning of the constitution in which the revoke processing of the child
entity can be executed by the host entity.

As shown in FIG. 32, when a new entity is set to the host entity, one node 3201

‘of a terminal node which is a leaf of the host entity and a top node 3202 of the néwly

added entity are set as equal nodes. That is, one terminal node which is one leaf of the



sub- EKB of own entity Bnk, 3420. FIG 34C shows the tree of 1&nudgust B4,
3420. In the entity Bnk, 3420, a node key to be renewed is a node key on a
pass*fromthe sub-root 3421 in FIG 34C to the term nal node 3431
constituting an entity containing a revoke device. That is, node keys of

t he nodes 3421, 3424, 3425 constituting a pass associated wth the node
3431 of the entity transmtted from t#ge renewal sub-EKB are to be 13 August
2004 79 renewed. These node keys of nodes are renewed to produce a new

renewal - ' K I, b ' | ock
(sub- st PofiETe a8 FRubThbt ¥t Hlpe vy 2B k(i By WemERS Bet, M o1
entity. In this case, the hos; entity is the entity Ann, 3410, and an

enti t y added sgtily tS@ﬁahbﬂgnggziﬁ%w%hﬁeﬁppwﬁsﬁw 3420 as a terninal node.
The entity Ann, 3410, when receives the enabling key bl ock (sub-EKB) from
the child &GSt $3Bmnnd 3R Qhoweatnsexaneple exfmi reabwabBE BBpadduekdityetherdtasty Ann,
3410 corresponding to the top node 3421 of the entity Bnk, 3420 contai ned
in the eh%%%ﬁ%e hewly k8ded &RV sétNFIGE3TAIshdwatinl dan®ilk of HRAb-EXB!

execut es e renewal processing”of sub-EKB of own entity Ann, 3410. FIG

34D shows,the tree of entity.Ann, 3410. In [} A e keys
Co be PEnbieH & B oat SRl VRl h ni oy MdcMGenRlsl b0 TAadd 00 33657
3411 in FIG, 34D.to the term nal node 3421 constitut] n.entity
cont aj A ARPREd WiBRMcHdy iaé§¢d Ihigye IThBgCoastitym m“ggﬁr%mch Badr oduce
a new renewal sub-EKB of the entity Ann, 3410. These processes )

sequenta tetinynad nedet(@oide G009 3304 twhichiltag heentdfEeatively presentyandiesemnised i n
FIG 29B. The revoke processing of devices is conpleted by a series of

pr ocesmeﬁﬁog@gg[jg&% 33t sub-EKB renewed in the entity is finally
transmtted to the ‘

The sub-EKB has the constitution as shown in FIG. 33B. There are a host node

key encrypted by a terminal node which has been effectively present, a further host
node key encrypted by the host node key, ... and ﬁ sub-root key. Sumilarly to FIG. 33B,
each entity has and controls EKB constituted to have a host node encrypted by an
effective terminal node or leaf key, encrypts a further host node key by the host node
key, and an encrypted data to a sub-root sequentially being increased in depth.
[Revoke processing under the control of entity]

Next, a description will be made of the revoke processing of a device or an
entity in the constitution in which the key distribution tree constitﬁtion is controlled as
an entity unit. In previous FIGS. 3 and 4, a description has been made of the processing
for distributing an enabling key block (EKB) in which only the specific device out of
the whole tree constitution is decodable, and the revoked device 1s undecodable. The

revoke processing described in FIGS. 3, 4A and 4B is the processing for revoking a



key distribute center (KDC) and stored therein. The key di st13 dugust 2604 er
(KDC) produces various EKBs on the basis of the renewal sub--EKB of all
entities. The renewal EKB is an encrypted key block that cannot be
decrypted by the device revoked. 13 August 2004 80 FIG 35 shows a
sequence of revoke process of the device. The processing procedure will be
described with reference to the sequence figure of FIG 35. First, the
device control entity (D-En) in the | owest stage of the tree constitution

carriesyout k renew n ecessary. for.revoki | . [ ed in
Che devietbe Sich i°ERPrAfe B ST b Meoibifedes, Wudns Bbatifeh bRERHED, oo
control entity (D-En) . The sub-EKB is sent to the host entity. The host
ent ity qomtiol ofithg trepispossdde te sycete theravnke PEoEEsENs everyPniifbduces a
renewal sub-EKB (P 1) in which a termi nal node key corresponding to a

~renewal top Aodesceiptivhewilé rtswvahade brefdiBafiéd) of stheerewokd prutessidg leybe on a
pass fromthe term nal node to the sub-root. These processes are

. i . i . . i | _ ; . d
Sequentdoighgﬁrt] i—‘gﬁ @éltggs?ﬁgpﬁgg%f ¥nceABFIES 334k0 @??Dacéc_! aladglfﬂ(%g enewe

are store contr I stribute center 6A
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processi ng of a device. FIGS. 36A and 36B are views each for explaining an
exanpl ©fct devise hyowuertity whichreontcols aneniity) inheclovast staged opb péwalitissb- EKB
fromthe child entity containing a revoke device, in the constitution
shown iconktitatingod\tred) thapispadentify ¢deralling dndinidualdevioes.ai ni ng the revoke

device corresponds to a ternm nal node (node 100) 3601 of the

FIG. 34 A shows the key distribution tree structure under the control of entity.
A root node 1s set to the uppenﬁost part of the tree, and entities AO1 to Ann, entities
B01 to Bk below the previous entities, and entities C1 to cn in the lowest stage are
constituted. In the lowest entity, the terminal node (leaf) i1s individual devices, for
example, arecording and reproducing unit, a reproducing exclusive-use unit or the like.

The revoke processing is independently in each entity. For example, i the
entities C1 to Cn in the lowest stage, the revoke processing of a device of a leaf 1s
executed. FIG. 34B shows the tree constitution of an entity Cn, 3430 which is one of
the entities in the lowest stage. The entity Cn, 3430 has a top node 3431, and a leaf
which is a terminal node has a plurality of devices.

Assume that a device to be revoked, for example, a device 3432 is presentin a
leaf, the entity Cn, 3430 produces an enabling key block (sub-EKB) constituted by a
node key and a leaf key in the independently renewed entity Cn. This enabling key

" block is a key block constituted by an encrypted key that cannot be decrypted in the



host entity. The host entity renews node keys which are presiénsugust 200d4ass
fromthe sub-root of the host entity to the termnal node (node 100) 3601
to produce a new renewed sub 13 August 2004 81 EKB. The renewal sub-EKB is
*as shown in FIG 36B. The renewed key is shown with the underline and [']
attached thereto. The node keys on a pass fromthe renewed term nal node
to the sub-rot are renewed to obtain7g renewal sub-EKB in its entity. Next,
processi ng where an object subjected to revoking is an entity, that is,

revoke_prqgcessing,of entity,. w descri bed. ; Fl A the.key

G s e BRRGos Bem oGk tkvigt 437 Byt BBR B B deorued A8 Be i e
uppernost part of the tree, and entities A0l tqQ Ann are cong‘éitut ed sever al
st ages congfituting etherdenfl 4 contmdler obtheputiy Enguaduce 1ies 8 renewed se-kdeB] over
than the fornmer, and entities CIl to Cn are constituted in the stage | ower

t han t Monkretelyetheshlaglk, which comngtiiseswinaherypted key whiek remews hyde kegs ofr mi nal
node (leaf) is individual devices, for exanple, such as recording and

[ ePr OdHEHEO3 MY (3438, KERBAISCINGIRRE) 4 PhikasuCiattll With'a subDRook ks & re Do

a
description is ’nmade the case e revoke processing is carried out
w th respect t he entit 3730. e entit L px30 1 n.the | opest
ot age. AEEcErd 32, gnd e et e fireival Ko Pkl atpet d6dies, R e G
plurality of devices are provided on a | eaf which is a ternmnal node, as
shown revakedeveed432ndhisquoressinpeonesponds ta theprocessmpungyhish agoetkeect i ve
revoke of all devices belonging to the entity Cn, 3730 fromthe tree
struct iy egpldtel begvwkebpooreddtlngs of tdphdkeyesl entytycrin tBé3@vbke eprocessarg i n t he
entity Bnk, 3720 which is the host entity of the entity

constitution described in FIGS. 3, 4A and 4B. '

The enabling key block (sub-EKB) renewed by the entity Cn, 3430 through the

revoke processing is transmitted to the host entity. In this case, the host entity is an

entity Bnk, 3420, and an entity having a top node 3431 of the entity Cn, 3430 as a

terminal node.

The entity Bak, 3420, when receives the enabling key block (sub-EKB) from the

child entity Cn, 3430, sets the terminal node 3431 of the entity Bnk, 3420

corresponding to the top node 3431 of the entity Cnk, 3430 contained in the key block

to a key renewed in the child entity Cn, 3430, and executes the renewal processing of

sub-EKB of own entity Bnk, 3420. FIG. 34C shows the tree of entity Bnk, 3420. In the

entity Bnk, 3420, a node key to be renewed is a node key on a pass from the sub-root

3421 in FIG. 34C to the terminal node 3431 constituting an entity containing a revoke

device. Thatis, node keys of the nodes 3421, 3424, 3425 constituting a pass associated

with the node 3431 of the entity transmitted from the renewal sub-EKB are to be



Cn, 3730. The entity Bnk, 3720 is an entity having the top nadeugtié8doosf the
Cn, 3730 as a term nal node. 13 August 2004 82 \Were revoking of

entity
t he *th
termn
3731 o
on ap
3720 t
node k
shown

3724,

are re
Altern
entity
3720

a node
entity
key bl

entity
entity

ild entity Cn, 3730 is executed, the entity Bnk, 3720 renews a

al node 3731 of the entity Bnk, 3720 corresponding to the top node
f the entity Cnk, 3730, and further carries out renew ng of node keys

ass fromthe revoke entity 37 to the sub-root of the entity

Bnk,

o produce an enabling key block to produce a renewal sub-EKB. The

Fopested Tebe PATS ke Ofpitemeqin P Re DI PRk e TpToal BHERES

1
721,

3725 and 3731 are objects to be renewed. These node keys of nodes

aétheientdtyPad Bd@0new renewal sub-EKB of the entity Bnk, 3720.

atively, where revoking of the child entity Cn, 3730 is executed, the
. BnFurtBé2Ghé essblivat keyeblook (heb-EXB) reakbweddsy héZhtiof Bnke 3dR0iis y Bnk,

corresponding to the top node 3731 of the entity Cnk, 3730 but

renews

RIS, Aol ele,
; EKB., '
o Ao St e S 539 R B, L

. In this case, the host entity is an entity Ann, 3710, which
havi AheantitypAnndd 197 wheotreediecsthe engblargkeyIneok bsbEKB)irommithe,

When an enabling key bock (sub-EKB) is received fromthe child entity
3720, thidd eaitityyBARN 34287 Rtsahe tehaidat nmideal342ddef3halentityt Begn341y Ann,

3710

corresponding to the top node 3421 of the entity Bnk, 3420 contained in the key block
to a key renewed in the child entity Bnk, 3420, and executes the renewal processing of
sub-EKB of own entity Ann, 3410. FIG. 34D shows the tree of entity Ann, 3410. In the
entity Ann, 3410, node keys to be renewed are node keys 3411, 3414, 3415 on a pass
from the sub-root 3411 in FIG. 34D to the terminal node 3421 constituting an entity
containing a revoke device. These node keys of nodes are renewed ItO produce a new
renewal sub-EKB of the entity Ann, 3410.

These processes sequentially execute in the host entity to the root entity
described in FIG. 29B. The revoke processing of devices is completed by a series of
processes as described. The sub-EKB renewed in the entity is finally transmitted to the
key distribute center (KDC) and stored therein. The key distribute center (KDC)
produces various EKBs on the basis of the renewal sub-EKB of all entities. The
renewal EKB is an encrypted key block that cannot be decrypted by the device

revoked.

is an
ode.
Bnk,



corresponding to the top node 3721 of the entity Bnk, 3720 ci@mwjusezbdsn t he
key bl ock 13 August 2004 83 to a key renewed in the child entity Bnk, 3720
to execute renewal processing of the sub-EKB of the own entity Ann, 3710.
«FI G 37D shows the tree constitution of the entity Ann, 3710. In the
entity Ann, 3710, the node key to be renewed is a node key of each node
3711, 3714, 3715 constituting a passghromthe sub-root 3711 of FIG 37D to
the node 3721 of the entity having transmtted the renewal sub-EKB. These
node keys t odes are renewed tp produce new r.en | sub- EKB of the
ot ity A, PG48 sholce Susnes lrexple Rufiastrotine deles ol By piicesinos:
entity to execute it to the root entity described with reference to FIG
29D. Tpeocedunkwilpbodesssibed with nafersinee éalthetspquenes figureaft o 38 sEiest, thehe
sub-EKB renewed in the respective entity is finally transmtted to the key

di stri Qeviee e6ntrdl erlt -BAYinsthe 1eest Bharelofithe gk cobutititioaragties sakgy oduces
vari ous EKGs on the basis of the renewal sub-EKB of all entities. The

ook AR T TG B RACId MRokE ke BERERENRRP G 0°
Fef or chiBbte BradieesurTe Ee H Bt dhooricecostol Fst (DB - s faty LRGhE ol
entity (E- E(rl;l?l for revoking the entity carries out key renew ng necessary

)

for resvaititoghahostrenititpl TheHesttentibe (P bvBipwhich teceivedithe yersovalsob-EKH t y
(E-En) to produce a new sub-EKB of the entity control entity (E-En) . The
sub- EKED) ?rcﬁﬁt@bs b @endvisl SHBSEKBNYP1) Yn which Hesinifal aéde kédeorrRp onldiedito

received the renewal sub-EKB (E) "produces a renewal sub-EKB (P1) 1n which

a term ?é‘ﬁcv!?ﬁC{Sp {¥e G thE TARRPINALIEK B (D) is renewed and node keys on a pass

from the terminal node to the sub-root. These processes are sequentially executed in
the host entity, and all sub-EKBs finally renewed are stored and controlled by the key
distribute center (KDC). |

FIGS. 36A and 36B show an example éf an enabling key block (EKB) to be
produced as a result that the host entity carries out renewal processing by the revoke
processing of a device.

F IGS. 36A and 368 are views each for explaining an example of EKB produced

~ in the host entity which received renewal sub-EKB from the child entity containing a .

revoke device, in the constitution shown in FIG. 36A. A top node of the child entity
containing the revoke device corresponds to a terminal node (node 100) 3601 of the
host entity.

The host entity renews node keys which are present in a pass from the sub-root

of the host entity to the terminal node (node 100) 3601 to produce a new renewed sub-



13 August 2004 84 renewal top node of the renewal sub-EKB (RBlAugust 2@dewed
and node keys on a pass fromthe tenninal node to the sub-root are
renewed. These processes are sequentially executed in the host entity, and
~all sub-EKB finally renewed are stored and controlled by the key
distribute center (KDC). The key distribute center (KDC) produces various
EKB on the basis of the renewal EKB @ff all entities. The renewal EKB is an
encrypted key block that cannot be decrypted by a device belonging to the

chi | o” BTV ol st s 80kl FUS\ e TR PG ke SPRRRN G,

tenni nal node 3901 of the host entit S rinewed by rei\g_oki g the enfity,
and a Hewvusderlexpand [ asiached theretenbhe Redokeyhonea Rassstigh tie BewWhdsent
in a pass fromthe term nal node 3901 to the sub-root in the tree of the

host etdriiigal isdeator theuwub:rot hee rendeeldey abtainherenowahsute EXI0 2n o enbigy.chi | d
entity revoked is not coincided with the node key of the term nal node 3901

of the hostNeg(g} 'ﬁo\éessﬁ@yﬂ{e?@agg%gem ekY @i RUbkiglia Meakely, (KRG, af ter

revoki ng of t ntity “is to roducéd on the basis of the key of the
term nal node renewed nd therefore. he device corresponding to the | eaf
of theOf} d_’rgﬁ?ﬁsﬂgﬂf)?&%’k Hlilﬂibet‘ﬁ Cfr"é?’f%wal key disables decrypting of EKB
produced by the key distribute censer (KDC). While in the foregoing, the
revoki ng pr Bies37Ashewe thakandjstribution tregsictuse kyentitr contenl ASDPE e he
devi ce has been described, processing for revoking the entity control

ent i t yid get tdthenippdirmosapat of theteed, mad enyitichAGdstAmmaietgonistititbd seearabl ed by
the process simlar to that described above. By revoking the entity

o AP S oL 1 s By v o
former, and entities C1 to Cn are constituted in the stage lower than the further stage
are constituted. In the lowest entity, the terminal node (leaf) is individual devices, for
example, such as recording and reproducing unit, a reproducing exclusive-use unit or
the ﬁke. |

Now, a description is made of the case where the revoke processing is carried
out with respect to the entity Cn, 3730. The entity Cn, 3730 in the lowest stage has the
constitution in which a top node 3431 is provided, and a plurality of devices are
provided on a leaf which is a terminal node, as shown in FIG. 37B.

The revoking of the entity Cn, 3730 enables collective revoke of all devices
belonging to the entity Cn, 3730 from the tree structure. The revoke processing of the
entity cn, 3730 is executed in the entity Bnk, 3720 which is the host entity of the entity
Cn, 3730. The entity Bnk, 3720 isan entity having the top node 3731 of the entity Cn,

3730 as a terminal node.



85 control entity revoked can be revoked collectively. As déstudust2a)04oy

t he execution of revoking in an entity unit, revoking process which is
sinple as conpared with the revoking process for executing it in a device
unit one by one becones enabled. [Capability control of entity] Next, a
description will be made of the processing constitution in which in the
key distribution tree constitution irgan entity unit, capability granted by
each entity is controlled to carry out content distribution according to
t he capabili T Jﬂgﬁy Lty erekf ;d . f 247

i nformation Vg}iert %%8%. prﬂggtglsﬂgpeﬁg@gﬂ}ﬁ’ It?’ ?/Bgflé gxecglg(\g/q’%@%{e@h%ﬁﬁﬁgf:%pti ng
of specific caonpressed . vqi a i s enabl whet her ..specifi¢c voige

epr badEReIs §yEHBRH GogF areL et th cuBbePPRe S AR EIBuLE S the B 30dF c.an
be processed, whether a device is a device capable of processing what

cont en8731 of ghegntity Cak S 7340 and fuhemcarxiaspiitrent witi@otnede keysoormaipass i on
whi ch defines the capability. This is the constitution in which a root

node i $rqiAshe ireReiet 8atityn873MRE HHOSIb-ré st Phet digitk Bhld M0 pteduder &e. a
plurality of entities are connected to the |lower |ayer, and each node has

a 2-br - e t ' ' ' bt

havi ng%iég@éﬁléfg? 1(%(%{ tgoré%{@ éig? ﬁgﬁeﬁgll %%#ng?grc}{‘ﬁ??%gg Iéé}gﬂ)ergf% r%ffbv@&%irs %
Concretely, for exa e, ere mnusi ata co S vVQi ce co essed
pr ogr RO gy cpn ep@ynﬁi‘@mtﬁgé rmiﬁ&qe@how R EG: ﬁéc? %ra dop 808P i 4 he
devi ce belonging to the entit constituted below the entity 4001 is
enabl edevake entyls Thav iy nedes 3>I/21, 3724, 3725 and 3731 are objects to be renewed.

These node keys of nodes are renewed to produce new renewal sub-EKB of the entity
Bk, 3520.

Alternatively, where revoking of the child entity Cn, 3730 is executed, the entity.
Bnk, 3720 does not renew the terminal node 3731 of the entity Bnk, 3720
corresponding to the top node 3731 of the entity Cnk, 3730 but renews a node key
except the terminal node 5731 on the pass from the revoke entity 3730 to the sub-root
of the entity Bnk, 3720 to produce an enabling key block to produce a renewal sub-
EKB.

Further, the enabling key block (sub-EKB) renewed by the entity Bnk, 3720 is
transmitted to the host entity. In this case, the host entity 1s an entity Ann, 3710, which
is an entity having a top node 3721 of the entity Bnk, 3720 as a terminal node.

When an enabling key bock (sub-EKB) is received from the child entity Bnk,
3720, the entity Ann, 3710 sets the terminal node 3721 of the entity Ann, 3710

corresponding to the top node 3721 of the entity Bnk, 3720 contained in the key block



Simlarly, entity 4002, entity 4003, entity 4004, and entit yI34fstPE@4
respectively defined as entities having capability capable of processing
voi ce reproduci ng system B or C, voice reproducing systemA or B, voice

«r eproduci ng system B, and voice reproducing systemC, respectively. On the
ot her hand, an entity 4021 is defined as an entity to grant inmge
reproduci ng systens p, g, r, and an gnatity 4022 and an entity 4023 are
respectively defined as entities having capability to enable inage
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where a content provider desires to distribute nusic data conpressed by a
speci f isgbddibr of therawprangitydinne 374Pi Blfg. FdVishews tha tregreasstifgiion ot Bhock
(EKB) decodable with respect to only the device which can reproduce the -

speci f ieatiopARNE3 31 MInphe ey Ammn 37d Opthedusidegno bbeehased isod nodphey bf t y
I nformati on of each entity. The content provider for distributing contents

di st 1 QyERRodd 3991 8714 WS%%%MH&@@I Dpald BoRIElHBG Y79 AHFILEKED

produced on thé basis df the capa y i nfor et on and di stributes
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specific processing programto only the device capabl e of processi ng data
Wi | e kayspthemmodastase cenewad (ot produce aweve rensayahBrb-EKB jof rtge gaiboAn

defined in connection with all the entities is shown, it is noted that It
I s not 3dl0ays necessary to define the capability i nfornat lon with respect
to all the entities as in the constitution of FIG 40, but the

constitutio I ' RPN ust
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the | O\fvggtten%ﬁf/i 48sdibed with reference to FIG. 29D. The revoke processing is completed

by a series of processes. The sub-EKB renewed in the respective entity is finally
transmitted to the key distribute center (KDC) and stored. The key distribute center
KDC produces various EKBs on the basis of the renewal sub-EKB of all entities. The
renewal EKB is an encrypted key block that cannot be decrypted by the device
belonging to the entity revoked.
FIG. 38 shows a sequence of revoke process of the entify. The processing
procedure will be described with reference to the sequence figure of FIG. 38. First, the
" entity control entity (E-En) for revoking the entity carries out key renewing necessary
for revoking a terminal node to be revoked in the entity control entity (E-En) to
produce a new sub-EKB of the entity control entity (E-En) . The sub-EKB is sent to
the host entity. The host entity (P1- En) which received the renewal sub-EKB (E)

produces a renewal sub-EKB (P1) in which a terininal node key corresponding to a



whi ch the device bel ongs, capability of the device bel ongi ngi3tAuguse2@dt i ty
in the lowest stage is controlled in the key distribute center (KDC), and. -
t he enabling key block (EKB) that can be decrypted nerely for the device
*capabl e of providing a process desired by a content provider is produced

on the basis of capability information defined in the entity in the | owest
stage. FIG 41 shows the constitutiog4in which capability in entity 4101=
4105 for which the device is defined, is defined in the term nal node, and

capabi | i .t h rasp SL1.6H it ] A '

distri Bﬁ%vﬂnéhP&ro%?@?&Q@é?ﬁés@g% (If@ ]% E%ﬁ%%ﬁr ?{l/{li E‘%ﬂéq‘ggpg%gae ég%SI ces
capabl e of processing a systemB wth resp to voi ce reproducing, and a
syst embfomithmteraapa atodedo ﬁhﬁa@}g;'ﬁéﬁr%@ a@qvge,f Qfﬁvégﬁ)ﬁtqqema@re’ﬁsqwgl Bity
4102 bel ong devi ces capabl e of processing a system A with respect to voice
r epr odegéaged itz kst entityg and ol subdiieBtfinallyireneeed eyershoxech angl controlled
respectively. FIGS. 42A and 42B show an exanple of the constitution of a

capabi bgttll){ef E&%F‘HfsﬁlibutE%Qitn‘gBF%mr@EJThSQeﬁ QikABute¥ntbr KD OYhD dness @ﬁr_i&t@c)e-

The capabi 1ty control s the "data constitution as shown in FI
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discrimnating_ entities and a ca%abilit_y ist jndicative of capgbility

def i nedey hlagksthatpannqgtds degrpted by rededpabelopgipg todhe egll °ln FIG 428B,
for exanple, if a voice data reproducing processi n%l system (A) is can be
processed, FIf. 3 peaview fdr explaininglthe pprrasmondeandof theechildl exgityatwoked
reproduci ng processi ng system (B) can be processed, [1l] appears, 13 August
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enpl Oy?sdréﬁew%%ﬁ%p}éJo%Meheﬁtﬁ?P G54 2t v BEb-EKB is produced by renewing of

node keys which are present 111 a pass from the terminal node 3901 to the sub-root in

the tree of the host entity. As a result, the node key of the top node 3902 of the child

entity revoked is not coincided with the node key of the terminal node 3901 of the host

- entity. EKB produced by the key distribute center (KDC) after revoking of the entity

is to be produced on the basis of the key of the terminal node renewed, and therefore,

the device corresponding to the leaf of the child entity not holding the renewal key
disables decrypting of EKB produced by the key distribute censer (KDC).

While in the foregoing, the revoking process of the entity in the lowest stage for

controlling the device has been described, processing for revoking the entity control

entity in the middle sage of the tree by the host entity is also enabled by the process

similar to that described above. By revoking the entity control entity in the middle

stage, a plurality of entities and devices belonging to the lower level of the entity



control device of entities can be discrimnated. In the capafiAiguyt zapat r ol
tabl e, where sub-EKB if each entity of sub-EKB is stored in a separate
dat a* base, discrimnation infornmation of sub-EKB is stored, and sub-root
snode discrimnation data of each entity is stored. In the key distribute
center (KDC), for exanple, only the device capable of reproducing a
specific-content produces a decodabl eggnabling key bl ock (EKB) on the
basis of the capability control table. The processing for producing the

. enablin e ock en.th i f bidity information will be
descri @&%@teﬂgbéfegpgﬁggaﬁgg?@ﬁ(e%ﬁﬁ@ﬁygly; in Step 54301, the key
di stribute center 1{bKDC sel ects an enti t%ilnga_vi ng the designated capability

fromthe capddiesarbedohy the exemition aysypking 1) anfemtity uaHpI e OKIAE PEOCESS
content provider desires to distribute reproducible data on the basis of

t he voiwlictas simpleps odmpanrgl with tlesieivolingyrbeess Aot sxezatingat i aldevise aritect ed
fromthe capability list of FIG 42A. an entity, for exanple, in which

item of rfehg,g ' dat@eafpE@duci ng (systemA) is set to [ 1], is selected
fromthe c pa@?hegy F?gt of FIG 42A. Next, in Step S4302, a list of

sel ect ent .ty I D constituted by the selected entities is produced. Next,
in St eﬁ(&‘@ﬁ’gégf&é’o ggEOfgptHy s of key distribution constitution) necessary
fora tree constituted by selected entity IDis, selected, In Sé_ecg'c_pégOA
whet her or A¥extapdeperpficnewdl be sraslefitbaprecessingopasitiudtonon whichandheent ity
| D are 13 August 2004 89 conpleted is judged to produce a pass in Step
S4303  thiell distoityitiemi teer cobstisutioreinsart éretity pmit; espalfibty sragteehby ahdly estyast i ng
the respective passes where a plurality of entities are selected.

controlled to carry out content distribution according to the capability. The capability

termed herein is, for example, defined information of the data processing ability of a

device whether decrypting of specific compressed voice data is enabled, whether

specific voice reproducing system is granted, or specific image processing program can

be processed, whether a device is a device capable of processing what content or

program.

FIG. 40 shows an example of the entity constitution which defines the

capability. This is the constitution in which a root node is positioned at the uppermost

top of the key distribution tree, a plurality of entities are connected to the lower layer,

and each node has a 2-branch. Here, for example, an entity 4001 is defined as an entity

having capability to grant either voice reproducing systems A, B or C. Concretely, for

example, where music data compressed by voice compressed program A, B or C

system are distributed, processing for extending the device belonging to the entity

constituted below the entity 4001 is enabled.



When all pass selections contained in the selected entity | DO3afkgusbbfidet ed,
the procedure proceeds to Step S4305 to constitute a key distribution tree
structure constituted nerely by the selected entities. Next, in Step
+S4306, renewi ng of node keys of the tree structure produced in Step S4305
Is carried out- to produce renewal nod keys. Further, sub-EKB of the
selected entities constituting the trgge is taken out of the capability
control table, and the enabling key block (EKB) that can be decrypted

merely int |.C b i : i s of
t he sub- EKB}sa?tln é&}tﬁe}&ed'\?g?’ ‘%@{52%@?; eg?%%@%ﬁ%ﬁd%ngﬁg%%%%gsﬁ%l ermabl i ng
key blo (EKB) thus,. produced jis utilized nerely in.the devi.ce having
speci f idg%él&géﬁi@ﬂflﬁ? haying qag?blj@é:r Repable of preanssing Moues F@rﬂgk}c‘Bgéé’ﬁte(TEKB.
For exanple, a content key is encrypted by the enabling key block (EKB),
and a Ront@nvoicomgpredueciigosystdne HasiB; wiica reproduting sirséemaby, iandtweceont ent
key is distributed to the device whereby the content is utilized only in

t he qugﬁﬁdd@cg%c@;g@é?h@,(}ggﬁe@gveggl ected by the key distribute center (KDC).
As described above, in'the key distribute center (KDC), for example, only

decodabl e b iing itehafilc Bl e 402 RECHRLF oSO FRUCZITHAEFE ib0gs o
br evi o SPGB ALBRG: i fyai5h 28 et 022 andes Gy S ORARIE TR G
entity. The processing of notifying capability with the entity new
regi st defined asientitibs havingaapbbilityta bnatdé emege ceproditiBg of A sySIE@N pi4 i s a
vi ew showi ng a capability notice processi ng sequence where the new entity
i's partici patcedpabilite ikRymAtidh0fikié batitied aedewibledtivcbatrolled in the key
distribute center (KDC). For example, where a content provider desires to distribute
music data compressed by a specific compression program to various devices, an
enabling key block (EKB) decodable with respect to only the device which cﬁn
reproduce the specific compression program can be produced on the basis of capability
information of each entity. The content provider for distributing contents distributes
a content key encrypted by the enabling key block (EKB) produced on thé basis of the
capability information and distributes compressed voice data encrypted by the content
key to the devices. By the provision of this constitution, it is possible to provide
accurately a specific processing program to only the device capable of processing data.
While in FIG. 40, the constitution in which capability information is defined in
comnection with all the entities is showﬁ, it is noted that it is not always necessary to

define the capability information with respect to all the entities as in the constitution

of FIG. 40, but the constitution may be employed in which for example, as shown in



The new (child) entity (N-En) added newly to the tree const if3udigust B0CUt €S
a new registration request with respect to the hose entity (P-En). Each
entitty holds a public key in accordance with the public key encryption
«system and the new entity sends own public key to the host entity (P-En)
when the registration request takes place. The host entity (P-En) which
received the registration request tr%ﬁsfers the public key of the new
(child) entity (NNEn) received to the certificate authority (CA), and
receiv ubli g .key.of, the ne child) enti En) ,to,which_a sjgnature
of “cn FIG7 4l Capifisd is e i b espectah it dhi shbREH e jd e’

nmut ual aut hentication between the host entity (P-En) and the new (child)
ent i t y witckthe damenbelongawapabilincof therdevicetedonging tetiesintiy inthe lowest t
entity is finished by these processes, the host entity (P-Ne) grants the

regi st kaideo RntidIRAMBMHCREY distbitet entéNIEDL)! and e eimhblivg kedelsey of
the new (child) entity (NNEn) to the new (ch|Id3 entity (N-En). This node

key is 0 ) e 10f- t | R- nd
cor r cob o) % AR s etruish SR Sof BEF ot SapiS otk ding 8 frbbes )
sub-roof ke Waen transm ssion of thi ode i s.finished,. the.new

* (chi | dﬁeéﬁ?&bwaGW@ﬁjpmﬁ i prodyce @na?egéas&ﬂfk‘%ﬁlﬁﬂli%w Bﬂn?ﬂ%naéﬁﬂ?&lhi | d)
entity (N-En) , sets the sub-root key of the top node received to the top
of t heim tmsentitytiethe fovesst stags. Kiy.ot oshayecthernoastiomipniia whighsapabidity o1

| eaf, and produces the enabling key block (sub-EKB) in the entity. On the

ot her lafif 4101e 4005 foewhidhithé Bevhos ivdsineel; rdefaredtih ehtepmintE riode! aied host
entity (P-En) to which is added a terminal node to be effective by the

ddi t; ) ] e . . :
(N En) PRI ATEER Besftitet i Qo REaed TR, KPR Do (SO e
new (¢ olrg: al%?)ic!, ttg téehgn%?&r’4 ltOri%eTc?r\llé &é:vqlcésdgap%.ﬁ{é cgiypr%yés%ri}lg a system B with

respect to voice reproducing and a system r with respect to image reproducing,

C;

respectively. To the entity 4102 belong devices capable of processing a system A with
respect to voice reproducing and a system q with respect to image reproducing,
respectively.

FIGS. 42A and 42B show an example of the constitution of a capability control
table controlled in the key distribute center (KDC). The capability control table has the
data constitution as shown in FIG. 42A. That is, propriety with respect to various data
processes is set to {1] or [0] such that there are an entity ID as a discriminator for
discriminating entities and a capability list indicative of capability defined in the
entities, and in the capability list, as shown in FIG. 42B, for example, if a voice data
reproducing processing system (A)is can be processed, [1] appears, if not, [0] appears,

and if a voice data reproducing processing system (B) can be processed, [1] appears,



transmts it to the host entity (P-En), and further notifiesiXagalst 204y
information with in connection with the device controlled by own entity to
t he host entity. The host entity (P-En) which received sub-EKB and
«capability information from the new (child) entity (NNEn) transmts

sub- EKB and capability information received, and renewed sub-EKB of the
host -entity (P-En) to the key di stritg(?te center (KDC). The key distribute
center (KDC) registers the sub-EKB and capability information of entity

s2a andi A5, (0] RaPPBRCThe biehaToE B papafifid e RECIINCQ40 NN LGmiur e

centeré i) IS p055| ble to produce various fornms of EKB, that is, EKB that
can be desenbgthtlut athereegnstijutions way ibeyermployed 1€ papalility withasspeatytodhe

devi ces. The present i nvention has been described in detail with reference

t o t he el decicearflangitize ohs beldivweiraimatdd. 1 s obvious that those skilled in
art may anend or replace the enbodinents within the scope not departing

f th ' h

nvent i on’ hat B8 SABRb Ty SoalbP bl EAREre ClERE Bkackit of SIEEKBA® 0 be
I nt t t at | d t.h th

| nvent {PE0BRLHBRERS S PeFon ISHIRFUOR HCEMANAR (LT BBy B 830 or

13 August 2004 92 Industrial Applicability As described above, the

i nf or msubaivopnode dischignisgtion datanef ¢ashrentity 9 sigreth  encryption key bl ock

sets sub-trees classified based on capability as data processing ability of

t he devi ces Ihrthe Kegydibtritmité vemter (KDE) Hor ekmpksyenlgrthe alavies papubde ofo a
root, nodes and | eaves on a path fromthe root to the | eaves of a tree in

uhi en To {( il yﬁc&ge&mﬁé%ﬂdﬁoe@@ b dHbEeRib iR AAEE (ERB) OnahES an
basis of the capability control table. The processing for producing the enabling key
block on the basis of capability information will be described with reference to FIG.
43,

First, in Step S4301, the key distribute center (KDC) selects an entity having the
designated capability from the capability control table. Concretely, for example, where
a content provider desires to distribute reproducible data on the basis of the voice data
reproducing processing system A is set to [1] is selected from the cabability list of FIG.

-42A. an entity, for example, in which item of the voice data reproducing (system A)
is set to [1], is selected from the capability list of FIG. 42A.

Next, in Step S4302, a list of selected entity ID constituted by the selected
entities is produced. Next, in Step S4303, a pass (a pass of key distribution

constitution) necessary for a tree constituted by selected entity ID is selected. In Step

4304, whether or not all pass selections contained in the list of selected entity ID are



effective for an entity in the entity as a nmanagi ng subj ect 16fAugmef2004
sub-tree, and nmanages capability information of the plurality of entities
and 'generates the enabling key block (EKB) decodable only by the entities
+havi ng common capability by using the sub- enabling key block (sub-EKB)
generated by the entities having the conmon capability in a key
distribution center (KDC). Thus, it igg possible to provide data which can
be processed only in specific devi ces as dat adecodabl e only by the

devi ces,

e voPBp g i By GIRONAR A DRE"EYRR DR ORI kg e

distribution center (KDC) .includes a capability man P nt Jeln whi ch -
r especProeess fertaqueatially splecting the tespectiye passeawthers @ urgﬁ@ tiesiarg
information for the entities, and the sub-enabling key block (sub- EKB) are
correspelded.t 0 one another, and selects an entity capabl e of processing

di stributed data to a device based on the capability managenent table to

gener at e th %h@ﬁ@éﬁdﬁ*xs%ﬁtﬁé@n ge%ﬁal@é&e w[bxretaﬁn YdE §Re Under

the selecte ent t I't 1s possible to ner varlety of EKBs

ot or npPPALE? cRecesBotelpler S M Ot RS }egﬁﬁ%ﬁ%' it Bbeefoditoe

according to the present i nventjon rranages a sub-tree as a partial tree
const i constiyted mevely bydhe selegteskenttigsect i ve keys are corresponded to a
root, nodes and |eaves on a path fromthe root to the | eaves of a tree in
which a pl uiNaixitt in Stbp $306¢eereveang adnatdet kaysdbfahe tiee dtamtee, prodused in
plurality of entities which generate a sub-enabling key block (sub-EKB)

baced, Sy o8 kcuntel oo graansk ey sunpdesepy, e e,
sel ect e ected entities constituting the tree is taken out of the capability control table, and the
enabling key block (EKB) that can be decrypted merely in the device of the selected
entities is produced on the basis of the sub-EKB and the renewal node key produced
i Step $4306. The enabling key block (EKB) thus produced is utilized merely in the
device having specific capability, that is, being a decodable enabling key block (EKB.
For example, a content key is encrypted by the enabling key block (EKB), and a
content compressed on the basis of a specific program in the content key is distributed
to the device whereby the content is utilized only in the specific decodable device
selected by the key distribute center (KDC).
As described above, in the key distribute center (KDC), for example, only the
device capable of reproducing the specific content produces the decodable enabling

key block (EKB) on the basis of the capability control table. Accordingly, where a new

entity is registered, it is necessary to previously obtain capability of a newly registered



entities by using the sub-enabling key bl ock (sub-EKB) generigtfduby2Glde
plurality of entities for distribution. Thus, it is possible to manage the
devi‘ces by dividing the hierarchical key tree structure, and to perform
«preci se processing corresponding to the devices. Wth the information
processi ng system and net hod using an encryption key block according to
the present invention, revoke procesgong of a device in an entity or an
entity can be executed. Thus, it is possible to prevent the quantity of
processi u n . e i : evi ce
ranage SN ABREEe g PRRGARANECARHARE M e RRRR Sw Bl WAL 10
system and nef hod using an encryption key block according to the present

i nvent dgscribed wi 'fﬁgqreﬂ‘é‘d’é’ -é’é‘eh entity is set as a reserve node. Thus,
it.is possible to cope with the increase of nanagenent devices or
management &BGL ditds a vidwihgusing 20pability @oticeprdcessing sekjoenee wderptlressi ng
system usi ng an encryption key block which constitutes a key tree in which

respeckkvveeﬂfﬁy%s PARiCPALE P ditributRA tred106IRtita#i6h, | eaves on a path

fromthe root”to eaves of tree in which a plurality of devices are

constityted a | eav e ren .0n. h by
sl cct 45 1518 o IR R e IR TY The Hog SHHBEMISR: PEHERICR AR g oy
a superordinate key by a subordinate key.a neraf es .an enabl i ng. key
bl ock Fremsiration peqiastwithirespech tedig base ww?ﬁﬁ&i’@@mpy h@fdasa@ PGl ity
of entities which constitute a part of the key tree, manage sub-trees

key in accordance with the public key encryption system, and the new entity sends own

public key to the'host entity (P-En) when the registration request takes place.

The host entity (P-En) which received the registration request transfers the
public key of the new (child) entity (N-En) received to the certificate authority (CA),
and receives a public key of the new (child) entity (N-En) to which a signature of CA
is added. These procedures are carried out as the procedure of mutual authentication
between the host entity (P-En) and the new (child) entity (N-En).

When the authentication of the new registration request entity is finished by
these processes, the host entity (P-Ne) grants the registration of the new (child) entity
(N-En) to transmit a node key of the new (child) entity (N-En) to the new (child) entity
(N-En). This node key is one node key of the terminal node of the host entity (P-En)
and corresponds to a top node of the new (child) entity (N-En), that is, a sub-root key.

When transmission of this node key is finished, the new (child) entity (N-En)
constructs the tree constitution of the new (child) entity (N-En) , sets the sub-root key

of the top node received to the top of the constructed tree, sets keys of each node and



cl assified based on capability as data processing ability ofi3Agudexices,
and generate a sub-enabling key bl ock (sub-EKB) based only on a key set
correspondi ng to nodes or |eaves included in the sub-tree; and a key

«di stribution center (KDC) which manages capability information of the
plurality of entities and generates the enabling key bl ock (EKB) decodable
only by the entities having. coomon agpability by using the sub-enabling
key bl ock (sub-EKB) generated by the entities having the common '

b1 ook Al ppdifes BT gRe SRR b BHE e Bltd AR B ELNE ey
includes a capability nmanagement table in whjch respective identi Li_ers for
the pl @h@hoﬁwn@ﬁyéﬂtﬁﬁha&z producesatbgisubrEKB inthe baskieniy (BrEn)e whichds es,

and the sub-enabling key block (sub-EKB) are corresponded to one anot her,
and seladded aaerminial hyderpsbdffeaivednoibessidiiordobtheinew Ghild) eatigu@¥-Ex)04 95

data to a device based on the capability managenent table to generate the

enabl i ng keywh&) néﬁ'f@lil&be&ﬁgzt{hﬁEﬁﬁ‘?}‘od%eE REL I BEhsHRHSH btoynmenéaé ect ed

entity. 3. The 1 nformation ‘processi ng” system using an encrypti key bl ock
according to lapm 1. rein .ad ntity to, t key. tr '
gener altkgg and; E]? %#1 g]BY FW% Bﬁwb@bgawe@ﬁb ?@%ﬁﬁ’ Elées éﬁwoéﬁwhﬁg (PR éﬁﬁgg?
correspondi ng to nodes or leaves in the sub-tree of A the new entity,

execut &ansegisst tathedkoss eatiss@-Kg).omd Rsther motikies capability yfogmatipnpith on

center (KDC), and executes notification processing of capability
i nf or mit comedtidmhwithahe device cyntrélled he ownt entityt iocthe hhost eststyng syst em usi ng
an encryption key block according to claim1 wherein the plurality of
entities haqedddt &itRY PG WIHER KdeiV &l ob-BRPA@p ARy information from

the new (child) entity (N-En) transmits sub-EKB and capability information received,

and renewed sub-EKB of the host entity (P-En) to the key distribute center (KDC).

The key distribute center (KDC) registers the sub-EKB and capability
information of entity received in the capability control table described with reference

-to FIGS. 42A and 42B, and renews the capability control table. The key distribute
center (KDC) is possible to produce various forms of EKB, that is, EKB that can be
decrypted merely by the entity having specific capability or devices.

The present invention has been described in detail with reference to the specific
embodiments. However, it is obvious that those skilled in art may amend or replace the
embodiments within the scope not departing from the subject matter of the present
invention. That is, the present invention has been disclosed in the form of illustration

and should not be inteipreted imitatively. For judging the subject matter of the present

invention, reference should be made to the claims described herein after.



entities and subordinate entities in which a term nal node a3 Admst 20G@r nost
stage of an entity is nade to be a top node (sub-root) of another entity
5. The information processing systemusing an encryption key bl ock
saccording to claim1l wherein each of the plurality of entities has
authority of setting and renewing the key corresponding to the nodes or

| eaves constituting the sub-tree whicdp belongs to the own entity. 6. The

i nformati on processing system using an encryption key bl ock according to
claiml1 wherein each device which belongs to an entity at the | owernopst
class with |eaves at the |owernost stage in the entity being | eaves
correspondlng to res ectlve devi ces anong the plurality of entities has

st or ed Industsiah Apphicabi 1ﬁéy and a | eaf key set in nodes and |eaves on a path
froma top node (sub-root) of the entity that the device 13 August 2004 96
itsel f Dbel ongs describedabohe] e infafmatiai preesdsgapsient and metlodiuseng asel f 7.
The infornation processi ng system using an encryption key bl ock accordi ng

AGp Y&f«‘kgy Blo%ﬁféat§§uﬁ t}%e@ué%@m pmaﬁéd 8hida h@ﬁngqga $lchssin

rranagerrent enti1t n the ower stage o e own entit t hat one or

nore no ves int odes t t he | ower no e of the
o encPLE? BEaRes 165 BEEReRiceiede eyt P o0 B P AL ng
system usjng an encryption key bl ock accor di ng to claim]l wherein the
super onwideawaddeavesynapath feeraghe reotfethe naves of a tisedniveligh ganlurgdie of set s a
key corresponding to the term nal node of the superordinate entity as a
node t hiviceseire chhstitatdd-dsrthe ledves heereeatee at ehablasy keyt block dBER)swhichast ) key
of the new entity. 9. The information processing systemusing an encryption

grexcf) 02'53’?{}?5?"3’?%‘%2‘%}%@ in ety a¥H{oMa BirBSuBf¥it bl ub- @8 Gt BariaR¥eke
capability information of the plurality of entities and generates the enabling key block
(EKB) decodable only by the entities having common capability by using the sub-
enabling key block (sub-EKB) generated by the entities having the common capability
in a key distribution center {(KDC). Thus, it is possible to provide data which can be
processed enly in specific devices as datadecodable only by the devices.

With the information processing system and method using an encryption key
block according to the present invention, the key distribution center (KDC) includes
a capability management table in which respective identifiers for the plurality of
entities, the capability information for the entities, and the sub-enabling key block (sub-
EKB) are correspoﬁded to one another, and selects an entity capable of processing
distributed data to a deﬁce‘ based on the capability management table to generate the

enabling key block (EKB) decodable only by the devices under the selected entity.

Thus, it is possible to generate a variety of EKBs corresponding to a variety of



key set in nodes on a path froma top node (sub-root) in thel3ehigust2ad4r ough
a leaf corresponding to the revoked device and generates a renewal sub-EKB
into which the renewed node key is constituted as an encryption key
sdecodabl e only by | eaf devices other than the revoked device to send it to
a superordinate entity, and the superordinate entity renews a node key on
a path froma termnal node to whichgghe renewal sub-EKB has been sent
through its own sub-root and generates a renewal sub-EKB to send it to a
further %ﬂﬁf{ordinate entity, such that the revoke processing of the device
i s exebTMEFIUBY sequential ly executing renewal sub-EKB generation and
sendi ng processing.on the entity basis up to a highest entity to carry out
renewal of &dsm thedrfokmption preeesgigrsystons and meethed dismg deoner Piondkh a

root and executing registration processing of the 13 August 2004 97

r enewablcevkb abidddign o athed prazchhdnvanpmainafagbh e sobdréeyast o partiakeyee
distribution center (KDC). 10. The infonnation processing system using an
encr ¥ PLbdidEe IS SR HoRTedRotich RER dreWiRIRBnaG B4 [40f, HbAG uRKec! es
revoke processrng of a subordindte entity renews a node key set in nodes
.on a path froma t nqde bsrqot) in the entjt t.hr he-q_ termpal node
cor r es{f&NEF AB agpath %2’“? &Poﬁ?é?g&b'i]i’ﬁq?@)eﬁﬁ’g ad-éeff’elpa‘f’fé@}/‘él HIBF?gﬁng%EHS’QERE? into
which the node key has been renewed to send it to a superqrdinate entity,
and t heonsiputeskasithadeaventsetsa plamality of entities ndyclogenerptetansub-enabiingked nal
node to which the renewal sub-EKB has been sent through its own sub-root
and gebRycki(eeb-EKBEbeswl orfybn BHBytset semekponding @ rades beleavepardndedat e
entity, such that the revoke processing on the entity basis is executed by

SooLeniebl e i AT R BCRE st o9 e
entities by using the sub-enabling key block (sub-EKB) generated by the plurality of
entities for distribution. Thus, it is possible to manage the devices by dividing the
hierarchical key tree structure, and to perform precise processing corresponding to the
devices.

With the information processing system and method using an encryption key
block accbrding to the present invention, revoke processing of a device in an entity or
an entity can be executed. Thus, it is possible to prevent the quantity of processing
caused by increasing devices in a case of an integrated device management from being
increased.

Further, with the information processing system and method using an encryption
key block according to the present invention, é terminal node of each entity is set as

areserve node. Thus, it is possible to cope with the increase of management devices

or management entities.



renewal of each node key on the path fromthe revoked enti t yi3tAugoeiood r oot
and executing registration processing of the renewal sub-EKB generated in
the Tenewal of the node key to the key distribution center (KDC). 11. The
‘«informati on processing systemusing an encryption key bl ock according to
claiml wherein an entity which executes revoke processing of a subordinate
entity renews a node key set in nodgg except for a term nal node on a path
froma top node (sub-root) in the entity through the term nal node
corresponding to the revoked entit§1 @Il’ll generates a renewal sub-EKB into
whi ch the node key has been renewe f8%%end it to a superordinate entity,
and the superordinate entity renews a node key on a path 1%§A gusi . 2004 98
from alt er nPBainiopaation pIRCRSFIRG SYFERL WMSING: dH- ERGYRHEN pkah blecl W ghits
own sub- root and generates a renewal sub-EKB to send it to a father

super oconstattesanksyt tyee suwhich tespedthe keys ake coregmarieddo aroohenadesiang basi s

I s executed by sequentially executing renewal sub-EKB generation and

e . . al st enerati v out
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renewa eac ey except for the term nal corresponding to the

revoked enti on,the path fromthe reugked ent] r h [ nd

e ecut ProtlRt g Ao B ent @R PSR al el bt PR b Al RN, e
renewal _of the node key to the key djstribut i_onﬁfcenter (KDC%. 12, An

i nf onnBathorensitidelars thegkéetres and snady piiondieessstnd et & sypeiosdinateakepby a

I nformati on processing systemwhich constitutes a key tree in which

r especsubmrdimts kepard generatsamdacbling&ey ddock (EIIB3 tapdovidauds devcpat h
fromthe root to the leaves of a tree in which a plurality of devices are

gglnzéit %gﬁgt@ﬁ cbﬂ%ﬂs%?gfe?" executes renewal of keys on a selected path by
g the path conStituting the key tree and encryption

a plurality of entities which constitute a part of the key tree, manage sub-trees
classified based on capability as data processing ability of the devices, and generate a
sub-enabling key block (sub-EKB) based only on a key set corresponding to nodes or
leaves included in the sub-tree; and

a key distribution center (KDC) which manages capability information of the
plurality of entities and generates the enabling key block (EKB) decodable only by the
entitics having common capability by using the sub-enabling key block (sub-EKB)
generated by the entities having the common capability.
2. The information processing system using an encryption key block according to
claim 1 wherein the key distribution center (KDC) includes a capability management
table in which respective identifiers for the plurality of entities, the capability

- information for the entities, and the sub-enabling key block (sub-EKB) are

cotresponded to one another, and selects an entity capable of processing distributed



processi ng of a superordi nate key by a subordinate key and ¢gentugist20@in

. enabling key block (EKB) to provide it to a device, the nethod conpri sing
t he 'steps of: generating a sub-enabling key bl ock (sub-EKB) based only on a
*key set corresponding to nodes or |eaves included in a sub-tree of each
entity in entities which constitute a part of the key tree and manage
sub-trees classified based on capabilgsty as data processing ability, of

t he devices; and extracting a sub-enabling key bl ock (sub-EKB) generated by
entiti A : LA | drd ' [ t he
ol ur al CpiA B Q8o BERRARIAERANHK RRRE RN CRNER) dorelatcThOPATMIS ey
bl ock Kl bl nl the,entitie Vi the _.comon capability in
a key ﬁ%@(@gﬁ%ﬁ%@ﬁ%@%&%@ﬁwwwﬁe{@ %ﬁ‘gg%tsaﬁp{“@- i nformati on of
the plurality of entities. 13. The infonnation processing nethod using an
encryption Kéde ibfeomatinquodessing systahaisinglan eussyption keseblock peesrdiagita at i ng
the enabling key block (EKB) in the key distribution center (KDC) i ncludes

the st @psinPf whefdif @My hddedadtitity tethelkay g geheracsmmub-aabdinig ey block
generating an entity tree constituted by the entities selected In the

entity . Seleot =t | b 1ia1,88; L4 ree;
and oot SREERTS) GibeHlely oh SRRSO ArRpRALPAGIRE bf Kaliput e R tedol [P0,
entiti based on the node key renewed in.the nqg ey, rene Sstep and a
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usi ng an encryption key block according to, L .

center (KDC), and executes notification processing Qf capability information of the

own entity,

4. The information processing system using an encryption key block according to
claim 1 wherein the plurality of entities have a hierarchical structure of superordinate
entities and subordinate entities in which a terminal node at the lowermost stage of an
entity is made to be a top node (sub-root) of another entity.

5.  The infomlation- processing system using an encryption key block according to
claim 1 wherein each of the plurality of entities has authority of setting and renewing
the key corresponding to the nodes or leaves constituting the sub-tree which belongs
.to the own entity.

6. The information processing system using an encryption key block according to
claim 1 wherein each device which belongs to an entity at the lowermost class with
leaves at the lowermost stage in the entity being leaves comresponding to respective
devices among the plurality of entities has stored therein a node key and a leafkey set

in nodes and leaves on a path from a top node (sub-root) of the entity that the device



claim 12 wherein the key distribution center (KDC) includes 13 Aapabbdos y
managenent table in which respective identifiers for the plurality of
entities, the capability infonnation for the entities, and the

*sub- enabl i ng key bl ock (sub-EKB) are corresponded to one another, and
selects an entity capable of processing distributed data to a device based
on the capability managenent table t enerate the enabling key block
(EKB) decodabl e only by the devices under the selected entity. 15. The

I nformat i rocessjin hqd i ng _an _engr i on key.bl.ack according to 13
August.1@6&2’%@%%‘%%&@%3%&%%g%9§3m§3X‘gh"ee?lﬁ‘f‘P 1@%& he key tree
generates a sub-enabling key bl ock (sub-EKB) based only on_a key set

cor r esfondi rghetinformiiongprotessitessystern hising dn encryption kenblaskacenrding to
executes registration processing of the sub-EKB to the key distribution
cent er o(KBC] winidircaRbilifahe phiralihcef étitidaralde adellmahaganait éntity in the

I nformation of the own entity. 16. The information processing nethod using
e

an enciyget gk il 86l 460" cIOEP onEloRrd AU LR ERyRGH (BE pbliEs or

pl ur al ntrtres executes se ng and renew ng t correspondi ng

to the_nodes gée'eaves constituting the. sub-tree I ch bel on to the own

ent i t ylcaves afitiae lowermast stage of the SBNRNLHR AFEESEEYe SaFr?S%W(?rrkngelson key bl ock

according to claim12 wherein the superordinate entity which adds the new

entity8 o i (Bheinfoimation prodessseg syséerhagingomrarspypttdmkey blockaccerdimgtd node

of the superordinate entity as a node that sets the sub-tree of the new

entitychfimdl wWherdiadke Gipebordavdty elifity Whichddew neain Eﬁﬁlg/_- to18 tefthihal Abde mat i on
[

processi ng nmet hod using an encryption key block according to

sets akey corresponding to the terminal node Qf the superordinate entity as a node that
sets the sub-tree of the new entity as a top node (sub-root) key of the new entity.

9. The information processing system using an encryption key block according to
claim 1 wherein an entity which executes revoke processing of a device renews anode
key set in nodes on a path from a top node (sub-root) in the. entity through a leaf
corresponding to the revoked device and generates a renewal sub-EKB into which the
renewed node key is constituted as an encryption key decodable only by leaf devices
other than the revoked device to send it to a superordinate entity, and the superordinate
cntity renews a node key on a path from a terminal node to which the renewal sub-EKB
has been sent through its own sub-root and generates a renewal sub-EKB to send it to
a further superordinate entity, such that the revoke processing of'the device is executed
by sequentially executing renewal sub-EKB generation and sending processing on thé

entity basis up to a highest entity to carry out renewal of each node key on the path

from the revoked device through a root and executing registration processing of the



claim 12 wherein an entity which executes revoke processi ng 1#Awudeie
renews a node. key set in nodes on a path froma top node (sub-root) in the
entity through a leaf corresponding to the revoked device and generates a
srenewal sub-EKB into which the renewed node key is constituted as an
encryption key decodable only by | eaf devices other than the revoked
device to send it to a superordinate gntity, and the superordinate entity
renews a node key on a path froma term nal node to which the renewal

gencr atiseouel SRS Hhobiled STRORGRAATS SRRk fo RENBYdrfBBb B, .,

such that the revoke processing ofthe device is executed by sequentially

- execut i GeHLer - sub- EKB generation and sendi ng processing on the entity
basis up to a highest entity to carry out renewal of each node key on the
path fiHom tTHee ndunksitomiprdcessing systgn wingan encrypanakey ibbock agiosdmgttoon
processi ng of the renewal sub-EKB generated in the renewal of the node key
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met hod using an encrypti ock according to Tlaim12 ereln

entity which.exegufes revoke,processi of a. subordinaie entit renews a
node KAYTEES & PGB HER sEhImARAROF oredi i A0k 100 eRbaePD in theefraili ¢y

t hrough, a term nal, node corresponding to the revoked entity and generates a
r enewalthrayigh ateminalnads errespendingdolby revakedsaiity and gsaerates e renavialt o a
superordinate entity, and the superordinate entity renews a node key on a
pat h f rsab+aKBanto whichthd aotekeybastieenreneweadtwedendubtoE@ifeasrdiesin enttyt,
through its own sub-root and generates a renewal sub-EKB to send it to a
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entity basis iIs executed by sequentially éxecutling renewal sub-EKB
which the renewal sub-EKB has been sent through its own sub-root and generates a
renewal sub-EKB to send it to a further superordinate entity, such that the revoke
processing on the entity basis is executed by sequentially executing renewal sub-EKB
generation and sending processing on the entity basis up to a highest entity to carry out
renewal of each node key on the path from the revoked entity through a root and
executing registration processing of the renewal sub-EKB generated in the renewal of
the node key to the key distribution center (KDC).
11.  The information processing system using an encryption key block according to
claim 1 wherein an entity which executes revoke processing of a subordinate entity
renews a node key set in nodes except for a terminal node on a path from a top node
(sub-root) in the entity through the terminal node corresponding to the revoked entity

and generates a renewal sub-EKB into which the node key has been renewed to send

it to a superordinate entity, and the superordinate entity renews a node key on a path



generation and sending processing on the entity basis up to 13 Aigybea104
entity to carry out renewal of each node key on the path fromthe revoked
enti'ty through a root and executing registration processing of the renewal
«sub- EKB generated in the renewal of the node key to the key distribution
center (KDC). 20. The information processing nmethod using an encryption key
bl ock according to 13 August 2004 10%8 claim 12 wherein an entity which
execut es revoke processing of a subordinate entity renews a node key set

in ”Odq§01?ﬁ%§ﬂt?ﬁagﬁ%(ﬁe {%Q/gm[cﬂi‘llle %gﬁgﬁr?gﬁl@]?ﬂ@! Had 15%.39' .'%éﬁ: frofigh fts O(N?lk%glgt oot)

in theen erm e correspo to tHe revo entity
and generates a renewal sul- .nto which t ode ke as been renewed to
s’ oot exiedhasaeeAdrnand sE B0 shad e ad B Rer GRS P BB ws
node kei; on a path froma terninal node to which the renewal sub-EKB has
been sdhat thermugke processmgsubther endity dradisge rexecanted by semenslally dxeerBngo send
it to a further superordinate entity, such that the revoke processing on

the entrbhywhBRibSEKD gotRenicifatlsehditipriocadding 6x Bradntitg bakie li!@w@a_lﬁ%lbesEKB
generation and sending processing on the entity basis up to a highest
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center (KDC). 21. A programdistributing mediumfor distributing a conputer
pr ogr arandreixehutingiegssteatmnlprogedsmg dfitbe kenemrbyuly kel genengtet ivdhesineyval
executed on a conputer system in an information processing system which
const i tgftthe nadk &y it € kéy dbibutiespantt (€DReys are corresponded to a
root, nodes and | eaves on a path fromthe root to the | eaves

12. ~ An information processing method using an encryption key block in an

information processing system which constitutes a key tree in which respective keys
are corresponded to a root, nodes and leaves on a path from the root to the leaves of
atreein whic;h a plurality of devices are constituted as the leaves, executes renewal of
keys on a selected path by selecting the path constituting the key tree and encryption
processing of a superordinate key by a subordinate key and generates an enabling key
block (EKB) to provide it to a device, the method comprising the steps of:

generating a sub-enabling key block (sub-EKB) based only on a key set
corresponding to nodes or leaves included in a sub-tree of each entity in entities which
constitute a part of the key tree and manage sub-trees classified based on capability as
data processing ability of the devices; and

extracting a sub-enabling key block (sub-EKB) generated by entities having

comimon capability based on capability information of the plurality of entities and



of atree in which a plurality of devices are constituted as3tAgusEziids,
executes renewal of keys on a selected path by selecting the path
constituting the key tree and encryption processing of a superordi nate key
~by a subordi nate key and generates an enabling key block (EKB) to provide
It to a device, the conputer program conprising the steps of. 13 August
2004 103 generating a sub-enabling key block (sub-EKB) based only on a key
set corresponding to nodes or |eaves included in a sub-tree of each entity

in entities which cponstitu (o] e h : ~Irees
cl assi gpré%ragagéﬁe Sﬁaﬁg%kf’y r[’f@ckﬁkggt%cépglélés%}lﬁg%g%tgﬁggﬁt%ﬁyﬁje%| ces;
and extracting a sub-enabling_key block (sub-EKB) qgenerated by entij.ties
havi ng conwnem capabiity 1inta keysdigtrimtion senter t(ﬁ’&% d}?’fﬁﬁ i s ﬂ;e P%aq%'lw ality
of entities and generating the enabling key bl ock (EKB). decodable only by

t he eninfor@atiba\ofbe phealiosfatiteapabi ity in a key distribution center
(KDC) which has the capability infonnation of the plurality of entities.

22. An{hnf oRfaty ﬁ%ﬁﬁ%ﬁé%ﬁgﬁ%ﬁ&&@d‘iﬁi QOB MPLEPBIJCRMCOblig i ch

constitfites a key tree | respective keys  are corresponded to a root,
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keys on a sel ected path by selecting the . path constituting the key tree
and endisgributen gentee (KNG iveludes thepigpdiodat e key by a subordinate key and
generates an enabling key block (EKB) to provide it to a device, the

syst em conpgtlettiag tiee ehtities havwngtheesdmrionscapabidityymanage a sub-tree as a
partial tree constituting the key tree and generate a sub-enabling key

block (sub- GKRBAgesh Uity el cl@Miti®id by the entities selected in the entity

selection step;

renewing a node key constituting the entity tree; and

generatiné an enabling key block (EKB) decodable only by the selected entities
based on the node key renewed in the node key renewal step and a sub-EKB of the
selected entities.
14. | The information processing method using an encryption key block according to
;zlailn 12 wherein the key distribution center (KDC) includes a capability management
table in which respective identifiers for the plurality of entities, the capability
information for the entities, and the sub-enmabling key block (sub-EKB) are
corresponded to one another, and selects an entity capable of processing distributed
data to a device based on the capability management table to generate the enabling key
block (EKB) decodable only by the devices under the selected entity.

15.  The information processing method using an encryption key block according to



corresponding to nodes or |eaves included in the sub-tree; agdRuse304
distribution center (KDC) which generates the enabling key bl ock (EKB)
decodabl e only by selected entities by using the sub-enabling key bl ock
«(sub- EKB) 13 August 2004 104 generated by the plurality of entities. 23.
The information processing system using an encryption key bl ock according
to claim22 wherein the plurality ofggentities have a hierarchical
structure of superordinate entities and subordinate entities in which a

termnal .n t t.he | ower ti St n ti ' _ p node
(sub. r SR G whisetif nQH! §95 R0 the 8y 4f6H debrieds AOLB- S BBERA L, 1O
an encryption key bl ock according to claim22 wherein each af the

pl ur al blogkdpuledi )b@sqdamlmnwdqu%ct@m%m@ f am‘ges iphe pebr
corresponding to the nodes or |eaves constituting the sub-tree which

bel ongfree tof theeneweneiny,i éxecu®s. regiveratiohgpmratdsarg pf toe ssbHKBytet thmkesi ng an
encryption key block according to claim22 wherein each device which

bel oNggist bt dridr TKDGL hAYCELRSkeC MM _ phoRisingaloft bipduaigy most
stage I'n e entity being T"eaves corresponding to respective devicés anong
the plurality of .entities has stored therein a node key and a | eaf key set
in nod&fggﬁa%{wéﬁgge BWRLMUY - from a top node (sub-root) of the entity that
the device itself belongs to through the |eaf that corresltzonds to the

devi cel6: selthe infprnmheniproeassingaethed sstnganencsyptiankashlogk apcadsgia i on
key bl ock according to claim22 wherein each of the plurality of entities
adds ackéhfl 2whaganesh ofithé ploralitytdfentitienexecttenpettaig smdrenewingthiekey such
that one or nore nodes or |leaves in the nodes or |eaves at the | owernopst

stage phrrbdSortifly RItheh¥das & IERRA CHREHARINIES SR re@ Wdsch belongs to the own

entity.

17.  The information processing method using an encryption key block according to
claim 12 wherein the superordinate entity which adds the new entity to its terminal
node sets a key corresponding to the terminal node of the superordinate entity as a
node that sets the sub-tree of the new entity as a top node (sub-root) key of the new
entity.

18.  The information processing method using an encryption key block according to
claim 12 wherein an entity which executes revoke processing of a device renews anode
key set in nodes on a path from a top node (sub-root) in the entity through a leaf
corresponding to the revoked device and generates a renewal sub-EKB into which the
renewed node key is constituted as an encryption key decodable only by leaf devices
other than the revoked device to send it to a superordinate entity, and the superordinate

entity renews a node key on a path from a terminal node to which the renewal sub-EKB



27. The information processing systemusing an encryption kel Algusk2004
according to claim22 wherein the superordinate entity which adds the new
entity to its termnal 13 August 2004 105 node sets a key corresponding to
the term nal node of the superordinate entity as a node that sets the
sub-tree of the new entity as a top node (sub-root) key of the new entity.
28. The infonnation processing systepygsing an encryption key bl ock
according to claim22 wherein a neMy added entity generates a
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regi stration processing of the sub-EKB to the key distribution center
(KDC) . adurthersiporexsinate cotityppediibet the reyekedrooessing @ﬁléwstifr@iﬁ bl ock
according to claim22 wherein an entity which executes revoke processing

of a déyisequertinliysesecntidg refesyal sab-EKiBetemtion andpahdinfy processinpon tite
(sub-root) in the entity through a | eaf correspondl ng to the revoked

const | S oy P e R R L e Mg RO B OREIEDY Lo

t he rewoke send it .to a sup, erordinate and. t he

super ot %re‘éﬁ?&ﬁt‘fp “%1’ A 5ot %ﬁ&%ﬁ“ﬁnge{PﬂsﬁPﬁﬂ?i’r?%‘?sﬂ%Pf H%e to
whi ch the renewal sub- EKB has been sent through its own sub-roqQt and
gener arenevialrseRK B ganemia mothsereseval of th @Hﬂgﬁ kegrtoshigdrcr disHalbwint i ty,
such that the revoke processing of the device is executed by sequentially
execut cegter €KEY@). sub- EKB generation and sendi ng processing on the entity
basis up to a highest entity to carry out renewal of each node key on the
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claim 12 wherein an entity which executes revoke processing of a subordinate entity
renews a node key set in nodes on a path from a top node (sub-root) in the entity
t}:fough a terminal node corresponding to the revoked entity and generates a renewal
sub-EKB into which the node kéy has becﬁ renewed to send it to a superordinate entity,
and the superordinate entity renews a node key on a path from a terminal node to
which the renewal sub-EKB has been sent through its own sub-root and generates a
renewal sub-EKB to send it to a further superordinate entity, such that the revoke

- processing on the entity basis is executed by sequentially executing renewal sub-EKB
generation and sending processing on the entity basis up to a highest entity to carry out
renewal of each node key on the path from the revoked entity through a root and
executing registration processing of the renewal sub-EKB generated in the renewal of

the node key to the key distribution center (KDC).

20.  The information processing method using an encryption key block according to



renewal sub-EKB generated in the renewal of the node key to 1t3heuduely2004

di stribution 13 August 2004 106 center (KDC). 30. The information
processi ng system using an encryption key block according to claim 22
*wherein an entity which executes revoke processing of a subordinate entity
renews a node key set in nodes on a path froma top node (sub-root) in the
entity through a term nal node corré¢8ponding to the revoked entity and .
generates a renewal sub-EKB into which the node key has been renewed to
send i : r 4 ' el ws a
node ktg/atlg]nma%g%? %ﬂf&ognﬁgﬁtvglﬁgh%%aép%%ggm{dg% p\%ﬂ?ﬁﬂi e@gﬁgﬁn@a}ﬁ%ﬁg@ E&E has
been sent throu%h Its own sub-root and eneraﬁt ea a r&g}g\iﬁl sub- EKB,t o send
it to &CHEWS A0dsks¥sst Hl medes qeept pr atyERmal apde 08 & Oty Q%‘ii‘hg on
the entity basis is executed by sequentially executing renewal sub-EKB
gener at(funreotd iss Sredintify phrovgh shatprovinalnede woinegpdading tophe revokied gntity
entity to carry out renewal of each node key on the path fromthe revoked

entity ahfrguethtes A pievidldubREBULthidtotheticle ke s deeastnewed 16 Bend enewval
sub- EKB generated in the renewal of the node key to the key distribution

cent er .(KDC . | r ' [ [ | on ke
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processi ng of a, subordinate entity ene nqde ke et i,n, nodes except
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t hrough the term nal node corresponding to the revoked entity _and

gener ateet andgmevates 8 nénePrdd sitrt o s¢nd itiéo adashereppheerdinade enttyewaeh t o
send it to a superordinate entity, and the superordinate entity renews a
node KelyatahiedePalkd processing on the entity basis is executed by sequentially executing

" renewal sub-EXB generation and sending processing on the entity basis up to a highest
entity to carry out renewal of each node key except for the terminal node
corresponding to the revoked entity on the path from the revoked entity through a root
and executing registration processing of the renewal sub-EKB generated in the renewal
of the node key to the key distribution center (KDC).

21. A program distributing medium for distributing a compﬁter program which
makes enabling key block (EKB) generating processing executed ona computer system
in an information processing system which constitutes a key tree in which respective
keys are corresponded to a root, nodes and leaves on a path from the root to the leaves
of a tree in which a plurality of devices are constituted as the leaves, executes renewal
ofkeys on a selected path by selecting the path constituting the key tree and encryption
processing of a superordinate key by a subordinate key and generates an enabling key

block (EKB) to provide it to a device, the computer prograin comprising the steps of:



froma term nal node to which the renewal sub-EKB has been seniudust2amh its
own sub 13 August 2004 107 root and generates a renewal sub-EKB to send it
to & further superordinate entity, such that the revoke processing on the
entity basis is executed by sequentially executing renewal sub-EKB
generation and sending processing on the entity basis up to a highest
entity to carry.out renewal of each ngde key except for the term nal node
corresponding to the revoked entity on the path fromthe revoked entity
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center (KDC). 32. The .information, prqgessi system usi.ng. an encryptjon key
bl ock &eEmsaPAGIngdo nedss a1 leavemsedgdima SEQT 46 félseagiﬂ sneewgltqnmeéﬁlﬁgh
managi ng subj ects of devices or entities belonging to a common category
such asombtitudenipaet &ithd keg eewiand nidnage subiteegs nipssifealisaskd od, capabilitgas An

I nformati on processing nethod using an encryption key block in an

i nfor %"Qﬁﬁﬁe%ﬁgsﬁmﬁyﬁh@%m chypnstitutes a key tree in which

respective®keys re corresponded to a root, nodes and | eaves on a path

fromthe root ,to the | gaves . of ;a tree in | a plurakit l:ces are
Conet 1 tut eq Sxttactinda siReRa e, ke bdck (HbrEXE) RuBER by dufles AT °L
selecting the path_constituting the key tree ang encryption, pr.qcessi,ng of
a supercoiainpateapebifity based opcsapahility Intrmaitonyeh dhepbiyality af spiifes apdy

bl ock (EKB) to provide it to a device, the nethod conprising the steps of:
gener atgengratingthecomdlinypkéebldokd KBk deedddB)e bakeby drd ynwineshikangshe
correspondi ng to nodes or leaves included in a sub-tree of each entity in a
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g the key tree; and
information of the plurality of entities.
22. An information processing system using an encryption key block which
constitutes a key tree in which respective keys are corresponded to a root, nodes and
leaves on a path ﬁoﬁ the root to the leaves of a tree in which a plurality of devices are
constituted as the leaves, executes renewal of keys on a selected path by selecting the
path constituting the key tree and encryption processing of a superordinate key by a
subordinate key and generates an enabling key block (EKB) to provide it to a device,
the system comprising:
a plurality of entities which manage a sub-tree as a partial tree constituting the

key tree and generate a sub-enabling key block (sub-EKB) based only on a key set
corresponding to nodes or leaves included in the sub-tree; and

a key distribution center (KDC) which generates the enabling key block (EKB)

decodable only by selected entities by using the sub-enabling key block (sub-EKB)
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by selected entities by using the sub-enabling key bl ock (sub-EKB)
genérated by the plurality of entities in a key distribution center (KDC).
«34. The information processing nmethod using an encryption key bl ock
according to claim33 wherein each of the plurality of entities executes
setting and renewi ng the key correspgpding to the nodes or |eaves
constituting the sub-tree which belongs to the own entity. 35. The

i nformat.ion cessi t hod .usi ng an encryption key bl ock according to
claim §§n€&?é$ig¥?ﬁ%8ﬂgﬂfg‘§r%?%tﬁ§ﬁe entity which adds the new entity to its
terminal node sets a key corresponding, to the ter,m'gal Pq%ﬂe of t.he

super o”di natldiednfonmation propessing sstes asing ancenpapbtiorkey blackacserdingto ty as
a top node (sub-root) key of the new entity. 36. The information

pr oces glgig 2Ewheskit sheplusadite o€ entitiesimvieayhibtapclidcalcstnrotinregp fisupendrdimt83
wherein a newly added entity generates a sub-enabling key bl ock (sub-EKB)

based Qffiyie Qn-§ sgﬁ%@%e ERAGESRONAIAS (ANRRIRSIOL: RAYRrhBst fifosybah r ee of

the new entit executes registration processing of the sub-EKB to the
uaing BHHEHEPARP 6hORayOBISGR (dren) fb Seetel e 33 Wner oi n an enti ty
whi ch execut es revoke processing of a device renews node key set in
nodes @#.a pJdwerinforamation pECATIRE XY USHIZ)AL) wml@hﬁw gqucm@egrfﬂslag t@af
corresponding to the revoked device and generates a renewal sub-EKB into
whi ch tcheml® whgnsh 260 6f the plurality of entities has authority of setting and renewing

the key corresponding to the nodes or leaves constituting the sub-tree which belongs

to the own entity.

25.  The information processing system using an encryption key block according to

claim 22 wherein each device which belongs to an entify at the lowermost class with

leaves at the lowermost stage in the entity being leaves corresponding to respective

~ devices among the plurality of entities has stored therein a node key and a leaf key set

in nodes and leaves on a path from a top node (sub-foot) of the entity that the device

itself belongs to through the leaf that corresponds to the device itself.

26.  The information processing system using an encryption key block according to

claim 22 wherein each of the plurality of entities adds a self management entity in the

lower stage of the own entity, sucﬂ that one or more nodes or leaves in the nodes or

leaves at the lowermost stage of the own entity are reserved as reserve nodes.

27.  The information processing system using an encryption key block according to

claim 22 wherein the superordinate entity which adds the new entity to its terminal



109 renewed node key is constituted as an encryption key dedoulajuke2amal y by
| eaf devices other than the revoked device to send it to a superordinate
entirty, and the superordinate entity renews a node key on a path froma
«term nal node to which the renewal sub-EKB has been sent through its own
sub-root and generates a renewal sub-EKB to send it to a further
superordinate entity, such that the fgyoke processing of the device is
executed by sequentially executing renewal sub-EKB generation and sendi ng

pr ocessi on the entit asi s to a highes nt | o enewal
of eacl"i‘oagcﬁ?t%é ey rquFFépé]égwg tPrtt\;1 t?ﬂ@nﬁﬂvga%atf&ﬁ% F'&éélrpﬁ&g%%h&ﬁl&c%téand
executing registration processing of the renewal sup-EKB genetr ted in the
r enevalnode thaesatothe fubytree of Kbe mey entyy ais BuopawdedsHbEPODIISY) 0 t%s.new.e

i nformati on processing nethod using an encryption key bl ock according to
claim %ﬁtff@_erei n an entity which executes revoke processing of a

subordi nat'e entity renews a node key set in nodes on a path froma top

node b-r - L Yo r ' : ' to th
Fevokedent iy infrdforiocbking Bsiutisthd &1 Gepfpuohley BRickaREaRtngth D | 2
n 1ty Fahvaa vherone aayadded SRER HmsnReS s Shhicibting e bESARETR " ©
entity 1

renewal sub-EKB has been sent through its own sub-root and generates a

r enewalbased-ofBon @ leaynstticortespandingttharodes e deavgsinithe subitrsg, ofsthernawat t he
revoke processing on the entity basis is executed by sequentially

execut isngity aaavelecattd-fekRirationcpricessingiof the sdbAKBr tac tieskeyg detribhoent i ty
basis up to a highest entity to carry out renewal of each node key on the

pat h frcgmérttkﬁey_oked entity through a root and 13 August 2004 110

29.  The information processing system using an encryption key block according to
claim 22 wherein an entity which executes revoke processing of a device renews anode
key set in nodes on a path from a top node (sub-root) in the entity through a leaf
corresponding to the revoked device and generates a renewal sub-EKB into which the
renewed node key is constituted as an encryption key decodable only by leaf devices
other than the revoked device to send it to a superordinate entity, and the superordinate
entity renews a node key on a path from a terminal node to which the renewal sub-EKB
has been sent through its own sub-root and generates a renewal sub-EKB to send it to
a further superordinate entity, such that the revoke processing of the device is executed
by sequentially executing renewal sub-EKB generation and sending processing on the
entity basis up to a highest entity to carry out renewal of each node key on the path
from the revoked device through a root and executing registration processing of the

renewal sub-EKB generated in the renewal of the node key to the key distnbution



executing registration processing of the renewal sub- EKB genérfaigedt 2004t he
renewal of the node key to the key distribution center (KDC). 39. The

i nférmati on processing nmethod using an encryption key bl ock according to
-cl aim 33 wherein an entity which executes revoke processing of a
subordinate entity renews a node key set in nodes except for a term nal
node on a path froma top node (subqpgot) in the entity through the
term nal node corresponding to the révoked entity and generates a renewal
sub-EKB into hﬁh t he node key has been renewed to send it to a
superorct?PFPJt ity, and the superordinate entity renews a node key on a
path froma ternm nal node to which the renewal sub-EKB has been_ sent

t hr ougt3Q.t s Bwinfobmatieroprosassing systemaising aeersipption keykipckacserdingtot o a
further superordinate entity, such that the revoke processing on the

entity digigh 921 wheeRs bih edtiRywhRhusptik ryvekegmecesing v€aavbbrdinbtet ity
generation and sendi ng processing on the entity basis up to a hi ghest

entity rr e - : node
corr cepeavRg Yot keb SECUEhg s SR PARRACY (GHSPAL (orbdg ARSI Ty
through, a rQot and executing registrajion prqcessi ng,of the renewal

sub- EKB rateginal o Wﬂgu’&ftoﬂ E%‘ﬁ%@gl@é‘fﬁl’ Sﬂg gengtales i SNt i on
center (KDC). 40. A programdistributing nmediumfor distributing a conputer
pr ogr arsubkEKB intakdsclethamioda ek bys beenarn¢wsdio sgadat totd supeperdsrais epgty.,
executed on a conputer system in an information processing system which

consti tdﬂdeﬁleaagﬁofdiﬁﬁei dhtithireteweanerie ke ok aypathrfeonoa tespoatiadde doa
‘'root, nodes and |l eaves on a path fromthe root to the leaves of a tree in

e PiSHRL el BUERFA BeliP R hithiEHl iR %oV SubdRePand BefEHiEP a
renewal sub-EKB to send it to a further superordinate entity, such that the revoke
proce'ssing on the entity basis is executed by sequentially exeéuting renewal sub-EKB
generation and sending processing on the entity basis up to a highest entity to carry out
rénewal of each node key on the path from the revoked entity through a root and
executing registration processing of thé renewal sub-EKB generated in the renewal of
the node key to the key distribution center (KDC).

31. The information processing system using an encryption key block according to
. claim 22 wherein an entity which executes revoke processing of a subordinate entity
renews a node key set in nodes except for a terminal node on a path from a top node
(sub-root) in the entity through the terminal node corresponding to the revoked entity
and generates a renewal sub-EKB into which the node key has been renewed fo send

it to a superordinate entity, and the superordinate entity renews a node key on a path

from a terminal node to which the renewal sub-EKB has been sent through its own sub-



of keys on a selected path by selecting the path constituti ng Aduisk®yo4t r ee
and encryption processing of a superordinate key by a subordi nate key and
generates an enabling key block (EKB) to provide it to a device, the
«conmput er program conprising the steps of. generating a sub-enabling key

bl ock (sub-EKB) based only on a key set corresponding to nodes or |eaves
included in a sub-tree of each entityghn a plurality of entities which
manage sub-trees as a partial tree constituting the key tree; and

A Al SR R R oL
of entities in a key distribution center (KDC). o )

* that the revoke processing on the entity basis is executed by sequentially executing

renewal sub-EKB generation and sending processing on the entity basis up to a highest
entity to carry out renewal of each node key except for the terminal node
corresponding to the revoked entity on the path from the revoked entity through a root |
and executing registration processing of the renewal sub-EKB generated in the renewal
of the node key to the key distribution center (KDC).
32.  The information processing system using an encryption key block according to
claim 22 wherein the entities are constituted as managing subjects of devices or entities
belonging to a2 common category such as the device kind, service kind, managing
means kind, etc.

" 33.  An information processing method using an encryption key block m an
information processing system which constitutes a key tree in which respective keys
are corresponded to a root, nodes and leaves on a path from the root to the leaves of
a tree in which a plurality of devices are constituted as the leaves, executes renewal of
keys on a selected path by selecting the path constituting the key tree and encryption
processing of a superordinate key by a subordinate key and generates an enabling key
block (EKB) to provide it to a device, the method comprising the steps of:

generating a sub-enabling key block (sub-EKB) based only on a key set

corresponding to nodes or leaves included in a sub-tree of each entity in a plurality of

entities which manage sub-trees as a partial tree constituting the key tree; and
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generating the enabling key block (EKB) decodable only by selected entities by
using the sub-enabling key block (sub-EKB) generated by the plurality of entities in a
key distribution center (KDC).
34.  The information processing method using an encryption key block according to
claim 33 wherein each of the plurality of entities executes setting and renewing the key |
corresponding to the nodes or leaves constituting the sub-tree which belongs to the own
entity.
35.  The information processing method using an encryption key block according to
claim 33 wherein the superordinate entity which adds the new entity to its terminal
node sets é key corresponding to the terminal node of the superordinate entity as a
node that sets the sub-tree of the new entity as a top nod¢ (sub-root) key of the new
entity.
36.  The information processing method using an encryption key block according to
claim 33 wherein a newly added entity generates a sub-enabling key block (sub-EKB)
based only on a key set corresponding to nodes or leaves in the sub-tree of the new -
entit_y and executes registration processing of the sub-EKB to the key distribution
center (KDC).
37.  Theinformation processing method using an enc;‘yption key block according to
claim 33 wherein an entity which executes revoke processing of a device renews anode
key set in nodes on a path from a top node (sub-root) in the entity through a leaf

corresponding to the revoked device and generates a-renewal sub-EKB into which the
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renewed node key is constituted as an encryption key decodable only by leaf devices
other than the revoked device to send it to a superordinate entity, and the superordinate
entity renews a 1;0 de key on a path from a terminal node to which the renewal sub-EKB
has been sent through its own sub-root and generates a renewal sub-EKB to send it to
a further sﬁperordi'nate entity, such that the revoke processing of the device is executed |
by sequentially executing renewal sub-EKB generation and sending processing on the
entity basis up to a highest entity to carry out renewal of each node key on the path
from the revoked device through a root and executing registration processing of the
renewal sub-EKB generated in the renewal of the node key to the key distribution
center (KDC).

38.  Theinformation processing method using an encryption key block according to
claim 33 wherein an entity which executes revoke processing of a subordinate entity
renews a node key set in nodes on a path from a top node (sub-root) in the entity
through a terminal node corresponding to the revoked entity and generates a renewal
sub-EKB into which the node key has been renewed to send it to a superordinate entity,
and the superordinate entity renews a node key on a path ﬁ_"om a terminal node to
which the renewal sub-EKB has been sent through its own sub-root and generates a
renewal sub-EKB to send it to a further superordinate entity, such that the revoke
processing on the entity basis is executed by sequentially executing renewal sub-EKB
generation and sending processing on the entity basis up to a highest entity to carry out

renewal of each node key on the path from the revoked entity through a root and
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executing registration processing of the renewal sub-EKB generated in the renewal of
the node key to the key distribution center (KDC).

39.  The information processing method using an encryption key block according to
claim 33 wherein an entity which executes revoke processing of a subordinate entity
renews a node key set in nodes except for a terminal node on a path from a top node
(sub-root) in the entity through the terminal node corresponding to the revoked entity
and generates a renewal sub-EKB into which the node key has been renewed to send
it to a superordinate entity,‘ and the superordinate entity renews a node key on a path
from a terminal node to which the renewal sub-EKB has been sent through its own sub-
root and generates a renewal sub-EKB to send it to a further superordinate entity, such
that the revoke processing on the entity basis is executed by sequentially executing
renewal sub-EKB generation and sending processing on the entity basis up to a highest
entity to carry out remewal of each node key except for the terminal node
corresponding to the revoked entity on the path from the revoked entity through a root
and executing registration processing of the renewal sub-EKB generated in the renewal
of the node key to the key distribution center (KDC).

40. A program distributing medium for distributing a computer program which
makes enabling key block (EXB) genérating processing executed ona computer system
in an information processing system which constitutes a key tree in which respective
keys are corresponded to a root, nodes and leaves on a path from the root to the leaves

of a tree in which a plurality of devices are constituted as the leaves, executes renewal
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ofkeys on a selected path by selecting the path constituting the key tree and encryption
| processing of a superordinate key by a subordinate key and generates an enaBling key
.block (EKB) to prqvide it to a device, the computer program comprising the steps of:
generating a sub-enabling key block (sub-EKB) based only on a key set
coxrequnding to nodes or leaves included in a sub-tree of each entity 1n a plurality of |
entities which manage sub-trees as a partial tree constituting the key tree; and
generating the enabling key block kEKB) decodable only by selected entities by
using the sub-enabling key block (sub-EKB) generated by the plurality of entities in a

key distribution center (KDC).



