ACADEMY FOR | HE KNOALEDGE MANAGEMENT SYSTEM This invention rel ates
generally to the field of know edge nmanagenent, and nore particularly
enbodi nents of the invention relate to systens, nethods, and conputer
program products for providing a conprehensive system for producti on
support information. BACKGROUND Busi nesses store applications,
informati on, and data across various |ines of business ("LOB") in a
decentralized fashion. Typically, specific departnents within each LOB are
responsi bl e for conpiling, sorting, storing, and accessing the know edge of
the associates working within each departnent in the nost effective way
they see fit, ifACADEMYPOR EHE ANOWILEDGHMANAGEMENT SNSTEMt i on, and data
are neither stored in central |ocations, nor are searchable or usable for
know edge tr aniss dnvestion whares r geheraliiv da ttheo fickdeofvmawlefigp anansgemant, aand MOBs .
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There is no central location to house all of a business' critical data for
t he purpose of system docunentation, statistical and other anal yses,

i nprovi ng associ ate skill levels and education, etc. The decentralized
approach may duplicate the efforts of associates, since they are not aware
t hat process maps, procedures, data analysis, etc., may have already been
devel oped i ndependently by other associates. Wthout having the ability to
first search in a centralized |location for information, associates never
know if their efforts are actually a waste of time and could be put to
better use on a different issue. Currently there is no system under
whi ch a business can store, generate, distribute, score, and track all of
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Embodiments of the present invention address the above needs and/or achicve other

advantages by providing a method, system, computer program product, or a combination of the
foregoing for creating a knowledge management system with an academy system for training

and fracking training results of employees in a standardized and centralized location across the

channels and sub-channels in an organization.



I n yet another enbodi nment of the invention, the processor is further
configured to execute the conputer-readabl e programcode to provide for an
i nteractive display nodule interface to allow the user access to the
sel ected training nodul e. I n anot her enbodi nent of the invention, the
processor is further configured to execute the conputer-readabl e program
code to provide for an interactive display nodule interface, wherein the
i nteractive display nodule interface includes one or nore of a know edge
managenent application honme page |ink, a user training selection interface
i nk, a knowl edge managenent application glossary |link, a know edge
managenent application playbook link, an interactive gane |ink, or a
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module. The processor is further configured to execute a computer-readable program code to

provide for a user training results interface configured to provide display of user training results.
The processor is further configured to execute a computer-readable program code to store the
user fraining results of the selected training module in a user training database.

In further accord with an embodiment of the invention the processor is further configured
to execute the computer-readable program code to provide for the user training selection
interface configured to provide for user selection of the training modules, wherein the training
modules are associated with one of required certification programs or optional certification
programs.

In another embodiment of the invention, the processor is further configured to execute the
computer-readable program code to provide for the user training selection interface configured to
provide for user searching of the stored plurality of training modules.

In yet another embodiment of the invention, the processor is further configured to execute
the computer-readable program code to provide for an interactive display module interface to
allow the user access to the selected training module.

In another embodiment of the invention, the processor is further configured to execute the
computer-readable program code to provide for an interactive display module interface, wherein
the interactive display module interface includes one or more of a knowledge management

application home page link, a user training selection interface link, a knowledge mavnagement



I n anot her enbodi nent of the invention, the processor is further configured
to execute the conputer-readabl e programcode to provide for the user
training results interface configured to display the user status related to
a training nodul e. In yet anot her enbodi nent of the invention, the
processor is further configured to execute the conputer-readabl e program
code to provide for the user training results interface configured to

di splay the user status related to a training nodule, wherein the user
status includes one or nore of available status, in-progress status, or
conpl eted status. - In further accord with an enbodi nent of the

i nvention, the processor is further configured to execute the
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portion tain@fdodgler ed for providing, through the use of the processor, a
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Tn another embodiment of the invention, the processor is further configured to execute the

computer-readable program. code to provide for the user training results interface configured to
display the user status related to completion of a certification program, wherein the user status

includes one or more of available status, in-progress status, or completed status.
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I n anot her enbodi nent of the invention, the second executable portionis
further configured for providing for the user training selection interface
configured to provide for user searching of the stored plurality of
trai ni ng nodul es. i n yet another enbodi nent of the invention, the
fourth executable portion is further configured for providing for an

I nteractive display nodule interface to allow the user access to the

sel ected training nodul e. I n anot her enbodi nent of the invention
the fourth executable portion is further configured for providing for an
interactive display nodule interface, wherein the interactive display
nodul e interface includes one or nore of a know edge managenent application
home page | i Mk yetaneotherenbodimentg thedheotion theipnaceyspris arthprdeonigurgdio wkestige
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interface to one or more of the user, the user’s managerial command or business executives.

One embodiment of the invention is a computer program produci for a knowledge
management system, the computer program product comprising at least one computer-readable
medium having computer-readable program code portions embodied therein, the computer-
readable program code portions comprising a first, second, third, fourth, fifth, and sixth
executable portion. The first executable portion is configured for storing, on a memory deovice
through the use of a processor, a plurality of training modules, wherein the processor is
operatively coupled to a user interface, the memory device, a communication device, and the
computer-readable program code. The second executable portion is configured for providing,
through the use of the processor, a user training selection interface configured to provide for user
selection of one or more of the plurality of training modules. The third executable portion is
configured for receiving, through the use of the processor, user selections for one of the plurality
of training modules through the user training selection interface. The fourth executable portion
is configured for providing, through the use of the processor, user access to the selected training
module. The fifth executable portion is configured for storing, on the memory device, user
training results of the selected training module in a user training database. The sixth executable
portion is configured for providing, through the use of the processor, a user {raining results
interface configured to provide display of the user training resuits.

In further accord with an embodiment of the invention, the second executable portion is
further configured for providing for the user training selection interface configured to provide for
user selection of the training modules, wherein the training modules are associated with one of
required certification programs or optional certification programs.

In another embodiment of the invention, the second executable portion is further
configured for providing for the user training selection interface configared to provide for user
searching of the stored plurality of fraining modules.

In yet another embodiment of the invention, the fourth executable portion is further
configured for providing for an interactive display module interface to allow the user access to

the selected training module.



In yet another embodi ment of the invention, the conputer program product
further conprises an executable portion configured for storing a plurality
of user tests associated with a specific training nodule. In another

enbodi ment of the invention the conputer program product further conprises
an executabl e portion configured for providing the user access to one or
nore of the plurality of user tests after conpletion of a selected training
nodul e. In further accord with an enbodi nent of the invention, the
conmput er program product further conprises an executable portion configured
for providing the user access, through the user training selection

interface, to additional related training nodul es based on passi ng one or
nore user tedi snother embodiment of the invention, the fourth executable portion is er

configured for providing for an interactive display meodule interface, wherein the interactive
display module interface includes one or more of a knowledge management application home
page link, a user training selection interface link, a knowledge management application glossary
link, a knowledge management application playbook link, an interactive game link, or a training
test link.

In yet another embodiment of the invention, the computer program product further
comprises an executable portion configured for storing a plurality of user tests associated with a
specific training module, '

In another embodiment of the invention the computer program product further comprises
an executable portion configured for providing the user access to one or more of the plurality of
user fests after completion of a selected training module.

Tn further accord with an embodiment of the invention, the computer program product
firther comprises an executable portion configured for providing the user access, through the
user fraining selection interface, to additional related training modules based on passing one or
more user tests.

In another embodiment of the invention, the computer program product further comprises
an executable portion configured for providing the user access, through the user training
selection interface, to addifional related training modules based on completion of the selected
training module,

In yet another embodiment of the invention, the sixth executable pottion is further
configured for providing for the user training results interface configured to display the user
status related to a fraining module.

In another embodiment of the invention, the sixth executable portion is further configured
for providing for the user training results interface configured to display the user status related to
a training module, wherein the user status includes one or more of available status, in-progress
status, or completed status.

In yet another embodiment of the invention, the sixth executable portion is further
configured for providing for the user training results interface configured to display the user
status related to completion of a certification program.
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I n anot her enbodi nent of the invention, the conputer program product
further conprises an executable portion configured for providing the user
access, through the user training selection interface, to additional

rel ated training nodul es based on conpletion of the selected training
nodul e. I'n yet another enbodi ment of the invention, the sixth executable
portion is further configured for providing for the user training results
interface configured to display the user status related to a training
nmodul e. I n another enbodi nent of the invention, the sixth executable
portion is further configured

In another embodiment of the invention, the sixth executable portion is further configured
for providing for the user training results interface configured to display the user status related to
completion of a certification program, wherein the user status includes one or more of available
stafus, in-progress status, or completed status.

In yet another embodiment of the invention, the sixth executable portion is further
configured for accessibility of the user training results interface to one or more of the user, the
user’s managerial command or business executives.

One embodiment of the invention is a system for providing and tracking training
comprising a user interface, a memory device, a communication device, and a processor.
The processor operatively coupled to the communication device, user interface, and the memory
device, and configured to execute a computer-readable program code to store a plurality of
training modules, wherein the training modules are associated with one or more certification
programs. The processor is further configured to execute computer-readable program code to
provide for a user training selection interface configured to provide for user searching and
selection of one or more of the plurality of training modules. The processor is further configured
to execute computer-readable program code to receive user selections for one of the plurality of
training modules thfough the user training selection interface. The processor is also configured
to execute computer-readable program code to provide for am inferactive display module
interface to allow the user access to the selected fraining module. The processor is further
configured to execute computer-readable program code to store user tests associated with
training modules. The processor is further configured to execute computer-readable program
code to provide for a user training results interface configured to display the user status related to
user iraining results of the training module. The processor is also configured to execute
computer-readable program code to provide for the user fraining results interface configured to
display the user status related to user training results of the certification program. The processor
is further configured to execute computer-readable program code to store the user training results
of the training module and the certification program in the user training database,

In further accord with an embodiment of the invention, the processor is further
configured to execute the computer-readable program code to provide the user access to one or

more of the plurality of user tests after completion of a selected training module.
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for providing for the user training results interface configured to display
the user status related to a training nodule, wherein the user status

i ncludes one or nore of available status, in-progress status, or conpleted
status. In yet another enbodi ment of the invention, the sixth executable
portion is further configured for providing for the user training results

I nterface configured to display the user status related to conpletion of a
certification program I n anot her enbodi nent of the invention, the

si xth executable portion is further configured for providing for the user
training results interface configured to display the user status related to
conpletion of a certification program wherein the user_ status |nc%§des one
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executives. In yet another embodiment of the invention, the processor is further configured to execute

the computer-readable program code to provide the user access, through the user fraining
selection interface, to additfional related training modules based on completion of the selected
training module.

One embodiment of the invention is a computer program product for a knowledge
management system, the computer program product comprising at least one computer-readable
medium having computer-readable program code portions embodied therein, the computer-
readable program code portions comprising a first, second, third, fourth, fifth, sixth, seventh, and
eighth portion. The first executable portion is configured for storing, on a memory device
through the use of a processor, a plurality of training modules, wherein the training modules are
associated with one or more certification programs, and wherein the processor is operatively
coupled to a user interface, the memory device, a communication device, and the computer-
readable program code. The second executable portion is configured for providing, through the
use of the processor, & user training selection interface configured to provide for user searching
and selection of one or more of the pluralify of training modules. The third executable portion is
configured for receiving, through the use of the processor, user selections for onc of the plurality
of training modules through the user training selection interface. The fourth executable portion
is configured for providing, through the use of the processor, an interactive display module
interface to allow the user access to the sclected training module. The fifth executable portion is
configured for storing, on the memory device, user tests associated with training modules. The
sixth executable portion is configured for providing, through the use of the processor, a user
{raining results interface configured fo display the user status related to user training results of
the training module. The seventh executable portion is configured for providing, through the use
of the processor, the user training results interface configured to display the user status related to
user training results of the certification program. The eighth executable portion is configured for
storing, on the memory device, the user training results of the training module and the
certification program in a user training database.
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One enbodi ment of the invention is a systemfor providing and tracking
training conprising a user interface, a nenory device, a conmunication
device, and a processor. The processor operatively coupled to the

comuni cation device, user interface, and the nenory device, and confi gured
to execute a conputer-readabl e programcode to store a plurality of
traini ng nodul es, wherein the training nodules are associated with one or
nore certification programs. The processor is further configured to execute
conput er -r eadabl e program code to provide for a user training selection
interface configured to provide for user searching and sel ection of one or

nore of the plurality of training nodules. The processor is further
confi gured t dndishennesonbwithyae embedinats| of thy ivyeniioncibe sompnierauregrym nRdupt

sel ecti Oﬂéth{ar% ?)H&s% &é&ﬁmﬂk %@'QL o¥ntRlrdaltei FHbAGinF B G Sicldds RUBE of ABruser
training Serectron interface  The processor is also configured to execute
conput er of tbeplatality af nesy teatnafiodemplstion efiA sglectediaiping meddeact i ve di spl ay nodul e
nterface 10 gluhibrchBodBEh: of 4 3Mnlich, HRoREUEGSHah bR MIHIIPGinRiscs T

ar nf I gur e 0

processor is er co gur to execute ut'er - readabl e program code
to stor eawssecutablst poriens owifighued far providing Hienpsergenssse Shrowghe ther Bice JTBHNG S
further conGLOURSE.L Gy SURANP AP il EAIADI Gl RALAIL ol MoRI@Y de For
a user tFaining Fesu'f ST nterface con fgured to display the user status

rel ated testsuser training results of the training nodule. The processor is
al so configurged c C '5&@@ﬁﬁlﬁ1p£ o LR REO Y for

t he user trailﬁi eté%@é%l %%%d‘ﬁég;ég%e conf i gur gd ({?’g{u islf)?%y tpﬁ% user status
rel at ed tomprises at esdcnioblg pogdnl ¢opfigired Koy previding theavies mogssn Jhransh theeuser

processoy _.is further. £ ﬁﬁﬁil : I's aﬂ@ code
o st or eeinie seeyiofigfifte, @Mobd | SHEA oy ORI B eat AR R LA A0
certifi cadlécond tpinigyraodulen t he user traini ng database. In further
accord with e i . i ian, ARSI ' u

configured tgﬂgkggﬁggnﬁﬂé“%%n%gsg#g%§ gggém%gggggglcodgf?%§g%d§%%§&%he
user accisependentnén warionDensbadimenkseofitha pradeint ipvastionermayt kesqombired én yet 6pt et i on
of a selected traini.n u . I i doDEinti
inventioﬁ?ﬁ% mB 5%3?2ggggéhﬁﬂ??thl§3%P?§§%Eﬁgfggggg%ﬂﬁgbvﬁ% ption
conput er addodrabaiinge program code to provide the user access, through the user
training selection interface, to additional related training nodul es based
on passing one or nore user tests. In yet anot her enbodi nent of the
invention, the processor is further configured to execute the
conput er -r eadabl e program code to provide the user access, through the user
training selection interface, to additional related training nodul es based
on conpletion of the selected training nodul e. One enbodi nent of the
invention is a conputer program product for a knowl edge managenent system
t he conputer program product conprising at | east one conputer-readabl e
medi um havi ng conput er -readabl e program code portions enbodi ed therein, the
conput er - readabl e program code portions conprising a first, second, third,
fourth, fifth, sixth, seventh, and eighth portim The first executable
portion is configured for storing, on a nenory device through the use of a
processor, a plurality of training nodules, wherein the training nodul es
are associated with one or nore certification prograns, and wherein the
processor is operatively coupled to a user interface, the nenory device, a
comuni cati on device, and the conputer-readabl e program code. The second
execut abl e portion is configured for providing, through the use of the
processor, a user training selection interface configured to provide for
user searching and selection of one or nore of the plurality of training
nodul es. The third executable portion is configured for receiving, through
t he use of the processor, user selections for one of the plurality of ‘
training nodul es through the user training selection interface. The fourth
execut abl e portion is configured for providing, through the use of the
processor, an interactive display nndube interface to all ow the user access
to the selected training nodule. The frfth executable portion is configured
for storing, on the nenory device, user tests associated with training
nodul es. The sixth executable portion is configured for providing, through
the use of the processor, a user training results interface configured to
di splay the user status related to user training results of the training
nodul e. The seventh executable portion is configured for providing, through
the use of the processor, the user training results interface configured to
di splay the user status related to user training results of the
certification program The eighth executable portion is configured for




I n anot her enbodi nent of the invention, the conputer program product
further conprises an executable portion configured for providing the user
access, through the user training selection interface, to additional

rel ated training nodul es based on passing one or nore user tests. In
yet anot her enbodi nent of the invention, the conputer program product
further conprises an executable portion configured for providing the user
access, through the user training selection interface, to additional

rel ated training nodul es based on conpletion of the selected training
nodul e. The features, functions, and advantages that have been

di scussed nmay be achi eved independently in various enbodinents of the

present i nvent BRIERPESGRIPBION OFJiHHeIEY Fq%Wﬁéﬁvgﬁ%Qﬁﬁ%§§Q§ further
Oty 20 o e LR P L AL S5 el gk gisangpaapt
Havi ng theusadd et Advenipenybigdiaverasswhish e aoi negesrrArav s ogete et YheFis
reference w E&l NOW DG dB o%é}v%@s‘%fa[ﬁéﬁﬁaﬁéﬁxﬁ Bk 'KESwlcikY HBhnagéend Ot
necessarily W £0 scale, an ereirn: Figure | provides_ an overview of
t he i nt esystemianditho ehaveen withie albngindss duyeccaidanng anil s en patghthe EHEMRannel s
\|/:\1 thin a busi};?eseszapircr)]vi‘%gcao C(ﬁa%%:hh}lﬁéi‘ra adi iRt oft B8 sydereNinl @8,

gure 2 pro s system-diagramillustrating the interaction of the
syst ens lknpowlddge management system, in accordance with an embodiment of the invention;

Figure 3 provides a home page for the knowledge management system illustrating an
overview of the incidents within production support, in accordance with an embodiment of the
invention;

Figure 4a provides a process flow for the dashboard system of the knowledge
management system, in accordance with an embodiment of the invention;

Figure 4b provides a dashboard for the knowledge management sysiem illustrating a
channel summary of the incidents within production support, in accordance with an embodiment
of the invention;

Figure 5 provides another dashboard for the knowledge management system illustrating a
sub-channel summary of the incidents within production support, in accordance with an
embodiment of the invention;

Figure 6 provides another dashboard for the knowledge management system illustrating
an incident level summary of the incidents within production support, in accordance with an
embodiment of the invention;

~ Figure 7 provides another dashboard for the knowledge management system illustrating
an incident summary of a specific incident within production support, in accordance with an
embodiment of the invention;

Figure 8 provides a playbook interface for the knowledge management system illustrating
the searching and display functions for incident recovery processes for responding to specific
incidents, in accordance with an embodiment of the invention;

Figure 9 provides a knowledgebase interface for the knowledge management system
illustrating the searching and display functions for the resolved incident tickets, in accordance

with an embodiment of the invention;
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know edge managenent system in accordance with an enbodi nrent of the

I nvention; Figure 3 provides a hone page for the know edge managenent
systemillustrating an overview of the incidents within production support,
i n accordance with an enbodi nent of the invention; Figure 4a provides a
process flow for the dashboard system of the know edge managenent system

I n accordance with an enbodi nent of the invention; Figure 4b provides a
dashboard for the knowl edge managenent systemillustrating a channel
summary of the incidents within production support, in accordance with an
enbodi nent

Figure 10 provides a process map interface for the knowledge management system
illustrating the searching and display functions for the physical, logical, and transactional process
maps, in accordance with an embodiment of the invention;

Figure 11 provides a process map display for the knowledge management system
illusirating an example of a physical, logical, or transactional process map, in accordance with an
embodiment of the invention;

Figure 12 provides a flow chart display for the knowledge management system
illustrating an example of a flow chart from a customer perspective, in accordance with an
embodiment of the invention;

Figure 13a provides a process flow for the operational reliability index system of the
knowledge management system, in accordance with an embodiment of the invention;

Figure 13b provides a operational reliability index home page for the knowledge
management system illustrating the reliability scores for each channel, in accordance with an
embodiment of the invention;

Figure 14a provides an operational reliability index scoring interface for the knowledge
management system illustrating the reliability scores for each sub-channel, application, and
category within a channel, in accordance with an embodiment of the invention;

Figure 14b provides an operational reliability index scoring template for the knowledge
management system illustrating the scoring metrics for two categories, in accordance with an
embodiment of the invention;

Figure 14c provides another operational reliability index scoring template for the
knowledge management system illustrating the scoring mefrics for two categories, in accordance
with an embodiment of the invention;

Figure 14d provides another operational reliability index scoring template for the
knowledge management system illustrating the scoring metrics for two categories, in accordance
with an embodiment of the invention;

Figure 14e provides another operational relisbility index scoring template for the
knowledge management system illustrating the scoring metrics for two categories, in accordance

with an embodiment of the invention;
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of the invention; Figure 5 provides another dashboard for the know edge
managenment systemillustrating a sub-channel summary of the incidents

wi thin production support, in accordance with an enbodi ment of the
invention; Figure 6 provides another dashboard for the know edge management
systemillustrating an incident |evel summary of the incidents within
production support, in accordance with an enbodi nent of the invention;

Figure 7 provides another dashboard for the know edge management system
illustrating

Figure 15 provides a contacts interface for the knowledge management system
ilustrating the searching and display interface for the hierarchy and contacts related to one
section of the knowledge management system, in accordance with an embodiment of the
invention;

Figure 16 provides an incident report request interface for the knowledge management
system iltustrating a request form for reporting the incidents in the system, in accordance with an
embodiment of the invention,

Figure 17 provides an incident report for the knowledge management system illustrating
a report summary of a particular incident, in accordance with an embodiment of the invention;

Figure 18 provides a process flow for the knowledge management system iltustrating the
incident notification process flow, in accordance with an embodiment of the invention;

Figure 19 provides an incident home page for the knowledge management system
iltustrating the list of open incidents, in accordance with an embodiment of the invention;

Figure 20 provides part of an incident communication interface for the knowledge
management system illustrating part of the information located within an incident ticket, in
accordance with an embodiment of the invention; A

Figure 21 provides another pért of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 22 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 23 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 24 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an

incident ticket, in accordance with an embodiment of the invention;
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an incident summary of a specific incident within production support, in
accordance with an enbodi nent of the invention; Figure 8 provides a

pl aybook interface for the know edge management systemillustrating the
searching and display functions for incident recovery processes for
responding to specific incidents, in accordance with an enbodi ment of the
invention; Figure 9 provides a know edgebase interface for the know edge
managenment systemillustrating the searching and display functions for the
resol ved incident tickets, in accordance with an enbodi nent of the

i nvention;

Figure 25 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 26 provides a process flow for the knowledge management system illustrating the
incident response process flow, in accordance with an embodiment of the invention;

Figure 27 provides an academy home page interface for the knowledge management
system illustrating the certification and modules available to the user, in accordance with an
embodiment of the invention;

Figure 28 provides an cxpanded academy home page interface for the knowledge
management system illustrating the certification and modules available to the user, in accordance
with an embodiment of the invention.

Figure 29 provides an academy module interface for the knowledge management system
illustrating the module display for a user, in accordance with an embodiment of the invention;
and

Figure 30 provides a process flow for the academy system of the knowledge management

system, in accordance with an embodiment of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION

Embodiments of the present invention will now be described more fully hereinafter with
reference to the accompanying drawings, in which some, but not all, embodiments of the
invention are shown. Indeed, the invention may be embodied in many different forms and
should not be construed as limited to the embodiments set forth herein; rather, thesc
embodiments are provided so that this disclosure will satisfy applicable legal requirements. Like
numbers refer to like elements throughout. Alihough the embodiments of the invention
described herein are geperally described as involving a “bank,” one of ordinary skill in the art
will appreciate that other embodiments of the invention may involve other businesses or
financial institutions that take the place of or work in conjunction with the bank to perform one
or more of the processes or steps described herein as being performed by a bank. Other
embodiments of the invention may involve other businesses outside of the financial industry
altogether.
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Figure 10 provides a process map interface for the know edge nanagenent
systemillustrating the searching and display functions for the physical,

| ogi cal, and transactional process nmaps, in accordance with an enbodi nent
of the invention; Figure 11 provides a process nmap display for the
know edge managenent systemillustrating an exanple of a physical, |ogical,
or transactional process map, in accordance with an enbodi nent of the

i nventi on; Figure 12 provides a flow chart display for the know edge
managenent systemillustrating an exanple of a flow chart from a custoner
perspective, in accordance with an enbodi nent of the invention;

Figure 13a provides a process flow for the operational reliability index
syst em of t heskwidl\iecpprscintes 2y one At skdlj & e,art if Vé%‘é%‘?@&rf&%’%ﬁhﬁlﬁﬁr%%odi ment.
of the ipventian. £l R WhiSheu (SRR, Aoinpital proginabduct,y | ndex
hone pag'@'V g%ﬁ?ﬁgbﬁﬁ%&f%gggy%gﬁgggﬁgﬁ€ﬁgyst;%_lIlustrgiiné ?ﬁma?eli bility
scores fdaviceaeh),odram pashbindtion of dos Eupaoinsni ArcosdinglyrRsehofurnts ﬁé’reis?ﬂ%ent i on;
Figure 14 Roovh AP SuB 0 RGHR!d A nikl | BbRikdrd Yo BABintS G ety BbMwirace f or
the know"&dye" e agenent systemillustrating the reliability scores for
each subembudimest (inajoging clumivewe, tasident SoByaey MiFORPG: SKON A SMPHI 5 Jance
with an enhodi nent of ' ' : [ 1PhRMh 865 "sPtem."
operati o?‘f’g'f%mrl%% ?Ogg?a%@éﬁ%gg%%%ggﬁﬁamﬁ%%@g% %rf&%ﬁe know edge managenent
syst em i Rirtistnicat,i endpodiiments ©F therpessrttinyeaton way take thefory of P SLPYIH BeFHPdance
wi th an enbodi nent. .of 1 L Qventdon. £ih0 4emphteisaisis me@hher
oper at i oﬂg?“"?e‘iof"g%?l% tayaﬁﬁgﬁgrqlsgé%gﬁom%ee#peﬁgn eH?‘gl?glt hepll'i(now{ edge nmanagenent
syst em i tddestmpitérgadable irstwitiongenmhodied énsthe ayeditio cat egori es, in accordance

with an enbOdAnrgreQ&itaﬂ]; ctoggutﬁem&ﬂ%iog%mputer—readahle medium may be utilized. The
computer usable or computer readable medium may be, for example but not limited to, an
electronic, magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus, or
device. More specific examples (a non-exhanstive list) of the computer-readable medium would

include the following: an electrical connection having one or more wires; or a tangible storage
medium such as a portable computer diskette, a hard disk, a random access memory (RAM), a
read-only memory (ROM), an erasable programmable read-only memory (EPROM or Flash
memory), a compact disc read-only rﬁemory (CD-ROM), or other tangible optical or magnetic
storage device.

Computer program code/computer-readable instructions for cairying out operations of the
present invention may be written in an object oriented, scripted or unscripted programming
Janguage such as Java, Perl, Smalltalk, C++ or the like. However, the computer program
code/computer-readable instructions for carrying out operations of the invention may also be
written in conventional procedural programming languages, such as the "C" programiing
language or similar programming languages.

Embodiments of the present invention are described below with reference to flowchart
illustrations and/or block diagrams of methods or apparatus (systems, computer program
products, devices, etc.). It will be understood that each block of the flowchart illustrations and/or
block diagrams, and combinations of blocks in the flowchart illustrations and/or block diagrams,
can be implemented by computer program instructions. These computer program instructions

may be provided to a processor of a general purpose computer, special purpose computer, or

-14-



Fi gure 14d provides another operational reliability index scoring tenplate
for the know edge management systemillustrating the scoring nmetrics for
two categories, in accordance with an enbodi nent of the invention;

Fi gure 14e provides another operational reliability index scoring tenplate
for the know edge managenent systemillustrating the scoring netrics for
two categories, in accordance with an enbodi nent of the invention;

Figure 15 provides a contacts interface for the know edge managenent system
illustrating the searching and display interface for the hierarchy and
contacts related to one section of the know edge nanagenent system in
accordance with an enbodi nent of the invention; I gure 16 prOV|des an

i nci dent othemprpgrammgble sietaj precsssingcEPRGRS (th FrIRSF éﬂ'&%‘ﬂ'ﬁdﬂ%‘@@ﬁe
| T ust r afkdGifnd, GARGSExeb@E Bid e ﬁrs&%} Ig1Gnd BEmpi& aeah@r fn‘agﬁaﬂﬁ]aﬁl)ésda&m in

accordance W th an embodi ment of the invention: Pure 17 prOV|des an

i Nnci dent proegseing apreratush ercrin Wb@g@lﬁr@h agalpeenting fhe Sretigus/act seecifisd i theepor t

summary ﬂaw&aﬂ%&bﬁ%c@rdxd gigagorqu%k@ccordance wi th an enbodi ment of the
i nventi on; gure 18 provides a process flow for the know edge

nmanagenent syﬁmwwmpma@mngsm@qs Ay alsa e sloraifn & semmterpeadialls mempriy, i n
accor dangg, Wyt dlredNa CERAHL B Yihe? fprd diinrh & Bhth PRocessing apparatus to function in a

particular manner, such that the instructions stored in the computer readable memory produce an
article of manufacture including instructions, which implement the function/act specified in the
flowchart and/or block diagram block or blocks.

The computer program instructions may also be loaded onto a computer or other
programmable data processing apparatus to cause a series of operational steps to be performed
on the computer or other programmable apparatus to produce a computer implemented process
such that the instructions which execute on the computer or other programmable apparatus
provide steps for implementing the functions/acts specified in the flowchart and/or block
diagram block or blocks. Aliernatively, computer program implemented steps or acts may be
combined with operator or human implemented steps or acts in order to carry out an embodiment
of the invention.

Figure 1 illustrates the knowledge management system 1, in accordance with an
embodiment of the invention. The knowledge management system 1 is a system configured to
manage knowledge for all, or at least a plurality, of the channels across a bank and the sub-
channels within those channels. In the illustrated embodiment, the channels include, for
example, an e-commerce channel 2, a banking center technology (“BCT™) chammnel 3, an
automated teller machine (ATM) channel 4, a mortage, home equity, and insurance technology
(“MHEIT”) channel 5, a card services channel 6, a deposits contact center (“DCC”) channel 7, as
well as other additional channels 8. However, in other embodiments of the invention, the
knowledge management system 1 can provide the same or similar support for different LOBs,
departments, or channels across any type of business.

Figure 2 provides a system diagram 100 illustrating the interaction of the systems in the
knowledge management system 1, in accordance with an embodiment of the invention. As

illustrated in Figure 2, a user computer system 110 is operatively coupled, via a network 102, to
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Figure 19 provides an incident hone page for the know edge nanagenent
systemillustrating the list of open incidents, in accordance with an
enbodi ment of the invention,; Figure 20 provides part of an incident
conmruni cation interface for the know edge managenent systemillustrating
part of the information |ocated within an incident ticket, in accordance
with an enbodi nent of the invention; Figure 21 provides another part
of the incident comunication interface for the know edge nanagenent system
illustrating another part of the information | ocated within an incident
ticket, in accordance with an enbodi nent of the invention; Fi gure 22
provi des anot her part of the incident com"runlq’(;?g?aS gbn rface for a’:?g

knowl edgekmeviedge menegemgat serier 120,909 ot 1At bapo SSdr ¥R ET PIFOTHEL i on
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accordance

dinent of the invention; iqure 24 ovi des
anot her Insariet,gf withherea nesivorkr (W AN nerineplcaes nﬁthrlﬁ£1e‘}lﬂ)ae'éaﬂﬁ’d’gmfﬁ@eﬁﬁgw E
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within ai FAC] i n accordance with an enbodi nent ,of the

i nventi ommbmatlon oﬁmgtlmea@i'awmlw ceramunipabion BRtWEERY deviges 1p s et e nt
commruni cat i on, é &;tgt& n%mg 3 %@q&@g‘gﬂpﬂn@@@ﬁemg SERr A1 bd.;hpm&r ating
tro

anot her part osf e | n ocated within an incident ticket | n
accor danemxmmd:anamd@mgddll reemecessingt dewice hid and pmemory device 113. As her

the term “processing device” generally includes circuitry used for implementing the

communication and/or logic functions of a particular system. For example, a processing device
may include a digital signal processor device, a microprocessor device, and various analog-to-
digital converters, digital-to-analog converters, and other support circuits and/or combinations of
the foregoing, Control and signal processing functions of the system are allocated between these
processing devices according to their respective capabilities. The processing device may include
functionality fo operate one or more software programs based on computer-readable instructions
thereof, which may be stored in a memory device 113.

The processing device 112 of the user computer system 110 is operatively coupled to the
communication device 111 and the memory device 113. The processing device 112 uses the
communication device 111 to communicate with the knowledge management server 120, bank
databases 130, and the bank computer systems 140 over the network 102. As such, the
communication device 111 generally comprises a modem, server, or other device for
communicating with other devices on the network 102, and a display, mouse, keyboard,
microphone, and/or speakers for communicating with one or more users 104. As further
illustrated in Figure 1, the user computer system 110 includes computer-readable instructions
114 stored in the memory device 113, which include the computer-readable instructions 114 of a
web browser 115 or other similar application that allows the user computer system 110 to
communicate with one or more other devices on the network 102. The web browser 115 allows
the user 104 to access the knowledge management application 125 in the knowledge
management server 120. The knowledge management application 125 gathers information
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Figure 26 provides a process flow for the know edge managenent system
illustrating the incident response process flow, in accordance with an
enbodi ment of the invention,; Figure 27 provides an acadeny hone page
interface for the know edge nmanagenent systemillustrating the
certification and nodul es avail able to the user, in accordance with an
enbodi nent of the invention; Fi gure 28 provides an expanded acadeny
hone page interface for the knowl edge managenent systemillustrating the
certification and nodul es avail able to the user, in accordance with an
enbodi nent of the invention. Fi gure 29 provi des an acadeny nodul e
interface for the know edge managenent systemillustrating the nodul e
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Figure 2, the knowledge management server 120 includes computer-readable instructions 124

stored in the memory device 123, which include the computer-readable instructions 124 of the
knowledge management application 125. Although Figure 2 illustrates the knowledge

management server 120 as one system, it is important to note that there can be one or multiple

systems, each with similar components that handle collecting, storing, and distributing the
information for the knowledge management system 1.

The bank databases 130 generally comprise a communication device 131, a processing
device 132, and a memory device 133, The processing device 132 is operatively coupled to the
communication device 131 and the memory device 133. The processing device 132 uses the
communication device 131 to communicate with the user computer system 110, the knowledge
management server 120, and the bank computer systems 140 over the network 102, As such, the
communication device 131 generally comprises a modem, server, or other device(s) for
communicating with other devices on the network 102. As further illustrated in Figure 2, the
bank databases 130 contain computer-readable program instructions 134 stored in the memory
device 133, which includes the computer-readable instructions 134 of data storage applications
135. The data storage applications 135 are used to capture and store information from the
various bank computer systems 140, and knowledge management server 120, for the knowledge
management application 125. For example, in one embodiment, the bank databases 130 store the
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As will be appreciated by one of skill in the art in view of this

di scl osure, the present invention nmay be enbodi ed as a nethod or an
apparatus (system conputer program product, device, etc.), or a

conbi nati on of the foregoing. Accordingly, enbodinents of the present
invention may take the font of an entirely hardware enbodi nent, an entirely
sof tware enbodi nent (including firmvare, resident software, m cro-code,
etc.), or an enbodi nent conbining software and hardware aspects that nmay
generally be referred to herein as a "system" Furthernore, enbodi nents of
the present invention may take the font of a conmputer program product
conprising a conputer-usabl e storage nedi um havi ng conput er-usabl e program
code/ condatit eatadetadthb| playbenks krowlesigebasesh b 1oV PRRE2HPBY; ﬁ?ﬁ?b‘hty mée}&?@

sui tabl e_conput er - us or h- nfladl| GmdesthdiieR\of bie Ukddwictigel. The
comput ercoﬂ'%% I?pgggcg}gn%lg?tefore%g%ﬁe medi um may be, for, exs_1 | e but not
[

i m t ed maagamenesysety bmhivh arsaliBicugsed bydaldielove AOPEHHEHE ISR Por ed, or
sem conduek Mmsael i aPBRALBENS it i@ ImfFhCR ndlD Ul BRRCIIE aaihtylea

non- exh cohput er-readabl e nmedi um wouyl d _j n%l yde_ t he
f ol | owi ndptabases,claetc with siatilac compsoeite thah bandleeapeng Stospg.cngior dstribpngthe 5 i 1) ¢

st orage nedi um %g%[; r diskette, a hard disk, a random
access ﬂgﬁ’w&m{lﬁW?ﬁ%ﬁegg%&%%%ﬁ%ﬁég ry %RCM an erasabl e &ry%gr bl e
read- only mefiheybatlEPRAPGT syFtems H4Premearally, compeisers fommmicationedrid 4. frenory
(CD-ROV), or .other tangihi i . Qr tJ I &9Re A8Y iCoperativel
Corrputerprﬁ?eaﬂ?%%vécgdlg‘/a t%l{r?pﬁfn grﬂlgbggégggllgg?g%@r%%ﬁ& E)ﬂr%s for carr%en vf)zt

oper at i ofmpiedl td the cpmasmindtionmewine 1 4inandetlre tremoyidevien 145 Bie RIBGEERRE IVICEnt ed,
scripted, gr unscripted pr %!mi WETeTe [VE:To| a%r ddNfiter RR¥dm 11997l tal | c,
C++ or t}f@ %ﬁ(@‘?%ﬁm V& 1?19%'16 cg?rg)ut er pr o%r@?npdg%de/co utreﬁfreadabl e

i NSt r uct ineRsedze mataEmyit Bevei200md thet tiank datafases a0 pyey dretnebyprki?- ASWehe
witten in conventional.prqgcedur, 'nfmegnag@*@g therUdhh e "C
pr ogr amn i FOPINGAYE ‘geylcgil%fl rér%iyo%%% anglages. s> Errtgg(g)l nments of
t he presggpimimieting ivwith ather devses i dnethe bk Wi0Zh and pedismiee mese| bead:t

illustrations and/ %ﬁbl osel§s géra&rm&hné@ﬁfﬁw&lr P@{g,ggsregst vst. ( R4ShERE.

conput er T evices, etc . under st ood that each
bl ock of jitubeatéd BVElgaet],ithé batkr ednpmies sasieo 40 couin Fomgrtarisadaglegprogram

conbi natons .of blocks .in the {lowc i gk | o b RbutRl-Redabl

di agrarrs!nsﬁ'éﬁtl‘oﬁse?‘lwf?rﬁﬁo{aeﬂ‘e’ﬁt é‘a BYC rf%g{cérf‘%’r (@cg%ﬁ%lgﬁrﬁgt ioo%g._ These
conput er RfregGcA4aNRk busk hyplisativay &%  [The bauke ebplicatiang 14t agsused, 3k Partg@ner al

pur pose conputer, speci. [ PQsSe, ¢ , : nasmil erigat a
processi ﬁ@@ﬁ%%ﬁgﬂ{’ ﬁﬁ?ﬂgﬂﬁﬁ‘ggorgh%g?wg:%ﬁﬁa eé‘%?‘ﬂ@{"h%@% 1? hat fhe

| NSt r uct pRVEingWHbpdit ¥ itk danki aystdrs. phliwegls Figuof 2 tilustrefonthathenk GPmBHtter

pr ogr ammabl e a processi.ng.a ratu i : LR legEent i ng
t he funcﬁY%/lng%‘?”fﬁ SHpiitly PR Lo ?%mthga%%rg{e%gﬁ%%ré%i Qckpiéd%%ggl?gr% bl ock or
bl 0cKS. with siEIRS GomsHBRts ethatphangleamptuiigr arck idistributing thel inforyatien dpledhd n a
conput er - readabl e mem)ry)\/f thatl can direct a conputer or other progranmable

dat a pro&ee¥edes maRpEEFSTi eS8 ' unction in a particular manner, such that the
i nstructions Bipgkadilidhated theclaiopiidgs manadmbitapplinaten hgmopage S0aThiz isited e of

manuf acture i ncjJ udin 1str i ans, ..which i.aplk Lan/
speg i fi e(l;ag#h%th’éu@;’ s%bﬁwn‘f?éﬁﬁ;ed?"%‘f‘%'ﬁ “ﬁf'ég? £ E@%CBE%%E?H’ élfile

automatically or manually, to the knowledge management sysiem 1. The knowledge

management application home page 50 has tabs for the various applications within the
knowledge management system 1. The knowledge management home page 50 contains tabs for
the playbooks 100, the knowledgebase 200, the maps 300, the flows 400, the dashboards 500, the
operational reliability index (*ORI") 600, the confacts 700, the reports 750, the incident
communication interface (“ICF’) 800, and the academy 900 sections. The knowledge
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The conputer programinstructions may al so be | oaded onto a conputer or

ot her programmabl e data processing apparatus to cause a series of
operational steps to be performed on the conputer or other programrabl e
apparatus to produce a conputer inplenmented process such that the

i nstructions which execute on the conputer or other progranmabl e apparatus
provi de steps for inplenenting the fin-tenons/acts specified in the

fl omchart and/or bl ock diagram bl ock or bl ocks. Al tenmatively, conputer
program i npl emented steps or acts may be conbined with operator or hunman

i npl enented steps or acts in order to carry out an enbodi ment of the

i nventi on. Figure 1 illustrates the know edge managenent system 1, in
accor danmenagtthént applisatimd] 2¥eis usadtf byt #k of theemedugtion soppork fremi-citgeclhemeib@ment
systeml1l i§ a.s e i ORNAYE! r . east a
plurali t?l}ﬁ@fe@? ﬁéthcaf%&ngg% s&g%ﬁgs%&ggﬁank g%ﬁmt’,mﬁg&j%b%ng ﬁdgrgﬂ)vk\}ctﬁ%t% t hose
channel simplamenheew phods¢tioatapplicatitnod amdestore alihef thi dmerdpdesi mlstedde pradyetionx anpl e,
an e-commerce channel 2, a banking center technology ("B CT") channel 3, an
aut omat e%'pmﬁ‘l er machine (ATM channel 4, a nortage, hone equity, and

i nsurance t edhond enpodimedut-bl (i inveritianthe kP wledge manpgewentisyssam & karbraisebio g
deposits_contact cegnter (" ' nel . hetddid | I
channel smg;ﬁ llq%:/&\een\tlseﬁ'?t ] O%V%rgt}le?rg’(%]ngﬂ%n%ﬁ% E?D%Snt\%%n%on, t?gceihih%aedge
manage nesystesiy shé aprlications [fheb wedwtsidecths aonmab ppasativig| raecedirpp oF e ineiderds eamer ent

or ovi destont et rwrmst MRSt (LR TR ol 1Bl 3538 wpidept U C 2

in the kiawbedgecnddunngeatentates peinein time.i fncideosrcdaplse lead ttt degradedisseidpmemt  of

t he i nvention. il ustrat.ed in_Fi. er.: £ t O0is
oper at i v’é‘%ﬁ%‘ﬁéﬁ@g& )’\/Pegp% %ngsv\%r d g%%%’ t%%d g%léﬂ%n%w%%gg%& ﬁ:a% rr%g]te%er ver
120, oneineidedtd The kanitedga inatmpement 5§dem A tigroughdhoknomiadge mardgementppplisatiaty st enrs

ol oot ronl® FitkoRhal i ro 1R ckieh FEBlRRTRL LR aBlRR T byl BompRE! v

dat abas egstkl 146 Yahleagpiicdtionosut er systens 140. The network 102 nay be a

gl obal area t wor k , .. such as | nt er net 1 r (WAN) ,
a local ar ea%%ﬂ’g’% 'PC@FDQ%%W%{]%@F ’t@e%éqgooff %}M\%@@ﬁ&ﬁ%&ﬁ% on of
net wor k Sempibgees edvivaielt tHOidcidays pr arv bxldenfiandedbasis| i Fushermiorep kystes inflormation
conmbination of wireline and wreless.c nj catj.o. cas.in the
net wor k refated tﬂst\ﬁ% N Ptts:ﬂng&c‘flﬁatﬁ:aﬁ?’% %{’T“H’?% E=ugs'{)atr &ggﬁﬁ%}%@g? m%%‘%% Iill%

gener al | yenaaitsRd ieeton Thertiare)iinddentrwalewvisered When employeee weuld geicte Wheoextl 12,

and a nepory device 113. As used her.eij the t "o i i cey
gener al | RCi9FRY 1) ETIERS OF qﬂgaéﬁm%rp“?nﬁlﬁéwﬁ‘fq}%% i cc?%ir?g%}cgg%{ %ﬁi and/ or
| ogi ¢ f ugaploRRs wdlldngambivCuharprasess ennert-tr centanpd egsobve phodeskntag Thévi ce

may i ncl ud igi.ttal sjgnal..processor Vi C 1C e i ce, and
Va1 ous. BRGPOGE EBEHiEy e NEOHYB BERCOE grsr ey iRk I Bks 3T G

ot her supPEEits Bid 16thiage @Rdppioptaisnatdsdn sesalie thedncidenisg Sirhen sySemtwanld and

si gnal processin tions of .the system are all]ocated between these
processi “ﬂfg’f?l"’@g‘é&g}gg‘@?%ﬁﬁ“{@ SFPe FPRORR YT P8 Y Eities. The

processi ng deshsRtm@ys b kleviédpe ahdnagumbednt yystem Dpereadesigneie iropariywiith thof t war e
prograns based on c er-readahl e instructi ons phereot which e

st or ed iﬁoaé"ﬁ@ﬁ?ﬁ"% 'gg?/&tée hl&%“.emﬁ%e n“?ﬂ’ T e Ry™ 8%?%%0@??“%3?&{%@ user
conput er (s hibek 3ORCE. BBk} énfieldimeat iyl thckdoarlddge mempement sgdno h fdevorce 111
and the nempry device 113, The pr.ocessing.device 112 uses the co ni cation
Govi co. 1R H5ARAYEE SFCOUFIR SR RO g R AGEiTEh PSSP BBt hank
dat abasegystopfdrs.and t he bank conputer systens 140 over the network 102. As
such, the conmunication device 111 . qgenerall onpri ses a de seryer, or
ot her devi ce ThSy inigaate s i%@‘%ﬁj‘lt‘i’f%‘?ﬁe%"@é\ﬂ%c e"@ﬁ"i‘r?édegg? RAGIE and a
di spl ay, indRI®e  byKRYEO AF GriofTlyCHi0 pihexn Eategoried. O n Sye adntbiodinfent, the fnvidents atré ng
with one or nore users 104. As further, iIIustratﬁd i?lﬂ(cFiniuge 1g th 0user
conput er oxgEiEEkinte bree serige levels ap diercifleny g e ™ HE PPRILtIrLer f¥3ers Bi%q i 1
the nenory device 113, which include the conputer-readable instructions 114
of a web browser 115 or other simlar” ]a?p'pl ication that allows the user
conputer system 110 to communi cate with one or nore other devices on the
network 102. The web browser 115 allows the user 104 to access the

know edge managenent application 125 in the know edge nanagenent server
120. The know edge managenent application 125 gathers information




representing the know edge of the associates across all of the channels
into one application and stores the information for, anong other things,
resol ving production incident problenms that occur within the various

channel s. Users 104, who are often bank enpl oyees, use the know edge
managenent application 125 as their go to source for the |ocation of all
busi ness related information references, as is discussed in greater detail
bel ow. As illustrated in Figure 2, the know edge managenent server 120
general ly conprises a comuni cation device 121, a processing device 122,
and a nenory device 123. The processing device 122 is operatively coupl ed
to the comrunication device 121 and the nmenory device %g}iu The fprocessi ng
devi ce 19Rertyese (N éncidsninare kigh impactigpificant pyants Haig BHOG YHEHE user
conputer s Nisobialed Qf irkitink Rrdaat hedighastirtings y st ens
140 overort%gatg%re%)\%o&sgiméfg (p%s sugi%?bf}%g?%%%rmnipa_ti g% devjce 121 er% rally
conpr i seSypcaipdhere aseng evqrkaspunds e sevssi ere {Dr eidert A é%l‘?yn@revﬁdfi%sﬁgher
devices pn t t t . &8l ciisthofek PatidRr Assotibies.
know edg’%agﬁgmwéteﬁgéﬁr [ tlib%cdl?ﬁérggla?g%t& er-readabl e instryctions 124
stored i Sevetity twe )y incidents @e nedym inpReieveni ugerpartab dispren ¢

instructiqns 124 of e AR } @pchiagg%isa{,ﬁmhgh

Fi gure 2°1H4E & FY glse}%ﬁlﬁdé&k%%%g\ﬁﬁ%gge Bnagemg%?l%ggglggbizo as one system it

i s i npor formiies¢ eventst whith atay e atitized iy thebapkdo provent| fosthsr dispUeupfsSeradedt wit h
simlar ¢ opent s.that h i gNn Ghreld @b fclivies &g t he

i nf or mat P‘?}agéfgcfrr&feht’em{%(’)n @Qg%&n@%%gﬁn%%? glgifgl_{egﬁi 1@3‘(6% Thg’§ bank dat abases
130 genelost inpacrampon-sidespreadmvents that haye ndeipiabismpactzio castoipest aular3ssogiglif-ce 132,
and a nmepgpry,device 133, i i 2 T Son@irRlImEais)f arupl ed
to the ¢ ﬂfpssa?ficegﬁnjtsol%\‘?iﬁ%gqel?g%ggﬁﬂnhr% agng%%b%g‘vi%é& 133. The processing
devi ce 13wentiveonlyhevetignoner(i calitwen (2} andideats petrackedlyrhe kravdedee Wapsges user
conput er system 110, the know edge managenent server 120, and the bank
conput er S’?i)/?{‘gms 140 over the network 102. As such, the communi cation

devi ce 131 geFigirakh jllustoaigara dosishoardpobess floye F5p8ruseddry the eawleigs magigsmerlor
communi catin i th other .deyi i trated
T gur Do gl e BEReS sl ol o e md ol Dt

i nst ruct i50ms Ab3IMusatted gl tlovkt 1562, ntberngwledesi naagamnt apilisationnl@f rereives, y
conput er -y eadapl e i nstructions. 134. of 1 i e The
data st of4RE P4 ?ioﬁgflfl%ﬁgsthf% é’?‘gélﬁggglq@&oq%z%ﬁégg&éﬁgms?%%%%@nﬁi on

f rom t he ywagus Bask kamjsuteo systerar 149y srde amociated bamld apnlisationsl J45 e gk server

120, for the know ed agenent | | -Biktrafe HREPSG in FEuRNE
embodi mﬁ??pqtﬁéyﬁmﬁga%:tgﬁgggg‘%%ﬁég{? o1r‘he tﬁée}pastlj"gt a regro%tﬁ ed to the -

pl aybookga, e eidvaeipe irmegemenpgplicdtion i@ orgaeizes the insidents by atus; depciigtigexes,
contacts, reports, jncident conminication.intenf C i ggvof the
knowl edgémﬁéﬁ‘&g : ’é'if% °é‘n?ef?1%‘liv8]haé¢]fema Cﬁus(geﬁg-ig i r]e%’e?gi?Im bel ow.

Al t hough gFiel] Suicliahhell Sinpadtes (iteh enlien kankirtgaldat eem.] $0alh dusieess,sgieh effiled t i s

inportant to nqte that there can be on i ; ith
simlar CBYPBASHFRTFC 3 FioEs @?p‘ﬁ‘har?nﬁaggs or %ahgg)sleggrﬁ})gr gi %tbyi g_ut iel\rllmg t he
i nf or mat ifgp Ay illhd@icd b WiREJs06 aindgewisdge sysigeneil applicationTIE chmmienicdfput er
systens 140 general ly conpri omuni catd | : i ng
devi ce 144th '&Fe'écw ?’sfﬂ\?ﬁ%?%ﬁ?ﬂaﬁ%&ﬁ%@g@@%% evi %i%nt%fg&?@%ﬁﬁ,

oper at i Vehyhnelo H-@endel) ahd) endvidualiinicidaitilove! theoigh ¢helusg ofiths dashboardniily Aevi ce

143. The processing deyjce 142 es..the,co ni cat i@n | -1 0
conmuni céﬁ‘@“ﬁﬁl Y © ﬁg@r o??ﬁ‘h@r‘ﬁg’ﬁ?ttgﬁwf ,Dwsg]fah%n(g%ﬁéﬂd%gp }r%%hl—ua%né#.ent
server 12Qqesadhd khdvileddd Handitnahgplicaliof) 126/avrorfdnao resiewomld afdl@ze thsingidetis t he

conmmruni cati on device 141 general C ri.ses.a nod . , r

devi ce( s)oceusring: #he brokop; q%@vw@w%wggﬁm%smgﬁmfﬁguﬁﬁﬁﬁ 1°%§®h§ﬁd a
di spl ay, hiDuseoakeybmard, m crophone, and/or speakers for comunicating
with one or nore users 104. As further illustrated in Figure 1, the bank
conput er systens 140 contain conputer-readabl e programinstructions 144
stored in the nmenory device 143, which, jncludes the conputer-readabl e
instructions 144 for bank application's2 45. The bank applications 145 are
used, in part, to capture the necessary information for the know edge
“managenent application 125 along with providi ng support for other bank
systens. Although Figure 2 illustrates the bank conputer systens 140 as one
-system it is inportant to note that there can be one or nultiple systens,
each with simlar conponents that handl e capturing and distributing the
information for the know edge managenent system 1. Figure 3
illustrates the know edge managenent application hone page 50. This is the
page that, in one enbodi ment of the invention, a user 104 is brought to




managenment application 125 is used by all of the production support teans,
as well as other enployees with access, in order to nonitor, troubleshoot,
and fix any production incidents, inplenent new production applications,
and store all of the know edge related to production support. I n one
enbodi mrent of the invention, the know edge nanagenent system | can be used
to track incidents that occur within the bank. Incidents are events that
occur within the bank systens and applications that are outside the nornal
operating procedures. The incidents can lead to failed custoner
interactions ("FCls") if the custoner is affected by the incident at the
time of the incident or at a later point in time. Incidents can also | ead

to degraded cUhstiesident informationtsa@ered pndtisplayed pieths kpowiedgemanggement Sypip: and
agents njg %ﬁg iﬁSJané barldS)iGAad i EigBRR s, anlim eyl £das zmﬂaaﬁment
1t 3)9

system t he know edge management appl ication 125 tracks all of
t hese meFigines, fhg knowledasavanagemsutanplivhtion horae pase S8 pravidss datyrelateddo Fagirne

conput er g8y, f 1Al 3113? RKuABRly Rl kPR varbas channel 1dVediFok @n8lchatmemhen

i nci dents wou occur talls of the I nci dents were stored and enpl oyees
r evi ewedthefkeowldgedarmagenemt arpligation e dage I0disrlays o eiend ingideat stalyssegtian
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establis centralized | ocation. Therefore, iIncidents
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enpl oyees "wou at process owners to contact to reso
i nci dent dxsplijha eading inotle greers, iyelddw, 9y redrfer iHtastiteting the generak siatup el dpr %“H’(fﬁhe
necessar Véag%taﬂ% i npacts of the incidents and to engage the
appropria e resources to resolve the incidents. Such a systemwould allow -
for many FCl sAtuBﬁ;{tl%otﬂmc keowlicdge minageraend aprligatipnsl 28.qap seleet thp datach uiton
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in order NI Shafdd ority or other

cat egori Qs} eggqgwongggme@&k%%%cﬁﬁ%% "tﬁ% S aretlaﬁgélganl zed into three
severity |evells duilytgeefommoreleertion GO oxirthe knawledgsaninagamptie: 0@%%%5458“&40
Severi ty one R gtaﬁg,d, vaRk inCAuUSe
full di s “é &geg%%%gc@ages%@éﬂg‘%n%jrs an 7§r as§OC| ates. These
types of dayrfor @htchanrndpn ésemtentshod oh¢ thowsand (1) i Thg daily prirfoaninge sesdp7Ghileo no
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events tha use |, disr Vi C. ti0e e r
and/ or ag@i)eéggtaesus%yﬁle% °P’§/ &\%é l r%%%?%%sr top?%:gesgd%é%g%geel t?es ava?lm'jlbl e
f or t hesengugninsidensd mehtheaygspomseutfi the pexdudiion tshppotaisims. o lptheredn @ Haticulaer

di srupti on of er.vic r rthe t . fix
sl ol eremndanovae § R B0 085 Tent ™ el el ol Bt B bt L TR
non-w desjtsaadoleshdat ahdiddckwhacfacorsianedausingthe incidents.ust onmer s and/ or

basi 5. I sord BgpREanes Breapmindtit i Ry bAIS R AR RO IZE T
(2) inci ggsdlecting thetdashblsard 50§ tabh skitiastiated gangmnaﬂQewknungbyxs tleshbdard 500 tab
presents a dashboard 500 that, like the home page 50, displays the daily performance section 70
and includes the total number of incidents 72 and the scale 74 illusirating if the number of
incidents is normal or abnormal. However, the dashboard 500 also illustrates a channel status
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Figure 4a illustrates a dashboard process flow 1500 used by the know edge
managenent system 1l to track and display the incidents that occur at the
bank on and through the dashboards 500. As illustrated by bl ock 1502, the
know edge managenent application 125 receives, by either pulling or being
pushed, information related to the incidents that occur throughout the
various bank conputer systens 140 and associ ated bank applications 145 from
t he bank conputer systens 140, as the incidents occur. Thereafter, as
illustrated by block 1504 in Figure 4a, the know edge managenent
application 125 organi zes the incidents by status, description, start-date,
end-date, duration, severity level, channel inpacted (i .e. e-comerce 2,
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abnornal . However, the dashboard 500 also illustrates a channel status



section 502. The channel status section 502 provides a view of the inpact
of the incidents across each channel in a nunber of charts. The user 104
may view the separate channel information by selecting a channel name |ink
or icon in the daily performance section 70. For exanple, Figure 4b
illustrates the charts related to the e-conmmerce channel 2. The channel
status section 502 illustrates the response and restoral chart 510, the FCl
intensity chart 512, the root cause chart 514, and the FCl ratio chart 516
for the e-commerce channel 2. The response and restoral chart 510 indicates
the average time it is taking production support to resolve any severity

| evel one (1) or severity level two (2) incidents for a partlcular day. The
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amount of inC| dents that have occurred%#n t hat channel, sub-channel, or
application. In many cases the nunber “of  incidents is proporti onal to t he
nunber of custoner logins, but that is not always the case. The custoner
| ogin view 532 sinply provides another tool in helping to track and

t roubl eshoot any incidents that occur at the bank. The dashboard 500
al so allows the user 104 to view the specifics about each individual
incident, as illustrated in Figure 7. The user 104 may sel ect the incident

ticket nunber 541 in the MOD incident list 530 to view the detail report
560. The detail report 560 contains a summary of inportant information
contained in the incident ticket, which is discussed in detail below The



channel 573, the geographic location 574, the FCl 550, the DCl 551, the PHL
552, and the AM. 553. The summary information section 580 includes a
summary of the restoral, the cause, and the resolution of the incident, as
it currently stands. The nunber of fields conpleted in the detail report
560 are dependent on how difficult it is to resolve the incident, how far

al ong the incident stands within the production support process, and how
much detail has been added to the incident ticket, as is discussed in
further detail with the ICl section 800. The detail report 560 all ows
a user 104 to exam ne and track the incident progress of particul ar
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The incident recovery guide 150 al so has an incident recovery guide display
section 160. This section lists all of the process steps 162 for each

i nci dent recovery guide 150. The process steps 162 include |links and notes
164 that further define the incident recovery guide 150 process and provide
cross-linked references to other areas and data within the know edge
managenent application 125. The links and notes 164 can take the user 104
to other tabs within the knowl edge managenent application 125. Therefore,
during specific steps in the recovery process a user 104 can click on a
link to e t I a0 cifedCes s
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In one embodiment, the playbook 100 includes incident recovery guides 150 for every

production incident that occurred within the business. If an incident occurs that does not already
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The users 104 of the know edge managenent application 125 click on the

sel ectabl e incident ticket nunber 222 link to open up the full incident
report outlining the history of the incident ticket. The contents of the
incident ticket is described bel ow when describing the 1Cl 800 tab. Links
within the incident ticket allow the users 104 to be sent directly to other
tabs t hroughout the know edge managenent application 125, such as the

pl aybook 100 tab. For exanple, as described later in greater detail wth
regard to the ICl 800 tab, the users 104 exam ning the history of an
incident ticket may select the incident recovery guides 150 related to the
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| ook at 4{4h8:.GRaNIRRw Whldderithdrd&Rlan MeRlont thilRedds (EberXiined the IOT S00asiscan
failures, and successes In resolvi ng]iet he i nci dﬁnts.

s Figyre. 10
i |1 ust r abewsed tocfilheus en Boigent disket.fifien the frcidepids res MﬁF&%m%‘Fﬂeﬁ%rﬁavF’Fﬁ‘B&%‘ of
process d QbHRE] t hil@ protldnskenits resblbidg filyidental 310,
t he | ogi g@gﬁ%@%@g&ﬁgﬁt gﬁ&%&%i ona?lgégg%_ R ogé_ss maps. rA usgr 104 can
sel ect ( wlay starchrihe lmayledgebese20h Soraesolyfions il sisHREINIBENS- ' Fi gure 10 to access

that particul TheE citsbary QfboBMet! of GheSiBREdR foh thelmpwled@Badechr ough
a keyword seaﬁ%ﬁg?ﬁgg%?tgﬁ 348. p%ar%t her enbodi nents _of the .inv te':bon, t he

| ef tsi d@0lteb,twhich ineledes theaedrelrscetina 214 pad therpsylisspetiop RE0. Jp thq kngyvledgebases s o

maps of s%féﬂ &E&MELO adses U COANREIh MYSIT hibavRTBRESE:REE Reyword 213l ect ed
on the |l e st de, thé process map is disSplayed in a w ndow on t&'lgg%rlght
side of pmicatiop2180Wketrumbends, anddagenesd§di Resapplicption 44 segch res
and syst ' CapliORipn hbdakig Prédicin@ippdif. OTRS festltds and
directl y%{agglgtg?%g% E@%ﬁ‘gﬁ@%@?ﬁ%ﬁhﬁbﬁ secti (c)t_)ns icn t he know ed
manageneséctiopA2q kst dacningidéyt found in the gearch and lipt fhedicket puaber 22 st sfate 25t o

hysi cal & Ak b f th
Physical (Rl Sens, HBR ALLARAB0IAAS PR icint 10, BGBENORIIEN! of the

i nventi on, ection has a roll over feature that di,sgla S nore
i nf or mat i on wHsmelsrof tHednewledgr mingganast application A¥htesqarrhiog PSPy RTEE: deiH.  When
an el ement, i 0 (116, ROGGSSadlnl find ALUEERYPhe et RHIGA! RidH Bodoin 1o down
to a | onEPYSEVE providing nore information related to the el enment, such as
addi t i onabvetb escalaeshaincitien to oshet assosiatey ferrresolitione dhisgrevents offprassosiatesal,

[n one_erhodl ant, MAGH @kl 600 ¢ oforiaHd. (BRRubIEshBbY 16 8&hORatath

scrol | edrﬁ%\?lg ) é’mp p- gﬁg&u{n%gdv% @gbg‘éf’g’g%%'r“g’ on tthe _i‘fntserface di spl agy The
wi ndow 3F@vehaiseatiy ekemnare | df5n shepasdc i Biearsers t ¥0d j dpuy tugilize fhemewisgs gh ptherrhe
tabs relate to diff t p. A QR 1ihe 1@ tddiaUh&e shécif

i nf or mat i1 ?goe %%Eeg?w%ﬂ% @%&%tgpﬁﬁ%gﬁtﬁmgg?’#engs, each tab sgay ‘have a
search fuysptiawn, a hierarchy drilldown tree, and/or lists of information
for organi zatjpnal pPoses. U bRice@sh ok nahe sbiBtabl

i nformation, :I’ﬁ%f"ffﬁslok%‘ %flsj erllcgg‘b‘l%flgﬁ {néﬂﬁ%‘,gﬁég@ﬁ:nent }aétsfiglr?k per f gr mancee
netrics, ihdidisstitke: miditer 222 hinlemsopenmy, theifilldngident repott wutiniad die Metorygd it
applicati,on 12 wel | as t. lof RS QBB Sthk ict he
process H’éﬁﬂd‘w g%eahs'pkghmpﬁgts\ﬂ?ﬁ%o@v%gﬂ#ﬂs& gsssom %c{g%?&‘?'ﬁg‘?gavi gation_ icons
360 at thgpottsyp Dihks wiship algeincifient sicket mtipw dhecusarsd@4 1o he e diserbiy do gibs tabs or

li nki t t h f the k . )
cr eat | g GROERH P GOTEE e Bl BAREI R SIE s SYplegitck Ba6. 00

example, as described later in greater detail with regard to the ICI 800 tab, the users 104

examining the history of an incident ticket may select the incident recovery guides 150 related to
the particular incidents being viewed and are taken to the associated incident recovery guide 150
in the playbook 100 tab. Different versions of the incident ticket may be stored in order to allow
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The physical maps 310 display the hardware and physical details about a
system They include the hardware conponents, |ocation of the conponents,
dat abases, servers, etc. of the system being investigated. The physi cal
maps 310 capture information related to the box (or the physical hardware
i n the bank), transport protocol (standardized format for delivering audio
& video data over the internet), network devices, databases, service

provi ders, |ocation of the box, |IP Address, capacity on demand for the
system server role identification (such as prinmary, failover, active vs.
i nactive status), box owner (organization that is responsible for physical
har dwar e), object orchestration services é 0O0Ss") (used for tying dlfferent
types of thaasainiiMao seafowhiarifient zepdrts Werseen eéwv'r:rﬁmﬁ rfbt Geseribggt Lok &t gegter

systenms, de%ﬁﬂqltﬁ aaaq& eal&f’é&%ti%'tﬂéfﬁs%slm have thd mlﬂymf; RIokBE ihe Bhdn@és ia tepeci fi c

el enent Si ca can be accessed by scrolllng over or
clicki ngucketmrﬁmato axmnmh@lmwesmlmﬁ%mwﬁmweép wpg thedngdentsnc| yded in a

process map %}gﬁ@'io Rrdidsl i m@ O;?Ls%té)cwch iRYies T ShrSSprithiry hypedlofistess Wi ndow
S

350 pops up a nunber tabs and the attributes for the server
li sted bﬁiapn/\maharetlablsforltmubbsi@o@mﬁ)widﬁlﬁﬁt@ﬂ physéicab A1 i theyflogirgh 3203 pod difn have

tabs wit n%ﬁé{@)gb g;z,ﬁ&g's Aebydhnge dbmh cBP Leldek f@hEEgn)tzﬂy'EPﬂietn@i'nw& tHOHREY Y

docurent ange‘ recor server Information, and perforpance &
capaci ty3ﬂ}011ﬂ1d?1gm¢ (btw. access that peindcutan bwp 560, TheeuswH94 mAYGHsPeeREh hﬁF‘B‘Wé@ | i nks

to dOCU"E%ﬂt 03 Al ARaRAY0! RO BEARMIRA MRGHRAARR LE Bl 60 125,

such as e 1ncldents i n the know edgebase 200 that are
associ at é@ mﬁbﬁfdtefdsrahe mapst 300 Uista thesavpilable. prgtess mapsvaf caghephannekapdssbrebanpely i nks

to speci gi’%{e’ g% V\ﬂ%fxﬁa\ﬂ}%r% Lt EeSn jdfeolegv\!i'dec Iﬁ:l r@cé§§ﬁﬂg i dfs mafa

I nci dent he "server. s to the das ard may al so
be i ncl u@eﬁlowrnntthengﬁ@xdeaiﬁ theTingps BOR rinterdaveq I ord gmbodimenhitll oh v Rf?féd‘é‘@r ver is

perf orm n glgubﬁl c%?,l gt %e%%&sﬁ&k%ﬁ%tﬂ%?r&&%% E'ﬁhtf'&?écﬁ aazamat ed

wth tha for e record
i nf or mat mﬁughmntmhet@sbctmhsmﬁhﬂhhwlddgemMQamtnnd@atI@1t2 server, such as,

changes in t { er
over a speci f gtge F%,Elg%?gés an (fxz‘a’i%ﬁlé %1%&5?31@)%0%&3% go\% frllgﬁﬁ?% %br?a t?folﬁ%fééé -

i ncl ude emMMBngf:ﬂ;esmemumftbe maps 300 sestioryhaser follvaver &gﬁ\l@eth@trﬁlsmﬁ &orgs wel |
as ot her st tion for th ,

i Y A R T A b

I nvent or rac at ed

appl i cat gw’(}és,s rhaqsis roliad ovbm;theonhje:rts aboda'lllpdadd“albtd atlyWer hoest mmdmsrremlr ess.
These ta

TR 0ol B RSl FBE Rl BB 1 10
700 tab se,q;r&daﬁ; mapnt act i nfor mat | on f or t he contacts.

In one embodiment when an icon in a particular map is clicked on or scrolled over,-a pop-
up window 350 appears on the interface display. The window 350 has tabs and lists associated
attributes of the element. The tabs relate to different aspects of the icon and the attributes list
information for each of the tabs. In some embodiments, cach tab may have a search function, 2
hierarchy drilldown tree, and/or ists of information for organizational purposes. The attributes
in each tab relate to information, including but not limited to, documentation, performance
metrics, links to other process maps, data in the knowledge management application 125, as well
as system requirements for the elements in the process map with which the window 350 is
associated. The navigation icons 360 at the top of the page of each map are used, in one
embodiment, for linking to other areas of the knowledge management system 1 and for creating

and editing the data located in the pop-up window 350.
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The tabs for the performance & capacity information illustrate real tine

performance netrics indicating how well the server is working and the

capacity indicating how much nore information the server can control and

store, such as the outage tinme of the server and any up or down tine.

The | ogi cal maps 320 display all the interacting applications, the

application structures and interfaces, and the |inkage between them The

| ogi cal maps 320 capture the application information without any hardware

details, including front end applications, hel per applications, web servers

i nformation, including, sinple object access protocol ("SOAP') (a protocol

specification or exchange structure information in the inplenentation of

web ser vi ces The physinslmaps 318tdisplay $he hapdpre ang rhysiggl ﬁe@%@oﬁ& %‘@n‘t%gl-' ntd

oper at esmcla{ibdt ' oA EinRh&fd, TQMish SmE REHEoRAR) dfdbicsNeren] essoflbt i pl e
atfo

conmputin rnms), mddleware tools, web nethods, and,on|iphe support
_syg}t) ens &@ewgim@di &he physical m@ﬁ&@%&%ﬂ“ﬁ@ﬁ‘f&‘tﬁ%t‘ﬂ %@F‘B‘a@’r ﬁ’gps 320
interf agéﬂ;siiaﬁs}d“u% ih thdTHnR), 1SS A PRoYRY (RdirlitedtyBitTor deliRgring bl &

interfa user 104 views information about a parti.cular .aﬁgg,{hc tion or
part of widecdnts dventh dnternet), tetwenl davipes vlatabasere sqrsnPIgYiders, lacapipn gt PR 8% con. A

w ndow o] 1 n rroRRf idérdiBisatiovh L (Buchtds o s of
p@?gg%gwb%p%@v& %g&tﬁ adséap\‘ﬂer@stﬁm, YW rroRfid atith {(] privisg

the tab ~Th sections can have sone of tklﬁ anme tahs of

t he physfadaver,nastive 3 Cnacvy slatug) pe OBHEer (orgaBizatigythatols JoSPRs! PhEruRre™ _

| nf or Mt L gROF oBRANMRRbE QhrvickOPODSPBPIRAGES difenk @Yo of hitfpasnt i on.
The change co t PO R or nat | onwﬁ Ists all the change records, such as

updat es togethérh anipicrastion infprmation vethniber SYstamsy apglisAHipRSaRaf elstpEnts.g speci fi ed
tinme period. [4he, f ool Bf QT PRAORehBRNES phyRRESmaS 390 ca6 bé AecessRAILYOT | Ng
tool, log file, Touting tool, and any other Kind of tool Iau,nchgd fromthe
appl i cat scvollingToner maglickingicaveniiednon tes ingh  Eorowamplecvhiara wrvsh s Melided|Baqed as
revi eved Lt oo BUREhvirt icorR Bl MR&RIoW 350B0ps hupat ed.
In sone g%m%gi%’r%nat éi&fﬁ@?gggswg%s?ée A facili trym;2 or search fini ctpig(;l%al ity
al | owi ngsholdngis anmb@oft tebsswalr b aftibutesnfos theasarvsh listed tlowi g bsdgB $PEFagenent
application 125.rel | brisSiRlali ) incfidSi M nod limité@@s act i on
dependi n&‘ng??}%nésf %ﬁiégsg%%&répﬁe%%ﬂe&gé?&r%@?gvi eweé. e rg_Then transacti onal
map 330 siooiteaingowimmar doowkeats (FMRBEAL | changes 1eorwihi FETVENtIBToBAM Bt a9 ¢ he
applications and ;syst I:S. process map captures end-to-end transaction
flow coﬁ?ﬁcﬂ‘ﬁn&‘écﬁgﬁyp%cﬁwn?ﬂr{‘?@'gé ing wth different interfaces, including
bot h appl i catTimnsbsaforltheaMERamformatipe pravidedinks foofnsnmerspamsiadnta Rippughous the

i nformat | on uch as, |nt .1 0 I t bhitedl @Nthe ZRBHISAT] @RS,

i nput an!f“‘ﬂﬂ tmwgﬁleggcaﬁﬁ%%pﬁ gzaél%\r%ﬁ q’g’(%\@glgbstqis%}gt emf Ieow, busi ness

f unct i onkneAedeebmt POP it fre pmodiatbliwitn Sesparicubar sawver, Thnderverseayasogqnian
transacti.ons to other..proces : LEWSn L OsMRLEGE AbRidedd
parti cul PIREAG T lﬂgqt r%ngﬁérg%ﬁd%y%%o i n%hover.ﬁan i'con or sel ecting an
icon in i teerveA Miksdo theplagboarp 56hmanalsesby isendedtin e ST tahy FHBe BSeB £ abs

with attributes of the tab |iste . i f t

transact ﬂB‘ﬁQV Wﬁlﬂgteégﬁﬁl FoHgve gor?e%%g 'f%%etggqn%@gﬁ‘g 0 St’? hﬁé%kﬁiiog?l maps
310 and kpgHeas hssoEed SRDthatsecienor agplickBorent t abs. In general, the.
process maps further include s ort..te i nf L ] adi j W 1S
responsi bl e f%]i‘e §fwgﬂ?ﬁgﬁﬁoﬁgﬁg?rgggé%%ﬁgg.aqfsg%ghg@%émd@gt he user
104 is alk@er Such @k, vhanpes iri the hoh amyess vedjLrAsitaaiservice previgedotodhes sarved o¥eS & he
support team ,who receives notification for the requested change fromthe
user 104SP‘T?F[H‘}G§‘H’°tpﬁ%° ps 300 interface. In one enbodi ment the flow
400 tab provi yrstabd Pwsabaribfermdidn taochde uprasing systen aformatop semisedevel e, as

illustrated in Fjgure 12. It is ynderstoqd t i i .St he
f1 ow 400 %ﬁ‘n@’érda B%P’V&ﬁ a@h‘gl?elrssy#% Phe? ognfléla%hre %?Eé%gggg% ct?@le. The
f1 ow chaffenthBPiobl OXTTHR vhidh ig nsddew ehckoimesntcirg velaséd tolapplinptivnsclast wme. béfat t he

custonmer interfaces w.th.thro 0 t heban S§l. : C i1
down to [°5®REs bP’é\?@ﬂa%’a’V\‘}“Eﬁ;j‘nggfgé‘ sh:{heﬁ? %\‘/’f ?‘éﬁyﬁ%{oe}ﬁgg%eaﬁ%sﬁél%g%e to the
custoner interface applications and sygtens or view other flow charts 402
for other applications and systens, by “searching in the search field 404,

usi ng the drop-down nenu 406, or in sone cases selecting icons wthin the
flow chat ts 402.




There can be multiple flow charts 402 per channel and sub-channel wi thin

t he bank. The flow charts 402 are cross-linked with other custoner flow
charts 402 and the physical 310, |ogical 320, and transactional 330 process
maps, as well as with other sections within the tabs of the know edge
managenment application 125, as described for the maps 300 section. As
described in regard to the process maps, the user 104 scrolls over or
select an icon in the flow charts 402 to receive nore information about
that elenent in the flow chart 402. Again, the information is displayed in
a pop-up window with tabs and attributes within each tab. El enent s
and information related to each of the process nmaps and the flow charts 402
can be upsgmhsdleifor mhiotakuingihe dgrenand §p rebicking s linkathe yper 1194 is Gkehtenade to
t he el ement.s ' {'agﬂ]' Bnddds ps and flow charts 402
automti%og%ftﬁaggﬁg?%qgér@%ot e{Fo pr ocgg‘gg&@r?%%gg’gnd. flow charts 402 or ot her

i nf or mati on tMhattakissfor fregmribinmnes & capatity wfamaimsillagiaty galoime PeRakEnged.
For exanple, an. r.ade ver, j ofd user
104 upaapetes EcHRRIRIAHEUR SRk iy it LERYAERILARadl doR A o
maps i n iafobeatidnathelsesyer ean doholrredstorss wush ag theaviags tinp PHREETYERnd ARY W Pesul t
if the s&rv [ appears in any other process map, the infornmation related to
that ser$¥8P* 1 aut omatical | y updated to include the new capacity

i nformati on. The logidheagR32064isplasatl the interaaling applicatipns Hieprppligaion 8FycBitfance

scoreboard.. Jt. allo Ay [ i dﬂ_@ , aﬁt‘:ﬂ%‘ :

appl i cat ?“glrf?{eﬁfﬁ?e&g%\ﬁ??e anc?%%P %@’ieg‘{ gﬂbe%nl'i ty %Og%?lgl?%g\?glc Vi evggt% gélg'\l%)lnuat e

t he rel i mfirnition wittbus srythiardwaye ddtaitshimclagipg ifroat ¢éndrapplipstienselelpes japplisatians.each
cat egory, ,sub-chanpel, . and el. r.edi Ao toy HOfa, gory,
appl i cat 18 SOTES- EITR: %cnlg%ag%%?aﬁmgsag%ﬁéd a O\|1/\_/e(i %(R%ga {Svg,‘?’g’tég

rel ated #pecificatioh ngrogxchanize estratturesinformgléwi iy thehmpleshantation jof ywelf seryges| By el
above. Therefore e _sScores i il t e be
rol | ed- ufPHaHe ngwe geﬁg lcég'fg%%e&t %tgéég E‘g‘%@%,&{‘%{ﬁ%ﬁ@%@%’ﬁ{’ﬁz% channel ,
and changglicdtierehsoss multiple Sorgutieg pRifoins),usiddlawers tenls, O mathndasawdionting 1600

used by the know e nagement system 1 to track and display the

rel i abi Imo%fyswﬂ’é%gwlgg%cgﬁ%, sub- channel s, and channels. As illustrated
by bl ock 1602n ohéiemboituntdiyelopinalanmpsd2l inggufabe is activprin maeh the sahe/vay aadheghed

val ues for how ea [ the predigctabili fact or EPF%E .

cat egor i BY/sic aﬂﬁé?% e"(’j"‘%eal“ggﬁerlr%g%/wﬁ‘gs hs%?laﬁ%da% r?%tnﬁ;a y ?ﬁgs%ggfpr%ﬁ

t hr ough t)hﬁ &ﬁ%wﬁg rnsptsb?uingymeﬂm idohOorceelettingytheniopnb el sendewniopedp on the
automatical |l y_based on, dat at her

appl i cat FEFRFEVINR AJHGRCE $ie %a‘ﬁ{gh Etglﬂ?blg é’tﬁﬁgey‘??g%‘?%ﬁ“ﬁﬁggﬁ%&“fﬁﬁm

assi gni NgavieRemwef Gb bk tabsaifalgashysieal nizps A0 audfor difktanbabsydihedahs caviabindor

ther b | in ch f_deternini . it
Fact o aPREPRoLE appe FoR T RE A Pl RV RARRT TLBRRE LAl 1Y
bank.  inforfGtibd lists tall ahe Shddye béconrds, afihastipdatin owthe dapelication dfierre marticular

application al so receives weighted values.for. h e e t i es

af fect e 8RPNCHTOD; 4Y&T éﬁﬁ?q‘%fﬁlt V‘B%?,m%qj bﬁ'ﬁ %orllsefng?mgﬁ&nc E%Hﬁg{ ?%ﬂh(s)]'\%ﬁeaggﬁé of the
appl i cat jfRforaikftes} log & routing 2], b amhatherdil efitob] ddvapired| fom the dppicattrow each
of the sub-channels affects, each,of the chanpel s, Agalp I d

val ues na¥ye pap m‘w@’&nmﬂmﬂv@""h q8H Wi"t)%'gtgﬁdr %u%ﬁe?ﬁé%g%wc% ﬁ%ﬁe{ er
syst ens {40 haPrevicheyit dy wien detacriatdd hasdnmnenbodahdns thawbuiprovidelafailigat her ed

B e kel SunRondiey BwiaE thd S (8 67 Ral ' Hhorklford BRI

management application 125 related to a particular application, system, or transaction depending

=0

on what process maps are being reviewed.
The transactional map 330 shows how a particular transaction is flowing into and out of

the applications and systems. This process map captures end-to-end transaction flow
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As illustrated by block 1606 the knowl edge managenent application 125
receives reliability data for the predictability factors for each of the
bank applications 145. As illustrated by block 1608 the know edge
managenent application 125 then transfers the reliability data into a score
for each predictability factor. For exanple, for the predictability factor
of "if an application has a control plan" the reliability data received is
either yes or no. In sone enbodinents, if the answer is yes the know edge
managenent application 125 transfers the yes into a score of 100% and if
the answer is no it is transferred to 50% In other enbodi ments, different
reliability data is received and transferred into different scores, as

di scussecbmmurficatingerinteratting| withadiferent igjerfages, inglading bptagpiplicationg ap %cores

may be fﬁ@%,ﬁg;ggcnggﬁ ! $0Popfhrdtiforeh it HERUANinkdA 5 BomOREPh aTTE AL eD

110 or ermn autonatically based on data gathered by the
know edgspplieatiags inget ash it fian wachxplitation Jrocesresysiamidlons ptitess fairlipins 140.

As illustrated . RBR3SETE dcegbd. OF udetd t akes

t he scor%t‘@“%’r“g?é??é“gfg‘gsé‘f%@il%%‘%ﬁ%éﬂ?ﬁﬁﬁgg%?n each cgt{%tﬁg&l; and calcul ates a

cat egor y1&cvees irormapel stoat & garticlar wansactiond neapaididy %‘ﬁfg‘lﬂ@ owhdt AcQAnnel

score based.on the 1 ght ed ,val LG LRRlihd ith
JeeuSi ) £ PR AL pis U BE R BRI b R s wi

cat egor i &° cations,*and su i channel . Fi gure
13b i | | ustritates sf thaebdisted belown ThefabistntionRr B Gansestions) Jeaps 3H] epghaversppe

il lustiat the top.level . ORE : | yshannst 892, the
e-commrﬁfgtﬁ%%?ﬁ%qsog%hc ﬁ%smgﬁq%%gp]ﬁ%qlg%@?%gs%C&f:%anne_l 7, the card
channel 6, t He gl Tthe pacessimaps frxther intHoderTppaerhieamdnformatipn indicetighwhe 15602 has
an icon 601, the icong, 601 | HeQs8084 i0bl1LBGBmENannel
602. A u?@?oni@-%%gﬁlﬁalgﬁagmgtﬁﬁeep@ééﬁ%ﬁégggggs or %gcﬁ of the sub- ?Egtlnnel S
604 Wi t hipit thdhasgeareqairel it 2 poycessinaphe thy sepporteamp Whe rreciz¢sanhbtatipg fnghes01. | n
ot her enbodi nents, the user | t-he - 00 score for each of the
sub-chanFF@P?E%Gﬁ"‘“@?/ I G %@%%%%%&Qshnﬁngféor usi ng the search
functi on 640, n@he embglidenmheniow4@4E@b provides fow ohasts 402 from| a pystemerdgtefaget  of

the ORI 600 for th - cQmmer ce .channe fhadgpel 602
i ncl udes PEFRECEYS %‘ﬁ"%?%géﬁslggﬁa}%ngﬁ%u% vﬂ-ﬁp%ltng%h%%g}?&e elg%gﬂ& each

appl i cat iBRa®HGvideetarts Fpmakiesbank or nusinessiparspetive. G0 Howrshants 182 provisgehishs 608

that score the i ¢t of..each | i cation. ’@B’%\g{}“ N
pr edi ct alfiVFl qvﬁrvfeg‘?aféﬁ%ap@&??%%sr&g@%wgtg{neglg{%?/fg %6% | at?%eebcﬁtug‘ cussed in
detai | babowin decldrill dovitpirniotat lecs Mo@Schags dedthat grovidé moreddeinil telatedie thendex
fromthe sub-channel 604 |level, to the.i ' ld Wolal evel, to
the cat egﬁt?n%é‘@“?%?/ﬁ?@‘catﬁ’ﬁﬁa@o%m’%oﬁ H%%&g}dél ‘@?3%9? f'?%/ﬁ’% g@t o{i’ggﬁ%gﬁ(sgvel .
The scor gad %’s&nﬁ,albycsbhﬁhiﬁg i e adarcin fiélt &0p rebhig cheadiopdoyn frgoe 406, ot dr eon®12 and
the vei gggs%sse?e\ételﬁgai gnss wai{hlentilgﬁ(r)]wk:lhsa%gltaé). calculate a category
There can be multiple flow charts 402 per channel and sub-channel within the bank. The
flow charts 402 are cross-linked with other customer flow charts 402 and the physical 310,

logical 320, and transactional 330 process maps, as well as with other sections within the tabs of

the knowledge management application 125, as described for the maps 300 section. As
described in regard to the process maps, the user 104 scrolls over or select an icon in the flow
charts 402 to receive more information about that element in the flow chart 402. Again, the
information is displayed in a pop-up window with tabs and attributes within each tab.

Elements and information related to each of the process maps and the flow charts 402 can
be updated in the knowledge management application 125. Changes made to the elements and
information in the process maps and flow charts 402 automafically update any other process
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score 614, an inpacting application score 616, a sub-channel score 618, and
finally the channel score 603. The scores are cal cul ated for each
application 606 by using an ORIl score-sheet 620, as illustrated in Figures
14b t hrough 14e. The score-sheet has a category colum 622, a FCl
predictability factor colum 624, an answer columm 626, a sub-category

wei ghting colum 628, a source colum 630, a format colum 632, a scale
colum 634, and a channel category wei ghting col unm 636. The
categories 608 in the category colum 622 cover a range of managenent areas
I n production support. They are the major nanagenent categories 608 that
are addressed wi th any application 606 that is used in production support.
Each apphipsattidoflo®0saits 482 or eathdr ninfammatigo thek #y eropalinkge e ke ssertaton 125
on the basi f o] t ' balipsohéms £0% vagk. Ahe ORI
600 werem%’e aét?orﬁcﬁe 'a{s:(ért %ﬁﬁlg’nﬁg%gagiffg%et}-%YMer%, when, and how the
FCl's occuser £ tpwass givdnformationpeleted de thensesgp Boene ¢irthe Bgess mbs b oWRLSdi nent
t he nost ..i ppo LS 808 e ak deRbd § g,h%gﬁsqm et 651,
avai | abi ﬁhﬂfq% érjtg%%%e%eﬁ;ﬁfg%%ésﬁser vF%%I' cgh%i nui%b%%%errent . 653®Enowl edge

t r ansf er provessigepsix infSmatiomielatedite ot sereer Anautenaticathpwpegiedo inclpds thedigya ci ty
managenent 65%&@3&&% | evel nmanagenent 657, and systens managenent 658.
However , “PE STONderst ood that, in other enbodiments, the criteria may be
split into arfherQRIGOO taf is airiflteyiel casparety penfarmagggeoreboard. g glpvpta pygeto

cat egori 08 have 1 f @étr?@ LSk b4t towdik0

Il lustra h‘%‘!ﬂl Eoﬁémﬁ%é%%eﬁia@&?@% or Cgﬁﬁ&ﬂﬂﬁ%ﬁt@#ﬁﬁeﬂ%&gﬁe& ability
factors éhkhaeribe aeliabilitomsl stehility of £helepplications jag sheygelatst thetach seeard SKPi ch

relate tq how FCls ogcur W thin. .t BuBardh-ehnél. SRALRAREY 608.
W t hi n e&?ﬂnei’laatngﬁ%rn?glﬁ é?hvﬂtr%gét%)r@g?%({?(ggﬁ%g%’ @gt &B% st6110 ar el_’ wei ghted as to
how nuc hisasstgned maekightaibiviiagy relaiet to how important each it ssceringcihe sdliabilivyfdhe hat
occur wi}hin.the categor f LA 1005108 an 38 rbitddustih@tLed in
col urm 6%@6.1 PR cé%?ree’d%ﬁgcr%%ésn andtet%e%lr%ge%gs dfagcﬁ ﬁ?gt orical dg‘?a anal ysi s
of the psaekfot abh bf thy cdtegotyo asplisdi®nosbshager@idchannel lgeclpast . The t ot al

p €0 one: hurlIPin 1pBBHEE, Sh gl brod A6 (6A0 itk vy, ERSeg sl 20C
change negergentrackaid displagthe yelpbiliG oftheaiplications, isulyclianealy erd ehpgngln s
' nel ude: illnstrated by block 1602, the knowledge management application 125 receives weighed values
for how each of the predictability factors affects each of the categories. The weighed values may
be assigned manually by a user 104 through the user computer systems 110 or they may be
determined autoratically based on data gathered by the knowledge management application 125
through the bank computer systems 140. The user 104 assigning the weighted averages may be
an application manager, MOD, or other bank employee in charge of determining the how each
predictability factor affects each of the categories for specific applications within the bank.

As illustrated by block 1604 the knowledge management application also receives

weighted values for how each of the categories affect each of the applications, sub-channels, or
channels, how each of the applications affect each of the sub-channels and channels, and/or how
each of the sub-channels affects each of the channels. Again, the weighted values may be
assigned manually by a user 104 through the user computer systems 110, or they may be
determined automatically based on data gathered by the knowledge management application 125
through the bank computer systems 140.
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Are the procedures for initiating, approving, verifying and scheduling
changes al ways adhered to? |Is there a clear distinction between a change
request (e.g. upgrade application, change router configuration, update
firewall policies, etc) and a service request (e.g. resetting a password)?
Are there regular reviews (i.e. at least quarterly) on performance of
changes i npl emented agai nst docunmented key perfornmance indicators ("KPlIs")
for this application? Are multiple related changes grouped and then
properly schedul ed and comunicated to minimze the inpact to the business
users including | ast m nute schedul e changes (e.g. unforeseen delays during
I npl ement ati on) ? As illustrated in FIG 14b, the avgllabll nanagenent

652 cat egory'As figpirgidely dloghi 1606 the Jmpwledess MgnsRgiRert, @pgALion I&IS (e any
single % %\}q’%t?%a{f%'tﬂé BiétarBSactoré Fo eftBlof KRGk appliAisss Eﬁswmym)ea | f

yes, cri |ronnent of SPOF? Are ava|

i nf or mat byoblogk 16@8 theikngwicdge menagemend appligaion 53 then gpns ?ﬁ‘%’b blgﬁ%&égt?

comuni cated. g LRE FOARSRIHYBRASE TG cRIPHSFor BHeGRAictability factor of “if an
application has a conirol plan” the reliability data received is either yes or no, In some
embodiments, if the answer is yes the knowledge management application 1235 transfers the yes
into a score of 100% and if the answer is no it is transferred to 50%. In other embodiments,
different reliability data is received and transferred into different scores, as discussed in further
detail later. Again, the reliability data and scores may be assigned manually by a user 104
through the user computer systems 110 or they may be determined autoniatically based on data
gathered by the knowledge management application 125 through the bank computer systems
140.

As iltustrated by block 1610 the knowledge management application 125 takes the scores
for each predictability factor in each category and calculates a category score, an application
score, a sub-channel score, and a channel score based on the weighted values of the predictability
factors, categories, applications, and sub-channels within each channel.

Figure 13b illustrates one embodiment of the ORI 600 home page. Figure 13b illustrates
the top level ORI score for each major channel 602; the e-commerce channel 2, the BCT channel
3, the DCC channel 7, the card channel 6, the MHEIT channel 5, and the ATM channel 4. Each
channel 602 has an icon 601, and the icons 601 list the channel score 603 for gach channel 602.
A user 104 can view the ORI 600 scores for each of the sub-channels 604 within the channels
602 by clicking on one of the channel icons 601. In other embodiments, the user 104 can view
the ORI 600 score for each of the sub-channels 604 by clicking on the channel name, or using
the search fimction 640, or drop-down menu 642.

Figure 14a illustrates part of the ORI 600 for the e-commerce channel 2. The ORI 600
for each channel 602 includes the all of the sub-channels 604 within a channel 602, each
application 606 that impacts the sub-channels 604, and the categories 608 that score the impact
of each application 606. Not shown are the predictability factors 610 for each category 608,
which are discussed in detail below. A drill-down button 605 is used to drili-down in the index
from the sub-channel 604 level, to the impacting application 606 level, to the category 608 level,
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I's there a regular (e.g. at |least every 6-nonths) review of current
infrastructure against required availability with a viewto identify SPOF?
with a view to optimzing equipment (lowering cost)? Do you have
procedures for nonitoring, analyzing, and forecasting service availability?
Are there audit procedures in place to validate the ongoing accuracy and
appropriateness of the nonitoring and forecasting procedures? Do you have
defined targets for the availability, reliability and maintainability of IT
i nfrastructure conponents (including 3rd party vendors) relied upon by the

appl i cat fﬁ o({gym RO e FfraBﬁeﬁ\C Béy}j%ggctg}’%h&%v 9 FRd &@{%@@ﬁkmﬁka Rsed RE the

avai | aB Al Nt ai nabi it I nfrastructure
ConpongpdsctdAbing | fastbngods 61 paid the wesigineds avdr:{gebl atepthenl @ad foycajsulagna icallegdrdit ur e

bott| enecks?
score 614, an impacting application score 616, a sub-channel score 618, and finally the channel
score 603.

The scores are calculated for each application 606 by using an ORI score-sheet 620, as
illustrated in Figures 14b through 14e. The score-shect has a category column 622, a FCI
predictability factor column 624, an answer column 626, a sub-category weighting column 628, a
source column 630, a format column 632, a scale column 634, and a channel category weighting
column 636.

The categories 608 in the category column 622 cover a range of management areas in
production support. They are the major management categorics 608 that are addressed with any
application 606 that is used in production support. Each application 606 is scored in the
knowledge management application 125 on the basis of each of the categories 608. The
categories 608 for the ORI 600 were determined based on an analysis of the where, when, and
how the FCIs occurred throughout the production support process. In one embodiment, the most
important categories 608 were identified as change management 651, availability management
652, service continuity management 653, knowledge transfer management 654, infrastructure
and risk management 655, capacity management 656, service level management 657, and
systems management 658. However, it is understood that, in other embodiments, the criteria may
be split into any number of different categories 608.

Each of the categories 608 have a number of associated predictability factors 610
illustrated in the predictability factor column 624. The prediciability factors 610 are questions,
data values, metrics, or other factors which relate to how FCls occur within the bank for each
particular category 608. Within each category 608, the predictability factors 610 are wcighted as
to how much each predictability factor 610 contributes to causing FCls that occur within the
category 608 for the applications 606, as illustrated in column 628. The weighted percentages
are based on historical data analysis of the predictability factors 610 causing FCls in the past.
The total percentages of the predictability factors 610 within each category 608 add up to one-
hundred percent (100%).
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- 34- As illustrated in FIG 14c, the service continuity nmanagenent 653
category's FCl predictability factors 610 may include: |Is the business
continuity plan in standard format? o What is the date of the last test?
Have all outstanding issues identified as a result of testing been resolved
or is an approved business continuity renmedi ation plan in place? 1Is there
a docunented and known recovery plan in place for each service area, in the
event of an unforeseen issue? Are there regular backups of critical data

t aken and stored securely?

As illustrated in FIG. 14b, the change management 651 category's FCI predictability
factors 610 may include:

e Are the procedures for initiating, approving, verifying and scheduling changes always
adhered to?

e s there a clear distinction between a change request (e.g. upgrade application, change
router configuration, update firewall policies, etc) and a service request (e.g. resetting a
password)?

e Are there regular reviews (i.e. at least quarterly) on performance of changes implemented
against documented key performance indiéators (“KPIs”) for this application?

e Are multiple related changes grouped and then properly scheduled and communicated to
minimize the impact to the business users including last minute schedule changes (e.g.
unforeseen delays during implementation)?

As illustrated in FIG. 14b, the availability management 652 category's FCI predictability

factors 610 may include:

e Are there any single points of failure (“SPOF”} (If not known, please answer yes)?

o Ifyes, criticality to environment of SPOF?

e Are availability impact information (including the detail of the impact of proposed
changes) communicated to the change management process area?

o Is there a regular (e.g. at least every 6-months) review of current infrastructure against
required availability

o with a view to identify SPOF?
o with a view to optimizing equipment (lowering cost)?

e Do you have procedures for monitoring, analyzing, and forecasting service availability?

e Are there audit procedures in place to validate the ongoing accuracy and appropriateness
of the monitoring and forecasting procedures?

e Do you have defined targets for the availability, reliability and maintainability of IT
infrastructure components (including 3rd party vendors) relied upon by the application?

e Do you carry out monitoring and trend analysis of the availability, reliability and
maintainability of IT infrastructure components (including 3rd party vendors) to help

identify potential future bottlenecks?
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Are critical backups of information tested on a regular basis? |s testing
performed for quality attributes such as reliability, usability, and

mai nt ai nabi lity? As illustrated in FIG 14c, the know edge transfer
managenment 654 category's FCl predictability factors 610 may include: Has
handover/t akeover neeting conducted with initial teanf? Has necessary
docunent ati on been conpleted? Rate the quality of on-boardi ng new
resources (bank and strategic partner) Rate the quality of training
docunent ati on and schedul es Are wor karounds docunent ed/ new changes

i ast rudt JfBSERARCRIC DR S8ET sARick EUFRLEL Mlalaeipbil, o4 Ceardglfys F1
f act or préfldabifity tharcds 6d@ may include:
¢ Is the business continuity plan in standard format?
o What is the date of the last test?

e Have all outstanding issues identified as a result of testing been resolved or is an
approved business continuity remediation plan in place?

e s there a documented and known recovery plan in place for each service area, in the
event of an unforeseen issue?

o Are there regular backups of critical data taken and stored securely?

e Are critical backups of information tested on a regular basis?

o Is testing performed for quality attributes such as reliability, usability, and
maintainability?

As illustrated in FIG. 14c, the knowledge transfer management 654 category's FCI

predictability factors 610 may include:

e Has handover/takeover meeting conducted with initial team?

e Has necessary documentation been completed?

¢ Rate the quality of on-boarding new resources (bank and strategic partner)

e Rate the quality of training documentation and schedules

e Are workarounds documented/new changes tested with workarounds in place?

As illustrated in FIG. 14d, the infrastructure and risk management 655 category's FCI

predictability factors 610 may include:

e Does the application use any non-permitted (“NP”) technologies? (consider software
level: non permitted score by enterprise technology and delivery (“ET&D”) (can be more
than 1 per application))

o If yes, how many instances of NP technology exist?
o Does application have remediation plan for any non-permitted technologies?
¢ Does application have a control plan?

o Was the control plan updated within past calendar year?

¢ Does the business impact analysis exist?
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Does the application use any non-permtted ("NP") technol ogi es? (consider
software level: non permtted score by enterprise technol ogy and delivery
("ET&D') (can be nore than 1 per application)) |If yes, how nmany instances
of NP technology exist? Does application have renediation plan for any
non-permtted technol ogi es? Does application have a control plan? Was the
control plan updated within past cal endar year? Does the business inpact
anal ysis exist? As illustrated in FIG 14d, the capacity nanagenent
656 category's FCl predictability factors 610 may i ncl ude:

As illustrated in FIG. 14d, the capacity management 656 category's FCI predictability factors
610 may include:
e On average how close are current processing volumes to the volume ceiling of the
application?
o Are there any known initiatives that will increase rate of growth? (Initiative, Sales
campaigns, etc.)
o Arec threshold alarms in place for individual services that alert staff about approaching
maximum capacity limits?
e Are key components (resources) monitored for capacity load? (e.g.. Hard disk, memory,
CPU, etc.).
e Is capacity data constantly analyzed to help in resolution of incidents and problems?
e Are changes to the capacity of the application handled through a formal change
management process?
As illustrated in FIG. 14e, the service level management 657 category's FCI predictability
factors 610 may include:
e Do service level agreements (“SLA”) exist between LOB and consumer and small
business bank technology and operations?
e Isrisk rating assigned by LOB?
e Does the current application design support the LOB risk rating/SLA?
e Are agreements with vendors documented and reflected in the SLA's?
s Does the SLA structure include features such as reliability, security, service hours,
support, response times, turnaround times, performance criteria?
e Are there mechanisms in place to monitor and measure all items in existing SLAs?
o Do SLAs have clearly identified key targets for service hours, availability, reliability,
support, response times and change handling?
As illustrated in FIG. 14e, the system management 658 category's FCI predictability factors
610 may include:
e Are tools and processes in place to automate or quickly react to customer / agent

impacting events to provide operational relief?

-36 -



On average how cl ose are current processing volunmes to the volunme ceiling
of the application? Are there any known initiatives that will increase
rate of growth? (Initiative, Sales canpaigns, etc.) Are threshold alarns
in place for individual services that alert staff about approachi ng maxi num
capacity limts? Are key conponents (resources) nonitored for capacity

| oad? (e.g.. Hard disk, nenory, CPU, etc.). |Is capacity data constantly
anal yzed to help in resolution of incidents and problens? Are changes to
the capacity of the application handled through a formal change managenent
process’> As illustrated in FIG 14e, the service |evel managerrent 657
category's FCl predictability factors 610 may i ncl ude: service | evel
agr eenent s o( "SeAvippechishasisisthuelegy oRniioringdens avedeble g ESWH'PW’B%? PMeR. pank

technol ogy ang..engr %’iﬂeg&ﬁe, Mqueue Command Center, efc.)

e Is the operating system (on which the application components are installed) monitored on
server and client machines? (Paging, File I/O, Network VO, Local Disk I/O, Remote Disk
/0)

e Are application performance trends monitored and projected forward to indicate when
thresholds will break and projected breaks that are alerted with sufficient time to alter the
application/system to avoid service breaks from happening?

» Are component/Application interfaces monitored (Al Component Boundaries,
Framework Intérfaces)

o Are customer experience monitoring tools available? (e.g. Topaz, Omline Banking
Monitor, Compuware Vantage Agentless Monitoring (Measure transaction response time,
transaction volume))

Each of the predictability factors 610 listed above are assigned a particular weight in the
sub-category weighting column 628 associated with how each predictability factor 610
contributes to producing FCIs. The scores of each predictability factor 610 may be manually
entered by the source listed in column 630, other employees, or a user 104 in charge of
reviewing the scoring. Alternatively, the scores may be automatically populated by receiving
information from other applications in the knowledge management system 1 or the bank
computer systems 140. As illustrated by the format column 632 and scale column 634, the
scores may be based on a “yes” or “no” response, a scale, a count value, percentages, a number
range, pass or fail, a high, medium, and low response, or some other similar rating systeni. Items
with multiple rating values, such as a scale, may have associated text that defincs the best
practices for scoring the predictability factor 610. In some embodiments, the score-sheet 620
may have note fields allowing users 104 to populate why a particular score was given for a
particular predictability factor 610, in order to justify the rating. The text and notes fields help to
create uniformity in the scoring across the channels.

Depending on the answer to the predictability factors 610, in one embodiment, the
predictability factors receive a score in the answer column 626 of zero (0) to one-hundred (100)
percent. The score of a particular category 608 for an application 606 is based on the sum of the
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I's risk rating assigned by LOB? Does the current application design
support the LOB risk rating/ SLA? Are agreenents with vendors docunented
and reflected in the SLA's? Does the SLA structure include features such
as reliability, security, service hours, support, response tines,
turnaround tinmes, performance criteria? Are there nmechanisns in place to

nmoni tor and measure all items in existing SLAs? Do SLAs have clearly
identified key targets for service hours, availability, reliability,
support, response times and change handling? As illustrated in FIG 14e,

fgglzéztenkggn?gerent 358 category's FCl predictability factors 610 may
custonerﬂwmaggmggqéﬁgg proceéﬁgém%glg ed%%§%§%§ﬁ%gﬁﬁgyﬂgH%§?L%ﬂQEaCt to
listed in the sub-category weighting column 6238.

In some embodiments of the invention, other scores are used along with the predictability
factors 610 for each category when determining the application score and before the application
score is used to calculate the sub-channel and channel scores, For example, in some
embodiments an application risks and control assessment tool (FARCAT”) is utilized to
determine an ARCAT risk score and an ARCAT control score. The ARCAT risk score is related
to inherent application risks. The ARCAT risk score is determined by taking into account the
risks related to the application, such as business impact analysis, downstream applications,
upstream applications, transaction rate, data volume, recovery fime requirements, related
hardware and software, and privacy data. The ARCAT control score is a measure of the control
an application has over various other systems or applications. The ARCAT control score is
calculated based on how the application is related to business continuity, technology architecture,
platform or environment, production stability, regulatory compliance, business process, and
information security. The ORI score for each application may be reduced to a percentage of the
total score, and the ARCAT risk score and ARCAT control score may be added to the final ORI
score. For example the ORI score for a pérticular application in one embodiment may be
muitiplied by eighty percent (80%). The resulting score may be added to the ARCAT risk score,
measured on a zero (0) to ten (10) basis, and the ARCAT confrol score, measured on a zero (1)}

“to ten (10) basis. The final score is still out of 100%, but now includes the additional factors of
the ARCAT risk score and ARCAT control score.

Furthermore, as illustrated in the category weighting column 636 each channel, and in
some cases each sub-channel, is assigned a category weight related to how the category 608 for
each application affects the occurrence of FCIs in each channel and sub-channel in relation to the
other categories 608 within the application. For example, as illustrated in Figure 14b, the change
management weight for the e-commerce channel 2 is twenty-five percent (25%), while the

" weight for the BCT channel 3 is twenty percent (20%), etc. Also, for the availability
management category, the category weight for e-commerce is fifteen percent (15%), while the
weight for the BCT channel is twenty percent (20%). The sum of each weighted average for
cach category in one channel equals a total of one-hundred percent (100%). Therefore, category
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Are conponent based technol ogy nonitoring tools avail able? (e.g.

I ntroscope, PerthMon, NetScout, SiteS cope, Mjueue Conmand Center, etc.) |Is
t he operating system (on whi ch the application conponents are i nstal | ed)
nonitored on server and client machines? (Paging, File 110, Network I/Q

Local Disk 1/0, Renote Disk 1/0) Are application performance trends

noni tored and projected forward to indicate when thresholds wll break and
projected breaks that are alerted with sufficient tinme to alter the
application/systemto avoid service breaks from happening? Are
conponent/ Application interfaces nonitored (Al Conponent Boundari es,
Framework Interfaces) Are custoner exper| ence nonito | ng oI S ayali I abl e?

(e.g. Topawes 68hfur rechpaplidahen we ruvititicd ks ReEREed X6Te: toring
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system h% Eﬂé with nmultiple rating values, such as a scale, may have
associ ated text that defines the best practlces for scoring. the
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to the predictability factor 610 scores are sent to the proper employees to make sure the scoring
of each application is kept up to date. Access to make changes to the predictability factors 610,

the associated scores, or the weighted averages may be restricted to only those who have been

granted clearance.

In one embodiment, color-coded scoring is applied to each scoring level to give a user
104 the ability to quickly identify the channels 602, sub-channels 604, applications 606,
categories 608, or predictability factors 610 that are acceptable, in danger of failing, or failing.
Scores greater than 75% are assigned a green color code indicating that the associated metric has
passed and is acceptable. Scores between 50% and 75% are assigned a yellow color code
indicating that the associated metric is in danger of failing and should be monitored closely.
Scores below 50% are assigned a red color code indicating that the associated metric has failed
and needs immediate analysis to determine a fix.

The contacts 700 section, as illustraied in Figure 15, is a reference tab for finding the
necessary information for the teams, partners, poirits of contract, hierarchy levels, notification
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-37- scores for each of the predictability factors 610 in that category
multiplied by the factor weight listed in the sub-category wei ghting colum
628. In some enbodi ments of the invention, other scores are used al ong
with the predictability factors 610 for each category when determ ning the
application score and before the application score is used to cal cul ate the
sub-channel and channel scores. For exanple, in sone enbodi nents an
application risks and control assessnent tool ("ARCAT") is utilized to
determ ne an ARCAT risk score and an ARCAT control score. The ARCAT ri sk
score is related to inherent application risks. The ARCAT risk score is

determ ned by taking into account the risks related to th | i cation,
such as emAcHeas weles Other ARRRRE ir ?‘e’éﬁﬁmsﬂtsr@’élino%ﬁbfas% Q??’{?hg‘ﬁ tﬁ%&‘?‘@&#ﬁe

appl i cat Jﬁl embrft APSHRGHINOIRS! A he iblodinie, drier 108 ey Bfif-dbwirtromettje chizmment s,

rel ated hardware and software, and, privacia/ data. The Al gttiﬁtg]ntrol score is

a neasur levelf toihesub-ghannel|levsh to,te pprligetiog levch n orgerto fEXpEw QU Pation f s or
appl i cat {003 enlifByRRCle N1 04Q)an AEN/dBwh So $id evdls Bl Qeledting st ameb ontitte e
application is related to business continui t1 , technol 3 lagﬁql tagc%ur e,

pl at f or mvastous pPleYRsFritHhe dﬁfefﬁaﬁeh%ﬂssﬁ%rsﬁﬂwet%,Of @E‘ﬁ‘i‘tﬁ‘f‘ % Sc SNBTIEKES,
busi nessynrQCEHE mae iHABAHR sbath SaBHY T02Yor didpRIoWR mERm08 16 Ghd & apdific
application nay be reduced to a percentage of the total score, and the
ARCAT ri sdutastore and ARCAT control score nmay be added to the final OR!

score. For exgppl s figrddRlan $8&hfe HOS contaBEdidpla ihidiaca T4 inhé bonactsIT00 B
enbodi rent may be nultiplied by eighty percent The %e ul.ti score
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each category-in one c equals a total of one-hundred percent 2‘%00%.
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vei ght ed ek e LAl ? AR P 5sRIANRA A0t Al BELe FRthoiBeRpptTTRbe80 each

application Has a sco _how it inpacts each sub-channel and channel.
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sub- channel ok, channel . | &g h - RPRe 1§6Q18:H18 may
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tab. For example, if an incident recovery guide 150 indicates that the incident should be brought

1o the attention of the level 3 production support manager for shared services, a link brings the
user 104 to the mangers contact 720 section illusirated in Figure 15. The user 104 can then send
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The score-sheets 620 for each application can be updated in real-tine,
during periodic intervals, or on an as needed basis to exam ne the
confidence scores of the channels, sub-channels, and applications. In sone
enbodi ments, the scores for a particular application or category are
e-mailed to a subject matter expert or application nmanager at various
intervals, in order to remnd the person tasked with populating that field
to do so in atinely fashion. In other enbodi nents of the invention, the
neasure time is tracked, and alarnis and requests for updates to the
predictability factor 610 scores are sent to the proper enpl oyees to nake
sure the scoring of each application is kept up to date. Access_ to nake
changes the incigentickefite theipranet lpvel dqresustiomsyppartpansgedisicd i the ppigt elsconiget ¢ he
wei ght edzaveLages may be restricted to only those who have been granted

cl earance. I n one enbodi ment, col or-coded scoring is applied to each

scoring | evellnispme pyibodimenses hipguchymeing hink may be grayided kP ¢ usgd St cfg ViR &
channel S%i | ﬁ/{ ﬁ#égg? BaaRgh on BR%ier@BB) AR UInRNF RRE embadiNERE, (BSuseOfbs iy
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that the,assaciahed,artric has passed and is acceptable. Scores between 50%

and 75% are assigned a yellow color code indicating that the associated

metric is in TheragpertsoTSK b inhdlugheted i Fighte d Smaliewsoreduser diserapabiliyoples
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The incident recovery guides 150, the incident tickets, or other areas of
t he knowl edge nmanagenent application 125, indicate that a specific
hi erarchy point 722 is contacted in order to resolve a particular incident.
Alink is provided to send the user 104 to the proper contacts 700 tab. For
exanple, if an incident recovery guide 150 indicates that the incident
shoul d be brought to the attention of the | evel 3 production support
manager for shared services, a link brings the user 104 to the mangers
contact 720 section illustrated in Figure 15. The user 104 can then send
the incident ticket to the proper level 3 production support nanager listed
in the point of contact 724 col um n rchy
poi nt i nk néeifel 904k ﬂ%@u§@“§”h§§wff8¢s@gﬁéﬁp%vl &ﬁ§§ 3
sel ecti ngle &etﬂ}& ilidnifi8d. Chignie O itustiatels ﬂtahouﬁaeron@mesﬂnmmtsmm seindidert 104
may view t phone nunber and enmail of tgﬁ*cont O'nénf clickin 8 on the
nanme |i svea ltﬁftrﬁémp?dr e dirst (6P itk the PFosass Whep gproducti éifortcﬁn% t ab,
as illu }?r{)@lfcﬁgn Rokk BHbE alfodlibd¥iichiR thfteh droe recardawit infyrmafiorest thact i ng
reports rontth i ncidents that argg%rack;ﬁgﬂﬁgL t?eek.omdggﬁ g% agenent
app! i cat ingident d5sentafor stayaga v dalabagey s U Y &
cust om r engr tr, LALOUARodidéntd #RK: 1184 fRLivead nothiRatidd, ﬂ:&&dghteadml a' ﬁn@mﬂmrl6 t he
i ncident i'nformation report generator 751 gan be .ed ou 5&“1 %
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cust om osomeumication teban errofihes pesgERd- s ARSLICEINNg A APHIREOR PLI i
reports filda %99%0%@%‘ B %Ee} 10y sERLHRS iROddtdbaset fof b @ewSidcidéneassliastntedaye 754,

or the e ate

he i ncident ticket. user 104 uI ate
t he |nC|Uer:1¢1$112€ke"tﬁqm§1iiﬂ)éﬂer 7‘%149@%5(%?%11"} Ke erﬂf%éw%q{ ﬁgltep]ts Sy want

a report é&sﬁi‘d? LQttide x$:QinflpQBE Srdr@§pRFtiS tHeasabhse s istraeymrtidck rating
| evel ?Ssg&m, th rl ﬁ{bee t he “st at usggj% of the. in |deni the?é} oot

cause owihﬁﬂ mseﬁ;f: lStSWéWhﬁ? @éﬂﬁlﬁls 13%@%@%‘6%%%%”5 s bank
technol 0 a&ﬁﬁe a?éﬁqhaﬁén%qﬁat%% L8 d RS sanicdssla FEha Fﬁs«:,vas illustratedFinglidogond 7,
es wha

illustra e custom or canned regort 770 | ook Irk?ﬁ%@ﬁr a request
i s enter 816l Af thearserci94rinds thgthe ghere T¥h fackp slatedBAfebIC PR

entered Ln phe, LAGH S8R Qblhted SREIRAL R resOived] s tlituﬂramdeinvr ew
section % {;E @3{(}#‘{)% 7(I)m5|'ﬂh%mt(1:ausal infornmatio %gg sec

illustr aﬂmmonchéswgwlﬁ tbe ingidend digket de aepelved) andh Closong MY ﬁ?ﬁ?‘f’%ﬂ‘ ®syst em
781, the Caai%rghtou?l %Ptm ﬁl%%mm@ﬂg éb!ik‘:c J0BihdideBt HitkRPfolrestBR-thd BiErehtidoidént, as

| nf or mat POR section lays o the i npacted channel
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| ocatt Ol S é’cir‘ﬁ%‘eeteﬂi}?@ b yRRg 1840 FMHABRGrOLs fBlisus] oG e 605 10MBan797,

and AM s e repor l'ists the issue 84, the cust r 785
i npact ed ppdaethe msﬂmtalbke’mﬁmd i the mlmebaﬁﬁ@oc“&ﬂ?sﬂy pddationgl miormatiqadewid, ¢  on

788 of t | dent Bn® redo¥id) ift Bided o HEDABYefbnf @brs FRRIOT
executi v u?%ﬂgg%eﬁfgﬁgosg B?én&ﬁrcchﬁgren JF‘:Igvllg’ewed onmdar 'y basis. The
reports thGanaor sthiar iwélents ed for metrics collection and anal ysis used for

A1 ving the SAL e G0t ahEBte, it e vecr T0P ot i didcn

illustrated i I's where the i'ncidents are tracked from when they
are fi rs&lckeﬂeﬂﬂtbﬁncaidnt iFnofueselved the hses it logs & wrsv ineide ket i ths I6E Y528 o deal
with an | I ReilldretigkeRC@ASS when
a product‘ gﬁ%@h%qs%%cﬁémeéarﬁ%uﬁ%ﬁﬁq%%ggﬁtE‘%I%é%arggg(gghsd or1 on ae roducti on
syst em i sisdrhat canemerranrindideoobyiselsicting thaf oevwrincidert” SnttanRO1jip hedEh$0 RomGnt £ or
storage in a d h t pchy) b4 kU@kdnah 8L by

bl ock 18788 Fﬁaré‘gtﬁagedel?%ﬁa% 182?5 Aﬁﬁ? r %Eég?%?ives %uﬁ%tlr ficat |non t hr ough
e- mai | ommeumhmm@mmrxnmmm Figures 20 dhrough 25 sIowegronbgdimepts dhe
receivin tificatio rfar 8hingk ddpe user
104 sear dnpueirpasanluHiion 15 O ol Bl MARE hifl FABL BONNE, F LET)
After t hen @sesiol Qépottobeoned fni the bankndatatiasrsi I38nwuch wh dhepselrlen Gigket dembrlds t he

i ssue associ at th ci dent i he
dat abase,SS%&tY §ﬂu§’t yar é‘ﬁ'e Sh?bﬁsoc %%y %ﬁ%@ﬁﬁlﬁﬁgﬁéﬁ%{%ﬁgﬁgiﬁerﬁ%em is

“identified the user 104 searches the Kﬂpmtedgebase 200 for any rel ated
incidents that have resolved the same I'ssue in the past, as illustrated in
di anond 1816. If the user 104 finds that the there is in fact a related
incident, the user 104 drills-down into the incident report to see if that
particular related incident is resolved, as illustrated in dianond 1818. If
the incident ticket is resolved and cl osed-out then the user follows the
.procedure outlined in the know edgebase 200 incident ticket to resolve the
‘current incident, as illustrated in block 1820. The user 104 nmay cl ose out
"the issue when the incident is resolved, as illustrated in the term nation
bl ock 1840. Furthernore, as previously descrrbed the user 104 can update




the sanme or simlar incident. As illustrated by dianonds 1816 and
1818, if the user 104 cannot find a related incident ticket or the incident
is not resolved, the user 104 logs a new incident ticket into the I1C 800,
as illustrated by block 1822. Figure 19 illustrates the incident hone page
for the incident tickets. A user 104 can enter an incident by selecting the
"new i ncident" button 801 in the IClI 800 honme page, as illustrated by bl ock
1822. After opening a new incident the user 104 is taken to the incident
ticket screen 810, as illustrated in Figures 20 through 25. In sone

enbodi ments the know edge management application 125 can pull data into the
new i ncident ticket fromthe data in the error report_ stored in_ ,the bank

dat abas etsparsoHoweeR aqiser; W alse bpg Brabiliyie edihordsiste ey infouapafiop i the gnprdent,

start ti fBed therddore, Wilkd a Ar BMYorQidd @Mmel MR WBARAn bMBH inGALhaRE: 6 BRI t he
error report. However, a user 104 al so has . the abil |%% to edit or delete
F

any i nf oﬁﬁﬂﬁt $1dnthp severity 81Achermagterticket spmbenid# Ghepumbes pf o figst erereppforc eat es
a new tigg E/tﬁeh rof@@Rof Hcfdeni Wha it G AR SichiiGedy 0 LMY tilpiee 818 kha e

severity 812 he master ticket nunber 814 (the nunber of the flrst error

report featus dehef th tickst. ¢ Frthsroense o6 ugsss I%PQ?&I‘?F th nysidegt tcketthaygpay select
denti figfons bitnetd G sthftp Helinddent tidROwhHGt SlrédeiRd 80 thef orlien i 1ekcBts
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pagi ng |1 |n or I'n use t nage I cation
104 to r emk ueimbWEdgmman@ﬂmﬁmdmdgelhlﬂsivr almdmy) visthotbk @812’8633 011 3 Phgingiser

104 then t
11 ust r 2t 5 50 6 b Bt kitoldfe KGlgcBh bRIARGPR (BB AR, 20
The user iltiatedsyibdavk 18B8% nmaps 300 tab as well as the upstream and
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for processes that help resolve the incidents, as well as existing data and history of related
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As illustrated in block 1856, the user assigns a severity level to the
incident ticket. The severity level 812 hel ps determ ne the process taken
to resolve the incident, as well as the proper individuals to nmake aware of
the incident. If the severity |evel 812 changes throughout the resolution
process of the incident ticket, the user may enter in the severity upgrades
or downgrades 820, if any, over the life of the incident ticket. The

hi story of any severity changes are recorded in the severity upgrade or
downgrade history field 821. The user 104 also enters a brief description
820 and probl.em descri phi | GRS hiatd 16 &filees 3for bidksgrbad,ed i n
Fi gurelﬁJenEI)'h@( Y ?gifeségatgg(r?llgl ?‘lﬁ%rl{gééligo% ?ﬁ%kti tpl%gdbttglra shortcessent encesé(;u‘ﬁi ni ng
t he gengd adternpiindihe rustamer itdpactfoothk entreie sunidept ficket.823 is a nore detail ed
description of the pr.oble After. the severit vel. . J

det er m ned Wéllweﬁdﬂg’i“cg] 13@?’etP%uf‘Fétais%gpso%S%%tytlﬁ‘éeY itgngjlege%?&é ﬁ%ﬁ?tbl T8s
comunigeatigficla BnGeiAbtchfineheRoaseakal ® refitve the iibédunt, tak el tas the, prajser
illustrated by block 1858. Thereafter the MOD efcaf ﬁ‘{ es, the incident  ticket
to t hoswdividvals so make iawares of Hieciacidgntn| Ycke sensyty level 812 changes tupnghpptthe, o
MOD i s deferm ai.ng.t SRl Qbket BT mak04n@P dn ARY ARGerith dbpgkdies D has
al read)fesgguclgﬁ]aépg%q? hdgeﬁhlgc@gltdg%to, ee’g?ﬁ t he nsl%sgpnof _gnal yZi ng?an?
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resources contained in the know edge igat .
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there i,s .no assogi ated rel ated dat a, t he 10 j | n,t he
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in the incident tickets. This allows the users 104 to better understand the
i ssues idvirareddyblackd®39f or the incident tickets in a tinelier manner.

As the user 4 i kB | Ringant eldARVioRNBYe asd 10afME Yo tha t he
incident tic titﬁe': S%%Hﬁlﬁeﬂt‘%y%éfs ggﬁigﬂi rrn%z_ict esectlioon %3(_), i1l ust th_ed in

Fi gur e {Rd MGD Useralré@ly ssehletetl ghe teket 46.f bagire thecstempbpralgang apehregeareniag fswn t o

th i fic sub-channel s. using.th . i t g

cach oRspRbSEOEREBAL ety ef o g e dEiouldBP Abhalied R I Raquifigel’ "

bDCls ] /i?@n%%%@%}ﬂ aﬁﬁl&tifnf) lnzs—:; ?@ Iﬁ:usha:ﬁ& eiytband éslﬁm- ﬂ?ham;g :1 04,Bhe agﬁniamdf;mbf
reakou ur er | ustrate 0 f S S.are, proken

Wi £hi . eecie demiHplet. TAY St BivGIFIe) Sesemiane i PrOBATS: LT P PRETERST 1

af f ect qloARRILRA LA RREHTGIARALAYe SOE bRbr, 8 THAUUI 1800 Ags i dbilieptcer

det ai | he 1 ncident’ | cting the applications in each _channe] and
sub- chasmrelthe Hisore uf clanges mege to Sreciacident tickatsgam pterepimirrmation fy gagh field

i nfor ion related.to howt i ncl dent i f t : t . what
i mpact %Prﬁvéoqﬁd{}?lﬂﬁ’?gﬁg%tﬁetﬁﬁﬁss {ﬁg)err‘gsr%r tl%gés Zﬂ lgﬁg‘%udé’ ggap &%% a soﬂirﬂr?l% I'c git%fehs t he
geogr aphike@dhrdu@s giré-ored3drop atvntdae, on i tHeretis ins assupimtdd refpredwdrits thenmigr WA p t o
identify the root _cause as ,aeéﬁgrti Cﬁ_gar syst.em or server. .Ihe t ot al tored

i nci deray meaeallygBly in ghe sganiredyficlds-¢ hBe &5 Breacq e, o Jier B BE5%hg
lists tiﬂ&g]%nﬁt @a 'ﬁ%@se B 8ndafiksd thaNdndiiaks ubQT 2888 tHeh@ahfdls amdhe incident

sub- channel". e description section 840 of the incident ticket keeps
a runnitigketsaFhif allogsthmisesst 104r1s bbuerwadersiandthe iswes end seprjutions fastye eideRe
ticket. A user.lOﬁ enters a title and description in the CoommDetails 841
sect i orfiCkelSAR B 4PIHE TS mati on related to resolving the incident ticket. A
runni ng tab g tHehgseSonMUMNeCabiyeing 1B Indidenk dlpty inay tutid infescatiopt todhe duridenbn
840 and may be edited or del eted as e.incident i.s inyesti d., Al

e | aidkel Wi dhecarivpn oacser s B ceisa do it v viet S od detePls e
which allows a user 104 to descri be how the problemcan be tenporality
fixed until the root cause is identift&i and fixed. There are also restora
and resol ution 844, and root cause description 845 sections that a user 104
popul ates with information for identifying and fixing the root cause of the

i ncident ticket. As illustrated by dianond 1862, if the root cause is
not identified at the initial level the incident is escalated to a higher
| evel for nore expertise on the incident team as illustrated by bl ock

1864. Thereafter, the team anal yzes and researches the incident ticket
again until the root cause is identified. After the root cause is



RFC ticket 848, as well as the MOD contact information is also provided for
foll owon inquires by the user 104. After the fix is inplenented the
user drafts a wite up for the MO indicating how the teamresol ved the
incident ticket, as illustrated in block 1868. The user 104 fills out the
ot her details section 850 and the root cause section 860 of the incident
ticket. The other details section 850 has data entry areas for a problem
sumary 851, ticket assignnment 852, and pernmanent resol ution 853. The
probl em summary 851 section is populated with information indicating how

t he probl em occurred, what the users did to troubl eshoot the problem and

the outcone of the troubl eshooting, anal ysis. The . ticket assihgnnent 852
Sect | on et chiaol R8! BRIFEaT (Rl SN PHRGC WG e SpePHRRC e

resol ut i gison BBE. MAMIPERRA bof fHesedhdineli 838 ¥8e 62€ L0Onaylasearih esnmiter 6f FEIk,
outcone of the fix for the incident. Th h det. al secti 850
al so i deRETs ALy, jgad PHD# dorgagah ﬁlgaeaelta&ds*BP-\?’éanPﬁe%?ﬁF‘%}eW%di‘ﬁ Sut £33

i dent i f i fAhbQiu@hiel Av 1HR¥CEs 44dDGIE 6@ brdkeh Uekas withideadhhnmiel dndsii-ctentad, t he
pl aybook used 855, whether the user 104 co | ted the know.edgebase. 856,
and an aTesmuwrdA? alsp é"élsf‘%Fhea"ﬁ% |agelicgton P%;H'“Wé’r“@htg rsﬁcg'f’gg‘}%r gﬁé‘ﬂ% o fix
the inci gentr defhiSOw theinSiasm ismRatizRripplitaiohsin asich chwklisid dub-chahiee Theci dent
ticket, which take the user_ 104 to theg{';gﬁ%lg_%!nijéii I I“?E;d iﬂ)cl di.n‘% et;ugt not
limted eustomen&XpeHENESRTIONSESvE POPHAITY oy rlated o ey Be8EBKE 100,
the inci genting ingkekSmatSAM WHaP Hhgabiihit ROMVRBIRIAS CusR2er b&bC The user 104 alke 1 00t

cause section 860 is a] so popul ated by, t,ge user 104 af.ter thi%}en&i nt fix
i s det er idicalgs the geqermphicaldecaion, 836 taldhs igriog ¢ mppriingtichBay BRI oY | e

causal / f glelrbth 8nfle bdd pti Gk \?ﬁs‘t’en?&sééﬂfei‘. Nohe bl fheiib wiyngt Sp7as tallza ot theber e di d
the failure originate 862 a

t event_ cause he failuyre 866; and
i ssues cofibeimpsiseeting §3Aamddiskthe taiel Filsy PQ?S: %{ﬂ“@ Pgi}'@’.f"r eath &W%aat t he
questiongywhghRy did the failure originate 862, the user populates the
fields describing the initial point of failure 863, the seacond point of
failure 864, caqaiption seationfJ0of theringident firkst kesps 2 yping tabRL E‘ﬁ?%‘ﬁ?s what
event caygede s 10k iying 18 8Golvt R ftkeY KRBk 105 efteisheritlaind destfiption inahevent
888, and the descri Etion 869 sections. Under the s((1)tjestion, %ﬁt' i SS

. es
conpoundEdmmRetaila$4t seetion, mdicatine: information) rglated do gesofving the dicideh Bkshy 1t es
the i ”paﬁgmﬁé%ab $1fe LRAREAHSS AMREEepBidhe REHHHIR 56066 BMPBindane) naditbd

an

busi ness t echnol ogy and operations assi gnee_ 8 e user,. 104

¢ 73.. .
al so fi| bedaieied asithe ingidens if inyesfigntade Alpavaiige e ﬁkﬁ?lﬁ’ﬁ‘%ﬁ%mhg ap9¥he done

to conpl gted Be LddforDlwhidhCulbhe 'adRG! 104RY deRBLETEW thd FiBbiciClafl @B toriiiogdiiey 2l SO
has a communi cation history section 890 that keeps a |ist and, t%ﬂae%arrps

al | of t fisedvauil thedpateause iidenisied pedifixeds Jrhgagiarsisq sesteaband fesoling t.

root cause description 845 sections that a user 104 populates with information for identifying and
fixing the root cause of the incident ticket.

As illustrated by diamond 1862, if the root cause is not identified at the initial level the
incident is escalated to a higher level for more expertise on the incident team, as illustrated by
block 1864. Thercafier, the team analyzes and researches the incident ticket again until the root
cause is identified. After the root cause is identified the incident team implements a fix that
addresses the root cause failure, as illustrated by block 1866. If this fix includes a request for
change (“RFC™) form, which is used for making a system, hardware, or process change, then the
REC number 846 is inciuded in the incident ticket. Furthermore, the incident duration 847 is
populated indicating the time it took from when the user logged the incident into the knowledge
management application 125 until the fix for the incident ticket was identified. A link to the
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The incident details are then saved in the bank databases 130, as
illustrated by block 1870. Afterword it is verified that the incident has
in fact been fixed in the system as illustrated by block 1872. Thereafter,

t he user 104 can close out the issue as illustrated by block 1874. The
final conmmunication regarding the incident is sent to the MOD with an
i ncident summary, as illustrated in block 1876. When the MOD approves the

report the MOD submts the incident report to the know edgebase 200, where
the incident report is stored for future searching and troubl eshooting for

r el at e%ﬁ:@ﬁéﬂ?ﬁf as well asﬁYEyM‘dﬁf onti4 1ﬁfﬂﬂ=ﬁati?)ﬂ~°is ;G ﬁﬁﬁnde@ NS IRMrSing@irRdi t

nf or on1n a’particular ticket can pull up the 1Cl 800 hone page as
iIIust byttedusenl®.gure 19. The user 104 nay search for tickets within a

umber 805, AHE ot e Rpbigie R g wE iy e R b e 1.
mat ch i SRBKEH S intidbtaickas ?sr«]\ﬂldstrasd ﬁmaiotass.ﬁsst. aTheluies 108 flbsst thptother 807,
and sever i or each of the inci i.C nunbers. The, user

vi ews |dﬁ@ilélg¢¢[ﬂ°t1 isé(P@ldsthFé‘?Otéﬂ-i‘SFlS?@loB %gl"hﬁ?ll d t“glf‘f"éf {rﬁ?;ﬂéf‘ ‘?%‘Hgéf’gtﬁn t he
| nci dendsgif)s (436 érﬂrgl ﬂ@a&t folr I Cﬁ%ﬁleﬂpgﬂ?ﬁhaﬁ%lcglc%mﬁnmenﬁm kAP Yer@thaient

nanagement system has an acade 0O tab, as illustrated in Fi %ure 27.
The acaemmtloﬁ(%& g hapmblrsrssmnmm’l&fihabcttolnai? n‘i’m@ﬂt‘#d)wﬁhﬂﬁf@lﬁn%ﬂic!%@?qﬁ@ﬁ QYYpport
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per sonreiponsible Hop et nrEmpeat iRsp BEdermient gyelyton, cn
academy 900, 9<fr{?é’b §ﬁ§q~&aﬁ§1r;cgieﬁlertl fication prograns, which cont ai n

training m)cf or specific positions within the bank I n ot her
enbodi ment s, The mmmdaile@cmsﬁbalm igotifies thomalseid4nsed tossobisi the Bgidgpt nlhe

f f t nat h
SPool kb 4 AP PIE ol 415 1 b oL B b ey 20 hore
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any required certifications 912 that are deemed necessara E%/ t he bank
depar t necitent oecoyeryuguidas 160 wskd tioen theeplaytmekydPk ghe moident tigkeishused fram tl9314

notes if t te programis available to take, if it is in process,
or if ik W%ggtéag bédr?g Steted. A note icon 916 is also provided to make notes

related to the ef tdust cedtioargcoanchise pupolatal ky HicBuses 104 aified 6w incidertkfex ihe

user to specific |jinks associate hthe tlflc tion agram, . The
academydetisminedodn thayrogt eaysy sectign %ﬁw ‘{h esbey ‘EaBS@[f‘i”gW H]?%ﬂsuasselr 104
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the cer cation program as illustrated in Fl&l;re 28. The drill-down of
t he cerihﬂmm@éﬁaamdWhasssueea@mpﬁwgdéwtlmct@theéq HeduefdO%het her or not the

nodule is a r 0 l.oC i [ ates
That the uearisudee pussfipBr BRGF ATy HRORRE. Sikipal SePottn B e e

avai | ahieggribifgathie indidupantnafyfaihae 863, thestend gbirs eﬁfalkunssmqand tecfinad eoint 0f)
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or qui Aoy, Sinder B spestar i Rt b B pROORo et TRp Tt el (e
user’'s g4 ik Ayl gg‘@Yadﬁ‘ e UbRripibl aeh RtidR! afder ahd hpeumar widd ikseal | ow
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each nDcdallJJLe owner 872, and the consumer and small business bank technology and operations assignee

873.
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The view all learning 904 tab allows the user to browse through all of the
| ear ni ng nodul es that are avail able at the bank and add them or any
certificate prograns to the user's 104 acadeny hone 902. The certificate
prograns and nodul es may be organi zed as requirenments for specific job
openings, or jobs within a group, departnent, sub-channel, or channel. The
user 104 can add the certification prograns or nodules that the user 104 is
required to take, along with any that are available to the user 104 to

i nprove the user's 104 general know edge about other groups, departnents,
sub-channel s, or channels wthin the bank Furthernore, sone users 104 who
are in charge of a group, departnent, etc., have the abi]it 0 _assign
speci fic cer tTheuserl0f alsp fillypul the aﬁ?"”{ff?ﬁ‘lﬁlsﬁ%f“’ggg%? ng, what peefl Jo %/ﬁrfi?PeWor k in
thﬁt gr gagnplfkﬁnﬁ% Eﬁ%ﬁftl%e itﬁlr:]iﬂent.ﬂl’%rtﬁ@hbfef ltlibai&:t bitaéht %mrfmmf arﬂbdmif ttﬁ&aﬁfﬂly be104
upl oaded by e boss o e group, departnment, etc. to al) users

in that bisesy ﬁ?cél%rs%ﬁ?atd@ﬁ@r?r?ég?{lddé‘flﬁ tapaps; @hﬁ% F@dn?“f’a?‘i‘ltf“ﬁg‘mgj%?t@as of

i nt er est 3 feHnatibiein¥S8hciSenl ket N t he boss' group, departnent, etc. The
search learning 906 tab allows a user 104 toﬂ$erforn1k%¥ﬁﬁrdi ate, .group,

depart ment, sths- inpidens detaily argihen saved @ the bapk datahasesgh30q Yc%PTon

pr ogr ans 1 gfo, Ri&a itli adriflel Shat B8 incidedt HIBYh Mt Veer fxddak the sydiken, 26 @Nvetatsesul t s
display all of the certification proqrams tglr_m)dul, s at ”ﬁm Jg]; t he
user 104by blogk [ ke Ahereaties dheugen W8 cemslperaot e isshe e BErRRk OB okt oL 1 hen
the user ﬁﬂ.ﬁ%oﬂmanﬁ%na@garaﬁg HRSnAHaY i9ERt {oHe MOD WilktarSRGREH sinfaiyNgs 906
tab to the user's 104 acadeny hone 902 tab The V|eM/transqu§% 908

tab al | oillssteatersiarbleck 1376w Whee thasMOLy appyoyes dhe; fepqrt thei MAD b, e drcideBliul e
history qublidiROmatiiedbaQ0i R ehaRdhdBridcRSepdiCis WRbd foh futh seaomng aied and
passed. Farthernore, |§ | ists the scores of any tests or quizzes that the
user t ookowteshenting &yuelatediineidentake. The view transcript 908 tab is not only
very hel pful AR KQEPhNBal KRGk toldhg wadtsi 16 ¥Sit AifbrirafibrC Rl 4 SiftidM» GERTBarNd
modul es by the ‘user 104, but also for the nanager and executives as well as
audi t or gelhip theiloh800 homs nege ay Blegrated inEigvgel?. el py; sgrreh Eoabickess | y

upl oad e, nfal Ba 9&%@%2, RS eARP 3032 Beverity R04,8¥By BXRA nuBbé 805.aTke i n the

Vi ew transcri 908 tab what enpl oyees have conpl eted the nodul es.
Fur t her mbeme pagedists allend fae inejdens tickes pambeys 80fthat matgh thejsprrrneritein 25 Pellders 104

of a ba“’ﬁleaa%mlafeatiésfaé‘ dDAMRIRARN, PORGEY S0P RIr2agesk @f iRt ARENAGIRA. 2

particul ar ‘application because they can view the transcript 908 tab to see
i nst ant | Fhevksst Hesviews ingident tHieketsJor-edifing by cligking enghp fickebanmberoftheipride in

trai ni ngy Addi b%my&%@w}émgg ators want to know if the bank has inforned
t he enpl oyees about changes in federal regulations, the regul ators can be
shown the vi eThetkmawisdgs panageent aystesualse hasisn apademy 960 tab, as dlipsiipied wdigure

conpl et egz).})*i‘ﬁ% £A345) gtigjgakfo% RinBn0eHHi8e forum forPrédib bt RiSpdfPAcRfesi T t he

acadeny can navi gate through |inks to content pages | ooking
for i nf optet énrodinhentsthe académy PPlbcanrhswsedigestors ardyeack ptl of Hisi training forall 95 The

user 104&%341%1 gﬁ%h%%dmﬁ@} e e"l’t%g)ygn%sﬁtaﬁy BRELSsRRssP Ao AR 99?1%{»;031(1&: each

of the noD return tot l'es or note sections if t] have
quest i onenling trdimng de usas 16bok ther kwwlaslge spraagenicst appligation| I95: mgluging Hiapk t he

know edg nag | o1 [ ﬁ%@w I Tih SR bRy he
modul es £0°hel DS&E rg%at(%ltg Bgﬁg&%gg%o%%ﬁl Pt alr%g‘ziiggr e g%)'e’gﬁ tot ﬁ@ grqggﬂqvggé

| n ot her asweisdd certification proglams; whichnedntain training modulew oy sprcilig pgitiens withinthe
acadeny 900Q t.h [ e : ; £0S a
gl ossar yggﬁc t%?ﬁ%ﬁé@bol@e?%s, %i&r‘\l g?g #ﬂ gﬁ?fﬂ isag&l\}a\jiartﬁ cert g%goc?a!é??rwsﬂﬁn@t flﬁ t he
nmodul es  aertifiedtibe ptogransoRigutedih illpstrats theapadsmyPOP dome paga thshdingiddis der the t he

nodul e. Ei aur£n,29. i n . Of odcN €,k j h&pl ay
modul o i Redepy e Vi) alf b 3R o GATRArng o IR Bt 908
changi ngséctienst h&he trainingeméadidgsi mgy, boprayidskd rtartke mepr diof fie remmbep ofidifferest  ar eas
within the know edge nanagenent application 125. Wndow buttons 954 are
provided for closing, mnimzing, and resizing the display. The display
modul e interface 950 also has a main |jnk 956 for linldng with the

know edge managenent application 125 hone page. A tool bar 958 contains
icons for links within the interactive display to areas, such as but not
limted to, the hone page, glossary function, resources page, help page,
notes page, print function, interactive ganes, quizzes and test page,

pl aybooks 100 tab, etc. A user 104 can view any of these sections by
clicking on the Iink provided in the tool bar 958. A course exit button 959
is also provided for the user 104 to exit the course during or after a
nodul e is conpleted. If the interactive display nodule interface 950 is
exited during a nodule the user's 104 progress is saved before the nodul e




I n one enbodi nent, the main content area 960 of the interactive display
nodul e interface 950 has a title 962, a navigation path area 964 for noving
t hroughout the nodule, and go forward 966 and go back 968 features for

novi ng back and forth throughout a nodule. The content display 970 shows

t he specific page of the nodule that user is working on and the audio
transcript area 972 provides text of the audio content. Finally, the
character animation 980 nmakes it | ook and sound as if the character is
teaching the | esson and includes character animtion controls 982 for
controlling the audio and ani mation of the character. Fi gure 30
illustrates an_acadeny process flow 1900 .ysed by the know edge managenent
syst em 1fogvats-i Hrergodulsy n?”cy%tersgi?gmsfﬁﬁmﬁﬂssb‘a%’sp‘?%%udfcf’ s ﬁl&r%gﬁeuggésia and
certificglb@Bawgrans for each of the users 104 at the bank. As
illustrated by block 1902, the kn edge nanage t.a J ion,125

recei ves trailherfgedepyione %da’&é‘?“f‘}\gﬁ Tearr sy & ﬁ%?ngylgﬁ%amﬁee%e%
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are creajggam As illustrated by block 1904 when a user 104 selects a
training dule or certification progr.amthroug he .user co te ystem
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125 recepySfertd Goal boli@atd f4iife, GOpBLRLS, Odmplted ok Nekedss2 (Gaithukditatay St ens
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t he teachj present ' f L0l hijle! RO bR REicASpQAIAL ed

dr aw ngs%#%%’?eaf%?ne&a?% cISt‘;a %ﬁ%eggﬁg%tgg?ﬁg%; he iln\%ﬁti o%@i S not to be
limted tetifitetios pegrarscor endvghts treether whers 06 skatl warkiint thett srouped Aenae@ento s and

ot her enfodi ts an ' ' ' b3k AR, BS.
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VWHAT IS CLAIMED IS: 1. A systemfor providing and tracking training, said
- system conprising: a user interface; a nenory device; a communication

. device; and a processor operatively coupled to the comrunication devi ce,

c user interface, and the nenory device, and configured to execute a

- comput er -readabl e program code to: store a plurality of training
nodul es wherein the plurality of training nbdules are determ ned froma set
of required training nodules and froma set of available training nodul es
in which a user identified as being interested, provi de for a user
training selection interface configured to provide for user selection of

O O o1 © Ot 15, e e s ol SRk Bl ©
department, sub-channel, channel, etc, searching for any certification programs or modules that
the user 104 may want to take. The scarch results display all of the certification programs or
modules at the bank. If the user 104 is allowed access to the certification programs or modules,
then the user 104 may add any of the programs found in the search leaning 906 tab to the user’s
104 academy home 902 tab.

The view transcript 908 tab allows a user to view the user’s 104 certification program or
module history outlining what programs and modules the user 104 has completed and passed.
Furthermore, it lists the scores of any tests or quizzes that the user took or was required to take.
The view transcript 908 tab is not only very helpful in keeping track of the various certification
programs and modules by the user 104, but also for the manager and executives as well as audit
organizations, and regulators. Manager’s and executives can easily upload modules to the
academy home 902 tab of an employee, and track in the view franscript 908 tab what employees
have completed the modules. Furthermore, audit teams do not have to spend time finding out if
users 104 of a bank application have been properly appraised of and trained on a particular
application because they can view the transcript 908 tab to see instantly whether all of the user’s
104 have completed the required training. Additionally, if regulators want to know if the bank
has informed the employees about changes in federal regulations, the regulators can be shown
the view transcript 908 tab outlining the user's 104 who have completed the associated training
module.

Within the modules in the academy 900, a user 104 can navigafe through links to content
pages looking for information elsewhere in the knowledge management application 125. The
user 104 can also, add, edit, and delete notes on particular pages of each of the modules, and
return to the modules or note sections if they have questions in the future. Bookmarks for
specific areas visited within the knowledge management application 125 can be added or
removed within the modules to help direct the users 104 to areas related to the modules.

In other embodiments of the invention users 104 may play games in the academy 900 that
are related to modules. The academy 900 also contains a glossary of terms so users 104 not
familiar with certain terms within the modules are able to look them up to provide a better
understanding of the module.
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recei ve user selections for one of the plurality of training nodul es

t hrough the user training selection interface, provide the user access to
the selected training nodule, provide for a user training results
interface configured to provide display of user training results,

store the user training results of the selected training nodule in a user
training database, unl ock additional training nodules in the user
trai ni ng database based at least in part on the user training results, and
track the user's training results, including user progression through’one
or nore of the training nodul es. 2. The systemof claim1l, wherein the

processor is further configured to_.execute.th oNpU} er
code to provifigrs &9 Husgatcsat,cxpmple of Py LAy tg??e}yﬁﬁoeﬁerm{eﬁ?&%e 1Bdng9ram

_ _ St ace confrgured to
provi de §9 arkis6dd o LIBAl i fRittiohs 4ok af EiRinging ghembhetnt,ciine kdeping, or toklmarkiagni ng

nodul es are associated w th ope_of ' i £ '

opti onal diffasent; modules op ﬁ'eiﬁ,\ﬁé %ﬁsg }cgowlggg%unllarnggen%g{ a{plpfitlza%gﬁ 155 WA, ol
954 are provided for closing, minimizing, and resizing the display. The display module interface
950 also has 2 main link 956 for linking with the knowledge management application 125 home

page. A tool bar 958 contains icons for links within the interactive display to areas, such as but
not lixﬁited to, the home page, glossary function, resources page, help page, notes page, print
function, interactive games, quizzes and test page, playbooks 100 tab, ctc. A user 104 can view
any of these sections by clicking on the link provided in the tool bar 958. A course exit button
959 is also provided for the user 104 to exit the course during or after a module is completed. If
the interactive display module interface 950 is exited during a module the user’s 104 progress is
saved before the module is exited.

In one embodiment, the main content area 960 of the interactive display module interface
950 has a title 962, a navigation path area 964 for moving throughout the module, and go
forward 966 and go back 968 features for moving back and forth throughout a modute. The
content display 970 shows the specific page of the module that user is working on and the audio
transcript area 972 provides text of the audio content. Finally, the character animation 980
makes it look and sound as if the character is teaching the lesson and includes character
animation controls 982 for controlling the audio and animation of the character.

Figure 30 illustrates an academy process flow 1900 used by the knowledge management
system 1 outlining how it tracks and displays the training modules and certification programs for
each of the users 104 at the bank., As illustrated by block 1902, the knowledge management
application 125 receives training modules and certification programs, along with the associated
tests, quizzes, video files, audio files, etc. from a user 104 though the user computer systems 110
or automatically through the bank computer systems 140 and stores them in the bank databases
130. The modules and certification programs may be created and uploaded to the knowledge
management application 125 by the user 104 or they can be pulled or pushed into the academy
900 by the knowledge management application 125 as they are created.

As illustrated by block 1904 when a user 104 selects a training module or certification
program through the user computer system 110, the knowledge management application 125
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3. The systemof claim1l1l, wherein the processor is further configured to
execute the conputer-readabl e program code to provide for the user training
selection interface configured to provide for user searching of the stored
plurality of training nodul es. 4. The systemof claim1, wherein the
processor is further configured to execute the conputer-readabl e program
code to provide for an interactive display nodule interface to allow the
user access to the selected training nodul e. 5. The system of claim
4, wherein the processor is further configured to execute the
conput er -r eadabl e program code to provide for an interactive display nodul e

interface, wherein the interactive display nodule interface incl one or
more of BoWSAN BG4 REFTSHIG Mk odWs o E"é‘?‘%‘%‘ﬁ"’}%’ﬂ%ﬂnﬁaéé‘ 'JFITS%%@‘FBY ‘ag%ﬁ%ﬁ ﬁ’ai ni ng
sel ect i oy thethRf  GICRplefls theatrditinymediges creeatjeinion progapisiandthcassocghtod gasy | i nk,
a know edge nmanagenent plication playbo | i nk n_i.nteractive ganme |ink,
or a traf'ifETy ef"eg’te I‘F'?‘Hlﬁ‘?é% managemegt qpﬂllfé/t?ﬁgéﬁﬁc?ﬂ’ésﬁ%? ?n%?(%?%rflﬂ&f%e
pr gcessom’hsmé Hfs&x’ln&fmﬁﬁﬂl _ fsiygemf ©d 10 GandxBeresd ehet mglemmuﬂe[]bmmpsﬁe [ABegr am
code to store a plurality .of user fests ass ated wi a.speci fi.c training
modul e. Furthermorg, asvﬁwg%ﬂ%ﬂﬂ%ﬁ%ﬁ’ i%htee “%gﬁ‘}ef?fngﬁtgs Bﬁﬁo‘@gglg%fmfhgﬁf ¥rther
conf i gur gaifALEX Bobtafhs RCkANIRIEE Siani@afabiplictionnasusioce ddditiphd taténgt he
user access to one_or nore of the plurality. of user test ter c | etion
of 5 sol BaREs oA HrHignABHES for eser 134, 1 as RS BRI Moot he
proc eSSOﬁ;aﬁ@eﬁabﬁttaEﬁﬁcaﬁ&mm 6 Gradl® M tdiésetht hesuRo oP tikyetests, cquikahd, arapmiggr am
code to provide the user access, thro_uﬁgh t he Ellsegr traini nrg%3 el ection
i nt er f acBodyles, aRertficalipn Progsimy I8 @ HapSePAT HEHOIY Q"ktf!fgéﬁfeﬁ a?)assi ng one or
][mr ehuser tfe_Sth%-fo%owing U.Spatddi@plicaiiarffiled ﬁinaﬂrﬁenfly\baﬁhﬁiel’présbﬁ applva@®s or | 3
urther configured to execute the conputer-rea rqgram.coge, provi de
the user 01?168@8%2,: 2048 d gre ]PWYGEW‘%)W W&fﬁ’é‘?ﬁg }gaﬁ‘g’t Application §&al Ro!
12/428,330 to Grace et al. and entitled “Knowledge Management System”; U.S. Patent
Application Serial No. 12/428,333 to Grace et al. and entitled “Performance Dashboard
Monitoring for the Knowledge Management System”; U.S. Patent Application Serial No.
12/428,335 to Grace et al. and entitled “Operational Reliability Index for the Knowlcdge_
Management System”; and U.S. Patent Application Serial No. 12/428,337 to Grace et al. and
entitled “Incident Communication Interface for the Knowledge Management System”.

Specific embodiments of the invention are described herein. Many modifications and
other embodiments of the invention set forth herein will come to mind to one skilled in the art o
which the invention pertains having the benefit of the teachings presented in the foregoing
descriptions and the associated drawings. Therefore, it is to be understood that the invention is
not to be limited fo the specific embodiments disclosed and that modifications and other
embodiments and combinations of embodiments are intended to be included within the scope of
the appended claims. Although specific terms are employed herein, they are used in a generic

and descriptive sense only and not for purposes of limitation.
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interface, to additional related training nodul es based on conpl etion of
the selected trai ning nodul e. 10. The systemof claim1l, wherein the
processor is further configured to execute the conputer-readabl e program
code to provide for the user training results interface configured to

di splay the user status related to a training nodule. 11. The system
of claim 10, wherein the processor is further configured to execute the
conput er -r eadabl e program code to provide for the user training results
interface configured to display the user status related to a training

nodul e, wherein the user status includes one or nore of avail able status,

i n-progress status, or conpl etwgt &S OBAIMED IS: 12. The systemof claim1,
wherein the processor is further configured to execute the

conput er -r ead I a6 : OV % s ralhing results
interface cgh?}?éﬁs}%ﬁ?ﬁ@@gg%&?ﬂﬁ%ﬁﬁﬁg ’gm&sg}%g#}?élgh%%hbonpl etion of a
certificati emsgnutgriare 13. The system of claim 12, wherein the
processor is further .configured to execute the conputer-readabl e program
code to pr o@inhcén%ﬁe‘flﬁeé user training results interface configured to

di spl ay theauds@maicatistsddvidear@ll to conpl etion of a certification program
wherein the user status_ includes one or nore of available status,

i n- pr ogr ess 3PFACEHET opsrativshifioupled te thgcgmmunication device, yies indsréacepndithe| ai m 1,

wher ei ' f ! - b
%letrﬁlf'y BeASE aRdCorfiuted t% Qf‘{"u&%om{& eéd%l@?g%gﬁic{’{%y of the user

conput er -readabl e program code to provide for ac
traini ng result sstoreaplimbty ¢fdrapneg mwodnes whekintthe plusaity of thening exodsles are

manageri al conmand, pr _busi ness .execut.i ves, 15. Ao [ .program
oroduct  or ST Soma OGS duEITR W Bhtues and S dsel o AT ERP I aiPBR Ot
conpri si ng ajoduRa &l whidE aiedt-iddndifisd hobain£RRest&Y; - r eadabl e nmedi um havi ng
conput er - readabl e program code, portjons enbodi ed therein, the

conput er - r eadabl B'YSISJPEAIEHHENEESElepM iBisRirs cqnfigured t9 proyidedQiaisgt abl e

portion confligiioRdr bR orsthieldtthe fHirafity BERAINNFRYIAEs WHESMIRe pibRiity of

training modules are stored in a user training database,

receive user selections for one of the plurality of training modules through the
user training selection interface,

provide the user access to the selected training module,

provide for a user training results interface configured to provide display of user
training results,

store the user training results of the selected training module in a user training
database,

unlock additional training modules in the user training database based at least in
part on the user training results, and

track the user’s training results, including user progression through one or more of

the training modules.

2. The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to provide for the user training selection interface configured to
provide for user selection of the training modules, wherein the training modules are associated

with one of required certification programs or optional certification programs.
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use of a processor, a plurality of training nodules, wherein the plurality
of training - 54- nodules are determned froma set of required training
nodul es and froma set of available training nodules in which a user
identified as being interested, and wherein the processor is operatively
coupled to a user interface, the nenory device, a comrunication device, and
t he conput er-readabl e program code; a second executable portion
configured for providing, through the use of the processor, a user training
selection interface configured to provide for user selection of one or nore
of the plurality of training nodul es; a third executable portion

configured f3or rahekystedof 14IROH I hekdi@ tHéGRoREsok REuARG CESHRIred HEREUREEC | ONS
for one of the plurality of traini ng nodul es through the user training
&

sel ect iSGAPPIsE-E5eflahle program cogefiyprovisle derdhe tses frainigrse e@@mf@wrﬁagqm@@gwl@d to |
i di : . ccess to the selecte
provi %Qﬂdé 13 QLI Qe%&ﬂra%?%}toggﬁ ghﬂﬁlﬂg l%gﬁ%g{:’nggﬁcﬁfuleg

traini nodul e; xecut a ion confi gured for storing, on

the nenory device, user training results of the selected training nodule in

a user trai QLI. ng Q‘ﬁ:[e g)%?e%aebf claim 1, wherein the processor is further configured to execute the
computer-readable program code to provide for an interactive display module interface to allow

the user access to the selected training module.

5. The system of claim 4, wherein the processor is further configured to execute the
computer-readable program code to provide for an interactive display module interface, wherein
the interactive display module interface includes one or more of a knowledge management
application home page link, a user training selection interface link, a knowledge management
application glossary link, a knowledge management application playbook link, an interactive

game link, or a training test link,

6. The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to store a plurality of user tests associated with a specific

training module.

7. The system of claim 6, wherein the processor is further configured to execute the
computer-readable program code to provide the user access to one or more of the plurality of

user tests after completion of a selected training module.
8. The system of claim 6, wherein the processor is further configured to execute the
computer-readable program code to provide the user access, through the user training selection

interface, 1o additional related training modules based on passing one or more user tests.

9. The system of claim 1, wherein the processor is further configured to execute the

computer-readable program code to provide the user access, through the user training selection
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a sixth executable portion configured for providing, through the use of the
processor, a user training results interface configured to provide display

of the user training results, a seventh executable portion configured
for unlocking additional training nodules in a user training database based
at least in part on the user training results, and an eighth

execut abl e portion configured for tracking the user's training results,

i ncl udi ng user progression through one or nore of the training nodul es.

16. The conputer program product of claim 15, wherein the second executable
portion is further configured for providing for the user training selection
interf i i nodul es,
whor el RURRR P AP RER sEa i-alE o RSB b An e B A0
certi f mpauleon prograns or optlonal certification prograns. 17. The
conput er program product of claim15, wherein the second executable portion
is further configured for providing for the user training selection

interface coofi gyn&shstcth @F&Mhﬂle uflﬁfeuyﬂﬁrpr@a%@doe i fafh&@fcohtidirsd @reiecudd theal ity
of training nodul es. The conputer program product of claim 15,

wher el gompeter-rpadable progam eade do pf@me dor the usay training rediipiiiorfecs coafigywedtyi di ng
for dgﬂh,%&9&&Y&mﬁé&%ﬁ&qugﬁ&hﬁghﬂ@ﬁfface to allow the user access to the

sel ect ainin e conputer program product of claim
18, wherein the fourth execut abl e portlon is further configured for

provi di ng f nt eracti.ve. di.spl.a dul e inter erein the

i nteracti ve spl% SYHem °LC ]iaﬂ?éﬁ’f‘ﬁl?:%el RIGESSBAY efrﬁﬂ’wg dg? REGEUF edge

. manage @R YonfRRirir&abb1e Prdpeie c@@egﬁ prévide foR tHeSREr thﬁﬁh? kROltSialepRts Qmfightegr f ace
| ink, a knowl edge managenent application glossary link, a knomfedge

manage f@%plaqoﬁfeul@%&%fﬁ rslaéf-';dﬂeafra ninganodiye, Whcssin die user fatreineludes ongror
traini oL §61valihglk status, in-progress status, or c_(_)mpleted status,

12.  The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to provide for the user training results interface configured to

display the user status related to completion of a certification program.

13,  The system of claim 12, wherein the processor is further configured to execute the
computer-readable program code to provide for the user training results interface configured to
display the user status related to completion of a certification program, wherein the user status

includes one or more of available status, in-progress status, or completed status.

14,  The system of claim 1, wherein the processor is further configured to execute the
.computer-readable program code to provide for accessibility of the user training results interface

to one or more of the user, the user’s managerial command or business executives.

15. A computer program product for a knowledge management system, the computer
program product comprising at least one non-transitory computer-readable medium having
computer-readable program code portions embodied therein, the computer-readable program
code portions comprising:

a first executable portion configured for storing, on a memory device through the

use of a processor, a plurality of training modules, wherein the plurality of training
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20. The conputer program product of claim 15, further conprising an
execut abl e portion configured for storing a plurality of user tests
associated with a specific training nodul e. 21. The conputer program
product of claim 20, further conprising an executable portion configured
for providing the user access to one or nore of the plurality of user tests
after conpletion of a selected training nodul e. 22. The conputer
program product of claim 20, further conprising an executabl e portion
configured for providing the user access, through the user training
selection interface, to additional related training nodul es based on

passi ng Onemgﬂlﬁggr)ﬁr@d%ﬁ'ﬁjnr:@ﬂ)ﬁ'asetofrec%a du%{ﬁﬁ@lﬂ'é dRf 9L 8 pr oduct of

claim15, furt conprising an execu l'e portion configured for providing
t he user acazwedsble trhinmgghodules in sduicht a wenidagfifed|ae being mtemasted, fand whetem the
additional related trai.ni pyg rmfltél es bas«%d on tgo Ieti(in.of the sel ected
Lraini ng moBgresor s opetatelyalpled s e ety MRS o d6Vicst = e timiigaion
wher ei n t hed&jiod] ihdeike Cothplaberepdibld ogram dodést her configured for providing
for the user training results interface configured to display the user
status related tdse5ond exepviable ppdiongontigured fopgroviding, EtBﬂ‘Eﬁﬁ‘ttE? ussrfdheam product

of claim24 1S Sint g deltc B EMRARL SorffBlfeld 98 plovide Y6 IREF sefefibh gpir ed for
provi di ng f%l}og\%kﬁ(ge’%gseérr tralg)rﬁené results fonterfacepconfi guredsto di splay the
user st at usomedramad of the plurality of trginingauddalesiwher ei-n t he user status incl udes

one or nore of avail,abl e at u I N+progr.ess_st.at r.conpleted status.
26. The corrputera@‘FS&F‘%W%?%%%@?“%‘%“ﬁ%”&gﬁ?ffg?e“{&ﬂ%k%o}%@%%‘su% ©execut abl e
portion is prsbdredr, Gsenkdlentiorslfdr ofic P tBY bllirdlgly bDiraihig niotlales thraughi thguseesul t s

interface configured to display the user status related to conpletion of a
certificati BANMESgleetiAn interface;

a fourth executable portion configured for providing, through the use of the
processor, user access to the selected training module;

a fifth executable portion configured for storing, on the memory device, user
training results of the selected training module in a user training database;

a sixth executable portion configured for providing, through the use of the
processor, a user training results interface configured to provide display of the user
training results,

a seventh executable portion configured for unlocking additional training modules
in a user training database based at least in part on the user training results, and

an eighth executable portion configured for tracking the user’s training results,

including user progression through one or more of the training modules.

16.  The computer program product of claim 15, wherein the second executable
portion is further configured for providing for the user training selection interface configured to
provide for user selection of the training modules, wherein the training modules are associated

with one of required certification programs or optional certification programs.

17. The computer program product of claim 15, wherein the second executable
portion is further configured for providing for the user training selection interface configured to

provide for user searching of the stored plurality of training modules.
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27. The conmputer program product of claim 26, wherein the sixth executable
portion is further configured for providing for the user training results
interface configured to display the user status related to conpletion of a
certification program wherein the user status includes one or nore of
avail abl e status, in-progress status, or conpleted status. 28. The
conput er program product of claim 15, wherein the sixth executable portion
is further configured for accessibility of the user training results
interface to one or nore of the user, the user's managerial command or

busi ness executi ves. 29. A systemfor providing and tracking training,
said systemconprising: a user interface; a nenory device; a comrunication
device; and_a processor operatively coupled to the co m catiqn devi ce,
user interfate, Ehﬂcqwtw?nwéﬁ%?# dtien léowhﬁrgmf@a st equhle portion

conmput & mREJARESurPd REPAVIGAS forlal interactive display module interface to allow the user

access to the selected training module.

19.  The computer program product of claim 18, wherein the fourth executable portion
is fuﬂher configured for providing for an interactive display‘_module interface, wherein the
interactive display module interface includes one or more of a .knowledge management
application home page link, a user training selection interfaée link, a knowledge management
application glossary link, a knowledge management application playbook link, an interactive
game link, or a training test link.

20.  The computer program product of claim 15, further comprising an executable

portion configured for storing a plurality of user tests associated with a specific training module.

21.  The computer program product of claim 20, further comprising an executable
portion configured for providing the user access to one or more of the plurality of user tests after

completion of a selected training module.

22.  The computer program product of claim 20, further comprising an executable
portion configured for providing the user access, through the user training selection interface, to

additional related training modules based on passing one or more user tests.

23.  The computer program product of claim 15, further comprising an executable
portion configured for providing the user access, through the user training selection interface, to

additional related training modules based on completion of the selected training module.

24.  The computer program product of claim 15, wherein the sixth executable portion
is further configured for providing for the user training results interface configured to display the

user status related to a training module.
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store a plurality of training nodules, wherein the plurality of training
nodul es are determ ned froma set of required training nodules and froma
set of available training nmodules in which a user identified as being

i nterested, and wherein the training nodul es are associated with one or
nore certification prograns, provi de for a user training selection
interface configured to provide for user searching and selection of one or
nore of the plurality of training nodul es, recei ve user selections
for one of the plurality of training nodules through the user training
selection interface, provide for an interactive display nodule
interface to allow the user access to the selected training nodule, store

tests sociated wi.th traini ng nodyl.es . providel or a user
training reddt t s [PHEPPIEPREAR P;j?fﬁ%"ﬁj@mm LpPigreinibe gEByexeeulthie PeriPRL ed to
user t [gfufhBdconbsued ﬁ)r?frmiiﬁ‘iﬁg E8rah B AR Eults interfacP LM Fedt0 rdisbfraglth@ er

training results interface configured to display the user status'rélated to
user t MEFTHANS reldtedite 8 tamingraodde. tihcraimthic anerstapiringindes onc or more of available

status, in-progress status, or completed status.

26.  The computer program product of claim 15, yvherein the sixth executable portion
is fugther configured for providing for the user training results.interface configured to display the

user status related to completion of a certification program.

27. The computer program product of claim 26, wherein the sixth executable portion
.. 1s further configured for providing for the user training results interface configured to display the
user status related to completion of a certification program, wherein the user status includes one

or more of available status, in-progress status, or completed status.

28.  The computer program product of claim 15, wherein the sixth executable portion
is further configured for accessibility of the user training results interface to one or more of the

user, the user’s managerial command or business executives.

29. A system for providing and tracking training, said system comprising:

a user interface;

a memory device;

a communication device; and

a processor operatively coupled to the communication device, user interface, and the
memory device, and configured to execute a computer-readable program code to:

store a plurality of training modules, wherein the plurality of training modules are
determined from a set of required training modules and from a set of available training
modules in which a user identified as being interested, and wherein the training modules

arc associated with one or more certification programs,
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store the user training results of the training nodule and the
certification programin the user training database, unl ock
additional training nodules in the user training database based at |east in
part on the user training results, and track the user's training
results, including user progression through one or nore of the training
nodul es. 30. The system of claim?29, wherein the processor is
further configured to execute the conputer-readabl e program code to provide
the user access to one or nore of the plurality of user tests after
conpletion of a selected training nodul e. 31. The systemof claim
29, wherein the pookiefaar usestriining Belectivarihterfaceabnfigured ecprbeide fier user

conput er -readabl e pr.ogram code to provjde the user .access,, through the user
training seF@FR‘%ﬁgﬁﬁ%@?qcﬁ‘ég,on? 8" R cftjiﬂg%%lfmﬁﬁgf legipsg ﬁﬁoawﬁﬁ modul es based
On passiNg ONe OfecHPE Bser 88EctioRS fot one of the pluddity bPRaifih3nRIBuRs tebagHthé 9,
wherein the processor is further configured to execute the

conput er - r eB¥ta BRI sslgetion wbgEace.o provi de the user access, through the user
L0 5 oL SR e AL LRt k39 et og s base
product f orsdedtaibvdimidgenottalzagenent system thé conﬁuter
store user tests associated with training modules,
providefor a user training results interface configured to display ﬂme user status
related to user training results of the training module,
provide for the user training results interface configured to display the user status
related to user training results of the certification program,
store the user training results of the training module and the certiﬁcétion program
in the user training database,
unlock additional training modules in the user training database based at least in
part on the user training results, and

track the user’s training results, including user progression through one or more of

the training modules.

30.  The system of claim 29, wherein the processor is further configured to execute the
computer-readable program code to provide the user access to one or more of the plurality of

user tests after completion of a selected training module.

31.  The system of claim 29, wherein the processor is further configured to execute the
computer-readable program code to provide the user access, through the user training selection

interface, to additional related training modules based on passing one or more user tests.

32,  The system of claim 29, wherein the processor is further configured to execute the
computer-readable program code to provide the user access, through the user training selection
interface, to additional related training modules based on completion of the selected training

module.
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program product conprising at |east one non-transitory conputer-readable
medi um havi ng conput er -readabl e program code portions enbodi ed therein, the
conput er -r eadabl e program code portions conprising: a first executable
portion configured for storing, on a nmenory device through the use of a
processor, a plurality of training nodules, wherein the plurality of
training nodules are determned froma set of required training nodul es and
froma set of available training nodules in which a user identified as
being interested, and wherein the training nodul es are associated with one
or nore certification progranms, and wherein the processor is operatively
coupled to a user interface, the nenory device, a comuni cation device, and
t he conputer-readabl e program code; a second execut abl e portion

configured for providing, rough, t use of .the processor, a user training
sel ection i n%ér f é%g&%&n%ipété} %‘% %duﬁp%\r/f%go‘?lgflgm ABEMENTSHUHY G OWBE ¢ | on
of one mogrmiEodict tdmprising A ldastonenoh-tahgiotgcsmslisdrasadable medidn hi¥ih
execut abl e portion configured for receiving, through the use of the

proces sccS’F‘}puE%'é‘Fad@ P BEAEF B Sogegioriinns cpooding thergin, 4hg ¢ompsttertreagahlie meogredul es
throughmabgmm§ﬁguﬁﬁﬁggﬂgng selection interface; a fourth executable

portion configured for providing, through the use of the processor, an
i nteractive di spladystesenttabl parder eadigtsd 401 storinghen a semoayr dess thouphthe

sel ected trajpj g e, . fi.fth executabl e portion canfijgured for

storing, onq{tsﬁgpgn%%%g&daeellu{:%{ty ﬁg%%ln?%ﬁoéufé%g@%efﬁ?gﬁ Rt,\}i“f']ﬁtyrf? 4 nodul es;

a sixth exeonddabdsergdetdriniredfronf b getiof ebqlied PaigMEMdi@les i Bu@Mh deher use of the
s, interface configured to display the user

AN NE TN CA R T RO RN
training modules are associated with one or more certification programs, and wherein the
- processor is operatively coupled to a user interface, the memory device, a communication

device, and the computer-readable program code; |

a second executable portion configured for providing, through the use of the
processor, a user training selection interface configured to provide for user searching and
selection of one or more of the plurality of training modules;

a third executable portion configured for receiving, through the use of the
processor, user selections for one of the plurality of training modules through the user
training selection interface;

a fourth executable portion configured for providing, through the use of the
processor, an interactive display module interface to allow the user access to the selected
training module;

a fifth executable portion configured for storing, on the memory device, user tests
associated with training modules;

a sixth executable portion configured for providing, through the use of the
processor, a user training results interface configured to display the user status related to
user training results of the training module;

a seventh executable portion configured for providing, through the use of the
processor, the user training results interface configured to display the user status related

to user training results of the certification program;
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a seventh executable portion configured for providing, through the use of
the processor, the user training results interface configured to display
the user status related to user training results of the certification

progr am an eighth executable portion configured for storing, on
the nenory device, the user training results of the training nodule and the
certification programin a user training database, a ninth executable
portion configured for unlocking additional training nodules in the user
trai ni ng database based at least in part on the user training results, and
a tenth executable portion configured for tracking the user's training

resul ts, includi ageightflexBdidblEsditiomcdnighed Tooderin, offtHetndéthory//deviké ahe)i NQ
nodul es. 34. The canputer, program product_of claim 33, further
conpri si ng H6r&rindng rssilis ob Siertraiping siepilg apd thercsrtifisation proggm M useidrainipgess
to one or npLeLRE the plurality of user tests after conpletion of a
sel ected tral ni ng nodul e.

a ninth executable portion configured for unlocking additional training modules in

the user training database based at least in part on: the user training results, and
a tenth executable portion configured for tracking the user’s training results,

including user progression through one or more of the fraining modules.

34.  The computer program product of claim 33, further comprising an executable
portion configured for providing the user access to one or more of the plurality of user tests after

completion of a selected training module.

35.  The computer program product of claim 33, further comprising an executable
portion configured for providing the user access, through the user training selection interface, to

additional related training modules based on passing one or more user tests.

36.  The computer program product of claim 33, further comprising an executable
portion configured for providing the user access, through the user training selection interface, to

additional related training modules based on completion of the selected training module.

37.  The system of claim 1, wherein the system for providing and tracking training is
part of a knowledge management system, and wherein the processor is further configured to
execute the computer-readable program code to display on the user interface information stored
in the knowledge management system related to operational reliability scoring of a channel, sub-
channel, application, or categories based on predictability factors, a current status of one or more
incidents, dashboard monitoring of the one or more incidents, recovery guidelines for effecting
resolution of the one or more incidents, a score associated with the one or more incidents,
historical information, contact information, incident reports, outstanding incident tickets
associated with the one or more incidents, or process maps or flowcharts for systems,

applications, and customer views.
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35. The conputer program product of claim 33, further conprising an
execut abl e portion configured for providing the user access, through the
user training selection interface, to additional related training nodul es
based on passing one or nore user tests. 36. The conputer program
product of claim 33, further conprising an executable portion configured
for providing the user access, through the user training selection
interface, to additional related training nodul es based on conpl etion of

t he selected training nodul e. 37. The systemof claim1, wherein the
system for providing and tracking training is part of a know edge
managenent system and wherein the processor is further configured to

execut e the_conput er-readabl e program code to display on the user interface
i nf or mati on 3§¢ or ﬁrf‘ FHORYEE P&%%Bé’ ¢ ﬁi@@dén@r%@%qw&gépéaewble
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categori es based on predictability factors, a current statu one or nore
i nci deelated tpanstabianal retiability stonigs of a channeh subschanudd eapplicitidenarsategedaver y

gui del i.n i resol utj fothe one or. more, i.ncidents, a score
associ lg asgeg o\iflm%% %d?{t%bzﬁtgr? gcq%rr ’ arr%q'rn'tL‘=jaH| Sg%r}luéd)%fn?ns? CTRIS BF ﬁdglﬁf g qa"ﬁ%S F@P?%Fﬂmg ont act

i nf or mef therne onmbridntideray eedosery Quidslimsdbngfactitg heslitidr 6t Sneesrgmsreat ed with
t he one 0o re incidents,.por. process maps, or flowharts for systens,
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di splaying information stored in the know edge nmanagenent systemrelated to
oper at ililm%lﬂtsr @ pregsiss inpps erdlamichgrtofor systamasn appllicatinml,-ant ansteter dewws.i cat i on, or
categories based on predictability factors, a current status of one or nore
i nci dents, dashboard nonitoring of the one or nore incidents, recovery
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associ at ed miéh t@g one or nore incidents, historical infornmation, contact
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applications, and custoner views. 9. The system of claim 29,

wher ei in thp&neyledgamanazeensyeemn gelaiad ta opecationg reliabil iy sepring of achansgl, sub-

know e t i c i,s, further
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st at us higforiRMEnRHEmARINE cdriddeh EfbrnfatioRl aREAGR r&pofte HutLiniRG iAfidddr goipne or nore

incidents, recovery guidelines for effecting resolutiion of the one or nore
i nci deAtsgciatgd 3digthe eneos epae Bgidgitsroreccahaagsror emehartsdpusistess, hi st ori cal

i”for”Eﬁhﬁ&mrﬁﬂ&hgﬁ&pﬁ@iﬁﬁgﬁti0”1 i nci dent reports, outstandi ng incident

tickets "associated wth t one or nore incidents, or process nmaps or
flowharts for systens, applications, and custoner views. 40. The
conput er progra roduct of claim.g33, further. conprising an execuyfabl e
por t1 on confilgur DA SGIPCAT SEEEE R ihoSeIRR P or ORRRmPrATE AL RBAP e dge
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sub-channel , appl.ication, or Qate?orles based on predictability factors, a
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information, incident reports, outstanding incident tickets associated with the one or more

incidents, or process maps or flowcharts for systems, applications, and customer views.
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