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DISCLOSURE OF THE INVENTION

A method of selecting messaging settings for an outgoing message on

a messaging client is provided. The method includes the steps of determining

30  whether arecord for an addressed recipient of the outgoing message exisis in a data
store, and selecting messaging settings to control message characteristics of the
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used i n the, herei nFig. Bds a block diagram of a wireless moblle communication device

implementing a messaging settings selection system.
15 Fig. 4 is a block diagram showing a compose screen that supports one
embodiment of a system and method of messaging settings selection.
Figs. 5-7 are block diagrams showing a compose screen that suppotts
another embodimeﬁt of a systerm and method of messaging settings selection.
Fig. 8 is a block diagram showing a compose screen and a message
20 menu.
Fig. 9 is a block diagram showing a message options screen.
Fig. 10 is a flow chart illustrating a method of selecting messaging
settings on a messaging client.
Fig. 11 is a block diagram of a wireless mobile communication device.
25
BEST MODE FOR CARRYING OUT THE INVENTION

Examples are now described in detail. Referring to the drawings, like

numbers indicate like pérts throughout the views. As used in the herein, the
meaning of “a,” “an,” and “the” includes plural reference unless the context clearly
30 dictates otherwise. Also, as used in the description herein, the meaning of “in”

includes “in” and "on” uniess the context clearly dictates otherwise. Finally, as used
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and/or encrypted. Thus, a group of message settings may include general message

settings, secure message settings or both.

20 A messaging client allows a system on which it operates to receive and
possibly also send messages. Messaging clients operate on a computer system, a
handheld device, or any other system or device with communications capabilities.
Many messaging clients also have additional non-messaging functions.

Fig. 1 is a block diagram of a messaging system. The system 10

25 includes a Wide Area Network (WAN) 12, coupied to a computer sysiem 14, a
wireless nefwork gateway 16, and a corporate Local Area Network (LAN) 18. The
wireless network gateway 16 is also coupled to a wireless communication network
20, in which a wireless mobile communication device 22 ("mobile device") is
configured to operate. |

30 The computer system 14 is a desktop or laptop personal computer
(PC), which is configured to communicate to the WAN 12, which is the Internet in
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client, such as Microsoft Qutiook™, Lotus Notes, etc. Within the LAN 18, messages
are received by the message server 26, distributed to the appropriate mailboxes for
user accounts addressed in the received message, and then accessed by a user
20 through a computer system 28 operating as a messaging client.
The wireless gateway 16 provides'an interface to a wireless network
20, through which. messages are exchanged with a mobile device 22, Such
functions as addressing of the mobile device 22, encoding or otherwise transforming
messages for wireless transmission, and any other required interface functions are
25 performed by the wireless gateway 16. Although the wireless gateway 16 operates
with the single wireless network 20 in Fig. 1, wireless gateways may be configured to
operate with more than one wireless network in alternative embodiments, in which
case the wireless gateway may also determine a most likely network for locating a
given mobile device user and may also track users as they roam between countries
30  or networks.
Any computer system 14, 28 with access to the WAN 12 may excha_nge
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22. Wreless networks such the wreless network 20 nornmally deliver 20
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R
dual - node wmebysyekor a portion of each message, could be sent to the mobile device 22.
Wireless networks such as the wireless network 20 normally deliver
20 information to and from mobile devices via RF transmissions between base stations
and the mobile devices. The wireless network 20 may, for example, be a data-
centric wireless network, a voice-centric wireless network, or a duai-mode network
that can support both voice and data communications over the same infrastructure.
Known data-centric network include the Mobitex™ Radio Network (“Mobitex"), and
25 the DataTAC™ Radio Network (“"DataTAC"). Examples of known voice-centric data
| networks include Personal Communication Systems (PCS) nefworks like Global
System for Mobile Communications (GSM) and Time Division Multiple Access '
(TDMA) systems. Dual-mode wireless networks include Code Division Multiple
Access (CDMA) networks, General Packet Radio Service (GPRS) networks, and so- -
30 called third-generation (3G) networks, such as Enhanced Data rates for Global
Evolution (EDGE) and Universal Mobile Telecommunications Systems (UMTS),



that can support both voice and data conmuni cations over the sanﬁ1
I nfrastructure. Known data-centric network include the Mbi texT Ratilo 2007

Net wor k %&bbltex% and 25 the DataTACTM Radi o Networkqg‘(%r {)
Exanpl es Y01 2W0H8¥3V 0i ce- centric data networks include %Hgﬁmms 4
Communi cation Systens (PCS) networks |like dobal Systemfor Mobile
Communi cawhiohsr¢ Gahninehder develdprnsimton Mul tiple Access (TDVA) system;

Dual - mrode wi rel ess etvvo ncl u Vi sion. J tiple Access (CDWVA)
net wor ks, Gener al bllj%cd (‘J'Cgeggl’%e @é%%ﬁ’%‘ﬂ 8%%?? S0 Vgtfecal | ed
t hird- gen@cﬁrﬂmuﬂ&aﬁ@lﬂieﬂ@é P ek Rulti I\g@%@@d&%@@&%ld@@;d@ﬁ% afn@!ﬁatl‘ii&robal

Evol uti on (EDGE) and Uni ver sal bil e Tel ecomruni cati ons Systens (UMS),
-505 NAtypgé@fcommpwe%pmwmlﬁMwﬁwuwcaw Bkt | y .under
devel opmefLiai 'BE fywrobi e device 22 is a data comunication device, a voice
communi catron device, or a multiple-node device capable of voice, data and
ot her types of corﬁ’mrhapamemustcdknmeﬂwmlaﬁmesmmmrmﬂyu‘msﬁzsez-mwescri bed
in further et a bel ap e _nost common . .type of S i ng
curront 1y Inef gEBORE gnfal Frsteifr 38" il GaPRevaer 8T oY A el SR s sage
i's sent bpogdiblg-thRiughEMmEssage fepdstdndjortdhseVigh moviBesasens,eindes teard/ or a
service provider system and is then routed through the Internet, when

necessar y o4tgd §ieudh thedniemeb egdecessary.dp one er mereRessagedeeriks ok e

nor mal |,y t I Pr ot ocol
(ShTPy O S me el of Rt ook ey e b o R ter oy

parts to debionel (S%Tﬁ)draadersandtmtlwumsle Intesnaiddail Exiem%@aﬂ\mw;)bgdy secure

nmessagi ng t chnl ve ev, both the content and
i ntegri ty Qgﬁ 8%% ogi a:ﬂlrﬁérgsgggges S'M M and 15 Pretty Good

PrivacyT™M (PGPTM amarebem yBanisl $ecuk@meswgimgeteahmqbés nassagived tppatetol s t hat

provide for both encryption, rot ect data cont and i whi ch
protects Rofthefopigntapd Sﬁe%tmf %ﬁ@gﬁﬁéuﬁf"@ﬁeﬁ@' ‘F"S?S%S?dgﬂﬁﬂg ﬁ@%t i cation

by a ngssagg G%B@'Wﬁécy“‘“ (P @Bk £ ieQivo bObkt Heylsdbivg ethil ndbsatfiriiablecas and

possi bl'y encr ptlon secure. nessages may al so or instead be encoded,
conpr essedhairprovitie fatitodh praydiosele. progcriaja contest, ang sigeicgdwhigh aretects

iITustrat 'tﬁg r?’[eaﬁtflucgf a %e@éde Qﬁdsﬁ?&?de%%r'gg%r authentication by a message

receiver. In addition to utilizing digital signatures and possibly encryption, secure
messages may also or instead be encoded, compressed or otherwise processed.

éo Fig. 2 is a block diagramillustrating a secure e-mail message exchange
in a messaging system. The system includes an e-mail sender 30 coupled to a WAN
32, and a wireless gateway 34, which provides an interface between the WAN 32
and a wireless network 36. A mobile device 38 is adapted to operate within the
wireless network 36.

25 The e-mail sender 30 is a PC, such as the system 14 in Fig. 1, a
network-connected computer, such as computer 28 in Fig. 1, or a mobile device, on
which a messaging client operates to enable e-mail messages to be composed and
sent. The WAN 32, wireless gateway 34, wireless network 36 and mobile device 38
are substantially the same as similarly-labelled components in Fig. 1.

30 in an example digital signature scheme, a secure e-mail message

sender 30 digitally signs a message by taking a digest of the message and signing
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i ncl uded i rMessEgR@sshowotimEigt 2, anvkbs a@ssa@ewm ﬁﬂ:uméd% Béle S@EHMENL,
messagi ng §GOGNESs rﬁ%\‘nepatgg By Other Shcure messaging schemes may place message
components in a different order than shown or include additional andfor different
20 components. For example, a signed message 40 may include addressing
information, such as “To” and “From:” email addresses, and other header
information not shown in Fig. 2.
When the secure e-mail message 40 is sent from the e-mail sender 30,
it is routed through the WAN 32 to the wireless gateway 34, through the wireless
25 network 36, and then to the mobile device 38. As described above, an e-mail
message sender may alternatively send a message directly to a wireless gateway, to
a computer system associated with a mobile device, or to a wireless VPN router or
other interface for delivery to a mobile device.
The receiver of the signed message 40, the mobile device 38, typically
30 verifies the digital signature 42 in the secure message 40 by generating a digest of
the message body 44, extracting the transmitted digest from the digital signature 42,
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public key may be retrieved from the sender’s Cert stored in a local store, or from a
20 Public Key Server (PKS). A PKS is a server that is normally associated with a
Certificate Authority (CA) from which a Cert for an entity, including the entity's public
key, is available. A PKS might reside within a corporate LAN such as 18 (Fig. 1), or
anywhere on the WAN 32, Internet or other network or system through which
message receivers may establish communications with the PKS. _
25 The Cert, Cert chain and CRLs 42 are used by a receiver to ensure that
the sender’s Cert is valid, i.e., that the Cert has not been revoked or expired, and is
frusted. A Certis often part of a Cert chain, which includes a user's Cert as well as
other Certs to verify that the user's Cert is authentic. For example, a Cert for any
particular entity typically includes the entity’s public key and identification information
30 thatis bound to the public key with a digital signature. Several types of Cert currently
in use include, for example, X.509 Certs, which are typically used in SIMIME, and
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the root Cep@wever, inverse processing such as decryption is performed after sighature

20  verification. Encryption and decryption involve applying a cryptographic key and
cipher algorithm to information to be encrypted or decrypted. Encryption and
degryption Use corresponding cipher algorithms, which may or may not be the same,
and either the same or different cryptographic keys. In public key systems, different
keys are used for encryption and decryption, whereas. in “shared secret” type
26 operations, the same key, a secret shared between a sender and recipient, is used

for both encryption and decryption.

At the e-mail sender 30, secure messaging characteristics and
message signing in the message 40 are controlled by messaging seftings. These
settings may be either default messaging settings, or a currently selected group of

30 messaging settings established‘by a user or by over-riding default or current

messaging settings. In known systems, whenever a message having different
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a nessagi ngineéturamesaaging foles relatigslp ofth ! | LD
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to exchange either Secure ggefnseciﬁgu‘%r%gg%gﬁﬁwwﬁmmg gaisadhery
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a message contains confidential information, for example. Similarly, when secure
20  messaging settings are used as default settings and not over-ridden when a
message is to be sent to an insecure messaging client, the insecure messaging
clientis unable to process the secure message and the sender must re-transmit the
message in an insecure format,
Although some known messaging clients simplify messaging settings
26  selection by providing multiple message sending choices when an outgoing message
is to be sent, messaging settings selection remains prone to user errors. In such
messaging clients, an outgoing message is composed by a user and addressed to
one or more recipients. When the outgoing message Is to be sent from the
messaging client, the user selects a group of messaging settings to control message
30  characteristics of the outgoing message, and the message is sent to the recipients,

even if the user makes an incorrect or undesired selection of messaging settings.
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user interface (U) 62, a display 63, and a wireless transceiver 64. 5 The

menory 52 is a writedbe sessagieg systbmasD i8 cBANMdidH 1B thbivible8t Hehsc ¥gge
conmponeft s e?HEzdi s it e data, and includes a storage area tor "a Cert
store 54, an aay?es%%ogﬂ E?WW”W?H”%@%‘@W@?WWQ& i nformation is
i U Sof tvag & appl ot ons on the rob o GaRLeags Aot thEEHETs  or e
59 which stk ponents which accept inputs from or provide outputs to a user of the
mobile device 38. A mobile device 38 will typically include more than one Ui, and the
Ul 62 therefore represents one or more user interfaces,

20 in the mobile device 38, the display 63 is typically a liquid crystal
display (LCD), although other types of display may instead be used in mobile
devices. The display 63 is also a user interface, but is shown separately in Fig. 3.

The messaging client 60 stores received Certs to the Cert store 54 and
retrieves stored Certs from the Cert store 54. Certs are normally stored in the Cert
25  store 54 in the format in which they are received, but may alternatively be parsed or

otherwise translated into a storage format before being written to the Cert store 54.
Certs may be received with secure messages, requested from a Cert source such as
a PKS via the wireless transceiver 64, or loaded onto the mobile device 38 through a
communications interface such as a serial port, Universal Serial Bus (USB) port,

30 Infrared Data Association (IrDA)} port, or Bluetooth™ module, from a similarly

equipped external system, a PC for example. As described above, a public keyina
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The addr eshéadbress bsblo5€SCERBEARormAliSH gﬁ% B0 pRlexEARH ARG ordi el 1S

used by th(@aﬂf{éessagi ng. client 60 in nessa operati ons. ®t he

addr ess ress Book &R N§W (edds soreditddne Seitstpredd sagessceibepised on t he
messagl Ng  pending United States Patent Appiication Serial No. 80/365,516, entitled “Certificate

Information Storage System And Method”, assigned to the assignee of the present
20 application and incorporated herein by reference.

The settings store 59 stores messaging settings which control the
characteristics of outgoing messages sent from the fnobile device 38. In alternative
embodiments, the settings store 59 stores indicators of message characteristics ora
combination of settings and characteristics. The settings store 59 may store more

25 than one group of messaging settings, although in known systems, only one
previously selected group of settings is active at any time, Known messaging clients
determine which group of messaging settings was previously selected and uses that
group of settings to controi the message characteristics of an outgoing message.
Other known messaging clients require a user to select messaging settings when an

30  outgoing message has been composed and is to be sent, which is prone to user
error, as described above.
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2004/ 03685115, PCT/ CA2003/ 001584 The ﬁegggg?ﬂé&cﬁg%e%%égeﬁ'

07
however, is con :t\@ﬁﬁé%ref%b%? BRATRHUNGS chagrctars yped bsingrs septmiangosietybadigs f or

each out goifog exas®iges Whewntidieiu ' e_J be conposed. In one
embodi ment , _an ,a?gi tional feat L@e&%?bg%t tStltPré]g@%d?ésélcil@epgc'érﬁggpgﬂg%i ng a

conpose sc }%%ﬂp'ﬁa?a%?wswdmw@ee subjectare shifarly @fterdd By pPESSHRHG PR ti on
and a messa@irgdt cifthbi“ReS iIROBHIAAR the “Subject:” line 78, respectively. As described in

further detail below, recipient addresses for an oufgoing message may also be

20  retrieved from an address book, Where an outgoing message being composed is a
teply or forward message reiated to a previous message, the “To:" line 80, the
“Subject:” line 78 and the message portion 74 are typically pre-popuiated with
corresponding information from the previous message.

The messaging settings portion 72 displays messaging settings, or a

25 nameor other identifier of a group of messaging settings, that are currently selected
fo control the message characteristics of the outgoing message. In the compose
screen 70, a group of messaging settings called “Home (S/MIME)” is currently
selected. Since current messaging settings are displayed in the compose screen 70,
a user is aware of the messaging settings that have been selected for the outgoing

30  message currently being composed, and is therefore less likely to send the outgoiﬁg

message without desired message characteristics. If currently selected messaging
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: : : : ts op
Fig. 4 is a block diagram showi ng a conpose screen that support A9sAR 2007
elngodi ment _of a syst em and net hod of nessaging settings selecti orQ. %ﬂ%

bl ock di adf@M%A38FYy. 4 al so supports settings display, PR E0b 50034
op?iconal fgzture. The conpose screen 70 conprises a nessage portion 74 and

. : . ; des a
ssitihys ag@aotdrRRepdh —_—" creen,70 al so inclu

o T ne 80 and s Sub b 44 dSred b e YRR R Srens e tineerecing |

i ndi cat ed at®¥BIS Y %gggw fsortbe ontgding messd befoROBPABENR W%@%ﬁin&;ex" or

' S ' [ text for ut goi ng
an outgoin then a user is conposing nessage
rn::ssage,g thgqéggrsog%iegwp;ositioned as shown at 76, in the nessage area 74.

15 I nformation ent er Sifithhyeterersear to Fugh @gngmr@gt&&@e@%pﬁ%sﬁégg%ﬁlbllégﬁaoar d

._i,s_shown on the conpose sc _ ur
cur sor " pasi €7 BRoBRIPHE morfe 2a5ieB eBbanaus £ rechsun igectinate sy a1,
e 78, _b¥e§§§ﬂ€? VoLy R o g R WPl el i e esged e clgien

addr esses f Re BiFeaReIAg clard SRdecanfiguratido displaghe edrhpesestrédiTn éhinaddr ess

j ' ' ly or forward
book. Wer edgplagel .conposed is a_rep _
nessage rel at 239t og?ég%gﬁiggﬁe@%%%ﬂs ﬁ{% Gopgposed; Far expmplpea usesnigiyect |

. E i ” . . | \ . |
o eepaaa e o g e o Tebseae crebyabinkReGe SRR G Mk, s
por 1 on 02 o e ey R oLbF rRge3Gies ! G3oaieke Bicouphes medsm! 1 er
8f a group oferatiesagi ng settings, that are currently selected to control

I St.i ' . he conpose
h ssage character, stics of the outgoi ng. message In t om
Lc(raegﬁ 70%J a group oﬁswﬁ@q@%’@tﬁtﬂ@@éﬂ@d%éﬂnéBb,rtbeﬁﬁs%@@omd)ﬁm,

L RGO, SANeNAL .ng settin are displayed in the
gg;nr)ggtel Zcri?np%@y ;%sr%lr?o Jiée':s{'r gﬁgr@n@? ﬁ?%gmﬁgﬁéﬁﬁeﬁg%%'f‘ﬂuﬁ@é”fpwﬂoﬁave

been sel ect BeMmpdireyines vessrgaghSothresalr mggga@@tdemdq@%sggwf\gﬂdand i's

[ e
t hereforg | [ o-send the out goin nessage W t hout ST .”massag
chS: act e1r§i s?ﬁ%gﬂy ":&SSC %'r E(?II:[ onglialpytggin paghe “Tig” inesBOVAR “S0objgct:"WO

2004/ 03685 1lirRCT8 &P HEIheSRbstdt THEe% Klgniiot correspond to desired message
characteristics, then new messaging settings may be chosen for t_,h-e
out goi ng message bef %teé{efﬂ' YNt 18Eheines Gire grossitis doe selectivntmessaging

setiings, depending upon the configuration and capabilities of the messaging client

60. In one embodiment, messaging settings for any message related to a previously

20 received message are selected based on the messaging settings used for the

. received message, as stored in a settings Store when the received message was

received. Reply messages and forward messages are examples of messages that

are related to received messages. For example, where a message is received in one

messaging account or service supported on a mobile device, the same messaging

25 account or service, and possibly other messaging settings used for the received
message, are selected for outgoing messages related to the received message. .

According to another messaging settings selection scheme, the

messaging client 60 is configured to maintain a record of messaging settings used

for previously sent messages. Where the messaging client 60 is also configured to

30 receive messages, messaging settings for received messages may similarly be

recorded. Such a record is indexed by message recipient or message sender, for

: ' - 14 -



Wth reference to Figs. 3 and 4, an outgoi ng nessage may be 5 corrposepg@%m
the nobile device 38 using Us 62 such as a keyboard and the di spﬂaﬁlM .
The di spl aV&04/8368%Inf i gured to operate in conjunction vvil,kkh r}ﬁos%gg gi ng
client 60. The nessaging client 60 is configured to displ ayAt e ose

screen 70 oexamgle, SHEHbAM | N ssage is to be conposed.
For example, a ﬁser ma %slgﬁ%%\?gg}egg8%%)%2@998‘?%%3%@%§é§@th@frs’@rﬁepl y to

rr}%‘_ssage'e'S Of uRBtthematile deyiaeeds: MmmesW@cI%nWGb%zﬁ%ﬁE&% e dielé'cgrd“@rssa?i ng
client t : ssage operation. escri bed above, a

| east the " @gs%@ﬁ%@t@@gﬁg@?ﬁr@g%@ apng&P ghmeasagingeettingsiobay ottgeing

" Subj ect: " IMessages Ad dedreibedpose, b ' | ion froma
previ oussmaﬁé% e when t he outgoing neg%gsgté%geﬁlﬂ%g or#p%%{e?'ﬁ)&?%egeis‘a rd 15

or reply’ message. MEHPYE CAAGPHRICS onY slsegominsteagebe troeordd® shdl iged R0, t he

"Subj ect: " sélegtirg Fesagi SG R P@E 4 are blank, Several different
schenes are possigbl e fglrnbggltt@t%i ng ?r@gé\éeg]ff%gzaCé“‘éﬁﬁf’?ré%ﬁ"”&ﬂ?ﬂ&i’&??ﬁ@%@on t he

configuration and cap¥isrei theerecotd ohenessagingi stdtirt)s RNindeféy by "mese

nmbodi t,elméﬁl' i r. an rre_ssa_erelatedtoaprewoggly 20
rGecgi Lg'dsnrressage ’g'r]é;%s%%@b Qg%ﬁ%w%# ?m@eﬂﬁﬁaﬁﬁhﬁ@?@@ﬁge Fepipiergesiichor t he

recei ved negsagemadaddiesseshd githar ﬂfétrhéé’sﬁginﬁts@ﬁﬁyg%?gnﬁd”é%ﬁﬁgrcgi ved nessage

was recggiv SS s and forward nessages are exanpq a9 ssages
t hat aﬁg rﬁ'l 5%%%94 %Etg'g%seﬁ\%gweﬁ%%%@s@nﬁ@kthemqﬂage ohbecteraticesiaags | S

received i ns@ﬁﬁesﬁ&@éﬂﬂéé@gﬂ@ﬁ!ﬁﬁgs@ér%ﬂé‘cﬁﬁg @%gg%@%gﬁ%@og%g%pggvi ce,

the same messa[?i ng 25 account or service, :
settings usByaf gfdrepeed eeipiansaf thessionim messageavees afl eh®y hsIb& JigreAESSages

RS e T R
record of n@_sbggbmtgosm.ta ngsr irgrds rédfie iRIAHESY P FY “THESFRITD- ofvfggr e the
serti noet ofTbe e 2 HSoti onie ivbieajyisupport oe el meoariams myord s
RPN
the setting®” Y BPBhdeige, Micieiration tofeerecipient from the address book 56, The
messaging client 60 may also aliow a user to enter a name or other identifier and
then translate the name or identifier into an address by searching the address book
20 56, or possibly by querying a remote database. Outgoing message addressing
operations are normally performed after a tompose screen is displayed, but may
instead be performed before a compose screen is displayed, such as by prompting a
user for recipient information when a message compose function is invoked. When
addressing operations are performed before the compose screen is displayed, or the
25  outgoing message being composedis a reply or forward message, then at least one
recipient address or name is displayed in the “To:” line 80 when the compose screen
70 is first displayed.
Once an outgoing message has been addressed to a recipient, the.
recipient address is shown in the “To:" line 80. In the compose screen 70, the “To;”
30 line 80 displays the recipient address “User@domain.com”. As those skilled in the art

will appreciate, a “To:” line may instead display a familiar name associated with a

«-15-



on the nobile device 38. The messaging client 60 then consults tqf r@&g;&nr
of nmessaging settings before selecting a group of nmessagi ng sett ﬁg
an outgoin&“’%@ﬂ@ﬁ&ﬂ. As descri bed above, although storegcqgg§ﬁgh9ﬂm4
settings are described 5 herein, nmessage characteristics may al so or

i nstead be reeipirdaddmas, plé?mﬂjlérl}wtﬁé?llaei‘\etcfgfb(?\tggﬂ@%gg%g%e%?%@gw&@éord of

alternati ve%%/ characteristics, "for outgol ng
messagi ng s&tq4 RS #1” entiy xesaondingste @grecipterit pasiat or ddtRedBs SRFEDH @gl ent 60

stores an i L reci pient, such as an emai |l address,
and eit her mbﬁggkg%'g&ggtnﬁ%%égggr°"3'|‘|t %E‘ﬁf‘iopf‘\%‘l‘“%ﬂ‘eaf”%gwgcﬂeﬁmgs

messagi ng s@cpidigsieterminevaheties ek teRoRPMELAbs bH%nﬁ??@ﬂQ%é&@%@&{ag%St i cs of
each senj §%§§I g/eitsa%ﬂl ng.settings for an outgofng nessage a Ren
chosen basg@% On- ¥R IHG R EHpiehc Viheta the recorbincludgnan entre fs agresdagee an

entry has bikahwas preatbusiysdit e idi ' tings, for the
recipient. V\Q@{] ag outugoyirbng rreghgggggiiegt’ tlﬁ%ﬁﬁgg@ﬁ%%@a?sg’ F!]Eé‘?eqsﬁglﬂgs
i

reci pi ent GREFO Ty dte sefpsted for te @Bgoing hessafe beMOEANREERRI70.

Messagi ng clikgB ' : er chani sms for recipient

i nf or mati on Ie‘ﬁlt i;id ﬁﬁ?‘ﬁ%ﬁﬁég%ﬁ%}ﬁﬁggﬁébs §§%'Pa?§ 0@3% GonBPsfySHeReYBoar d, keypad

or other input devic¥fhava sebsagingelicat isapertingoRAmbbiNAIAS, A0 S, Pook

56. They, ma,s,lﬁ inﬁ%n&ly? t 60 ma alq?,o,all | ow a user to enter’ a nane or other

identifier a 3.’9, TREn ! g%?%%"’?% ¥ fipited. Atdeastifarissch messaging aidmteits by

sear chi ng tiheleaialiess cbbks2 g i | Y] r enot e

dat abase. Qutgoi n s?sa e addlﬁgggnigﬁgggéoggBg%ﬁlbg%gﬂgrﬁtég%gﬁrﬁ?ITPSS@QLF'Srrred
ReEsdgery

after a co i PreetiogmsLiedtat hemoryegsolrnss srethdddepletelioymmgtghef ore a

conpose SscCrpgssd | S rQ i a user for recipient
i nf or mati on v\/nergllsih agcg &%@@ggg&é%‘nﬁg@% U%Fﬁ%gﬁ%iaqqﬁ%BWBgteVﬂ@Fﬁmsa@ﬂﬂ'égsi ng

op;ar ations @P@M@Enﬁdebéfc@hﬁvg hm&armarmmw&m@g%ﬂ@@&@%ﬁﬂm&ﬁlet Pe 25
out goi N MERSAR onposed is.a reply or forward nmessage, then a
| east oﬂse reci %I %ﬂlﬁ';ged@ﬁﬁig@ 'GP ?"é‘%ﬁ%ﬁ%@é@eﬂﬁaﬂwtamus foriaueh 80 when

t he conposesystanesio corlerve nidmicry rélotRdeay 6d LOOERSage has
been addresaed to a recj(t@i ent@t he reci p?gﬁ%ﬁrged ?%Q‘?P%gegﬁ’g %?F%t%e 'To: "

line 80. | n"fMeFSSEANYSEMOPE Eeterdo For exampie; @ imBof i 2BienB@sd amh@y;agl‘hPe
|

reci pi ent asbairRESrecoleiSh | . killed.in the art w
appr eci at e, alr%%or:eg i n?igréa@r{ fbrlf'g]tegg fﬁ‘,ﬁg%{éﬁfﬁeﬁf@?ﬁslapg,g $piinosRelerdicht ed
with a -15PRer&ioEaRtegh other limits may instead be used. -

20 For a messaging settings record having limited size, only a certain

number, x, of entries is maintained. Therefore, such a messaging settings record

does not include an entry for a message that was previously sentto a recipient of an

outgoing message unless the previously sent message was one of the last x

messages sent. Of course, a messaging settings record, regardless of whether its

. 25 size Is limited, contains no entry for a recipient where no messages have been
previously sent to the recipient.

Default messaging settings, most recently selected messaging setfings,
or messaging settings that appear in the messaging settings record for other
message recipients having the same domain name as the recipient of the outgoing

30 message being composed (i.e., “domain.com” in Fig. 4), are selected and displayed

in the messaging settings portion 72 where the messaging settings record does not
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WO 2004/ 036851 PCT/ CA2003/ 001584 reci pi ent address, particularly en %
recipient address is selected fromthe address book 56 or an entdys MAR 2007
corresposﬁén& to a recipient nane or address is stored in the address book
56. The 0§51 i ent 60 then consults the nessagi nddétA2PYWI8ecord to
determ ne whether the record includes an entry for a nessage that was 5
previ ous| yndde ano enie fPed phessage \What evahoredouslyl sentltadies svipenttry for a

nessage t Vi h cipkent, .the ssagi ng, settings

ot he: medtamatfeE R ndiSialng Bknt o8, R bR B Glb0 b PR Do QPO g

nessage behogse omsesging settingslicsipd ayedifdrnhé batgtrgsngsd@esOtiis Bisationr tion 72

of the corggs sc.e?n @0. Wien a messagl‘gtg client is operating on a nobile

devi ce, a&"8n igplay fhepphpses messaging setlings ok &ndpdicains tb&rq@ inithg t ed. At

| east fsor rﬁé&é@gﬁ?%ﬁig_@g;oﬁldn@rﬁ_s, it is desirable to establish a maxi mum
o]

si ze or nunber entries for the nessaging settings record in order to
ensure that nenory A8sBWREFiardk massagiepisettings bglled "Hompe(S/MiddEH have

settings r r 4 apt.oR;: C M a t.ems. runnj ng
messagi ng b%lgﬁe%tl%ﬁ%(gﬁwg ﬂgéééﬁgﬁg%&%ﬁ%i al:hl @’Sng%ﬁn%mk%ﬁ? e'ggﬁ?tégsat han
nobi | e 15 roessaging), acrountppesenticerivth avhicrefmaniesspoie tlient60 mad e ndbile i S
advant ageaqus. fo uch, syste t q conserve nenpry..resources. Search tine
al so i ncredéé’ggé\?t VE hee i(ioé]_%g?re%tWeowg?agﬁ%%éw&n@'@%?dyp?&f
exanpl @, arcofint 10be ERBlcNothEsulybing MESESa8! THus, 364 ldsNPRséRENHIWAAS Dbeen
found to provide efficient rressaglé}gmsettl ngs sel ection operation,

al t hough dtiget willibgisest yaiio a vartassal $BMMEada thed Heoe” messaging senyicseThisngs
record hawuj L &S5 i (N S

i nt ai nedy P RLAEPIrBboRlEonda prBuBAl LBLR) WATR meksagho AR EBANC | g
an entry ftbe mobiesdenes Bhare \emabledeior opstationesith tmre thiarcope erdssafingn

out goi ng S n t he, previ pus sen age s one of the last x
nessages ;1%%{% 8%}1 (%ﬁfcgze as acw%ﬁ&%?gi% & ¢ e?%@é@@o‘?%%“ﬂ%é’i'?edl aingy
whet heys i t@r@Bntidrieare pobsiblet ed, contains no entry for a recipient where no

messages have been reviously sent to the recipient. Default nessaging
settings, nost recenYisfedeqssagiby seiingsreFispayadngdhe ngssapivs fgttingsset ti ngs
t hat appe b } { r : i pients
navi ng. ¢ he 2L 5 8r AR TR e 0RRet B Blibol Bmaft i LB RRAADaEE D o
bei ng conpbease( df e messapmordlientB0 ismwarg of e messagig sattirers thawitlibepl ayed

id(r;eg hﬁoresﬁsagg tg%o?i%lttﬁ@%%sga(\) et&h%paczgris%g of th%%%tg%?ﬁgsn%giss%%esw%éni iﬂg%err]tecor d

20 totherecipient. The messaging settings are displayed to the user while the outgoing
message is being composed, which provides an opportunity for the user to determine
whether the messaging settings will generate desired messaging characteristics for
the outgoing message. If the messaging settings selected by the messaging client
60 will result in the outgoing message having desired message characieristics when

25 it is sent, then the user need only invoke a send function or command without ﬁrst'
selecting messaging settings.

Storing or caching of message setlings or characteristics associated
with sent and/or received messages provides a means for tracking and using
information about people with whom a user communiqates. For example, a user

30  might want to be able fo track the encryption aigorithms that others prefer to use,

whether they normaliy sign their messages, or other related things. A data store
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nmessage that was previously sent to the recipient. Alternativel 2001

nmessagi n 0 could be configured to pronpt the user to  choose
nmessagi n&’éé 0%%165 to be used for the outgoi ng message FT/¢MS Y18 4at i on,
and then display the chosen nessaging settings or an indication thereof in
the 5 nedeeysipckeatftthagslepantt sedings2or Mrad:temtxcsmflﬂ‘th@dfobrerﬁ&é&@@n&g

settings call " ( ; been se ect ed t he out goi ng
message. sﬁenpﬁgs olgg’nﬁb gmf’%%ﬂ!‘@g‘ f igrouses f\?e%t@régl‘ﬂéj’”ﬁﬁmm M@Keser vi ce
Wi th whi chehohesresRagiinghddlionsl b@ﬂa@m féh@tdﬁ@@cbrhn%um@@ﬁﬁn%@wtﬁ% Aﬁ?{@ ipeen
configured to operate, and "S/M ME" indicates a type of 1lo encoding to be

appl i ed t P¥F-out goi ng nessage. Thus, the test rressage shovvn in Fig. 4

w Il be sent using Q'h\é%lra'ta?é%re reé‘dwajﬁo %nkﬁ/ﬁtlsm SELTE SefVi ce.

This type of nam ng conventi 0§Fsag| ng
client 60 exapietie SﬁMMEeTrdJ&DE&a%Rﬁ}Qesmpahhser@qﬁmd dﬁ@ﬂaterm\ramméhtrmr e

t han one a t or Vi ce, scli ped i urther detail

bel ow al t @ aﬁ'ﬂ’%@%er}g 'r%%%%& mﬁf ﬁvwogrégg'r@ 'ﬁgﬁ ?bﬁq@”QW@'r%“&?@ésagl ng
settings %aediMfmmltmstemmemmmsﬁﬁéd by @SternflAing b@@na& sté/lvnrtne conpose
screen 70 whe 8%"83!5%]\‘%' nmessage i s_peing conposed, the user of the

nessagi ng ?ﬁﬂagﬁ'f'e% ‘@ddf'escsﬁéen%@@éﬁpﬁ@a@é‘t@ theg@qm@;tar\mtm ngd used
to contg ol tih@thdRes it is
sent 20 tolt he reci g?@f@%ﬁﬁgbﬁé&@g&&%&@%@t{? I&ﬁ%@g{g@ gagg%flgéggt% o&{%h

user whi | e islgeeted.gbihagreciniery sgeparts ARS, ﬁgemmMglngAaileﬂ’ndﬂfaul&s esingn
opportuni tt¥1a Jols F@e g userto determ ne whether the nessaging settings wll
gener ate desi r88 Ssagi ng characteristics for the outgoing nessage. |f

the messaging setti r;gmtﬁalseﬁ"hgdr tharaéterisisiaags peefebbleBloredi@whietHer iesul t i n
t he out goi ne% merg gaw ng desi reﬁ_@rressa ge characteristics when 25 it is
sent, then"ie PR %80'6‘ J&FSIOR i e isacaigl eMafl o tingmay bestssamalishachout

first sgel Qﬂdété}ﬁ;aﬂ?%%‘s&ﬁ)eﬁ%b@&%en%h&ﬁibﬁ%}dlfrltrﬁﬁ&h' ng of message settings
or characteristics associated wth sent and/'or received nessages provides

a nmeans for tracki ngllendatasiarg or cachs alseirsefesdiytragksdbe éstyiet lof fheolasts user
communi cat E&hmﬁﬂfcatﬁ?ﬁ% Gach rél:?ﬁént. i the last communication received from a

recipient of an outgoing message used PGP, then this will be stored. For the next
outgoing message addressed to that recipient, PGP may be seiected. The "action"
20 last used by the recipient may be tracked in a similar manner, [f the iast emait
received from a recipient was signed and encrypted, then a subsequent email to that
recipient i's preferably also signed and encrypted.
As described above, messaging settings are preferably selected in
accordance with either previously used messaging settings or default messaging
25 seftings. However, different messaging settings may be required in order for the
outgoing message to have desired message characteristics when it is sent. As also
described above, depending upon the configuration of the mességing client 60,
different messaging settings may be selected when the outgoing message is fo be
sent. For other messaging clients, the user typically must either abort or suspend the
30 compose operation or save the message being composed and end the compose

operation to select different messaging settings- The new messaging settings are
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bep o thie w I oo meE@blondrafid fihg the Wb UMeIERREC L5 Ts
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froma rec‘%%?(peér%? R‘Rég%%gfﬁ@@r%ﬁﬁ@ﬁﬁﬁﬁ?'%,th? Héer?sﬁglg%ﬁﬁ%rﬁﬁé)n 1% ki tF‘eto t hat
reci pi ent ¢angusel sarabh y71a|ssdispl'g?§nednahd (ﬁfjm_aymedInfd‘:gnatidﬁﬁ@_rdnlrt]@dd&ﬁove, ‘
nmessagi ng settings .are prefer sel ected in  accordance with either
previ ousl ys%?%%%d %Qgs‘ilﬂ?lg i@‘i‘ t%i‘%g—rso:o"nedéh%uf’\%'blﬁ%%sﬁ@i Yy inpheJnessagss.

Howevers didriin @Bt by Besiaehing 188 chisBHh BRYagiRopdid@oh rbnm@%nmset he
out goi ng nessage to have deSired nessage characteristics en it 1s sent.
As al so decieen Fdd -apleeion abjpdlintimepsagion setfingsdef idipplayt indhe ohessagingessagi ng
client 60, settings portion 73 of the compose screen 71 may also be made in accordance with
, any of the techniques described above.
The messaging settings selection fieid 82 simplifies selection of
20 different messaging settings when the selected messaging settings displayed in the
messaging setlings portion 73 must be changed in order to.generate desired
message characteristics for the outgoing message being composed. Using the
' messaging settings selection field 82, new messaging settings are selected, when
necessary, from the compose screen 71. Whenever a user determines that different
25 messaging settings are required, the user positions a cursor in the messaging
settings selection field 82, as shown in Fig. 5.

Once the cursor has been positioned in the messaging settings
selection field 82, the usér inputs or selects new messaging settings. In one
embodiment, operation of an input device such as a function key or thumbwheel

30 when the cursor is positioned in the messaging settings selection field 82 displays a

menu of available messaging settings, as shown at 84 in Fig. 6. Messaging settings
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di fferent nessaging settings may be sel ected when the outgoing r{rﬁsﬂﬁﬁ 1087
to be sent. For other nessaging clients, the user typically nust “either

abort or he so conpose operation or save the nessage bein
corrposed‘i(xg&gﬁgﬁs%he conpose operation to sel ect diff &tk WiHtng
settings. The new nessaging settings are -18 D5 MAR 2007 WD 2004/036851
PCT/ CA200316 (1sB3e edied bilipopitiayied thexurser ares segl egtrg entliopgating bhirput 72 of

t he conpos re : to control nmessaqge,characteristics of

out goi ng n‘g““‘s"i‘%gef&' é?gﬁﬁ%f@ésiﬂ@%m@gk %Iipé’ﬁg'gﬂ%é‘ R NFe52emseliB9s cr een
that supposdiestioarfieldiée yrbeldhgrenthuaiowhesl Themaend _SMEg%eoéisWBixng
settings sel ection se screen 71 in Fi -7 i1s simlar to the

he 5 caonpo € : S.
conpose scTEEPHE thﬁ-{mfr@t_.’wﬁ‘?el __mﬁ%%aata@ss%tmé@@aa@%%b%e@te%@y elingi on 73,
in which s@baflREwHBES R IeSHl! L6 @& & pa?fiaj?éraa! P h hedESAYRgPOrti on
75, which is used to congose nmessage text for an ut gol ng nessage. In the
conpose sciensessing thesewmbwheehe nessaging settings portion 73 conprises a

The:compose. scr ean JiF G & EBuelifldrpedRa SRR Sl R R Bo BoREA RS conpose
screen 70. dadbabediaboes, thevekes “ome COMMINE NRISHBES & @RddsbEing ackaftdron usi ng
the messaging client 60 (Fig. 3), the conpose screen 71 is displayed on

the di spl a%'%é‘?wrtﬁ%}"%hﬁ?dﬁ _Séggﬁtci&?'é&ocﬂnd tag meblle dewsr 38 pEanoafigdredn t he

"To:" lpneo sfhiateSuhidest ileMEeer%@linb“séh@ﬁwéTE%@%ﬁdi%é Lﬁﬂnt heh éé Y
positioning the cursor in an appropriate |ocation on"the conpg e screen
71. Sel ect fapebilifies af the Messegisa glienj 68eneierthan poe tpesbergoding schemesmyagi ng

settings i 1 7 . o.he made i n .accordance
wth oy 5% 180 T0R mieBeaiRdRORE RS SR, FdTle Hlob: HbeRRe vES
sel ecti on SIMIME,&2GB| apdl iifseesreset plaintexh eatodil@ =0é bl/aitd. Mas SpgsKIgp'setti ngs

when the sel ect ed nessagi settings disp]layed in the nessaging settings
portion 73“\?&%%9%8%%9‘&(5%%“% &%X?@pﬁeh%éﬁ?@'ﬁég W@ business gework

char actigr i ginblf 2ick@lint! BRoOSIPHRIHE IndRERA P YNAIS AMMEOERsbdINE | A WillDe
messagi ng settings selection field 82, new nessaging settings are sel ected,
when nece8Rrargnt iptiapse sidllachingiios artslbr seanurdd angheressaging setivgs ggeetion nes

that diff efiﬁa%z%ﬁaéﬁ rrf}gglin'ﬁﬁfy?ﬁé E108RN 2k Bl FRELLE Gy sdiifoifle aﬂ%ﬁ.{gtoiin%ns a

! ta
cursor in the nessagi
message is being composed.

The menu 84 is populated by the messaging client 80 depending upon

20 the configuration of the mobile device 38, The messagiﬁg client 60 determines the
messaging services with which the mobile device 38 has been configured to o;;erate.

In Fig. 6, "Home" and “Deskiop” messaging services are available, and are shown in

the messaging settings menu. The messaging client 60 also determines the types of
encoding supported for the messaging services, by determining which encoders are

25 available on the mobile device 38, and with which of the messaging services each
encoder Is configured to operate. For example, when an encoding scheme is a
public key-based secure messaging scheme, the messaging client 60 determines for
which messaging services a private key has been loaded into a key store on the
mobile device 38. If a different identity or messaging address is associated with

30 each messaging service, as is often the case, then different private encryption and

signature keys are normally required for secure messaging using such services.
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settings selection field 82, as showm in Fig. 5. Once the cursor hasm%ﬁ%gm
positioned in the nessaging settings selection field 82, the us8rli t

or selec aging settings. In one enbodinent, | f an

i nput demg&%}%@%s a function key or thunbwheel 30 mﬁ&ﬂ‘%‘%@b?’g{}}%& IS
posi ti oned_ﬁéjn t he rressa(gi ng settings selection field 82 displays a nenu of
avai | abl e HUSdWG AyeseAding fsprefgrabidistedain tha messeiolng settingssewgiirfgr set ti ngs
-19 0 5 g%n AL AQ0 0 ; e el ected by’
posi ti on:\/fn‘lﬁet he cgur sor o%hglage&ﬁé g’@?ﬁ%ﬁé@%ﬁ% if}%'garbg%tf&ngﬁi S€4eCR ce. " For
exanpl e, tR&eswisgon Ussiymby splesi 4 Nessaging seéivize rapsisAgbiBg TBkibiMgsn tisg! ect i on

field 82 b | t hunbwheel , the nmenu 84 may be di spl ayed by
depr essi ngé[%rﬁ@%%l{}%%@heel, and nessagi ng settings nay then be sel ected by

rollings5 the thumbWiesk araessziging seevicdlaWs dr@uppdrdd SIbste@En&itify/ 10 t he
menu 84 and _depressi nﬂ Lthe t hunbwheel . In Fig. 6, a plurality of nmessaging
settings all&etireMasspaingrier mamplgqthe Ramegd dhg fejuige inpdisplayedin thamentHone
(S/MME) " galaitdhopsn #idTes S Dn @664 seRlice S 8isH G&N j

messagi ng client 60 gnl th?%o%% devi geeﬂé%e lggles\élc(ggﬁl%%dﬁﬁmi@%g%gper ate,
and an S/ MV eepeding metBedreidentiidshisrhtadieisipiier theeseryipe name wisarpalihdri ti es of

bvai ot o pBds B Qe ToBolRR RordRE sty 1 Fi B heftng seed ehgi ng
servicey SldhmeMEerR@R suppdri PGR end S/MIMB) ThoseutillRAAK 8 vl Sorr¥akdeabl e.

The " Desktﬁ%" rheﬂsrgé}tvgl % @erw ce, which may, for exanple, be associated
with a busELE REFTGHRETSEaRRIeMeRRIMIRY camwtion it hediffasst iew theicP and
SI'M ME encestvitgin FAS G{Mhlchb@pre%@ﬂﬁﬁ?&tilidsﬁ?ﬁ\}bg%ﬁpééﬂsl r'n%rﬁf’a‘?wd%ﬁ%piayt he menu

84 and nessagi ng settings selection field drastically sinplitTy’t he
sel ecti on Brmatsywcapkeliegi iyageanufaeisrantdfithe mwbiatdguicadss, restabdigeed by laei ng

conposed. i I Lng client 60 dependi ng
pon 20"« AR b e rieRaBiAGEH, BY, biSodii 29aBlSore Hea gt AL TR 1 ont 60
det er nithesmobée devss 48] fogesamplecemy sidohariegh t he nobil e device 38 has been
configured to opera ' and "Desktop" nessa services

are avail able, and Efﬁ% %Iﬁtglﬂ)dl‘zﬁl %ﬁ C%,mpé’lgoﬁﬁtrg"seﬁﬁinfﬂgwi%? W@?@§9Wﬂﬁ‘.ugéﬁlr-]grh€essagi ng
client 60 alessagteineniiBB®Say edibYIBSSD BY a user while an outgoing message is being
composed or after an outgoing message has been composed and is to be sent. For
example, the message menu 88 may be displayed by a user by operating a function
20  key or input device. In the above example of a thumbwheel as an input device, the
message menu 88 may be displayed by rolling the thumbwheel to position the cursor
in the message portion 75, the “To:” line or the “Subject” line of the compose screen
71, and then depressing the thumbwheel. As shown, the message menu 88 includes
a plurality of functions, including a “Hide Menu” function to close the message menu
25 88, a “Select” function fo allow a user to highlight text in the message, a “Send”
function to send the message, a “Save Draft” function to save the message to

memory without sending the message, “Add” functions to add “To:”, “Cc”, and "Bec:” - -

addresses to the message, an “Attach Address” function to attach an address from
an address book to the message, a “Clear Field” function to clear the contents of the
30 field in which the cursor was positioned when the message menu 88 was displayed

(i.e., the message portion 75 in Fig. 7), an “Options” function 88 to display message
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encodi ng supported fror the nessagi ng services, by determning V"h@]th 007
encoders are 25 available on the nobile device 38, and with whic oTMﬁ\RhZJ

messagi Ngy§8h4lo§@Ss €ach encoder is configured to opergfe kb iR €
when an encodi ng schenme is a public key-based secure nessaging schene, the

messagi ng client 60 deterpines for which nessaging services a private key
has been | F4P88: 33 <ANesy fHidipe temangsbthermsmnase goeration 38 hosd skdlladiinf er ent

ey Ohos A e by RSS2 N 0 RATR TERANN S0 5

as is often the case, then er ent € encr ure keys
ar e nor mal PYPeEARTHY @dnfidhatfethercfemes sagiifagentfumgions afayssy adceesble in80 0 5

MAR 2001 [ CA2003/ 001584 This type of encoding is
BT BRE i

preferably e ne gH&an settings nmenu for a nessaging service

only if5the encodi ndsideserdtiadadoye aAnaneaBhging SéttihddéeISQionifeRt 82 laBRkW se, a
user may sel ectt a neeﬁésagi ng service and encodi ng conbi nation that cannot
be used. 5%WRE'E & ﬁiggféﬂ sRAingsowhile 3 mpssage i§ bpjreracspsiset uskitthaincodi ng,

L o "SeCHHIS RGOSl fiitiof 888 b indied AN boldit AERYBEC virerdhSP! &Y

in the menu 84, as shown in € nanme o service I's
di spl ayed Massagingrsligntdmplemartis entegsagingrselection iade ndislag dysterbnakket s

after the ' re 0 Ly of, encoding are s orted for the
ervi ce. | s Fedtalo s i gy P T SeisBRRT R e pelBR B« “p
and S/ M MEmeSsaging séttihgsepbrtion BO@f tet compdsearRpscdCi RS shddin tiges Raski cul ar

di spl ay sc{g}erre ar, namfﬁ convention may be different fromthat shown in
Fig. 6, whi'@l ¢ SPRAJHEEHPTy gpe fiorqgsh ayaiiakle pespraing sewigreandrngdingd

di splay [ apBRingy beaIG Fd dussBoBRUAG EIORE Rbr G ém%lnf%gé‘s‘é'gﬁ]g 38,
established by a devel oper of the nessaging client 6 or possi

conf i gur abP@itings befares messagreis sept. ndben @ ‘Seui'clenain lias besrdnpoked, they al so

g T LN T M
bei ng 1gonpasEeiver 64 Bewirgiessnéigairk garmepssuisy hﬂ‘%_r eatmesiomsethkenghd S to be
BN LW e PR VAL R TE A
ol hee e aBosbSra Ghrk e ROREARE 8 b Wabdc A B
settings, such as encryption and digital signing, for example, before sending the
outgoing message. The messaging client 60 may also perform such operations as
20  data compression, or repackaging the outgoing message into an electronic envelope
for transfer to message recipients through a host computer system associated with
the mobile device 38 on which the messaging client 60 is operating.
Some message characteristics for an outgoing message may also be
selected or controlled by selecting message options; using the “Options” function on
25 the message menu 88. Fig. 8 is a block diagram showing a compose screen and a
message menu. in Fig. 8, as in Fig. 7, the message menu 88 includes a plurality of
functions. Each function is invoked by positioning a cursor on a particular entry in
the menu and then selecting the entry, for example by rolling and then depressing a
thumbwheel. The “Options” function is selected in Fig. 8, as shoWn at 92.
30 - Fig. 9 is a block diagram showing a message options screen. The |

message options screen 94 is displayed when the “Options” function is selected on
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in the message portion 75, the "To:" line or the "Subject" line pf
conpose screen 71, and then depressing the thunbwheel. As shown§ ih@?{ 2007"
nmessage nmwo2@&oissl udes a plurality of functions, inclpggidiGe@idsde Menu
function to close the nessage nenu 25 88, a "Select” function to allow a

to hi ' | gk t ~Send"  functiopn to send the
ﬁ:ggagg, Qgﬁésgegéa eg?ﬁ%”'d %Bljn%fsl on i’ g%g%lggmp ﬁgne @fa%rephygﬁ@ﬁﬁpwpﬂ?%out

e e e bl o b ent ] e e iosoBBg SV o e
tu . "Attac ress" funpctjon to

??g;neSZﬁsa Pe?gm[r)@éoi gd'{]a’gar}@giiﬁe‘?ncéypt‘g@@ybFfOEﬁ tfs semhcThomessags ear the

contents ofoptitres Sedn &4 alsd Showd triRNDRGSY, sHBSthRRSHLLCRELGEANNMENE

nmessage_nmenu 88 was di spl ayed i.e., the message porfion n FIg. 7), an

"opti ond" {URFEAPIH S8 inegsfb@m@tmg&we wilbhe endByteR san:ﬁmoltimn&h R8P4/ 036851
o ):thl | oc&i‘ﬁ(ﬁ " [ to cancel fhe conpose

Egllr aCf\IZggS Thoggﬂgﬁﬁiﬁ e ?n thgnart vﬂ]Im%s%ggéchlgglgeccfrﬂﬁ?seldh‘é”"n‘é‘gs%?ge nenu

o e og ot ooy CHoN Tsspps o obi ranetd o' agnen! et

iffere : . s _
renu. 5 As@f?gf§§?§tggﬁ&§bf§§%§'9ﬁlﬁ@7§3§isggqyﬁg 3 &"Pessgge oBilens saeel.i ol d 82

enables a user to sl thet meesRRILPELIRE béreBE DM/ ﬁn@orfgﬁ%;%ggi@%ﬂc S‘gg%é]?n he

, h, th only a single "Send" function need | _
?rgrsrg g;ggmﬁgféggﬁd. S\ﬁf\;'eﬁﬁowli §g€i rﬂﬁsﬁﬁgﬁe?i@ttqnﬁyzmm% \ahing;sfs;?gysg tlfaﬁlaect_ i on
d di spl ay _ .
ol oct o0 maaaa e S el A B Rt R Red VB of 1 ne
conpose sciBERORIOWde drsmiection Bf gn importance levélarFoorahBRN G ifripaebh&n, one

h ' i rvi.ce. and encodi ng.. type, may be included in
;O;reggggea@r?tﬁ?tg SSEF%évﬁglf@%eéﬁ}e\ébs%&"%%?ﬁqﬁ'&sv?% s_la?ﬁ'goor?@@ [YgEMeRf or e a
message i sMyrhe digplaedistiBeanial as deseribdiabore sy ¢p§é¢@ﬂﬁ@f, a £3r%on F{a? 3a9i ng
client QO LOGEREES nd sends the outgoing nessage via the wreless 15
transcel ve% gﬁ’ Pl 8%‘1"?3@%@“@&‘@”%%&‘@& e dmpertanasrevsiiselecion | i nks

and net woriR, Acticdditiéisfi tRs ol suu8h e pataRt Akt gRAG IS

messaging client 60 performs processing operations in ac . d‘é‘?\%th t he
sel ect ed nmEEEYYNGyPesatidialigde salrdtedin asivilgnnamer ahdraiingid then ohgBigy, f or

AP ot oRERPAENE, 1 The BB SRARRIS cobNG, ERESRCMA, ion SR, °0 ™

encrypt and then sign, and sign and then encrypt are ali variants of S/MIME that may

20  be avaliabie for an ouigoing message. An encoding action display portion of the

message options screen 94 may comprise a selection field through which encoding
actions may be specified or selected.

In addition, or instead, messaging settings are selectable from the

message options screen 84. To this end, a messaging settings portion of the

26 message options screen 94, in the “Using” line in Fig. 9, preferably comprises a

| messaging seitings selection field 96. Messaging settings are thereby not c;nly

| displayed, but are also selectable, through the messaging settings selection field 96.

Selection of messaging settings from the messaging settings selection field 96 is

preferably substantially as described above for the messaging settings selection field

30 82. The messaging settings menu 84 may be invoked from either the messaging

settings field 82 in the messaging settings portion of the compose screen 71 (Fig. 5)
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20 data conpression, or repackaging the outgoing message into an electronic
envel ope for transfer to message recipients through a host conpyt &rMalF08M
associ at edvQ28/03G8h nobi | e devi ce 38 on which the nmessagifgafbliiss60 i s

operating. Sone nessage characteristics for an outgoing nessage nmay al so be

d ; ' opti.ons using the "Options"
Functi on o oo ehe gt SRS, R ofh T 3RIE LSRG stiped Mor s g ng a

conpose scPBERoasElasterbirs tie meamner are uBed, foB,exammpie) Whdh né rebbi@ fBpSSage

menu 88 in ; by of functions. Each function is invoked by
posi ti oni ngﬁéaég% ?geooﬁﬂ%rﬁltaé&('isg%wﬁ %ed{"?ﬁs URNAPYIOHS dgkastptenu and t hen sel ecting

the entry, for exanpfFig. tyisadlow ﬂ@rﬂ%iﬂaﬂﬁ@aﬁ’ﬁ&ﬁ@é& é},@e@ggtag\gfg%}ggﬁ% The

"Optiong" uncti.on is selected in Fi 8@5“8 as shown at is a

bl ock di agb ;@éﬁ'\?ﬁdsﬁ Ngs RBSRGESagHY tsggéi@jogi F?&Cm?gb dgaglaéﬂggs qug een
94 is dis Y “ni [ -

2007 WO IC2)08%‘/ 0??68%%%@/%%@8%8&@%1 he nessage nenu §8: As shown, the
out goi ng nessage cur‘?\feﬂﬁ@nMU@eﬁnquQoapw@hﬁémrmdsyméﬁ"ss ?\/Iblll?/%?ﬁéefﬁéggﬁi Ingvel ,
i1l be se ' | " sagi ng service, w [ ,
\glnd will bgagﬁg%%tt%%%g%ﬁg%gég? %el“% Samposethe A SeagbedopbeBasgrscr een

94 al so sheugomcmepsagen maptbeoaddressatiC® meBSadelfdoiiiints HRfRe (4 ;9
mesgagi15|g ettin ?g_%gci f th%‘ t he message vﬁl cggne%cryp?ed.%ﬁ@? options
may or - rmay NotYbaPEPLRR Kyt é’ﬁ_‘“’éi'ﬂeHlﬁ'@§$$?@e_rt|%b§lag@0b‘®|roaigd.g?igpsmﬁdd - Wil |
not be enesgmesd fcilpmhafl SAMe (

digitally siQéFﬂed, a,rés/\i{%nat%r gﬁo%]'?i% Orﬂngrem Sl mr‘},ggr[%cfl@dbfz&a%gﬁ%aq% a
message opPl GHPMRRcaby seleptedheherestbaguesmapsdas mplerrsddge. am ComRpbIANCce

" . i f. th tions screen 94
whi o 2pi a2 BpEBHERShhestaind 3bhinEt riioh ARd SireRapa Bhyon Y stiaseh

nmessage inp@ﬁﬂmnessa@edistcsmi e@mb@aﬁed.fie!{d to plrovi ;:Ie f;rbzelsgf:teict?gdo;rgnm R
i nportgpce |evel. For exa an.inportance |evel may be :

rrenﬁu 013 gli nport ance ﬂEx?_é‘?%@ﬁﬁ%Cti‘m%ﬁeéﬁ%ng&%mgsf@ﬁbeomrm@ssage,@ed )
substant | abassagngaient bed emrsbly RSIORRIG 12 G HHACKhOM ek 8 ey 3 Aot her

i nput device when the cursor is positioned |n‘por ance .
sel ection PIEVEUE MESEREREs iBelHding tafaleash ceativieslu mesaagasoantl opossitparsehecul ar

rr”gf] f\ 2?i aﬁefrgsééggs, ﬁ]céunc?éo%ﬁégp;ésﬁl}g/héé@%%ia@éj\lfvﬂh %es%egseagseerle%%eenq or rr]egpigzlwtrsr? ar
Where the record does not include an entry associated with any message recipient,
20 default messaging settings are selected at step 106 and displayed in the messaging
settings portion of the compose screen at step 108.

Where the record includes an entry associated with a message
recipient, then initial messaging settings selection is preferably based on the entry,
or, if more than one entry is found, then on one of the entries. At step 110, the

25 = messaging client determines whether a settings conflict exists. If only a single entry
is found in the message record at step 104, then there is no confiict, the previous
messaging settings from the record are selected at step 112 and displayed in the
messaging settings portion of the compose screen at step 108.

A settings conflict exists, for example, where more than one entry, with

30 different associated messaging settings, is found in the messaging settings record.

The dgifferent messaging settings may correspond to different addressed message
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action is available. In the exanple of S/MME encoding, encrypt olgypMaRi MJ
only, encrypt and then sign, and sign and then encrypt are all variants o
S/ M ME t ha¥OrR88#/03@5be avai |l abl e for an out goi ng nmessage. pAfcRio96i8g action
di splay portion of the nessage options screen 94 may conprise a selection

field througBipwmis; hoe | ; | e ,specified or selected. In
addi tion, or P nst ead, ﬁ?r%s@ggqifﬁggéﬂeﬁ@ i %@éag%nts | 8L SRS fram theesamessage

options scriisessgd “’r’@jpileﬁf-smémd,hm‘immédiﬁ@il,ml@nﬁietﬁeisalgﬁorﬁiﬁfété&'ﬁ i‘ncruggs 25

nmessage optd ; ! "Using" line in Fig. 9, preferably

conpri ses aéérpfé;aﬁsiggg ﬁ‘g)gtsgé?wﬁgsgﬁ QEWE??%SS pelings dwm Mhesertges foundtinithgs ar e

ther eby_notmesdagingieiiigmyedorcliutacth éusali seuSiEhRCABLIRg 4 RN LS IEssagi ng
messag TGS ¥ ORY

setti ngs, seé Sel ection of agl ng “set he

lon field 96.
messagi ng se“-’?ﬁ ﬁ‘&gs%gérp%gsgtﬁggﬁ frenathe fogng entrigs esedeclinyya reodioftenused ot ois
descri bed aheygiressditifsTRsrs a@ " .ectian fiel 0 82. The
nessagi ng sett i r? r‘sgrsrreﬂs]]fjg884 ma%gaI %gnfﬁéfbﬁgﬁ?ﬁﬁﬁifWr kwq%rgmgam@g
settings fi%¥tnogironhtherieuntbendties, nysaletting tgsmpssdgirnseingt BEscIB R SCT een

71 (Fig. 5 - 0O 5. MAR 2007 _ PCT/ CA2003/ 001584 th
nes g alg? ng )srgﬁtt%;\aéés@fe f% &Q#Sgég?%&?'%g' frb £xa1gBleq (fRtheRSORSHSt seseldion Snbgfrsagi ﬁg

settings selre@sedbdssibleni s manner are used, for exanple, when no record for

a nmessgge recipient eféi ftds in a settings or anal ogous data store. Fig. 10
is a flow chart illuSEESISTgessagingrRsHings ase tispleyag irthe misspbiayisating

nessagi Ng JEIOMESheBorfpHRSSREE | R0 - A ssoci ated with
di spl aying selected megsagi ng r{s]%tsﬁdn‘ggg' Jh%gﬁhgﬁgfi‘gge&ds Q eePossdhand 102,
a user star@4geing B1AseaLe. mNslyaar seipetrew messaging aditings see tHeemesdageiing

message beiygh - I ove, .an., outgoi ng nessage may be
addressed to %@sﬁ%’c}%r eé@aegﬁﬁbgec'b%gg?’gﬁ‘ﬁ mpee E’SR%Q‘?&Q@P@ﬁ%ﬁ@Ee@n is
started, ortovi§isbie meseagesaiiges i Sslecion@QRESRMINdREEAGS  HEGLR .fe'fﬁé are
typi cal 45y %%I Iné c‘flnt er ep %3{ a user, selected froman address bbok; or
aut omat 1 cal' 1y S9 S &Y RIREFPYY SHPPRES shigastaneanessapinorasttingg ecledtiondieiios e
screen conpmitsd ogMposEEGREH "B THddskie HnhANd | n QriLon is
di splayed when a nessage is to be (Q:o o@?agd.é&%gﬁ'l % %ortgg?tsr?%\?g%ﬁ&qmg nitial
messagi ng Set o8 gee pelpelie befrg hieneprmaseaperatan is completed, as determined at
step 120, then the new messaging setlings are displayed in the message settings
portion of the compose screen, and the message options screen if the messaging
20  clientis so enabled, at step 122, When the compose operation is complete (step
116), the outgoing message is prepared and sent at step 118 in accordance with the
selected messaging settings.
Although shown as sequential steps 116 and 120, it should be
appreciated that detection of the completion of a compose operation and selection of
25 new settings are preferably invoked by the user when the outgoing message is
complete or new messaging settings are to be selected. A messaging client typically
detects predetermined inputs or menu selections, as described above, to determine
that a message should be sent or that new messaging settings have been selected.
It should also be appreciated that a compose operation may include
30  further or fewer method steps than those shown in Fig. 10. For example, messaging

clients typically support cancellation of operations such as a compose operation,
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messagi ng client then preferably determines, ‘at step 104, V\,het-herﬂg F%BO%W
of previous nessages, including at |east received nessages and poss y
sent mess¥Pa8lameSludes an entry associ ated with the nesepeg2086i1REELNt OF
reci pients. Were the record does not include an entry associated wth any

message r ecsyzhasby s2ctled aubhndErIeAdi | ted at, step 106
and di spl ayed in tyhe rregés_agi ng se??lzoﬂgrgﬁf)%ﬁe?g%%%g?igégg lg?;@""“%‘?:\'reeen at

step 108. Were the MERHHPN, Fig. (18 sovegroreramiyodimeniaif mitiatimesddaing serngage

reci pient, ddfiohNbhi [ I ngs_.selection is preferably based on
the entry, or, OIih'f b%r%é:de c{ﬁﬁgﬁﬁ%néqg%ﬁ%%yngsgﬁtﬁrﬁﬁ?d,re(iol'i%r?r i3l messagiag

entries. AtSedings. £y combinatbnnddtsnmicasagig suttingbedetsdlion @ehahes BdcriBeget t i NGS

conflictgexd single entr s found in the nessage record at
step 1045, ﬁ@ﬁ’é%é r%é)péé(dn% %%%qln?%sts?g'[‘ééeﬁ'ﬂé%f%@ OU@RIRG HIessAGet t i ngs from

the record are sel eCFE;dHtlis§bl©@kéﬁb§ra@rﬁ‘gféj\'}vr°r85§§ﬁ'%ghé‘ S ﬁ?tzjc%a | g,
settings paptio .Ff the conpose screen at step 108. A SetliAyE COMF i ct
exists, for m&fj edlevigehOl inprederahlyg typevayrnonymunication deeicd hifiey sindast

associ at ed voReESd dilla S&hUREStioh éar%a%hﬁﬁgs. 'Tﬂgbt&??&g‘ﬁ%ﬁ%%%% tgi ngs record.

The different nessaging settings y corre b8 ed
nessage - X8PELityNpROIOIMICANOWRD Otich 8685 UitcPETHENONIHE MER4t. D%Eéﬁciljﬁgt s, or
r

possi bl y, di : .sent to or, received fromthe sane ad ssed
oot pi ent . §oe SeuBRaRG AR AN hE oBler e corice et heomerertocto s aeta
i ncludes gvéseginggdeviemsa twoamyepsRir, chgmgswé&%r%eﬁgﬁ pTet-N h{e%gééiﬁg

entries found éirt'the .rrqssa%g settings record for addressed Tec ents,
sel ecting a ML 4% EeHITI6SS) st appliange ores Jalgi ongeticatiopsddviceniwither f ound
entries, seligolt REephof)Tapabiliggs)used set of nessaging settings fromthe
found entries, pronpting Phe usér to'select nmessaging settings fromthe

found entries, or selBeMmaepjetdevicaddsansludpsseiraha@iensdoCch ali@Oprocbdscp i rst
addr ess S k.2 ChdH , xaml r.conflict resoluti.on schenes
re o oo o BUsol B8 Fibbuvel e BEARRLE24 RANagS Avuledy spriigutad (10 ho
messagi ng sivicen§88, pseridl port@BO} dikeybOERIBER, 8&PEERLrdB4SH Fordiine BB LSer
then proceegds _.to corr.pqse t he outgoi message, and may sel'‘ect new

ut goi n
messagi ng S¥ TAYE WHP'Fe® tHMHRc ke sty sysiemSg0 cenvrsberdievis sdesysternsd
above, thi 42y The\(@INk€ei0&! B NondibtRs IR asE Te& e antennas 616, 618, a

receiver (Rx) 612, a transmitter (Tx) 614, one or more local oscillators {LOs) 613, and

20.  adigital signal processor (DSP) 620. Within the non-volatile memory 624, the mobile
device 600 includes a plurality of software modules 624A-624N that can be execuied
by the microprocessor 638 (and/or the DSP 620), including a voice communication
module 624A, a data communication module 624B, and a plurality of other
operational modules 624N for carrying out a plurality of other functions.

25 i As described above, the mobile device 600 is preferably a two-way
communication device having voice and data communication capabilities. Thus, for
example, the mobile device 600 may communicate over a voice network, such as
any of the analog or digital cellular networks, and may also communicate over a data
network. The voice and data networks are depicted in Fig. 11 by the communication

30 fower 619. These voice and data networks may be separate communication

networks using separate infrastructure, such as base stations, network controliers,
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to reset nessage options or select new nessagi ng settings. Howevey 5 e 1607
nmessagi ng client preferably supports at | east one nessagi ng settings

sel ecti ORyHhhetaflzessi N the conpose screen, the nessage opfdOPRR.e856H63 ©OF
both. If new messaging settings are selected before the conpose operation

I's conpl et ed, determned at .step 120, then the new nessaging settings
are displ a%‘édoriatﬁei’ MPYREE gtggtl@tpﬁg%ngl%mrpﬁegﬁng}‘wqrhe conpose screen, and

the message opti onsTHE E6@MuricaibR sUBSARM BY1 @u@dit%%n%rﬁlﬁge;@%ﬁ'tﬁé” at

step 122.- Wien the conpose operation’is conplete (step e out goi ng
message i S"§ivel&18d TawdP 8B (1204s Usedkis seng and receive damownidation sigealsdel ect ed

nmessagi ng | Fﬁ%fq : nt.i al and 120, it
shoul d be é@%@é@gﬁgt@é\fs a r%ﬁ{g?é\’[i‘ir%ﬁen%? %ﬁgég;&%nnf)%}eg E%néésa'&gecfﬁﬂi%e '

oper at i n iafednsiEre pithotheofranbitter d14 ednidi rgsivar &12r effeinabloice rvakeda by t he
user when the outgping nmessage _is conplete or new nessaging settings are to
be sel ect e%"_.m"/l“%%?&a%ﬁa%?‘i%ﬁlﬁg@;fﬁﬁ@gi‘%°f 8@?‘3&3?35?‘328&@%@9H%‘€?%puts or
menu sel ectheARSsinge IO hRY RDAYSY it Sorf@i@bRIAG tHh@hnsmitBSEAYgnghoul d be
sent or that new nessagi ng settings have been selected. It should al so be

appr eci at e@ceiMelt &4 2e onpled@abiyrlyatifi siffeient fraauennies 3wef utiidedr far voigaer

met hod ste i Qs R : b lients
typically @%g@?&?gﬁéfg%ﬁﬁ (%FF rgpe](r"agtlitapts)’ntgég%ﬁ‘ﬂﬂ%sh&a()@n%ggéég%bggat i on,
25 0 510WVARISRIOT ge@ra0s/ f8e8tyl oPCad@h2Re3¢dREP8Adiaycth the dytwedl €14.i ng a

"Cancel " fypnction froma nenu_.as ,descrj pbed aboye., | ddi tion,
Fig 50 shoPvshive AEGhRASRTC IS 41F BrhiPRaitaty] D ife BoBlehrvceba euon
based on ebé bisyd Wit ®sin g diflersred $thurefe | RERELION, WRERICIuIEE BERIRE anget t i ngs.
Any conbi nation of the nmessaging settings selection schenes described 5

above may B&aig@@matignsigicapm aglornddem thegormosnisaiionnedilagi hea sage.
Fig. 11 issk ek He96p 820 r@t%rn%,%agcgp&kgrlsgscommni cation device. The
nobi | e device 600 is pre erabﬁy a two-way conmuni cation device having at

| east 1¥0i ce and dafThecdetailad desigronf thepaibirhitication Jitsysen Be1,dexhes 600

on'the- I nt B BapE et e RE T iashatt 1§ B BPaBEF B YR tou co.
the devi cecompuhieati®f aetveik 699 Bswiicld BeamotiiRsEAiieaDde iteRdedtotoperargy pager,
a cellular FE)re éxeei%'lhp?g,ea mo%ir?e gg\gige rsnoag ?na'}grildré% to opera’té in a North American market
may include a communication subsystem 611 designed to operate with the Mobitex
20 or DataTAC mobile data communication networks and also designed to operated
with any of a variety of voice communication networks, such as AMPS, TDMA,
CDMA, PCS, etc., whereas a mobile device 600 intended for use in Europe may be
configured to operate with the GPRS data communication network and the GSM
voice communication network. Other types of data and voicé networks, both
25 separate and integrated, may also be utilized with the mobile device 600.
Depending upon the type of network 619, the access requirements for
the dual-mode mobile device 600 may also vary. For example, in the Mobitex and
DataTAC data networks, mobile devices are registered on the network using a
unique identification number associated with each device. In GPRS data networks,
30  however, network access is associated-with a subscriber or user of a mobile device

600. A GPRS device typically requires a subscriber identity module ("SIM"), which is

i
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capabilities, a wireless Internet appliance or a data conmmuni caté%néﬁﬁvé@?
(with or wthout telephony capabilities). The nobile device 600Yidn d a

t ranscei Wgb 2664le3esd M croprocessor 15 638, a display 62 - ile
menory 624, RAM 626, auxiliary input/output (1/0O devi cerge‘gg)g,y’edalg%‘eri al

port 630, ar 32, a.speaker 634, a m crophone 636, a. short-range
wirel ess cgerén?#ﬁéﬁﬁ’a?ragﬁg obgiate {h& mpbiledsvicg 890 oPIRSFP RS Mtwork ocshps nesvs. 642,

The transceetirk EdimunRbiSIRINEAGHE(Y L Bied ) , a
receiver ( ﬁxﬁ? El;12,, 2 transm tnE:feir ( if‘)??yfé\{j% 5%%’2&%?%#@&@&[“3@%&H‘@'é%'?ﬂﬂgat ors
(LOs) 613, Mihie 9evice8Q0 willbg unebleriaicapy odlesny funci@BRNVEZag chihtriniatidie

non-vol ati |59 5&4% ' e 600 includes a plurality of
sof t war e nod%rlr@g%%\%k 6 1&@%%{[)&%2%%38@@@3 ggl&ec\ 893'?%8“%’ %&b[ﬂso@&sor 638
(and/ or 5t hé"egrere2ealling.ncl udi ng a voi ce conmuni cation nodul e 624A, a data

conmuni cat i on nodul 24B,  and Lurality of other operational nodul es
624N for carrying o&f%éaﬁylﬁ‘?%H"ie?ﬁeé‘f’orgtrﬁ%‘gt"?tlﬂ'?cqria@m@“Oﬂﬁjfﬁﬁe%@%ﬁ:havﬁed

above, -t he beeiicompittsd, Cthe 68bie dBYIEE BBy Bch¥QmENceRRIEBMINGALLRA devi ce
havi ng voi ce and data conmuni cation capab|¥|t|es. Thus, for éexanple, the

mobi | e devPE82E0B RGP JRALANE A ypise anddatesignelsuamver tiiobtvask 6ady of the
anal og or_ighelsheceRlbl thAthe SlishAk B16 30 %F%@ﬁiﬁ?ﬁ%@ﬁ&e@é&b MEhe? data

networ k. The voi ce an ta networ ks are
communil@at r@#ed® theweseier®12Tvbich proiides fansigdaltaanplisicatrk SrefBahdyaionmpar at e

conmuni cat i i separate infrastructure, such as base
stations, ﬁgﬁﬁggﬁ?@%ﬁﬁ%ﬁﬁgﬁgel SEIeLHOly alC\M 5@05??5‘3\/@02@9@/”@@985@9"@[
PCT/ CA2003£00d58én ctralog tordigie¥ornvaysibieoi tAé AReEMe8 didral Qlcﬁvsﬁhﬂﬁlﬁnﬁ@ﬁl ess
networ k. The_conmupi cati on subsystem 611 is used to communi cate th the

net wor k 61§°MHHRICBESN gypctians, suight s <ligitp! drmedidatione apd neesridng torbesi gnal s
to and fr g 1 ot 4 | exchange
Cont rol. 5 fo o e bt a0t i e RE g B Bt 138 ST T e
voi ce dRd @&k éthamermirecassedsnduding maidutation agd entodiagidocsxandie, by the

closely- SpuRa o3B! ol ok SHUETIL R SRR Aol prE Bt gL Sariier,
di fferent fcoreprsiofiegiuaney uh comaesioh dilteied, GfplifCHIHRIneAdneRTss Rl 8 e dat a
communi cat Icgrrr]l%ﬁungcgﬁgn get?n}olnj'lz %lﬂla E/Pé tﬁé ar%t%ng % ‘? 8.?&?108& a single transceiver 611
is shown in Fig. 11 for both voice and data communications, the mobile device 600
20  may include two distinct transceivers, a first transceiver for fransmitting and receiving
voice signals, and a second transceiver for transmitting and receiving data sighals.

In addition to processing the communication signals, the DSP 620 also
provides for receiver and transmitter control. For example, the gain levels applied to
communication signals in the receiver 612 and transmitter 614 may be adaptively

25 controlled through automatic gain control algorithms implemented in the DSP 620,
- Other transceiver control algorithms could also be implemented in the DSP 620 in
order to provide more sophisticated control of the transceiver 611.

The microprocessor 638 preferably manages and controls the overall

operation of the mobile device 800. Many types of microprocessors or
30 microcontroliers could be used for this part, or, alternatively, a single DSP 620 could

be used to carry out the functions of the microprocessor 638. Low-level
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1o used to generate a plurality of frequencies corresponding to thmﬁ%ogmi
619. Al though two antennas 616, 618 are depicted in Fig. 11 t he

devi ce 60@0c0u/glesdpe used with a single antenna struct Uper/ch ok EJ on,
whi ch i ncludes both voice and data infor rratlon S com‘runlcca 3%0 and

fromthe c |o ul e i nk between the DSP 620 and t he
m cropr OCng;ﬂé%%%% :origunr%ﬁgn%én 'i“t}ﬂg a@é@s&tsa Hakr ard, ¥OIES (PRITIMEHEatioRs.saBs y st elmI
611, such psrforfriegiqtienoyh biaed DSFO AN ENLHE e Sitdch: Vedy eV Gl W
be dependent upon %he d‘Sﬂ::om*runl cation netvvorrk 618@{ n@ltv]\{h chHe? %l%ﬁ:&/%}e devi ce

600 i s i nt ENHBEYNICE '%%?%l'&éﬂon%wct@@eawﬂ@coanmwm«:at@n@eptqaeouﬁsemm mhdaded to

811 desi gnag L BufeEioh EBHICHE Bpum Y Bt e BORU R nerPaaidfd™ =
comuni &at fos @Xﬂ@lttt%ﬂrms’lhan“dicaIm@ce@een ﬁﬁﬁadeIOemm@,ttEd vowetda;nﬁﬁum@éuoa, variety

f ce c Vo as ANP. PCS, etc.
\C/)me\r/gias a ﬁt@gH{éeg%ie}%/?@ g%?d‘ °nt ysedslgterfﬁc%&pgﬁa@!m trgeSME i gur ed
to oper at eregeivie Ydiee @B&dﬂtaan (tlﬁ)em’ﬂdbt@@bkfi@@ ot AR & pARAIIL) RE o oyl ce

comruni cati,on net es of data and voice networks, bot
separate af@'If%H ¥g réﬁ'e‘?fwo%a@gal g‘d‘"ﬁéy J{be Hatacaommenicatine meile 6248 viaye 600

Dependi ng pmmetmghmu Glornabhatdoftabie iiReARESRATCUNAEORAL kot e

dual - nrode nobi | e devi ce may al so vary
Dat aTAC® dagdnaienassagss, fitess oraantey infermation, shed iext meesiagee dtbebetaevRtie using a

d C|a ed th each,dev | n. GPRS dat a
ggt \?vcl;(rakls, © oIb %&g\ogg@oﬁ"éﬁ% Rﬁ%ﬁ@ 053 heg d\étas%%w‘?ﬁsé’éa &]etr}e oK eri ber or
ent ity modul e (o SLM Yo e el P Sudapgnocr P!

tit Ich |

Ipcer/n clAz)éogD 6‘3‘1%%&‘ Aétfﬂ%%%ﬁﬁ’“o‘toi%ﬂe TEMeE Fat dandem @spessememencRAeD on a
GPRS net wopks, h@dir tttpuityeﬂtputtnt Sl NbS8140E) U @O REdata 33Y) TBY be
oper abl e, Wi t hout t¥| evil ce beaAhasre to
carry dht ﬁP@aHeﬂﬁéﬁ-llBWéOﬁhWGI%ﬁng Sbgthtangecmmmns:catmrsrsmlspetamtmdmcﬁ19

o e e ARl BB OB SRR A BT RY 8RR 194 FompoSFEROESY, oo
have been632rfidaineidi36te erarhplee ofiteityesad Suis ey tattRUIIRGROVEed as
conmuni cat 'U?n62 (Fig. 3). The modules 624A-N are executed by the microprocessor 638 and
may provide a high-level interface between a user of the mobile device and the
20 mobile device. This interface typically includes a graphical component provided
through the display 622, and an input/output component provided through the
auxiliary /0 628, keyboard 632, speaker 634, or microphone 636.
Some of the subsystems shown in Fig.' 11 perform communication-
related functions, whereas other subsysiems may provide “resident” or on-device
25 functions. Notably, some subsystems, such as keyboard 632 and display 622 may be
used for both communication-related functions, such as entering a text message for
ransmission over a data communication network, and device-resident functions such
as a calculator or task list or other PDA type functions. '
Operating system software used by the microprocessor 638 is
30  preferably stored in a persistent store such as non-volatile memory 624. In addition

to the operating system and communication moduies 624A-N, the non-voiatile
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signals, preferably including both voice and data signals, over t@% BeRWIIDR
619. Signals received by the antenna 616 fromthe comruni cati on néetwork
619 are 1Womoi/exdsslo t he receiver 612, which provides f%f:’rﬁﬂ' Shloo1584
anplification, frequency down conversion, filtering, c anné selecti on,
etc., and WWemahsd b8 iRk Laital, .conversion. Analog to digital
conversion of the ﬁ%a€§§|5|igﬁ%fliggy% ftﬁﬁ?@“@% .ﬁaeﬁStEE?rm?%ﬁtﬁlﬁ .
functi ons, Psefereblspuivisietdn thtenordublatiicanedor secRditvg 5®I59@ey§9%{§ﬂfaﬁ@d usi ng
the DSP 62Q |£hoao®l M Iogr panner algnals to be trangmtted to the 15

net wor k 6194 &' HPUEL NIAMAtOR t5qyef forssriremessacing Ehropetating systermxanpl e,

by the DSRp6&fic devcassplichithsiir iR, BPpérﬂﬁh{a{e%ﬂ%H}&geetég%ﬁa}r@,ﬁéa@’% ital to

anal og _conversi o%, fre%l:n%ncy up_conversion, tilterin n and
transmi Ssi dHOtD VPRlle JramsHER 261 RAMNEREArKastes opertioheMardoson aebdifed

Al t hough a csiipsll NSGRLIME [ wn in Fig. 11 bot h voi ce and
data comu r? i % rgcr:]eg[{oﬂ;t ﬁ@ﬁérlrltg) brlang L‘!]%c\)/ i t(§:ee §€®80%'?yrr§§f’g?q1 ilf) u%&\’l WedPbeiorect
transcei vePgrmangntiyswritingdherndo udite systetnonasd intthe oANIRCSHM &8 A9i ce

i |'s, : i ver. t itt d t
ol onals Mot AR bR B EFials el 14 6o raAhembloenisdap 620

al so provi des Flash nmeswedry eomponlerition B Behehadk@BipRAMRY eﬁé@' le, the gain
| evel s ] pplied to c‘gm'runl cation signals in the recelver and
transmitter 614 may DR SX@RPEIYarRicaion meduiediaddtthahmay gl loadeshaito theai n

control al gsgdilhdsid b 3 ., Lranscei ver control
al gorithns coul d a]l gﬁ&%ﬁ%ﬂ%ﬂt'ﬁ@%ﬁﬁﬁﬁ‘%ﬁ@?g@? ﬂp}?lg:pﬁ%r,) PIY' 3PSV de
mor e sophi QA &incdiosality.reichads caiendaraneats, wppobtdentEhendrkskoRies eRaer 638

preferably I he,oyeral,l operation of the nobile device
600. Many tni/%cg@@g? 4&%?@%&&@@%&5"‘"& hes¥pife cp Ga8en dpedue Bi24Adier used

for this pamanaging phbhercald, i widey mailsseftg] 8ndPPRa0 aRoCity : carry
out thefunctions (%f the m gé‘g%rocessor, 638. _LO)G\I-| evel rg?tg\g]ﬂgstggl\(}k% 2007
WO 2004P 03688 MYHAISRIPRI® B44BTor epnAgina eraiircommenications ainditeti data at

| east dat a traRgmisRidhR. CARRSTHA | ANS5 thal . rﬁqﬂ t.hrough the DSP 620 in
the transceiver 611. O her, \%?]{jh-l evgle fﬁ-@%t%!!\&cat | Sn%écﬁp??@%%;ﬁ %M such as

a voi ce comffiiieB4dand s datacoromueizaion moduk 6248 may barmgyraridi o0 the
applicatio @gﬁgd y be stored in the non-volatile nmenory 624 5 for

at | Oty e ) r..
execution by the mcroprocessor 638. For exanple, the voice conmuni cation

The non-volatile memory 624 preferably provides a file system to

20 facilitate storage of PIM data items on ihe device. The PIM application preferably

includes the ability to send and receive data items, either by itself, or in conjunction

with the voice and data con‘imunication modules 624A, 624B, via the wireless

network 619. The PIM data items are breferabiy seamlessly integrated, synchronized

and updated, via the wireless network 61 9..with a corresponding set of data items

25  stored or associated with a host computer system, thereby creating a milrrored
sysiem for data items associated with a particular user. |

The mobile device 600 may also be manually synchronized with a host

system by placing the mobile device 600 in an interface cradle, which couples the

_serial port 630 of the mobile device 600 to the serial port of the host system. The

30 serial port 630 may also be used to enable a user to establish messaging settings

through an external device or software application, to download other application
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nodul e 624A may provide a high-level user interface operable to tg@nﬁr}rﬂtzgm
and receive voice calls between the nobile device 600 and a Elurallty of
ot her voit@20048388ks via the network 619. Simlarly, tHRETERA80XWANi cation

nodul e 624B may provide a high-level user interface operable for sending
and recei viotylesd 24N fouristadistidi) aed naidadnbatn¢ess arid btasy infongatid ofito a

i nformation,. shqrt texf nessa etc. ween the nobile devi-ce 600 and
a pl ural i €¢Vige- %we‘r’feé{ﬁ%"@%ﬁf?e%@ M%PE H%ecgr@c'ﬁﬁﬁ’ RN §1gYPHIEREH P8 Hcessor
638 al so indieaddvicensdd) viHidIe s Q%r@%e%Uﬁbsmrﬁi@thansé*ﬁﬁar?n d BRciIpfigH ay 622,
non-vol atil e nmenory 624, random access menor , auxilrary

i nput /-out ﬂf‘JPrmﬂ*tMJ)Vl%m?s\%Q]%ﬁﬁsn%‘QBrk%@|aI por t 630 keyboard 632, 15
speakery 634, mcrop | 640 and
any ot her devi ce suggéj/@?rgﬁrrg g:r?g?rgwc’drug&g@ﬁgﬁgg%egg%f%%ﬁﬁ%%@%ents
628, 632deSBé B0 tiGB6gHathe egmrqolk @& Qothrobhegh tanpesxilEry s*.ltfibsulsswtmn td2®f coul d

i oF opr o SRR SR BNNE S GRB NP Fa S HRETMY. o ser

of the nolyrligrodgHizeg cltngt Ul BURBYtE® GIEY a6 ms'EQne'a byh eisbamenbincal 1y
I ncl udes Wraphr cal conpaonent provided throu h t he di slgl ay 622, and an

i nput / out OMEBINENE24RTRAN 846 tSHch figeailihein wkratlparr;stai toBrgreaseyboar d
632, speakfk iritiondlfity T M RBRAE deVie cRREP M IoFHOBHALALER) SHALhcLn Fi O

11 perform comuni cation- relate uncti ons, ereas ot her 'subsystens nmay
provi de " riasdlitest ' cmmornc@tmnr—r@latec%fumtms ons. bdtbt dfrry exsmpte, sebayst ens,

such as ke ard 632 I spl a e used for both

cormunt careonp A AlaRlnS B SGE RecaRol R dor dRicthas eag ethes,

t ransm ssiguthdinancial tirisactiamato begriforfied akWartke mahile device 8op.esi dent
functions such as a calculator or task |list or other PDA type functions.

Oper ati ng syst em sof Wiy Be sebilenyevicr 6A0 ¢ gpemiing dnp dpta cprimunicaliosr er abl v
storedsg n rﬁo&@ré'réééi\'iﬁd §|bﬁéles§ér?gsa§té3&%élé§agﬁ'drea W%B%é'gthgﬁnemled agdi tion

to the operating system and conmuni cati on ul es 624A non-vol atile
-29 U 5 MArogessed ohedeunsodes Sl 1RIW oazies) io0hs shcrapiesessos B38nwhichl so

e Ve il e S oA e SR R Bl gL o 2
key, and oértmnatweiwrcrram aoxlliarg4d deded 628.sauseeoimasisikgdevice Sitemapalsat i ng
system "compose data items, such as email messages, using the keyboard 632, which is
20 preferably a complete alphanumeric keyboard laid out in the QWERTY style,
although other styles of complete alphanumeric keyboards such as the known
DVORAK style may also be used. User input to the mobile device 600 is further
enhanced with a plurality of auxiliary 1/O devices 628, which may include a
thumbwheel input device, a touchpad, a variety of switches, a rocker input switch,
25 etc. The composed data items input by the user may then be prepared as specified
in selected messaging settings and transmitted over the communication network 619
via the transceiver 611.
When the mobile device 600 is operating in a voice communication
mode, the overall operation of the mobile device 600 is substantially similar to the
30 data mode, except that received signals are preferably output to the speaker 634'a_nd

voice signals for transmission are generated by a microphone 636. Alternative voice
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speci fic device applications or nodul es, or parts thereof, may be) § MAR it
tenporarily loaded s into a volatile store, such as RAM 626 for faster
oper at i oWO MO#/63988F , recei ved comuni cation signal s nMRCTAIA2003/91584
tenporarily stored to RAM 626 before permanently witing themto a file

system | ogal,af /6 %}JB% f10Hs af}fa]'s'aevo?éeoﬁfég%aijé re@t?rgmbf%%gysﬁéﬂh' r'n%? algd the art

w || appreciate, on-vo e store nment e as a Flash
menory coh@m;dameotecborbmemmletn:@ulcecﬁOOpAWghf\@lcee)mmﬁiowgria@ oAfpukisenpl ary

application_nodul e 624N t hat. na ded o dev e 600 is a
per sonal PW%?%thSHmHE%EQQF'”F K’r\ﬁm&%ﬁ] E?{%S?SG? a'isﬂlgys Hay o

functi onabgtuged wFFovwfe &lnendasn eV BrtiGentapRoh thIBH barty, aRE dupdionidiens. This
nodul e 624N may al so interact with the volce comruni cati on nodul e 624A for

managi fig iﬁ%ﬁ§ak!>69f|0§hef\)18!°8éaprﬁﬁ'?t§d ifpnatiogn ForayemPIgoieHPIEIRERCERSOh t he
data 15 ceBRURiGARineforl RNk @&éeecémumash m;bdr da SUTREbSARLHRNS and

other data ‘transm ssions. Alternativel e functionall t of the
voi ce connystemaaorﬁmre mmuﬂeéecﬁmaéiaddehm‘mam@nwnm of anirmoningivdiee 624B may

be integrat to th .M. The non-vol atile nenory 624 preferably
provi des 81? @Byéﬁ?'}{gemﬁ%?&éﬁitate storage of PIMdata itens on the
device. The Pl M appAlsaamarrgemoaﬂmmbéﬁOnslsmbbytdaa a4bes alsblindiyddddngiend and
receive data itens in con%“l/mct on th the voice and

dat a danﬂFﬁQ&'&thMﬁeﬁgauF%rsexé‘éﬁ’ﬁ t@%ﬁ’syﬁe&‘ $4Rmay neluge an IERATGAARVIBA 0. The

PI M dat a Iahara%saélﬁtelar&rmfmovc&ﬁ@éﬂmloy a@%ﬁ%ﬁéeew.reléy@e&hmh@qon and
updated, via the wreless network 9, with a correspond |n%:; set of data
t

itens 25 dnesiurl sueh @ssaluateethil cmmmmlonm%m s rh@q'flé%ﬁocreau ng
2 m 1 of e SHEUS RS ARkd LR ARARRORA Wid AT Fbtker oge. The

nobi | e de manual sync I Ze ost  system by
pl acing t imleahnlmedmwm aﬁﬁfbclaﬂe dhati TBIﬁetba’(hé anldaGBIOé 1iiMrefan toosgib ed t he

| t 630, of t 60Q to th i al f the h
Syt onte TiRegbsiaRar RGP 6D by el BeEleditn FpI BsIsS tadhets

establ ish i@éﬁ%ié‘tﬁqﬁ@%ﬁeﬁ% perBhQIL&@a ﬁ@tv@ﬂk@éd@ﬁhlréﬂ@éﬁ tsm@rre@%tlw e
application, to do other application -30 0 5 MAR 2007

20047 036851 PCT/ CA20b8/ AWy sdeseipiinre selgtBsNC Bhe jaisTare &#@faﬁ!eSan&’lw | oad
Carts, keyfan%ﬂgné)\tivmede épﬂ) LR {h%ge%%%ie%geable in the field, and such variations

are within the scope of the application.

20 For example, although a wireless mobile communication device is
shown in Fig. 11 and described as one possible system on which a messaging client
may operate, messaging settings selection systems and methods may also be
implemented in other messaging clients, including those configured for operation on
desktop, laptop, or networked computer systems.

25 The use of numetric or alphabetic labelling in the claims that follow is
purely for convenience and reference. The labelling is not intended fo limit the scope
of the clairms or mandate particular order of particular limitations. Further, in practice
limitations as set forth in the claims can occur in any suitable order, can be

rearranged or combined or otherwise integrated without departing from the claim

30 scope.
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device. This wred downl oad path may be used to | oad an encrypti op @WAE\DQEW
the nobile device 600, which is a nore secure nethod than exchanging
encryption information via the wireless network 619. 5 Additi onal
application nodul es 624N nay be | oaded onto the nobile device 600 through
the network 619, through an auxiliary 1/0O subsystem 628, through the
serial port 630, through the short-range communi cati ons subsystem 640, or
t hrough afyhatidelainsed inabl e subsystem 642, and installed by a user in the
non- vol atile nmenory 624 or RAM 626. Such flexibility in application
installation increases 1o the functionality of the nobile device 600 and
may Provide enmafaioc Bl deldcify mhedkabingNSettifQUTBH GAbsBMCLRE dneunct i ons,
or both. For exanple, secure <Tonmunication applicationS rmay enabl e

el ect r oni O"&tberhEPRErisingthe ¢#8es 8Rid ot her such financial transactions to be
performed using,yt he bk LG : ; L vice 600 is
operating in a@a atadé%rﬁ?ggﬁgﬁemf@a%%@o@&&%%?éé%@?gnal, such as a

t ext nessage ofbla wedtripwpe sdmeskaging settingdfran esdatd $tgret basedr apscthiever 611
and provi i croprocessor 638, which preferably further processes
t he recei \%g%ntsnﬁhgetndgi%cﬁeﬁﬁ’out put to the display 622, or, alternatively, to
an auxiliary | Mbedeinithe @ftved messaghig settingecalapists &0GResirigeafornat conpose
dat a itemsh such, ?s emai | nessa ei, asi n%r,tpe keyboard 632, which is 20
pref er abl Y graggq;ﬁ ' LB ANPITAAE SEFYLY RRYBERIEUE-ai d out in the QUERTY style,
al t hough ot her styles of conplete al phanuneric keyboards such as the known
DVORAK stg‘]e may al so be used. User input to the nobile device 600 is
further handé® Methedof slaimal angd fethersemprising thesterof e Fasemittinghi ch may
include a ' ' ,@é{d@g : ' of switches, a
rocker inp%% B%B}P@ﬁtﬁbsz%d@gﬂg.sg%lgﬁgﬁée Qf}gssfa?’éﬁééltﬁ% it by the user may
then be prepared as specified in selected nessaging settings and

transmtt ov t ' [ ' h iyer 611.
Whon the. robi | 4 Sel PHERERARER 1, IMRARIRE incokige ot A BB ¥ Yoce. e
over al | opentztyle messagééornabcharadieviste 600 i s substantially simlar to the
30 data node, except that received signals are preferably output to the
speaker 634 and voice signals for transm ssion are generated by a

m crophonet. 636.Thel tresthadli e dlglincel, whérdin StHdARe#@Ed messaging setting
comprises an indication for encryption or an indication for digital signing.

5. The method of claim 1, further comprising a plurality of messaging
settings wherein the plurality of messaging settings including the retrieved
messaging setting of claim 1 is retrieved during the retrieving step;

wherein a message is transformed into a different message based upon
at least one of the retrieved message settings;

wherein the transformation is independent of the message delivery route
or mechanism.
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WD 2004/ 036851 PCT/ CA2003/ 001584 or audio |I/0O subsystens, such as @5v%is 07
nmessage recordi ng subsystem may also be inplenented on the nobile deépcg
600. Al though voice or audio signal output is preferably acconplished
primarily through the speaker 634, the display 622 may also be used to
provide an indication of the identity of a calling party, the duration of a
5 voice call, or other voice call related information. For exanple, the

m croprocessor 638, in conjunction with the voice communication nodul e
624A and the operating systemsoftware, may detect the caller

identificati %n in&grma ion _of .an incomng vaoice call and displ a%(.it on the
di spl ay 622. °A sh ‘Fp?eéﬁﬂ?e"ff'[?m?n?" greinRRENSQT e RIvrally o mesgaging seftings uded i n
the 1o nobile deyjce 600. ,For exa .the subsystem 640 may i nclude an
infrared device S ReuE IfRE] °§?'%§{Tfﬁﬂc AmE Br’?ﬁﬁ‘f’&,’ C‘b"i"aéteEﬁ*!ﬁt -range
wi rel ess communi cati on nodule such as a Bl uet oot hTM comruni cati on nodul e
or an 802.11 nodule to provide for comunication with simlarly-enabl ed

systems and devi Cqfe mENRtFof ciih!7, 8 mhtepeolrgﬁﬁssgyﬁ isggﬁfgﬁéﬁyg\v&atﬁgt

"Bl uet oot h" and "802.11" refer t0 sets o , able from
the Institute of Rhesied fiddsagiNg sEHRG YA 8 R{<sSadingidtaRisSporidHia o&t&&‘ic’i‘é}' ng to
W rel ess personal area networks and wrel ess LANs, Tespectl veq y. e above
description rel at egssbageainpse ¥efe@nexanpl es. Many variations wll 'be
apparent to those know edgeable in the field, and such variations are

w thin the scope of the application. 20 For exanple, although a wreless
nobi | e conmuni cation device is shown in Fig. 11 and descri bed as one

possi bl e syst®em ofhamietedof fain g mhgrain ihermessaaing spinas portion ferdhe ng
settings selection systens and net hods nmay al so be inplenmented in other
nmessagi ng cl i ent s O¥SREQIBETH9® W@@eﬁérfﬁdg%ﬁ*éﬁ masiied by reasepte beicatiea kt op,

| apt op, or networked conputer systeng. 25 The use of numeric or al phabetic
| abel ling in the Eh%ﬁ*%"waﬂ%??fmr?%a masFage WherRiR Hin eRdised field
reference. The la eI{)in& .S _not intgnded to limt the %ﬁ)&te of the clains
or mandate particifrare BPGRPS Jessapg fosH IRt Madify MaspagRse H&, in practice
limtations as set A i capn.occur in any suitable order, can
be rearranged or s‘ééﬁﬁﬁ"%@ty‘cgtrmrb%tsﬁér%\w ’engi“r.ﬁseség%rt ed without departing from
the claim 30 scope. -32

9, The methed of claim 8. and further comprising the step of providing a
message composition interface that includes a message header portlon,'
wherein the message header portion includes a TO field and a SUBJECT
field, wherein the message header portion displays the messaging settings

portion.
10.  The method of claim 9, and further comprising the step of () displaying the

received messaging setting in the messaging settings portion of the

provided message composition interface.
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0 5 MAR 2007 What is clainmed in: 1. A nethod of selecting nessaging
settings on a nessaging client, the method conprising the steps%bﬁ:wé%ﬂgm
determ ning a recipient of an outgoing nessage; and (b) retrieving a
messagi ng setting froma data store based upon the determ ned recipient;
wherein the retrieved nessaging setting conprises a nmessage format
characteristic or a nessage security characteristic. 2. The nethod of claim

1, and furthgr c rising . the step of (c) transmtting the outgoing
nessage base 'upgﬁgﬂ'?}q"g?f W@dwgéﬁﬁhéﬁmmme@agamﬂibesim hod of claim
1, wherein the BR if?rc[;at- characteristic is a font style nessage
format characteristic. 4 ﬁ@tﬁ’@tﬁﬁ@d‘"b@"f-‘(ﬂ'mw&erm/eﬁteebrmé@ﬁgé,etri eved

nmessagi ng setting conprises an indication for encryption or an indication
for digital signing. 5. The nethod of claim1, further conprising a

plurality ofizresspginthodSh ikl b the plurality of nessaging
settings including the et r!aian?/gzwx\ér}‘gégt 6i"??g“s§£'f’3 Pliegt efecstesiona s retri eved

during the retriessktp SnfiierDREE] is transformed into a
di fferent nessage based upon at Pg%st @nLeiE%gsr?HE’Ep%F?mmqﬁé’%age

settings; wherein the transformation is independent of the nessage delivery
route or nmechanism 33 0 5 MAr 2007 6. The nethod of claim5, wherein

each of the Bl urBhe inpthotl ofrtleimm ;i angl faﬂhéﬁd&&&ribﬁg%é@éﬁﬂg&o' mat
characteristic or a nmessage security characteristic. ) met hod of

claim1, and furTRESPOEEREHINGs abthevetortrepmessadb spia)aldstbhe et rieved
messagi ng setting In a nessaging settings portion of an outgoing nessage

conpose screen. 8. The nethod of claim 7, wherein the nessaging settings

portion for.the i ssage includes a field that is nodified by a
user to indﬂ%':'at e“%%g’ﬁaﬁgfegg’ﬁ‘ ﬁg%‘&%" Y storing step camprisestthareepage, Wher ein

the nodified fi : ;
eét&hng the messagmg settings in association with one or more recipients of

the outgoing message for use in determining which messaging setting is to

be used for an cutgoing message.

15.  The method of claim 1, and further comprising the step of (c) repeating

steps (a) through (b) for & plurality of recipients,

16.  The method of claim 15, and further comprising the step (d) resolving

conflicts among retrieved message settings.

17. The method of claim 16, wherein the step of resolving confiicts comprises
the step of selecting one ur more message seftings from the retrieved
message settings based upon security of eaéh retrieved message setting

time used of each refrieved message setting, frequency of use of each
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for the outgoing message does not nodify nmessage settings of a 5 OMAR 2007
subsequent |y conposed out goi ng nessage. 9. The nethod of claim8. and
further conprising the step of providing a nessage conposition interface
that includes a nessage header portion, wherein the nmessage header portion
includes a TOfield and a SUBJECT field, wherein the nessage header
portion displays the nmessaging settings portion. 10. The nethod of claim
9, and further conprising the step of (c) displaying the received

messagi ng setti neetrievedhmessags sgtin Fityl of @S ' rovi ded
nmessage conposition interfage. -34g'0¥ﬁ§i Rggag%ﬁwﬁﬁﬂmgﬁghﬁﬁ?ﬁ%d of claim9

wher ei n the provinessagmessinges eosguited borombh@ioha Sragic! udes a text field
for allowing a user to enter a nessage. 12. The nmethod of claim1l, wherein

t he nessaging client executes on a desktop conputer, a notebook conmputer,
or a nobile 1%orrpgﬁti rrlr%‘devi ce. 13. The nethod of claim11, and further :
conprisi ng tte st Bp BN oficaiy 16nwharein the stestdfirerpiving carfiztotdngniseg Message
in the data store. %4. The thod of claim 13, wherein the storing step

conpri ses the stg}? PP OLRBTPHRE Phauhesfibr Autosiagmiergeye for aseetiai i on wi t h

one or nore recip] of .. the outgoing. nessage for use in determ ning
whi ch nessagi ng gg}%ﬁéﬁb‘*ﬁ‘*&"a{"%&"}?és M$5- an out goi ng nessage. 15. The
met hod of claim 1, and further conprising the step of (c) repeating steps
(a) through (b) for a plurality of recipients. 16. The nethod of claim 15,

and further momﬁi&ﬁiﬂtér'?@au%b%égﬁ% sgﬁgm%&m\»ﬁ@géﬁ?%%ggﬁog% retrieved

message settings. 17. The net hod Y& resol ving

conflicts conpri seaputeheasbaie dmBRbesinog sRiRsk e settings
fromthe retrieved nessage setti %gs based supgtﬁ&{s%%é%agﬁg%ggg% retrieved

message setti ng, witbinremessdingfcieady gesoripy af .ing, frequency of
use of each 35 G ~s MAR 2007 s Y &l of PR ERHE ot eldirh IS

20. A system for selecting messaging settings on a messaging dlient, the

sysiem comprising:

(8)  a user output device capable of displaying data communicated by a
system processor in & manner perceivable by an end user;

(b) & data store capable of storing one or more messaging settings
associaied with one or more message recipients; and

(o) the system processor, wherein the system processor comprises ons
or more processing elements, whersin the systérn pracessoris in
communication with the user output device the data store and
wherein the one or more processing elements are programmed or
a&apted at Ieas.tmtp:
(i) determine a recipient of an ouigoing message; and

()  retrieve a messaging setting from a data store based

upon the determined recipient;
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retrieved nessage setting, priority of recipient with V\homretrnﬁvedE
nmessage setting i s associ ated or conbinations thereof. 18. The {ﬁo&A%fﬂWT
claim15, wherein the step of resolving conflicts conprises the step of
pronpti ng an aut hor of the outgoing nessage for a selection anong the
retrieved nessage settings. 19. A conputer readable nedia storing
instruction that upon execution by a conputer cause the conputer to allow
sel ection of nmessaging settings wthin a nmessaging client by performng
all of the stepswmfeiflltaﬁmtmevanneﬂsagysgtsenmg@nmpﬂémiﬂ&gségé'isagi ng settings
on a nessaging client, the systemconprising: (a) a user output device
capabl e of di spIWH@Qﬂ‘&ﬁf‘?ﬂﬁ%’ﬁuni cated by a system processor in a manner
per cei vabl e by an end user; (b) a data store capable of storing one or nore
messagi ng settings associated with one or nore nessage recipients; and (c)
the system processor, wherein the system processor conprises one or nore
processi ng el enments, wherein the system processor is in'" comunication
with the user output device the data store and wherein the one or nore
processing el enents are programed or adapted at least to: (1) determine a
reci pient of an outgoing nessage; and (ii) retrieve a nessaging setting
froma data store based wupon the determ ned recipient; 36 0) R MAR 2007
wherein the retrieved nessagi ng setting conprises a nessage security
characteristic. 37
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