WO 01/ 29672 PCTNSO0/ 41243 Partitioned Menory Device Having Characteristics
of Different Menory Technologies 5 Field of the Invention The present

i nvent i onwiod12b6&3 generally to a nenory nmanagenent systeguwissodRingl e-chip
data processing circuits, such as a smart card, and nore particularly, to
a nmenory managenent nethod and apparatus that (i) partitions 10 honobgeneous
menory devices to achieve heterogeneous menory characteristics and (i)
restricts acces al | ed .appl i ons. to de nory ranges.
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processing unit (CPU) or a 15 m croprocessor to control all processes and
transactiors associated with the smart card. The microprocessor is used to
i ncrease them device, by providing a flexible method to
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one-ti me-programmabl e read-only nenory (OT S typ| cally used 25 to
store program code. The data and program code stored in such non-volatile
menory wll g Pijvenfiie" When the power is removed fromthe smart
card. Volatile rrermryl S nornal | y i npl emented as random access nenory
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20  volatile memory for the temporary storage of certain information. In conventional

smart cards, each memory type has been implemented using different technologies.
Byte erasable EEPROM, for example, is typically used to store non-
volatile data, that changes or configures the device in the field, while Masked-Rom and
more recently one-time-programmable read-only memory (OTPROM) is typically used
25  to store program code. The data and program code stored in such non-volatile memory
will remain in memory, even when the power is removed from the smart card. Volatile
memiory is normally implemented as random access memory (RAM). The hardware
technologies associated with each memory type provide desirable security benefits.
For example, the one-time nature of OTPROM prevents authorized program code from
30 being modified or over-written with unauthorized program code. Likewise, the
implementation of volatile memory as RAM ensures that the temporarily stored
information, such as an encryption key, is cleared after each use.
There is an increasing trend, however, to utilize homogeneous memory
devices, such as ferroelectric random access memory (FERAM), in the fabrication of
35 smart cards. FERAM is a nonvolatile memory employing a feérroelectric material to
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pol ari zation state of the ferroelectric material. Such honbgeneous nenory
devi ces wo01de6T2r abl e since they are non-vol atile, whil pcTse4azdsng t he
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20 otherwise accessing the semsitive information stored on the chip using software

controls. Software-implemerited application access control mechanisms, bhowever, rely

on the total integrity of the embedded software, including the software that can be
loaded in the field.

Idea_lly, a system would allow a third party to create an application and

25 load it onto a standard card, which removes the control over the integrity of the

software allowing malicious attacks. This may be overcome, for ekample, by

programming an interpreter into the card that indirectly executes a command sequence

(as opposed to the micrprocessor executing a binary directly). This technique,

however, requires more processing power for a given function and additional code on

30 the device which further increases the cost of a cost-sensitive product. A mechanism is

required that ensures that every memory transaction made by a loaded application is

limited to the memory areas allocated to it. Furthermore, this mechanism needs to
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requi red that ensures that every nenory transaction nmade by a | oaded
application is I|limted to the nenory areas allocated to it. Furthernore,
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executing I'n e M Croprocessor core to predetermned nenory ranges. Thus,
t he menory naappliestions. unit i nposes firewalls between applications 20 and
permts hardware checked partitioning of the nenory. The nenory nanagenent
unit provides two operating nodes for the processing circuit. In a secure
kernel node, SimmaryefitheTmventian access all resources of the device
I ncl udi ng hardware contyol..In an application node,. the nor nagenent
unit translates the vik#ﬂﬁﬂbh€HB?9m§dH¥%§§mﬂ%B%Pﬁ§a§ﬂ@“ggﬁi%é%@hgﬁ?htor 25
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node. Any illegal nmenpry accesses attenp .
installed applications executing in the microprocessor core to predetermined memory

ranges. Thus, the memory management unit imposes firewalls between applications
20  and permits hardware checked partitioning of the memory.

The memory management unit provides two operatiﬁg modes for the
processing circnit. In a secure kernel mode, the programmer can access all resources of
the device including hardware control. In an application mode, the memory
management unit translates the virtual memory address used by the software creator

25 into the physical address allocated to the application by the operating system in a
secure kernel mode during installation. The present invention also ensures that an
application does not access memory outside of the memory mapped to the application
by the software when in secure kernel mode. Amny illegal memory accesses attempted
by an application will cause a trap, and in one embodiment, the memory management

30  unit restarts the microprocessor in a secure kernel mode, optionally setting flags to
permit a system programmer to implement an appropriate mechanism to deal with the

exception.



by an application will cause a trap, and in one enbodi ment, the nepory
managenent 30 unit restarts the m croprocessor ina secure kernel node,
optionalwopeimdgrzng flags to permt a system programmerpdryusRizasent an
appropriate nechanismto deal with the exception. -3 WO 01/29672

PCT/ USO0/ 41243 An application table records the nmenory demands of each
application that is i#8@aplicatonotablerecordshe memery,demands of sechapplication r cui t
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enf or ces 1t%ﬁe 15 appr op@?‘&fdgngs'grapg ﬁtoﬁa?cﬁg_f%mh% JBEaPIy Jpanagement each
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that includegsBee it "WOFJURE0H of Wb honogBfidol dASy M brddl Skl F"
’ homogenous memory behaves like volatile, non-volatile and program storage
(OTPROM) memory technologies, as desired. - ' '
20 _ A more complete understanding ‘of the present invention, as well as
further features and advantages of the present invention, will be obtained by reference

to the following detailed description and drawings.

Brief Description of the Drawi
25 FIG. 1 is a schematic block diagram illustrating a single-chip data -
processing circuit, such as a smart card, that includes a memory management unit in
accordance with the present invention;
FIG. 2 is a schematic block diagram of an exemplary hardware-
implementation of the memory management unit of FIG. 1;
30 FIG. 3 is a sample table from the exemplary application table of FIG. 2;
and .
. FIG. 4 is a schematic block diagram illustrating the memory partition
control logic of FIG. 2.



FIG 2 is.a schematic block diagram of an exenpl ary hardware-

I npl enmentati on of the nmenory managenent unit of FIG 1; 30 FIG 3 is a
sanpl e t aBY@O¥296th t he exenpl ary application table of FI PCPUSHMISFIG 4 is
a schematic block diagramillustrating the nenory partition control |ogic
of FIG 2. -4 WD 01/29672 PCT/USOQ 41243 Detail ed Description FIG 1
illustrates a single-chip data processing circuit 100, such as a smart
card, that i ncDetdiled Besoriptiepr ocessor core 110, nenory devices 120, 130 and

a 5 nenory nmanagenent It Q that .interfaces between, the m croprocessor
core 110 and the rrermryﬁg‘l'év% ﬁlgl§trale20a %@W%%W?s‘%ﬁ’é% ng Bidds. In
accordance wi tdmdriard, plis Sefided & vifidtbprotessok Bere TRODRAMATR FSEGBSEI0, V3D 4nd200 (i)
partitions hom)%gneous mem)g%g e¥,| ce_to_achi eve heterogeneous nenory

characteri sti By RARRECHITRL Yo, gterfages befiesrythy missopreesssos aere 119 gnd
restricts accegg nﬁfnoiﬂ&évweé ¢20, QW!ﬁirQﬂénildgf‘ SccBspelating. 11 ab%o@&nww%ﬂé the

m croprocessor core 110 to predeterm ned nmenory ranges. It I's no

each of these Presgpt ngentignethe spemary deasageenent unib 200 (i patisions k domiogeriegusand
separately i | W woul d be
apparent to g% er sgtrtlig‘g?édgrar:dtlh ﬁgrﬁéﬁg@ﬁwﬁg&ﬁ%‘%ﬂ%%E,ICS\QI\‘%?Y?%?V@E‘SP% ent

i nvention is itht oemont davicenand (Sijreestrictsacckse of/ instaltedeapplicatitnts exeing 1Hh the

I nvention pl ingle-chip data processing. Ci it, as uld be
15" appar ent | dnisoplsBedesis (36 e hulsi repioR aases I el et o et
feature of thewpfesmetars indepeadent) and insy beselettivelyand 3¢rarmely implérhentddn the

di scussed further bel ow in gl}%réj ction (g\f',th FIG 2, igﬁgges, firewalls

bet ween appl i CAEFEHPABIETER t?;é W5 PAUId; D6 APPRIGRE R 2 PRES ordinagy; kil i g of
the menory. ThidditiomrwisiRnthe paisér® inveagon isTilisBdted GE ASsnakOcadd bividnRERI gLl M ned
menory 20 range. As, di scussed further. bel ogw, the menory managenent unit 200

perforns e en fyetion appliss tq 20X Hingle-chip | datackroerseing sireuit, |28 swenld be

user - speci {5 edippdrérit & 4 FersonHE 6ty hilf in tixhet her feature of the invention,
t he menory managenent ‘unit 200 provides two operating nodes for the

mi croprocessor 110. |n 4ccouking doker framre fdthe presenpr inyentione the: amemwrgess al |
resources of igigaghtieht il D60, \WkciSed RHUefow ﬁﬁg&?ﬁ%{iﬁ with F16"2, 3Rfbdegat | ON

nmode, the menory managenment unit 200 translate
firewalls between applications and thereby permits hardware checked partitioning of

the memory. Thus, an application has limited access to only a predetermined memory

20 range. As discussed further below, the memory management unit 200 performs
memory address checking and translates addresses based on user-specified criteria.
According to another feature of the invention, the memory management
unit 200 provides two operating modes for the microprocessor 110. In a secure kernel
mode, the programmer can access all resources of the device including hardware
25 control. In an application mode, the memory management unit 200 translates the
virtual memory address used by the software creator into the physical address allocated
to the application by the operating system in a secure kernel mode during installation.
The present invention also ensures that an application does not access memory outside
of the memory mapped to the application by the software when in secure kernel mode.
30  Any illegal memory accesses attempted by an application will cause 2 trap, and in one
embodiment, the memory management unit 200 restarts the microprocessor 110 in a
secure kernel mode, optionally setting flags to permit a system programmer to
implement an appropriate mechanism to deat with the exception.

-5-



virtual nenory address used by the software creator into the physical
address allocated to the application by the operating systemin a secure
kernel n¥Q8L2AGT2 ng installation. The present inventi orPEHEHVEREr es t hat
an application does not access nenory -outside of the menory mapped to t he

application by the sof A& Nl il
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denti f t tt t dent al f
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stored data, the:qst&citfonlmdf’m@'glﬁg”tlﬁseﬁﬂ'etl&%ﬁlehﬁfadmeaﬂMeéﬂcﬂttéﬂﬁ{ﬁéé | Iuence
t he operatlon of airqIlﬁll p...The menory, managenment unit 200 I|mts t

appl i cati on GPplicagonis dsplated from all other applisatigns.the hﬂﬁ\yaretanm
references r Qﬁcuée&urb Refn8l- rlhraafimﬂemedtaudn%e?&iﬂph%{oh%la%ﬂ xé ﬁ&%gédéﬂ tiaé‘e

secure kernel that such an illegal attenpt has been . Thus, ’each
appl i cation |SWMWPWSWWMWMHSSOQWMMM and t he

secure kegpnel . In an | RRbaiIRN i) fatheMitinGe HPRthd g?éséd?’ln%i b‘?tthé)%‘%’ﬁ’ appi ng

needed, the security nechanismacts as a gener ot ec én uni
software er r danagengnienith 200 pagtitions & homogenepusf manw ice,t such ps ars EERAM

i nventi on, n{H?y eneoys, menory
devi ce, such as nﬁé%ﬁb@%@éro%ﬁ \%ugéxq ‘9? é%ﬁﬁﬁ%&%g nor y :
characteri st with & plurndity 9fmmory| mlmdlogms,tduclaag)lvolaalle; ngn-wﬂatﬂemitt
t echnol ogi es n I at e a ram St ora
nmenory segrren'{omﬁg&{ce pa!"fil sg%%?st ?‘i"eﬁaﬁg “Q‘éb
enf or ces ¥Bhe ZQQ)penfmceatthe cappr@ﬂmndbmpmmgr ynaﬁmyachﬂct@isndss féroTeadaCh

FlG 2 provides a schematic block diagram of an

heterogeneou

exenpl ary ha exﬁ%&@%r?fpﬁtlon of the menory managenent unit 200. As
previously |nd| cat ed, FIGe2 provides ¥ scirefmge biock diagraim 804h dxenpRayf hirdwaes a
honogeneous (e o eV to achleve 20 het er ogeneous [emno

char act erlstFE é‘f”q??&r&eotﬂ e“"ﬁef@ gﬂ@ﬁ"&’é‘sb’dm}c‘“ﬂﬂ)e '
restricts acmnmr;oinanagsmeﬂtluﬁiﬂzom(i) pattitions 8 hofwsgehidbnisierh @Yﬁbﬂc%%ﬂakocessor

core 110 redeterm ned nory.r.anges. .As shown G 2 and di scussed
furt her b’%l 03}? n%nmct istics various reghlons ot] tge memory device, and

(iif) restricts access of installed apphcatlons executing in the microprocessor core 110 to
predetermined memory ranges. As shown in FIG. 2 and discussed further below in
conjunction with FIG. 4, the memory management unit 200 includes a section for
memory partition control logic 400. Generally, the memory partition control logic 400
25 is programmed with the required partitioning associated with each portion of the
homogeneous memory in order that the homogenous memory behaves like volatile,
non-volatile and program storage (OTPROM) memory technologies, as desired. An
application would normally be allocated different memory areas for code and data, and
the data area can be further divided into a volatile portion, for scratchpad operations,

30 and non-volatile storage areas.
In addition, the memory management unit 200 includes an application
table 300, discussed further below in conjunction with FIG. 3. Generally, the
application table 300 records the memory demands of each application that is installed
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conjunction with FIG 4, the menory managenent unit 200 includes a section
for nmenory partition control logic 400. Generally, the nenory partition
control Ivwgbn294f0 25 is progranmed with the required paPETUSWMIIY

associ ated with each portion of the honpbgeneous nenory in order that t he
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with FIG 3. CGenerall application table 300 records the menor
demands of Seadnstallpdl ﬂémkeml taHlegates ghe apprepriate) memgry\argas) o each apphcanon
PCT11J800/412§§) the single-chip data processing circuit 100. For

exanpl e, the ﬁﬁgat ion table 300 indicates the volatile, non-volatile
and program storage (Gmﬁa\ﬂlempmpyatermquemt bavef besachllasated itoa¢aclon. The

appl i cation tabl.e 300 is er at ed t he . S 0

operating in %l’géttﬁné" © RseeY lﬁgmgggﬂﬁ %‘EP%’%@%@ ?‘EG? ?af'i‘\g?%ln%d. The
ker nel haI I ocathﬁﬁt idaleompugiudmnm-mmnh g-gaz ,ediscussed é:abgv ayithl t'headppmpnaltar ogr am
Once t eaproriae nory. ar eas een ated t.0 ea i cation
program t %mgﬁ%@%‘ﬁ’éﬂ{ 0 fable %@6" §?F8V'/9nlhf’tnﬁ’ﬁ “%n%éﬂp cﬁ?ﬂi‘ i mit
and of f set re%@&s@i the 2{36ignhted, metddly Idtdtiond] Generally] themenvory niragérhét unit
appropriate 1Q values fromthe agpplication table 3’6‘8 to_ensure that the

execut i ng appPP@ dmplsmenss memosy. addresss chepking) ising thg 128%-4%2 @pd .
General |y, t e AERRE 2 dﬁﬁ%mlu‘tlﬂhémorggﬁhﬁm BlofseiPepitets B4HI49SS

checking using the Iimt registers 230 and ansl at es addresses to an
absol ute menory addresslna@qlﬁ'@@wg?ﬂceﬂs@émé%dsﬂpﬂwwwmmm| on to

ot opr ocods o el SR 10 %5 pRARARY ifry HipH, B mtiny aaahon

managenment  uphit 2Q@@lsalt@oslatﬁaa®rmqgsbem eimuyudenmm addvgss sed l!palthzrermr y
address used #
all ocated to ?‘ﬁh& ap fo%éﬁéﬁ(%nnﬁtb%?%59%&9%&%&%%:{0%&%%&?@@%‘rﬁgikeer nel

nmode, bef ore bperdtngdsystemein ® semret kﬂneltmodehéefosqoplhanés ower execlgion [tb ths not ed
that when pr O%MOQQ c&ﬁ? | itl i tncryt%é tht w%gn programming the illustrative 8051
20  microprocessor, a software programmer starts with a code space starting at an address
of 0, and a data space starting at an address of 0. Furthermore, the size of the code and
data space is a variable corresponding to the required resource of a given application.
Again, the application has the appropriate volatile, non-volatile and
program storage (OTPROM) memory allocations that are translated and checked by the
25 memory management unit 200, in a manner described below, such that attempts to
access memory outside the designated memory area will result in the application being
terminated. The kernel will be restarted and the offending trapped access, being stored
for interrogation by the kernel.
The hardware memory-mapping scheme and out of area protection
30  hardware mechanism is shown in FIG. 2. In the illustrative 8051 microprocessor, only
one application is active at any time, so only one set of mapping logic is required, as
shown in FIG. 2. Thus, the microprocessor core 110 must implement context switching
in 2 multi-function environment, as would be apparent to a person of ordinary skill. As
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20 m croprocessor, a software programrer starts with a code space starting
at an address of 0O, and a data space starting at an address of O.
Furt her W¥@8129%6Te size of the code and data space is a REFYSAYSR4S
corresponding to the required resource of a given application. Again, the

application ; irtteaP ' (P3| | _ . [ am st orage
( OTPROM nenobﬁog{]fécat i on?eﬁg?&gr@?@egpg@ggma%h@ﬁ%g%gﬁ o&;ﬁﬁ{]gﬁﬂ 25
menory manag registers, suchas thewegistors/ 230+232,62401248 cdsisctively, forsath tealoryat t enpt s
to access ne : ' | [ i1l result in the
application bel né&%@%ﬁlﬁé{a@ﬁ%ﬂﬁgﬁwﬁm@&e tarted and the

'?‘Lfeﬂdi gg t rapped acc&@mhhpﬁcmn%dﬁﬂhmﬂmt eassbmted)mem]; i tbme@t.mmﬁ;oslsﬁy ngl.

e har V\@_reregﬁ&%&-w c ﬁarﬂ‘[f 0@ of area protection, 30 hardware
nmechani smii s Shown I n @Hkﬁg.h B2 Y gf%??&'agggiyﬁﬁ%md@%r, only
CeaUi T od. a5 oI L e o ocnr or ar gl € | S
i mpl ement co“@ﬂ%epf?msﬁﬁsﬁpﬂgg’%ﬂf‘ifunct ion environnment, as would be .
apparent to a person Qhezemhrh it W46 el lohds tﬂ&fO@@pPﬂ;%%ﬁ%ﬁﬁ%%ﬁ@x’ @?ﬁg 412;‘3
previously indic; : e nenory, nanagenent uni )0 i ncl udes- pair o
linit and o?&@&@#@%@%m%hmnpw%lszsgneéslmnemonm,
respect i Y@ Ykerhdd 'thed@oklisBE06de appREdiioR AR replintt (tﬁnfg%tﬁwtﬁﬁ R sibd G [ﬁlgmor y

managenment unit 200. Before an_ applicationis star e assocl ated

menory requi $RPHeAtion cedespacs. Similarly, thg data space pan berisfinedbasi adrlockaifimeen®®y) by t he
secure oper ajhdyd s2¢Sik e suany i e ciated nenory
requi renents are | oaded Fﬁa(r)ufpﬂee s{c}ggr ng?)tgﬁgg%hﬂﬁ?%dtg%nﬁ%??%?m%gi sters
230- 232, 240nlipgsted tprhatanplication. t Feusk the ketnel loadsshe desa limitaregigtet (DLR)i 230 of f set

regi ster (COR ' h licatio r.ogr.am code
Is stored in m%?%%g&@gpﬁgﬂ%gfﬁ?ﬁéﬁm%@&{\ﬁ’gﬁ%@@% If’&%ﬁ‘?"cﬂf limt
[ﬁgi 3t ter 15 CLi® aumawdﬁmeﬁmembweisdbadbdlé!:(ta}ﬂ]!d valatile dﬂadmﬁer@me(vvﬁm][ Ihar ly,
e data sp neqd as_a,bl ock of nepor .Size .is the sum

of the si z.egﬁ?f%%%gd% sﬁ???@“&?a‘ 8%@3&%%‘%%‘3 lopdeddntpeqd o
t hﬂ] ?ﬁpl | cathe wlaﬁl&’ldm,oﬁétaregimy?(zl?a?& tli‘iﬂalI ﬂafhla bhsenddidres eﬁl&lt@?d foPLR) 231
Wi e si .ne e volatile and non-vol atile _
nenory) . Théﬁ’g%leah(r)éf s@%&%mﬁ%ﬁw(@?ﬁq P@tlm?qf’gd%adg&e €ilQRo t he
vol atile dat\wlaﬁﬂdoﬁ'sbtmgigjes@NOR)\mR) 232, and the base address to be used
for the Af r at chpad TefCone ﬁn%le’?‘nl\é’htaltign,ltgg %%gnoll'yngr%tecﬁon mechanism checks the

virtual memory addresses assigned by the programmer, as opposed to the absolute

addresses allocated by the kernel. Thus, the illegal access mechanism is simplified, as

an iflegal memory access is identified when an access is made to a location having a
virtual address that is greater than the value contained in the appropriate limit register.

25  Thus, as shown in FIG. 2, the memory management unit 200 contains comparators 250,
255 for comparing the virtual address issued by the microprocessor core 210, to the
value contained in the appropriate limit register 230-232. If the ‘application is
attempting an unauthorized memory access, the corresponding comparator 250, 255
will set an out-of-bounds trap. _

30 If the application is attempting an authorized memory access, the
corresponding comparator 250, 255 will enable the appropriate offset register 240-242,
and the value from the offset register will be added by an adder 260 to the virtual
address issued by the microprocessor core 210. In one preferred knplmmﬁﬁm the
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the volatile data offset register (VDOR) 241. Finally, the base address to
be used for non-volatile storage (EEPROV) allocated to the application is
| oaded i ng@oidve72non vol atile offset register (NVOR) 24RCT/ES00[41243ne

i npl ement ati on, the nenory Jprotection nmechani sm‘checks the virtual nenory
addresses assj gned, by the progranmmer. as opposed.to the absol gbgp addr esses

al | ocat ed by WRkande VPM&@@?W% %9?%%413%%%? Mol i fi ed,
as an il egaysfpRmBwH tafperfSistadt thdhROIbgibd 8 Pretfas icﬂ%@ﬁ&;(]h&c@de to a

| ocation having a virtual address that i$S greater than the val ue contained
in the appropriate |inFIGragilysteates 215 exomplary sapplieation table-pQq that stores nenpry
managenent unj | : ggg}ﬂgr' e
virtual addr e@gﬁggo&g@%%@ ﬁ%&%@%@ﬁ%sﬁ%%%%gg g%tg',brc{éo t gir&gta ue

cont ai ned $n inkldiap theopenicary derhands of ¢aghinstalied appbcaion.. As Shavwreind¥G! 3.4t i on i s

attenpting an ofize agce the ¢ p [ rator 250,
255 i 11 ot T b o Gales S T0ity Ro SUARE AP oRSirk TR 52,
aut hori zed nMe(GTPROM®anory rdg@irernents efSsacinapplication.nfhe afplicatioh Gabl X0 mayl |
enabl e the appropriate offset reqist 240-242.. and the yaluye fromthe

of o6t 1 ogi of Bt SuiFmed e Haronsyr T 4Ly Bhen st 2ha sorirs kanel Saodsy ok o

i ssued by t heeddh @psliRhRHES Siktalle@ Thé kemel Hliceates heGippiophste infeoryrankatd on, the
-8 Wc) 01/29672 PCT/US00/ 41243 1limt and offset registers 230-232,

240- 242 ani® tmhemmmg_@zso, 255 are fabricated using known
tanper-resistant technehoghfiRatich Q[,@nggdﬁ;ﬂ%lggi@ﬁf@l,g&r&; k@GKag FIG 3

i1lustrates an exenplary application table 300 that stores information on
each appl i cat feeerds g&ﬂlﬁleﬁgcﬂﬁsmds‘f'iﬁgﬂ@m application: oEerseach gpplicatiani t 100,
FIG 3 the anenBEER do PIEHS Smilcaiaiat 000 AR PBLD FeS B wiSE T L
program st or adpplication PR@Mm reodr isystered i masmony, sandf the sommesppnsting: sir¢ of theThe
e, AP BB B AL STNRRS30 b BRSO "
kernel al | ocatable 30hindizates the tatal size e dyta spacen fiedd 3350(swm ofibath tiei volitileon
proar am | 1he Sl S5 iR Bk A ool bt kPR R 50
application 340¢thei Haseciddrass forethel sadatthpad meenmopp (RAM) i fieldBal5 caiDilie ibael udes
the base addr oS Of ' Me volatif: Storage (EEPROM) is recorded in field 350, As previously
20 indicated, when an application becomes active, each of the corresponding memory
range values from fields 325 through 350 are retrieved and loaded into the appropriate
limit and offset registers 230-232, 240-242, respectively.
FIG. 4 illustrates the memory partition control logic 400 for a
homogeneous memory array 450. As previously indicated, the memory partition
25  control logic 400 contains registers associated with each portion of the homogeneous
memory in order that the homogenous memory behaves like volatile, non-volatile and
program storage (OTPROM) memory technologies, as desired. An application would
normally be allocated different memory areas for code and data, and the data area can
be further divided into a volatile portion, for scratchpad operations, and non-volatile
30  storage areas. FERAM is inherently a non-volatile array. In other words, FERAM can
be changed many times and holds the last written value, even when powered down, in a
manner similar to EEPROM. Thus, it is unnecessary to force EEPROM-behavior onto
the FERAM to achieve a non-volatile array.
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application programcode is stored in nenory, and the correspondi ng size of
the 15 application code space in fields 325 and 330, respectively. In

addi t i onwoohr®sappl i cation table 300 indicates the totacwusesnist he data
space in field 335 (sumof both the volatile and non-volatile nmenory),

with the size of the Iocated olatile nenpry storedlnfleld 340, the
base address for the st} SE¥fiFa¥P \“’rﬂ‘lz’"’nB‘i"‘il"‘(‘ﬂ’!}ﬂr\?h einensvolatile BERAMagrray h@smase
address for eisduitip4#0,i430 is bedeadfor CREMIEMy WhthE 0818 ecH MdrdsE! 6 ﬁ;%

previ ously 28 i n ca:1 ed, when an appl | cati on becones active, eac ot the

cor r espondi n thearray that writes|0 d@%ﬂ#@a@msﬁ@%@hc
retrieved andraké)ﬁﬂ.qﬂry mﬁ004361?ec&99mnfpg&tﬁd 1P Hmit 6k R bR flory %étbﬁ{l on

ustrates the nmenory p

230- 232, 240-242, respecti vel
control | §gi &h o,gbbbepgwfep Wﬁ%ﬁeﬁ@&u@mﬁﬁ enpyre $hat e codesis poewrittenstoy -
| ndi cat d. "t bR R RN bl KAka b 2Bl kol &ii0BLRl. ARG B !

associ ated wth each portion o onogere Y% ¢ he
honogenous ni4dfbr il'hbémhmtel difcuitry o126 M(larecnrda-the)h:pparlandander Jinig bfifheSt OF age.

(OTor e SEANEASRU S 5, i g DO Bt 1 L

be all ocat ed menory ar eas
can be furt her d| Vi ddlhcetthempplxmbmspabehascheén sequp tf)olhe sevifdl bR defilh@r at i ons,

and non-yQl atj ] e t orage areas. ,FERAM i s jnherently a non voI atile
array. | \r%@ot %‘Jg‘ll”s Qﬁgﬁﬁom%%ﬁneq%o § ythe-2Rpropriste manges. This erd bene | ast
written val usshievedby mapyingherraeéllogiowsing it same MRATURY définiidng sdd9o

B&EOM
Thus, it is nneﬁ ary to f%rce PROW haV| or onto the FERAMto achi eve
a non-vol ati & V& PE)F' gy {52 Va,?gg"l'? efare\an application,is stagtad cor afterorat i | e

array using bdi), mmlm&mm eﬁh’um@r@a‘i% dpplicatibh Wher thnedgthck erasie

added, for exanp lﬁﬁ witing 0O's to each addressS, or using a
f eature bui |§ee|nﬁtr5sxq v:gpqsé?ﬁ PYP&PYWHWWSGPEII%WC kemelethatomay havsar al | el .

The eragse Cisedthd Q¥sighhid Black, 'SHAMIES of the
menory range that 5 s%ﬁul d behave I|f<e a volgﬁ e arra %Jnm‘gianfef”fo
ensure that ¢aferceagite-docknn the iareacdesigunted g5 the icode spape Bthththamlmanohetof or ced

onto the rmgi%h4o %‘w‘m'ﬁ%%hé%%‘f‘ow éﬁ%&“gﬁgﬂmw&d}?&%k wite

circuitry 420 records the upper and y range

that shoul d #@ihsce reverlingseguye aspeess of thedevic®TPROM) nerory. Once the |

application space hasheabbi [H,ER[QM iBe L& 10 areas of
t he honbgenous arra neegpg ﬁ%e ave In %ﬁ%@%@?ﬁ% |aetgrsdn§%&neg € can be
circuitry 430. Typically, the value loaded into the erase circuitry 430 would be the
physical address location within the FERAM memory array and the size of the

allocated memory. The block erase logic 410, when activated, is constrained by the
erase circilitry 430 to erase the predefined area. The same principle is used to obtain
OTP characteristics. OTP partitioning is defined by the lock-write circuitry 440, which
25  allocates an area of the same memory array once parameters are loaded. The lock write
logic 420 removes the write capability for the area defined in the lock-write circuitry
440 giving the area the same characteristics as OTP memory.
It is to be understood that the embodiments and variations shown and
described herein are merely illustrative of the principles of this invention and that
30  various modifications may be implemented by those skilled in the art without departing

from the scope and spirit of the invention.
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achi.eved by mapping the erase logic using the sane nmenory definitions used
to define the volatile nenory area tor—appti-ecati ons. Before an application
is start HOOHIT ter or  bot i he se nechanismis ERENPWAI2NSyring
that an applicati on when st a”"#,r,i m' rest dual values left over by a
previ ous appl fg@gip-on or the kernel™ | have 15 used the desi gnated
block. Simlarly, the sanme sinple nechanismcan be used to enforce a
wite-lock on the area designated as the code space for the application to
prevent the application {; 10]¢ INVA 4.1 S Cad . calise potential unknown
condi tions ag‘d hence %%@@R‘ﬁg%@*ﬂ?@s‘? g‘ec goct)épgl[s’%gydevi ce. The

appl i cati on. RAM ar ea iaprotessonforexeputingraplurality of dpplichtidns; nt o erase 20
circuitry 430. Typicall he .val ue | oaded into the erase circuitry 430
woul d be tﬁe physi cal %tgedéo&gevﬁ%c%qdi on within the FERAM nenory array and
the size of the all ocaimenoery managemditamit conkining askeast ogs giéteOfor ¥ofiig a

activated, is constrai ned by the rase circuitry 43Q to erase the
pt edefi ned ar @zfmoW?éﬁg‘éWB SHF PHTopY cgav*cg t‘t@%‘ﬂ"‘t”ﬁ°"t§%?%?&° applicationsdo i st cs.
OTP. par ti ti onipgediternsifdd @Rbr vangéouh @by Whid cBrréspbricitigl hemdtd Qadrdi ch 25

al l ocates an area of the sane nenory array once paraneterS are | oaded. The
|l ock wite |ogic 420 renoves the wite capability for the area defined in

the | ock-wpite circuitrye s@gir@_gg%\ggﬁ?,ﬁgcg& le§euit lﬁﬂ@wﬁt@%@ﬁiﬁ%&&ﬂ CS as

OTP menory. It is to be un _ at t eenbowrenfs and variations
shown and de@@npagementiumitcdfihes compiises pycompargior fortdomparirg sakbstpred memoines  of

this inventio aa'i:l?r ' 139?! | ' may be i npl enented by

t hose skill edg?c%&?hoteﬂlar ev%q?ﬁ%ﬁ%ﬂé@par &%‘ﬁﬁép%ir}n&tuﬁg scope and spirit of
the invention. -10 WO 01/29672 PCT/USOQ 41243 : |11 1j11I1LL1 111/1

T2l liii I,claim 1 1 nal e- chi a_proc ing.circult. . .conprising: a
processor for 3’execut i n&hgg‘ﬂggfgpﬁf%%&%ggﬁlﬁlwggfﬁkﬁ I’B’f‘%{“ﬁéﬂﬂ I ce;
and a nmenufy messgegmentuhit firther comprisssiah addenforladding a cintaalraddiess issied By said ori ng a
menory address in said nmepor. evice.to restrict. access qQf each of. said
appl i cati ons ?%’fs@nﬁ”go’é’?g‘iwrhg‘ﬂ aﬁé%?tya‘{dﬁﬁés%ﬁée‘ﬂa’oﬁaéﬁﬂes@% pondi ng
menory addr esappliddion for bathofized gefropdcPestddl @ processing circuit of claim1l,.
wherein said nenory

4. The single-chip data processing circuit of claim 1, wherein said memory

20 management unit causes 2 trap upon detection of an unauthorized memory access.

5. The single-chip data processing circuit of claim 1, wherein said memory
management unit restarts said processor in a secure kernel mode upon detection of an

unauthorized memory access to analyze said unauthorized memory access.

25
6. The single-chip data processing circuit of claim 1, wherein said memory
management unit further comprises a register for storing a base memory address
corresponding to a location where said application begins.

36 7. The single-chip data processing circuit of claim 1, wherein said memory

management unit further comprises a register for storing a memory address

corresponding to a location where said application ends.
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managenent unit further c tor for conparing .said stored.
menory address to an addmmmﬂu d correspondi ng application. 3.
The si ngweoahogrzdat a proce ol reul 8 of claiml, whepermswmaizgisnenory 15
managenent unit further conprises an adder for adding.a virtual address

| ssued by sai,d correspondi applicatiaon to an_.of f set address associ ated
with said coff espondi n °SH§Bﬁgﬁhél§&%Pr°??§?m%&‘f%ﬂfEI@H"ﬁe pidmenory 4. The
si ngl e- chi p dmhageptentC &me ifirthet icomprides &f reglistr for stoYige 2 bave SAbHoryEsilkess 20
managenment unit causes a.tra on detectjon of an unauthorizéd nenory
access. 5. TAY¥SP ”&Qﬁi“f?“%&t‘éﬁﬁ?%&%@ e PEmERYi Tegign begiRg. m 1, wherein said
menory managenent unit restarts said processor in a secure kernel node

upon det ectign of an _unauthorized nenory access to anal yze said
unaut hori Zed®nenory ackesingleschindatarpracessingpiecuitiof plainm { -wherein eaid megiocy r cui t

of claim 1, waighikno Wl NRHDY ComfiRRACE "Rpluct o SUIENST RUIRL | 2050

register for storing a base nenor correspordin

where sai d appreseendingrio plagation wisge #nonfypdatilé memoryaegion elwlsa pr ocessi ng
circuit of claiml1, wherein said nmenory managenent. unit further conprises
a register for storing a nenory address corresponding to a |ocation where
sai d appl i cal®.on ends The sihgletchipl data prodessing ditchit of ¢élbind 1, wherdih bdid Weigdy 29672

LnSP usS . sinal e-chi p _dat rocessing circuit of claimil,
wher ei nc:sggi d%%éé’ﬁ ‘g%tn%ﬁ%ﬁ&gw “f%ﬁ‘?ﬁ&?"‘gf}ﬂﬁ& §e‘§“g%1 mMeIarY taddress o
storing a baswrespomiing taallbeation whese o winidmenorytregion bepast i on where a

non-vol atile nmenory region begins. . 5 9. The single-chip data processing
circuit of claim1l1, wherein said nmenory managenent unit further conprises

a register for. storinghasiigleRhip datPresessing@ichi SPAMH 1) WHeRiRsdi®meinbR" Wher e
a non-volatile menory region ends. 10. The single-chip data processing

circuit of clrapggement, put <L 2 POPPRISSS 3/ regigterdPry §lomingt a ymemoryy atddress

conpri segsa écibonding b4 loationiwhisre Volitife MEHBY Yeddoli@SS COTrresponding to a
| ocation where a vol gti | e menory region begins.” 11. The single-chip data
‘processing circuit of claiml1l, wherein said nenory nmanagenent unit further

corrpr'i ses a [ggister fgesiagleichipla pioaRing Ardhit 66 aim 1, wherein said memory

management unit is time multiplexed for each of said applications.

20 13. A single-chip data processing circuit, comprising:
a processor for executing an application;
a homogeneous memory device; and
a memory management unit for partitioning said homogeneous memory
device to achieve memory characteristics associated with a plurality of memory
25  technologies, including a volatile memory technology.

14, The single-chip data processing circuit of claim 13, wherein said
memory technologies include a read only memory technology with limited
programmability.

15. The single-chip data processing circuit of claim 13, wherein said

memory technologies include a non-volatile memory technblogy.

This Sheet Has Been Replaced
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15 corresponding to a | ocation i menory region ends. 12. The
singl e-chi p data processing ci Jmmmmnﬁm‘mm wherein said nenory

managemenWQii206%s time nul ti pl éxedl for reash ©f sai d apPGEEMHRE 20 13. A
single-chip data processing circuit, conprising: a processor for executing

an applicationg, a hommmmwﬁ%&&vap&iﬁoﬁ Y13 RARASIERRL uni t

for partitioning said honbgeneous ne Ice to achi evé nenory

char act eri st i dREIREY Fegnagement\upih inclydes, binck tepaseflogie rto raghiepss volatilenmemoriyes,
including a vQhahé &ﬁ%rmry technol ogy. 14. The single-chip data processing
circuit of claim13, erein said nenory technologies include a read only
menory technology with limted programmability. 30 15. The single-chip

data processi circui tmaf cliai g 1 i n i nor vy, .t echnol ogi.es

i nclude a nonrl\%bl atile Tr#é):rr%lii lg'tcg%h%& g&?g&‘b&g’ﬁﬁ. %%tml—ﬂ@‘eﬁé‘b g%epl aced
1111111111111 mentdry rthacagenkent unlitl indBiddy 26kAvritd 1érdsk1 Jogid1ub | achib¥e Iherhdry 111111)
L WS PCT/US0Q{ 41243 ..16...The. si ngl e-chi.p data processing circuit of claim
13, wherein sé:f’ﬁ“%?fgﬂﬁsrvg}%ﬂﬁ%e"ﬁ%mﬂ%ﬁyi ncl udes bl ock erase logic to
achieve volatile nmenory characteristics. 5 17. The single-chip data
processing cirguit of c]ai 3, wherein said mory management unit

i ncl udes | ock-18r i te grdéé“em& ifhr fesfrigking @9@5%&5‘9’3‘.‘%@5# peRlicatipngyi t h
limted progr ametatig dolasinglSchip ddtPproadsin@Eirclit Tophilihd'he 86pEHS Of a plurality
of installed applicatigns 10 executing on a single-chip data processing
circuit, conprising thddestifying the memenydemends of each ofisaidnpplicstionsnds of each of
sai d applications; storgdea Xd:ﬁgﬂr val A | ke ster to
restrict access_of Qagh o_% sal d app |cav1?l?f§r?ggt]%ﬁtafeg‘r$%ﬁkedt ermc{lag:gésgrgﬁory
range boundede¥h ehistid nplicatiops el  Predetamrineds abmory ranged bauldedd dt sdid/i ng a
sof tware faul gordspoting nbitidly SifdkdsQAndl  €NPLS tO access a

15 identifying a software fault if said application attempts to access a
memory address tocation outside of said predetermined memory range.

19. The method of claim 18, further comprising the step of comparing said
stored memory address to an address issued by said application.

20. The method of claim 18, further comprising the step of adding a virtual
address issued by said application to an offset address associated with said application
for authorized memory accesses.

25 21 The method of claim 18, further comprising the step of restartiung said
processor in a secure kernel mode upon detection of an unauthorized memory access to
analyze said unauthorized memory access.

22. ~ The method of claim 18, further comprising the step of storing a base
30  memory address corresponding to a location where said application begins.

23, The method of claim 18, further comprising the step of storing a memory
address corresponding to a location where said application ends.
-
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nmenory address | ocation outsi-de—ef—sai-d—predetern ned nenory range- 19. The
nmet hod of claim 18, further 1! ep of corrp%rl said stored
merory 4QPKEPE% o an address”“m mll "I'Imn[appl i cati o CT260WH#8rhe net hod
of claim 18, further conprisingche stepsof* adding a virtual address

I ssued by said application to an offset address associated with said
application or aut hori zed rrem)ry accesses. 25 21. The nethod of claim 18,

further cor‘rp?‘{ si ng Themsthod foc%lﬁrmmmgﬁh@é@?ﬁrmmaa baseur e
kernel node gmeg cBRepb Zidds lyze

sai d unaut hori ze rrerm%f accenscgiig ’52823 g,I"trallgﬁﬁrnet hod of cl g‘?‘fmee%%mbﬁlu%i

conpri si ng t Prgins¢ ep of storing a base 30 nenory address corresponding to a
| ocati on ghere said application begins. 23. The nmethod of claim 18, further
conpri sing the step of storing a menor address corresponding to a )
| ocati on whe?® sai dTkgwethedof elpim: bl further gomprising]the Bepsof Moring aHneméiyen Rep |

pCT) béb&iiéﬁs“ét wSH g 50 Delich b d ol b L e

step of storing a base nenory address corresponding to a | ocation where a

non-vol ati | MOI Yol € d of m 18, further
conpri si ng &e step g'gﬁlgﬁ oﬁgcgaémngﬁgpéheré:aaapgggg F?grf’&rﬂ 3 Basg

| ocat i onllwmgnana'yraddressmbﬁupbﬁdu@wmrlmnagwmelvdl%hleiﬁemo‘fhﬁ: givatbegfs. of claim
18, further conprising the step of storing a base 10 nenory address
‘corresponding to a |location where a volatile nenory region begins. 27. The
met hod - of cl2#.m 18, Tlidméth&l of clailat 18;ifinthel bomprishiy the stepQfistiing a'TRERGrY

address correspondi n 8’8& Iocatj on _where a vol atil e menmory region ends. 15
28. A net hoo“ﬁ%ﬁ AR flosation e Roolakie faeRery Tegion @dst o achi eve

het er ogeneous menory characteristics for various regions of the nmenory

devi ce, corg:)rl Si ng t he st(-i_ps of :
or partitioning a homogeneous memory device to achieve

heterogeneous memory characteristics for various reglons of the memory device,
comprising the steps of:
partitioning said homogeneous memory device to achieve memory
characteristics associated with a plurality of memory technologies, including a volatile
20 memory technology; and -
enforcing memory characteristics for a heterogeneous memory type
corresppnding to each of said partitions.

29, The method of claim 28, wherein said memory technologies include a read
25  only memory technology with limited programmability.

30. The method of claim 28, wherein said memory fechnologies include a non-

volatile memory technology.
30 31 The method of claim 28, further comprising the step of erasing a partition of

said homogeneous memory device to achieve volatile memory characteristics.

-
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partiti oning said honmpgeneous nenory device to achieve menory
characterwtl cs _associated with a plurality of nmenory technol ogi es,

i ncl udi ng DU 1e  20. menory technol ogy; and enforci r?(fr gﬂ?‘“
characteristics for a heterogeneous nenory type corresponding to each of

said partitiors 29. TheenéRsd\6rkisin 2, Trthe? SomPMEzSHhE sp df pREVERting write
Im

t echnol ogi es |nclude g read 25 only npenory technol ogy

progr ammabi | i 9PETAEERS R e 2 PRRIGAN of0 cachiens 2slemn'er@mct§astx¢s miwithr \limited

t echnol ogi es |Mﬁga@h@pn- vol atile menory technol ogy. 30 31. The nethod
of claim 28, further conprising the step of erasing a partition of said
honogeneous nenory device to achieve volatile nenory characteristics. -14-
This Sheet gHas Been Replaced 11111 LEEEErer tilttbblr 1l i.ci W8112%72
PCTI USCQO 41243 32. The nethod of claim 28, further conprising the step of
preventing wite operations in a partition to achieve nmenory

characteristics with I|mt$ fhdstY.- S |
l ;, ” wepaced lasi Il -15
M 5 s
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