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CONTENT PROTECTI ON Tl CKET SYSTEM AND METHOD BACKGROUND
Technical Field The present invention relates
w@eovsnedeley to the field of comruni cations, andPCTICA2005/000277
particular to protecting content on nobile wreless
comuni cations devices. Description of the Related Art
Vany GSHYTENJePROIECTHIN HEGER SYSTEYbAND NEETHOD
consi dered "sensitive," such as the contents of e-mai
nmessages, nanmes and e-nmil addresses of contacts, the
BACKGROUNDI| ocati ons of neetings, etc. As a result,

exi sting nmethods may be_used io, @r otect the user's

sensitive data when thel K ina "locked" state

by ’Pﬁeof)#eg%tt il Sntfat ﬁldft& gghe?zﬂg VOOE AER 8F tOm lca 1ons and in
e usér's

user’s system ata is conple
partutarytp pedeatingreonfeat asmobie dérelesecommmuockeahs dev1ces

appl i cations on the device nr}?t have access to the
data when the deV|gﬁgﬁgmﬁgéigﬁl—@%$é;¥§se if there
COLN/IQnyahd%ﬂ¥ deb %8s Q@ntgﬁ\t &’at:!t hat REoUS 86 confiliéRd 3‘¥§ﬂsﬁme ” such as

I's not encrypted, the device cannot be truly
the demnetd czfefcmadlr;xessagm,kmiﬂes il sneflf albsdréssed 9f fartaads the ltimes and

lications on the devi t he oi.n ,
oo B of st €8 AEatih S tog i doty Eikado Brt te wsers
sendMitd dae WHRRABE deGicel B 4 Clodk&eSEatt B9 storét! fhis &R4 in an encrypted
exanple, if an application is in the process of
fbﬂé@ﬁﬂwn@ekﬁfﬂﬁﬁwﬂﬁﬁlsenS|t|ve data, it will not be able
to n t h
P S BUE 3 NSRRI AR MBI s, o

apphiatiohe oaplel &@ﬁdeoennﬁonah\ebemabby to shmdetauvhmmuieddda&mls locked.
to take the "l ock state" of the device into

Othergyiss, diethare comldweny darcehandait Hythanesr siilp syplemdhptgs not encrypted,
the 8&”%9%%1@ Qb a%%e%ﬂgd §‘é(:ﬂ1%gy alogl?e\ﬁ" -ce | ock can be

a timeout, or nmanually
by THie effs@iviely Waﬂphcanmr(dﬁmeaiemdehotd&@ tvhaicthiepgse doing

provi ded herein, s{.ens and thod are
w eﬁr%@ ldSYlﬁE] eRlered sl 0@% ‘éesr%?’t I gay & il RSl gﬁgeéjugn%?%too?ccgss their
datasy}scgre&‘a gk, FELD gﬂ)hc@@&plﬂﬁ tﬁ@g{dCEﬁt SAdrtRE 81%ist OF sensitive data, it

perform n action that requires access to sensitive
willdatt de abtaetoa;mphnu@wﬂthrthasmmhg @pemtivn mkbthb demicerisignlocked. This

cou -Ciggrzgset g dat xH@ 06 Iﬂ%{; piig% E@éé]igccf%g I&a%z)} Itsﬁ{;g rl]to\lzvggldthgge to take
the SRR OOt be l’hee&@'i%l BitP boidRithRdwass dsiahRiMg®hen any operation
include a ticket being requested in order to receive

coulddtekssplacpanthsincesa devack lopk carebelinitiated attanyi titkefe.g.sby a timeout, or
manuaﬁ bv‘ﬁ% Jsggm t he device

SUMMARY

In accordance with the teachings provided herein, systems and methods are
provided for providing access to sensitive data. As an example of a system and method,
when an application needs to perform an action that requires access to sensitive data, the
application acquires a “ticket” in order to access the data. So long as the application holds

the ticket, it will be given access to sensitive data.
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and is used to access the data stored on the device.
Anot her exanple could involve issuing a ticket to a
WO 2@aaedcdé responsive to a request to access SPCHCARONE000277
data and to a | ock status associated with the devi ce.
Requestors having issued tickets are tracked using a
i chethersgxamplopla meghadsand; systeayaz iegludes? tipket being requested in
ord%etgSrEée'lyeeac@@gsatordeﬁaoﬁgﬁe'ggot% tfli;g d@91%§e§\shaget ?sf rel%eltvle§ Erom the device

stors ca to rel ease any

andtis odedtts ataespthe piataastored onfthd deskdeng t he deVI ce. The
dev ce receives notice of release of each issued
thepneranile, ceuld Inyelkver isguing @ teket dQ foFrgugEoR gesponsive to a

reqﬁe@?t%' AbE O t'nfeeda?éf argﬁls Z@l%es : hu%%ggbcia%&f’\?gh il CkKhce Reé]uestors

wherein the ocklng evi ce from execut
haveng m;slmdl tockietsoare undck ed mbmgdaa\mlckc& data wiok®C KadessAisotelgelated to the
ot ecti on yste

exa e could |nvolve ac e
Senﬁﬂ%\’ﬁ%a FSERIHY SOrRASFEROP t@E@c f’é%&?@owaa Gdequssted to release
any A58 HRREts 1E%eﬁaﬁ’§tli‘drpgf Ud&trfguﬁlte' cfé‘@z?tear ehé Qgﬁlbggégegvets%otlce of

receive a device lock request for placing t evi ce
release of cadt lseubdstickeandThek et logk ithresdevinst resposisio ée ntcablieg notice of

e eSS PR ThERk B R0t 555 Leine an

appB&#idh uhMPthd Aedics sQifstken. t he device. The ticketing
instructions are configured to provide a ticket to the

r ecAiedhesr cxranide eopdth inhdveer Oph@ntjemt@ethns Syﬁ@neha\angl locking

er_a device uest
insef 555 ARERBEIY el 0BT or nEs LRI heHipht fregrasiaured to
recelte at dﬁkﬁ Ildtﬁ rdpibstUESri PIAGInG! BeC@Vidcd i d Iddkeh Odtske! N icketing
request responsive to deternlnln% that the device is
instjugusexgputablg byithedqviraprpeassran g soplbgiied ixisreize a regugst for a

tickdt© lfh%stﬁggtdc Gt %@d td Q&%Es {nditiee giamg&ea Bﬁ tl?e \}écee I”f’\’he ticketing

unl ocke be apprecrate
instisySéresnzre avodfigetei ad 3)raV1de @afbeket eo diie ragdedibrchdsed I’l@)oh Nwhether the

vari cts. Acco ngly, ramnn s and
devigedg QCB‘# aw? géie f‘&’rophwé%tl“?{\?\? QFWQC? googereﬂw fRfelhe glevice has been
recei\Jeh%é‘tﬁ@ﬁdc\é%&gﬂs%%ﬁ? aRd tleﬁétmrgQEétfdcﬁBhél &re c@ﬁeﬁgﬁed fo hold the
DESCRI PTI ON o]

I'S an overvi
requast reszompive te sletrnmingag ithon they dt\em lsnlomkncbbr a devicellesksrequest has

d d FIG .2.is a C
R e BT S A R B g
' nQilsuddlﬂgbén-ﬂpbfdéla?edn%@o&ﬂé&o@ad sj?@t'érhé Ring Hﬁﬁio'dg are capable of
conmuni cati on devi ces. GS. and 4 are bl ock

moddﬂi@gpasm d@mt@t IeﬁlgectmeArce@tuirmly,dhe dﬁra\amgegsd tdescription set forth
hart. illustrating

sensi t nte

belofFAE K be ool ST tkliftivs e o MR icttvncs. | o
sensitive content stored on a devi ce.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an overview of an example communication system in which a wireless

communication device may be used.

FIG. 2 is a block diagram of a further example communication system including
multiple networks and multiple mobile communication devices.

FIGS. 3 and 4 are block diagrams depicting the regulation of access to sensitive

content.
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FIG 6 is a flowhart illustrating an operationa
scenario involving a requester of sensitive content.
WO-L@5/106676 a bl ock di agram of an exanpl e nobi | BCHEX2M®&/000277
DETAI LED DESCRI PTION OF THE DRAWNGS FIG 1 is an
overvi ew of an exanpl e communi cation systemin which a
wi r Bl@s% l%érﬂm\rﬁheﬁgﬁuﬁﬁraaégxiaae)mmbél werafio Qraegklatingdccess to
I3 il ap iate that there may be hundreds
Sengglvggg?tgﬁisﬁyeb85%‘%81:%%‘5, but the system shown in FIG
1 hEIGs6 deadlosichat elldshetiopen ape@tofd sthtirienaosiothg a requester of
nessage processing systens and net hods described in
sengjye GPERint appl i cati on. There may al so be many

TeSRRYS ASHIRASAN AShRLERLE m IR Gl e system

shown in I'I'T'ustrative purposes only, and
shows perhaps the nost preval ent |Internet e-nai

envi ronnent where secur i tﬁ/ is not generally used. FIG
DETAILED DESCRIEITON £ ,u§4ﬂﬁiﬁﬂﬂﬁﬂ§§ernet 20, a
NESPRYC) REA EVervie®t &M 49xa61%1¥"i 5&5&%@? ' whi i
wireless in raest ruct urne 90, aCWI re ecggeﬁgﬁ%rpﬁﬁl% c%r?dwmless
congmumipaticn donerumay bt ussdl. dewé sldllddh tharartewitbapprecatdeliat there may

st e 0,. .. for exanple, be connecte o.an | S
be BFE et B 6850 e SR TTOR LGy | GRS REmonstrat the
opeSAtfone BT Wk RASHRA REGAS prode®GRS @Fstéht Nind ReGRAPAR¥eribed in the
possi bly connected to a | ocal area network (LAN), and

pregenh ARG ication. o Thére mayt alsonlet magy message nensietseandtrociptemts. The simple

I nternet .2 hr, au | arge ASP (appl,i catjon service
sys{sb ShAEH I 2 o8 Her i Bas, Pitee Rty B, SRS Ry the most
prevdleritiiftefdet eMhdil erdRPhRGhEWBerk BeduritR oY EERABLSIeWN 1N

FIG_1 may instead be connected to a wde area network

( WARIG. dt HietvstanagrmaH sendar di0n e, Ingarpei 0y A neessege server system 40, a
: n e .G lohshed. thr.o .
wir SRR 3o R AEERRP 0 AV Hi g 405 nd & bt
comrhenic®isalpeicedi00er 40 nay be i npl enented, for exanple,
on network conmputer within the firewall of

corpBrat? ender syt K mayi fﬂr r?X_aWplesbe (‘}Pm@ﬂfdg%% Kb f(Internet
Sertib€ #rbxkiﬁerg %dwﬁﬁcgms? Ser! Qietﬁﬂég%’.gteﬁtlgrﬁagcﬁl %‘gcré)}lﬁf, rmééted within a

exchange over t nt er net t hough o
compasgayissiylysgonhectad o glocalrmmea nareaik @ AAN)asd agmestedve the Internet

system 40, bil e_device 100 configured.for . .
20, Pg%%il\??ﬁfig t%ﬁ’&qg@%ﬁt Bg;ﬁ“g 3 Frae AN i FPRICRION 5 Yigs pipvigker) such

as A89% GhE (M AD). afhRE SPINBY i@ﬂl&%ﬁﬁp@%&ﬁé ¥ifzk the systems shown
Perhaps the two npst commpn nessage Servers are

in Fifict osgfinsteadcearopaéted toameridectressnddemiknOy AN) otfnelsan the Internet,
rqducts..are often used in.conjunction with ]nterne

T FRilc P En iR b T EEY B EeRg | hiopgbodsierel-conected

arrah BdBETE N dHoegarpoaents are not shown in FIG 1, as

t ef{ do not directly play a role in the secure
he message server 40 may be implemented, for example, on a network computer

within the firewall of a corporation, a computer within an ISP or ASP system or the like,
and acts as the main interface for e-mail exchange over the Internet 20. Although other
messaging systems might not require a message server system 40, a mobile device 100
configured for receiving and possibly sending e-mail will normally be associated with an
account on a message server. Perhaps the two most common message servers are

™

Microsoft Exchange ™ and Lotus Domino™. These products are often used in

conjunction with Internet mail routers that route and deliver mail. These intermediate

3
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nmessage processing described bel ow. Message servers

such as server 40 typically extend beyond just e-nail
waendithg7and recei ving; they al so include dynaP@T/CA2005/000277

dat abase storage engi nes that have predefined database

formats for data |ike calendars, to-do lists, task.
cormposlmtﬁ age mat showrd iIdE&Gnianasatliegrdo ffcbtedithleI M8y agalewathe secure

5 and infra rovi de a bet wee he
mesRRECPEr s et ot MYBERRS AT EOLRUCHAS SHVPERRggpicaly extend
beybhd @t teL mail WeBdifR At RESVIMGS thcd)eals®ShclhdK 8YYariet dRdbase storage

for locating a grven user and tracks the user as the

ey
engrrt@amal@ bavieprdefinedtdalabeseoformais ferrdeta like erlerglagre td-do thh@ntask lists,
q ﬁ‘lred t the nobi | e device 100 via wrel ess
M & \E{ %pl cally at a radio frequency (RF),
f r orhcawlialess gétax/ayms lafid irtTRasiM16tEHERBp eIty Knkd Btwieen tieInternet
nobi | e devi ce 100. The particular network 105 may be
20 gnd wirsleps netiiprinil P&l dds wiselogsrirfrassaictuip |9@tﬂ%§§%agetbe megpt likely
I YR
net\gﬁr(l)c\;egé? :lj@;]cqgﬁ% Vﬁf%}l Qsemg Stxgi > die U FIC at {h%g rgﬁﬁ?e%eé%scc%unmes or
netbyrkb.hd raessagd 1531%111@11%&&1 tb dtb&h&bileidﬁwmoevlw Wwitele8s transmission,
Internet 20, This nessage 15 is nornmally fully in

t he
typigplbpat %Wdl%&%lep%mx &om a Bamt%1%n|th¢wgﬁkeﬁ%network 105 to the
0]
molIABAE 14E! Mo peliceie oA RREIGS, BRSO it P REP Sircless network
ovet aichonesaigesindyie amhing&émmganoﬂiih@sc&nﬂnanhmmuwlw e

al | Il kno to those skilled in the art
ﬁ%’é&%% Ved ¢ampased faey gleeS%a@F\}érlstsmaWdthese -mail sender

10, TG sbiheWhefesh 112 1RtefR? 289 RE&agdPS s K(SH’H’M?Iy fully in the clear
nmessagi hg systens support a so- called "pul 1" méssage

andausse staditpierteSimye r Mian Tmsmwmwcdb\(%@“ﬂ)oalﬁﬁ:&ﬁ headers and

uest . t hat ness or by .t .
MR TRt el S s B e e 56 e i 5mnas of the mail
mesRigY I TR s RIChAdhERE bl WellutioRe Fth e GRS S AL, \Mnh&ﬁlessage 15

are addressed using a specific e-nmai| address
arryes s dheamessagp tsw'@lhgo mbis rorgielly storadon a messpgpsidrer Maept known
ib {. h
mesSR0E SRARs PRSI a08ceaily UL LSS Rl B O, TESRRNRE mobite

devive M08ty s¢@biSthanstad andwoiges Gepit@tdedby td nessage server to the
uter whi ch bel ongs to the user of a nobile device

mobmg{)earce 108di Somre vigteprapYHe foredepaticrauyiag of sughomessages which
are ?ﬁﬁégsgd gﬁ}ﬂ? %%P[ééiﬁc %Smﬁﬁ‘ Qé’dr@srs o%‘fa%&’ ﬁvqjth tﬁ?%rbgle %\%\?’10? fl 00. Ina
t he C e

specl ani'sm contro forwarding o
prefered agbsditrent describéd inefuctbwi dmalllﬂélowt hesymgesatiizested thft message

possi bly a transl ted or reformatted version therfe
seTvieE acseHRt asgoditfed Withet RSt syire WAGh 52 barRe Cojupiee g office computer

wh1&l§‘faé1@ﬁ t‘é%é’ h@erg&d Ebi#d8svice $60 hRSe@e AN RER! theWesbdbe server
e

W rel ess network ese connections cou
40 tbr(iteagolaleedbvi‘c@rl\mcasshdy agerakiviidt wor k (I SDN), Frane

Rel a nnect ions usi.ng the rot ocol _used
ééar ess of tl?e spectlflic mechanis controlﬂng tf‘le f(Prwar g of messages to

the mobile device 100, the message 15, or possibly a translated or reformatted version
thereof, is sent to the wireless gateway 85. The wireless infrastructure 90 includes a series
of connections to wireless network 105. These connections could be Integrated Services
Digital Network (ISDN), Frame Relay or T1 connections using the TCP/IP protocol used

»

throughout the Internet. As used herein, the term “wireless network” is intended to

include three different types of networks, those being (1) data-centric wireless networks,

4
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t hroughout the Internet. As used herein, the term
"Wreless network" is intended to include three
waledosaoené types of networks, those being (1) PCT/CA2005/000277
data-centric wirel ess networks, (2) voice-centric
wirel ess networks and (3) dual -node networks that can
2 yoppmentrbowhel@sﬂ oetvanics aizd 3)cdualimmdeandtensksother catheupport both
.sane si cal ba e statigon Conbi ned, dual node .
voiciaiiih i SoREPHHEALOBRC Vel heriame PR REHORS SEagrecofembined dual-
mo&a Vit Rs Mihdd! utAGeesst lnftbdtoNel)Weols . Divésion h@uu le Access
G oupe Special Mbile or the d obal” System for Ip

(CDdd nnetwerks.of thesMoupadpepial Siohsleapr p@c@@baka%{swm for Mobile
S
Corpipigi s SRR A SR Rt Bk ke Shfiss CQRRS) networks, and 3

futu@ ttRird-abRsati @ (S&phetwdevollikt i Maﬁd:‘elaGE)ataafwesUmrvgkﬁ)al Evolution
Mbbi | e Tel ecommuni cati ons Systens (UMIS). Sone ol d

(EDeGd%)npnMJr@flera%lt Mabalat Felecomemugieatians cPysiems HEIMTS). “Some older

el LR A AR T
DatimAClM ER AW W%rl@o 'ERafiptat bO blcﬁy StotgscenBESHanehaiols include

li ke GSM and TDVA systens. 2 is_a block diagram
PerspmabCompupicatiex §M§5Pfés é&ﬁﬁmw%rkﬁ ke SpMemdi THAMdusxstpms.

mul I t 1,684 I :
devﬁIct:}gszelsTf'gm{( %HH%H'E_% gl Hliéarl S Sl.F])E)St an &Hﬂgﬁa}f}aﬁsi %&Frgrmdudmg
multiplet ixgwbiks. andl myh;ﬂphannobﬂd: comoluncteton davises. s ot aystdf, ofaFIG. 2 is
redi rect.i on progr 45, a nohile i ce cradle 6
s S BN 0 2t S R RTCVAS & G S¥ers 3053 rediection
pro@dfli 43, AnAbbit Jcﬁjl@eséa&l@%‘ﬁoﬁ kvirklds Q«nﬁlawhwteln%tvmzl(wm router 75,

conmuni cati on devices 100. As descri bed above in
an aglditjamat wiirstessvnttwdek G.10 land Rh@tiple meplrl@semnmnmtlon gevicewl100.  As

desihingd AHBVE 15 CBOLPHPTs YIRH shd eSS G g icw of a sample

netW@ketdpolBry. DerlaRilsh edhet ShddBENGHKSadta Yidt@sdiBA ystems and methods
di fferent topol ogies, the network of FIG 2 is useful

desqribed hgeain mandierapphied tumesvarks éxaémﬁamn}’r@&pre@é tdpetpgies, the network
of I*S[Yy?g t% rlﬁ gﬁe%ll ﬁ'}n %gde%taﬁi {1% a@e&\fgmaty?% rﬁ? (ﬁﬁcggg gsystem mentioned

cor pora
briefli/AB6vd. AN, but may instead be a horre office conputer
or sone other private s;istem where mai | msssages ar
1

beiThy rERLRRFE 8Ysten 30 Wilk fypicaldy pe eyeorperatsooifise ok ether LAN, but
%Q@ﬁ? §fl{)1¥1@ % co N s8fe %ﬁ{ﬁe gﬁngQ légﬁ&ﬁ‘%ﬁe@é Hlahq{:fessages
a the maln

i'Tewa system th cts a
are bexhgrefxahahgéd)r Wi’thmhmsthcsysyseam 30 iexhd megage-smjelr 481 trimning on
the I nternet 20. t he temof FIG th .
SOME SRS | "i‘}ﬂub rﬂé@ ﬁ@ﬁwailsO%fi?s@PétsSﬁ@a}a F%tchsotse iy interface for
Cc | 0
the HhER LA, SR Qb IR 2oC DR ST ERCSE FIG. 2, the
redisdvtion mmgrams45da1ad»iﬁst1hé1r®amn quiata menagorheneseagd to a mobile

server. 40, for ease entation, there
congaipictieal <erD’ A Rbbh Be et pinghe Laigahaup aesie on
the E%erﬁﬂbﬁlﬁgtdsofhepﬂé%a%@ &PvéaN8D 1B ease of presentation, there is no

requirement that it must reside on the message server. The redirection program 45 and the

message server 40 are designed to co-operate and interact to allow the pushing of
information to mobile devices 100. In this installation, the redirection program 45 takes
confidential and non-confidential corporate information for a specific user and redirects it

out through the corporate firewall to mobile devices 100. A more detailed description of

5
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nmessage server 40 are designed to co-operate and

interact to allow the pushing of information to nobile
walewsaes7d00. In this installation, the redirepCT/0A2005/000277

program 45 takes confidential and non-confidenti al

corporate information for a specific user and

the reddneptéan sofiwarpdt mas b fndtie theorquomenly assigaedDnited States Patent
62 (R4 Bt BRpt R ea P S LA TS Bl on rom

A HFt&S Sgsied ThiA Mbbﬂbal)ﬂs (BﬁhirﬁﬁlhczﬁxoﬁlBexﬁ%H(avidgeA ﬁ'%ed Electronic
ent"), entitled "System and Method . for Pushin

Adqf?ﬂsﬁvr%étlﬁ%‘ﬁ ke B aasisica ofdps inskantrapplicriien P Apa¥l 47, 2001, which is
here%%&ﬂtédogt Lﬁ@se‘ﬁiﬁgft);ﬂg:a&rﬁgg Iy #:g Ct"[rh‘?@h&sthatﬁ%hmque may

e assignee of thel
use applireleas ifdenddy eﬂmdmg,lchmﬁeﬁﬂqn afd ehcriyptidreteehyique to deliver all

i ncor porate to th sent. ap Ilcat on by.
infopBR G L CBOTilF deyigeHbudesfin R ERY [retha seirigy dagwall to include
eaclf hbﬁﬁé’hé’w@@ﬁﬂﬂés@&mat@&’ etﬁéh&‘i‘ ”gs'ﬂéin gpcryption
technique to deliver all infornation to a nobile
d ev%&:mowlnhusF lef2 Ghenevnzi}ybmamndtangattvh@aﬁmcfur gcttgmg information to
evice 100 _assoc.

i ncl ud d .
the Gpobie frics: St "Gy iEoa 0 ek AT HRI IO e DGy 100 i
throhgh H%BM &Lﬂgﬁ&t&%o Vigirad H&/lé@éra&@@s' 'T%d ﬂEt‘%H@éﬂc@ Ro b8 useful for
t he | e device 10 One net hod for | oading

bull imf@'mapn ondya efterheerfastiietl @t uvetwhzethro@f 4 mobHe dggise 400 with the

ort designated , de cradl e, 65. This
host 3biegt T Shaaoripuie 3aeBulr B Rk ROy TG it R upAked for dae
exclthke s Paffips-BRdsiab wikdlédsHetvwaks Wdafveathmhfdrﬁladsm @8 shown in
100 with the host system 30 or a _conputer 35 within

FIGt Re tbgsstnébh B acopmeplisherd threngh anstitelngs PN guetiter e X (oanigeough a
traditﬁ)]pglvﬁ{t %ksctlﬂ%' 4 towh rvﬁ{‘ E?@ gﬂ%wré‘ss aﬁcf) % %lfélgs%rmhgsetructure

or rra
90, Mdmbd:cslﬂﬁd/et f‘i]i‘lm.kgincq)t\mf rae\k/ﬁ,SISssWRNrrOuteE 17545 new in the wireless
t hrough. a tr itional Internet connection. 95t

indugjry ends inpfigsetial 288 PR gonpeghiore cawld ‘P%feﬁtéélﬂﬁlﬁét‘ﬁﬁ‘éﬂgothmugh a
specific AERREL Haﬂi«oﬂpw@to IRROARREARL 160, anpbIARR o [mg a wireless

router /5 1s newin W|re ess In ry an
VPN hattera7 VPN @in mcnulyobemmﬁadaﬂde and cablditehesdd dvheadhdz yew Internet

ProtgERi i VEgHoh PHEP V0T B Iy P e GE g 3 VeI ise & A protocol
will rp?é’kh@é er?o\?tﬁﬂap a@dte¥sel BF@idaYe RERNRYAS k@@\lfe%/ %%11@@€er 100 and

be used when the new I nternet Protocol Ver si on
thus(th#k¢6} pessitile tespushtinforRaterstec mobidd dedcaEi0wtrdoy . tiffhi 4 pnnc1pa1

t il | j h add t d
v e e brelsbt Sy e SRV ARt T8 e RCh SR vew
combbnd®S §hB! B WOulRURS tdiuRe r@tsbﬁcﬁatkowﬁfem'gla@ 2V85 endiOireless
at any tinme. A principal advantage of using t

infragirnetiuees 80 \WoNper uﬂ@ﬂerA7 PNscanmgetiont weuldl prefrsaldy be a Transmission

Con fi;}éli%c}cg? EF(;}E)IZ [gseg];?nent %&§§%} (&%ﬁ?@ﬁg cgnr?c—t:ct{o%qo delever the

mesbdyts airbdtliCloUne rr%ﬂ% QAebRe U0 If AwiRNsS VPGS |1§3ﬁotVWéi1§ble then a
preferably be a Transm ssion Control Protocol (TCP)/IP

llnk&rS tostbe Imgmel 28 s Hreomesictonryppyonechien mechamsm tayailable and has
been &ésc?ﬁ%d ab%ge

In the automatic redirection system of FIG. 2, a composed e-mail message 15
leaving the e-mail sender 10 arrives at the message server 40 and is redirected by the

redirection program 45 to the mobile device 100. As this redirection takes place the

6



{

10

15

20

25

30

nmessages directly to the nobile device 100. If a
wireless VPN 75 is not available then a link 95 to the
WO niosnoste 20 i s the nbst common connecti on nMeckER{CA05/000277
avai |l abl e and has been descri bed above. In the
automatic redirection systemof FIG 2, a conposed
mesgagm]ﬂ ispesperjepetsay mdmawg at & apd mgioksiblyrmdeprictaryamonipression and

ve redi rected
encfpiibp ABFLARG Py i s Plithed Joh el REsttkoaS " aln this way,
messides beRfdi re@Con Bt hatiRSIdN ROV HB FBa g6 uddthia if they were read on
re-envel oped, as indicated at 80, and a possibly
a deskigpr Werkatajion shelr as 37 avitham eheeficeralt | HH ratrsg@geﬁteﬁnhzmad between
the re&irecl?gngprg ag‘be%géﬁdpgféegrn'bog)ll @ﬁge\}rrfcg Slﬁgepcfé%ar%béy 1%6 t%us message
repa’(an%lﬁ§ Sechaipuee Arddtivrighalt dfaliiswritd chealdpois @ Esiatdi [he addressmg
wor kstation such as 35 within the firewall. All
infomaten e thexarmm) apessrge rxeepttthe sender’s apd itraspygr asddrsss. This

allo?/g %gél&:ra?%%@{ etodr%\c{éﬁ: ﬁle %g) rﬁafte,e BQQ n¥1t1¢1‘? ! tdhéll§o TRow89fe “from”

echni out er
ﬁeldam/xelﬂeaehé mobile Umrmcﬁslrtop bdadrasi;d ﬂﬁn‘g thg usasrf soes el addres$ from the
t.he orig ssage except the sender's and the
motyils dFYigs %aa Pes de TReaved IRFRE2EE ] PR sy giongh the message

orighfz $ Qh ﬁ’&?@%blﬁf@sﬁ%&@?&tﬁ&%arﬁﬂ@ n?db?lg d%HcQVl@Ot he

ront dtor ect mobi | e user's
addwi absrefetdslm badkhte the port §0 etndu'rddlaa@lﬁ cmctﬂwqmot the mobile device

| e device 10Q.allows the rec nessa t
100 TR o on il AR uncadyABtabes oF FthUE edyin data exchange of
largblsl%mss destkingRe S¥ale@NMn3the! aztmsafr &@@{Mtchgltmﬁuslsean@seypms) and
. Wth reference back to the ort 50 and cradle 6

syneimmé@itqw itheymps) qonunerpdith exclenpekou@Chistlinksis dsraonelt lin@mnatxon

th of ant a es fo n
Mgl TS (TR, AHER LRSER e tor BT e FF bt TEndi T Be taree
in qﬁﬁntﬁﬁ r’tﬁﬂﬁﬁﬁn fatgiel 8ld R§GtStARtge KIBPASIth a0 @et loaded onto the mobile
synchroni zation, the nost comon data exchanged over

devncm190|wfr¢ke itcapdegtspd pn (i medathinsaush tole mayt algppaypsed for other
pur;g)@ésa 1&%&@@%@&%%&?@%&@5 chlilf’y I(%)L‘?tll nsh%g tal% :}%18% or PGP

e in quant|
spe(ﬁﬁﬂ pnvas kay, |the @enifﬁmé\((}éltt)'loﬂ the gsdr ahd) daddCaifioate m&vocatlon Lists
e device ere it can be used on the roa

(CRirﬁ) '§0 S rhieaqnwatenk%mpraﬁega@% gxchangreds sy that s deﬁbﬁoso?éeénd mobile
devicB Cl'OUng?& ér%a(%gr EdPbhd Hethod SO ral:ée)émh@éll]ﬁa& StehCert and

as an specific private key;
CRIGeartinbimalle eJ(cﬂiange)d oxfer tsheh aidiek bacalist Itimyrreﬁmsdzntfal laggeeamount of

the (180 i O AR o et s St B o Sthek publin ey security

metfl§34i ce 100 share one personality and one nethod for
accessing all nail. The Cert and CRLs are nornally
exdian Qeiﬂusnm«:s sueppraath fir togdatinse atdesy ta eprsdendata When an

o35 207 SPeds PTG A GEHar B P EoR & Vet dga 205, the
appliEtBA2B0 requires a “ticket” 210 (e.g., token, etc.) to guarantee it access to the data
205. The application 200 requests ticket 210 from the mobile device, such as through the
device’s operating system 215. If the device 100 is in an unlocked state, the operating
system 215 will return a ticket 210 to the application 200. If the device is in a locked
state, the operating system 215 will block the application 200 from running further until
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FIG 3 illustrates an approach for regul ating access

to sensitive data. When an application 200 needs to
w@enknedr@n action that requires access to SenBCT/CX2005/000277

data 205, the application 200 requires a "ticket" 210

é .g., token, etc.) to guarantee it access to the data

the geyice Fh@laghpd. %athlqihpozmot mald trtumna? tickek @10 tor thefappligatien 200 and
I ch as through the device's operating

auo&RP (ﬁmgﬁﬁéﬁﬁ?lﬁﬁe device 100 is in an unl ocked state

t heSoopmgazts thg mpiilbﬁngl@O holds theticket 210, iic kx&Il liél@lvém access to
application, 200. the device is in a

sen%tﬂ\fﬁ data gR> Epet laftﬂilwegmue%ﬁ grptthgideyicg |bséq><ckteﬂethe apphcatlon 200
w1ll|‘%§ﬂ dfrllx?eatfokl‘ga& %Q&S%ooﬂh rd'd%:ﬁr?@ thnfn}I fttrPl]‘éEsreg 'I't:sJ 'rtlrclzkgteztlgevAﬁé? the ticket
2102140 bt:cm tebhesa]) hloweadr] te @&02%’1@111&])& macéessible, aothiouphiéhe device is

. ru S Ion pl.icatjion 200 holds.the
in alp e s oFor S 18 QY B0 T PO 408 areauest a
tick&CPL0 Eéﬁ%nthb fopElt&ﬁng' g §terﬁ eqYesid oﬁ&aﬁ hhd) hedEMicE Q 1®8he application
'ocked, the application 200 w continue to have
200a0t bs Sissuzed that dawlivl bl admplcte tthed msg opergtion, gk ethich point it
S been.rele

can glgisg o e i 1 SGRq Rt eedlils BPERGE WREH RIoERETH e pointa

whiélethe @Bplication 280 h&fikeed a HcRELS:10 MMt SXAMIAR: is hExtaihlocked.
application 200 needs to sort its data, it can request

a tAcketingyothe rsmtemrdép@tﬁérlaﬁher@(am efk 181 3, allenis applieations 200

to céltglg{} estéxte{qaﬁg{msc%g%ma% 1916[ € gré)lcg s og per ﬁgﬁlglgégqo 210\&? them to notify
the OftR4taig SRtendl 1 MHatthep Bt fihish&ibtheit th@c&fsﬁkotthﬁ thé ais@’atmg system
210. Subsequent sorting operations will be blocked at

215 cperedisbht saytthatihe wser B devigpis ‘degkedn Yoon padudisationgias been given
I v
thatifééé%%ceﬁlé Q?/ ,bQ?ré]Eé losc§1/<§ et[rlh%d g%;eagk)ﬁ%d?l%ﬁg @Ll%)c(%ﬁ%fsted t]p release their
tickéts @103 Ahl appdicatpgyl 2e@tamrsntZde tbohaddnik eickett k) antili afies it has
they are in the process erforn1ng@§%nd to all ow

of
Comﬁ’if-’éfiﬂ 11§ ASEPHYE (HeSHpl L ﬁlaﬁg (&pot €9 t RgforpHRg & &geryption

opexfahGﬁﬁﬂz%ijwﬁ e Seﬂ&ﬁ{,@&gaso that the operating system
215 can refiably say that the user's device is

"| dokshdvn WG, énthle ngeing systdhiag S0 eean kgawteaclqthmugh lagicket data

storb gt G whizhsielian 450 BPedess Ay and Pk BBEeosEer B tevice o be
trulPRRkéCaitiI AN AR SHHCERHsI260nttRe 8Sick ARS8 rélbﬁs}éﬁttlcﬁétg 265. Once

until after it has conpleted its accessi
theystavsialli besn deleasefethg. opexa@ng Isystesd %@m@nehabgy sey that no application

260 3R GhE KRR PR Stgess Rerebirading by S be s SRk (SRhe er
that licdddvidells stafelpIddkedket data store 255 of which
applications 260 have tickets 265 and will not

cordipdieptianse26fearp deeette awntertmkytﬂ gy erpdimgmt Howgyer, afsystem may
be %ogﬁﬁlgtp gl élg'iha&q.ﬁglzciag 8138 %é@ gcog.‘? c?(ege\\l/p rreé‘:cel ‘%% oélﬁcatlon that

een released

the @v@dedt téhtsyintedodbél @, rel i ably say that no
application 260 on the device has access to sensitive

datlezygemarmad sagthedsetiesiened hierrin awtrresestadnanlydyrway of example
and are not meant to limit the scope of the invention. Other variations of the systems and

methods described above will be apparent to those skilled in the art and as such are

considered to be within the scope of the invention. For example, the systems and methods
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that the device is securely |ocked. Applications 260
are free to acquire tickets at any tine. However, a
waymsamenay be configured such that applicati oPcT/280005/000277
acquire tickets upon receiving notification that the
device is to enter into a | ocked state. The systens
descaipgd nher ¢1o dvaylibscissd ewith ananyndidfesen rapseational enengrigss snely as the

ant to limt the scope of the
OPQBLeg%fg%I eﬂ@%ﬂdgEﬂétggns of the systems and nmethods
deguGl sedtpalao e opblatioh? sagHaabepkich Begin® e selsidgoedAt Bep 282, a
the art and as such are considered to be within the

requsgidp éeC@fveti Heomn aveaneston. Tiroreqesshinsiieatestthat thy Equpgorayiguld like to
ed h !
acce%?%?n LA ogléeél?a% oc%g?nﬂ%gé;]%é\r/%) %gﬁ's%ggec n&&t?‘%ﬂ%e the contents of e-

maiD PedsedgeNAAMEL @A d-Malleqidedseds of cbhi@otsS thd-kithesSand locations of
depi cts an operational scenari o which begi ns at. st ep

meeiggs, apong fagiy 28hers.o The pguestor; cgn bg @é.ap%ca%% fesiding on fhe device,

T I [ Ief

sucl] ST fopler 8 <AEA BRNCU I ER AR Nk B3 ST N loge.
abdn stepsi8ds ntticket is dssuedito thaneduestohén cxapdesetts thd re&llllaétlto access
nmessages, nmes .and mai | addresses, of contacts,

Sensy i Y COIGA: ﬁl?a?‘?‘??%nagﬁesn@étrﬁﬂﬁ or é‘?n?ﬁﬁmhﬁﬁ%?s%f% é"r‘k‘“t”’e content

stor%—f'ﬁ), 4 QQ\H@éH s@&@ Be Qﬁk@tp&h'lféaitsétféﬁ bryetﬁb %'eﬁge QodeBr when the

evi ce, suc as, for exanple, an e-mail application
device (@SN mgod®d6$a$e t Howaves; whet theedeyinges ldaked,ttbp d@Bdg processor

1.S. 1 SSU u in response to the
can hiffife e FER R e DR b e B ket " The o1 cket
enaty #owinhe st SHR! ddvReQRERINE tREEES Tef1ate QOSdsE ity the sensitive
content stored in a device data store. The ticket can
contpet. | I8 ibig wratmabéwn@@o,pa@@é%gorth%@mtmecqrémtclé tegulated by
contf&gi}% 8ccets§{:0kt§e sensatlve cokpe\f\{? Ehe ch e& %//fcg % éc%ssor then may

evi ce DFOCGSSOF can

requi@(PiRSdssidntdfl the fﬂﬁk&epﬁcﬁ&oleﬁlalbllﬁﬂgoméh toAﬂleSdéﬁéﬁlﬁvd: Bostt@Pfor the
286, the device uses the ticket to regulate access to

fequleﬁf@r sensitive content. In this operational scenario,

CO%??%P%S%II Jﬁ‘ﬁ a%glrﬁ?é % 'tl&?ﬁ% ?@Q&c%%a{lbéw{tEQH% gﬁ&%&% %cenano shown

I Ng access e sensitive con
in Fitaté ’Eﬁm;&ratihndbsdeﬁmq)hsegm etep 286N Aratepr29Qua reguestor requests a

session of the ticket |or bI|n access to
tlck?thf%r FERESIE IESIHNE hopitenby %éeﬁcegsisqgeve € TEgRRSir gpay be an

appl‘fc%ﬂoﬁ‘cﬁféhrai‘? fort d:akifple, 120 &G ra‘ﬁgfi&ﬁloﬂ" &&ruéshﬁ% access to a message

operational’ scenario shown in oper at | onal
storsatem drei dathstgienslt ahowlt dp n28A. thatt the reqme@92r adicketgeredd be implicit

re uests a thket for aGCessli SenS|tlve content. As
Withfo g S AT 10 SR B EEE By be. an aual | oati on

SUGH sRP 291 0the G @IRICE reRiVeS aMRkEt. DR HigRt isoébn'f%ﬁféﬁstb'eﬁgble the

access to a nessage stored on the data store.
requs$touvithitbe abiligyl ta hedess brusitieqwestent gored an thceievmul As pleown in
steplig%l, \i5e }equestor is configured to use the ticket to obtain access to the sensitive
content. For example, when access to sensitive content is desired, the requestor would
provide the ticket to a device processor, the device processor would examine the ticket,
and determine whether the requestor possessed a valid ticket for accessing sensitive
information from the data store. For example, sensitive information could be encrypted,

such that the device processor provides access to the sensitive content upon determining

that the requestor possesses a valid ticket. The operational scenario ends at step 298. It
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within a request for access to sensitive informtion.
In step 294, the requestor receives a ticket. The
w0 p@Rabe67e configured to enabl e the request or BET/ALINE000277
ability to access sensitive content stored on the
device. As shown in step 296, the requestor is
shoeldnbé gndastopd thatestepre and theordes afbthai siep-sscue;ﬂm pwcessing of this

nsitive co Fo
opeBHRgH e Rrog tih et e SHhsE REReeTie HOPR ABEEBER niydi qney be altered
modifi&Y hittort fignienfddaindisAllackievd 48 deéiRdass®me. t he device
processor woul d exam ne the ticket, and determ ne

vxhe‘txswrotw@xa@qt?esfttbe “pdﬁssscggg efithe syatemg anfl greshodsgisclosed herein,
the iyg essg@%rp%t‘ﬁgi Iﬁ\l%llgy Se Iurs%c qﬁtma%? frfé)rent ﬁ%ga @ér? afcl’& alHee g such as a

|ve|n ormna on co eencr ypte

wirdlesshmbbitd céipubRYiie @vices®omn fr PIG.0RS ik esferdnte tH&FIG. 7, the
sensitive content upon determ ning that, the requestor
mobilss devisesl 08 {rapi dualinaqdss mopHe dfweaf%na@u%%ﬁater'rnaﬁcelver 311, a

mlcgo% d&:tegstor%%g az% p t§ Cgl pcﬁaﬁ’lﬁdﬁ@ﬁl%@g@ﬁh%n ?Blegécess memory

e or In the pro ssmgo

(RAM)S 326, omAlbr S’ﬂ‘&ﬁﬁ aarulxﬁmrf anydmfoﬁtpmh €1/OY hdevicps G28saisegal port 330, a
ltered, nodified

fl ows descri bed her ei n)
keyberd 3B2aagReHicEd4na rgm'ﬁ%%%ﬁ? v SROTETRgE | Yikgfess communications
sub$ §t&9'§§0a§§1 &H&Ic{é%fce li&n9843 he wi de scope of the

stens nmet hods |sc osed herein, the systens and
net"lﬁmdsanmgavd&e?’ lusmdludes h recemer dllﬂf ertnanstmld:tonﬁ U4 ,eargerauasl 316 and

devi ces, ch as . Ss ,nD e, Co nicatio
313564 66 rianeupe oo 5L i T Sl eBay gorresr (OSR320. The
ante'ﬁﬁ?é b devhee Q0 b'esan@enﬂh' %le‘n'i@ﬁ@geof@ Bid1€ple ¥t 3Rbnna, and are
I ncl udes a transcei ver 1, a mcroprocessor 338, a

Pfefdtabb* emba@Rizd antemngsol Hpm@rnmmtemzandmﬁu@dﬁ dasevbegd herein are
in 1y gy YerHieb o spara e dynapt fufiitash e PR cBnunication

devRespeaker 334, a m crophone 336, a short-range
wi rel ess conmuni cati ons sub-system 340, and ot her
deviheemebibe w@p@ 03 2prefmably roa e Biay eqongnynictig defdes having

vom%légm%ccﬂtx %r icaBioh" %ﬂl{léﬁelr Tﬁ&sd"fo%?%’ @Sth%]rgoﬁ'ﬂ]éj dFVlCG 100

one or nore oca oscillators
mays t@imunieatzCess & voIoShetBaR, sidheasatyeofalse 3ddog rd (Bglaal cellular
be antenna el enments of a pultipl e el ement antenna,

netvggrls. e PRSP SPINUBHFEIYNGE a4ittanmiyerk. HohRYeiFe apg data nietworks
are ?Iéép?%t@@?n #14. ‘V"Bg'?ﬂéj §orgﬁ§1 [t 8119, Afsd Hoib® ai’l‘@Ylata networks

ricted to partlcu ar type of antenna, or even
maywbé edeparateC commuhication meteork < @sing Tdepanated lﬂfzasﬁwtume sildﬁ) as base

pr ef er abl t wo- way nmmuni cat i on devi.ce havin .
statigg, cRetHRE: @aREO NS ot S 1@5}53& iegEed HRie Spgje wireless
netwotgnpl e, the nobile device 100 nmay communi cate over a

vol ce network, such as any of the anal og or digital
celThelteansoeitandil k $5 used do neymahisetecatintringtyak 8y and includes the

recelver%lgethe transmltuer 3‘@' g 0%2 %r %%rg lorg:% oscrilll(a%ors 313 and the DSP 320.
The DSP 320 is used to send and receive signals to and from the transceivers 316 and 318,
and also provides control information to the receiver 312 and the transmitter 314. If the
voice and data communications occur at a single frequency, or closely-spaced sets of
frequencies, then a single local oscillator 313 may be used in conjunction with the receiver
312 and the transmitter 314. Alternatively, if different frequencies are utilized for voice

communications versus data communications for example, then a plurality of local
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are depicted in FIG 7 by the communication tower 319.
These voi ce and data networks may be separate
wW@E vsamict@t i on net wor ks usi ng separat e i nfrastPCCARE®S/000277
such as base stations, network controllers, etc., or
they may be |ntegrated into a single wireless netvvork
oscn‘lamrs Basgaribeeused tolgensrates e plurelityooffragusaciss wottesponding to the

319 d [ u the rec
voidk; gty crersS ol oaoppaliet e Rish ancliks | folf oraicsy ppd data
informdtibh8s BRI R ated8 altPRodPtheitfanbcedebr 301 S84l liAk Getween the DSP
receive signals to and fromthe transceivers 316 and
32033119 th%lmlcrgprggeq@@rcﬁ/ﬁ??des control infor rratl on to the
1 t 314 e
dat &t :f’edz ggst 478 HE, ?lbecgr%} %g]tvgxg § Ll iy qujlgnCLy Ba(?nd 23 g‘lponent

seleetion, qmvvesna@&deta stwillde ddpeaden Gipes thd b@ﬂm&nﬁ:hﬁ@i aetwork 319 in
| ocal oscillator 313 may be used in_conjunction wt

whigh dhe gobilg dlevige J 098 qqugdqdr tonensrate.oforzexemple, a mobile rcllevwe 100
1nteﬁ‘!iécf3{orb%te¥e}f§ lry a N'oI'th q’irﬁérﬁ:raﬁ %arfcét E{Sluﬂf? a Hafisdd] xJeL‘ b%f“ gem gned to

VOoI'Ce conmuni cati ons versus nicati
opefa¢ withady! & a vty f p'bwe&iom’(murﬁéatioﬁ()&lt\o&d{s,l shﬁhcalsshéB Mbobitex or

can be used to generate a plur of frequencies
Datewpewgﬂa. PBW‘%PE@%W&Y a Pt FOMA, $43MA, PCS, etc,

whefr@e{soﬁ HRIbER el 160 ROhWES Rt ntgb @nﬁ?%]ed@&rﬁigured to operate

ormation, Is conmuni cated to a rom t
with thenSRRS veta cd@nmbduni¢cagioa netwikk hed weeGiSMVhei&SEBR0nizatdon network.

Otney et 6 bt S5T 5% B OF PORDBAE HANRE Ao be uilized

wﬁl?&h?o%ﬁlb%@vm@%‘@r | evel, etc., will be dependent upon
t he communication network 319 in which the nobile

devﬁ)wndm@ upsnithg Emd od netovash er a@‘wyoer%ﬁmp@s rgquirements for
Ll e devi 100 {ntende arale

the RRRBY e GsR SHe R ol e et P Eecins doSuR" s dud parac™

datd Ret@BEs2rRbIME UBvidetyare redst¥i@tiodt e BEWORk @€ing a unique identification
conmuni cation networks, such as the Mbitex or DataTAC

numhshiassoctirdawih et mekile slevieet WOPRRS daiPsetwpriss howprs, network
accéj ﬁs as%«%at’ed \Mi&lr eﬁisosghl{g) B# h&r%?é' OGOII%%%V ?tﬁ'@ﬁgs ?%ﬁce typically
use I'n Europ

be contigure 0 operate

reqRS dlﬂisanbﬁﬁ‘mﬂlﬁutyahbdlﬂe mﬁﬂlMi'r),kwamﬁ ﬂ:shéqlﬁﬁ‘ﬂbﬂ inooler to operate a
conmuni cati on _net wor K. her pes of data and voi ¢

mobyer dyises On BoPRRS ey aiike L&ﬁ%l ‘Prn‘{‘fé’glﬁ%’f"%( CRPRAURICaoTh ginctions (if
anyf{/n'pg'b% %gefg%)&ebwzthgﬁ’ﬁhé gll\‘?[‘?%'vﬁg gﬁ%%@ié%%lﬂ%%‘ﬁ@l% to carry

net wor e access
out Ay futicivas msvd’mng tchmmmiiatiensl evercthe 1ath mewoed 310, wdthar. than any

For ex inth I\/b‘i ex(t and Dat aTAC(tm) data
legqué(trﬁﬂﬂlép pi?ﬁ'é‘iop% SHE‘WSC gé n%‘tﬁy £AHI8Y on the network

USi Qe gﬁrédj %@Hd‘rk Cﬁgisﬁﬁtl&y RencA2E0E %’o@é‘ilu‘fést Rave been

each nobi e evi c data networks, however, _
compédtedyr the ancleiss deﬂcas@a cinay éhie wend and se@xger ichmmupkcatisersignals,
inch%ing bm%}? Ivlol(%:edaend gfﬁa signa sR§vgretY1|e Cneetvtvgrﬁ!s (‘ﬁbl gignals received by the
antenna 316 from the communication network 319 are routed to the receiver 312, which
provides for signal amplification, frequency down conversion, filtering, channel selection,
etc., and may also provide analog to digital conversion. Analog to digital conversion of the
received signal allows more complex communication functions, such as digital

demodulation and decoding to be performed using the DSP 320. In a similar manner,

signals to be transmitted to the network 319 are processed, including modulation and
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requires a subscriber identity nmodule ("SI M), which

is required in order to operate a nobile device on a
w@RRS1@rewr k. Local or non-networ k communi cat PORCA2005/000277

functions (if any) nmay be operable, w thout the SIM

device, but a nobile device will be unable to carry
encaxing, oy examplej bythe ESBI&ZDragdcmrmmi praviidgdwgo dwe&ranshétter 314 for
di g%x a networ k 319i er t han an g lt rLegui f d
igif) o0 ANYRE , CUNYER Oé‘s ‘Eiﬂt‘fncyer’r@r §§ﬂ S%zl RRITH g’APP‘é’P iggfipn an

tranbiBfisioh &6 tHE:QIo‘ﬁQﬁLKméaﬁﬁinSIef\ﬁérkgw @ia @6 khiéahd 918.procedur es
have been conpl eted, the nobile device 100 l}é t he )
serla addigion ée piogessingrthe APEAMNSALI &) garaalg the RSP Fe0radsotseyides for
voice and data_ s r igr i g

nanf T B0l PSR SBHEE S R B st Bundeq Bl e in the

receiv@h 302 land 1196 eatniifet Hd ey bdeddpeivelyventrdiled thh‘dsugmfhutomatlc gain
provi des for signal anplification, frequency

conigeinalepmthars, mplpmentphdn thh DSReB2G o/ Qther %%PSC@F%f Corawé algorithms
coufFHs Goﬁtgf f}nall%méé& iRhal 58 t39%‘?'ﬁ gideto %@Ycﬁrnﬁbﬁ‘%rkopﬁﬁﬁéa‘?&i control

conver'sion recei v
of theranscaing 3. communi catl on functions, such as digital
denodul ati on and d cod to be perf.orned

DSH- l'ggzzglcrqmo%psgqrrﬁﬁ e piangg g copigols éﬁl ngergp %peration of
r 0]
the fnn gﬁ% g}%&@ dod }\/f : ? (t)ﬁfeg\@g%cx%é?oc@&%rdo&‘}ﬁﬁ?&%ﬁtrollebrs c?%ld be used

ng nodu ndencodi ng, for exanple,
hereDSP, 4@onativelyaacsingie DIPr 320 dadd tbe usheé t¢ camg witt ther fuBdtions of the

mictaBTRASFOF GAE. 1Y R TR CaEaH, BT IE dsaeLdstppd voics

comnfurlidohd rﬂ?@]?éﬁ ShleanhARENRELDE R 220113 thd@ar0ti®8N?l 13 tiher, high-
I'n addition rocessing the communication signals,

level hemmSRicaAoN aprEapersy s@é@sfao«mqer@nmmv:émn@@nmaﬂon 324A, and 2

dataexgrﬁﬁwb?thor}]teﬁ?’ﬁg%&o&eﬁz{ﬁ glfg%le S t%m (r%grrhmoglnm\lufl?ﬁleq%ﬂory 324 for

exed®@pn 18, GRaRidr¥RbyessonBIN| IFRE ekhnpleg heausiosmbingngidation module
control algorithnms inplenmented in the DSP 320, O her

324 Armmspeividera bightlel vasrgicriapmepesale & Hpagniband receive voice calls

6 . . . .
RO e o B R PSR 0 B s v
network 130pr @imslany, tB3dapr@henabtatiomanadids 32418 neonproeids at ligh-level

overal |l operation of the nobile device 100. Mny
userofigr{ace ReEbEs &ar sendingindr kseeigo or Sk g sy metsaess, fles

orgéﬁ?zre? infbmadd, %Bﬁttb?\:teh%ssa SieRY] GerPol 320me8Ht debRe 100 and a

used to carry out t |ons of the m croprocessor
pluram& oflotwr ldetaelevcesmiathemdtworksf3ufict i ons, incl uding at

t h?li{gdg?c%%g%%ﬁpvro eql%c? i ggil;tg %ﬁgg@@% egccgglibfs?&rtﬁpe‘lf such as the
dlspTHa/gj'ﬂZeﬂ%' R AR 116 xPiar PrgJu't/GﬁttphpﬁfO) s%@%t@& 8/ YeCRrial port

mmuhi cati on appl i cation 4A, "and a
330¢ dherukeybatidord3appihe c spdaker 3348 ﬂtaynbfe‘oglmmed%n théreshort-range

B T T N R N N R —
342conmmuni cati on nodul e

Some of the subsystems shown in FIG. 7 perform communication-related
functions, whereas other subsystems may provide “resident” or on-device functions.
Notably, some subsystems, such as the keyboard 332 and the display 322 may be used for

both communication-related functions, such as entering a text message for transmission
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324A may provide a high-level user interface operable
to transmt and receive voice calls between the nobile
waelewsae61®0 and a plurality of other voice or PUECARWMAR0277
devices via the network 319. Simlarly, the data
conmuni cati on nodul e 324B may provide a high-1evel
oveus dataicntmmliramioopret\Mkeaxfdodevé;@mrd:Bid@tdhdctioms such aga calculator or

ata, su s e- nessages, files, organizer
taSk'qﬁf 8??1‘3‘?512133 ¥ C'i"é@?t messages, etc., between the
rm@ﬂe@atﬁ%véy%nﬂs%@tvﬁwus%d@g‘%ﬁé‘hhérﬁpr%t:es@&h@% Q%&éferabl stored ina

devices Vi a the networks he m cr opr ocessor
persistes stcnrt: @uceb:: as; new-volatiiereemdey 34 Elqbws\tcel:&fde nsamryaﬁ% may be

he th M 326, th
imp Reaplts & “EEVRTRNY SIpoR oL B Yatjerypcked-up RAM.
In a:aaﬁ}ont i!@)etﬂéeéﬁb‘x?ﬁ[r@ Sdtem, t\hﬁlcﬁmﬁﬁfs RB3AlevEingundtisisoph ﬂ{meoblle

6, the short-range communi cations subsystem 340 and

dewam,%l@x tlhe motevplaide Mmebwyy Bedinedes nanlumplitieat spfiase) medules 324A-
4 f th
324@ tﬁ-ﬂ% Gan, aet ‘%)xeﬁﬁﬁ,eglbgt{gg%férﬁg océi‘é%}“@ n%l/og thg f]?e%ﬁ; .tyﬁ)n}ncludmg a

1 ons, reas 0]

voice WosislBEdiofByo@iOBR 4L, 4 H@t&lddﬁﬂﬁum@hoﬁﬂn@tﬁm BMB and a plurality
functions. Notably, sone subsystens, such as

of ofhsy lspaietionsd mmegides ?r?é*hbfcgmagymgzzlt ﬁe@lu@é%%fe@fhﬁroﬁmbf&% These

mo ?M' g)?etc{l@:ﬁ %\? t?é %c{#p&teksgp%?) gS Hed ?&Vl&é]taeflfﬁﬂqeéﬁl interface
ext “nmessag SSi onover &ta cormu tion

betwehwbiider aﬁdil dhedﬁmbﬂedeese d@m ’Iﬂmmmlterﬁms tgpicdilyamchides a graphical

cal cul ataor, or task |ist her PDAt e functions.
COmPRRTTR AP %@élareﬂg% b display &?éd apg, ap HEpi: QRIS CORQEGY provided
| t gt
thmégﬁg the® g@lﬁ%g ﬁng n%,o?ss 1&3@&& LES g;s;e’a\ggrlsgﬁllaéﬁ nlggrcg?@&e %, The
openaayg tnysuenpl apneﬁbedhvufeo ap}d)cattpthse or agodulds, arghpa-rsm'he;eof may be

SRRt Bl E5eB8 S0 RRSEIRAD, B RSILLEN Wcover

recefxléﬁcédrﬂﬂﬁn@ﬁtl&d"'@ gﬂ'ﬁlb'rh@y AR B teddpbradilfestBRa - toVRAM 1328, before
menory 324 includes a plurality of software nodul es

perr@ezwAtly Saiting tham anfilsesysieat licalgdly at presistent Bpiecwel 88 the Flash
3 %gnd/ or the DSP 320), including a voice
i cation nodul e 324A, a data communi cati on nodul e

324451 exbieb] &y Rbpkédtioh Yndfuld3 TN thap@g bk ¢evdkd BRGUthe obile device
324N for carrying out a plurality, of other functions.

100 Th aspersanal fermaztionesanages (PHY) epRlication pprading SPA fupctionality,
suc agg c%f X%]Idg C%Jtﬂghjgﬁﬁ&l.llﬁl gﬁcf ?}% #Cfe éﬁ%t ?@g :}ggﬁi#i %r24ﬁnﬂmay also

1nteiaa6t3 lvvllﬂﬂle&leavcgééilﬁgﬂnﬁﬁﬂnlo@tﬁﬁm@m&mﬂe BE@NI fde dndrlagmggphonbecalls, voice

I sp ay 322, and an input/out put conponent prOV|de

mailshelsugRd ey AlgRimteEel withdhg slata qosypwiFaionapodulp doymanaging e-

maiPtnm| ?ngatgﬂr&raﬂﬁm BBCrantHfissRRE @k%&tﬁ%@ﬁ %mof the functionality
speci | evi ce applications or part

of thehwrienéomurayiciort moghde 824 A yant dladdda cmhmumcabbmmokiele 324B may

store, .such as RA 26 for faster operation. Moreover,
be integrated into the PfM mcMu?e. P

The non-volatile memory 324 preferably also provides a file system to facilitate
storage of PIM data items on the device. The PIM application preferably includes the
ability to send and receive data items, either by itself, or in conjunction with the voice and
data communication modules 324A, 324B, via the wireless networks 319. The PIM data
items are preferably seamlessly integrated, synchronized and updated, via the wireless

networks 319, with a corresponding set of data items stored or associated with a host
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recei ved communi cation signals may al so be tenporarily
stored to RAM 326, before permanently witing themto
wa@2doshes63/st em | ocated in a persistent store sSPCIICA%005/000277
the Flash nenory 324. An exenplary application nodul e
324N that may be | oaded onto the nobile device 100 is
compuisersyginml thanelyr arcating anmirzgyed sysem) fosslata emp gasociated with a
art& VI di N9 PDA functionality, such as cal endar events,
P b‘%{l} Rthents, and task items. This nodul e 324N may

al STorkdXit dbets epleberiting a¥ WasEpHaAMYpaEcdatd ﬁﬁtal’m:dtsl gs 3 As fully
for managi ng phone calls, voice mails, etc.

deccedeé&atanltt@m@fe mefﬁablwétqy@é an Esnrahil %é‘i‘ﬁl‘éﬁnl%ﬂm @olpa?é and non-

| a
AR LSRN ) RS 0L s g on

volatile trieorPi3es, fb@mmmpteawmn stmﬁigﬁ mt&%é\mtblatmmmoat such that
comuni cation npdul e 324B may be inte ra({)ed into

the mfopmagan ieremaysd Ate WSMArY FROMaRSily1s $Baeh r HP¥EYD) §i°rage of this
1nfogjllﬁ‘f argfnoffkq@&l\@ﬁé Bﬁ aﬁ’%ﬁére\mlﬁtﬁ & 'nlohtp%fs?sté{t%'icﬁ'g &s Bleferred, in

ta rtems on t evi ce application
ordepnefeasmbliyat ithe infoesationds abised frymt memerbdwhmml theemebile device 100

data it ei t her | f | ti |
losep REWgb1 dBISAHEYS 20 eﬁ Nizes e ﬁﬂ?@@gn 15 4R g@vzv%fagecoded or
partfé'llg deB éﬁ' 1rn?3r?r§1§ioﬂ %%%%11‘1%1&9 metidey Chi} fahank tn?d'fﬁleadeﬁlce 100,

ferably seam essl'y integrated, synchronized and
eaqadmleed via the wirel ess networks 319, with a

Cpr—[:pe;%ﬁg@% ggwggilé) f%]ggt grma?q@yZ%g)aﬁrgg%ﬁi ﬁsﬁgm 1"i‘os(te system by

placiflg {HRr @ity EI(EM bR intdAhe érh@RB whsHosdupled tth¥istRalaport 330 of the
particul ar user. Context obj ects representing at | east

momlarctelvw p0de dhfd eeznaél a0 of taeapmpuies syetbm qrglerigel yIhgesegalepprt 330

s 60 UG 30 BB, U7 oPBB B v

appiRANbB 26 toswiifhlba’tf thhﬁﬁhpp)i&,aﬂi@yrrioﬂﬁlwad4N€foﬁhﬁ;t£1dtwm The wired
non vol atile nmenmory 324, for exanple, when stora
dowjpad nagh Mmazrhe yse 49 i1Qad 3n @rr%mtlonslﬁﬁdwrtt% dhe deidce, W ich is a more

secdr fn%t Iy E)?Ch'éﬁ eéilmf f fPdti P Utk ﬁfet Wireie%s n§twork 3109.
(b LEAREERE e B TRRRNGE

ore wever, I's information in
hlteffﬂcbds%ﬁoﬂ)ler mm@tlhhanmadapatmsama}n the poowvipet s tﬂeemd)blbt d;ﬁva:e 100, in

is prefer order to _ensure tha
addign B 95 SR He RBTS) PRHEHOr D FoBmPE> BAINE BOROTI Byide an
1nteﬂgé@6 a shll&1PE oD e?e%nbﬂ%ﬂiﬂﬁ%r' zed party fr om

al ni ng any decoded or partially decoded
i nfAolditeariab appiicatiemmwidudps 324dnmay be Hoqﬂeﬂrqmm theemabits Hevice 100

oGS0 SR GRS 5 90y Rl por
330! ﬁgoggir’ :tlg@ s%gqutrhr%eaeomm&{cfaﬁ% chRdhiem 40,CBr GRYRLESany other
su1table subsystem 342, and installed by a user in the non-volatile memory 324 or RAM
326. Such flexibility in application installation increases the functionality of the mobile
device 100 and may provide enhanced on-device functions, communication-related
functions, or both. For example, secure communication applications may enable electronic
commerce functions and other such financial transactions to be performed using the
mobile device 100.

When the mobile device 100 is operating in a data communication mode, a

received signal, such as a text message or a web page download, is processed by the
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nobi |l e device 100 to the serial port of a conputer
system or device. The serial port 330 nay al so be used
wa eoosnedsie a user to set preferences through aPCT/CA2005/000277
external device or software application, or to
downl oad ot her application nodul es 324N for
traruscmvcalmqiul@all @ind prowideddo dioswmiicrapropessor 3&&; “ﬂmh,lpefbrabiy further

oo SR RSB S 50 A st ot

the URPRIMBDI 8] atbRati NGy, Wol 2l XHiae 1/ PakicklRs. Imh@%fo@mue device
for other wired downl oad pat hs may be provided in the

IOOnmbylaéSOdemnwelw lﬁemsad@ﬁht foA- mzt; oressages, erthgother keyboard 332,

whlg ru? ﬁlfeéfr]géllé/ & %mgf:gr %prxg} eric gg%rgplolgr %t\llfq tﬂe %%ﬂeY style,
althe @EFPutherF styRd diftcbapddte arpmbxh&ﬂérlwlﬁby&@éi‘db e8ch3&Ne @Y WAEDVORAK
| oaded onto the nobile device 100 thrgw%h t he networ ks

stylg D@y alpg bfa ghedanUsendnpytaioythe mobilg Is durthasrepbgred with a

plutIanﬁrrmtegd 16 d8ples %e mq’gl%gh msr ?El?lﬁg a tﬁﬁ]rggwhﬁ% e1F1pu’c device, a

nIC ns SuUpsSys roug

touchiphd, adodraele@u@ssmtohm &4Bckean@bm gwitelh, lead ”Dhe e@njReed tita s input
non-vol atile menory 324 or RAM 326. Such flexibilit

by fhe awmesatth@h be nigdngmitied gMer Hier eerawynicaigon networks 319 via the

trangééﬂw%rnﬂgﬁ .of the nobile device 100 and may provide
enhanced on-devi ce functi ons, comuni cati on-rel at ed

f un®hetiss mobilbatehice AA0 isxcmrpdtmg ipeT woEe comuoumicaionomode, the

ovelgiiprstaon S Db P HOTSR - SHANRBEL SO & B dabi PR cept that
recét‘@édn&gﬁﬁ@ a[f@b;brleferéiﬁw&eo&@)% Y88 dpbseroiyd ﬁn@%l&e signals for

i'S operating in a data communi cati on node,
transletseloue dres ggmaated sbic ha aslcaomem ¥h6s shljernativea vml@ pagadio /O
oad rocessed iver

d ul 3 11
sub sy S sce DORE RS e BT SER AR ShaTREH 6% itptémented on

the ﬁfo@ﬁ@ ey 10@!rAtﬁ1@dugﬂrm&aS&eﬁ1dtdﬂﬁgﬁ;ﬁwtpwﬂs Hie@itablyiaBcomplished
rrultlgxe stages as descri bed above, for eventual
pringasly Oﬂlﬁhtth@ sppaksr Ap43de displayapdZmpyt plyelbe, used ignprovide an

indiﬁ%{§na4ﬁﬁy 1(!64188/(10 a dccat?hr?’%z?artﬁ@tﬁés(ﬁfrﬁt?gn 5@?%1@? Qgﬁ}’ 'o? %th]epgome call

relatedi infprinbgork E‘Fbloara@hp'i&&he whitroprdcssspr 83&riakby; uﬁctﬁkﬁﬂwithttﬁe voice
al phanuneri c keyboard laid out in the QAERTY stafl e,
COMMYHGAGR BoBle and/|ths eperatig systemappftNpgndnsxx detect the caller

1dedﬁ?1¥gt‘?&{]§§orﬁféﬁgn 8P artt {H‘éﬁﬁlﬂ%‘gﬁb %V dstﬁéﬂi%lol??%f d tgmﬂg’}? 322.

Input tot evi ce
enhasicetirangt homnmlnwaabms gubefsten K40 1sa11go ihti@detbin the mobile device

may J ncl ude a thunbwheel input device,

100; o i, Saeryoimy A0 G5y GICNE £ Ao, detiCk did: Sptruated Sircuits and
com%ghérﬁ? 01 %tsﬁort 6T PAR RN RS Gh Io8IR shilPM a BYuctdd®h™S@bdule or
be transmtted over the conmunication
an myﬂonksiuﬁa_lg“on/ ezariple, ta arends fer campdwhieatBnl withWismlatljrenabled
systgnlg%ﬁi S{i/q!egﬁ ooglsiélﬁege{naﬁxlena%t Iwrhl aap\égecm?e that “Bluetooth™” and
“802.11” refer to sets of specifications, available from the Institute of Electrical and
Electronics Engineers, relating to wireless personal area networks and wireless local area

networks, respectively.
The systems’ and methods’ data may be stored in one or more data stores. The

data stores can be of many different types of storage devices and programming constructs,

such as RAM, ROM, Flash memory, programming data structures, programming
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15

overal | operation of the nobile device is
substantially simlar to the data node, except that
WO e@eilwests si gnal s are preferably be out put to PEECA2005/000277
speaker 334 and voice signals for transm ssi“oi aré ™"~
generated by a m crophone 336. Alternative voice or
varzabitispetc/ Gt subatyd thatslatassuciotuass desonbe ormatssiagase in organizing and

r.ecqr.di.ng subsyste may al so be,i npl enent ed t he.
storif, A 1n otFasss GBOETAME HBEIGRNy 81 ST IR G eadaRismedia for use by
a cOHp et plograps.ef erably acconplished primarily through

the speaker 334, the display 322 may al so be used to

pr oVheleyshems @t Bwthiodp mesty Rengroyided ontmarf digfesent tyneg of computer-
rt t he ration of VoI l. | r_o [
rea@%l? %}eélraa{néglldlm% %o?nn%u??rosﬁqra o(rr‘heegﬁa rlrsp se ?e.%.hgﬁ)@ﬁo\lw, cﬁgkette, RAM,
flashi 16000 EQAHREr SBSd driveCaB)) HAC torMinWhdthuctibes f6@useEin execution by
comuni cation nodul e and the operating system )
a pseffessearte, perymdthecmethode enarations  apdnimirleraenti tha systems described
herkiaf Or mation of an incom ng voice call and display it
on the display 322. A short-range communi cati ons
subSistmpdd compbsantd, neiftwdeel modilée fimbiids dedidga structures

100. . The subsystem 34 include an infrared devic

3 na e
desgrbed R &8 maYERe %qqnece}fﬁg élr%qyﬁb/ o ARERTEN Q cachrother n order to allow the
- i LOoN I h
o b AT AP MPLERED O RIIAS ONERRP gl g procesor
includepbuvis det firaited crmmumnit ofAtoderthet gehfosisra Isaftwyreampaidtiod, and can be

. Syste and devices. Those skjlled.in the arf wll . .
implERFEES dRicTRMAC SBA SPBOTRY ERY of SAUEO56S. 1 otyaly ynctign unit of
cod®CbSastin HPEGI(d BBl SHjSot-oR¥Rdel FRIRidf)0B? A dpidt] &4 computer
of Electrical and El éctronics Engineers, relating to
script tapeags, prassontiier ipeaf nempuatckecdgnd wi rel ess | oca
area networks, respectively. The systens' and net hods'
data nay be stored in one or nore data stores. The
data stores can be of many different types of storage
devi ces and progranm ng constructs, such as RAM ROM
Fl ash nmenory, programm ng data structures,
programm ngvari ables, etc. It is noted that data
structures describe formats for use in organizing and
storing data in databases, prograns, nenory, or other
conput er-readabl e nedia for use by a conputer program
The systens and net hods may be provi ded on nany
di fferent types of conputerreadabl e nedia including
conmput er storage nmechanisns (e.g., CD-ROM diskette,
RAM flash nenory, conputer's hard drive, etc.) that
contain instructions for use in execution by a
processor to performthe nethods' operations and
I mpl ement the systens described herein. The conputer
conponents, software nodul es, functions and data
structures described herein may be connected directly
or indirectly to each other in order to allowthe
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fl ow of data needed for their operations. It is also
noted that a nodul e or processor includes but is not
wo pevstned76¢ o a unit of code that perfornms a sof P@ECA2005/000277
operation, and can be inplenented for exanple as a
subroutine unit of code, or as a software function
CLABMS: of code, or as an object (as in an
obj ect-oriented paradign), or as an applet, or in a
conmput er script |anguage, or as another type of
1. COMRUhEtho& @(ﬂ@%éﬁlla‘ﬂnlgﬁccéss té\ sesithedd2d oh agldvide| bEMPHSIAS She steps
to sensitive data on a device, conprising the steps
Ofof requesting a ticket to obtain access to data
tor t [ [ t he
devicate gy GAPTY Bltin PEEE ¥ M Pk BiiFhe 40RE "G,
st ofegélviig atﬂikﬂ(edﬁ'dmctﬁe devicethad met hod of claim 1,
wherein the data is sensitive data which js stored on
t heugeg thegeceavedttikehigrasenss datastoarhonthedeyicsi n t he
sensitive data is at |east data selected fromthe
group containing e-mail nessage content, contact nanes
2. andTke meithodactticleins és whereirt thesdtaisdsehgitiat idetaswhith is stored on the
meetings. 4. The nmethod of claim1, wherein the data
d“@ﬁhprlses encrypted data. 5. The method of claim 4,
further conprising the step of decrypting the
encrypted data responsive to receiving the ticket. 6.
3. TheThetetwdaff ctdimi nvBerdin tlteheensmwrpatta 34 aigeash datstselgctsfl from the

receivin est to rel ease the tic
ErolfG SRR B hTES4e6 APHGR CONF SIS THoe Tl pesses, or times
andrlggﬁﬁ,%gagnteg@%ésl cket, thereby allow ng the device to

enter a |locked state. 8. The method of claim?7,

mherein the encrypted content is no | onger accessible
re t Qr after the fi t . be r d. 9.

4. The %W%g@a ? f erevt}t{e’r gi:éﬁa ctoﬂ-g’%rs gsq%g'r ZJ?(F?%San
appl i cation executlng on the device.10. The method of

claim9, further conprising the step of receiving
5. denfh¢ msthadhef elpikds fvighpncoMPRNES thRStePe’s daTYRIIRE{hg encrypted

dat;!x Pe%&gsl\% tgtrg%el\;lnjt% th-Eht?cfkgﬁt hOd. of claim 10.’ f urt her

| ocking the application from
executing while the device is in the | ocked state. 12

The_net hod of Ialml further gonpr |stjngthe stelP
6. Con’{hq@ieﬁ)@dtq{@ a5 Hirthsr cppprising the step of receiving a requlest to release

the ticket.

7. The method of claim 6, further comprising the step of releasing the ticket, thereby

allowing the device to enter a locked state.

8. The method of claim 7, wherein the encrypted content is no longer accessible by a

requestor after the ticket has been released.

9. The method of claim 1, wherein the requestor is an application executing on the

device.
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the application when the device is unlocked. 13. The
nmet hod of claim 1, further conprising receiving
Wmoasfldesad | on t hat the device processor is entBCT/O082005/000277
| ocked state prior to requesting a ticket fromthe
devi ce processor. 14. The nmethod of claim1, further
10. corﬁﬁhﬂ: siathpd declsine|9, drtker |comprigingpbe istept oforeseiving a denial of the

ete.th ti.ons.th n the process of
tlclﬁg%éj‘?%wn%% R R C{(ﬁ‘iﬁﬁa{o notify the device's
operating systemthat they have finished their actions
so that the device can enter a | ocked state. 15. The

11. et Bhel methas) eff elim 1(h &irdicn cemprisiag ithesien of bipgkingthe application
nobi | 6 nput er software
ﬁo@tegf%ugmgn oneghg%\ﬁge gqul#;lg%ke]d SFaetggabl e nmedia, the
conputer sof tware conprising program code for carrylng

out a method according to claim11. 17. A nethod of
12.y egmh@meﬂgd@é cldw Ll fusthes pompiasiagths stap of GRntinyiag she execution of

the @Héa‘ﬁoggmé}f‘i‘ﬁ&@éﬂ&rlsqﬁl\{)bﬁe% the method conprising the
s ps receiving a request froma requestor,
wherein the request is dlrected to accessing sensitive
data stored on the mnreless mobj | e conmuni ¢,
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device is unlocked. 18. The nmethod of claim 17,
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17. A method of regulating access to sensitive data on a wireless mobile
communication device, the method comprising the steps of:

receiving a request from a requestor, wherein the request is directed to accessing
sensitive data stored on the wireless mobile communication device;

issuing a ticket to the requestor responsive to the request to access sensitive data
and a lock status associated with the wireless mobile communication device;

tracking requestors having issued tickets using a ticket data store;

regulating access to the sensitive data responsive to possession of a ticket;

requesting that requestors release any issued tickets in preparation of locking the

device;
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| ocked state; and ticketing instructions executabl e by
the device processor; wherein the ticketing
WO p@bsnusté ons are configured to receive a requeGt/CARN05/800277
ticket; wherein the ticket is used to access sensitive
data stored on the device; wherein the ticketing
i nsteeeieinganticaptretaose ofpack hsuesl tinkstiiand a ticket to the
reqguest or, based upon whet her .t.he deyi IS, .
ot Eahe ARae HRPdheliRib dBbotbilg nPR BEpdifash OF Ech ARG dcker,
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wherein the ticketing instructions are configured to
hol d the request responsive to determ ning that the

device is laogk Vi . has been
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devifleckisg theldecikethnd20. The content protection system
of claim19 further conprising:. a.ticket data store to
t r aSkPORdingrte digkeirequestsipaer hgwlevics dstlacked)  The
content protection systemof claim20, wherein the
ticketing instructions are further configured to
19. r eqllesintdnin rotetibas eysdém i coafigaret! i tokeegslatee sqess kos @erisitive content

t he | ocking instructions receiying a devi ce l.ack
storpg 88 @éztll_reless mobile communication device, the system comprising:

locking instructions executable by a device processor; wherein the locking
instructions are configured to receive a device lock request for placing the device in a
locked state; and

ticketing instructions executable by the device processor; wherein the ticketing
instructions are configured to receive a request for a ticket;

wherein the ticket is used to access sensitive data stored on the device;

wherein the ticketing instructions are configured to provide a ticket to the requestor
based upon whether the device is locked and based upon whether a device lock request for
the device has been received by the locking instructions;

wherein the ticketing instructions are configured to hold the request responsive to
determining that the device is locked or a device lock request has been received, and

respond to the ticket request when the device is unlocked.

20.  The content protection system of claim 19 further comprising:

a ticket data store to track any requestors that have tickets.
21.  The content protection system of claim 20, wherein the ticketing instructions are

further configured to request the release of issued tickets responsive to the locking

instructions receiving a device lock request.
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