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MULTIMEDIA COPY CONTROL SYSTEM AND METHOD USING
DIGITAL DATA RECORDING MEDIUM AND OPTICAL DISC REPRODUCING

APPARATUS

BACKGROUND OF THE INVENTION

Fleld of the Invention.

The present invention generally relates to a
multimedia copy control system and method using a digital data
recording medium, and in particular, to an optical disc

reproducing apparatus in combination with a digital data

recording apparatus, adapted to control duplication of

digital data, preventing unauthorized duplication of

contents in an optical discon whichmultimedia data includin_g

digital video data and digital audioc data is recorded.
Description of.the Prior Art |

In recent years, DVD (Digital Versatile Disc)-Video,

‘DVD-Audio and the like with dramatically improved recording

ca_pacity have come into use in place of conventional laser
disc and video CD, and a number of movie titles andmusic titles
have been released in DVD. High quality digital audio data
or digital video data is recorded on these DVD-Video standard
disc and DVD-Audio standard disc, and because the digital data
is of high quality, AV equipment makers have not taken measure
of outputting digital signal data from the inside to the

outside of the equipment from the fear that unauthorized
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digital copy is made. This is because contents providers who
produce movie titles and music titles and provide such titles
would be significantly damaged if digital copying is.made and
a number of unauthorized copy discs appear on the market.
In a conventional audio equipment, such as for example,
CD (compact disc) player or MD (mini disc) player, digital
audio data is outputted outside the equipment by using
IEC60958 as a digital I/F. ThiéIEC60958includesgeneration
copy control management information called CGMS (Copy
Generation Management System) and controls the generation
copy control management information so that even in the case
where digital copy is permitted, digital copy of first

generation is allowed for an unlimited number of times,

whereas digital copy of second generation is prohibited.

Howevef, there has been a drawback that if someone tampers
with a CGMS generation copy control management device of a
recorder side, digital copies of unlimited genérations can
be easily produced.

Fig. 14 shows an outline of a reproducing/recording
system in a conventional systemof DVD. An authorized optical '
disc player 209 comprises: an encryption decoder. 203 fdr
decoding an encryption from a system steam; a reproduction
controller 204 for servo-controlling an optical pickup and.
a working mechanism relating to reproduction of an optical

disc; an AV decoder 206 for converting a system stream to a
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digital audio or digital video signal; an analogue output
circuit 207 for converting the digital audio or the digital
video signal into an analogue signal to output the analogue-
signal; and a digital output circuit 208 for converting the
digital audio or digital video signal into a signal of a
definite output format (for example, IEC60958, IEEE1394 and
the like) to output the digital signal.

_Meanwhile, an authorized optical disc recorder 216
comprises: an analogue input circuit 210 for converting an
analogue audio or video input signal into a digital signal;
a digital input circuit 211 fér converting an input signal
which is input in a definite digital.format into.a digital
audio or digital video signal; an AV encoder 212 for
converting the digital audio or digital video signal into a
system stream; a recording controller 213 for servo-
controlling an opfical pickup and an working mechanism
relating to recording of an optical disc:.copy control
management data (CCI) detectbr/rewriter 214 for detecting
copy control management info;matiop from the system stream
and rewriting it as necessary; and an encryption generator
215 for adding an encryption to the system stream. As for
an commercially available press disc 201, the authorized
optical disc player 209 reproduces an audio or video signal,
which is digitally or analoguely connected to tﬁe authorized

optical disc recorder 216 for creating a copy disc 202.
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A case of authorized two generation recording in this
conventional system will be described with reference to Fig.
15. It is assumed that only digital copy control information
(hereinafter, referred to aé digital CCI or "DGCCI") is
recorded in a predetermined form on a commercially available
press disc 220, and the commercially available press disc 220
is under the condition with limitation that permits only one
generation copy. This copy control management information
is shown by a block 250. In other words, in this commercially
available press disc 220, C parameters as shown in Fig. 10
indicaté a status "C4=1, C3=0" (hereinafter, expressed by
"C4C3=10"). When reproducing the commércially available .
press disc 220 with an éuthorized optical disc player 228,

a digital output circuit 227 converts a digital audio or

digital video signal into a signal of a definite digital

output format to output the digital signal.

When the digital signal outputted in the definite
digital format is inputted to an authorized oﬁtical disc
recorder 235 from the authorized optical disc player 228, the
inputted.digital'signal is converted into a digital audio-or
digital video signal by a digital input circuit 230. The
converted digital audio or digital video signal is then
converted into a system stream by means of an AV encoder 232.
With the system stream, a copy control management data (CCI)

detector/rewriter 233 detects the digital CCI (250) and
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determines the status to be "C4C3=10" that permits one
generation copy and thus rewrites the C3 parameter of the
digital CCI from 0 to 1 to make it into "C4C3=11" so as to
prohibit copy of second and subsequent generations. An
encryption generator 234 then adds an encryption to the system
stream and a recording operation is performed under a control
of a recording controller 231, whereby a first generation copy
disc 221 is created. The resultant copy controlling
management information of this case is shown by a block 251.
| When reproducing the copy disc 251 by an authorized
optical diéc player 242, even though C parameters of the

digital CCI have "C4C3=11" indicative of copy being

prohibited, the reproduction is performed by the optical disc

player 242 to output a system stream digital signal. The
reason why the player normaily performs a_reproducing
operation without stopping the reproduction even if copy 1s
prohibited is that, it is impossible to authorize equipments
to be connected, and the equipments to be connected to the
digitai output circuit are not limited to the recorder but
may be an audio/video reproducing equipment with a digital
input (Such as for example, digital TVand digital amplifier).
When this reproduced digital.signal is inputted to an
authorized optical disc recorder 249, a copy control
management data (CCI) detector/rewriter 247 detects the

digital CCI (251) to determine that copy is prohibited and
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does not perform a reéording operation. As a result of this
operation, a copy disc of second generation is not created.
However, when the copy control management data
detector/rewriter (233) of the optical disc recorder (235}
is tampered with, unauthorized copy becomes possible in the
following manner. A case of unauthorized two generation
digital recording in the same conventional system will be
describe with reference to Fig. 16. Likewise the
commercially available press disc 220, an commercially

available press disc 260 is under the condition with

. limitation that permits only one generation copy, digital CCI

satisfies "C4C3=10" and copy controlling management
information thereof is shown by a bock 293. When reproducing
the commercially avallable press disc 260 with an authorized
optical discplayer 269, adigital output circuit 268 converts
a digital audio or digital video signal into a signal of a
definite digital output format to output the digital signal.
When the digital signal outputted in the definite
digital format is inputted into an unauthofized.optical disc
recorder 278 from the authorized opfical disc player 262, the
inputted digital signal is converted into a.digifal audio or
digital video signal by a digital input circuit 271. The
converted digital audio or digital video signal is then
converted into a system stream by means of an AV encoder 273.

For the system stream, a tampered copy control management data
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(CCI) detector/rewriter 274 detects the digital CCI (293)
having "C4C3=10" that permits one generation copy. The
tampered copy control management data detector/rewriter 274

tampers the digital CCI data to set for copy free "C4C3=00"

-though it should rewrite the C3 parameter of the digital CCI

from 0 to 1 to make it into "C4C3=11" so as to prohibit copy

of second and subsequent generations. Then, an encryption

‘generator 276 adds an encryption to the system stream, and

a recording operation is performed under a control of a
recording contr_dller 231, whereby a one generation copy disc
261 of copy free having no limitation for copy is created.
Copy controlling management information of this case is shown
by a block 294,

Since the digital CCI data of the one generation copy
disc 261 is tampered to copy free, when this disc 261 is
reproduced by an authorized optical disc plaver 285, a digital
output circuit 284 converts a digital audio or digital video
signal into a signal of a definite digital output format and
outputs the digital signal. When the digital signal
outputted in the definite digital format from the authorized
optical discplayer 285 is inputted to an unéuthorized optical
disc recorder 292, since the digital CCI data is set to copy
fr_ee "C4C3.=00", digital copy discs of unlimited generations
will be created. Copy control management information at this

time is shown by a block 295. In other words, in the
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conventional system, once an unauthorized copy disc is
created by means of a tampered unauthorized optical disc
recorder, a copy free disc is to be created because of such
an unauthorized copy disc even in the case of using an
authorized optical disc player and authorized optical disc
recorder.

A case of an authorized two generation analogue
recording in this conventional system will described with
reference to Fig. 17. Assuming that a commercially available
press disc 300 is under the condition of copy prohibition,
digital CCI satisfies "C4C3=11" and copy controlling
management information thereof is shown by a block 331. When
reproducing the commercially available press disc 300 with
an authorized optical disc player 309,. an analogue output
circuit 307 outputs an analogue audio or analogue video signal,
and a digital output circuit 308 (although not connected to
a recorder) converts.a digital audio or digital video signal
into a s'J';gnal of a definite digital output format to output
the signal.

When the analogue signal outputlted from the authorized
optical disc iolayer 309 is inputted to an authorized optical
disc recorder 316, the iﬂputted analogue signal is converted
into a digital audio or digital video signal by means.of an
analogue input circuit 310. The converted digital audio or

digital video signal is then converted into a system stream
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by means of an AV encoder 313. Since this converted §ystem
stream does not include digital CCI data, copy management
information does not exist. Therefore, it is impossible to |
manaige copy by means of a copy control management data (CCI)
detector/rewritér 314. Moreover, since the input signal is
analogué signal, no encryption is added to the system stream
by means of an encryption generator 315, and a recording

controller 312 performs a recording operation without adding
an encryption, whereby a first generation copy disc 301 having
no copy management information is created.

This copy disc 301 can_be feproduced when reproducea
by means of an authorized disc player 323, and because of
absence of copy management information, it is possible to
perform analogue recording or digital recording also by using
an authorized optical dies recorder 330. That is, in the
conventional system, even in the case of using an authorized
optical disc recorder which is not tampered with, by creating
a copy disc once by performing analogue recording, copy free
discs allowing digital recording or analogue recording will
be unlimitedly created even by using an authoriied optical
disc player or authorized optical disc recbrder.

Now, with reference to Fig. 18, a detail block of the
reproducing-recording system in the conventional case will
be explained, and then explanafion on digital recording

operation and analogue recording operétion will be made.
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An optical disc player 352 comprises: a spindle motor
341 for rotatir;g a disc 340; an optlical pickup 342 for reading.
a signal recorded on the disc 340; a mechanism control section
343 for driving and controlling the spindie motor 341 and the
optical pickup 342; a signal processing section 344 which
extracts a system stream digital signal by performing dafa
punching or error co.rrecting of the output of the optical
pickup 342 and supplies a control signal to the mechanical
control section 343; an encryption decoder 345 for decoding
an encryption from the system stream; én Av decoder. 347 for
extracting a digital audio or digital video signal from the
encryption-decoded system stream and decoding the digital
audio or video signal; a DA converter 348 for converting the

digital audio or digital video signal into an analogue audio

‘or analogue video signal; a digital signal output control

'section 349 for converting the digital audio or digital video

signal into a signal of a definite output format (for example
IEC60958, IEEE1394 and the like) to perfoxm output control;
an analogue signal output control section 350 for performing
output control of the analogue audio or analogue video signal;
and a system controller 351 for éoﬁtrolling thedigital signal
output control section 349 and analogue signal output control
section 350 while reading the digital CCI data, as well as
for control;ing the mechanism control section 343._

Meanwhile, an optical disc recorder 365 comprises: a
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spindle motor 354 for rotating a recordable disc 353; an
optical pickup 355 for recording a signal encoded by a
recording signal processing section 357 on the recordable
disc 353; a mechanism control section 356 for driving and
controlling the spindle motor 354 and the optical pickup 355;
the recording signal processing section 357 for outputting
a recording signal to the optical pickup 355 while adding an
error correcting code to a system stream on which an
encryption has been added and performing modulation on the
same, and for supplying a control signal to the mechanism
control section 356 at the time of recording; a digital input
converting section 360 for converting a definite digital-
signal outputted from the outside_ into a digital audio or
digital video signal; an AD converter 359 for converting an
analogue audio or video input signal into a digital signal;
an AV encoder 361 for encoding the digitél audio or digital
video signal into a system stream; a digital CCI decoder 358
for detecting digital CCI from the system stream signal; a
digital CCI encoder 362 for rewriting digital CCI data on the
system stream signal in accordance with a command of a system

control section 364; an encryption generator 363 for

-encrypting the system stream by adding an encryption thereto

and transferring the encrypted system strean to the recording
signal processing section 357; and a system controller 364

which reads the digital CCI data and provides the digital CCI
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encoder 362 with a command to rewrite the digital CCI data,
as well as controls the mechanism control section 356.
Digital recording operation is as follows_. The
optical pickup 342 reads a signal recorded on the disc 340,
and the signal processing section 344 performs data punching
and érror correcting to extract a system streamdigital signal
while supplying the mechanism control sectioﬁ 343 with a
control signal. The decoder 345 transfers a system stream
of which encryption has been decoded from the system stream
to the AV decoder 347. The AV decoder 347 extracts a digital
audio or digital video signal from the system stream to decode
the same, and transfers the decoded signal to the digital
signal output control section 349. The digital signal output
control section 349 outputs the digital audio or digital video

signal while converting it into a signal of a definite output

format (such as for example, IEC60958 and IEEE1394).

A definite digital signal inputted from the outside
is converted into a digital audio or digital video signal by
the digital input converting section 360 and transferred to
the AV encoder 361. The AV encoder 361 encodes the digital
audio or digital video_signal into a system stream. The
digital CCI decoder 358 detects digital CCI data from the.
system stream signal to transfer this digital CCI data to the
system control section 364. The system control section 364

reads the digital CCI data and, when necessary, provides the
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digital CCI encoder 362 with a command to rewrite the digital
CCI data on the system stream, and also controls the mechanism
control section 356._ The system stream is encrypted by the
encryption generator 363, énd then the recording signal
processor 357 adds an error éorrecting code and perform
modulation on the encrypted system stream to output a
recording signal to the optical pickup 355 and record the
system stream on the recordable disc 353.

Analogue recording operation is as follows. The
optical pickup 342 reads a signal recorded on the disc 340,
and the signal processing section 344 performs data punching
and error correcting to extract a system streamdigital signal
while supplving a control signal to the mechanism control
section 343. The decoder 345 decodes the system stream and
transfers the decoded systefn stream to the AV decoder 347.
The AV decoder 347 extracts a digital audio or digital video
signal from the system stream to decode the same, and
transfers the decoded signal to the DA converter 348. ' The
DA converter 348 outputs the digital audio or digital video
signal while converting it into an analogue signal.

When inputted to the optical disc recbrder 365, the
analogue signal is converted into a digital audio or digital
video signal by means of the AD convertex 359, and transferred
to the AD encoder 361. The AD encoder 361 encodes the digital

audio or digital video signal into a system stream. Since
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an analogue input signal does not include digital CCI data,

the digital CCI decoder 358 transfers information to the |
system control section 364 that digital CCI data is not
detected from the system stream signal. The system control
section 364 does not issue a command to the digital CCI encoder
362, does note rewrite the diéital CCI data on the system
stream because there is no digital CCI data, and also controls
the mechanism control section 356. The system stream is
encrypted by the encryption generator 363, and then the
recording signal processor 357 adds .an error correcting code
and perform modulation on the encrypted system stream to
output a recording signal to the optical pickup 355 and record
the system stream on the recordable disc 353. The disc on
which recording is made in the above manner does not include
digital cCI data. |
Next, CCI data on the disc file structure of the

conventional system will be described with reference to Fig.
19. A disc 369 inclﬁdes mainly four zones, i.e., VolumeZone,
AudioZone, VideoZone and OtherZone, and among which, éopy

control management information of audio contents and video

contents are described on AudioZone 370 and VideoZone 371,

respectively.
AudioZone 370 includes a plurality of audio title sets
ATS (372), and each audio title set ATS includes an audio title

set management information storage area ATSI (373)and an
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audio data object collection AOBS (374). The audio data
object collection AbBS includes a plurality of audio contents
as reproduction units and digital CCI data corresponding to
the respective reproduction units of audio contents. As
shown in Fig. 19, ATS#1 (372) includes ATSI#1 (373) and AOBS
{374), and AGBS {374} includes p Track numbers as reproduction
units of the audio contents. Likewise, also .VideoZone 371
includes digital CCI data with respect to audio/video
contents for each Chapter which 1s a reproduction unit.
Next, CCI .data on the object data structure of the
conventional system will be described with reference to Fig.
20. Fig. 20 shows an example of audio data. Audio title set
collection AOTT_AOBS (380) includes a plurality of audio
title sets AOTT_AOB (381). The audio title set AOTT AOB (381)
includes a plurality of audio packs A_PCK (382), and further
each audio pack A_PCK (382) includes PrivateHeader (383) and
Audio data (385). Then, the Private Header (383) includes
a region 384 storing the digital CCI. A plurality of audio
packs A_PCK (382) constitute Audio_Cell (386), and assembly
of plural Audio_Cell (386) constitutes a Track (387) which
is a reproductionunit. Inthis reproductionunit Track (387),

data of the digital CCI (384) is constant and will not change.

- Conversely, digital CCI data corresponds to a Track unit.

In this object data structure, PTS region in the fifth

stair is for storing reproduction time data, sub_stream_id
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region is for storing stream types, first_acc;ess_unit_pointer
indicates a first byte of an audio frame of this A_PCT.
Such digital CCI data is included in the form of digital
signal data in object data of a disc, however, there is a danger
that a person who is familiar with the object data structure
can ealsily tamper with the copy control management data (CCM)
detector/rewriter to thereby tamper with the digital CCI data.
In addition, there is a problem that once an analogue copy

is made, copies of consequent generations are enabled without

limitation. Contents providers who produce and provide

movie titles and music titles have special fear that digital
AV contents data that would get to higher quality in future
will be digitally copied illegally in large extent without

deteriorating quality thereof.

SUMMARY OF THE INVENTION

The present invention has been developed to solve these
pProblems and has an object to provide a copy control system
and method of digital data and an optical disc reproducing
apparatus using a specific recording medium, which can
prevent unauthorized copies from'being created unlimitedly
even if digital CCI data is tampered with by means of an
unauthorized recorder, or even if an analogue copy is made
by means of an unauthorized recorder.

In order to achieve the object mentioned above, a first
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aspect of the present invention provides a multimedia copy

control system for controllinga coi:y of adigital data recording
medium in which digital contents data is stored and from which
the digital contenf.s data ié reproduced and recorded to anther
recording medium for copying, wherein the digital contents d_.at&
stored in the digital data recoi:ding medium includes a first
copy control information of a digital format and a second copy

control information of an analog embedded format, said system

comprising: encryption judging means decrypting reproduction

butput data from the digital data recording medium and judging

whether the reproduction output data is encrypted data; first

copy control detection means detecting the first copy control
information from the decrypted reproduction data; extraction
means extracting the digital contents data from the'decrypted
reproduction data; and second copy control detection means
detecting the second copy control information from the
extracted digital contents data,

wherein encryption'of the reproduction output data from
the recording medium is decrypted and judged for each digital
contents unit under reproduction, and in the case where said
first copy'control detection méans detects the first copy
control information, the reproduction of the digital contents
data is controlled based on the first copy control information,
and in the case where said first copy control detection means

detects no first copy control information, the reproduction of



10

15

20

25

18

the digital contents data is controlled based on the second copy
control information. |

_A second aspect of the present invention provides a
multimedia copy control méthod for controlling a copy of a
digital data recording medium in which digital contents data
is stored and from which the digital coﬁtents data is reproduced
and recorded to another recording medium for copying,‘ wherein
the digital contents data stored in the digital data recording
medium includes a first copy control information of a digital
format and a second copy control information of an analog
embedded format, said method comprising: decrypting
reproduction output data from the digital data recording medium
and judging whether the reproduction output data is encrypted
data; detecting the first copy control information from the
decrypted reproduction _data; extracting the digital contents
data from the decrypted reproduction data; and det.ecting the
second copy control information from the extracted digital
contents data,

wherein encryption of the reproduction output data from

the recording medium is decrypted and judged for each digital
contents unit under reproduction, and in the case of detecting
the first copy control information, the reproduction of the
digital contents data is controlled based on the first copy
control information, and in the case of detecting no first copy

control information, the reproduction of the digital contents
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data is controlled based on the second copy control information.

As a result of this system and method, even if digital
copy controlling management information data is tampered
using an unauthorized recor;‘der and an authorized digital copy
is made, or an unauthorized analogue copy is made by using
an unauthorized recorder, it is possible to prevent ur;limited
unauthorized copies frombeing created by adding reproduction
limitation by judging as an illegal recording medium at the
time of reproduction.

A third aspect of the présent invention provides an
optical disk reproduction device for reproducing an optical
disk in which digital contents data is stored and from which
the digital contents data is réproduced for copying, wherein
the digital contents data stored in the optical disk includes
a first copy control informationof a digital format and a second
copy control information of an analog embedded format, said
reproduction device comprising: stream data extracting means
extracting stream data from the reproduction output data of the
optical disk; encryption decoder means decrypting the extracted
reproduction stream data and judging whether the reproduction
stream data is encrypted data; first copy control detection
meané detecting the first .copy control information from. the
decrypted reproduction stream data; contents decoder means
extracting and decoding the digital contents data from the

decrypted reproduction stream data; second copy control
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detection means detecting the second copy coﬁtr‘ol .information ’
from the extracted digital contents data; analog output control
means generating analog contents data froni the extracted
digital contents data; digi.tal output control means converting
the extracted digital contents datatoa specifie_d output format
data to be generated therefrom; and a system controller
receiving the first and second copy control information and
controlling said analog output control means and said digital
output control means,

| wherein encryption of the reproduction output data from
the optical disk is decrypted and judged for each digital
contents unit under reproduction, and in the case where said
first copy control detection means detects the first copy
¢ontrol information, the reproduction of the digital contents
data is controlled based on the first copy control information,
and in the case where said first copy control detection means
detects no first copy control information, the reproduction of
the digital contents data is controlled based on the second copy
control information.

A fourth aspect of the present invention 'provides a
digital data reproducing and recording System which is a
connection combination of a recording medium reproduction
device reproducing digital data of a recording medium and a
recording medium recording device recording the reproduced

digital data to another recording medium, adapted to control
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a multimedia copy of the recording medium, wherein the digital
contents data stored in the recording medium includes a first
copy control information of a digital format and a second copy
control information of an énalog embedded format, said
reproduction device comprising: encryption decoder means
decrypting reproduction stream data output from the recording
medium and judging whether the reproduction stream data is
encrypted data; first copy control detection means detecting
the first copy control information from the decrypted
reproduction stream data; contents extracting means extracting
the digital contents data from the decrypted reproduction
stream data; second copy control detection means detecting the
second copy control information from the extracted digital
contents data; analog output control means generating analog
contents data from the extraéted digital contents data; and
digi'tal output control means converting the extracted digital
contents data to a specified output format data to be generated
therefrom,

wherein, in the case where said reproduction device and
sald recording device are digital-connected via said digital
output control means, the digital contents data reproduced from
said reproduction device includes both the first and second copy
control information, and in the case where said reproduction
device and said recording device are analog-c connected via said

analog output control means, the analog contents data
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reproduced from said .reproduction device includes only the
second copy control information.

A fifth aspect of the present invention provides a
digital data recording medium adapted for multimedia copy
control, said recording medium comprising: at least one
contents data storage region storing digital contents data
which includes first copy control information of a digital
forﬁat and second copy control information of an analog embedded
format, said storage first and second copy control in:ormation
being allocated in pailr for each digital contents unit,

wherein the digital contents data stored in the recording
medium is adapted to be reproduced from the digital data
recording medium so that the reprodiced data is decrypted for
use in judging whether the reproduction output data is encrypted
data, the decrypted reproduction data being adapted for use in

detecting the first copy control information and extracting the

digital contents data therefrom, and the extracted digital

contents data being adapted for use in detecting the second copy
control information.

As a result of this, even if an unauthorized copy disc
is created by using an optical disc recorder having illegally
tampered digital CCI encoder, by making judgment by detecting
said digital CCI data or said watermark CCI data recorded for
each digital audio contents unit or digital video contents

unit under reproduction, it is possible to judge whether each
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contents unit is legai or illegal. Accordingly, it is
possible to provide an optical disc copy control System which

can prevent illegal copy discs from increasing unlimitedly.

BRIEF 'DESCRIPTiON OF THE DRAWINGS

These and other objects and features of the present
invention will be readily understood from the following
deta_iled description taken in conjunction with preferred

embodiments thereof with reference to the accompanying drawings,

in which like parts are designated

by like reference numerals and in which:.

Fig. 1 is a block diagram of an outline of a copy control
system of an optical disc in the first embodiment of the
present invention;

Fig. 2 is a block diagram in the case of authoiized two
generation digital recording in the same embodiment;

Fig. 3 is a block diagram in the case of unauthorized
two generation digital recording in the same embodiment;

Fig. 4 is a block diagram in the case of authorized two
generation analogue recording in the same embodiment.

Fig. 5 is a block diagram in. the case of unauthorized
two. generation analogue recording in the same embodiment;

Fig. 6 is ablock diagram of an optical disc reproducing
and recording apparatus in the same embodiment;

Fig. 7 is a view showing CCI data on disc file structuré
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in the same embodiment;

Fig. 8 is a view showing a relationship between object
reproduction units and CCI data in the same embodiment;

Fig. 9 is a view shbwing CCI data on an object data
structure in the same embodiment;

Fig. 10 is an explanatory view showing copy control
management information in the same embodiment;

Fig. 11A and Fig. 11B are views for explaining concept

.of digital copy control management information;

Fig. 12 is a CCI reproduction control flow chart of
a player in the same embodiment;

Fig. 13 is an explanatory view showing relationship
between copy controlling management information and player
reproduction control in the same embodiment;

Fig. 14 is a block diagram showing a conventional copy
control system of an optical disc:

Fig. 15 is a block diagram of a conventional copy
control system in the case of_authorized two generation
digital recording;

Fig. 16 is a block diagram showing a conventional copy
control System in the case of unauthorized two generation
digital recording;

Fig. 17 is a block diagram sholwing'a éonventional copy
éontrol system in the case of two generation analogue

recording in the conventional art;
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Fig. 18 is a block diagram showing a conventional
optical disc reproducing and recording apparatus;

Fig. 19is a view showing CCI dataondisc file structure
in the conventional art; and

Fig. 20 is a view showing relationship'between objgct

reproduction unit and CCI data in the conventional art.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

In the following, embodiments of the present inve-nti-on
will be described with reference to Figs. 1 to 13.

Before the description proceeds, it is noted here that,
while the following description will be made for the case of
using an optical disé as a recording medium storing digital
audio or digital video data including copy control management
information, the presént invention is not limit to this and
applicable to comparable media for recording and reproducing
digital data, for example, tape and semiconductor memory.

(First Embodiment)

Fig. 1 shows an outline of a reproducing/recording
system based on a copy control method of an optical disc
according to the first embodiment of the present invention.

| In Fig. 1, reference numeral 1 denotes a commercially
available press disc and numeral 2 denotes a copied disc. The
commercially available press disc 1 stores digital contents

data such as digital audio and/or digital video data having
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an encryption added to a system stream. The digital contents
data includes two types of copy control -management
information (CCI), i.e., a first copy control information of
a digital CCI (referred to .as "DGCCI1I") typé and a second copy
control information of an énalog embedded type (hereinafter,
referred to as "watermark™ or "WMCCI") which are recorded in
the disc. Detail of the WMCCI will be described later with
reference to Fig. 11.

In Fig. 1, an authorized optical disc player 10
includes: an encryption decoder 3 for decoding an encryption
from a system steam reproduced from the optical disc 1; a
reproduction controller 4 for servo-controlling an optical
pickup and a working mechanism relating to reproduction of
the optical disc; a copy control management data (DGCCI)
detector 5 for detecting digital copy control management
information (DGCCI) from the system stream; an AV decoder 6
for converting the system stream to a digital aﬁdio or digital
video signal; a wa.termark (WMCCI) decodexr 7 for reading out
WMCCI data from the digital audio or digital video signal
outputted from the AV decodér 6; an analogue output circuit
8 for coaverting the digital audio or digifal video signal
into an analogue signal to be outputted; and a digital output
circuit 9 for converting a format of the digital audio or
digital video signal into a signai of adefinite output format

{for example, IEC60958, IEEE1394 and the like) to output the
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signal.

Meanwhile, an authorized optical disc recorder 18
includes: an analogue input circuit 11 having a function of
converting an analogue aﬁdio or video input signal into a
digital signal; a digital input circuit 12 having a function
of converting a signal which is input in a definite digital
format into a digital audio or digital wvideo signal# a
watermark (WMCCI) decoder/encoder 15 for detecting a
watermark signal {WMCCI) from the digital audio or digital
video.signal and rewriting the WMCCI when necessary; an AV
encoder 14 having a function of converting the digital audio
or digital video signal into a system stream; a recording
control section 13 for servo-controlling an optical pickup
and an working mechanism relating to recording of an optical
disc; copy control management data (CCM) detector/rewriter
16 for detecting digital copy control management information
{DGCCI) from the system stream and rewriting the DGCCI when
necessary; and an encryption geherator 17 for generating and
adding an encryption to the system stream.

As for the commercially available press disc 1, the
authbrizadopticaldiscplayerloreproducesanaudioorvideo
signal from the disc, which is digitally or analoguely
connected to the authorized optical disc recorder 18 to
thereby create a copy disc 2. Iﬁ_the case of digital

connection, both WMCCI data and DGCCI data are included in
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the digital contents data, while in the case of analogue
connection, only WMCCI data is included in the analogue
contents data. The contents data includes encryption data
embedded therein to enable the decryption of data packets
carried together with the contents data signal.

A case of authorized two generation recording in the
present invention will be described with reference to Fig.
2. It is assumed that DGCCI and WACCI are recorded in the
form as shown in Fig. 13 on a commercially available press
disc 20, and the.commercially available press disc 20 is under
the condition with limitation that permits only one
generation copy. This copy control menagement information
(CCI) is shown by a block 54. In other words, in this
commercially available press disc 20, C parameters of the
DGCCI and the WMCCI shown in Fig. 13 represent the status
"C4C3=10". When reproducing the commercially available
press disc 20 with an authorized optical disc player 29, an
encryption is decoded from a system stream by means of.an
encryption decoder 22 and DGCCI is detected by means of a copy |
control management data {CCI) detector 24, thereby
discriminating that one generation copy is permifted. As a
result of this, in the authorized optical disc player 29, a
digital outpﬁt circuit 24 converts a digital audio or digital
video signal into a signal of a definite digital output format

to output the signal.
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When the digital signal outputted in the definite
digital format is inputted to an authorized optical disc
recorder 37 from the authorized optical disc player 292, the
inputted digital signal.is converted into a digital audio or
video signal by a digital input circuit 31. The converteq
digital audio or video signal is then converted into a system
stream by means of an AV encoder 32, From the system stream,
a CCI detector/rewriter 35 detects DGCCI to confirm the C
parameters of "C4C3=10" indicating that one geheration copy
is permitted. Thus, the C3 parametér of the DGCCI is
rewritten from O té 1 to obtain "C4C3=11" so as to prohibit
copy of second and subsequent generations. The copy control °
management information (CCI) is shown by a block 55. In
addition;, an encryption generator 36 generates and adds ani
encryption to the system stream and a recording operation is
performed_under a control. of a recording controller 33,
whereby a first generation copy disc 21 is created with the
digital contents data including the CCI 55 recorded.

When reproduéing the copy disc 21 by an authorized
optical disc player 45, even though C parameters of the DGCCI
are "C4C3=11" representing that copy ié prohibited,
reproduction is performed to output a system stream digital
signal regardless of the copy prohibition. When this digital
signal is inputted to an authorized optical disc recorder 53,

a CCI detector/rewriter 51 detects the DGCCI to discriminate
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thaf copy is prohibited. Thus, the recording operation is
controlled by the recording controller 49 to be stopped,
whe:eby the- recording operation is not performed. As aresult
of this operation, creatidn of a copy disc of second
generation is prevented.

Next, a case of unauthorized two generation digital
recording in the case where the CCI detector/rewriter of the
optical disc recorder is tampered, will be describe with
reference to Fig. 3. Likewise the commercially available
press disc 20, an commercially available press disc Golis
under a condition with limitation that permits only one
generation copy, and both DGCCI and WMCCI satisfy "C4C3=10",
and the status of CCI thereof is shown by a block 93. When
reproducing the commercially available press disc 60 using
an authorized optical disc.player 69, the DGCCI is detected
by a CCI detector 64 and it is discriminated that one
generation copy is permitted. Hence, a digital output
circuit 68 converts the digital audio or video signal into
a signal of a definite digital output format to be generated.

When the digital signal outputted from the authorized
optical disc playef éS-in the definite digital format is
inputted to an unauthorized optical disc recorder 76 which
does not have a WM decoder/encoder but which has a tampered
CCI detector/rewriter (74); the inputted digital signal of

a definite format is converted in format into a digital audio
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or video signal by a digital input circuit 71. The converted
digital audio or video signal is then converted into a system
stream by means of an AV encoder 72. For the system stream,
a tampered CCI detector/rewriter 74 detects DGCCI and
confirms the status "C4C3=10" representing one generation
copy permissible. The tampered CCI detector/rewriter 74
tampers the DGCCI data to make setting for copy free "C4C3=00"
though it should rewrite the C3 parameter of the DGCCI from
0 to 1 to make it into "C4C3=11" so as to prohibit copy of.
second and subsequent generations. |

On the other hand, since there is no WM decoder/encoder
in this unauthorized optical disc recorder 76, the WMCCI data
will not be rewritten and remain "C4C3=10", Then, an
encryption generator 75 adds an encfyption of the tampered
CCI to the system stream, and a recording controlller 13
performs recording operation. Thus, ther_e is obtained a one
generation copy disc 61 of copy free excluding only copy
limitation for the DGCCI data, which CCI of this case is shown
by a block 94.

When the one generation copy disc 61 is reproduced by
an authorized optical disc player 84, it is confirmed by’
passing the signal reproduced from the disc through an
encryption decoder 77 that encrthion has been added. It is
also confirmed by a CCI detector_/rewriter 79 that the-DG'CCI

data represents "C4C3=00" which indicates copy free. As
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shown in Fig. 13, in the present invention, the reproduction
is permitted only in the case where the DGCCI of an encrypted.
audio or video data is in the condition of copy permissible
with restriction or copy prohibition, while reproduction is
not permitted in the case of copy free condition. Therefore,
when the digital CCI is of copy free, it is judged as an illegal
disc. As the result, a digital output circuit 83 is
controlled to mute only digital signal output, or both the
digital output circuit 83 and analogue output circuit 82 are
controlled to mute both digital and analogue signal output,
or a command is sent to a reproduction controller 78 to stop
the reproducing operation.

In a preferred embodiment, in the case where
réproduction condition is not satisfied based on the DGCCI
or WMCCI, the system controller may display_an error message
on the display section or video output section.

In this way, even if a copy free disc is created by
a tampered unauthorized optical disc recorder, it is possible
to prevent digital copy discs of second and subsequent |
generation from being created by the use of the optical disc
copy control system of the present invention.

Next, a case of authorized two generation recording
in the present invention will be described with reference to
Fig. 4. It is assumed that DGCCI and WMCCI are recorded in

the form as shown in Fig. 13 on a commercially available press
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disc 100, and the commercially available press disc 100 is
under the condition of prohibiting copy, of which the CCI is
shown by a block 118. In other words, in this commefcially
available press disc 100, C parameters of the DGCCI and WMCCI
shown in Fig. 13 represents "C4C3=11". When reproducing the
commercially available press disc 100 ﬁsing an éuthorized
optical disc player 109, an encryption is decrypted from a
system stream by means of an encryption decoder 102, and then
the DGCCI is detected by means of a CCI detector 104, thereby
confirming that one generation copy is prohibited. Although
the DGCCI represents copy inhibitidn, the reproduction is
performed regardless thereof to reproduce a system stream.
The reason why the player normally performs a reproducing
operation without stopping the reproduction even if copy is
prohibited is that, it is impossible to authorize equipments
to be connected, and the equipments to be connected to the
digital output are not limited to a recorder but may be an
audio/video reproducing equipmeht with a digital input (such
as for example, digital TV and digital amplifieri. As a
result of this, in the authorized optical disc player 109,
an analogue ocutput circuit 107 outputs an analogue audio or
video signal and a digital output circuit 108 converts a
digital audio or video signal into a signal of a définite
digital output format to be generated.

When the digital signal outputted in the definite



10

15

20

25

34

digital format is inputted into an authorized optical disc
recorder 117 from.the authorized optical disc player 109, the
inputted digital signal is converted into a digital éudio_or
digital video signal by means of a digital input circuit. 110.
The converted digital audio or video signal is then converted
into a system stream by means of an AV encoder 112. For the
converted system stream, a WM decoder 114 detects the WMCCI
data of the.CCI 118, and since the CCI indicates copy
prohibition, the recording operation is not performed.
Namely, an encryption generator 116 does not generate an _
encryption to be added, and as a result of this, a first
generation copy disc 10_.1 will not be created. The CCI
detected in the disc blayer 117 is shown by a block 119.
Next, a case of unauthorized two éeneration recording
in the present invention will be described with reference to
Fig. 5. It is assumed that DGCCI and WMCCI are recorded in
the form as shown in Fig. 13 on a commercially available press
disc 120, and the commercially available press disc 120 is
under the condition of prohibiting copy. This CCI is shown
by a block 153. In other words, in this commercially
availablé press disc 120, C parameters of the DGCCI and the
WMCCI shown in Fig. 13 répresent *C4C3=11". When reproducing
the commercially available press disc 120 using an authorized
optical disc player 129, an encryption is decrypted from a

system stream by means of an encryption decoder 122 and then



10

15

20

25

35

DGCCI is detected by means of a CCI detector 124, thereby

confirming that one generation copy is prohibited. Though
the CCI represents copy inhibition, the reproduction is
performed regardless of this, and a system stream digital
signal is outputted. As a result of this, in the authorized
optical disc player 129,-an ahalogue output circuit 127
outputs an analogue audio or analogue video signal and a
digital output circuit 128 converts adigital audio or digital
video signal into a signal of a definite digital 6utput format
to be generated.

When the analogue signal outputted from the authorized
optical discplayer 129 is inputted to an unauvthorized optical
disc recorder 136, the inputted analogue signal is converted
into a digital audio or digital video signal by means of a
analog input circuit 130. The converted digital audio or
digital video signal is then converted into a system stream
by means of an AV encoder 132. The converted system stream
does not include DGCCI but includes only WMCCI data recorded
because the input signal is analogue. However, since there
is no WM decoder and a CCI detector/rewriter 134 is tampered,
even if copy inhibition is defined by the WMCCI data, the
definition is ignored and a first generation copy disc 121
is created. The CCI detected in the disc recorder 136 is as
shown by a block 154. |

In the case of reproducing the unauthorized copy disc
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121 with an authorized optical disc player 144, an encryption
decoder 137 decrypts the encryption, and DGCCI data is
detected from the decoded system stream by means of a CCI
detector 139. However, since no DGCCI data is recorded on
the system stream, WMCCI data is detected by means of a WM
decoder 141. Then, it is confirmed that there is no DGCCI
data and that the WMCCI data represents copy prohibition
"C4C3=11"' . As to be described later in connection with steps
S9 to Ss11 éhown in Fig. 12, in the present invention, when
there is no DGCCI data and the WMCCI data represents copy
prohibition, the disc is judged as an unauthorized copy disc.
As the result, a digital output circuit 143 is controlled to
mute only digital signal output, or the digital output circuit
143 and analogue output circuit 142 are both controlled to
mute both digital signal output and analogue signal output,
or a command is sent to a reproduction controller 138 to stop
the reproducing operation per se. In this way, even if an
unauthorized disc is created by a'tampered unauthorized
optical disc recorder, it is possible to prevent analogue or
digital copy discs of second and subsequent generation from
being created by the optical disc copy control system of the
present invention.

Next, a concrete exainple of a reproducing and recording
apparatus employing the copy.control method of an optical disc

according to the presént invention will be described with
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reference to Fig. 6, and fufther description will be made on
a digital recording operation and analogue recording
operation.

An optical disc player 174 includes: a spindlé motor
161 for rotating a disc 160; an optical pickup 162 for reading
a signal recorded.on the disc 1.60; a mechanism control section
163 for driving and controlling the spindle motor 161 and the
optical pickup 162: a signal processing section 164 which
extracts a system stream digital signal by performing data
punching or error correcting of the output of the optical
pickup 162 and supplies a control signal to the mechanical
controlling section 163; an encryption decoder 165 for
decoding an encryption from the system stream; a DGCCI decoder
166 for detecting DGCCI from the encryption—décoded system
stream; an AV decoder 167 for extracting a digital audio or
digital wvideo signal from the encryption-decoded system
stream and decoding the signal; a WMCCI decoder 169 for
reading out WMCCI data from the diqital audio or video signal
output of the AV decoder 167; a bA converter 168 for converting
the digital audio or video signal into an analogue audio or
video signal; a digital signal output control section 170 for
converting the digital audio or video signal into a signal
of a definite I/F output format (for example IEC60958,
IEEE1394 and the like) to perform an output coﬁtrol; an

analogue signal output control section 171 for performing an
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output control of the analoguelauﬁio or video signal; a

display section 172 for displaving an operation state; and
a system controllexr 173 for controlling the digital signal
output control section 170 and analogue signal output control
section 171 while reading the WMCCI and DGCCI data, and also
controlling the display section 172 and the mechanism control
section 163. The system controller 173 may include a copy
permissibility decision portion for deciding whether or not

a copy is permissible according to an output of the CCI

‘detector (166, 169). The systemcontroller alsomaybe formed

of, e.g., a micfocomputer.

Meanwhile, an optical disc recorder 190 includes: a-
spindle motor 176 for rotating a recording disc 175; an
optical pickup 177 for recording a signal encoded by a
recording signal processing section 179 to the recording disc
175; a mechanism control section 17.8 for driving and
controlling the spindle motor 176 and the optical pickup 177.
The r'ecording signal_ processing section 179 supplies a
recording signal to the optical pickup 177 while adding an
error correcting code to a system stream having an encryption

added thereto and performing modulation on the same, and

"supplies a control signal to the mechanism control section

178 at the time of recording. The disc recorder 190 further
includes; a digital input converting section 181 for

converting a definite digitazl signal outputted from the
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outside into a digital audio or video signal; a WMCCI decoder
183 for reading out WMCCI data from the digité.l audio or video
signal; a WMCCI encoder 184 for rewriting the WMCCI data of
the digital audio or video signal in accordance with a command
of a system controller 189; an AD converter 182 for converting
an analogue audio or video input signal into a digital signal;
an AV encoder 185 for encoding the digital audio or video
signal into a system stream; a DGCCI decoder 180 for detecting
DGCCI from the system stream signal; a DGCCI encoder 186 for
rewriting DGCCI data carried on the system stream signal in
accordance with a command of the system controller 189; an
encryption generator 187 for generating an enéryption by -
adding an encryption to the system stream and transferring
the encrypted system stream to the recording signal
processing section 179; and a display section 188 for
displaying an operation state. The system controller 189
reads the DGCCI data and provides the DGCCI encoder 186 with
a2 command to rewrite the DGCCI data, and also controls the
meéhanism control section 178,

Next, a digital reproducing and recording operation
of the optical disc reproducing and recording apparatus
configured as a digital connection will be described. The
optical pickup 162 reads a signal recorded on the disc 160,
and the signal processing section 164 performs data punching

and error correcting to extract a system streamdigital signal
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"while supplying a control signal to the mechanism controlling

section 163 with. The encryption decrypts the encryption
from the system stream decoder 165 and the output thereof is
supplied to the DGCCI decoder 166 and the AV decoder 167. The
AV decoder 167 extracts a digital audio or video signal from .
the system stream and decodes the same, and the decoded signal
output thereof is supplied to the WMCCI decoder 169 and the
digital signal output control section 170. The digital
signal output control sectidn 170 converts the digital audio
or video signal into a signal of a definite I/F output format
(such as for example, IEC60958 and IEEE1394} . Meanwhile, the
DGCCI decoder 166 decodes the DGCCI data from the system
stream and the output thereof is supplied to the system
controller 173. The WMCCI decoder 169 decodes the WMCCI data
from the digital audio or video signal and the decoded WMCCI
data is supplied to the system controller 173. The system
controller 173 receives both the DGCCI data and the WMCCI data
and controls the digital signal output control section 170
and the mechanism control section 163 in accordance with the
received CCI data. The system controller 173 also transfers
operation dispiay information to the display section 172.
In specific, in the case where a reproduction condition
is not satisfied by the copy controlling management
information of the DGCCI or WMCCI, the system controller

displays an error message on the display section or video
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output section, and since a certain error message regarding

illegal disc is displayed on the dispiay or video output

section to which the video signal is connected, it is possible

to inform the user of the reason why a normal reproduction
state is not achieved and thus inform the user that it is not
a failure of the optical disc player to thereby eliminate
user's anxiety, so that it is possible to prevent occurrences
of unnecessary user's claims. |

A definite digital signal inpu.tted to the optical disc
recorder 190 from the outside is converted into a digital
audio or video signal by the digital input converting section
180 and transferred to the AV encoder 185. The AV encoder:
185 encodes the digital audio or video signal into a system
stream. The DGCCI decoder 180 detects DGCCI data from the
system stream signal and this DGCCI data is supplied to the
system controller 189. The system controller 189 reads the
DGCCI data and provides the DGCCI encoder 186 with a command
to rewrite the DGCCI data carried on f.he system stfeam, when
necessary, ahd also controls the mechanism control section
178. The system stream output of the DGCCI encoder 186 is
encrypted by the encryption generator 187, and then the
recording signal processor 179 adds an error correcting code
and perform modulation on the encrypted system stream, which
the resultant signal is supplied to the optical pickup 177

and is recorded on the recording disc 175. At this time, both
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the DGCCI dat-a and the WMCCI.data included in the systefn stream
are also recorded on the recording disc 175.

Next, analogue reproducing and recording operation in
the analogue connection configuration of the present
invention will be described. The optical pickup'162 reads
a signal recorded on the disc 160, and the signal processing
section 164 performs data punching and error correcting to
extract a system stream digital signal while supplying a
control signal to the mechanism control section 163. The
encryption decoder 165 decodes the encryption on the system
stream and the encryption-decoded system stream is supplied

to both the DGCCI decoder 166 and the AV decoder 167. The -

AV decoder 167 extracts a digital audio or video signal from

the system stream and decodes the same, and the decoded signal
is supplied tq the DA converter 168, the WMCCI decoder 169
and the digiﬁal signal output control section 170. The DA
converter 168 converts the digital audio or video signal into
an aﬁalogue signal to be supplied to the analogue signal
output controlling section 171. The WMCCI decoder 169
decodes the WMCCI data from the digital audio or video signal
and the decoded WMCCI data is supplied to the syétem
controller 173.

Meanwhile, the digital CCI decoder 166 decodes the

DGCCI data from the system stream and the decoded DGCCI data

_is supplied to the system controller 173. The system
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controller 173 reads both the DGCCI data and the WMCCI data
and controls the analogue signal output control section 171
and the mechanism control section 163 in accordance with the
received CCI data. The system controller 173 also transfers
operation display information to the display section 172
similarly to the case of the digital connection
configuration.

In the analogue recording operation, the analogue
signal inputted to the optical disc recorder 190 from the
outside is converted into a digital audio or video signal by
the AD converter 182 and transferred to the WMCCI decoder 183,
The WMCCI decoder 183 detects the WMCCI data from the digital’
audio or video signal and this detected WMCCI data is supplied
to the systemcontroller 189. The systemcontroller 189 reads
the WMCCI data and provides the WMCCI encoder 184 with a
command for rewriting the WMCCI data on the system stream,
when necessary. The system stream having WMCCI encoded is
then transferred to the AV encoder 185, and the AV encoder
185 encodes the digital audio or video signal into a system
stream, Theri, the system controller 189 controls the
mechanism control section 178. Regarding the system stream,
encryption is generated by the encryption generator 187; an
error correcting code is added and modulation is made by the
recording signal processing section 179; and then the

resultant recording signal is supplied to the optical pickup
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177; and the system stream is recorded on the recording disc
175. At this time, only the WMCCI data is recordéd on the
recording disc 175.

Next, CCI data arrangement on the disc file structure
in the present invention will be described with reference to
fig. 7. A disﬁ 400 includes mainly four zones, i.e.,
VolumeZone, AudioZone, VideoZone and OtherZone, and among
which, CCI data of audio contents and.video contents are
written in AudioZone 401 and VideoZone 402, respectively.
AudioZone 401 includes a plurality of audio title sets ATS
{regions 403), and each audio title set ATS (403) includes
an audio title set management information storage area ATSI
(404) and an audio data oﬁject collection AOBS (405). The
audio data object collection AOBS includes a plurality of
audio contents as reproduction units (Tracks#l to #p) and the '
DGCCI data {Digitals#l to #p 406} and WMCCI data (WM#1 to WM#p
407) are included therein corresponding to the respective
reproduction units of the audio contents. 1In Fig. 7, ATS#1
403 includes ATSI#1 404 and AOBS 405, and AOBS 405 includes
p pieces of Tracks #1 to #p as the reproduction units of the
audio contents.

Likewise, also VideoZone 402 includes DGCCI data 411
and WMCCI data 412 with respect to audio/video contents for
each Chgpter which is regarded as a reproduction unit.

Next, a relationéhip between an object reproducing
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unit and CCI data will be describe with reference to Fig. 8.
Audio data object collection AOTT AOBS 420 includes a
plurality of audio data objects AOTT__AOBl 421. The 'audio-data
o_bjéct AOTT_AOB 421 includes a plurality of audio packs A PCK
422, plural (a certain number of) audio packs A_PCK 422
constitute an Audio_Cell, and each Track (PG) as a
reproduction unit is comprised of oné or more Audio_Cells.
For each reproduction unit, the WMCCI and DGCCI are
designated.

Also as for video title set collection AVIT _VOBS 424,
Chapter as a reproductionunit is composed of one or more Cells.
For each reproduction unit, WMCCI and DGCCI designated by
reference numeral 427 are allocated thereto.
| Next, CCI data arfangement on the object data structure
pf the present invention will be described with reference to
Fig. 9 which shows an example in the case of audio data. Audio
data object collection AQTT_AOBS 430 is comprised of a.
plurality of audio data objects AQTT AOB 431. Each of the
audio title set AOTT _AOB 431 includes a plurality of audio
packs A_PCK 432, and further each of the audio pack A_PCK 432
includes PrivateHeader 433 and Audio data 435. The Private
Header 433 includes DGCCI 434, and the Audio data 435 includes
WMCCI data encoded therein. A plurality of audio packs A_PCK
432 constitute Audio_Cell 436, and assembly of plural

Audio_Cells 436 constitutes each Track (PG) 437 which is used
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as a reproduction unit. In this data structure, a PTS region
is for writing reproduction time information, a region of
sub_Stream_id is fof writing a streaﬁ type, a region of
first_access_unit_pointer indicates a first byte of Audio
frame of A.PCK thereof, and the region 434- is forwriting DGCCI.
| In this reproduction unit Track 437, the contents of
the DGCCI data 434 and contents of the WMCCI data are constant
and wili not change. In other words, DGCCI data and WMCCI
data are allocated in pair corresponding to a Track unit.

Next, one example of a reproduction control fiow’for
executing copy control of an optical disc in the present
invention configured as described above will be explained
below with reference to Fig. 12.

First, a reproduction stream is supplied to an
encryption decoder (165) to detect existence of encryption
(step 81), and in the case where the encryption is detected,
existence of DGCCI data is detected by means of the DGCCI
decoder (step S2). In the case where there is DGCCI data,
it is determined whether the DGCCI data is in a state of copy
free or not (step S3). As shown in Fig. 13, in the present
invention, the reproduction of encrypted audio or video
digital data is permitted only when DGCCI thereof is in a state
of copy with restriction or copy prohibition, and is not
permitted when in a-state of copy free. Therefore, in the

case where the digital CCI data is in a state of copy free
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(YES in step S3), it is determined as an unauthorized éopy
disc. As a result of this, a digital output circuit is
controlled to mute only digital signal output, or both the
digital output circuit and the analogue output circuit are
controlled to mute both the digital signal output and analogue
signal output together (step S4).

on thé other hand, in the case where it is determined
that the DGCCI data is not in a state of copy free in step
Sé, normal reproduction is conducted in step 8. Furthermore,
in the case where encfyption is not detected in step S1 and
in the case where DGCCI data is not detected in step S2 even
though encryption is detected in step S1, a WM decoder (169)
decodes to detect WMCCI data (step S9). 1In the case where
there is detected WMCCI data, it is determined in step S10
whether the WMCCI data is in é state of copy free or not. As
shown in Fig. 13, in the present invention, normai
reproduction is permitt'ed only in the case where the WMCCI
data is in a state of copy free (step $12), and in the cases
of copy with restriction or copy prohibition state, it is
determined as an unauthorized copy disc. Asaresultof this,
a digital output circuit is controlled to mute only digital
signal output, or the digital output circuit and analogue
output circuit are both controlled tomute bothdigital signal
output and analogue signal output together (step S11).

Then, a terminal end of reproduction units is judged
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| (step SS) and when judged NO in step S5, the process returns

to step S1, and when judged YES in step 85, the process advances
to step S6 to judge whether the terminal end is a terminal
end of the entire reproduction. In the case of NO in step
S6, the digital output circuit and the analogue output circuit
are reset to the normal ocutput states, then returning to step
S1. On the other hand, in the case of the terminal end of
entire reproduction, the reproduction is ended.

| As to the WMCCI as describe above, detail explanation
will be made with reference to Figs. 11A and 11B. WM signal
is generally produced by a technique in which after encoding
certain necessary information into an audio or video signal '
to thereby make a bit stream, certain necessary information
data is encoded into an audio or video signal to be embedded
into thebit stream in such a manner that when a user reproduces
the bit stream, the WM signal is imperceptible or inaudible
such that the user cannot recognize the change in the audio
or video signal compared to the original signal.

In the present invention, as shown in Fig. 11A, using

a spread spectrum technique, WMCCI of a sufficiently_ low
spectrum level in a user's unrecognizable degree is added to
audio and/or video signal and embedded therein within a
certain frequency band. As shown in Fig. 11B, in the present
embodiment, after encoding WMCCI data into an audio or video

signal by means of a WM encoder 1101 to thereby make it into
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a bit stream, the bit stream is recorded to a recording disc'
1102. Then, at the time of reproducing the recorded data from
the disc, the WMCCI data is decoded by means of the.WMCCI
decoder 1103 while the audio or video signal is reproduced
from the bit stream. At this reproduction time, even if WMCCI
data is redorded and embedded in the AV data, the user can
not recognize the change in the AV signal in comparison with
the original signal because of the low spectrum level.
According to the above configuration, since WMCCI data is
recorded in a state embedded in the audioc or video signal,
WMCCI data can exist also in the audio or vidéo signal of an
analogue reproduction signal as well as in a digital
reproduction signal.

Whereas, in the conventional technique, since the
conventional digital CCI data is included in PrivateHeader
of the data as shown by areas 383 and 384 in Fig. 20, CCI data '
can exist only in an audio or video signal of a digital
reproduction signal and does not exist ;n an analogue
reproduction signal.

In the present embodiment, as shown by a region 435
in Fig. 9, since the WMCCI is included in the audio (oxr video)
data region, the WMCCI can exist also in the audio/video
signal of an analogue reproduction signal as well as in a
digital reproduction signal.

{Second Embodiment)
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In the first embodiment, while the above description
has been made for the case of u;ing an optical disc as a
recording medium which stores digital audio or digital video ,'
data including copy controlling management information fCCI)
in the forms of watermark (WM) data and digital (DG) data,
the present invention is not limited to this and applicable
to various comparable media for recording and reproducing
digital cia-ta, for example, tape and semiconductor memory.

The essential feature of the present invention is a
multimedia copy control system for controlling a copy of a
digital data recording medium in which digital contents data
is stored and from which the digital contents data is reproduced"
and recorded to another recording medium for copying, wherein
the digital contents data stored in the digital data recording
medium includes a first copy control information (DGCCI) of a
digital format and a second copy control information (WMCCI)
of an analog'embedded format. The system comprises: encryptiozi
judging meané decrypting reproduction output data from the
digital data recording medium and judging whether the

reproduction output data is encrypted data; first copy control

detection means detecting the first copy control information

(DGCCI) from the decrypted reproduction data; extraction means

extracting the digital contents data from the decrypted

- reproduction data; and second copy control detection means

detecting the second copy control information (WMCCI)from the
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extracted digital contents data, wherein encryption of the

reproduction 6utput data from the recording medium is -

decrypted and ju'dged for each digital contents unit under

'reproduction, and in the case where said first copy control

detection means detects the first copy control information
(DGCCI), the reproduction of the digital contents data is
controlled Based on the first copy control information (DGCCI),
and in the caée where said first copy conti:ol detection means
detects no first copy control information (DGCCI), the
reproduction of the digital contents data is controlled based
on the second copy control information (WMCCI).

According to the second embodiment, by applying not
only to the optical disc but also various kinds of digital
data recording media, an unauthorized copy of recording
medium and the like is discriminated and reproduct'ion
limitation is added to the medium at the time of reproducing
the recording medium, whereby it is possible to prevent
unauthorized copies from being copied freely.

As describe above, according to the present invention,
in addition to digital copy controlling management
information data, watermérk copy controlling management
information data is recorded on a recording medium, and when
in reproducing the recording medium, the digital éopy
controlling management information is read out by decrypting

an encryption from the reproduction output data; and the
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watermark copy contrelling management information is read out
from a digital audio or video signal from the output data to
detect the encryption in a reproduction unit of the digital
audio or video contents under reproduction; and in the case
where encryption has been made, reproduction control is

performed in aécordance with the digital copy controlling
managément informatién, while on the other hand in the case
where encryption has not been made, reproduction control is
p'erformed in accordance with said watermark copy controlling

management information. BAccordingly, advantageous effect

is obtained such that even if digital copy controlling

management information data is tamperéd using an unauthorized
recorder and an authoriied digit‘al COopYy ié made, or an
unauthorized analogue copy is made by using an unauthorized
recorder, it is possible to prevent unlimited unauthorized
copies from being created by adding reproduction limitation
by judging as an illegal recording medium at the time of
reproduction. |

Although the p-resent invention has been described in
connection with the preferred embodiments thereof with
reference to the accompanying drawings, it is.to be noted that
various changes and modificétions_ will be apparent to those
skilled in the art. Such changes and modifications are to be
understood as included within the scope of the present invention

as defined by the appended claims, unless they depart therefrom.



10

15

20

25

53

WHAT IS CLAIMED IS:
1. Amultimedia copy control system for controlling

a copy of a digital data recording medium in which digital
contents data is stored and from whic_:h the digital contents data
is reproduced and recorded to another recording medium for
copving, wherein the digital contents data stored in the digitai
data Irecording medium includes a first copy control information
of a digital format and a second copy control information of
an analog embedded format, said system comprising:

encryption judging means (3, 22, 165) decrypting
reproduction output data ffom the digital data recording mediun
and judging whether the reproduction output data is encrypteci
data;

~first copy control detectionmeans (5, 24, 166) detecting
the first copy control information from the decrypted
reproduction data;

extraction means (6, 25, 167) extracting the digital
contents data from the decryp-te—d reproduction data; and

second copy control detection means (7, 26, 169}
detecting the second copy control information from the
extracted digital contents data,

wherein encryption of the reproduction output data from
the reéording medium is decrypted and judged for each digital
contents unit under reproduction, and in the case where said

first copy control detectionmeans (5, 24, 166) detects the first

[

B
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copy control information, the reproduction of the digital

contents data is controlled based on the first copy control
information, and in the case where said first copy control
detection means (5, 24, 166) detects no first copy control
information, the reproduction of the digital contents data is

controlled based on the second copy control information.

2. The multimedia copy control system.as claimed in
claim 1, wherein each of the first and second copy control
information includes three copy control states of copy free,
copy permiséion with restriction and copy inhibition (Fig. 13),
and in the case where the copy control state of the first copy
control information is the copy free state, the reprodu;:tion
is controlled to be inhibited, and in the case of the copy
permission with restriction and copy inhibition states, the -
reproduction is controlled to be permissive, and

in the case where the copy control state of the second
copy control information is the copy free state, the
reproduction is controlled to be permissive, and in the case
of the copy permission with restriction and copy inhibition

states, the reproduction is controlled to be inhibited.

3. The multimedia copy control system as claimed in
claim 1, wherein said recording medium stores the first and

second copy control information being allocated in pair for

. * c L ] S *
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each digital contents unit (406, 407; 423, 427).

4. The multimedia copy control system as claimed in

- claim 1 further comprising:

analog output control means (8, 27, 168, 171) generating
analog contents data from the extracted digital contents data;

digital output control means (2, 28, 170) converting the
extracted digital contents data to a specified output format
data to be generated therefrom;

wherein the digital contents data outputted via said
digital output control means (9, 28, 170) includes both the first
and second copy control information, and the analog contents
data outputted via said analog output control means (8, 27, 168,

171) includes only the second copy control information.

5. A multimedia copy control method for controlling
2 copy of a digital data recording medium in which digital
contents data is stored and from which the digital contents data
is reproduced and recorded to another recording medium for
copying, wherein the digital contents data stored in the digital
data recording medium includes a first copy control information
of.a digital format and a second copy.control information of
an analgg embedded format, said method comprising:
decrypting reproduction output data from the digital

data recording medium and judging whether the reproduction

* c L M S *
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output data is encrypted data';

detecting the first copy control information from the
decrypted reproduction data:; |

extracting the digital contents data from the decrypted
reproduction data; and

detecting the second copy control information from the
extracted digital contents data,

wherein encryption of the reproduction output data from
the recording medium is decrypted and judged for each digital
contents unit under reproduction, and in the case of detecting
the first copy control information, the reproduction of the
digital contents data is controlled based on the first copy
control infbrmation, and in the case of detecting no first copy
control information, the reproduction of the digital contents

data is controlled based on the second copy control information.

6. The multimedia copy control method as claimed in
claim 5, wherein each of the first and second copy control
information includes three copy control states of .copy free,
copy permission with restriction and copy inhibition (Fig. 13},
and in the case where the copy control state of the first copy
control information is the copy free state, the reproduction
is controlled té be inhibited, and in the case of the copy
permission with restriction and copy inhibition states, the

reproduction is controlled to be permissive, and

R
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in ﬁhe case where the copy control state of the second
copy control information is the copy free state, the
reproduction is controlled to be permissive, and in the‘case
of the copy permission with restriction and copy inhibition

states, the reproduction is controlled to be inhibited.

7. An optical disk reproduction device for
reproducing an optical disk in which digital contents data is
stored and from which the digital contents data is reproduced
for copying, wherein the digital contents data stored in the

optical disk includes a first copy control information of a

- digital format and a second copy control information of an analog

embedded format, said reproduction device comprising:

stream data extracting means (162, 164) extracting
stream data from the reproduction output data of the optical
disk;

encryption decoder means (3, 22, 165) decrypting the
extracted reproduction stream data and judging whether the
reproduction stream data is encrypted data;

first copy control detectionmeans {5, 24, 166) detecting
the first copy control information from the decrypted
reproduction stream data;

contents decoder means (6, 25, 167} extracting and
decoding the digital contents data from the decrypted

reproduction stream data;

* c L L] S *
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second ccpy.control detection means (7, 26, 169)
detecting the second copy control information from the
extracted digital contents data;

analog output control means (8, 27, 168, 171) generating
analog contents data from the extracted digital contents data;

digital output control means {9, 28, 170) converting the
extracted digital contents data to a specified output format
data to be generated therefrom; and

a system controller (173) receiving the first and second
copy control information and controlling said analog output
control means (8, 27, 168, 171) and said digital output control
means (9, 28, 170),

wherein encryption of the reproduction output data from
the optical disk is decrypted and judged for each digital
contents unit under reproduction, and in the case where said
first copy control detectionmeans {5, 24, 166) detects the first

copy control information, the reproduction of the digital

.contents data is controlled based on the first copy control

information, and in the case where said first copy control
detection means (5, 24, 166) detects no first copy control
information, the reproduction of the digital contents data is

controlled based on the second copy control information.

8. The optical disk reproduction device as claimed

in claim 7, wherein when a reproduction permission condition

* € L M 5 x
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is not met, said system controller {173) controls said analog
output control means (8, 27, 168, 171) and said digital output
control means (9, 28, 170) to restrict the reproduction based

on at least one of the first and second copy control information.

9. The optical disk reproduction device as claimed

in claim 7, wherein each of the first and second copy control

_ information includes three copy control states of copy free,

copy permission with restriction and copy inhibition (Fig. 13},
and in the case where the copy control state of the first copy
control information is the copy free state, the reproduction
is controlled to be inhibited, and in the case of the copy
permission with restriction and copy inhibition states, the
reprc;duction is controlled to be permissive, and

in the case where the copy con_trol state of the second
copy control information is the copy free state, the
reproduction is controlled to be permiséive, and in the case
of the copy permission with restriction and copy inhibition

states, the reproduction is controlled to be inhibited.

10.  The optical disk reproduction device as claimed
in claim 7, wherein the digital contents data outputted via said
digital output control means (9, 28, 170) includes boththe first
and second copy control information, and the analog contents

data outputted via said analog output control means (8, 27, 168,

I
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171) includes only the second copy control information.

il. A digital data'repfoducing'and recording system
which is a connection combination of_a recordipg medium
reproduction device reproducing digital data of a recording
medium and a recording medium recoxding device recording the
reproduced digital data to another recording mediﬁm, adapted
to control a multimedia-copy of the recording medium,

wherein the digitai contents data stored in the recording
medium includes a first copy control information of a digital
format and a second copy control information of an analog
embedded format,

sald reproduction device comprising:
encryption decoder means (3, 22, 165) decrypting
reproduction stream data output from the recording medium and
judging whether the reproduction stream data is encrypted data;
firstcppycontroldetectionmeans{5,24,166)detecting
the first copy control information from the decrypted
reproduction stream data:

contents extracting means (6, 25, 167} extracting the
digital contents data from the decrypted réproducﬁion stream
data;

second copy control detection means (7, 26, 169)
detecting the second copy control information from the

extracted digital contents data;

* | L n S *




10

15

20

25

61

analog output control means (8, 27, 168, 171) generating
analog contents data from the extracted digital contents data;
and

digital output control means (9, 28, 170) converting the
extracted digital contents data to a specified output form';t
data to be generated therefrom, |

wherein, in the case where said reproductioén device and
said recordi_.ng device are digital—conr_lecte-d via said digital
output control means (9, 28, 170), fhe digital contents data
reproduced from said reproduction device includes both the:
first. and secénd copy control information, and in the case where
said reproduction device and said recording device are analog-c
connected via said analog output control means (8, 27, 168, 171),
the analog contents data reproduced from said reproduction

device includes only the second copy control information.

12, The digital data reproducing and recording system
as claimed in claim 1.1, wherein each of the first and second
copy control information includes three copy control states of
copy free, copy permissionwith restriction and copy inhibition
(Fig. 13}, and in the case where the copy control state of the
first copy control information is the copy free state, the
reproduction is controlled to be inhibited, and in the case of
the copy permissionwithrestriction and copy inhibition states,

the reproduction is controlled to be permissive, and

TR 0 A
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in the case where the éopy control state of the second
copy control information is the copy free state, the
reproduction is controlled to be permissive, and in the case
of the copy permission with restriction and copy inhibition

states, the reproduétion is controlled to be inhibited.

13. A digital data recording medium adapted for

multimedia copy control, said recording medium comprising:
| at least one contents data storage region {403, 404, 405)

storing digital contents data which includes first copy control
information of a digital format and seéond copy control
information of an analog embedded format,

said storage first and second copy control information
being allocated in pair for each digital contents unit (406,
407; 423, 427),

wherein the digital contents data stored in the recording
medium is adapted to be reproduced from the digital data
recording médium so that the reproduced data is decrypted for
use in judging whether the reproduction oufput data is encrypted
data,

the decrypted reproduction data _be_in‘g ada}pted for use
in detecting the first copy control information and extracting:
the digital contents data therefrom, and

the extracted digital contents data being adapted for

use in detecting the second copy control information.

* c L M S *
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14. The digital data recording medium as claimed in
claim 13, wherein each of the first and second copy control
information. includes three copy control states of copy free,

copy permissionwith restriction and copy inhibition (Fig. 13),

and in the case where the copy control state of the first copy

control information is the copy free state, the reproduction
is controlled to be inhibited, and in the case of the copy
permission with restriction and copy inhibition states, the
reproduction is controlled to be permissive, and

in the case where the copy control state of the second
copy control information is the copy'free state, the.
reproduction is coﬁtrolled to be permissive, and in the case
of the copy permission with restriction and copy inhibition

states, the reproduction is controlled to be inhibited.
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