
SYSTEM AND METHOD FOR IMPLEMENTING COLLECTI t N, MANAGEMENT 

AND AUTHORIZATION OF PERSONAL BIG I ATA 

Field of Technology 

5 The present invention relates to personal data management 	rea, especially to personal big 

data collection, management and authorization area, in partic ilar to a system and method to 

realize personal big data collection, management and authoriz tion. 

Description of Related Arts 

10 As the Internet technology, especially the mobile I ternet technology represented by smart 

phone applications (App) is infiltrating people's daily Fre, the human beings are being digitized, 

which includes but not limited to the following aspec s: 

1. Behavior digitization: firstly the consumptic n behavior is being digitized, individual buys 

goods or services through e-commerce website or smart phone App, the related consumption 
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behaviors including searching, browsing, down oading, payment and etc are all recorded in the 

form of data; secondly the physical location i. digitized, through the -location service" of smart 

phone, the smart phone App can get the re z ted data of personal physical location in real time; 

lastly the searching. and reading are di 	tized, individual searches and browses information 

through search engine, and individual r ads and browses news or articles through web portals, 

the related searching and reading will . 1 be recorded in the form of data. 

2. Body digitization: through a 	kinds of wearable devices, such-  as sports bracelets, smart 

watches and so on, all kinds of da a of individual body such as heart beat, sleeping, amount of 

exercise and calorie consumption 	an all be recorded in the form of data. 

3. Seeing digitization: thrt 	gh the device such as Google Glass, all figures man sees with 

25 eyes and even the sounds ma 	rears will all be recorded in the form of data. 

The size of data cover 	g all behavior, body, seeing of one man every day is very large, it 

can even get to the magni ide of more than TB as days go by, so it can be called personal "big" 

data in summary. CUM: tly, the personal big data is mostly collected, stored, analyzed and 

utilized by big Intern t companies through website, smart phone App and smart connected 

30 device, as the data 	esource. for advertisement, marketing and credit investigation. However, 

individual as the or ginal owner of data cannot have a full record of personal big data and cannot 

enjoy the value cf data analysis. At the same time, there are some companies in the market, 

engaged in con 	ercial profit-gaining activities such as personal data collection, analysis, trading 

and so on wit out explicit authorizations from individuals, it not only infringes the individual's 



ownership of his/her own data, and also brought to individuals potentia damages of information 

leakage, marketing harassment/telephone phishing, identity theft a ,d so on. Besides, in the 

whole personal big data's industry value chain, individuals as the • iginal data owner don't get 

any monetary or material benefit sharing, this is extremely unfair tf, individuals. 
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Summary of the Invention 

The present invention aims to overcome the drawbacks • 	the prior arts above, and provides 

a system and method to realize personal big data colle 	ion, management and authorization 

which collect and store the users' personal big data auto' 	atically, support the users to authorize 

10 their personal big data selectively to enterprises to get r: 	ards of money and material. 

To 	achieve the above-mentioned 	objectives, 	e present invention has 	the following 

composition: 

The system to realize personal big data collection, management and authorization, is 

characterized in that, the system includes several 	lients and a big data server, in which: 

15 Several clients, used to collect the data o 	the logged-in users on the clients automatically, 

and upload the data of the logged-in users t I big data server, and authorize selectively to data 

authorization requests sent from the big dat 	server according to the target users' operations; 

Big data server,- used to analyze data authorization requests sent from enterprises and query 

to get target users conforming to the da 	authorization requests, and push the data authorization 

20 requests to the clients which the targ 	users have currently logged in, and send the authorized 

data of the target users who have ag eed to authorize to the enterprise according to authorization 

feedback information of the client 	hich the target users have currently logged in. 

Furthermore, the Client has a user big data collection module, a server communication 

module, a data management m•dule, and a client data authorization module, wherein: 

25 The user big data collect en module, used to collect data of the logged-in users on the clients 

automatically and send the r ata of the logged-in users to the server communication module; 

The server commum 	lion Module, used to connect to the big data server, and communicate 

information with the bio data server; 

The data manag ment module, used to generate the corresponding data management 

30 operation instructio►  . based on target users operations, and send the data management operation 

instructions to the 	erver communication module; 

The client 	rata authorization module, used to receive the data authorization requests 

forwarded by 	le server communication module for the currently logged-in target users, and 

generate instr ictions of authorized or not-authorized as the authorization feedback information 



according to the target users* operations, and send the authorization fe- • back information to the 

server communication module. 

Furthermore, the user big data collection module has an open 	nterface unit, an automatic 

capture unit, and a scanning & analysis unit, wherein: 

5 The open interface unit, used to connect to the data interfa e of other operating system or 

application software, and collect the data of the logged-in 	iser on the client automatically 

through the data interface; 

The automatic capture unit, used to automatically captures and analyzes the display 

information on the client's screen and the user's input i 	ormation, and collects the data of the 

10 	logged -in user through the display information and inpu information; 

The scanning analysis unit, used to analyze the cl•-nt's picture material or scanning material 

to get the logged-in user's data, and upload the p.cture material or scanning material which 

cannot be analyzed by itself to the big data server Fir further analysis. 

The big data server has a server data analys s module, which is used to further analyze the 

15 picture material or scanning material uploadet by the scanning analysis unit which cannot be 

analyzed by itself, and get the data of the loge -d-in user. 

Furthermore, 	the 	client has 	a 	die 	revenue management 	module, 	a 	data 	product 

management module, wherein: 

The client revenue management me fade, used to retrieve the transaction information stored 

20 	in the big data server according to tl • logged-in user's operations, and manage the logged-in 

user's bank account according to the ogged-in user's operations; 

The data ptoduct manageme 	module, used to generate the corresponding data product 

management instructions accordi 	to the logged-in user's operations, and send the data product 

management instructions to the •ig data server. 

25 Furthermore, -  the client I c s 'a user basic information management module, the user basic 

information management n idule is used to generate personal basic information management 

instructions according to t e logged-in user's operations, and send the personal basic information 

management instruction 	to the big data server. 

Furthermore, the g g data server has a client communication module, an enterprise interface 

30 module, and an authe ization management module, wherein: 

The client con nunication module, used to connect to the several clients, and communicate 

information with 	ie several clients through the Internet or local network; 

The enterp 	se interface module, used to receive the data authorization requests sent by the 

enterprises, a d send the data authorization requests to the authorization management module, 
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and process the authorized data and send the processed authorized data t 	the enterprises; 
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The authorization management module, used to analyze the data authorization requests and 

query to get the target users conforming to the data authorization -equests, and send the data 

authorization requests to the client communication module which t e target users have logged in, 

and according to authorization feedback information of the clip mt which the target users have 

logged in transmitted by the client communication module to r trieve the authorized data of the 

target users who have agreed to authorize to send to the enter, Ise interface module. 

Furthermore, the big data server also includes a d to product module and a revenue 

management module, wherein: 

10 The data product module, used to process the user `s data stored in the big data server and 

generate all kinds of data products; 

The server revenue management module, us d to record and process the transaction 

information between the user and the enterprise, an 	transfer the transaction revenue to the user's 

bank account. 

15 Furthermore, the big data server also inc odes a user registration & login authentication 

module, the user registration & login authent 	ation module is used to add new user information 

in the big data server, and provide authentic bon information when user log in. 

20 

Furthermore, the big data server al•o includes a data storage module, the data storage 

module is used to store in classification 	e users' personal information, the logged-in users' data, 

the data corresponding to the data products, the authorized data and other data of the big data 

server. 

Moreover, the present inven on also provides a method to realize personal big data 

collection based on the above sys em, which is characterized in that, the method specifically is: 

The client collects the data of the logged-in user on the client automatically, and uploads the 

25 data of the logged-in user to t e e big data server. 

Furthermore, the client 	as a user big data collection module and a server communication 

module, the client collects- the data of the logged-in user on the client automatically, and uploads 

the data of the logged-in 	ser to the big data server, including the following steps: 

(1.1) the server co 	munication module connects to the big data server; 

30 (1.2) the user b g data collection module collects data of the logged-in user on the client 

automatically and s lids the data of the logged-in user to the server communication module; 

(1.3) the serv-r communication module sends the data of the logged-in user to the big data 

server. 

Furtheli 	ir re, the user big data collection module has an open interface unit, the user big data 
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collection module collects data of the logged-in user on the client au •matically, including the 

following steps: 

(1.2.1) the user big data collection module judges whether 	t has received the control 

instruction to activate the open interface unit; 

5 (1.2.2) if the judgement result is having received the contro instruction to activate the open 

interface unit, then continue to step (1.2.3), otherwise return to 	le above step (1.2); 

(1.2.3) the open interface unit connects to the data into face of other operating system or 

application software, and collects the data of the logger in user on the client automatically 

through the data interface. 

10 Furthermore, the user big data collection module h. s an automatic capture unit, the user big 

data collection module collects data of the logged-in 	ser on the client automatically, including 

the following steps: 

(1.2.a) the user big data collection module judges whether it has received control instruction 

to activate the automatic capture unit; 

15 (1.2.b) if the judgement result is having received the control instruction to activate the 

automatic capture unit, then continue to step 	.2.c), otherwise return to the above step (1.2); 

(1.2.c) 	the 	automatic 	capture 	unit 	• utomatically 	captures 	and 	analyzes 	the 	display 

information on the client's screen and thy user's input information, and collects the data of the 

logged -in user through the display infori ation and input information. 

20 Furthermore, the user big data col -ction module has a scanning & analysis unit, the user big 

data collection module collects data of the logged-in user on the client automatically, including 

the following steps: 

(1.2.A) the user big data collection module judges whether it has received the control 

instruction to activate the scann ng analysis unit; 

25 (1.2.B) if the judgemen 	result is having received the control instruction to activate the 

scanning analysis unit, then 	ontinue to step (1.2.C), otherwise return to the above step (1.2); 

(1.2.C) the scanning 	ialysis unit analyzes the client's picture material or scanning material 

and gets the logged-in u. 	r's data. 

Furthermore, after he step (1 .2C), further includes the following steps: 

30 (1.2.D) the sca 	ing analysis unit judges whether there is picture material or scanning 

material which can f of be analyzed by itself; 

(1.2.E) if the judgement result is that there is picture material or scanning material which 

cannot be analy ed by itself, then continue to step (1.2.F), otherwise continue to step (1.1.2); 

(1.2.F) th 	scanning analysis unit sends the picture material or scanning material which 
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cannot be analyzed by itself to the server communication module; 

(1.2.G) the server communication module uploads the picture m 	erial or scanning material 

which cannot be analyzed to the big .data server. 
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Furthermore, the big data server has a server data analysis i odule, after the step (1.2.G), 

there are also the following steps: 

(1.2.H) the server data analysis module further analyzes the picture material or scanning 

material which cannot be analyzed initially, and get the logger-in user's data. 

Moreover, 	the present invention also provides a n -thod to realize personal big data 

management and authorization, which is characterized in 	at, the method includes the following 

10 steps: 

(a) the big data server analyzes data authorization -equeSts sent from enterprises, and queries 

to get target users conforming to the data authoriza icn requests; 

(b) the big data server pushes the data author 	ation requests to the clients which the target 

users logged in; 

15 (c) the client processes corresponding au' -iorization dispositions to the data authorization 

requests sent from the big data server according to the target users' authorization selection 

operations; 

(d) the big data -  server sends the a 	orized data of the target users who have agreed to - 

authorize to the enterprise according to -authorization feedback information of the client which 

20 the target users have logged in. 

Furthermore, the big -data servfr. has an enterprise interface module and an authorization 

management module, the big d ta server analyzes data authorization requests 	sent from 

enterprises, • and queries to  get target users conforming to the data authorization requests; 

including the following steps: 

25 (a.1) the enterprise interface module receives the data authorization requests sent by the 

enterprises, and sendS the d to authorization requests to the authorization management module; 

- (a.2) the authorizatio 	management module analyzes the data authorization requests, and 

queries to get target use . conforming to the data authorization requests. 

30 - 

Furthermore, the 	thorization management module analyzes the data authorization requests, 

and queries to get 	arget users conforming to the data authorization -requests, including the 

following steps: 

(a.2.1) the a thorization management module analyzes the data authorization requests and 

gets multiple d 	a selection criteria; 

(a.2.2) th 	authorization management Module judges whether each data selection criteria is 



standard selection criteria; 

(a.2.3) if the judgement result is the data selection criteria is stan and selection criteria, then 

continue to step (a.2.4), otherwise continue to step (a.2.5); 

(a.2.4) 	the 	authorization 	management 	module 	automatically 	transforms 	the 	data 

5 authorization requests into database query statements which ca 	be executed automatically by 

the big data - server program, and queries to get the targ- 	users conforming to the data 

authorization requests, and return to the above step (b); 

(a.2.5) the service provider of the big data server conta• s the enterprise, and understands the 

concrete meaning and requirement of non-standard selert on criteria, then return to the above 

10 step (a.2.4). 

Furthermore, the .big data server has a client com 	unication module, the client has a server 

communication module, the big data server pushes 	le data authorization requests to the clients 

which the target users have logged in, including th• following steps: 

(b.1) the authorization management modal- queries to get the information of the clients 

15 which the target users have logged in currently.  

(b.2) - the authorization management mot rle sends the information of the clients which the 

target users have logged in currently to the • lent communication module; 

(b.3) the client communication mods_ e pushes the data authorization requests to the server- • 

communication module of the clients w rich the target users have logged in currently according 

20 to the information of the clients which he target users .have logged in currently. 

Furthermore, the authorization 	Management module queries to get the information of the 

clients which the.  target Users have ogged in currently, including the following steps: 

(hi .1) the authoriZation m 	agement module judges whether there are target users in the 

currently logged-in users aecor,  ing to information of the target users; 

25 (b.1.2) if the judgement r suit is there are target users logged in, then continue to step (b.1,3), 

otherwise continue to step (..1.4); 

(b.1.3) the authorizat on Management module records the information of the clients which 

the target users have -lot_ed in currently, and continue to the above step (b.2); 

(b.1.4) the author 	ation management module feedbacks information to the big data server 

30 that there is no targe ,  user logged in, and returns to the above step (b.1.1). 

Furthermore, 	he 	client 	has 	a 	client 	data 	authorization 	module, 	the 	client 	processes 

corresponding at horization dispositions to the data authorization requests sent from the big data 

server accordii 	to the target users' authorization selection operations, including the following 

steps: 
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(c.1) the client data authorization module receives the data authori 	tion requests forwarded 

by the server communication module; 

(c.2) the client data authorization module displays the data 	uthorization requests, and 

generates instructions of authorized or not-authorized as the auth 	lzation feedback information 

5 according to the target users' operations, and sends the authoriza on feedback information to the 

server communication module; 

(c.3) the server communication module uploads the aut orization feedback information to 

the big data server. 

Furthermore, the big data server has an authorization management module, the big data 

10 server sends-the authorized _data of the target users who 	ave agreed to authorize to the enterprise 

according to authorization feedback information of the client which the target users have logged 

in, including the folloWing steps: 

(d.1) the client communication module rec- ves the authorization feedback information 

-uploaded through the server communication mot rle by the client that the target users logged in 

15 and sends the authorization feedback informant 	to the authorization management module; 

(d.2) - the authorization management m 	lule retrieves the corresponding authorized data 

according to the authorization feedback info mation to the enterprise interface module; 

(d.3) the enterprise interface module 	•nds the authorized data to the enterprise. 

Furthermore, the big data server 	so has a data product module, after step (d), it also 

20 includes the following steps: 

(e) the data product module proc sses users' data and generates all - kinds of data products. 

Furthermore, the client has a 	to product management module, after step (e), there are also 

the following steps: 

(0 	the data • product 	ma agement module generates the corresponding data product 

25 management instructions aces ding to the logged-in user's operations, and sends the data product 

management instructions to 	le server communication module; 

- (g) 	the 	server 	con 	lunication 	module 	synchronizes 	the 	data 	product 	management 

instructions to the client 	ommunication module; 

(h) the big-data se 	er manages the data products according to the data product management 

30 instructions. 

Furthermore, t e client has a user basic information management module, before step (a), 

there are also the 	ollowing steps: 

(0.1) the u 	r basic information management module generates personal basic information 

management 	nstructions 	according to the 	user's 	operations, 	and 	sends the 	personal 	basic 
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information management instructions to the server communication moth e; 

(0.2) 	the server communication module 	synchronizes 	the p. sonal 	basic 	information 

management instructions to the client communication module. 

(0.3) the big data server manages the personal basic inform on according to the personal 

5 basic information management instructions. 

Furthermore, the big data server also has a user registratio 	& login authentication module, 

after step (0.3), there is also the following step: 

(0.4) the user registration Sr. login authentication mod 	e adds new user information in the 

big data server, and provides authentication information w en user logs in. 

10 Furthermore, the big data server has a server revenue management module, after step (e), 

there is also the following step: 

(F) the 	server revenue 	management modul 	records 	and 	processes 	the 	transaction 

information between the user and the enterprise, .nd transfers the transaction revenue to the 

user's bank account. 

15 Furthermore, the client has a client revenu* management module, after step (F), there is also 

the following step: 

(G) the client revenue management me eule retrieves the transaction information according 

to the user's operations through the server, communication module, and manages the user's bank 

account according to the user's operation 	. 

20 Furthermore, it is characterized in 	at, between steps (a) and (b) , there is also the following 

step: 

(a.a) the big data server class 	ies the data automatically based on the data CharacteriStic, 

data source and data tiniestamp. 

Furthermore, it is charact* 	zed in that, the big data server also includes a data storage 

25 module, after step (e)-, there is .lso the following step: 

(e.a) the data storage 	odule stores the users' personal basic information, the logged-in 

users' data, the data corr* ponding to the data products, the authorized data and other systeM 

data. 

Utilizing the pre -nt invention of the system and method to realize personal big data 

30 collection. managem •ht and authorization, the user's personal data can—be collected and stored 

automatically, it su sports the user to view and manage his/her own personal data, and it supports 

the user to author ze his/her own personal data to interested enterprise and get money or material 

rewards. At the same time, the present invention supports processing of the user's personal data 

such as prepa ation, analysis, summarization, correlation and so on, and provides results to the 
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user in the form of data products, gives useful information to individual and family in the aspects 

of life management, financial management, decision support and so 01 , so that the user can enjoy 

the value of data analysis and mining, it has a wider application ran . 

5 Brief Description of the Drawings 

Fig. 	1 	is the structure diagram of the system to real e personal big data collection, 

management and authorization. 

Fig. 2 is the flow diagram of the method to realiz- personal big data management and 

authorization. 

10 Fig. 3 is the flow diagram of a specific embodimmt of the method to realize personal big 

data collection, management and authorization. 

Fig. 4 is the flow diagram of authorization : 	payment process of the method to realize 

personal big data management and authorization. 

15 Detailed Description of the Preferred Embo I ment 

In order to describe the technical content •f the present invention more clearly, now describe 

it further combining specific embodiments. 

Please refer to Fig. 1, in one specifi' embodiment of the present invention, the system to 

realize personal big data collection, mai igement and authorization includes several clients and a 

20 big data server, in which: 

Several clients, used to collect 	e data of the logged-in users on the clients automatically, 

and upload the data of the logged 	n users to big data server, and authorize selectively to data 

authorization requests sent from t e big data server according to the target users' operations; 

Big data server, used to an, lyze data authorization requests sent from enterprises and query 

25 to get target users conformin? to- the data authorization requests, and push the data authorization 

requests to the clients whic 	the target users have currently logged in, and send the authorized 

data of the target users w a have agreed to authorize to the enterprise according to authorization 

feedback information of le client which the target users have currently logged in. 

In a preferred em • o diment of the present invention, the client has a user big data collection 

30 module, a server communication module, a data management module, and a client data 

authorization mod 	e, wherein: 

The user big'rata collection module, used to collect data of the logged-in users on the clients 

automatically a d send the data of the logged-in users to the server communication module; 

The serve communication module, used to connect to the big data server, and communicate 

10 



information with the big data 	server, 	the information communication includes uploading, 

downloading, synchronization and so on of all kinds of data and files; 

The data management module, used to generate the cone• onding data management 

operation instructions based on target users' operations, and send t e data management operation 

5 instructions to the server communication module, the data mana. -meat module supports the user 

to view and manage personal big data record, including addii g, editing and deleting data, and 

adjusting the classification. of data; 

The client data authorization module, used to rece ve the data authorization requests 

forwarded by the server communication module for the currently logged-in target users , and 

10 generate instructions of authorized or not-authorized a 	the authorization feedback information 

according to the target users' operations, and send the authorization feedback information to the 

server communication module, besides, the clien 	data authorization module supports user 

viewing and authorizing the data authorization re Jests of enterprises, and support user viewing 

and managing revenue generated by authorizing l ata. 

15 In a more preferred embodiment of the - present invention, the user big data collection 

module has an open interface unit, an autoi atic capture unit, and a scanning & analysis unit, 

wherein: 

The open-  interface unit,. used- to co 	r, ect to the data interface of other operating system or - 

application software, and collect the I ata of the - logged-in user on the client automatically 

20 through the - data interface; 

The 	automatic capture 	unit, 	sed to 	automatically capture and 	analyze 	the 	display 

information on the client's-  screen Ind-  the user's input information, and collect the data of the 

logged-in user through the diSpla =information and input information; 

The scanning analysis unit 	ised to analyze the client's picture material or scanning material 

25 to get the logged-in user's dat•, 	such as photographing or scanning the bill statement, order form, 

transaction record, bar code and so on in paper form or electric form, and analyze automatically 

and get the related data t rough technical means such as optical character recognition (OCR), 

decode and so on, and u load the picture material or scanning material which cannot be analyzed 

by itself to the big dat, server for further analysis. 

30 In a more prefe 'ed embodiment of the present invention, the big data server has a server 

data analysis modu e, and the data analysis module is used to further analyze the picture material 

or scanning material uploaded by the scanning analysis unit which cannot be analyzed by itself , 

and get the data of the logged-in user. 

In a pre 'erred 	embodiment of the present 	invention, the client has a client revenue 
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management module and a data product management module, wherein: 

The client revenue management module, used to retrieve the tra .action information stored 

in the big data server according to the logged-in user's operation 	and manage the logged-in 

user's bank account according to the logged-in user's operations; 

5 The data product management module, used to generate 	le corresponding data product 

management instructions according to the logged-in user's ope ations, and send the data product 

management instructions to the big data server. 

In a preferred embodiment of the present invention, tl e client has a user basic information 

management module, the user basic information man gement module is used to generate 

10 personal basic information _management instructions ac •rding to the logged-in user's operations, 

and send the personal. basic information management nstructions to the big data server, the user 

basic 	information management module - supports the user to 	maintain his/her own basic 

information such as name, nickname, gender, addrIss, contact number and so on. 

Wherein, the several clients are a kind of application software, including many versions 

15 running on all kinds of different personal sm -t connected devices (for example: smart phone, 

personal computer/PC, PAD, wearable devic-. and so on). 

In a preferred embodiment of the p esent invention;  the big data server has a client 

communication module, an enterprise 	terface module, and an authorization management 

module, wherein: 

20 The client communication inodul,  , used to connect to the several clients, and communicate 

information with _the several clients 	ough the Internet or local network; 

The enterpriSe interface mod 	e, used to receive the data authorization requests sent by the 

enterprises, and send the data a thorization requests to the authorization management module; 

and process the authorized dat rand send the processed authorized data to the enterprises; 

25 The authorization maim_ •merit module, used to analyze the data authorization requests and 

query to get the target use s conforming to the data authorization requests, and send the data 

authorization requests to t e -client communication module which the target users have logged in, 

and according to autho zation feedback information of the client which the target users have 

logged in transmitted I y the client communication module to retrieve the authorized data of the 

30 target users who ha e agreed to authorize to send to the enterprise interface module, before 

retrieving 	data 	th' 	authorization 	decisions 	corresponding 	to 	user's 	authorization 	feedback 

information can 1 e recorded. 

In a prefei f d embodiment of the present invention, the big data server also includes a data 

product mod 	e and a revenue management module, wherein: 
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The data product module. used to process the users data stored i 	the big data server and 

generate all kinds of data products, the processing includes preparatio , analysis, summarization, 

correlation and so on; 

The server revenue management module, used to record and process the transaction 

5 information between the user and the enterprise, and transfer the Transaction revenue to the user's 

bank account,-  the processing includes summarizing and calcula ing the transaction information. 

In a preferred embodiment of the present invention, the oig data server also includes a user 

registration & login authentication module, the user registr 	ion & login authentication module is 

used to add new user information in the big data server, 	nd provide authentication information 

10 when user log in. 

In a prefen-ed embodiment of the present invention, the big data server also includes a data 

storage module, the 'data storage module is used -No store in classification the users' personal 

information, the logged-in users' data, the data cor 	sponding to the data products, the authorized 

- data and other data of the big data server. 

15 Moreover, the present invention also provides a method to realize personal big data 

Collection based on the above system, the me 	od specifically is: 

. The client collects the data of the logg- • -in user on the client automatically, and uploads the 

data of the logged-in user to the big data s rver. 

In a preferred embodiment of the p esent invention, the client has a user big data collection 

20 module and a server communication 	odule, the client collects the data of the logged-in user on 

the client automatically, and uploa s the data of the logged-in user to the big data server, 

including the- following 

(1.1) the server communicate on module connects to the big data server; 

(1.2) the .user big data co ection module collects data of the logged-in user on the client 

25 automatically and sends the d ta -of the logged-in user to the server communication module; 

(1.3) the server commt 	ication module sends the data of the logged-in user to the big data 

server. 

In a more' preferre 	embodiment of the present invention, the user big data collection 

module has an open 	n efface unit, the user big data collection module collects data of the 

30 logged-in user on tho client automatically, including the following steps: 

(1.2.1) the us' 1 	big data collection module judges whether it has received the control 

instruction to act 	ate the open interface unit; 

(1.2.2) if tl - judgement result is having received the control instruction to activate the open 

interface unit then continue to step (1.2.3), otherwise return to the above step (1.2); 
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(1.2.3) the open interface unit connects to the data interface of o rer operating system or 

application software, and collects the data of the logged-in user oi, the client automatically 

through the data interface. 

In a more preferred embodiment of the present invention, 	he user big data collection 

5 module has an automatic capture unit, the user big data collect on module collects data of the 

logged-in user on the client automatically, including the followi g steps: 

(1.2.a) the user big data collection module judges whethe it has received control instruction 

to activate the automatic capture unit; 

(1.2.b) if the judgement result is having received 	e control instruction to activate the 

10 automatic capture unit, then continue to step (1.2.c), oth- 	ise return to the above step (1.2); 

(1.2.c) 	the 	automatic 	capture 	unit 	automatic 	y 	captures 	and 	analyzes 	the 	display 

information on the clients screen and the user's in • it information, and collects the data of the 

logged-in user through the display information and .nput information. 

In a more preferred embodiment of the p esent invention, the user big data collection 

15 module has a scanning & analysis unit, the use 	big data collection module collects data of the 

logged-in - user on the clients automatically, ins' uding the following steps: 

(1.2.A) the user big data- collection i odule judges whether it has received the control 

instruction to activate the scanning analys . unit; 

(1.2.B) if the judgement result is 	aving received the control instruction to activate the 

20 scanning analysis unit, then continue t• step (1.2.C), otherwise return to the above step (1.2); 

(1.2.C) the scanning analysis un 	analyzes the client's picture material or scanning material 

and gets the logged-in user's data. 

In a more-  preferred embod nent of the present invention, after the step (1.2C), further 

includes the following steps: 

25 (1.2.D) the scanning an, ysis unit judges whether there is picture material or scanning 

material which cannot be ai 	lyzed by itself; 

- (1.2.E) if the judgem nt- result is that there is picture material or scanning Material which 

cannot be analyzed by itself, then continue to step (1.2.F), otherwise continue to step (1.1.2); 

(1.2.F) the scanni g analysis unit sends the picture material or scanning material which 

30 cannot be analyzed b, itself to the server communication module; 

(1.2:G) the serer communication module uploads the picture material or scanning material 

which cannot be 	nalyzed to the big data server. 

In a more 	referred embodiment of the present invention, the big data server has a server 

data analysis 	odule, after the step (1.2.G), there are also the following steps: 
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(1.2.H) the server data analysis module further analyzes the pict re material or scanning 

material which cannot be analyzed initially, and get the logged-in user s data. 

Moreover, the present invention also provides a method to 	realize personal big data 

management and authorization, as shown in Fig. 2, the method inc ides the following steps: 

S (a) the big data server analyzes data authorization requests sent from enterprises, and queries 

to get target users conforming to the data authorization request 

(b) the big data server pushes the data authorization req ests to the clients which the target 

users have logged in; 

(c) the client processes corresponding authorization dispositions to the data authorization 

10 requests sent from the big data server according to 	e target users-  authorization selection 

operations; 

(d) the big data server sends the authorized d ta of the target users who have agreed to 

authorize to the enterprise according to authoriza on feedback information of the client which 

the target users have logged in. 

15 In a preferred embodiment of the present invention, the big data server has an enterprise 

interface module and an authorization mana_ement module, the big data server analyzes data 

authorization requests sent from enterprise., and queries to get target users conforming to the 

data authorization requests, including the %snowing steps: 

(a.1) the enterprise interface mod 	e receives the data authorization requests sent by the 

20 enterprise, and sends the data authoriz. ion requests to the authorization management module; 	
_ 

(a.2) the authorization manage 	ent module analyzes the data authorization requests, and 

queries to get target users conform 	g to the data authorization requests. 

In a more preferred embod 	ent of the present invention, the authorization management 

module analyzes the data autho , zation requests, and queries to get target users conforming to the 

25 data authorization requests, i 	luding the following steps: 

(a.2.1) the authorizatio r. management module analyzes the data authorization requests and 

gets multiple data selectio , criteria; 

(a.2.2) the authoriz 	ion management module judges whether each data selection criteria is 

standard selection crit-. a; 

30 (a.2.3) if the jud ement result is the data selection criteria is standard selection criteria, then 

continue to step (a. 	.4), otherwise continue to step (a.2.5); 

(a.2.4) 	the 	authorization 	management 	module 	automatically 	transforms 	the 	data 

authorization r- uests into database query statements which can be executed automatically by 

the big data server program, and queries to get the target users conforming to the data 
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authorization requests, and return to the above step (b); 

(a.2.5) the service provider of the big data server contacts the ent 	prise, and understands the 

concrete meaning and requirement Of non-standard selection criter a, then return to the above 

step (a.2.4). 

5 In a more preferred embodiment of the present invention, 	le big data server has a client 

communication module, the client has a server communica on module, the big data server 

pushes the data authorization requests to the clients whic 	the -target users have logged in, 

including the following steps: 

(b.1) the authorization management module querie 	to get the information of the clients 

10 which the target users have logged in currently; 

(b.2) the authorization management module send. the information of the clients which the 

target users have logged in currently to the client co 	munication module; 

(b.3) the client communication module pushe 	the data authorization requests to the server 

communication module of the clients which the arget users have logged in currently according 

15 	to the information of the clients which- the targe users have logged in currently. 

In a more preferred embodiment of the - present invention, the authorization management 

module queries to get the informatiOn of the clients which the target users have logged in 

currently, including the following steps: 

(b.1.1) the .authorization managema it module judges whether there are target users in the 

20 currently logged-in users according to 	formation of the target users; 

(b.1.2) if the judgement result is here are target users logged in, then continue to step (b.1.3), 

otherwise continue to step (1).1.4); 

(b.1.3) the.  authorization ma agement module -  records the information of the clients which 

the target users have logged in 	n-ently, and continue to the above step (b.2); 

25 (b.1.4) the authorization 	anagement module feedbacks information to the big data server 

that there is no target user lo ged in, and returns to the above step (b.1.1). 

In a more preferred embOdiment of the present invention, the client has a client data 

authorization module, tl - client processes corresponding authorization dispositions to the data 

authorization requests .ent from the. big. data server according to the target users' authorization 

30 	selection operations, ncluding the following steps: - 

(c.1) the client lata authorization module receives the data authorization requests forwarded 

by the server Col .nunication module; 

(c.2) the c lent data authorization module displays the data authorization requests, and 

generates inst uctions of authorized or not-authorized as the authorization feedback information 
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according to the target users operations, and sends the authorization fes,  back information to the 

server communication module; 

(c.3) the server communication module uploads the authorization feedback information to 

the big data server. 

5 In a more preferred embodiment of the present inventis 1, the big data server has an 

authorization management module, the big data server sends 	he authorized data of the target 

users who have agreed to authorize to the enterprise ac ording to authorization feedback 

information of the clients which the target users have logger in, including the following steps: 

(d.1) the client communication module receives t e authorization feedback information 

10 uploaded through the server communication module by the client that the target users logged in 

and sends the authorization feedback information to t • authorization management module; 

(d.2) the authorization management module r•trieves the corresponding authorized data 

according to the authorization feedback informatio 	to the enterprise interface module; 

(d.3) the enterprise interface module sends tl e authorized data to the enterprise. 

15 In a more preferred embodiment of the pr: ent invention, the big data server also has a data 

product module, after step (d), it also include• the following steps: 

(e) the data prodUct module processes r ers' data and generates all kinds of data products. 

In a more preferred embodiment o 	the present invention, the client_ has a data product • 

management module, after step (e), Cher' are also the f011owing steps: 

20 (f) the 	data 	product 	managem not module 	generates 	the 	corresponding 	data product 

management instructions according 	the logged-in user's operations, and sends the data product 

management instructions to the ser er communication module; 

(g) the 	server communic non 	module 	synchronizes 	the 	data 	product 	management 

instructions to the_client comm mcation module; 

25 (h) the big data server m nages the data products according to the data product management 

instructions. 

In a more preferred embodiMent of the present invention, the client has a user basic 

information manageme 	•module, before step (a), there are also the following steps: 

(0.1) the user base 	information management module generates personal basic information 

30 management 	instate ions according to the user's operations, and sends the personal 	basic 

information manag ment instructions to the server communication module; 

(0.2) 	the 	s- 	et-  communication - module 	synchronizes 	the 	personal 	basic 	information 

management in-tructions to the client communication module. 

(0.3) the aig data server manages the personal basic information according to the personal 
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basic information management instructions. 

In a more preferred embodiment of the present invention, the big data server also has a user 

• registration & login authentication module, after step (0.3), there is a so the following step: 

(0.4) the user registration & login authentication module add. new user information in the 

5 big data server, and provides authentication information when us'r logs in. 

In a more preferred embodiment of the present invention the big data server has a server 

revenue management module, after step (e), there is also the fallowing step: 

(F) the 	server 	revenue 	management 	module 	reco ds 	and 	processes 	the 	transaction 

information between the user and the enterprise, and tr nsfers the transaction revenue to the 

10 user's bank account. 

In a more preferred embodiment of the present 	nvention, the client has a client revenue 

management module, after-step (F), there is also the 'ollowing step: 

(G) the client revenue management module r trieves the transaction information according 

-to the user's operations through the server comn inication module, and manages the user's bank 

15 account according to the user's operations. 

In a more preferred embodiment of the p esent invention, between steps (a) and (b), there is 

- also the following step: 

(a.a) the big data -server classifies tl - data automatically based on the data characteristic, - 

data source and data timestamp. 

20  In amore preferred embodiment of the present invention, the big data server also includes 

data storage module,-after step (e), t 	-re is also the following step: 

(e.a) the data storage modul 	stores the users' personal basic information, -the logged-in 

users' data, the data correspond ig to the data products, the authorized data and other system 

data. 

25 As shown'in Fig. 3, it's a preferred specific embodiment of the present invention, which 

includes the.  following fimc ons: 

. I . The client softWare.collects the user's all kinds of personal data automatically or manually, 

and uploads and stores i 	the big data server. The big data server classifies the data automatically 

based on the logic def ed in advance. 

30 Wherein, the bi 	data server classifies the data automatically based on the logic defined in 

advance can inclu 	• using the following several classification logics at the same time: 

(a) Classify used on the data's characteristic. For example major categories can include: 

behavior data, 	•dy data, seeing data and so on. The behavior data major category can be divided 

into smaller categories like consumption purchase data, searching and reading data, physical 
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location data and so on, the body data major category can be divided in • smaller categories like 

heart beat data, sleeping data, exercise data and so on. 

(b) Classify based on data source. For example major categories can include: application 

data, website data, scanning data and so on. The application data i ajor category can be divided 

5 into smaller categories like Taobao App application data, CTrip • pp application data, Dianping 

App application data and so on. The scanning data major cate..ory .can be divided into smaller 

categories like phone&broadband billing statements, utility b ling statements, credit card billing 

statements and so on. 

(c) Classify based on data timestamp. • For example najor categories can include: natural 

10 calendar, weekday/weekend, festival&celebration, the 	atural calendar major category can be 

divided into smaller categories like year, month, week day and so on. The festival& celebration 

major category can be divided into smaller cite;  ones like Spring Festival, National Day, 

Valentines' Day and so on. 

2. The user can log in the client software to view and manage personal big data, including 

15 adding, editing and deleting data, and adjusting he classification of data. The client softWare and 

the big data server will synchronize data auto] atically. 

3. The user can view and operate data 	-roducts -through client software. The data product is 

produced by the big data server based on e omputational formulas and display 	designed 	- 

in advance and through processing of t e personal 'big data in ways like preparation, analysis, 

20 summarization, correlation and so on , the result product is provided to the user thrOugh the 

client software. 

Wherein, the data products ma 	include the following types: 

(a) Data product in'personal , imension: the big data server can process the personal big-data.  

in ways like preparation, ana 	sis, summarization and so on, .and provides the result after 

25 processing to the user in the 'orm of data product through the client software. The examples of 

data products in personal dimension include personal monthly income summarization and 

fluctuation trend, personal Monthly spending summarization and fluctuation - trend and so on. 

(b) Data product in amity dimension: based on the authorization to each. other between two 

or more related users 	ike husband and wife), the big data server can process the personal big 

30 data of the related 	isers in- ways like preparation, analysis, summarization and so on, and 

provides the result after processing to the users in the form of data product through the client 

software. The ex mples of data products in family dimension include family monthly income 

summarization nd fluctuation trend, family monthly spending summarization and fluctuation 

trend and so o . 
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(c) Data product in group dimension: the big data server can proces 	the personal big data of 

the user group to which the user belong in ways like preparation, anal sis, summarization and so 

on, and provides the result after processing to the users in the form of data product through the 

client 	software. 	The 	possible user group 	definition paramete 	include: 	country, 	territory 

5 (province/state, city, neighborhood and so on), friend circle, re 	tionship circle and so on. The 

examples of the data products in group dimension include per.onal monthly income ranking in 

city, personal monthly income ranking in neighborhood, per.onal monthly spending ranking in 

friend circle and so on. 

4. The big data server can open interface to enterprises that have interest of buying personal 

10 big data, as shown in Fig. 4, the enterprises submit /ata authorization requests through the 

interface, and the said requests are pushed to the use . conforming to the.  requirements through 

the client software. The user can view the said da a authorization requests through the client 

software, and decide whether to authorize or not. 	f the user operates to authorize, then the big 

data server will process the related personal big data based on the user's authorization into the 

15  form. that the enterprise wanted, then provide i to the enterprise through the interface. The fees 

that the enterprise pays to buy the user's 	•- -sonal big data will be settled according to the 

revenue sharing agreement reached in ad ance between the service provider of the present 

invention and the user. 

Wherein, the data authorization reruests submitted by the enterprise through the big data 

20 server interface can include several kii is of data selection criteria, for example: 	 --- 

(a) standard selection criteria, st, ted in standard data format defined in advance, such as: the 

user's age, sex, living area and so an; the user's online shopping frequency and amount such as 

shopping on Taobao at least one: a week or spending at least 200 Yuan every month on Taobao 

shopping and so on; the user's (Jilting-out frequency and amount such as dining out at least once 

25 a week or spending at least 411 Yuan every month for dining out and so on. 

(b) non-standard selecti o n criteria, described in natural language and stated in "remark" kind 

of fields. 

Furthermore, after 	e big data server has received the data authorization requests, it can 

select and match the u— s conforming to the criteria in the following steps: 

30 (a) As to the st, idard selection criteria in the data authorization requests submitted by the 

enterprise, the big 	ata server automatically transforms it into database query statements which 

can be executed 	automatically by the big data server program, and then executes the database 

query statemen . to realize the selection and matching. 

(b) As to he non-standard selection criteria in the data authorization requests submitted by 
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the enterprise, the customer service personnel of the service provider of the present invention 

will contact the enterprise, to understand the concrete meaning and r- uirement of non-standard 

selection criteria, and then transforths it into database query staten 	nts which can be executed 

automatically by the big data server program, and then executes th 	database query statements to 

5 realize the further selection and matching. 

Utilizing -the present invention of the system and met} •d to realize personal big data 

collection, management and authorization, the user's person , I data can be collected and stored 

automatically, it supports the user to view and manage his/I 	r own personal data, and it supports 

the user to authorize his/her own personal data to interests 	enterprise and get money or material 

10 rewards. At the same time,.the present invention suppo 	s processing of the user's personal data 

such as preparation, analysis, summarization, correlation and so on, and provides results to the 

user in the form of data products, gives useful infor 	tion to individual and family in the aspects 

of life management, financial management, decisio 	support and so on, so that the user can enjoy 

the value of data analysis and mining, it has a was -r application range. 

15 In this specification, the present invention , as been described with references to the specific 

embodiments. However, obviously modific. bons and variations still can be-  made without 

departing from the spirit and scope Of the 	esent invention: Accordingly, the specification and 

drawings are to be regarded as illustrative ather than restrictive. 
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Claims 

I claim: 

1. A system to realize personal big data collection, man( gement and authorization, 

characterized in that, the system includes: 

Several clients, used to collect the data of the logged-in users on the clients automatically, 

and upload the data of the-logged-in users to big data server, end authorize selectively to data 

authorization requests sent from the big data server accordii g to the target users' operations; 

Big data server, used to analyze data authorization requests sent from enterprises and 

query to get target users conforming to the data authorization requests, and push the data 

authorization requests. to the clients which the target I ers have currently logged in, and send 

the authorized data of the target users who hav 	agreed to authorize to the enterprise 

according to authorization feedback information of the client which the target users have 

currently logged in. 

2. The system to realize personal big d 	a collection, management and authorization 

according' to claim 1, characterized in that, tl 	client has a user big data collectien module, a 

server communication module, a data mar 	gement module, and a client data authorization 

module, wherein: 

The user big data collection mode -, used -to collect data of the logged-in users on the 

clients automatically and send the da a of the logged-in users to the server communication 

module;. 

The server communication 	odule, used 	to 	connect 	to 	the big 	data 	server, and 

communicate information with tl - big data server; - 

The data management me • ule, used to generate the corresponding data management 

operation 	instructions based -on target users' operations, and send the data management 

operation instructions to theserver communication module; 

The client data authorization module, used to receive the data authorization requests 

forwarded by the server 	ommunication module for the currently logged-in target users , and 

generate 	instructions 	of 	authorized 	or 	not-authorized 	as 	the 	authorization 	feedback 

information accordii g to the target users' operations. and send the authorization feedback 

information to the 	-rver communication module. 

3. The syste 	to realize personal big data collection, management and authorization 

according to ch m 2, characterized in that, the user big data collection module further has an 

open interfac- unit,. an automatic capture unit, and a scanning & analysis unit, wherein: 
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The open interface unit, used to connect to the data interface of oth •r operating system or 

application software, and collect the data of the logged-in user on 	le client automatically 

through the data interface; 

The automatic capture unit, used to automatically capture 	and analyzes the display 

information on the client's screen and the user's input informatio , and collects the data of the 

logged-in user through the display information and input infor 	ation; 

The scanning analysis unit, used to analyze the clien 	s picture material or scanning 

material and get the logged-in 	user's data, and upload 	he picture material or scanning 

material which cannot be analyzed by itself to the big dat. server for further analysis. 

4. The system to realize personal big data collet ion, management and authorization 

according to claim 3, characterized in that,- the big 	ata server has a server data analysis 

-module, the server data analysis module is used tt, further analyze the picture material or 

scanning material uploaded by the scanning analy• s unit which cannot be analyzed by itself, 

-and get the data of the logged-in user. 

5. The system to -realize personal big d 	a collection, management and authorization 

according- to claim 1, characterized in that, tip client has a client revenue managernent module 

and a data product management module, wl 	rein: 

The client revenue management m•- ule, used to retrieve the transaction information 

stored in- the big data server accordin(z -to the logged-in user's operations, and manage the 

logged-in user's bank account accordii g to the logged-in user's operations; 

The data product management i odule, used to generate the corresponding data product 

management instructions accordi b  to the logged-in user's operations, and - send the data 

product mahagement instructions o the big data server. 

6. The system to realize 	aersonal big data collection, management and authorization 

according - to -Claim -. 1,. char cterized 	in 	that, 	the 	client 	has 	a 	user 	basic 	information. 

management module, the t. er basic information management module is used to generate 

personal 	basic 	information 	management 	instructions 	according 	to 	the 	logged-in 	user's 

operations, and' send - the --personal basic information management instructions to the big data 

server. 

7. The system 	• realize personal big data collection, management and authorization 

according to claim 1, characterized in that, the big data server has a client communication 

module, an enter • ise interface module and an authorization management module, wherein: 

The 	client 	communication 	module, 	used 	to 	connect 	to 	the 	several 	clients, 	and 

communicate nforrnation with the several clients through the Internet or local network; 
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The enterprise interface module, used to receive the data authoriz' ion requests sent by 

the enterprises, and send the data authorization requests to the aut orization management 

module, and process the authorized data and send the processe 	authorized data to the 

enterprises; 

The authorization management module, used to analyze tin data authorization requests 

and query to get the target users conforming to the data autho 	zation requests, and send the 

data authorization requests to the client communication moc rle which the target users have 

logged in, and according to authorization feedback inform 	ion of the client which the target 

users have logged 	in transmitted by the client comn unication module to retrieve 	the 

authorized data of the target users who have agreed t,  authorize to.  send to the enterprise 

interface module. 

8. The system to realize personal big data co lection, management and authorization 

according to claim 1, characterized in that, the bi 	data server also includes a data product 

module and a revenue management module, when -in: 

The data product module, used to process t e user's data stored - in the big data server and 

generate all kinds of data products; 

The server revenue management mo 	le, used to record and process the transaction 

information between -  the user and the en ,• rprise, and transfer the transaction revenue to the 

user's bank account. 

9. The -  system to realize person. 	big data collection, management and authorization 

according to claim 1,- characterized i 	that, the big data server also includes a user registration 

& login authentication module, th- user registration & login.  authentication module.  is used to 

add new user information in -the rig data server, and provide authentication information when 

user log in. 

10. The system .to reali • personal big data collection, management and authorization 

according to any item of cl 	ms 1-9, characterized in that, the big data server also includes a 

data storage module, the data storage module is used to store in classification the users' 

personal information, tl • logged-in users' data, the data corresponding to the data products, 

the authorized data an. other data of the big data server. 

11. A method tf 	realize personal big data collection based on • the: system of claim 1, 

characterized in th 	, the method specifically is: 

The client c• lects the data of the logged-in user on the client automatically, and uploads 

the data of the Pigged-in user to the big data server. 

12. The 	method 	to 	realize 	personal 	big 	data 	collection 	according 	to 	claim 	11, 
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characterized 	in 	that, 	the 	client 	has 	a 	user 	big 	data 	collection 	odule 	and 	a 	server 

communication module, the client collects the data of the logger-in user on the client 

automatically, and uploads the data of the logged-in user to the big 	ata server, including the 

following steps: 

(1.1) the server communication module connects to the big d4ta server; 

(1.2) the user big data collection module collects data of 	e logged-in user on the client 

automatically and sends the data of the logged-in user to the 	•rver communication module; 

(1.3) the server communication module sends the dat 	of the logged-in user to the big 

data server. 

13. The 	method 	to 	realize 	personal 	big 	data 	collection 	according 	to 	claim 	12, 

characterized in that, the user big data collection mo 	ule has an open interface unit, the user 

big data collection module collects data of the lo, ged-in user on the client automatically, 

including the following steps: 

(1.2.1) the user big data collection module judges whether it has received the control 

instruction to activate the open interface unit; 

(1.2.2) if the judgement result is havi% received the control instruction to activate the 

open interface unit, then continue to step (1 	.3), otherwise return to the above step (1.2); 

(1.2.3) the open interface unit conne 	s to the data interface of other operating system or 

- application software, and collects the 	,ta of the logged-in user on the client automatically 

through the data interface. 

14. The 	method 	to 	realize 	ersonal 	big 	data 	collection 	according 	to 	claim 	12, 	- 

characterized in that, the user big c 	to collection module- further has an automatic capture unit, 

the user big 	data 	collection nodule collects 	data 	of the 	logged-in user on the 	client 

automatically, including the fol owing steps: 

(1.2.a) the user. big da 	collection module judges whether it has received control 

instruction to activate the at omatic capture unit; 

(1.2.b) if the judgem nt result is having received the control instruction to activate the - 

automatic capture unit, t en continue to step (1.2.c), otherwise return to the above step (1.2); 

(1.2.c) 	the 	auton atic 	capture 	unit 	automatically 	captures 	and 	analyzes 	the 	display 

information on the c ent's screen and the users input information, and collects the data of the 

logged-in user thro gh the display information and input information. 

15. The 	mg hod 	to 	realize 	personal 	big 	data 	collection 	according 	to 	claim 	12, 

characterized i 	that, the user big data collection module further has a scanning analysis unit, 

the 	user big 	data 	collection 	module 	collects 	data 	of the- logged-in 	user on 	the client 

25 



automatically, including the following steps: 

(1.2.A) the user big data collection module judges whether it h s received the control 

instruction to activate the scanning analysis unit; 

(1.2.B) if the judgement result is having received the control instruction to activate the 

scanning analysis unit, then continue to step (1.2.C), otherwise re 	m to the above step (1.2); 

(I .2.C) the scanning analysis 	unit analyzes the client's 	picture 	material 	or scanning 

material and gets the logged-in user's data. 

16. The method to realize personal big data collectio , management and authorization 

according to claim 15, characterized in that; after step (1 	C), further includes the following 

steps: 

(1.2.D) the scanning analysis unit judges whethe 	there is picture material or scanning 

material which cannot be analyzed by itself; 

(1.2.E) if the judgement result is that there is 	cture material or scanning material which 

cannot be analyzed by itself, then continue to step (1.2.F), otherwise continue to step (1.1.2); 

(1.2.F) the scanning analysis unit sends th 	picture material or scanning material which 

cannot be analyzed by itself to the server corn 	unication module; 

(1.2.G) the server communication mudule uploads the picture material or scanning 

material which cannot be analyzed to the 1_g data server. 

17. The 	method 	to 	realize 	personal 	big 	data 	collection 	according 	to 	claim 	16, 

characterized in that, the big data server has a server data analysis module, after step (1.2.G), 

there are also the following steps: 

(1.2.H) the server data analyst. module further analyzes the picture material or scanning 

material which cannot be analyzer initially, and get the logged-in user's data. 

18. A method to realize p: sonal-  big data management and authorization based on the 

method of claim 11, character 	ed in that,-the method - includes the following steps: 

(a) the big data server analyzes data. authorization requests sent from enterprises, and 

queries to get target users f onforming to the data authorization requests; 

(b) the big data set 	er pushes the data authorization requests to the clients which the 

target users have logge 	in; 

(c) the client pro esses corresponding authorization dispositions to the data authorization 

requests sent from 	he big data server according to the target users' authorization selection 

operations; 

(d) the big 	ata server sends the authorized data of the target users who have agreed to 

authorize to tl 	enterprise according to authorization feedback information of the client which 
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the target users have logged in. 

19. The method to realize personal big data management and au lorization according to 

claim 18, characterized in that, the big data server has an enterpris. interface module and an 

authorization management module, the big data server analyzes 	ata authorization requests 

sent from enterprises, and query to get target users conform' g to the data authorization 

requests, including the following steps: 

(a.1) the enterprise interface module receives the data a thorization requests sent by the 

enterprises, and sends the data authorization requests t 4 	the authorization management 

module; 

(a.2) the authorization management module analyza 	the data authorization requests, and 

queries to get target users conforming to the data auth• -ization requests. 

20. The method to realize personal big data ma agement and authorization according to 

claim 19, characterized in that, the authorizatio 	management module analyzes the data 

authorization requests, and queries to get targe 	users conforming to the data authorization 

requests, including the following steps: 

(a.2.1) the authorization management n • dule analyzes the data authorization requests 

and gets multiple data selection criteria; 

(a.2.2) the authorization management module judges whether each data selection criteria 

is standard selection criteria; 

(a.2.3) if the judgement result is • le data selection criteria is standard selection criteria, 

then continue to step (a.2.4), otherwi e continue to step (a.2.5); 

(a.2.4) 	the 	authorization 	m nagement 	module 	automatically 	transforms 	the 	data 

authorization requests into datab. e query statements which can be executed automatically by 

the big data server program, Jnd queries to get the target users conforming to the data 

authorization requestS, and re ►  rn to the above step (b); 

(a.2.5) the service prov a er of the big data server contacts the enterprise, and understands 

the concrete meaning an 	requitement of non-standard selection criteria, then return to the 

above step (a.2.4). 

21. The method t• realize personal big data management and authorization according to 

claim 19, character] 	d in that, the big data server has a client communication module, the 

client has a server 	ommunication module, the big data server pushes the data authorization 

requests to the clients which the target users have logged in, including the following steps: 

(b.1) the a 	horization management module queries to get the information of the clients 

which the tar 	•t users have logged in culTently; 



(b.2) the authorization management module sends the information 	the clients which the 

target users have logged in currently to the client communication mod le; 

(b.3) the client communication module pushes the data autl •rization requests to the 

server communication module of the clients which the target use s have logged in currently 

according to the information of the clients which the target users 	ave logged in currently. 

22. The method to realize personal big data management 	nd authorization according to 

claim 21, characterized in that, the authorization manage' ent module queries to get the 

information of the clients which the target users have fagged in currently, including the 

following steps: 

(b.1.1) the-authorization management module judgo - whether there are target users -in the 

cun-ently logged-in users according to information of 	e target users; 

(b.1.2) if the judgement result is there are tar_ •t users logged in, then continue to step 

(b.1.3), otherwise continue to step (b.1.4); 

(b.1.3) the authorization management modul' records the information of the clients which 

the target users have logged in currently, and c• itinue to the above step (b.2); 

(b.1.4) the authorization management 	odule feedbacks information to the big data 

server that there is no target user logged in, 	nd returns to the above step (b.1.1). 

23, The method:  to realize personal Vg data management and authorization according to 

-claim 22, characterized in that, the eh: t has a client data authorization module, the client 

processes corresponding authorizatio , 	dispositions to the data authorization requests sent 

from the big data. server accordin;) to the target users' authorizatiOn selection operations, 

including the following steps: 

(c.1) 	the 	client data 	autho ization - module receives 	the 	data 	authorization requests 

forwarded by the server comm 	ication module; 

(c.2). the client data autl •rization module displays the data authorization requests, and. 

generates_ instructions - of authorized 	or 	not-authorized 	as 	the 	authorization 	feedback 

information according to 	he target users" operations, and sends the authorization feedback 

information to the server communication module; 

(c.3) the server co imunication module uploads the authorization feedback information to 

the big data server. 

23. The metho 	to realize personal big data management and authorization according to 

claim 21, charact rized in that, the big data server has an authorization management module, 

the big data ser er sends the authorized data of the target users who have agreed to authorize 

to the enterer se according to authorization feedback information of the clients which the 
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target users have logged in, including the following steps: 

(d.1) the client communication module receives the authorizatio 	feedback information 

uploaded through the server communication module by the client th t the target users logged 

in and sends the authorization feedback information to the authoriz non management module; 

(c1.2) the authorization management module retrieves the corresponding authorized data 

according to the authorization feedback information to the enterprise interface module; 

(d.3) the enterprise interface module sends the authorized data to the enterprise. 

24. The method to realize personal big data collectio , management and authorization-

according to claim 18, characterized in that, the big data so rver-also has a data product module, 

after step (d), it also includes the following steps: 

(e) the data product module processes users' data . 	d generates all kinds of data products. 

25. The method to realize personal big data collection, management and authorization 

according to claim 24, characterized in that, the cli nt has a data product management module, 

after step (e), there are also the following steps: 

(f) the data product management mode - generates the corresponding data product 

management instructions according to the legged-in user's operations, and sends the data 

product management instructions to the sen -r communication module; 

(g) the server . communication module- synchronizes the data product -  management 

instructions to the client communication -nodule; 

(h) the big data server manago 	the data products according to the data product 

management instructions. 

26. The method to realize pe sonal big data collection, management and authorization 

according 	to 	claim 	21, 	characerized 	in 	that, 	the 	client 	has 	a 	user basic 	information 

management module, before sto 	(a), there are also the following steps: 

(0.1) 	the - user ' basic 	formation 	management 	module 	generates 	personal 	basic 

information 	management 	structions according to the 	user's operations, and sends the 

personal basic informaIio 	management instructions to the server communication -module; 

(0.2) the server co nmunication module synchronizes the personal basic 'information 

management instructi 	Is to the client communication module. 

(0.3) the big dat 	server manages the personal basic information according to the personal 

basic information i anagement instructions. 

27. The met od to realize personal big data collection, management and authorization 

according to cl im 26, characterized in that, the big data server also has a user registration & 

login authenti ation module, after step (0.3), there is also the following step: 
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(0.4) the user registration & login authentication module adds new t 	er information in the 

big data server, and provides authentication information when user log. in. 

28. The method to realize personal big data collection, mana; ement and authorization 

according to claim 	12, 	characterized 	in that, 	the big 	data 	sei 'er has a 	server revenue 

management module, after step (e), there is also the following ste w : 

(F) the server revenue management module records 	ld processes 	the transaction 

information between the user and the enterprise, and transfe s the transaction revenue to the 

user's bank account. 

29. The method to realize personal big data collection, management and authorization 

according to claim 28, characterized in that, the client has a client revenue management 

module, after step (F), there is also the following step: 

(G) 	the 	client 	revenue 	management 	modulo 	retrieves 	the 	transaction 	information 

according to the user's operations through the se 	er communication module, and manages 

the user's bank account according to the user's o orations. 

30. The method to realize personal big da a management and authorization according to 

any item of claims.1829, characterized in 	at, between steps (a) and (b), there . is also the 

following step: 

(a.a) the big data server classifies the data automatically based on the data characteristic, 

data source and data timestamp. 

31. The method to realize person. 	big data management and authorization according to 

any item of claims 1829, characterized in that, the big data server also includes a data 

storage module, after step (e), there is also the following step: 

(e.a) the data storage modulo stores the users' personal basic information, the logged-in 

users' data, the data correspon 	ng to the data products, the authorized data and other system 

data. 
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SYSTEM AND METHOD TO REALIZE PERSONAL BIG DATA COLLECTION, 

MANAGEMENT AND AUTHORIZATION 

Field of Technology 

The present invention relates to personal data management area, especially to personal big 

data collection, management and authorization area, in particular to a system and method to 

realize personal big data collection, management and authorization. 

Description of Related Arts 

As the Internet technology, especially the mobile Internet technology represented by smart 

phone applications (App) is infiltrating people's daily life, the human beings are being digitized, 

which includes but not limited to the following aspects: 

1. Behavior digitization: firstly the consumption behavior is being digitized, individual buys 

goods or services through e-commerce website or smart phone App, the related consumption 

behaviors including searching, browsing, downloading, payment and etc are all recorded in the 

form of data; secondly the physical location is digitized, through the "location service" of smart 

phone, the smart phone App can get the related data of personal physical location in real time; 

lastly the searching and reading are digitized, individual searches and browses information 

through search engine, and individual reads and browses news or articles through web portals, 

the related searching and reading will all be recorded in the form of data. 

2. Body digitization: through all kinds of wearable devices, such as sports bracelets, smart 

watches and so on, all kinds of data of individual body such as heart beat, sleeping, amount of 

exercise and calorie consumption can all be recorded in the form of data. 

3. Seeing digitization: through the device such as Google Glass, all figures man sees with 

eyes and even the sounds man hears will all be recorded in the form of data. 

The size of data covering all behavior, body, seeing of one man every day is very large, it 

can even get to the magnitude of more than TB as days go by, so it can be called personal "big" 

data in summary. Currently, the personal big data is mostly collected, stored, analyzed and 

utilized by big Internet companies through website, smart phone App and smart connected 

device, as the data resource for advertisement, marketing and credit investigation. However, 

individual as the original owner of data cannot have a full record of personal big data and cannot 

enjoy the value of data analysis. At the same time, there are some companies in the market, 

engaged in commercial profit-gaining activities such as personal data collection, analysis, trading 

and so on without explicit authorizations from individuals, it not only infringes the individual's 



ownership of his/her own data, and also brought to individuals potential damages of information 

leakage, marketing harassment/telephone phishing, identity theft and so on. Besides, in the 

whole personal big data's industry value chain, individuals as the original data owner don't get 

any monetary or material benefit sharing, this is extremely unfair to individuals. 

Summary of the Invention 

The present invention aims to overcome the drawbacks of the prior arts above, and provides 

a system and method to realize personal big data collection, management and authorization 

which collect and store the users' personal big data automatically, support the users to authorize 

their personal big data selectively to enterprises to get rewards of money and material. 

To achieve the above-mentioned objectives, the present invention has the following 

composition: 

The system to realize personal big data collection, management and authorization, is 

characterized in that, the system includes several clients and a big data server, in which: 

Several clients, used to collect the data of the logged-in users on the clients automatically, 

and upload the data of the logged-in users to big data server, and authorize selectively to data 

authorization requests sent from the big data server according to the target users' operations; 

Big data server, used to analyze data authorization requests sent from enterprises and query 

to get target users conforming to the data authorization requests, and push the data authorization 

requests to the clients which the target users have currently logged in, and send the authorized 

data of the target users who have agreed to authorize to the enterprise according to authorization 

feedback information of the client which the target users have currently logged in. 

Furthermore, the client has a user big data collection module, a server communication 

module, a data management module, and a client data authorization module, wherein: 

The user big data collection module, used to collect data of the logged-in users on the clients 

automatically and send the data of the logged-in users to the server communication module; 

The server communication module, used to connect to the big data server, and communicate 

information with the big data server; 

The data management module, used to generate the corresponding data management 

operation instructions based on target users' operations, and send the data management operation 

instructions to the server communication module; 

The client data authorization module, used to receive the data authorization requests 

forwarded by the server communication module for the currently logged-in target users, and 

generate instructions of authorized or not-authorized as the authorization feedback information 
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according to the target users' operations, and send the authorization feedback information to the 

server communication module. 

Furthermore, the user big data collection module has an open interface unit, an automatic 

capture unit, and a scanning & analysis unit, wherein: 

The open interface unit, used to connect to the data interface of other operating system or 

application software, and collect the data of the logged-in user on the client automatically 

through the data interface; 

The automatic capture unit, used to automatically captures and analyzes the display 

information on the client's screen and the user's input information, and collects the data of the 

logged-in user through the display information and input information; 

The scanning & analysis unit, used to analyze the client's picture material or scanning 

material to get the logged-in user's data, and upload the picture material or scanning material 

which cannot be analyzed by itself to the big data server for further analysis. 

The big data server has a server data analysis module, which is used to further analyze the 

picture material or scanning material uploaded by the scanning & analysis unit which cannot be 

analyzed by itself, and get the data of the logged-in user. 

Furthermore, the client has a client revenue management module, a data product 

management module, wherein: 

The client revenue management module, used to retrieve the transaction information stored 

in the big data server according to the logged-in user's operations, and manage the logged-in 

user's bank account according to the logged-in user's operations; 

The data product management module, used to generate the corresponding data product 

management instructions according to the logged-in user's operations, and send the data product 

management instructions to the big data server. 

Furthermore, the client has a user basic information management module, the user basic 

information management module is used to generate personal basic information management 

instructions according to the logged-in user's operations, and send the personal basic information 

management instructions to the big data server. 

Furthermore, the big data server has a client communication module, an enterprise interface 

module, and an authorization management module, wherein: 

The client communication module, used to connect to the several clients, and communicate 

information with the several clients through the Internet or local network; 

The enterprise interface module, used to receive the data authorization requests sent by the 

enterprises, and send the data authorization requests to the authorization management module, 
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and process the authorized data and send the processed authorized data to the enterprises; 

The authorization management module, used to analyze the data authorization requests and 

query to get the target users conforming to the data authorization requests, and send the data 

authorization requests to the client 	which the target users have logged in, and according to 

authorization feedback information of the client which the target users have logged in 

transmitted by the client communication module to retrieve the authorized data of the target users 

who have agreed to authorize to send to the enterprise interface module. 

Furthermore, the big data server also includes a data product module and a revenue 

management module, wherein: 

The data product module, used to process the user's data stored in the big data server and 

generate all kinds of data products; 

The 	revenue management module, used to record and process the transaction information 

between the user and the enterprise, and transfer the transaction revenue to the user's bank 

account. 

Furthermore, the big data server also includes a user registration & login authentication 

module, the user registration & login authentication module is used to add new user information 

in the big data server, and provide authentication information when user log in. 

Furthermore, the big data server also includes a data storage module, the data storage 

module is used to store in classification the users' personal information, the logged-in users' data, 

the data corresponding to the data products, the authorized data and other data of the big data 

server. 

Moreover, the present invention also provides a method to realize personal big data 

collection based on the above system, which is characterized in that, the method specifically is: 

The client collects the data of the logged-in user on the client automatically, and uploads the 

data of the logged-in user to the big data server. 

Furthermore, the client has a user big data collection module and a server communication 

module, the client collects the data of the logged-in user on the client automatically, and uploads 

the data of the logged-in user to the big data server, including the following steps: 

(1.1) the server communication module connects to the big data server; 

(1.2) the user big data collection module collects data of the logged-in user on the client 

automatically and sends the data of the logged-in user to the server communication module; 

(1.3) the server communication module sends the data of the logged-in user to the big data 

server. 

Furthermore, the user big data collection module has an open interface unit, the user big data 
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collection module collects data of the logged-in user on the client automatically, including the 

following steps: 

(1.2.1) the user big data collection module judges whether it has received the control 

instruction to activate the open interface unit; 

(1.2.2) if the judgement result is having received the control instruction to activate the open 

interface unit, then continue to step (1.2.3), otherwise return to the above step (1.2); 

(1.2.3) the open interface unit connects to the data interface of other operating system or 

application software, and collects the data of the logged-in user on the client automatically 

through the data interface. 

Furthermore, the user big data collection module has an automatic capture unit, the user big 

data collection module collects data of the logged-in user on the client automatically, including 

the following steps: 

(1.2.a) the user big data collection module judges whether it has received control instruction 

to activate the automatic capture unit; 

(1.2.b) if the judgement result is having received the control instruction to activate the 

automatic capture unit, then continue to step (1.2.c), otherwise return to the above step (1.2); 

(1.2.c) 	the automatic capture unit automatically captures 	and 	analyzes the display 

information on the client's screen and the user's input information, and collects the data of the 

logged-in user through the display information and input information. 

Furthermore, the user big data collection module has a scanning & analysis unit, the user big 

data collection module collects data of the logged-in user on the client automatically, including 

the following steps: 

(1.2.A) the user big data collection module judges whether it has received the control 

instruction to activate the scanning & analysis unit; 

(1.2.B) if the judgement result is having received the control instruction to activate the 

scanning & analysis unit, then continue to step (1.2.C), otherwise return to the above step (1.2); 

(1.2.C) the scanning & analysis unit analyzes the client's picture material or scanning 

material and gets the logged-in user's data. 

Furthermore, after the step (1.2C), further includes the following steps: 

(1.2.D) the scanning & analysis unit judges whether there is picture material or scanning 

material which cannot be analyzed by itself; 

(1.2.E) if the judgement result is that there is picture material or scanning material which 

cannot be analyzed by itself, then continue to step (1.2.F), otherwise continue to step (1.1.2); 

(1.2.F) the scanning & analysis unit sends the picture material or scanning material which 
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cannot be analyzed by itself to the server communication module; 

(1.2.G) the server communication module uploads the picture material or scanning material 

which cannot be analyzed to the big data server. 

Furthermore, the big data server has a server data analysis module, after the step (1.2.G), 

there are also the following steps: 

(1.2.H) the server data analysis module further analyzes the picture material or scanning 

material which cannot be analyzed initially, and get the logged-in user's data. 

Moreover, the present invention also provides a method to realize personal big data 

management and authorization, which is characterized in that, the method includes the following 

steps: 

(a) the big data server analyzes data authorization requests sent from enterprises, and queries 

to get target users conforming to the data authorization requests; 

(b) the big data server pushes the data authorization requests to the clients which the target 

users logged in; 

(c) the client processes corresponding authorization dispositions to the data authorization 

requests sent from the big data server according to the target users' authorization selection 

operations; 

(d) the big data server sends the authorized data of the target users who have agreed to 

authorize to the enterprise according to authorization feedback information of the client which 

the target users have logged in. 

Furthermore, the big data server has an enterprise interface module and an authorization 

management module, the big data server analyzes data authorization requests sent from 

enterprises, and queries to get target users conforming to the data authorization requests, 

including the following steps: 

(a.1) the enterprise interface module receives the data authorization requests sent by the 

enterprises, and sends the data authorization requests to the authorization management module; 

(a.2) the authorization management module analyzes the data authorization requests, and 

queries to get target users conforming to the data authorization requests. 

Furthermore, the authorization management module analyzes the data authorization requests, 

and queries to get target users conforming to the data authorization requests, including the 

following steps: 

(a.2.1) the authorization management module analyzes the data authorization requests and 

gets multiple data selection criteria; 

(a.2.2) the authorization management module judges whether each data selection criteria is 
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standard selection criteria; 

(a.2.3) if the judgement result is the data selection criteria is standard selection criteria, then 

continue to step (a.2.4), otherwise continue to step (a.2.5); 

(a.2.4) 	the 	authorization 	management 	module 	automatically 	transforms 	the 	data 

authorization requests into database query statements which can be executed automatically by 

the big data server program, and queries to get the target users conforming to the data 

authorization requests, and return to the above step (b); 

(a.2.5) the service provider of the big data server contacts the enterprise, and understands the 

concrete meaning and requirement of non-standard selection criteria, then return to the above 

step (a.2.4). 

Furthermore, the big data server has a client communication module, the client has a server 

communication module, the big data server pushes the data authorization requests to the clients 

which the target users have logged in, including the following steps: 

(b.1) the authorization management module queries to get the information of the clients 

which the target users have logged in currently; 

(b.2) the authorization management module sends the information of the clients which the 

target users have logged in currently to the client communication module; 

(b.3) the client communication module pushes the data authorization requests to the server 

communication module of the clients which the target users have logged in currently according 

to the information of the clients which the target users have logged in currently. 

Furthermore, the authorization management module queries to get the information of the 

clients which the target users have logged in currently, including the following steps: 

(b.1.1) the authorization management module judges whether there are target users in the 

currently logged-in users according to information of the target users; 

(b.1.2) if the judgement result is there are target users logged in, then continue to step (b.1.3), 

otherwise continue to step (b.1.4); 

(b.1.3) the authorization management module records the information of the clients which 

the target users have logged in currently, and continue to the above step (b.2); 

(b.1.4) the authorization management module feedbacks information to the big data server 

that there is no target user logged in, and returns to the above step (b.1.1). 

Furthermore, the client has a client data authorization module, the client processes 

corresponding authorization dispositions to the data authorization requests sent from the big data 

server according to the target users' authorization selection operations, including the following 

steps: 
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(c.1) the client data authorization module receives the data authorization requests forwarded 

by the server communication module; 

(c.2) the client data authorization module displays the data authorization requests, and 

generates instructions of authorized or not-authorized as the authorization feedback information 

according to the target users' operations, and sends the authorization feedback information to the 

server communication module; 

(c.3) the server communication module uploads the authorization feedback information to 

the big data server. 

Furthermore, the big data server has an authorization management module, the big data 

server sends the authorized data of the target users who have agreed to authorize to the enterprise 

according to authorization feedback information of the client which the target users have logged 

in, including the following steps: 

(d.1) the client communication module receives the authorization feedback information 

uploaded through the server communication module by the client that the target users logged in 

and sends the authorization feedback information to the authorization management module; 

(d.2) the authorization management module retrieves the corresponding authorized data 

according to the authorization feedback information to the enterprise interface module; 

(d.3) the enterprise interface module sends the authorized data to the enterprise. 

Furthermore, the big data server also has a data product module, the method also includes 

the following steps: 

(h) the data product module processes users' data and generates all kinds of data products. 

Furthermore, the client has a data product management module, after step (h), there are also 

the following steps: 

(i) the data product management module generates the corresponding data product 

management instructions according to the logged-in user's operations, and sends the data product 

management instructions to the server communication module; 

(j) the server communication module synchronizes the data product management 

instructions to the client communication module; 

(k) the big data server manages the data products according to the data product management 

instructions. 

Furthermore, the client has a user basic information management module, before step (a), 

there are also the following steps: 

(0.1) the user basic information management module generates personal basic information 

management instructions according to the user's operations, and sends the personal basic 

8 



information management instructions to the server communication module; 

(0.2) the server communication module synchronizes the personal basic information 

management instructions to the client communication module. 

(0.3) the big data server manages the personal basic information according to the personal 

basic information management instructions. 

Furthermore, the big data server also has a user registration & login authentication module, 

after step (0.3), there is also the following step: 

(0.4) the user registration & login authentication module adds new user information in the 

big data server, and provides authentication information when user logs in. 

Furthermore, the big data server has a revenue management module, after step (d), there is 

also the following step: 

(F) the revenue management module records and processes the transaction information 

between the user and the enterprise, and transfers the transaction revenue to the user's bank 

account. 

Furthermore, the client has a client revenue management module, after step (F), there is also 

the following step: 

(G) the client revenue management module retrieves the transaction information according 

to the user's operations through the server communication module, and manages the user's bank 

account according to the user's operations. 

Furthermore, it is characterized in that, between steps (a) and (b) , there is also the following 

step: 

(a.a) the big data server classifies the data automatically based on the data characteristic, 

data source and data timestamp. 

Furthermore, it is characterized in that, the big data server also includes a data storage 

module, after step (d), there is also the following step: 

(d.a) the data storage module stores the users' personal basic information, the logged-in 

users' data, the data corresponding to the data products, the authorized data and other system 

data. 

Utilizing the present invention of the system and method to realize personal big data 

collection, management and authorization, the user's personal data can be collected and stored 

automatically, it supports the user to view and manage his/her own personal data, and it supports 

the user to authorize his/her own personal data to interested enterprise and get money or material 

rewards. At the same time, the present invention supports processing of the user's personal data 

such as preparation, analysis, summarization, correlation and so on, and provides results to the 
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user in the form of data products, gives useful information to individual and family in the aspects 

of life management, financial management, decision support and so on, so that the user can enjoy 

the value of data analysis and mining, it has a wider application range. 

Brief Description of the Drawings 

Fig. 1 is the structure diagram of the system to realize personal big data collection, 

management and authorization. 

Fig. 2 is the flow diagram of the method to realize personal big data management and 

authorization. 

Fig. 3 is the flow diagram of a specific embodiment of the method to realize personal big 

data collection, management and authorization. 

Fig. 4 is the flow diagram of authorization & payment process of the method to realize 

personal big data management and authorization. 

Detailed Description of the Preferred Embodiment 

In order to describe the technical content of the present invention more clearly, now describe 

it further combining specific embodiments. 

Please refer to Fig. 1, in one specific embodiment of the present invention, the system to 

realize personal big data collection, management and authorization includes several clients and a 

big data server, in which: 

Several clients, used to collect the data of the logged-in users on the clients automatically, 

and upload the data of the logged-in users to big data server, and authorize selectively to data 

authorization requests sent from the big data server according to the target users' operations; 

Big data server, used to analyze data authorization requests sent from enterprises and query 

to get target users conforming to the data authorization requests, and push the data authorization 

requests to the clients which the target users have currently logged in, and send the authorized 

data of the target users who have agreed to authorize to the enterprise according to authorization 

feedback information of the client which the target users have currently logged in. 

In a preferred embodiment of the present invention, the client has a user big data collection 

module, a server communication module, a data management module, and a client data 

authorization module, wherein: 

The user big data collection module, used to collect data of the logged-in users on the clients 

automatically and send the data of the logged-in users to the server communication module; 

The server communication module, used to connect to the big data server, and communicate 
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information with the big data server, the information communication includes uploading, 

downloading, synchronization and so on of all kinds of data and files; 

The data management module, used to generate the corresponding data management 

operation instructions based on target users' operations, and send the data management operation 

instructions to the server communication module, the data management module supports the user 

to view and manage personal big data record, including adding, editing and deleting data, and 

adjusting the classification of data; 

The client data authorization module, used to receive the data authorization requests 

forwarded by the server communication module for the currently logged-in target users , and 

generate instructions of authorized or not-authorized as the authorization feedback information 

according to the target users' operations, and send the authorization feedback information to the 

server communication module, besides, the client data authorization module supports user 

viewing and authorizing the data authorization requests of enterprises, and support user viewing 

and managing revenue generated by authorizing data. 

In a more preferred embodiment of the present invention, the user big data collection 

module has an open interface unit, an automatic capture unit, and a scanning & analysis unit, 

wherein: 

The open interface unit, used to connect to the data interface of other operating system or 

application software, and collect the data of the logged-in user on the client automatically 

through the data interface; 

The automatic capture unit, used to automatically capture and analyze the display 

information on the client's screen and the user's input information, and collect the data of the 

logged-in user through the display information and input information; 

The scanning & analysis unit, used to analyze the client's picture material or scanning 

material to get the logged-in user's data, such as photographing or scanning the bill statement, 

order form, transaction record, bar code and so on in paper form or electric form, and analyze 

automatically and get the related data through technical means such as optical character 

recognition (OCR), decode and so on, and upload the picture material or scanning material 

which cannot be analyzed by itself to the big data server for further analysis. 

In a more preferred embodiment of the present invention, the big data server has a server 

data analysis module, and the data analysis module is used to further analyze the picture material 

or scanning material uploaded by the scanning & analysis unit which cannot be analyzed by 

itself , and get the data of the logged-in user. 

In a preferred embodiment of the present invention, the client has a client revenue 
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management module and a data product management module, wherein: 

The client revenue management module, used to retrieve the transaction information stored 

in the big data server according to the logged-in user's operations, and manage the logged-in 

user's bank account according to the logged-in user's operations; 

The data product management module, used to generate the corresponding data product 

management instructions according to the logged-in user's operations, and send the data product 

management instructions to the big data server. 

In a preferred embodiment of the present invention, the client has a user basic information 

management module, the user basic information management module is used to generate 

personal basic information management instructions according to the logged-in user's operations, 

and send the personal basic information management instructions to the big data server, the user 

basic information management module supports the user to maintain his/her own basic 

information such as name, nickname, gender, address, contact number and so on. 

Wherein, the several clients are a kind of application software, including many versions 

running on all kinds of different personal smart connected devices (for example: smart phone, 

personal computer/PC, PAD, wearable devices and so on). 

In a preferred embodiment of the present invention, the big data server has a client 

communication module, an enterprise interface module, and an authorization management 

module, wherein: 

The client communication module, used to connect to the several clients, and communicate 

information with the several clients through the Internet or local network; 

The enterprise interface module, used to receive the data authorization requests sent by the 

enterprises, and send the data authorization requests to the authorization management module, 

and process the authorized data and send the processed authorized data to the enterprises; 

The authorization management module, used to analyze the data authorization requests and 

query to get the target users conforming to the data authorization requests, and send the data 

authorization requests to the client 	which the target users have logged in, and according to 

authorization feedback information of the client which the target users have logged in 

transmitted by the client communication module to retrieve the authorized data of the target users 

who have agreed to authorize to send to the enterprise interface module, before retrieving data 

the authorization decisions corresponding to user's authorization feedback information can be 

recorded. 

In a preferred embodiment of the present invention, the big data server also includes a data 

product module and a revenue management module, wherein: 
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The data product module, used to process the user's data stored in the big data server and 

generate all kinds of data products, the processing includes preparation, analysis, summarization, 

correlation and so on; 

The 	revenue management module, used to record and process the transaction information 

between the user and the enterprise, and transfer the transaction revenue to the user's bank 

account, the processing includes summarizing and calculating the transaction information. 

In a preferred embodiment of the present invention, the big data server also includes a user 

registration & login authentication module, the user registration & login authentication module is 

used to add new user information in the big data server, and provide authentication information 

when user log in. 

In a preferred embodiment of the present invention, the big data server also includes a data 

storage module, the data storage module is used to store in classification the users' personal 

information, the logged-in users' data, the data corresponding to the data products, the authorized 

data and other data of the big data server. 

Moreover, the present invention also provides a method to realize personal big data 

collection based on the above system, the method specifically is: 

The client collects the data of the logged-in user on the client automatically, and uploads the 

data of the logged-in user to the big data server. 

In a preferred embodiment of the present invention, the client has a user big data collection 

module and a server communication module, the client collects the data of the logged-in user on 

the client automatically, and uploads the data of the logged-in user to the big data server, 

including the following steps: 

(1.1) the server communication module connects to the big data server; 

(1.2) the user big data collection module collects data of the logged-in user on the client 

automatically and sends the data of the logged-in user to the server communication module; 

(1.3) the server communication module sends the data of the logged-in user to the big data 

server. 

In a more preferred embodiment of the present invention, the user big data collection 

module has an open interface unit, the user big data collection module collects data of the 

logged-in user on the client automatically, including the following steps: 

(1.2.1) the user big data collection module judges whether it has received the control 

instruction to activate the open interface unit; 

(1.2.2) if the judgement result is having received the control instruction to activate the open 

interface unit, then continue to step (1.2.3), otherwise return to the above step (1.2); 
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(1.2.3) the open interface unit connects to the data interface of other operating system or 

application software, and collects the data of the logged-in user on the client automatically 

through the data interface. 

In a more preferred embodiment of the present invention, the user big data collection 

module has an automatic capture unit, the user big data collection module collects data of the 

logged-in user on the client automatically, including the following steps: 

(1.2.a) the user big data collection module judges whether it has received control instruction 

to activate the automatic capture unit; 

(1.2.b) if the judgement result is having received the control instruction to activate the 

automatic capture unit, then continue to step (1.2.c), otherwise return to the above step (1.2); 

(1.2.c) the automatic capture unit automatically captures 	and 	analyzes the display 

information on the client's screen and the user's input information, and collects the data of the 

logged-in user through the display information and input information. 

In a more preferred embodiment of the present invention, the user big data collection 

module has a scanning & analysis unit, the user big data collection module collects data of the 

logged-in user on the clients automatically, including the following steps: 

(1.2.A) the user big data collection module judges whether it has received the control 

instruction to activate the scanning & analysis unit; 

(1.2.B) if the judgement result is having received the control instruction to activate the 

scanning & analysis unit, then continue to step (1.2.C), otherwise return to the above step (1.2); 

(1.2.C) the scanning & analysis unit analyzes the client's picture material or scanning 

material and gets the logged-in user's data. 

In a more preferred embodiment of the present invention, after the step (1.2C), further 

includes the following steps: 

(1.2.D) the scanning & analysis unit judges whether there is picture material or scanning 

material which cannot be analyzed by itself; 

(1.2.E) if the judgement result is that there is picture material or scanning material which 

cannot be analyzed by itself, then continue to step (1.2.F), otherwise continue to step (1.1.2); 

(1.2.F) the scanning & analysis unit sends the picture material or scanning material which 

cannot be analyzed by itself to the server communication module; 

(1.2.G) the server communication module uploads the picture material or scanning material 

which cannot be analyzed to the big data server. 

In a more preferred embodiment of the present invention, the big data server has a server 

data analysis module, after the step (1.2.G), there are also the following steps: 
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(1.2.H) the server data analysis module further analyzes the picture material or scanning 

material which cannot be analyzed initially, and get the logged-in user's data. 

Moreover, the present invention also provides a method to realize personal big data 

management and authorization, as shown in Fig. 2, the method includes the following steps: 

(a) the big data server analyzes data authorization requests sent from enterprises, and queries 

to get target users conforming to the data authorization requests; 

(b) the big data server pushes the data authorization requests to the clients which the target 

users have logged in; 

(c) the client processes corresponding authorization dispositions to the data authorization 

requests sent from the big data server according to the target users' authorization selection 

operations; 

(d) the big data server sends the authorized data of the target users who have agreed to 

authorize to the enterprise according to authorization feedback information of the client which 

the target users have logged in. 

In a more preferred embodiment of the present invention, the big data server has an 

enterprise interface module and an authorization management module, the big data server 

analyzes data authorization requests sent from enterprises, and queries to get target users 

conforming to the data authorization requests, including the following steps: 

(a.1) the enterprise interface module receives the data authorization requests sent by the 

enterprise, and sends the data authorization requests to the authorization management module; 

(a.2) the authorization management module analyzes the data authorization requests, and 

queries to get target users conforming to the data authorization requests. 

In a more preferred embodiment of the present invention, the authorization management 

module analyzes the data authorization requests, and queries to get target users conforming to the 

data authorization requests, including the following steps: 

(a.2.1) the authorization management module analyzes the data authorization requests and 

gets multiple data selection criteria; 

(a.2.2) the authorization management module judges whether each data selection criteria is 

standard selection criteria; 

(a.2.3) if the judgement result is the data selection criteria is standard selection criteria, then 

continue to step (a.2.4), otherwise continue to step (a.2.5); 

(a.2.4) 	the 	authorization 	management 	module 	automatically 	transforms 	the 	data 

authorization requests into database query statements which can be executed automatically by 

the big data server program, and queries to get the target users conforming to the data 
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authorization requests, and return to the above step (b); 

(a.2.5) the service provider of the big data server contacts the enterprise, and understands the 

concrete meaning and requirement of non-standard selection criteria, then return to the above 

step (a.2.4). 

In a more preferred embodiment of the present invention, the big data server has a client 

communication module, the client has a server communication module, the big data server 

pushes the data authorization requests to the clients which the target users have logged in, 

including the following steps: 

(b.1) the authorization management module queries to get the information of the clients 

which the target users have logged in currently; 

(b.2) the authorization management module sends the information of the clients which the 

target users have logged in currently to the client communication module; 

(b.3) the client communication module pushes the data authorization requests to the server 

communication module of the clients which the target users have logged in currently according 

to the information of the clients which the target users have logged in currently. 

In a more preferred embodiment of the present invention, the authorization management 

module queries to get the information of the clients which the target users have logged in 

currently, including the following steps: 

(b.1.1) the authorization management module judges whether there are target users in the 

currently logged-in users according to information of the target users; 

(b.1.2) if the judgement result is there are target users logged in, then continue to step (b.1.3), 

otherwise continue to step (b.1.4); 

(b.1.3) the authorization management module records the information of the clients which 

the target users have logged in currently, and continue to the above step (b.2); 

(b.1.4) the authorization management module feedbacks information to the big data server 

that there is no target user logged in, and returns to the above step (b.1.1). 

In a more preferred embodiment of the present invention, the client has a client data 

authorization module, the client processes corresponding authorization dispositions to the data 

authorization requests sent from the big data server according to the target users' authorization 

selection operations, including the following steps: 

(c.1) the client data authorization module receives the data authorization requests forwarded 

by the server communication module; 

(c.2) the client data authorization module displays the data authorization requests, and 

generates instructions of authorized or not-authorized as the authorization feedback information 
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according to the target users' operations, and sends the authorization feedback information to the 

server communication module; 

(c.3) the server communication module uploads the authorization feedback information to 

the big data server. 

In a more preferred embodiment of the present invention, the big data server has an 

authorization management module, the big data server sends the authorized data of the target 

users who have agreed to authorize to the enterprise according to authorization feedback 

information of the clients which the target users have logged in, including the following steps: 

(d.1) the client communication module receives the authorization feedback information 

uploaded through the server communication module by the client that the target users logged in 

and sends the authorization feedback information to the authorization management module; 

(d.2) the authorization management module retrieves the corresponding authorized data 

according to the authorization feedback information to the enterprise interface module; 

(d.3) the enterprise interface module sends the authorized data to the enterprise. 

In a more preferred embodiment of the present invention, the big data server also has a data 

product module, the method also includes the following steps: 

(h) the data product module processes users' data and generates all kinds of data products. 

In a more preferred embodiment of the present invention, the client has a data product 

management module, after step (h), there are also the following steps: 

(i) the data product management module generates the corresponding data product 

management instructions according to the logged-in user's operations, and sends the data product 

management instructions to the server communication module; 

(j) the server communication module synchronizes the data product management 

instructions to the client communication module; 

(k) the big data server manages the data products according to the data product management 

instructions. 

In a more preferred embodiment of the present invention, the client has a user basic 

information management module, before step (a), there are also the following steps: 

(0.1) the user basic information management module generates personal basic information 

management instructions according to the user's operations, and sends the personal basic 

information management instructions to the server communication module; 

(0.2) the server communication module synchronizes the personal basic information 

management instructions to the client communication module. 

(0.3) the big data server manages the personal basic information according to the personal 
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basic information management instructions. 

In a more preferred embodiment of the present invention, the big data server also has a user 

registration & login authentication module, after step (0.3), there is also the following step: 

(0.4) the user registration & login authentication module adds new user information in the 

big data server, and provides authentication information when user logs in. 

In a more preferred embodiment of the present invention, the big data server has a revenue 

management module, after step (d), there is also the following step: 

(F) the 	revenue management module records and processes the transaction information 

between the user and the enterprise, and transfers the transaction revenue to the user's bank 

account. 

In a more preferred embodiment of the present invention, the client has a client revenue 

management module, after step (F), there is also the following step: 

(G) the client revenue management module retrieves the transaction information according 

to the user's operations through the server communication module, and manages the user's bank 

account according to the user's operations. 

In a more preferred embodiment of the present invention, between steps (a) and (b), there is 

also the following step: 

(a.a) the big data server classifies the data automatically based on the data characteristic, 

data source and data timestamp. 

In a more preferred embodiment of the present invention, the big data server also includes 

data storage module, after step (d), there is also the following step: 

(d.a) the data storage module stores the users' personal basic information, the logged-in 

users' data, the data corresponding to the data products, the authorized data and other system 

data. 

As shown in Fig. 3, it's a preferred specific embodiment of the present invention, which 

includes the following functions: 

1. The client software collects the user's all kinds of personal data automatically or manually, 

and uploads and stores in the big data server. The big data server classifies the data automatically 

based on the logic defined in advance. 

Wherein, the big data server classifies the data automatically based on the logic defined in 

advance can include using the following several classification logics at the same time: 

(a) Classify based on the data's characteristic. For example major categories can include: 

behavior data, body data, seeing data and so on. The behavior data major category can be divided 

into smaller categories like consumption purchase data, searching and reading data, physical 
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location data and so on, the body data major category can be divided into smaller categories like 

heart beat data, sleeping data, exercise data and so on. 

(b) Classify based on data source. For example major categories can include: application 

data, website data, scanning data and so on. The application data major category can be divided 

into smaller categories like Taobao App application data, CTrip App application data, Dianping 

App application data and so on. The scanning data major category can be divided into smaller 

categories like phone&broadband billing statements, utility billing statements, credit card billing 

statements and so on. 

(c) Classify based on data timestamp. For example major categories can include: natural 

calendar, weekday/weekend, festival&celebration, the natural calendar major category can be 

divided into smaller categories like year, month, week, day and so on. The festival& celebration 

major category can be divided into smaller categories like Spring Festival, National Day, 

Valentines' Day and so on. 

2. The user can log in the client software to view and manage personal big data, including 

adding, editing and deleting data, and adjusting the classification of data. The client software and 

the big data server will synchronize data automatically. 

3. The user can view and operate data products through client software. The data product is 

produced by the big data server based on computational formulas and display templates designed 

in advance and through processing of the personal big data in ways like preparation, analysis, 

summarization, correlation and so on , the result product is provided to the user through the 

client software. 

Wherein, the data products may include the following types: 

(a) Data product in personal dimension: the big data server can process the personal big data 

in ways like preparation, analysis, summarization and so on, and provides the result after 

processing to the user in the form of data product through the client software. The examples of 

data products in personal dimension include personal monthly income summarization and 

fluctuation trend, personal monthly spending summarization and fluctuation trend and so on. 

(b) Data product in family dimension: based on the authorization to each other between two 

or more related users (like husband and wife), the big data server can process the personal big 

data of the related users in ways like preparation, analysis, summarization and so on, and 

provides the result after processing to the users in the form of data product through the client 

software. The examples of data products in family dimension include family monthly income 

summarization and fluctuation trend, family monthly spending summarization and fluctuation 

trend and so on. 

19 



(c) Data product in group dimension: the big data server can process the personal big data of 

the user group to which the user belong in ways like preparation, analysis, summarization and so 

on, and provides the result after processing to the users in the form of data product through the 

client software. The possible user group definition parameters include: country, territory 

(province/state, city, neighborhood and so on), friend circle, relationship circle and so on. The 

examples of the data products in group dimension include personal monthly income ranking in 

city, personal monthly income ranking in neighborhood, personal monthly spending ranking in 

friend circle and so on. 

4. The big data server can open interface to enterprises that have interest of buying personal 

big data, as shown in Fig. 4, the enterprises submit data authorization requests through the 

interface, and the said requests are pushed to the users conforming to the requirements through 

the client software. The user can view the said data authorization requests through the client 

software, and decide whether to authorize or not. If the user operates to authorize, then the big 

data server will process the related personal big data based on the user's authorization into the 

form that the enterprise wanted, then provide it to the enterprise through the interface. The fees 

that the enterprise pays to buy the user's personal big data will be settled according to the 

revenue sharing agreement reached in advance between the service provider of the present 

invention and the user. 

Wherein, the data authorization requests submitted by the enterprise through the big data 

server interface can include several kinds of data selection criteria, for example: 

(a) standard selection criteria, stated in standard data format defined in advance, such as: the 

user's age, sex, living area and so on; the user's online shopping frequency and amount such as 

shopping on Taobao at least once a week or spending at least 200 Yuan every month on Taobao 

shopping and so on; the user's dining-out frequency and amount such as dining out at least once 

a week or spending at least 400 Yuan every month for dining out and so on. 

(b) non-standard selection criteria, described in natural language and stated in "remark" kind 

of fields. 

Furthermore, after the big data server has received the data authorization requests, it can 

select and match the users conforming to the criteria in the following steps: 

(a) As to the standard selection criteria in the data authorization requests submitted by the 

enterprise, the big data server automatically transforms it into database query statements which 

can be executed automatically by the big data server program, and then executes the database 

query statements to realize the selection and matching. 

(b) As to the non-standard selection criteria in the data authorization requests submitted by 
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the enterprise, the customer service personnel of the service provider of the present invention 

will contact the enterprise, to understand the concrete meaning and requirement of non-standard 

selection criteria, and then transforms it into database query statements which can be executed 

automatically by the big data server program, and then executes the database query statements to 

realize the further selection and matching. 

Utilizing the present invention of the system and method to realize personal big data 

collection, management and authorization, the user's personal data can be collected and stored 

automatically, it supports the user to view and manage his/her own personal data, and it supports 

the user to authorize his/her own personal data to interested enterprise and get money or material 

rewards. At the same time, the present invention supports processing of the user's personal data 

such as preparation, analysis, summarization, correlation and so on, and provides results to the 

user in the form of data products, gives useful information to individual and family in the aspects 

of life management, financial management, decision support and so on, so that the user can enjoy 

the value of data analysis and mining, it has a wider application range. 

In this specification, the present invention has been described with references to the specific 

embodiments. However, obviously modifications and variations still can be made without 

departing from the spirit and scope of the present invention. Accordingly, the specification and 

drawings are to be regarded as illustrative rather than restrictive. 
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Claims 

I claim: 

1. A system to realize personal big data collection, management and authorization, 

characterized in that, the system includes: 

Several clients, used to collect the data of the logged-in users on the clients automatically, 

and upload the data of the logged-in users to big data server, and authorize selectively to data 

authorization requests sent from the big data server according to the target users' operations; 

Big data server, used to analyze data authorization requests sent from enterprises and query 

to get target users conforming to the data authorization requests, and push the data authorization 

requests to the clients which the target users have currently logged in, and send the authorized 

data of the target users who have agreed to authorize to the enterprise according to authorization 

feedback information of the client which the target users have currently logged in. 

2. The system to realize personal big data collection, management and authorization 

according to claim 1, characterized in that, the client has a user big data collection module, a 

server communication module, a data management module, and a client data authorization 

module, wherein: 

The user big data collection module, used to collect data of the logged-in users on the clients 

automatically and send the data of the logged-in users to the server communication module; 

The server communication module, used to connect to the big data server, and communicate 

information with the big data server; 

The data management module, used to generate the corresponding data management 

operation instructions based on target users' operations, and send the data management operation 

instructions to the server communication module; 

The client data authorization module, used to receive the data authorization requests 

forwarded by the server communication module for the currently logged-in target users , and 

generate instructions of authorized or not-authorized as the authorization feedback information 

according to the target users' operations, and send the authorization feedback information to the 

server communication module. 

3. The system to realize personal big data collection, management and authorization 

according to claim 2, characterized in that, the user big data collection module further has an 

open interface unit, an automatic capture unit, and a scanning & analysis unit, wherein: 

The open interface unit, used to connect to the data interface of other operating system or 

application software, and collect the data of the logged-in user on the client automatically 

22 



through the data interface; 

The automatic capture unit, used to automatically captures and analyzes the display 

information on the client's screen and the user's input information, and collects the data of the 

logged-in user through the display information and input information; 

The scanning & analysis unit, used to analyze the client's picture material or scanning 

material and get the logged-in user's data, and upload the picture material or scanning material 

which cannot be analyzed by itself to the big data server for further analysis. 

4. The system to realize personal big data collection, management and authorization 

according to claim 3, characterized in that, the big data server has a server data analysis module, 

the server data analysis module is used to further analyze the picture material or scanning 

material uploaded by the scanning & analysis unit which cannot be analyzed by itself, and get 

the data of the logged-in user. 

5. The system to realize personal big data collection, management and authorization 

according to claim 1, characterized in that, the client has a client revenue management module 

and a data product management module, wherein: 

The client revenue management module, used to retrieve the transaction information stored 

in the big data server according to the logged-in user's operations, and manage the logged-in 

user's bank account according to the logged-in user's operations; 

The data product management module, used to generate the corresponding data product 

management instructions according to the logged-in user's operations, and send the data product 

management instructions to the big data server. 

6. The system to realize personal big data collection, management and authorization 

according to claim 1, characterized in that, the client has a user basic information management 

module, the user basic information management module is used to generate personal basic 

information management instructions according to the logged-in user's operations, and send the 

personal basic information management instructions to the big data server. 

7. The system to realize personal big data collection, management and authorization 

according to claim 1, characterized in that, the big data server has a client communication 

module, an enterprise interface module and an authorization management module, wherein: 

The client communication module, used to connect to the several clients, and communicate 

information with the several clients through the Internet or local network; 

The enterprise interface module, used to receive the data authorization requests sent by the 

enterprises, and send the data authorization requests to the authorization management module, 

and process the authorized data and send the processed authorized data to the enterprises; 
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The authorization management module, used to analyze the data authorization requests and 

query to get the target users conforming to the data authorization requests, and send the data 

authorization requests to the client which the target users have logged in, and according to 

authorization feedback information of the client which the target users have logged in 

transmitted by the client communication module to retrieve the authorized data of the target users 

who have agreed to authorize to send to the enterprise interface module. 

8. The system to realize personal big data collection, management and authorization 

according to claim 1, characterized in that, the big data server also includes a data product 

module and a revenue management module, wherein: 

The data product module, used to process the user's data stored in the big data server and 

generate all kinds of data products; 

The revenue management module, used to record and process the transaction information 

between the user and the enterprise, and transfer the transaction revenue to the user's bank 

account. 

9. The system to realize personal big data collection, management and authorization 

according to claim 1, characterized in that, the big data server also includes a user registration & 

login authentication module, the user registration & login authentication module is used to add 

new user information in the big data server, and provide authentication information when user 

log in. 

10. The system to realize personal big data collection, management and authorization 

according to any item of claims 1-9, characterized in that, the big data server also includes a data 

storage module, the data storage module is used to store in classification the users' personal 

information, the logged-in users' data, the data corresponding to the data products, the authorized 

data and other data of the big data server. 

11. A method to realize personal big data collection based on the system of claim 1, 

characterized in that, the method specifically is: 

The client collects the data of the logged-in user on the client automatically, and uploads the 

data of the logged-in user to the big data server. 

12. The method to realize personal big data collection according to claim 11, characterized 

in that, the client has a user big data collection module and a server communication module, the 

client collects the data of the logged-in user' on the client automatically, and uploads the data of 

the logged-in user to the big data server, including the following steps: 

(1.1) the server communication module connects to the big data server; 

(1.2) the user big data collection module collects data of the logged-in user on the client 
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automatically and sends the data of the logged-in user to the server communication module; 

(1.3) the server communication module sends the data of the logged-in user to the big data 

server. 

13. The method to realize personal big data collection according to claim 12, characterized 

in that, the user big data collection module has an open interface unit, the user big data collection 

module collects data of the logged-in user on the client automatically, including the following 

steps: 

(1.2.1) the user big data collection module judges whether it has received the control 

instruction to activate the open interface unit; 

(1.2.2) if the judgement result is having received the control instruction to activate the open 

interface unit, then continue to step (1.2.3), otherwise return to the above step (1.2); 

(1.2.3) the open interface unit connects to the data interface of other operating system or 

application software, and collects the data of the logged-in user on the client automatically 

through the data interface. 

14. The method to realize personal big data collection according to claim 12, characterized 

in that, the user big data collection module further has an automatic capture unit, the user big 

data collection module collects data of the logged-in user on the client automatically, including 

the following steps: 

(1.2.a) the user big data collection module judges whether it has received control instruction 

to activate the automatic capture unit; 

(1.2.b) if the judgement result is having received the control instruction to activate the 

automatic capture unit, then continue to step (1.2.c), otherwise return to the above step (1.2); 

(1.2.c) the automatic 	capture unit automatically captures 	and 	analyzes the display 

information on the client's screen and the user's input information, and collects the data of the 

logged-in user through the display information and input information. 

15. The method to realize personal big data collection according to claim 12, characterized 

in that, the user big data collection module further has a scanning & analysis unit, the user big 

data collection module collects data of the logged-in user on the client automatically, including 

the following steps: 

(1.2.A) the user big data collection module judges whether it has received the control 

instruction to activate the scanning & analysis unit; 

(1.2.B) if the judgement result is having received the control instruction to activate the 

scanning & analysis unit, then continue to step (1.2.C), otherwise return to the above step (1.2); 

(1.2.C) the scanning & analysis unit analyzes the client's picture material or scanning 
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material and gets the logged-in user's data. 

16. The method to realize personal big data collection according to claim 15, characterized 

in that, after step (1.2.C), further includes the following steps: 

(1.2.D) the scanning & analysis unit judges whether there is picture material or scanning 

material which cannot be analyzed by itself; 

(1.2.E) if the judgement result is that there is picture material or scanning material which 

cannot be analyzed by itself, then continue to step (1.2.F), otherwise continue to step (1.1.2); 

(1.2.F) the scanning & analysis unit sends the picture material or scanning material which 

cannot be analyzed by itself to the server communication module; 

(1.2.G) the server communication module uploads the picture material or scanning material 

which cannot be analyzed to the big data server. 

17. The method to realize personal big data collection according to claim 16, characterized 

in that, the big data server has a server data analysis module, after step (1.2.G), there are also the 

following steps: 

(1.2.H) the server data analysis module further analyzes the picture material or scanning 

material which cannot be analyzed initially, and get the logged-in user's data. 

18. A method to realize personal big data management and authorization based on the 

method of claim 11, characterized in that, the method includes the following steps: 

(a) the big data server analyzes data authorization requests sent from enterprises, and queries 

to get target users conforming to the data authorization requests; 

(b) the big data server pushes the data authorization requests to the clients which the target 

users have logged in; 

(c) the client processes corresponding authorization dispositions to the data authorization 

requests sent from the big data server according to the target users' authorization selection 

operations; 

(d) the big data server sends the authorized data of the target users who have agreed to 

authorize to the enterprise according to authorization feedback information of the client which 

the target users have logged in. 

19. The method to realize personal big data management and authorization according to 

claim 18, characterized in that, the big data server has an enterprise interface module and an 

authorization management module, the big data server analyzes data authorization requests sent 

from enterprises, and query to get target users conforming to the data authorization requests, 

including the following steps: 

(a.1) the enterprise interface module receives the data authorization requests sent by the 

26 



enterprises, and sends the data authorization requests to the authorization management module; 

(a.2) the authorization management module analyzes the data authorization requests, and 

queries to get target users conforming to the data authorization requests. 

20. The method to realize personal big data management and authorization according to 

claim 19, characterized in that, the authorization management module analyzes the data 

authorization requests, and queries to get target users conforming to the data authorization 

requests, including the following steps: 

(a.2.1) the authorization management module analyzes the data authorization requests and 

gets multiple data selection criteria; 

(a.2.2) the authorization management module judges whether each data selection criteria is 

standard selection criteria; 

(a.2.3) if the judgement result is the data selection criteria is standard selection criteria, then 

continue to step (a.2.4), otherwise continue to step (a.2.5); 

(a.2.4) 	the 	authorization 	management 	module 	automatically 	transforms 	the 	data 

authorization requests into database query statements which can be executed automatically by 

the big data server program, and queries to get the target users conforming to the data 

authorization requests, and return to the above step (b); 

(a.2.5) the service provider of the big data server contacts the enterprise, and understands the 

concrete meaning and requirement of non-standard selection criteria, then return to the above 

step (a.2.4). 

21. The method to realize personal big data management and authorization according to 

claim 19, characterized in that, the big data server has a client communication module, the client 

has a server communication module, the big data server pushes the data authorization requests to 

the clients which the target users have logged in, including the following steps: 

(b.1) the authorization management module queries to get the information of the clients 

which the target users have logged in currently; 

(b.2) the authorization management module sends the information of the clients which the 

target users have logged in currently to the client communication module; 

(b.3) the client communication module pushes the data authorization requests to the server 

communication module of the clients which the target users have logged in currently according 

to the information of the clients which the target users have logged in currently. 

22. The method to realize personal big data management and authorization according to 

claim 21, characterized in that, the authorization management module queries to get the 

information of the clients which the target users have logged in currently, including the following 
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steps: 

(b.1.1) the authorization management module judges whether there are target users in the 

currently logged-in users according to information of the target users; 

(b.1.2) if the judgement result is there are target users logged in, then continue to step (b.1.3), 

otherwise continue to step (b.1.4); 

(b.1.3) the authorization management module records the information of the clients which 

the target users have logged in currently, and continue to the above step (b.2); 

(b.1.4) the authorization management module feedbacks information to the big data server 

that there is no target user logged in, and returns to the above step (b.1.1). 

23. The method to realize personal big data management and authorization according to 

claim 22, characterized in that, the client has a client data authorization module, the client 

processes corresponding authorization dispositions to the data authorization requests sent from 

the big data server according to the target users' authorization selection operations, including the 

following steps: 

(c.1) the client data authorization module receives the data authorization requests forwarded 

by the server communication module; 

(c.2) the client data authorization module displays the data authorization requests, and 

generates instructions of authorized or not-authorized as the authorization feedback information 

according to the target users' operations, and sends the authorization feedback information to the 

server communication module; 

(c.3) the server communication module uploads the authorization feedback information to 

the big data server. 

24. The method to realize personal big data management and authorization according to 

claim 21, characterized in that, the big data server has an authorization management module, the 

big data server sends the authorized data of the target users who have agreed to authorize to the 

enterprise according to authorization feedback information of the clients which the target users 

have logged in, including the following steps: 

(d.1) the client communication module receives the authorization feedback information 

uploaded through the server communication module by the client that the target users logged in 

and sends the authorization feedback information to the authorization management module; 

(d.2) the authorization management module retrieves the corresponding authorized data 

according to the authorization feedback information to the enterprise interface module; 

(d.3) the enterprise interface module sends the authorized data to the enterprise. 

25. The method to realize personal big data management and authorization according to 
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claim 18, characterized in that, the big data server also has a data product module, the method 

also includes the following steps: 

(h) the data product module processes users' data and generates all kinds of data products. 

26. The method to realize personal big data management and authorization according to 

claim 25, characterized in that, the client has a data product management module, after step (h), 

there are also the following steps: 

(i) the data product management module generates the corresponding data product 

management instructions according to the logged-in user's operations, and sends the data product 

management instructions to the server communication module; 

(j) the server communication module synchronizes the data product management 

instructions to the client communication module; 

(k) the big data server manages the data products according to the data product management 

instructions. 

27. The method to realize personal big data management and authorization according to 

claim 21, characterized in that, the client has a user basic information management module, 

before step (a), there are also the following steps: 

(0.1) the user basic information management module generates personal basic information 

management instructions according to the user's operations, and sends the personal basic 

information management instructions to the server communication module; 

(0.2) the server communication module synchronizes the personal basic information 

management instructions to the client communication module. 

(0.3) the big data server manages the personal basic information according to the personal 

basic information management instructions. 

28. The method to realize personal big data management and authorization according to 

claim 27, characterized in that, the big data server also has a user registration & login 

authentication module, after step (0.3), there is also the following step: 

(0.4) the user registration & login authentication module adds new user information in the 

big data server, and provides authentication information when user logs in. 

29. The method to realize personal big data management and authorization according to 

claim 24, characterized in that, the big data server has a revenue management module, after step 

(d), there is also the following step: 

(F) the revenue management module records and processes the transaction information 

between the user and the enterprise, and transfers the transaction revenue to the user's bank 

account. 
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30. The method to realize personal big data management and authorization according to 

claim 29, characterized in that, the client has a client revenue management module, after step (F), 

there is also the following step: 

(G) the client revenue management module retrieves the transaction information according 

to the user's operations through the server communication module, and manages the user's bank 

account according to the user's operations. 

31. The method to realize personal big data management and authorization according to any 

item of claims 18-30, characterized in that, between steps (a) and (b), there is also the following 

step: 

(a.a) the big data server classifies the data automatically based on the data characteristic, 

data source and data timestamp. 

32. The method to realize personal big data management and authorization according to any 

item of claims 1830, characterized in that, the big data server also includes a data storage 

module, after step (d), there is also the following step: 

(d.a) the data storage module stores the users' personal basic information, the logged-in 

users' data, the data corresponding to the data products, the authorized data and other system 

data. 
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