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SYSTEM AND METHOD FOR IMPLEMENTING COLLECTIQON, MANAGEMENT
AND AUTHORIZATION OF PERSONAL BlG/éATA

Field of Technology
The present invention relates to personal data management Area, especially to personal big
data collection, management and authorization area, in particfilar to a system and method to

realize personal big data collection, management and authorizgtion.

Description of Related Arts

As the Internet technology, especially the mobile Ijfternet techno_logy represented by smart
phone applications (App) is infiltrating people’s daily Iffe, the human beings are being digitized,
which includes but not limited to the following aspecfs:

1. Behavior digitization: firstly the consumptighh behavior is being digitized, individual buys
goods or services through e-commerce website br smart phone App, the related consumption
behaviors including searching, browsing, downfloading, payment and etc are all recorded in the
form of data; secondly the physical location if digitized, through the “location service” of smart
phone, the smart phone App can get the refated data of personal physical location in real time;
lastly the searching and reading are digitized, individual searches and browses information -
through search engine, and individual 1 ~é;is and browses news or articles through web portals,
the related searching and reading will gl be i‘ecorcied in the form of data.
2. Body digitization: through a ‘kinds of wearable devices, such as sports bracelets, smart
watches and so on, all kinds bf dva a of individual body such as heart beat, sleeping, amount of
exercise and calorie cdnsump‘tion an all be recorded in the form bf data.

3. Seeing digitization.: thr ‘_f'gh the device such as Google Glass, all figures man sees with
eyes and even the sounds ma hears Wil] all be recorded in the form of data.

The size of data coverjhg all behavior, body, seeing of one man every day is very large, it
can even get to the magnifide of more than TB as days go by, so it can be called personal “big”
data in summafy. Currghtly, the personal big data is mostly collected, stored, analyzed and
utilized by big Internft companies through website, smart phone App and smart connected
device, as the data fesource. for advertisement, marketing and credit investigation. However,
individual as the orfginal owner of data cannot have a full record of personal big data and cannot
enjoy the value ¢ff data analysis. At the same time, there are some companies in the market,
engaged in comynercial profit-gaining activities such as personal data collection, analysis, trading

and so on without explicit authorizations from individuals, it not only infringes the individual’s
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ownership of his/her own data, and also brought to individuals potentiaf damages of information
leakage, marketing harassment/telephone phishing, identity theft agd so on. Besides, in the
whole personal big data’s industry value chain, individuals as the gfiginal data owner don’t get
any monetary or material benefit sharing, this is extremely unfair t¢ individuals.
Summary of the Invention

The present invention aims to overcome the drawbacks off the prior arts above, and provides
a system and method to realize personal big data collecfion, management and authorization
which collect and store the users’ personal big data autol étically, support the users to authorize
their personal big data selectively to enterprises to get rgfvards of money and material.
To achieve the above-mentioned objectives, the present invention has the following
composition:

The system to realize personal big data cpllection, management and authorization, is
characterized in that, the system includes several £lients and a big data server, in which:

Several clients, used to collect the data offthe logged-in users on the clients automatically,
and upload the data of the logged-in users tp big data server, and authorize selectively to data
authorization requests sent from the big datg server according to the target users’ operations;

Big data server, used to analyze data authorization requests sent from enterprises and query -
to get tai‘get users conforming to the dagh authorization requests, and push the data authorization
requests to the clients which the targgl users have currently logged in, and send the authorized
data of the target users who have agfeed to authorize to the enterprise 'accordi.ng to authorization
feedback information of the client #hich the target users have currently logged in. |

Furthennbre, 1heVC1ient hasfa user big data collection module, a server communication
module, a data management m ,dUle, and a client data authorization module, wherein:

The user big data collect; n module, used to collect data of the logged-in users on the clients
automatically and send the Va'ta of the logged-in users to the server communication module;

The server communightion module, used to connect to the big data server, and communicaie
information with the bigfdata server;

The data managgment module, used to generate the corresponding data management
operation instructiol [ based on target users’ operations, and send the data management operation
mstructions to the gerver communication module;

The client data authorization module, used to receive the data authorization requests
forwarded by the server communication module for the currently logged-in target users, and

generate instylictions of authorized or not-authorized as the authorization feedback information
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according to the target users’ operations, and send the authorization feeflback information to the
server communication module.

Furthermore, the user big data collection module has an open Ainterface unit, an automatic
capture unit, and a scanning & analysis unit, wherein:

The open interface unit, used to connect to the data interfage of other operating system or
application software, and collect the data of the logged-in fiser on the client automatically
through the data interface; - |

The automatic -capture unit, used to automatically fcaptures and analyzes the display
information on the clignt’s screen and the user’s input information, and collects the data of the
lo gged—ill user through the display information and inpujf/information;

The scanning analysis unit, used to analyze the clint’s picture material or scanning material
tvo get the logged-in user’s data, and upload the pfcture material or scanning material which
cannot be analyzed by itself to the big data server ffr further analysis.

The big data servér has a server data analysfs module, which is used to further analyze the
picture material or scanning material uploaded by the scanning analysis unit which cannot be
analyzed by itself, and get the data of the logged-in user.

: Frur‘[hermore,r the client has a clienf revenue management module, a data product
management module, wherein:

The client revenue management mg 'ule, used to retrieve the transaction information stored
in the blg data server according to th€ logged-in user’s operations, and manage the logged-in
user’s.bank account according to the Jogged-in user’s operations;
| The data product ﬁjanageme “module, used to generate the corresponding déta product
management instructions accordifg to the logged-in user’s operations, and send the data product
management instructions to the ig data server. 7
Furthermore, the clieht:] As a user basic information management module, the user basic
infoﬁnaﬁon management n V'dule is used to generate personal basic information management
instructions acéording to tife logged-in user’s operations, and send the personal basic information
management instruction to the big data server.

Furthermore, the bYig data server has a client communication module, an enterprise interface
ization management module, wherein:

The client conynunication module, used to connect to the several clients, and communicate
information with 7 1e several clients thfough the Internet or local network;

The enterpifse interface module, used to receive the data authorization requests sent by the

enterprises, agd send the data authorization requests to the authorization management module,
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and process the authorized data and send the processed authorized data tp the enterprises;

The authorization management module, used to analyze the data futhorization requests and
query to get the target users conforming to the data authorization fequests, and send the data
authorization requests to the client communication module which tjie target users have logged in,
and according to authorization feedback information of the clight which the target users have
logged in transmitted by the client communication module to trieve the authorized data of the
target users who have agreed to authorize to send to the enterpfise interface module.

Furthermore, the big data server also includes a dgfta product module and a revenue
management module, wherein:

The data product module, used to process the userfs data stored in the big data server and
generate all kinds of data products;

The server revenue management module, usgd to record and process the transaction
information between the user and the enterprise, anfl transfer the transaction revenue to the user’s
bank account.

Furthermore, the big data server also incfudes a user registration & login authentication
module, the user registration & login authentjCation module 1s lesedvfo add new user information
in the big data server, and provide authenticgtion information-when user log in.

Furthermore, the big data server algo includes a data storage module, the data storage -
module is used to store in classification the users’ personal information, the logged-in users’ data,
the data corresponding to the data profducts, the authorized data and other data of the big data
server.

Moreover, the present invenyfon also provides a method to realize perso'na_i big data
collection based on the above sysfem, which is characterized in that, the method épeciﬁcally»is: ‘

The client collects the data bf the logged-in user on the élient automatically, and uploads tlﬁe
data of the logged-in user to t e big data server. |

Furthermore, the client/has a user big data collection module and a server communication
module, the client collectsfthe data of the logged-in user on the client automatically, and hploads
the data of the logged-infuser to the big data server, including the following steps:

(1.1) the server cofnmunication module connects to the big data server; |

(1.2) the user big data collection module collects data of the logged-in user on the client
automatically and sgnds the data of the logged-in user to the server communication module;

(1.3) the sery 1_" communication module sends the data of the logged;in user to the big data

SCrver.

Furthermgre, the user big data collection module has an open interface unit, the user big data
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to activate the automatic capture unit;

coltection module collects data of the logged-in user on the client aufpmatically, including the
following steps:

(1.2.1) the user big data collection module judges whether At has received the control
mstruction to activate the open interface unit;

(1.2.2) if the judgement result is having received the controfinstruction to activate the open
interface unit, then continue to step (1.2.3), otherwise return to fthe above step (1.2);

(1.2.3) the open interface unit connects to the data intghface of other operating system or
application software, and collects the data of the loggedfin user on the client automatically
through the data interface.

Furthermore, the user big data collection module hgfs an automatic capture unit, the user big
data collection module collects data of the logged-in fiser on the client automatically, including

the following steps:

(1.2.a) the user big data collection module judges whether it has received control instruction

(1.2.b) if the judgement result is having/received the control instruction to activate the
automatic capture unit, then continue to step (A.2.c), otherwise return to the above step (1.2);
(1.2.c) the automatic capture unit Automatically captures and analyzes the display
information on the client’s screen and th¢/ user’s input information, and collects thé data of the -
logged—iﬁ user through the display infory aﬁon and mput inférmation.

Furthermore, the user big data coljection module has a scanning & analysis unit, the user big
data collection module collects databf the logged-in user on the client automatically, including
the following steps: | :

(1.2.A) the user big data cpllection module judges whether it has received the control
instruction to activate the scann/ng analysis unit;

(1.2.B) 1f the judgementfresult is having received the control instruction to activate the

. scanning analysis unit, then £ontinue to step (1.2.C), otherwise return to the above step (1.2);

(1.2.C) the scanning ghalysis unit analyzes the client’s picture material or scanning material

and gets the logged—in ugker’s data.
Furthermore, afterfthe step (1.2C), further includes the following steps:
(1.2.D) the scaghing analysis unit judges whether there is picture material or scanning
material which canglot be analyzed by itself;

(1.2.E) if thefjudgement result is that there is picfufe material or scanning material which
cannot be analyZed by itself, then continue to step (1.2.F), otherwise continue to step (1.1.2);

(1.2.F) thg scanning analysis unit sends the picture material or scanning material which
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cannot be analyzed by itself to the server communication module;

(1.2.G) the server communication module uploads the picture material or scanning matenial
which cannot be analyzed to the big data server.

Furthermore, the big data server has a server data analysis nfodule, after the step (1.2.G),
there are also the following steps:

(1.2.H) the server data analysis module further analyzes/fthe picture material or scanning
material which cannot be analyzed initially, and get the logged-in user’s data.

Moreover, the present invention also provides a mthod to realize personal big data
management and authorization, which is characterized in fhat, the method includes the following
steps:

(a) the big data server analyzes data authorization fequests sent from enterprises, and queries
to get target users conforming to the data authorizatigh requests;

(b) the big data server pushes the data authoryzation requests to the clients which the target
users logged in; ‘

(c) the client processes corresponding aughorization dispositions to the data authorization
requests sent from the big data server accgrding to the target users’ authorization selection
operations;

(d) the big data server sends the aufhorized data of the target users who have agreed to
authorize to the enterprise according t(_)jéuthorization feedback information of the client which
the target users have logged in.

Furthermore, the big data serv r'hras an enterprise interface module and an authorization
management module, -the big dgfta sewér analyzes data authorization requests ‘sent from
enterprises, and queriés tor' get/target users conforming to the data authorization requests,
including the following steps: .

(a.1) the enterprise interface médule receives the data authorization requests sent by the
enterprises, and sends the d ta authorization requests to the authorization management module;

(a.2) the authorizatio ‘ management module analyzes the data authorization requests, and
queries to get target users conforming to the data authorization requests.
Furthermore, the guthorization managément module analyzes the data authorization requests,
and queries to get farget users conforming to the data authorization requests, including the
following steps: '

(a.2.1) the a tvhorization managelrnbent module analyées the data authorization requests and
gets multiple dafta selection criteria;
(a.2.2) thf authorization management module judges whether each data selection criteria is
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standard selection criteria;

(a.2.3) if the judgement result is the data selection criteria is stangfard selection criteria, then
continue to step (a.2.4), otherwise continue to step (a.2.5);

(a.2.4) the authorization management module automatfcally transforms the data
authorization requests into database query statements which cap be executed automatically by
the big data server program, and queries to get the targef users conforming to the data
authorization requests, and return to the above step (b);

(a.2.5) the service provider of the big data server contaghs the enterprise, and understands the
concrete meaning and requirement of non-standard selegtion criteria, then return to the above
step (a.2.4).

Furthermore, the big data server has a client comynunication module, the client has a server
communication module, the big data server pushes fhe data authorization requests to the clients
which the target users have logged in, including th¢ following steps:

(b.1) the authorization management modulg queries to get the information of the clients
which the target users have logged in currentlyy/

(b.2) the authorization management mogule sends the information of the clients which the
target users have logged in currently to the glient communication module;

(b.3) the client communication modyle pushes the data authorization requests to the server
communication module of the clients which the target users have logged in currently according
to the information of the clients whichfhe target users have logged in currently.

Furthermore, the authorization fnanagement module queries to get the information of the
clients which the target users have Jogged in currently, including the following steps: ;

(b.1.1) the authoﬁ'zatioﬁ mahagement module judges whether there are target users in the 7
currently logged-in users accor: mg to information of the target users;

(b.1.2) if the judgementvr sult is fllel'e are target users logged in, then continue to step (b.1.3),
otherwise continue to step ( A.'l 4);

(b.1.3) the authorizatfon management module records the information of the clients which
the target users have logged in currently, and continue to the above step (b.2);
(b.1.4) the authorfzation management module feedbacks information to the big data server
that there is no targe user logged in, and returns to the above step (b.1.1).

Furthermore, fhe client has a client data authorization module, the client processes
corresponding at horization dispositibns to the data authorization requests sent from the big data
server according to the target users” authorization selection operations, including the following

steps:
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-uploaded through the server communication mo

(c.1) the client data authorization module receives the data authorizltion requests forwarded
by the server communication module;

(c.2) the client data authorization module displays the data fauthorization requests, and
generates instructions of authorized or not-authorized as the authofization feedback information
according to the target users” operations. and sends the authorizagion feedback information to the
server communication module;

(c.3) the server communication module uploads the authorization feedback information to
the big data server. 7

Furthermore, the big data server has an authorizatipn management module, the big data
sefver sends the authorized data of the target users who Jave agreed to authorize to the enterprise
according to auth,orization feedback information of th¢ client which the target users have logged
i.n, including the following steps:

(d.1) the client communication module recefves the authorization feedback information
7 ile by the client that the target users logged in
and sends the authorization feedback informatigh to the authorization management module;
(d.2) ‘the authorization management matlule retrieves the corresponding authorized data
according to the authorization feedback infofmation to the enterprise interface module;

(d.3) the ehterprise interface module sénds the authorized data to the enterprise.
F'urthermore, the big data server g so has a data product module, after step (d), it also
includes the following steps:

(e) the data product module procgsses users’ data and generates all kinds of data products.

~ Furthermore, the client has a dfita product management module, after step (e), thére are alsQ
the following Steps: | | |
' (f) the d‘ata -product ma,égément module generates the corresponding data product
management instructions acc ‘ding td the logged-in user’s operations, and sends the data product
manégement instructions to _dé server communication module;
: (g) the server comynunication module synchronizes the data product management
mstructions to thé client fommunication module;

(h) the ‘big data sejfver manages the data products according to the data product management
instructions. |

Furthermore, te client has a user basic information management module, before step (a),
there are also the _ b:llowing steps: ‘

(0.1) the uger basic information management module generates personal basic information

management fnstructions according to the user’s operations, and sends the personal basic
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information management instructions to the server communication modyfe;

(0.2) the server communication module synchronizes the pefsonal basic information
management instructions to the client communication module.

(0.3) the big data server manages the personal basic informatfon according to the personal
basic information management instructions.

Furthermore, the big data server also has a user registratiofi & login authentication module,
after step (0.3), there is also the following step:

(0.4) the user registration & login authentication modyle adds new user information in the
big data server, and provides authentication information wjen user logs in.

Furthermore, the big data server has a server revegue management module, after step (e),
there is also the following step:

(F) the server revenue management modul¢ records and processes the transaction
information between the user and the enterprise, fand transfers the transaction revenue to the
user’s bank account.

Furthermore, the client has a client revenu managemenf module, after step (F), there is also
the following step: | ‘

(G) the client revenue management mqgtiule retrieves the transaction information accordihg
to the user’s operations through the server/communication module, and manages the user’s bank -
account éccording to the user’s operatior :

Furthermore, it is characterized in £hat, between steps (a) and (b) , there 1s also the following
step:

(a.a) the big data server classjties the data automatically based on the data Ché:l'actel‘iStic,
data source and data tiﬁiestarﬁp. / |

Furthermore, it is charactghized in that, the big data server also includes a data storage
module, after step (e); there isfalso the following stép:

(e.a) the data storage "‘odule stores the users’ personal basic information, the logged-in
users” data, the data corrgSponding to the data products, the authorized data and other system
data. V ‘

Utilizing the present invention of the system and method to realize ,pe.rsonal bbig data
collection, managemgnt and authorization, the user’s personal data can be collected and stored
automatically, it supports the user to view and manage his/her own personal data, and it supports
the user to author'zé his/her own persénal data to interested enterprise and get money or material
rewards. At thefsame time, the present invention supports processing of the user’s personal data

such as prepafation, analysis, summarization, correlation and so on, and provides results to the
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user in the form of data products, gives useful information to individualfand family in the aspects

of life management, financial management, decision support and so oy, so that the user can enjoy

K

the value of data analysis and mining, it has a wider application rangg.

Brief Description of the Drawings
Fig. 1 is the structure diagram of the system to realyze personal big data collection,
management and authorization.
Fig. 2 is the flow diagram of the method to realize/personal big data management and
authorization.
Fig. 3 is the flow diagram of a specific embodimgnt of the method to realize personal big
data collection, management and authorization.
Fig. 4 is the flow diagram of authorization &/ payment process of the method to realize

personal big data management and authorization.

Detailed Description of the Preferred Embodiment
In order to describe the technical contentbf the present invention more clearly, now describe
it further combining specific embodiments.
Please refer to Fig. 1, in one specifif embodiment of the present invention, the system to -
realize personal big data collection, mar 1'gement and authorization includes several clients and a
big data server, in which:

Several clients, used to collect the data of the logged-in users on the clients automatically,
and upload the data of the logged/in users to big data server, and authorize selectiv.ely to data
authorization requests sent frbm the big data server according to the target users; operations;

Big data server, used to an,lyzve data authorization requests sent from enterprises and query
to get target users conformin to'the data authorization requests, and push the data authorization
requests to the clients whicjl the target users have currently Jogged in, and send the authorized
data of the target users whb have agreed to authorize to the enterprise according to authorization
feedback information of fhe client which the target users have currently logged in.

In a preferred embbdiment of the present invention, the client has a user big data collection

module, a server cgmmunication module, a data management module, and a client data

authorization modufe, wherein:
The user big flata collection module, used to collect data of the logged-in users on the clients
automatically agfd send the data of the logged-in users to the server communication module;

The servef communication module, used to connect to the big data server, and communicate

10
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information with the big data server, the information communicatfon includes uploading,
downloading, synchronization and so on of all kinds of data and files;

The data management module, used to generate the correyponding data management
operation instructions based on target users’ operations, and send tife data management operation
instructions to the server communication module, the data managément module supports the user
to view and manage personal big data record, including addiyfg, editing and deleting data, and
adjusting the classification of data; '

The client data authorization module, used to recefve the data authorization requests
forwarded by the server communication module for the/currently logged-in target users , and
generate instructions of authorized or not-authorized ag/ the authorization feedback information
according to the tarvget users” operations, and- send thefauthorization feedback information to the
server communication module, besides, the clienyf data authorization module supports user
viewing and authorizing the data authorization reqfiests of enterprises, and support user viewing
and managing revenue generated b.y authorizing data.

In a more preferred exﬁbodiment of the fpresent invention, the user big data collection
module has an open interface unit, an autonfatic capture unit, and a scanning & analysis unit,
wherein:

The open interface unit, used to congfect to the data interface of other operating system or
application software, and collect the 7__éta of the logged-in user on the client automatically
through the data interface;

The automatic capture unit, $ed to automatically capture and analyze the display
information on the client’s screen ind the user’s ihput information, and collect the data of the
logged-in user through the di:splab_, information and input information,;

The scanning analysis unit ;'u'séAd to analyze the client’s 'picture material or scanning material
to get the logged-in .userfs daty such és photographing or scanning the bill statement, order form.,
transaction record, bar code, Vé‘nd s0 on in paper form or electric form, and analyze automatically
and get the related data tfirough techni;:al means such as optical character recognition (OCR),
decode and so on, and ugload the picture material or scanning material which cannot be analyzed
by itself to the big date sérver for further ar:lalysis.v

In a more prefegfed embodiment of the present invention, the big data server has a server
data analysis moduje, and the data analysis’module 1s used to further analyze the picture material
or scanning mateyial uploaded by the ‘scénning analysis unit which cannot be analyzed by itself,
and get the datafof the logged-in user.

In a preferred embodiment of the present invention, the client has a client revenue
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management module and a data product management module, wherein:

The client revenue management module, used to retrieve the transaction information stored
in the big data server according to the logged-in user’s operationsf and manage the logged-in
user’s bank account according to the logged-in user’s operations:

The data product management module, used to generate jhe corresponding data product
management instructions according to the logged-in user’s opefations. and send the data product
management instructions to the big data server.

In a preferred embodiment of the present invention, the client has a user basic information
management module, the user basic information man gemem module 1s used to generate
personal basic information management instructions acgording to the logged-in user’s operations,
and send the personal basic information management fnstructions to the big data server, the user
basic information management module supports/the user to maintain his/her own basic
information such as name, nickname, gender, addrgss, contact number and so on.

Wherein, the several clients are a kind of /Application software, including imany versions
running on all kinds of different personal smaft connected devices (for example: smart phone,
personal computer/PC, PAD, wearable deviceg and so on).

In a preferred embodiment of the pfesent invention, the big data server has a client

communication module, an enterprise jterface module, and an authorization management -

module, wherein:
The client communication modulg, used to connect to the several clients, and communicate
information with the several clients through the Internet or local network;

The enterprise interface modufe, used to receive the data authorization requests sent by the

enterprises, and send the data aythorization requests to the authorization management module,

and process the authorized datafand send the processed authorized data to the enterprises;

The authorization managément module, used to analyze the data authorization requests and

query to get the target use‘é conforming to the data authorization requests, and send the data

authorization requests to the client communication module which the target users have logged n,
and according to authogization feedback information of the client which the target users have
logged in transmitted Py the client communication module to retrieve the authorized data of the
target users who hafe agreed to authorize to send to the enterprise interface module, before
retrieving data th¢ authorization decisions corresponding to user’s authorization feedback
information can b recorded. 7 |

In a preferged embodiment of the present invention, the big data server alsd includes a data

product modufe and a revenue management module, wherein:
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The data product module. used to process the user’s data stored iyf the big data server and

generate all kinds of data products, the processing includes preparatioyf, analysis, summarization,
correlation and so on;

The server revenue management module, used to record/and process the transaction
information between the user and the enterprise, and transfer the fransaction revenue to the user’s
bank account, the processing includes summarizing and calculafing the transaction information.

In a preferred embodiment of the present invention, the pig data server also includes a user
registrati.on & login authentication module, the user registrafion & login authentication module is
used to add new user information in the big data server, #nd provide authentication information
when user log in.

In a preferred embodiment of the present inventigh, the big data server also includes a data
storage module, the data storage module is used tp store in classification the users’ personal
information, the Jogged-in users’ data, the data corgesponding to the data products, the authorized
data and othel“ data of the big data server.

Moreover, the present invention also pgbvides a method to realize personal big data
collection based on the above system, the method specifically 1s:

: The client coﬂects the data of the loggefl-in user on the client automatically, and uploads the
data of the logged-in user to the big data sgrver.

In arpreferred embodiment of the pfesent invention, the client has a user big data collection
modulé and a server communication nfodule, the client collects the data of the logged-in user on
the client automatically, and uploafls the data of the logged-in useér to the big data server,
including the followingsteps: |

(1.1) the éélﬁel' co-mmun‘icati_ n module connects to the big data server;

(1.2) the user big data co _éct'ion module collects data of the logged-in user on the client
automatically and sénds the dfta of the logged-in user to the server communication module;

(1.3).the sefver commuyhication module sends the data of the logged-in user to the big data
Server. | v

In a more pl‘efelTe embodiment of the present invention, the user big data collection
module hds an open hterface unit, the user big data collection module collects data of the
logged-in user on thefclient automatically, including the following steps:

(1.2.1) the usgr big data collection module judges whether it has received the control
instruction to actj '.z_\'te the open interface unit;
(1.2.2) if the judgement result 1s having received the control instruction to activate the open

interface unit fthen continue to step (1.2.3), otherwise return to the above step (1.2);
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“cannot be analyzed b

(1.2.3) the open interface unit connects to the data interface of other operating system or
application software, and collects the data of the logged-in user oyf the client automatically
through the data interface.

In a more preferred embodiment of the present invention, fhe user big data collection
module has an automatic capture unit, the user big data collectjon module collects data of the
logged-in user on the client automatically, including the followifg steps:

(1.2.a) the user big data collection module judges whethef it has received control instruction
to activate the automatic capture unit;

(1.2.b) if the judgement result is having received the control instruction to activate the
automatic capture unit, then continue to step (1.2.c), othefwise return to the above step (1.2);
(1.2.c) the automatic capture unit automaticafly captures and analyzes the display
information on the client’s.screen and the user’s inplit information, and collects the data of the
logged-in user through the display information and fnput information.

In a more preferred embodiment of the pfesent invention, the user big data collection
module has a scanning & analysis unit, the usgh big data collection module collects data of the
logged-inuser on the clients automatically, ingluding the following steps:

(1.2.A) the user big data collection nlodule judges whether it has received the control
mstruction to activate the scanning analysig unit;
( 1.2..B) if the judgement result is J éving received the control instruction to activate the
scanning analysis unit, then continue tgf step (1.2.C), otherwise return to the above step (1.2);

(1.2.C) the scanning analysis unjt analyzes the client’s picture material or scanning material
and gets the fogged-in user’s data. v _ _

In a more preferred embodfment of the present invention, after the steﬁ (1.2C), further
includes the following steps: | ’ _

(1.2.D) the scamning anglysis unit judges whether there is picture material or scanning
material which cannot be anfilyzed by itself;

(1.2.E) if the judgemgnt result is that there is picture material or scanning material which
cannot be analyz.ed by itdelf, then continue to step (1.2.F), otherwise continue to step (1.1.2);

(1.2.F) the scannifig analysis unit sends the picture material or scanning material which
itself to the server communication module;

(1.2.G) the serfer communication module uploads the picture material or scanning material
which cannot be nélyzed to the big data server. - 7
In a more preferred embodiment of the present invention, the big data server has a server

data analysis vhodule, after the step (1.2.G), there are also the following steps:
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(1.2.H) the server data analysis module further analyzes the pictire material or scanning
material which cannot be analyzed initially, and get the logged-in user/s data.

Moreover, the present invention also provides a method t¢ realize personal big data
management and authorization, as shown in Fig. 2, the method incjides the following steps:

(a) the big data server analyzes data authorization requests s¢nt from enterprises, and queries
to get target users conforming to the data authorization request

(b) the big data server pushes the data authorization reqpests to the clients which the target
users have logged in;

(c) the client processes corresponding authorization/dispositions to the data authorization
requests sent from the big data server according to yhe target users’ authorization selection
operations;

(d) the big data server sends the authorized dfta of the target users who have agreed to

authorize to the enterprise according to authorizaylon feedback information of the client which

-the target users have logged in.

In a preferred embodiment of the presentfinvention, the big data server has an enterprise
interface module and an authorization management module, the big data server analyzes data
authorization requests sent from enterprisef, and queries to get target users conforming to the
data authorization requests, including the following steps:

(a.l) the enterprise interface modyfe receives the data authorization requests sent by the '
enterprise, and sends the data authorizghion requests to the authorization management module;

(a.2) the authorization managepfent module analyzes the data-authorization requests, and
queries to get target users conformifg to the data authbrization requests. |

In a more preferred embodiment of the present invention,‘ the authorization management
module analyzes the data authopization requests, and queries to get target users.conforming to the
data authorization requests, influding the following steps:

(a.2.1) the authorizatiof management module analyzes the data authorization requests and

gets multiple data selectiof criteria;

(a.2.2) the authorizgfion management module judges whether each data selection criteria is
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authorization requests, and return to the above step (b);

(a.2.5) the service provider of the big data server contacts the entefprise, and understands the
concrete meaning and requirement of non-standard selection criterfa, then return to the above
step (a.2.4).

In a more preferred embodiment of the present invention, the big data server has a client
communication module, the client has a server communicafon module, the big data server
pushes the data authorization requests to the clients whiclf the target users have logged in,
including the following steps:

(b.1) the authorization management module querieg/to get the 1nformation of the clients
which the target users have logged in currently;

(b.2) the authorization management module sendf the information of the clients which the
target users have logged in currently to the client corfmunication module;

(b.3) the client communication module pushey the data authorization requests to the server
communication module of the clients which the farget users have logged in currently according
to the information of the clients which the targef users have logged in currently.

In a more preferred embodiment of thefpresent invention, the authorization management
module queries to get the information of vtvhe clients which the target users have logged in
currently, including the following steps:

(b.1.1) the authorization manavgem_it» module judges whether there are target users in the
currently logged-in users according to faformation of the target users;

(b.1.2) if the judgement result 1s hel;e are target users logged in, then continue to step (b.1.3),
otherwise continue to step (b.1.4); : |

(b.1.3) the aﬁthorﬁ'ation magfagement module records the information of the clients which
the target users have logged in ,'h“éntly, and continue to thevabove step (b.2);

(b.1.4) the authorization ) "anagehlmlt module feedbacks information to the big data server
that there is no target user lg "ged in; and returns to the above step (b.1.1).

In a more preferred Aémb'odime'n't of the present invention, the client has a client data
authorization mddule, the client processes corresponding authorization dispositions to the data
authorization requests ent from the big. déta server according to the target users® authorization
selection operations, hcluding the following steps:

(c.1) the clientfata authorization module receives the data authorization requests forwarded
by the server comfnunication module;” | . N

(c.2) the chient data authorization module displays the data authorization requests, and

generates instfuctions of authorized or not-authorized as the authorization feedback information
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according to the target users” operations. and sends the authorization fegtiback information to the
server communication module;

(c.3) the server communication module uploads the authorizatfon feedback information to
the big data server.

In a more preferred embodiment of the present inventigh, the big data server has an
authorization management module, the big data server sendsfthe authorized data of the target
users who have agreed to authorize to the enterprise acfording to authorization feedback
information of the clients which the target users have logged in, including the following steps:

(d.1) the client communication module receives thfe authorization feedback information
uploaded through the server communication module by/the client that the target users logged in
and sends the authorization feedback information to the authorization management module;

(d.2) the authorization management module gtrieves the corresponding authorized data
according to the authorization feedback informatiopi to the enterprise interface module;
(d.3) the enterprise interface module sends thfe authorized data to the enterprise.

In a more preferred embodiment of the prgsent invention, the big data server also has a data
product module, after step (d), it also includey'the following steps:

(e) the data product module processes ybers’ data and generates all kinds of data products.

In a more preferred embodiment off the present invention, the client has a data product
management module, after step (e), ther a.re also the following steps:

(f) the data product managemgnt module generates the corresponding data product
management instructions according {b the logged-in user’s operations, and sends the data product
management instructions to the serfer communication module; |

(g) the server communicgtion module synchronizes the data product management
instructions to the client comm 'anCathl’l module;

(h) the big data server mghages the data products according to the data ploduct management
mstructions.

In a more preferred/embodiment of the present invention, the client has a user basic
information managemenf. module, before step (a), there are also the following steps:
(0.1) the user basjc information management module generates personal basic information
management instrucfions according to the user’s operations, and sends the personal basic
information managfment instructions to the server communication module;

(0.2) the

[72]

er communication module synchronizes the personal basic information
management ingtructions to the client communication module.

(0.3) the pig data server manages the personal basic information according to the personal
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basic information management instructions.

In a more preferred embodiment of the present invention, the bigfata server also has a user
registration & login authentication module, after step (0.3), there is afso the following step:

(0.4) the user registration & login authentication module addf new user mformation in the
big data server, and provides authentication information when usgr logs in.

In a more preferred embodiment of the present invention/ the big data server has a server
revenue management module, after step (e), there is also the fpllowing step:

(F) the server revenue management module recofds and processes the transaction
information between the user and the enterprise, and trinsfers the transaction revenue to the
user’s bank account.

In a more preferred embodiment of the present Anvention, the client has a client revenue
management module, after step (F), there is also the following step:

(G) the client revenue management module r¢trieves the transaction information according

‘to the user’s operations through the server commfinication module, and manages the user’s bank

account according to the user’s operations.
In a more preferred embodiment of the pfesent invention, between steps (a) and (b), there is
also the following step:

(a.a) the big data server classifies th€ data automatically based on the data characteristic, -

-data source and data timestamp.

In a more preferred embodiment Af the present invention, the big data server also includes
data storage module,-after step (), there is also the following step:
 (e.a) the data storage modulg/stores the users’ personal basic information. the logged-in
users’ data, the data éérresb’ond' hg to the data products, the authorized data and other system
data. '

As shown in Flg 3_,’it"s a preférred specific embodiment of the present invention, which
includes the’ follbwing funcifons:

1. The client softwarefcollects the user’s all kinds of personal data automatically or manually,
and uploads and stores iff the big data server. The big data server classifies the data automatically
based on the logic déf ed in advance. '

Wherein, the big data server classifies the data automatically based on the logic defined in
advance can includg using the following several classification logics at the same time:

(a) Classify é_tSed on the data’s characteristic. For example major categories can include:
behavior data, Yody data, seeing data and so on. The behavior data major category can be divided

into smaller dategories like consumption purchase data, searching and reading data, physical
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location data and so on, the body data major category can be divided in{d smaller categories like
heart beat data, sleeping data, exercise data and so on.

(b) Classify based on data source. For example major categorfes can include: application
data, website data, scanning data and so on. The application data nhajor category can be divided
into smaller categories like Taobao App application data, CTrip App application data, Dianping
App application data and so on. The scanning data major catefory can be divided into smaller
categories like phone&broadband billing statements, utility billing statements, credit card billing
statements and so on.

(c) Classify based on data timestamp. For example fmajor categories can include: natural
calendar, weekday/weekend, festival&celebration, the patural calendar major category can be
divided into smaller categories like year, month, week/day and so on. The festival& celebration
major category can be divided into smaller categories like Spring Festival, National Day,
Valentines’ Day and so on.

2. The user can log in the client software tofview and manage personal big data, including
adding, editing and deleting data, and adjustingf#he classification of data. The client software and
the big data server will synchronize data autorfatically.

3. The user can view and operate data groducts through client software. The data product is
produced by the big data server based on gbmputational formulas and display templates designed
in advance and through processing of t e personal big data in ways like preparation, analysis,
summarization, correlation and so on/, the result product is provided to the user through the
chient software. |

Wherein, the data products ma “include the following types: _ 7
(a) Data product in'persénal fimension: the big data server can process the pérsonal big data
in ways like preparation, anav'vsis, summarization and so on, and provides the result aftér
processing to the user in the form of data product'through the client software. The examples of
data products in personal Mdimension include personal monthly income summarization and
fluctuation trend, personal/fmonthly spending summarization and fluctuation trend and so on.

(b) Data product in family dimension: based on the authorization to each. other between two
or more related users fhike husband and wife), the big data server can process the persovnal big
data of the related Asers in- ways like preparation, analysis, summarization and so on, and
provides the resultfafter processing to the users in the form of data product through the client
software. The expmples of data products in family dimension include fémily monthly income
summarization And fluctuation trend, family monthly spending summarization and fluctuation

trend and so of.
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(¢) Data product in group dimension: the big data server can procesg the personal big data of
the user group to which the user belong in ways like preparation, analysis, summarization and so
on, and provides the result after processing to the users in the formfof data product through the
client software. The possible user group definition parameteys include: country, territory
(province/state, city, neighborhood and so on), friend circle, reJationship circle and so on. The
examples of the data products in group dimension include perfonal monthly income ranking in
city, personal monthly income ranking in neighborhood, pergonal monthly spending ranking in
friend circle and so on.

4. The big data server can open interface to enterprisgs that have interest of buying personal
big data, as shown in Fig. 4, the enterprises submit flata authorization requests through the
interface, and the said requests are pushed to the usegf conforming to the requirements through
the client software. The user can view the said dafa authorization requests through the client
software, and decide whether to authorize or not. If the user operates to authorize, then the big
data server will process the related personal bigfdata based on the user’s authorization into the
form that the enterprise wanted, then provide if to the enterprise through the interface. The fees
that the enterprise pays to buy the user’s personal big data will be setiled according to the
revenue sharing agreement reached in adyance between the service provider of the present
invention and the user. |

Wherein, the data authorization re uésts submitted by the enterprise through the big data
server interface can include several kinfls of data selection criteria, for example:

(a) standard selection criteria, stfted in standard data format defined in advance, such as: the
user’s age. sex, living area and so fn; the user’s online shopping frequency and amount such as
shopping on Taobao at least oncg/a week or spending at least 200 Yuan every month on Taobao
shopping and so on; the user’s dining-out frequency and amount such as dining out at least once
a week or spending at least 400 Yuan every month for dining out and so on.

(b) non-standard selectipn criteria, described in natural language and stated in “remark™ kind
of fields.

Furthermore, after the big data server has received the data authorization requests, 1t can
select and match the ugers conforming to the criteria in the following steps:
(a) As to the stghdard selection criteria in the data authorization requests submitted by the
enterprisé, the big flata server automatically transforms it into database query statements which
can be executed futomatically by the big data server pfbgram, and then executes the database
query statementf to realize the selection and matching.

(b) As tofhe non-standard selection criteria in the data authorization requests submitted by



the enterprise, the customer service personnel of the service provider/of the present invention
will contact the enterprise, to understand the concrete meaning and refjuirement of non-standard
selection criteria, and then transforms it into database query statemfnts which can be executed
automatically by the big data server program, and then executes th¢ database query statements to
realize the further selection and matching.

Utilizing the present invention of the system and method to realize personal big data
collection, management and authorization, the user’s persongl data can be collected and stored
automatically, it supports the user to view and manage his/ler own personal data, and it supports
the user to authorize his/her owri personal data to interestefl enterprise and get money or material
rewards. At the same time, the present invention suppoifs processing of the user’s personal data
such as preparation, analysis, summarization, correlatfon and so on, and provides results to the
user in the form of data products, gives useful informfation to individual and family in the aspects
of life management, financial management, decisiopi support and so on, so that the user can enjoy
the value of data analysis and mining, it has a widfr application range.

In this specification, the present invention Jas been described with references to the specific
embodiments. However, obviously modificftions and variations still can be made without
departing from the spirit and scope of the ‘.esent invention. Accordingly, the specification and

drawings are to be regarded as illustrative father than restrictive.




Claims

I claim:

1. A system to realize personal big data collection, manggement and authorization,
characterized in that, the system includes:

Several clients, used to collect the data of the logged-in usgrs on the clients automatically,
and upload the data of the logged-in users to big data server, fand authorize selectively to data
authorization requests sent from the big data server accordig/g to the target users’ operations;

Big data server, used to analyze data authorization/requests sent from enterprises and
query to get target users conforming to the data authgrization requests, and push the data
authorization requests. to the clients which the target ysSers have currently logged in, and send
the authorized data of the target users who hav¢ agreed to authorize to the enterprise
according to authorization feedback information of the client which the target users have
currently logged in.

2. The system to realize personal big dgta collection, management and authorization
according to claim 1, characterized in that, thee client has a user big data collection module, a
server communication module, a data magfagement module, and a client data authorization
module, wherein:

The user big data collection moduje, used to collect data of the logged-in users on the
clients automatically and send the dafa of the logged-in users to the server communication
module;

The server communication phodule, used to connect to the big data servrer, and
communicate information with the big data server;

The data management m " ulé, used to generate the corresponding data management
operation instructions based fon target users’ operations, and send the data management
operation instructions to thefserver communication module;

The client data authgrization module, used to receive the data authorization reqhests
forwarded by the serverfcommunication module for the currently logged-in target users , and
generate instructions fof authorized or not-authorized as the authorization feedback
information accordip/g to the target users’™ operations. and send the authorization feedback
information to the gerver communication module.

3. The syste "to realize persorial big data collectrion, management and authorization
according to clgim 2, characterized in that, the user big data collection module further has an

open interfacefunit, an automatic capture unit, and a scanning & analysis unit, wherein:



The open interface unit, used to connect to the data interface of othfr operating system or
application software, and collect the data of the logged-in user on fhe client automatically
through the data interface;

The automatic capture unit, used to automatically captures/ and analyzes the display
information on the client’s screen and the user’s input informatiofl, and collects the data of the
logged-in user through the display information and input infornfation;

The scanning analysis unit, used to analyze the clienys picture material or scanning
material and get the logged-in user’s data, and upload fhe picture material or scanning
material which cannot be analyzed by itself to the big datgfserver for further analysis.

| 4. The system to realize personal big data collegtion, management and authorization
according to claim 3, characterized in that, the big flata server has a server data analysis
module, the server data analysis module is used t¢f further analyze the picture material or
scanning material uploaded by the scanning analygis unit which cannot be analyzed by itself,
and get the dat.a of the loggéd—in user.

5. The system to realize personal big dafa collection, management and authorization
according to claim 1, characterized in that, th¢ client has a client revenue management module
and a data produc‘t management module, wherein:

The client revenue management mqQule, used to retrieve the transaction information
stored in the big data server accordingfto the logged-in user’s operations, and manage the
lbgged—in user’s bank account accordipfe to the logged-in user’s operations;

The data product management phodule, used to generate the corresponding data product
lﬁanagement Vinst‘rilctibon"s accordinf to the logged-in user’s operations, and send the data
pl‘oduct 111a11agelllent irn‘structionsv_ o the big data server.

-6. The system to realize personal big data collection, management and authorization
according to -claim -'1, éhér cterized in that, the client has a user basic information.
manégement mbdule, the v _ér basic information management module is used to ‘generate
persdnal basic informatign - management instructions according to the logged-in user’s
operations, and send thg ‘personal basic information management instructions to the big data
server.

7. The system realize personal big data collection, management and authorization
according to claim/1, characterized in that, the big data server has a client communication
module, an enter ‘ijse interface module and an authorization management ‘module, wherein:
The client/ communication module, used to connect to the several clients, and

communicate nformation with the several clients through the Internet or local network;



The enterprise interface module, used to receive the data authorizglion requests sent by
the enterprises, and send the data authorization requests to the autlforization management
module, and process the authorized data and send the processed/ authorized data to the
enterprises;

The authorization management module, used to analyze/th data authorization requests
and query to get the target users conforming to the data authoyization requests, and send the
data authorization requests to the client communication modfile which the target users have
logged in, and according to authorization feedback informafion of the client which the target
users have logged in transmitted by the client commfunication module to retrieve the
authorized data of the target users who have agreed t¢ authorize to send to the enterprise
interface module. |

8. The system to realize personal big data coflection, management and authorization
according to claim 1, characterized in that, the big data server also includes a data product
module and a revenue management module, wherfin: A

The data product module, used to process the user’s data stored in the big data server and
generate all kinds of data products; v

The server revenue management modfle, used to record and .process the transaction
information between the user and the enérprise, and transfer the transaction revenue to the
user’s bank account. ‘

9. The system to realize persongl big data collection, management and authorization
according to claim 1, characterized i that, the big data server also includes a user registration
& login authentication module, th user registration & login authentication module is_"used to
add new user information in'the ig data server, and provide authentication information when
user log in. ' v

10. The system -to realiz€ personal big data collection, management and authorization
according to any item of cl ms 1~9, characterized in that, the big data server also includes a
data storage module, the/data storage module is used to store in classification the users’

personal information, th¢ logged-in users” data, the data corresponding to the data products,

the authorized data angf other data of the big data server.




characterized in that, the client has a user big data collection nfodule and a server

communication module, the client collects the data of the logged-in user on the client
automatically, and uploads the data of the logged-in user to the big flata server, including the
following steps:

(1.1) the server communication module connects to the big dAta server;

(1.2) the user big data collection module collects data of the logged-in user on the client
automatically and sends the data of the logged-in user to the sgrver communication module;
(1.3) the server communication module sends the datd of the logged-in user to the big
data server. ‘

13. The method to realize personal big data fcollection according to claim 12,
characterized in that, the user big data collection modhle has an open interface unit, the user
big data collection module collects data of the logged-in user on the client automatically,
including the following steps:

(1.2.1) the user big data collection modulefjudges whether it has received the control
instruction to activate the open interface unit;

(1.2.2) if the judgement result is having/received the control instruction to activate the
open interface unit, then continue to step (1 2£.3), otherwise return to the above step (1.2);

(1.2.3) the open interface unit connedfs to the data interface of other operating system or
apph’cati‘on software, and collects the té of the logged-in user on the client automatically
through the data interface.

14. The method to realize plrsonal big data collection according to claim 12, -
characterized in that, the user big dfta collection module further has an automatic capfure unit,
the user big data collection myodule collects data of the ldgged—in user on the client
automatically, including the foljowing steps:
(1.2.a) the user big datg collection module judges whether 1t has received control
instruction to activate the ayfomatic capture unit;

(1.2.b) if the judgemgnt result is having received the control instruction to activate the
automatic capture unit, then continue to step (1.2.c), otherwise return to the above step (1.2);

(1.2.c) the automfatic capture unit automatically captures and analyzes the display
information on the clfent’s screen and the user’s input information, and collects the data of the
logged-in user throfigh the display information and input information.

15. The mgthod to realize personal big data collection according to claim 12,
characterized irfthat, the user big data collection module further has a scanning analysis unit,

the user big/data collection module collects data of the logged-in user on the client
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automatically, including the following steps:

(1.2.A) the user big data collection module judges whether it hs received the control
instruction to activate the scanning analysis unit;

(1.2.B) if the judgement result is having received the control/instruction to activate the
scanning analysis unit, then continue to step (1.2.C), otherwise rejlrn to the above step (1.2);

(1.2.C) the scanning analysis unit analyzes the client’s /picture material or scanning
material and gets the logged-in user’s data.

16. The method to realize personal big data collectioff, management and authorization
according to claim 15, characterized in that, after step (1.2.C), further includes the following
steps:

(1.2.D) the s_cahning analysis unit judges whethef there is picture material or scanning
material which cannot be analyzed by itself;

(1.2.E) if the judgement result is that there is pfcture material or scanning material which
cannot be analyzed by itself, then continue to stepf(1.2.F), otherwise continue to step (1.1.2);

(1.2.F) the scanning analysis unit sends th picture material or scanning material which
cannot be analyzed by itself to the server comyfiunication module;

(1.2.G) the server communication mgule uploads the picture material or scanning
material which cannot be analyzed to the bfg data server.

17. The method to realize pers hal big data collection according to claim 16,
characterized in that, the big data servgr has a server data analysis module, after step (1.2.G),
there are also the following steps: |

(1.2.H) the server data analysi finodulé further‘ analyzes the picture material or scanning
material which cannot Be aneﬂyze L initially, and get the logged-in user’s data.

18. A method to realize p sonal big data management and authorization based on the
method of claim 11, .character' ed in that, the method includes the following steps:

(a) the big data server énalyzés data authorization requests sent from enterprises, and
queries to get target users '_Onfo'm]ing to the data authorization requests;

(b) the big data serfer pushes the data authorization requests to the clients which the

in;

target users have logge
(c) the client prg esses corresponding authorization dispositions to the data authorization
requests sent from fthe bigAdata server acc'o‘rding to the target users™ authorization selection
operations; o :
(d) the big flata server sends the authorized data of the target users who have agreed to

authorize to the enterprise according to authorization feedback information of the client which
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the target users have logged in.

19. The method to realize personal big data management and aujhorization according to
claim 18, characterized in that, the big data server has an enterpris¢/ interface module and an
authorization management module, the big data server analyzes flata authorization requests
sent from enterprises, and query to get target users conformifig to the data authorization
requests, including the following steps:

(a.1) the enterprise interface module receives the data aythorization requests sent by the
enterprises, and sends the data authorization requests tp the authorization management
module;

(a.2) the authorization management module analyz the data authorization requests, and
queries to get targetv users conforming to the data authgfization requests.

20. The method to realize personal big data mafiagement and authorization according to
claim 19, characterized in that, the authorizatiof management module analyzes the data
authorization requests, and queries to get targetfusers conforming to the data authorization
requests, including the following steps:

(a.2.1) the authorization management mpdule analyzes the data authorization requests
and gets multiple data selection criteria;

(a.2.2) the authorization management/module judges whether each data selection criteria
is standard selection criteria; .

(a.2.3) if the judgement result is yhe data selection criteria is standard selection criteria,
then continue to step (a.2.4), otherwi & continue to step (a.2.5);

(a.2.4) the authorization mgnagement module automatically transforms tﬁe data
authorization requests into détab ke query statements which can be executed automatically by -
the big data server program, ‘nd' queries to get the target users conforming to the data
authorization requests, and rethrn to the above step (b);

(a.2.5) the service provj vér of the big data server contacts the enterprise, and understands
the concrete meaning and/requirement of non-standard selection criteria, then return to the
above step (a.2.4).

21. The method tgf realize personal big data management and authorization according to
claim 19, characterized in that, the big data server has a client communication module, the
client has a server fommunication module, the big data server pushes the data authorization
requests to the cli nis which the targetrusers have logged in, including the following steps:

(b.1) the aythorization management module queries to get the information of the clients

which the targgt users have logged in currently;



(b.2) the authorization management module sends the information gf the clients which the
target users have logged in currently to the client communication modpile;

(b.3) the client communication module pushes the data authrization requests to the
server communication module of the clients which the target usefs have logged in currently
according to the information of the clients which the target users fiave logged in currently.

22. The method to realize personal big data management And authorization according to
claim 21, characterized in that, the authorization managepient module queries to get the
information of the clients which the target users have lpgged in currently, including the
following steps:

(b.1.1) the authorization management module judgeb whether there are target users in the
currently logged-in users according to information of the target users;

(b.1.2) if the judgement result is there are targft users logged in, then continue to step
(b.1.3), otherwise continue to step (b.1.4);

(b.1.3) the authorization management modulg records the information of the clients which
the target users have logged in currently, and cghtinue to the above step (b.2);

(b.1.4) the authorization management yhodule feedbacks information to the big data
server that there ivslrno target user logged in, And returns to the above step (b.1.1).

23. The method. to realize personal bfg data management and authdrization according to
claim 22, characterized in that, the cli it has a client data authorization module, the client
proceséeS corresponding authorizatiof dispositions to the data authorization requests sent
from the big data server accordingfto the target users’ authorization selection operations,
including the following steps: :

(c.1) the client aata éinho 1zation - module receives the data authorizétion requests
forwarded by the server comm ,v'ication module; |

(c.2) the client .d'ata_ authbrization module displays the data authorization requests, and
generates. instructions  of ;iUth01'ized or not-authorized as the authorization feedback
information according to fhe target users” operations, and sends the authorization feedback
information to th.e servegfcommunication module;

(c.3) the server cofamunication module uploads the authorization feedback information to
the big data server. |

23. The ﬁletho to realize personal big data management and authorization according to
claim 21, charact riiecl in that, the big data server has an authorization rﬁanagement module,
the big data serfer sends the authorized data of the target users who have agreed to authorize

to the enterpifse according to authorization feedback information of the clients which the



target users have logged in, including the following steps:

(d.1) the client communication module receives the authorizatiofp feedback information
uploaded through the server communication module by the client thit the target users logged
in and sends the authorization feedback information to the authoriz£tion management module;

(d.2) the authorization management module retrieves the cgrresponding authorized data
according to the authorization feedback information to the enterprise interface module;

(d.3) the enterprise interface module sends the authorizedfdata to the enterprise.
24. The method to realize personal big data collectiofi, management and authorization
according to claim 18, characterized in that, the big data s¢rver also has a data productAmodule',
after step (d), it also includes the following steps:

(e) the data product module processes users’ data ghd generates all kinds of data products.

25. The method to realize personal big data cgllection, management and authorization
according to claim 24, characterized in that, the clignt has a data product management module,
after step (e), there are also the following steps:

(f) the data product management modu}e generates the corresponding data product
management instructions according to the Ipgged-in user’s operations, and sends' the data
product management instructions to the seryer communication module;

(g) the server communication mogule synchronizes the data product mahagement
instructions to the client communicatior module;

(h) the big data server managgs the data products according to the data product
management instructions.

26. The method to realize pefsonal big data collection, management and atltllo;'ization
according to claim 21, characferized in that, the client has a user basic information
management module, before stg (a), there are also the following steps: |
(0.1) the wuser- basic jnformation managément module generates personal basic
information management fhstructions according to the user’s operations. and sends the
personal basic informatiogf management instructions to the server communication moclul@

(0.2) the server cofmunication module synchronizes the personal basic information
management instructighs to the client communication module.

(0.3) the big datyf server manages the personal basic information according to the personal
basic information ghanagement instructions.

27. The method to realize personal big data collebfion, managemeht and authorization
according to clgim 26, characterized in that, the big data server also has a user registration &

login authenti£ation module, after step (0.3), there is also the following step:
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(0.4) the user regi_stration & login authentication module adds new ySer information in the
big data server, and provides authentication information when user logg in.

28. The method to realize personal big data collection, management and authorization
according to claim 12, characterized in that, the big data septer has a server revenue
management module, after step (e), there is also the following ste

(F) the server revenue management module records ghd processes the transaction
information between the user and the enterprise, and transfeys the transaction revenue to the
user’s bank account.

29. The method to realize personal big data collectfon, management and authorization
according to claim 28, characterized in that, the cliefft has a client revenue management
module, after step (F), there is also the following step:

(G) the client revenue management modulg/ retrieves the transaction information
according to the user’s operations through the segber communication module, and manages
the user’s bank account according to the user’s opferations.

30. The method to realize personal big daga management and authorization according to
any item of claims 18~29, characterized in that, between stepé (a) and (b), there is also the
following step:

(a.a) the big data server classifies thefdata automatically based on the data charécteristic,
data source and data timestamp. |

31. The method to realize persongl big data management and authorization according to
any item of claims 18~29, charactgrized in that, the big data server also includes a data
storage module, after step (¢), thergfis also the following step: |

(e.a) the data storage modulg stores the users™ personal basic information, the logged-in
users’ data, the data correspondfng to the data products, the authorized data and other system

data.
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SYSTEM AND METHOD TO REALIZE PERSONAL BIG DATA COLLECTION,
MANAGEMENT AND AUTHORIZATION

Field of Technology
The present invention relates to personal data management area, especially to personal big
data collection, management and authorization area, in particular to a system and method to

realize personal big data collection, management and authorization.

Description of Related Arts

As the Internet technology, especially the mobile Internet technology represented by smart
phone applications (App) is infiltrating people’s daily life, the human beings are being digitized,
which includes but not limited to the following aspects:

1. Behavior digitization: firstly the consumption behavior is being digitized, individual buys
goods or services through e-commerce website or smart phone App, the related consumption
behaviors including searching, browsing, downloading, payment and etc are all recorded in the
’form of data; secondly the physical location is digitized, through the “location service” of smart
phone, the smart phone App can get the related data of personal physical location in real time;
lastly the searching and reading are digitized, individual searches and browses information
through search engine, and individual reads and browses news or articles through web portals,
the related searching and reading will all be recorded in the form of data.

2. Body digitization: through all kinds of wearable devices, such as sports bracelets, smart
watches and so on, all kinds of data of individual body such as heart beat, sleeping, amount of
exercise and calorie consumption can all be recorded in the form of data.

’7 3. Seeing digitization: through the device such as Google Glass, all figures man sees with
eyes and even the sounds man hears will all be recorded in the form of data.

The size of data covering all behavior, body, seeing of one man every day is very large, it
can even get to the magnitude of more than TB as days go by, so it can be called personal “big”
data in summary. Currently, the personal big data is mostly collected, stored, analyzed and
utilized by big Internet companies through website, smart phone App and smart connected
device, as the data resource for advertisement, marketing and credit investigation. However,
individual as the original owner of data cannot have a full record of personal big data and cannot
enjoy the value of data analysis. At the same time, there are some companies in the market,
engaged in commercial profit-gaining activities such as personal data collection, analysis, trading

and so on without explicit authorizations from individuals, it not only infringes the individual’s
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ownership of his/her own data, and also brought to individuals potential damages of information
leakage, marketing harassment/telephone phishing, identity theft and so on. Besides, in the
whole personal big data’s industry value chain, individuals as the original data owner don’t get

any monetary or material benefit sharing, this is extremely unfair to individuals.

Summary of the Invention

The present invention aims to overcome the drawbacks of the prior arts above, and provides
a system and method to realize personal big data collection, management and authorization
which collect and store the users’ personal big data automatically, support the users to authorize
their personal big data selectively to enterprises to get rewards of money and material.

To achieve the above-mentioned objectives, the present invention has the following
composition:

The system to realize personal big data collection, management and authorization, is
characterized in that, the system includes several clients and a big data server, in which:

Several clients, used to collect the data of the logged-in users on the clients automatically,
and upload the data of the logged-in users to big data server, and authorize selectively to data
authorization requests sent from the big data server according to the target users’ operations;

Big data server, used to analyze data authorization requests sent from enterprises and query
to get target users conforming to the data authorization requests, and push the data authorization
requests to the clients which the target users have currently logged in, and send the authorized
data of the target users who have agreed to authorize to the enterprise according to authorization
feedback information of the client which the target users have currently logged in.

Furthermore, the client has a user big data collection module, a server communication
module, a data management module, and a client data authorization module, wherein:

The user big data collection module, used to collect data of the logged-in users on the clients
automatically and send the data of the logged-in users to the server communication module;

The server communication module, used to connect to the big dat:i{server, and communicate
information with the big data server;

The data management module, used to generate the corresponding data management
operation instructions based on target users’ operations, and send the data management operation
instructions to the server communication module;

The client data authorization module, used to receive the data authorization requests
forwarded by the server communication module for the currently logged-in target users, and

generate instructions of authorized or not-authorized as the authorization feedback information



according to the target users’ operations, and send the authorization feedback information to the
server communication module.

Furthermore, the user big data collection module has an open interface unit, an automatic
capture unit, and a scanning & analysis unit, wherein:

The open interface unit, used to connect to the data interface of other operating system or
application software, and collect the data of the logged-in user on the client automatically
through the data interface;

The automatic capture unit, used to automatically captures and analyzes the display
information on the client’s screen and the user’s input information, and collects the data of the
logged-in user through the display information and input information;

The scanning & analysis unit, used to analyze the client’s picture material or scanning
material to get the logged-in user’s data, and upload the picture material or scanning material
which cannot be analyzed by itself to the big data server for further analysis.

The big data server has a server data analysis module, which is used to further analyze the
picture material or scanning material uploaded by the scanning & analysis unit which cannot be
analyzed by itself, and get the data of the logged-in user.

Furthermore, the client has a client revenue management module, a data product
management module, wherein:

The client revenue management module, used to retrieve the transaction information stored
in the big data server according to the logged-in user’s operations, and manage the logged-in
user’s bank account according to the logged-in user’s operations;

The data product management module, used to generate the corresponding data product
management instructions according to the logged-in user’s operations, and send the data product
management instructions to the big data server.

Furthermore, the client has a user basic information management module, the user basic
information management module is used to generate personal basic information management
instructions according to the logged-in user’s operations, and send the personal basic information
management instructions to the big data server.

Furthermore, the big data server has a client communication module, an enterprise interface
module, and an authorization management module, wherein:

The client communication module, used to connect to the several clients, and communicate
information with the several clients through the Internet or local network;

The enterprise interface module, used to receive the data authorization requests sent by the

enterprises, and send the data authorization requests to the authorization management module,



and process the authorized data and send the processed authorized data to the enterprises;

The authorization management module, used to analyze the data authorization requests and
query to get the target users conforming to the data authorization requests, and send the data
authorization requests to the client which the target users have logged in, and according to
authorization feedback information of the client which the target users have logged in
transmitted by the client communication module to retrieve the authorized data of the target users
who have agreed to authorize to send to the enterprise interface module.

Furthermore, the big data server also includes a data product module and a revenue
management module, wherein:

The data product module, used to process the user’s data stored in the big data server and
generate all kinds of data products;

The revenue management module, used to record and process the transaction information
between the user and the enterprise, and transfer the transaction revenue to the user’s bank
account.

Furthermore, the big data server also includes a user registration & login authentication
module, the user registration & login authentication module is used to add new user information
in the big data server, and provide authentication information when user log in.

Furthermore, the big data server also includes a data storage module, the data storage
module is used to store in classification the users’ personal information, the logged-in users’ data,
the data corresponding to the data products, the authorized data and other data of the big data
Server.

Moreover, the present invention also provides a method to realize personal big data
collection based on the above system, which is characterized in that, the method specifically is:

The client collects the data of the logged-in user on the client automatically, and uploads the
data of the logged-in user to the big data server.

Furthermore, the client has a user big data collection module and a server communication
module, the client collects the data of the logged-in user on the client automatically, and uploads
the data of the logged-in user to the big data server, including the following steps:

(1.1) the server communication module connects to the big data server;

(1.2) the user big data collection module collects data of the logged-in user on the client
automatically and sends the data of the logged-in user to the server communication module;

(1.3) the server communication module sends the data of the logged-in user to the big data
server.

Furthermore, the user big data collection module has an open interface unit, the user big data



collection module collects data of the logged-in user on the client automatically, including the
following steps:

(1.2.1) the user big data collection module judges whether it has received the control
instruction to activate the open interface unit;

(1.2.2) if the judgement result is having received the control instruction to activate the open
interface unit, then continue to step (1.2.3), otherwise return to the above step (1.2);

(1.2.3) the open interface unit connects to the data interface of other operating system or
application software, and collects the data of the logged-in user on the client automatically
through the data interface.

Furthermore, the user big data collection module has an automatic capture unit, the user big
data collection module collects data of the logged-in user on the client automatically, including
the following steps:

(1.2.a) the user big data collection module judges whether it has received control instruction
to activate the automatic capture unit;

(1.2.b) if the judgement result is having received the control instruction to activate the
automatic capture unit, then continue to step (1.2.c), otherwise return to the above step (1.2);

(1.2.c) the automatic capture unit automatically captures and analyzes the display
information on the client’s screen and the user’s input information, and collects the data of the
logged-in user through the display information and input information.

Furthermore, the user big data collection module has a scanning & analysis unit, the user big
data collection module collects data of the logged-in user on the client automatically, including
the following steps:

(1.2.A) the user big data collection module judges whether it has received the control
instruction to activate the scanning & analysis unit;

(1.2.B) if the judgement result is having received the control instruction to activate the
scanning & analysis unit, then continue to step (1.2.C), otherwise return to the above step (1.2);

(1.2.C) the scanning & analysis unit analyzes the client’s picture material or scanning
material and gets the logged-in user’s data.

Fufthermore, after the step (1.2C), further includes the following steps:

(1.2.D) the scanning & analysis unit judges whether there is picture material or scanning
material which cannot be analyzed by itself;

(1.2.E) if the judgement result is that there is picture material or scanning material which
cannot be analyzed by itself, then continue to step (1.2.F), otherwise continue to step (1.1.2);

(1.2.F) the scanning & analysis unit sends the picture material or scanning material which



cannot be analyzed by itself to the server communication module;

(1.2.G) the server communication module uploads the picture material or scanning material
which cannot be analyzed to the big data server.

Furthermore, the big data server has a server data analysis module, after the step (1.2.G),
there are also the following steps:

(1.2.H) the server data analysis module further analyzes the picture material or scanning
material which cannot be analyzed initially, and get the logged-in user’s data.

Moreover, the present invention also provides a method to realize personal big data
management and authorization, which is characterized in that, the method includes the following
steps:

(a) the big data server analyzes data authorization requests sent from enterprises, and queries
to get target users conforming to the data authorization requests;

(b) the big data server pushes the data authorization requests to the clients which the target
users logged in;

(c) the client processes corresponding authorization dispositions to the data authorization
requests sent from the big data server according to the target users’ authorization selection
operations;

(d) the big data server sends the authorized data of the target users who have agreed to
authorize to the enterprise according to authorization feedback information of the client which
the target users have logged in.

Furthermore, the big data server has an enterprise interface module and an authorization
management module, the big data server analyzes data authorization requests sent from
enterprises, and queries to get target users conforming to the data authorization requests,
including the following steps:

(a.1) the enterprise interface module receives the data authorization requests sent by the
enterprises, and sends the data authorization requests to the authorization management module;

(a.2) the authorization management module analyzes the data authorization requests, and
queries to get target users conforming to the data authorization requests.

Furthermore, the authorization management module analyzes the data authorization requests,
and queries to get target users conforming to the data authorization requests, including the
following steps:

(a.2.1) the authorization management module analyzes the data authorization requests and
gets multiple data selection criteria;

(a.2.2) the authorization management module judges whether each data selection criteria is



standard selection criteria; ,

(a.2.3) if the judgement result is the data selection criteria is standard selection criteria, then
continue to step (a.2.4), otherwise continue to step (a.2.5);

(a.2.4) the authorization management module automatically transforms the data
authorization requests into database query statements which can be executed automatically by
the big data server program, and queries to get the target users conforming to the data
authorization requests, and return to the above step (b);

(a.2.5) the service provider of the big data server contacts the enterprise, and understands the
concrete meaning and requirement of non-standard selection criteria, then return to the above
step (a.2.4).

Furthermore, the big data server has a client communication module, the client has a server
communication module, the big data server pushes the data authorization requests to the clients
which the target users have logged in, including the following steps:

(b.1) the authorization management module queries to get the information of the clients
which the target users have logged in currently;

(b.2) the authorization management module sends the information of the clients which the
target users have logged in currently to the client communication module;

(b.3) the client communication module pushes the data authorization requests to the server
communication module of the clients which the target users have logged in currently according
to the information of the clients which the target users have logged in currently.

Furthermore, the authorization management module queries to get the information of the
clients which the target users have logged in currently, including the following steps:

(b.1.1) the authorization management module judges whether there are target users in the
currently logged-in users according to information of the target users;

(b.1.2) if the judgement result is there are target users logged in, then continue to step (b.1.3),
otherwise continue to step (b.1.4);

(b.1.3) the authorization management module records the information of the clients which
the target users have logged in currently, and continue to the above step (b.2);

(b.1.4) the authorization management module feedbacks information to the big data server
that there is no target user logged in, and returns to the above step (b.1.1).

Furthermore, the client has a client data authorization module, the client processes
corresponding authorization dispositions to the data authorization requests sent from the big data
server according to the target users’ authorization selection operations, including the following

steps:



(c.1) the client data authorization module receives the data authorization requests forwarded
by the server communication module;

(c.2) the client data authorization module displays the data authorization requests, and
generates instructions of authorized or not-authorized as the authorization feedback information
according to the target users’ operations, and sends the authorization feedback information to the
server communication module;

(c.3) the server communication module uploads the authorization feedback information to
the big data server.

Furthermore, the big data server has an authorization management module, the big data
server sends the authorized data of the target users who have agreed to authorize to the enterprise
according to authorization feedback information of the client which the target users have logged
in, including the following steps:

(d.1) the client communication module receives the authorization feedback information
uploaded through the server communication module by the client that the target users logged in
and sends the authorization feedback information to the authorization management module;

(d.2) the authorization management module retrieves the corresponding authorized data
according to the authorization feedback information to the enterprise interface module;

(d.3) the enterprise interface module sends the authorized data to the enterprise.

Furthermore, the big data server also has a data product module, the method also includes
the following steps:

(h) the data product module processes users’ data and generates all kinds of data products.

Furthermore, the client has a data product management module, after step (h), there are also
the following steps:

(i) the data product management module generates the corresponding data product
management instructions according to the logged-in user’s operations, and sends the data product
management instructions to the server communication module;

() the server communication module synchronizes the data product management
instructions to the client communication module;

(k) the big data server manages the data products according to the data product management
instructions.

Furthermore, the client has a user basic information management module, before step (a),
there are also the following steps:

(0.1) the user basic information management module generates personal basic information

management instructions according to the user’s operations, and sends the personal basic



information management instructions to the server communication module;

(0.2) the server communication module synchronizes the personal basic information
management instructions to the client communication module.

(0.3) the big data server manages the personal basic information according to the personal
basic information management instructions.

Furthermore, the big data server also has a user registration & login authentication module,
after step (0.3), there is also the following step:

(0.4) the user registration & login authentication module adds new user information in the
big data server, and provides authentication information when user logs in.

Furthermore, the big data server has a revenue management module, after step (d), there is
also the following step:

(F) the revenue management module records and processes the transaction information
between the user and the enterprise, and transfers the transaction revenue to the user’s bank
account.

Furthermore, the client has a client revenue management module, after step (F), there is also
the following step:

(G) the client revenue management module retrieves the transaction information according
to the user’s operations through the server communication module, and manages the user’s bank
account according to the user’s operations.

Furthermore, it is characterized in that, between steps (a) and (b) , there is also the following
step:

(a.a) the big data server classifies the data automatically based on the data characteristic,
data source and data timestamp.

Furthermore, it is characterized in that, the big data server also includes a data storage
module, after step (d), there is also the following step:

(d.a) the data storage module stores the users’ personal basic information, the logged-in
users’ data, the data corresponding to the data products, the authorized data and other system
data.

Utilizing the present invention of the system and method to realize personal big data
collection, management and authorization, the user’s personal data can be collected and stored
automatically, it supports the user to view and manage his/her own personal data, and it supports
the user to authorize his/her own personal data to interested enterprise and get money or material
rewards. At the same time, the present invention supports processing of the user’s personal data

such as preparation, analysis, summarization, correlation and so on, and provides results to the



user in the form of data products, gives useful information to individual and family in the aspects
of life management, financial management, decision support and so on, so that the user can enjoy

the value of data analysis and mining, it has a wider application range.

Brief Description of the Drawings

Fig. 1 is the structure diagram of the system to realize personal big data collection,
management and authorization.

Fig. 2 is the flow diagram of the method to realize personal big data management and
authorization.

Fig. 3 is the flow diagram of a specific embodiment of the method to realize personal big
data collection, management and authorization.

Fig. 4 is the flow diagram of authorization & payment process of the method to realize

personal big data management and authorization.

Detailed Description of the Preferred Embodiment

In order to describe the technical content of the present invention more clearly, now describe
it further combining specific embodiments.

Please refer to Fig. 1, in one specific embodiment of the present invention, the system to
realize personal big data collection, management and authorization includes several clients and a
big data server, in which: |

Several clients, used to collect the data of the logged-in users on the clients automatically,
and upload the data of the logged-in users to big data server, and authorize selectively to data
authorization requests sent from the big data server according to the target users’ operations;

Big data server, used to analyze data authorization requests sent from enterprises and query
to get target users conforming to the data authorization requests, and push the data authorization
requests to the clients which the target users have currently logged in, and send the authorized
data of the target users who have agreed to authorize to the enterprise according to authorization
feedback information of the client which the target users have currently logged in.

In a preferred embodiment of the present invention, the client has a user big data collection
module, a server communication module, a data management module, and a client data
authorization module, wherein:

The user big data collection module, used to collect data of the logged-in users on the clients
automatically and send the data of the logged-in users to the server communication module;

The server communication module, used to connect to the big data server, and communicate
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information with the big data server, the information communication includes uploading,
downloading, synchronization and so on of all kinds of data and files;

The data management module, used to generate the corresponding data management
operation instructions based on target users’ operations, and send the data management operation
instructions to the server communication module, the data management module supports the user
to view and manage personal big data record, including adding, editing and deleting data, and
adjusting the classification of data;

The client data authorization module, used to receive the data authorization requests
forwarded by the server communication module for the currently logged-in target users , and
generate instructions of authorized or not-authorized as the authorization feedback information
according to the target users’ operations, and send the authorization feedback information to the
server communication module, besides, the client data authorization module supports user
viewing and authorizing the data authorization requests of enterprises, and support user viewing
and managing revenue generated by authorizing data.

In a more preferred embodiment of the present invention, the user big data collection
module has an open interface unit, an automatic capture unit, and a scanning & analysis unit,
wherein:

The open interface unit, used to connect to the data interface of other operating system or
application software, and collect the data of the logged-in user on the client automatically
through the data interface;

The automatic capture unit, used to automatically capture and analyze the display
information on the client’s screen and the user’s input information, and collect the data of the
logged-in user through the display information and input information;

The scanning & analysis unit, used to analyze the client’s picture material or scanning
material to get the logged-in user’s data, such as photographing or scanning the bill statement,
order form, transaction record, bar code and so on in paper form or electric form, and analyze
automatically and get the related data through technical means such as optical character
recognition (OCR), decode and so on, and upload the picture material or scanhing material
which cannot be analyzed by itself to the big data server for further analysis.

In a more preferred embodiment of the present invention, the big data server has a server
data analysis module, and the data analysis module is used to further analyze the picture material
or scanning material uploaded by the scanning & analysis unit which cannot be analyzed by
itself , and get the data of the logged-in user.

In a preferred embodiment of the present invention, the client has a client revenue
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management module and a data product management module, wherein:

The client revenue management module, used to retrieve the transaction information stored
in the big data server according to the logged-in user’s operations, and manage the logged-in
user’s bank account according to the logged-in user’s operations;

The data product management module, used to generate the corresponding data product
management instructions according to the logged-in user’s operations, and send the data prdduct
management instructions to the big data server.

In a preferred embodiment of the present invention, the client has a user basic information
management module, the user basic information management module is used to generate
personal basic information management instructions according to the logged-in user’s operations,
and send the personal basic information management instructions to the big data server, the user
basic information management module supports the user to maintain his/her own basic
information such as name, nickname, gender, address, contact number and so on.

Wherein, the several clients are a kind of application software, including many versions
running on all kinds of different personal smart connected devices (for example: smart phone,
personal computer/PC, PAD, wearable devices and so on).

In a preferred embodiment of the present invention, the big data server has a client
communication module, an enterprise interface module, and an authorization management
module, wherein:

The client communication module, used to connect to the several clients, and communicate
information with the several clients through the Internet or local network;

The enterprise interface module, used to receive the data authorization requests sent by the
enterprises, and send the data authorization requests to the authorization management module,
and process the authorized data and send the processed authorized data to the enterprises;

The authorization management module, used to analyze the data authorization requests and
query to get the target users conforming to the data authorization requests, and send the data
authorization requests to the client which the target users have logged in, and according to
authorization feedback information of the client which the target users have logged in
transmitted by the client communication module to retrieve the authorized data of the target users
who have agreed to authorize to send to the enterprise interface module, before retrieving data
the authorization decisions corresponding to user’s authorization feedback information can be
recorded.

In a preferred embodiment of the present invention, the big data server also includes a data

product module and a revenue management module, wherein:
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The data product module, used to process the user’s data stored in the big data server and
generate all kinds of data products, the processing includes preparation, analysis, summarization,
correlation and so on;

The revenue management module, used to record and process the transaction information
between the user and the enterprise, and transfer the transaction revenue to the user’s bank
account, the processing includes summarizing and calculating the transaction information.

In a preferred embodiment of the present invention, the big data server also includes a user
registration & login authentication module, the user registration & login authentication module is
used to add new user information in the big data server, and provide authentication information
when user log in.

In a preferred embodiment of the present invention, the big data server also includes a data
storage module, the data storage module is used to store in classification the users’ personal
information, the logged-in users’ data, the data corresponding to the data products, the authorized
data and other data of the big data server.

Moreover, the present invention also provides a method to realize personal big data
collection based on the above system, the method specifically is:

The client collects the data of the logged-in user on the client automatically, and uploads the
data of the logged-in user to the big data server.

In a preferred embodiment of the present invention, the client has a user big data collection
module and a server communication module, the client collects the data of the logged-in user on
the client automatically, and uploads the data of the logged-in user to the big data server,
including the following steps:

(1.1) the server communication module connects to the big data server;

(1.2) the user big data collection module collects data of the logged-in user on the client
automatically and sends the data of the logged-in user to the server communication module;

(1.3) the server communication module sends the data of the logged-in user to the big data
server.

In a more preferred embodiment of the present invention, the user big data collection
module has an open interface unit, the user big data collection module collects data of the
logged-in user on the client automatically, including the following steps:

| (1.2.1) the user big data collection module judges whether it has received the control
instruction to activate the open interface unit;

(1.2.2) if the judgement result is having received the control instruction to activate the open

interface unit, then continue to step (1.2.3), otherwise return to the above step (1.2);
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(1.2.3) the open interface unit connects to the data interface of other operating system or
application software, and collects the data of the logged-in user on the client automatically
through the data interface.

In a more preferred embodiment of the present invention, the user big data collection
module has an automatic capture unit, the user big data collection module collects data of the
logged-in user on the client automatically, including the following steps:

(1.2.a) the user big data collection module judges whether it has received control instruction
to activate the automatic capture unit;

(1.2.b) if the judgement result is having received the control instruction to activate the
automatic capture unit, then continue to step (1.2.c), otherwise return to the above step (1.2);

(1.2.c) the automatic capture unit automatically captures and analyzes the display
information on the client’s screen and the user’s input information, and collects the data of the
logged-in user through the display information and input information.

In a more preferred embodiment of the present invention, the user big data collection
module has a scanning & analysis unit, the user big data collection module collects data of the
logged-in user on the clients automatically, including the following steps:

(1.2.A) the user big data collection module judges whether it has received the control
instruction to activate the scanning & analysis unit;

(1.2.B) if the judgement result is having received the control instruction to activate the
scanning & analysis unit, then continue to step (1.2.C), otherwise return to the above step (1.2);

(1.2.C) the scanning & analysis unit analyzes the client’s picture material or scanning
material and gets the logged-in user’s data.

In a more preferred embodiment of the present invention, after the step (1.2C), further
includes the following steps:

(1.2.D) the scanning & analysis unit judges whether there is picture material or scanning
material which cannot be analyzed by itself;

(1.2.E) if the judgement result is that there is picture material or scanning material which
cannot be analyzed by itself, then continue to step (1.2.F), otherwise continue to step (1.1.2);

(1.2.F) the scanning & analysis unit sends the picture material or scanning material which
cannot be analyzed by itself to the server communication module;

(1.2.G) the server communication module uploads the picture material or scanning material
which cannot be analyzed to the big data server.

In a more preferred embodiment of the present invention, the big data server has a server

data analysis module, after the step (1.2.G), there are also the following steps:
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(1.2.H) the server data analysis module further analyzes the picture material or scanning
material which cannot be analyzed initially, and get the logged-in user’s data.

Moreover, the present invention also provides a method to realize personal big data
management and authorization, as shown in Fig. 2, the method includes the following steps:

(a) the big data server analyzes data authorization requests sent from enterprises, and queries
to get target users conforming to the data authorization requests;

(b) the big data server pushes the data authorization requests to the clients which the target
users have logged in;

(c) the client processes corresponding authorization dispositions to the data authorization
requests sent from the big data server according to the target users’ authorization selection
operations;

(d) the big data server sends the authorized data of the target users who have agreed to
authorize to the enterprise according to authorization feedback information of the client which
the target users have logged in.

In a more preferred embodiment of the present invention, the big data server has an
enterprise interface module and an authorization management module, the big data server
analyzes data authorization requests sent from enterprises, and queries to get target users
conforming to the data authorization requests, including the following steps:

(a.1) the enterprise interface module receives the data authorization requests sent by the
enterprise, and sends the data authorization requests to the authorization management module;

(a.2) the authorization management module analyzes the data authorization requests, and
queries to get target users conforming to the data authorization requests.

In a more preferred embodiment of the present invention, the authorization management
module analyzes the data authorization requests, and queries to get target users conforming to the
data authorization requests, including the following steps:

(a.2.1) the authorization management module analyzes the data authorization requests and
gets multiple data selection criteria;

(a.2.2) the authorization management module judges whether each data selection criteria is
standard selection criteria;

(a.2.3) if the judgement result is the data selection criteria is standard selection criteria, then
continue to step (a.2.4), otherwise continue to step (a.2.5);

(a.2.4) the authorization management module automatically transforms the data
authorization requests into database query statements which can be executed automatically by

the big data server program, and queries to get the target users conforming to the data
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authorization requests, and return to the above step (b);

(a.2.5) the service provider of the big data server contacts the enterprise, and understands the
concrete meaning and requirement of non-standard selection criteria, then return to the above
step (a.2.4).

In a more preferred embodiment of the present invention, the big data server has a client
communication module, the client has a server communication module, the big data server
pushes the data authorization requests to the clients which the target users have logged in,
including the following steps:

(b.1) the authorization management module queries to get the information of the clients
which the target users have logged in currently;

(b.2) the authorization management module sends the information of the clients which the
target users have logged in currently to the client communication module;

(b.3) the client communication module pushes the data authorization requests to the server
communication module of the clients which the target users have logged in currently according
to the information of the clients which the target users have logged in currently.

In a more preferred embodiment of the present invention, the authorization management
module queries to get the information of the clients which the target users have logged in
currently, including the following steps:

(b.1.1) the authorization management module judges whether there are target users in the
currently logged-in users according to information of the target users;

(b.1.2) if the judgement result is there are target users logged in, then continue to step (b.1.3),
otherwise continue to step (b.1.4);

(b.1.3) the authorization management module records the information of the clients which
the target users have logged in currently, and continue to the above step (b.2);

(b.1.4) the authorization management module feedbacks information to the big data server
that there is no target user logged in, and returns to the above step (b.1.1).

In a more preferred embodiment of the present invention, the client has a client data
authorization module, the client processes corresponding authorization dispositions to the data
authorization requests sent from the big data server according to the target users’ authorization
selection operations, including the following steps:

(c.1) the client data authorization module receives the data authorization requests forwarded
by the server communication module;

(c.2) the client data authorization module displays the data authorization requests, and

generates instructions of authorized or not-authorized as the authorization feedback information
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according to the target users’ operations, and sends the authorization feedback information to the
server communication module;

(c.3) the server communication module uploads the authorization feedback information to
the big data server.

In a more preferred embodiment of the present invention, the big data server has an
authorization management module, the big data server sends the authorized data of the target
users who have agreed to authorize to the enterprise according to authorization feedback
information of the clients which the target users have logged in, including the following steps:

(d.1) the client communication module receives the authorization feedback information
uploaded through the server communication module by the client that the target users logged in
and sends the authorization feedback information to the authorization management module;

(d.2) the authorization management module retrieves the corresponding authorized data
according to the authorization feedback information to the enterprise interface module;

(d.3) the enterprise interface module sends the authorized data to the enterprise.

In a more preferred embodiment of the present invention, the big data server also has a data
product module, the method also includes the following steps:

(h) the data product module processes users’ data and generates all kinds of data products.

In a more preferred embodiment of the present invention, the client has a data product
management module, after step (h), there are also the following steps:

(i) the data product management module generates the corresponding data product
management instructions according to the logged-in user’s operations, and sends the data product
management instructions to the server communication module;

(j) the server communication module synchronizes the data product management
instructions to the client communication module;

(k) the big data server manages the data products according to the data product management
instructions.

In a more preferred embodiment of the present invention, the client has a user basic
information management module, before step (a), there are also the following steps:

(0.1) the user basic information management module generates personal basic information
management instructions according to the user’s operations, and sends the personal basic
information management instructions to the server communication module;

(0.2) the server communication module synchronizes the personal basic information
management instructions to the client communication module.

(0.3) the big data server manages the personal basic information according to the personal
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basic information management instructions.

In a more preferred embodiment of the present invention, the big data server also has a user
registration & login authentication module, after step (0.3), there is also the following step:

(0.4) the user registration & login authentication module adds new user information in the
big data server, and provides authentication information when user logs in.

In a more preferred embodiment of the present invention, the big data server has a revenue
management module, after step (d), there is also the following step:

(F) the revenue management module records and processes the transaction information
between the user and the enterprise, and transfers the transaction revenue to the user’s bank
account.

In a more preferred embodiment of the present invention, the client has a client revenue
management module, after step (F), there is also the following step:

(G) the client revenue management module retrieves the transaction information according
to the user’s operations through the server communication module, and manages the user’s bank
account according to the user’s operations.

In a more preferred embodiment of the present invention, between steps (a) and (b), there is
also the following step:

(a.a) the big data server classifies the data automatically based on the data characteristic,
data source and data timestamp.

In a more preferred embodiment of the present invention, the big data server also includes
data storage module, after step (d), there is also the following step:

(d.a) the data storage module stores the users’ personal basic information, the logged-in
users’ data, the data corresponding to the data products, the authorized data and other system
data.

As shown in Fig. 3, it’s a preferred specific embodiment of the present invention, which
includes the following functions:

1. The client software collects the user’s all kinds of personal data automatically or manually,
and uploads and stores in the big data server. The big data server classifies the data automatically
based on the logic defined in advance.

Wherein, the big data server classifies the data automatically based on the logic defined in
advance can include using the following several classification logics at the same time:

(a) Classify based on the data’s characteristic. For example major categories can include:
behavior data, body data, seeing data and so on. The behavior data major category can be divided

into smaller categories like consumption purchase data, searching and reading data, physical
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location data and so on, the body data major category can be divided into smaller categories like
heart beat data, sleeping data, exercise data and so on.

(b) Classify based on data source. For example major categories can include: application
data, website data, scanning data and so on. The application data major category can be divided
into smaller categories like Taobao App application data, CTrip App application data, Dianping
App application data and so on. The scanning data major category can be divided into smaller
categories like phone&broadband billing statements, utility billing statements, credit card billing
statements and so on.

(c) Classify based on data timestamp. For example major categories can include: natural
calendar, weekday/weekend, festival&celebration, the natural calendar major category can be
divided into smaller categories like year, month, week, day and so on. The festival& celebration
major category can be divided into smaller categories like Spring Festival, National Day,
Valentines’ Day and so on.

2. The user can log in the client software to view and manage personal big data, including
adding, editing and deleting data, and adjusting the classification of data. The client software and
the big data server will synchronize data automatically.

3. The user can view and operate data products through client software. The data product is
produced by the big data server based on computational formulas and display templates designed
in advance and through processing of the personal big data in ways like preparation, analysis,
summarization, correlation and so on , the result product is provided to the user through the
client software.

Wherein, the data products may include the following types:

(a) Data product in personal dimension: the big data server can process the personal big data
in ways like preparation, analysis, summarization and so on, and provides the result after
processing to the user in the form of data product through the client software. The examples of
data products in personal dimension include personal monthly income summarization and
fluctuation trend, personal monthly spending summarization and fluctuation trend and so on.

(b) Data product in family dimension: based on the authorization to each other between two
or more related users (like husband and wife), the big data server can process the personal big
data of the related users in ways like preparation, analysis, summarization and so on, and
provides the result after processing to the users in the form of data product through the client
software. The examples of data products in family dimension include family monthly income
summarization and fluctuation trend, family monthly spending summarization and fluctuation

trend and so on.
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(c) Data product in group dimension: the big data server can process the personal big data of
the user group to which the user belong in ways like preparation, analysis, summarization and so
on, and provides the result after processing to the users in the form of data product through the
client software. The possible user group definition parameters include: country, territory
(province/state, city, neighborhood and so on), friend circle, relationship circle and so on. The
examples of the data products in group dimension include personal monthly income ranking in
city, personal monthly income ranking in neighborhood, personal monthly spending ranking in
friend circle and so on.

4. The big data server can open interface to enterprises that have interest of buying personal
big data, as shown in Fig. 4, the enterprises submit data authorization requests through the
interface, and the said requests are pushed to the users conforming to the requirements through
the client software. The user can view the said data authorization requests through the client
software, and decide whether to authorize or not. If the user operates to authorize, then the big
data server will process the related personal big data based on the user’s authorization into the
form that the enterprise wanted, then provide it to the enterprise through the interface. The fees
that the enterprise pays to buy the user’s personal big data will be settled according to the
revenue sharing agreement reached in advance between the service provider of the present
invention and the user.

Wherein, the data authorization requests submitted by the enterprise through the big data
server interface can include several kinds of data selection criteria, for example:

(a) standard selection criteria, stated in standard data format defined in advance, such as: the
user’s age, sex, living area and so on; the user’s online shopping frequency and amount such as
shopping on Taobao at least once a week or spending at least 200 Yuan every month on Taobao
shopping and so on; the user’s dining-out frequency and amount such as dining out at least once
a week or spending at least 400 Yuan every month for dining out and so on.

(b) non-standard selection criteria, described in natural language and stated in “remark” kind
of fields.

. Furthermore, after the big data server has received the data authorization requests, it can
select and match the users conforming to the criteria in the following steps:

(a) As to the standard selection criteria in the data authorization requests submitted by the
enterprise, the big data server automatically transforms it into database query statements which
can be executed automatically by the big data server program, and then executes the database
query statements to realize the selection and matching.

(b) As to the non-standard selection criteria in the data authorization requests submitted by
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the enterprise, the customer service personnel of the service provider of the present invention
will contact the enterprise, to understand the concrete meaning and requirement of non-standard
selection criteria, and then transforms it into database query statements which can be executed
automatically by the big data server program, and then executes the database query statements to
realize the further selection and matching.

Utilizing the present invention of the system and method to realize personal big data
collection, management and authorization, the user’s personal data can be collected and stored
automatically, it supports the user to view and manage his/her own personal data, and it supports
the user to authorize his/her own personal data to interested enterprise and get money or material
rewards. At the same time, the present invention supports processing of the user’s personal data
such as preparation, analysis, summarization, correlation and so on, and provides results to the
user in the form of data products, gives useful information to individual and family in the aspects
of life management, financial management, decision support and so on, so that the user can enjoy
the value of data analysis and mining, it has a wider application range.

In this specification, the present invention has been described with references to the specific
embodiments. However, obviously modifications and variations still can be made without
departing from the spirit and scope of the present invention. Accordingly, the specification and

drawings are to be regarded as illustrative rather than restrictive.
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Claims

I claim:

1. A system to realize personal big data collection, management and authorization,
characterized in that, the system includes:

Several clients, used to collect the data of the logged-in users on the clients automatically,
and upload the data of the logged-in users to big data server, and authorize selectively to data
authorization requests sent from the big data server according to the target users’ operations;

Big data server, used to analyze data authorization requests sent from enterprises and query
to get target users conforming to the data authorization requests, and push the data authorization
requests to the clients which the target users have currently logged in, and send the authorized
data of the target users who have agreed to authorize to the enterprise according to authorization
feedback information of the client which the target users have currently logged in.

2. The system to realize personal big data collection, management and authorization
according to claim 1, characterized in that, the client has a user big data collection module, a
server communication module, a data management module, and a client data authorization
module, wherein:

The user big data collection module, used to collect data of the logged-in users on the clients
automatically and send the data of the logged-in users to the server communication module;

The server communication module, used to connect to the big data server, and communicate
information with the big data server;

The data management module, used to generate the corresponding data management
_ operation instructions based on target users’ operations, and send the data management operation
instructions to the server communication module;

The client data authorization module, used to receive the data authorization requests
forwarded by the server communication module for the currently logged-in target users , and
generate instructions of authorized or not-authorized as the authorization feedback information
according to the target users’ operations, and send the authorization feedback information to the
server communication module.

3. The system to realize personal big data collection, management and authorization
according to claim 2, characterized in that, the user big data collection module further has an
open interface unit, an automatic capture unit, and a scanning & analysis unit, wherein:

The open interface unit, used to connect to the data interface of other operating system or

application software, and collect the data of the logged-in user on the client automatically
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through the data interface;

The automatic capture unit, used to automatically captures and analyzes the display
information on the client’s screen and the user’s input information, and collects the data of the
logged-in user through the display information and input information;

The scanning & analysis unit, used to analyze the client’s picture material or scanning
material and get the logged-in user’s data, and upload the picture material or scanning material
which cannot be analyzed by itself to the big data server for further analysis.

4. The system to realize personal big data collection, management and authorization
according to claim 3, characterized in that, the big data server has a server data analysis module,
the server data analysis module is used to further analyze the picture material or scanning
material uploaded by the scanning & analysis unit which cannot be analyzed by itself, and get
the data of the logged-in user.

5. The system to realize personal big data collection, management and authorization
according to claim 1, characterized in that, the client has a client revenue management module
and a data product management module, wherein:

The client revenue management module, used to retrieve the transaction information stored
in the big data server according to the logged-in user’s operations, and manage the logged-in
user’s bank account according to the logged-in user’s operations;

The data product management module, used to generate the corresponding data product
management instructions according to the logged-in user’s operations, and send the data product
management instructions to the big data server.

6. The system to realize personal big data collection, management and authorization
according to claim 1, characterized in that, the client has a user basic information management
module, the user basic information management module is used to generate personal basic
information management instructions according to the logged-in user’s operations, and send the
personal basic information management instructions to the big data server.

7. The system to realize personal big data collection, management and authorization
according to claim 1, characterized in that, the big data server has a client communication
module, an enterprise interface module and an authorization management module, wherein:

The client communication module, used to connect to the several clients, and communicate
information with the several clients through the Internet or local network;

The enterprise interface module, used to receive the data authorization requests sent by the
enterprises, and send the data authorization requests to the authorization management module,

and process the authorized data and send the processed authorized data to the enterprises;
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The authorization management module, used to analyze the data authorization requests and
query to get the target users conforming to the data authorization requests, and send the data
authorization requests to the client which the target users have logged in, and according to
authorization feedback information of the client which the target users have logged in
transmitted by the client communication module to retrieve the authorized data of the target users
who have agreed to authorize to send to the enterprise interface module.

8. The system to realize personal big data collection, management and authorization
according to claim 1, characterized in that, the big data server also includes a data product
module and a revenue management module, wherein:

The data product module, used to process the user’s data stored in the big data server and
generate all kinds of data products;

The revenue management module, used to record and process the transaction information
between the user and the enterprise, and transfer the transaction revenue to the user’s bank
account.

9. The system to realize personal big data collection, management and authorization
according to claim 1, characterized in that, the big data server also includes a user registration &
login authentication module, the user registration & login authentication module is used to add
new user information in the big data server, and provide authentication information when user
log in.

10. The system to realize personal big data collection, management and authorization
according to any item of claims 1~9, characterized in that, the big data server also includes a data
storage module, the data storage module is used to store in classification the users’ personal
information, the logged-in users’ data, the data corresponding to the data products, the authorized
data and other data of the big data server.

11. A method to realize personal big data collection based on the system of claim 1,
characterized in that, the method specifically is:

The client collects the data of the logged-in user on the client automatically, and uploads the
data of the logged-in user to the big data server.

12. The method to realize personal big data collection according to claim 11, characterized
in that, the client has a user big data collection module and a server communication module, the
client collects the data of the logged-in user on the client automatically, and uploads the data of
the logged-in user to the big data server, including the following steps:

(1.1) the server communication module connects to the big data server;

(1.2) the user big data collection module collects data of the logged-in user on the client
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automatically and sends the data of the logged-in user to the server communication module;

(1.3) the server communication module sends the data of the logged-in user to the big data
Server.

13. The method to realize personal big data collection according to claim 12, characterized
in that, the user big data collection module has an open interface unit, the user big data collection
module collects data of the logged-in user on the client automatically, including the following
steps:

(1.2.1) the user big data collection module judges whether it has received the control
instruction to activate the open interface unit;

(1.2.2) if the judgement result is having received the control instruction to activate the open
interface unit, then continue to step (1.2.3), otherwise return to the above step (1.2);

(1.2.3) the open interface unit connects to the data interface of other operating system or
épplication software, and collects the data of the logged-in user on the client automatically
through the data interface.

14. The method to realize personal big data collection according to claim 12, characterized
in that, the user big data collection module further has an automatic capture unit, the user big
data collection module collects data of the logged-in user on the client automatically, including
the following steps:

(1.2.a) the user big data collection module judges whether it has received control instruction
to activate the automatic capture unit;

(1.2.b) if the judgement result is having received the control instruction to activate the
automatic capture unit, then continue to step (1.2.c), otherwise return to the above step (1.2);

(1.2.c) the automatic capture unit automatically captures and analyzes the display
information on the client’s screen and the user’s input information, and collects the data of the
logged-in user through the display information and input information.

15. The method to realize personal big data collection according to claim 12, characterized
in that, the user big data collection module further has a scanning & analysis unit, the user big
data collection module collects data of the logged-in user on the client automatically, including
the following steps:

(1.2.A) the user big data collection module judges whether it has received the control
instruction to activate the scanning & analysis unit;

(1.2.B) if the judgement result is having received the control instruction to activate the
scanning & analysis unit, then continue to step (1.2.C), otherwise return to the above step (1.2);

(1.2.C) the scanning & analysis unit analyzes the client’s picture material or scanning
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material and gets the logged-in user’s data.

16. The method to realize personal big data collection according to claim 15, characterized
in that, after step (1.2.C), further includes the following steps:

(1.2.D) the scanning & analysis unit judges whether there is picture material or scanning
material which cannot be analyzed by itself;

(1.2.E) if the judgement result is that there is picture material or scanning material which
cannot be analyzed by itself, then continue to step (1.2.F), otherwise continue to step (1.1.2);

(1.2.F) the scanning & analysis unit sends the picture material or scanning material which
cannot be analyzed by itself to the server communication module;

(1.2.G) the server communication module uploads the picture material or scanning material
which cannot be analyzed to the big data server.

17. The method to realize personal big data collection according to claim 16, characterized
in that, the big data server has a server data analysis module, after step (1.2.G), there are also the
following steps:

(1.2.H) the server data analysis module further analyzes the picture material or scanning
material which cannot be analyzed initially, and get the logged-in user’s data.

18. A method to realize personal big data management and authorization based on the
method of claim 11, characterized in that, the method includes the following steps:

(a) the big data server analyzes data authorization requests sent from enterprises, and queries
to get target users conforming to the data authorization requests;

(b) the big data server pushes the data authorization requests to the clients which the target
users have logged in;

(c) the client processes corresponding authorization dispositions to the data authorization
requests sent from the big data server according to the target users’ authorization selection
operations;

(d) the big data server sends the authorized data of the target users who have agreed to
authorize to the enterprise according to authorization feedback information of the client which
the target users have logged in.

19. The method to realize personal big data management and authorization according to
claim 18, characterized in that, the big data server has an enterprise interface module and an
authorization management module, the big data server analyzes data authorization requests sent
from enterprises, and query to get target users conforming to the data authorization requests,
including the following steps:

(a.1) the enterprise interface module receives the data authorization requests sent by the
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enterprises, and sends the data authorization requests to the authorization management module;

(a.2) the authorization management module analyzes the data authorization requests, and
queries to get target users conforming to the data authorization requests.

20. The method to realize personal big data management and authorization according to
claim 19, characterized in that, the authorization management module analyzes the data
authorization requests, and queries to get target users conforming to the data authorization
requests, including the following steps:

(a.2.1) the authorization management module analyzes the data authorization requests and
gets multiple data selection criteria;

(a.2.2) the authorization management module judges whether each data selection criteria is
standard selection criteria;

(a.2.3) if the judgement result is the data selection criteria is standard selection criteria, then
continue to step (a.2.4), otherwise continue to step (a.2.5);

(a.2.4) the authorization management module automatically transforms the data
authorization requests into database query statements which can be executed automatically by
the big data server program, and queries to get the target users conforming to the data
authorization requests, and return to the above step (b);

(a.2.5) the service provider of the big data server contacts the enterprise, and understands the
concrete meaning and requirement of non-standard selection criteria, then return to the above
step (a.2.4).

21. The method to realize personal big data management and authorization according to
claim 19, characterized in that, the big data server has a client communication module, the client
has a server communication module, the big data server pushes the data authorization requests to
the clients which the target users have logged in, including the folldwing steps:

(b.1) the authorization management module queries to get the information of the clients
which the target users have logged in currently;

(b.2) the authorization management module sends the information of the clients which the
target users have logged in currently to the client communication module;

(b.3) the client communication module pushes the data authorization requests to the server
communication module of the clients which the target users have logged in currently according
to the information of the clients which the target users have logged in currently.

22. The method to realize personal big data management and authorization according to
claim 21, characterized in that, the authorization management module queries to get the

information of the clients which the target users have logged in currently, including the following
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steps:

(b.1.1) the authorization management module judges whether there are target users in the
currently logged-in users according to information of the target users;

(b.1.2) if the judgement result is there are target users logged in, then continue to step (b.1.3),
otherwise continue to step (b.1.4);

(b.1.3) the authorization management module records the information of the clients which
the target users have logged in currently, and continue to the above step (b.2);

(b.1.4) the authorization management module feedbacks information to the big data server
that there is no target user logged in, and returns to the above step (b.1.1).

23. The method to realize personal big data management and authorization according to
claim 22, characterized in that, the client has a client data authorization module, the client
processes corresponding authorization dispositions to the data authorization requests sent from
the big data server according to the target users’ authorization selection operations, including the
following steps:

(c.1) the client data authorization module receives the data authorization requests forwarded
by the server communication module;

(c.2) the client data authorization module displays the data authorization requests, and
generates instructions of authorized or not-authorized as the authorization feedback information
according to the target users’ operations, and sends the authorization feedback information to the
server communication module;

(c.3) the server communication module uploads the authorization feedback information to
the big data server.

24. The method to realize personal big data management and authorization according to
claim 21, characterized in that, the big data server has an authorization management module, the
big data server sends the authorized data of the target users who have agreed to authorize to the
enterprise according to authorization feedback information of the clients which the target users
have logged in, including the following steps:

(d.1) the client communication module receives the authorization feedback information
uploaded through the server communication module by the client that the target users logged in
and sends the authorization feedback information to the authorization management module;

(d.2) the authorization management module retrieves the corresponding authorized data
according to the authorization feedback information to the enterprise interface module;

" (d.3) the enterprise interface module sends the authorized data to the enterprise.

25. The method to realize personal big data management and authorization according to
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claim 18, characterized in that, the big data server also has a data product module, the method
also includes the following steps:

(h) the data product module processes users’ data and generates all kinds of data products.

26. The method to realize personal big data management and authorization according to
claim 25, characterized in that, the client has a data product management module, after step (h),
there are also the following steps:

(i) the data product management module generates the corresponding data product
management instructions according to the logged-in user’s operations, and sends the data product
management instructions to the server communication module;

(j) the server communication module synchronizes the data product management
instructions to the client communication module;

(k) the big data server manages the data products according to the data product management
instructions.

27. The method to realize personal big data management and authorization according to
claim 21, characterized in that, the client has a user basic information management module,
before step (a), there are also the following steps:

(0.1) the user basic information management module generates personal basic information
management instructions according to the user’s operations, and sends the personal basic
information management instructions to the server communication module;

(0.2) the server communication module synchronizes the personal basic information
management instructions to the client communication module.

(0.3) the big data server manages the personal basic information according to the personal
basic information management instructions.

28. The method to realize personal big data management and authorization according to
claim 27, characterized in that, the big data server also has a user registration & login
authentication module, after step (0.3), there is also the following step:

(0.4) the user registration & login authentication module adds new user information in the
big data server, and provides authentication information when user logs in.

29. The method to realize personal big data management and authorization according to
claim 24, characterized in that, the big data server has a revenue management module, after step
(d), there is also the following step: |

(F) the revenue management module records and processes the transaction information
between the user and the enterprise, and transfers the transaction revenue to the user’s bank

account.
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30. The method to realize personal big data management and authorization according to
claim 29, characterized in that, the client has a client revenue management module, after step (F),
there is also the following step:

(G) the client revenue management module retrieves the transaction information according
to the user’s operations through the server communication module, and manages the user’s bank
account according to the user’s operations.

31. The method to realize personal big data management and authorization according to any
item of claims 18~30, characterized in that, between steps (a) and (b), there is also the following
step:

(a.a) the big data server classifies the data automatically based on the data characteristic,
data source and data timestamp.

32. The method to realize personal big data management and authorization according to any
item of claims 18~30, characterized in that, the big data server also includes a data storage
module, after step (d), there is also the following step:

(d.a) the data storage module stores the users’ personal basic information, the logged-in
users’ data, the data corresponding to the data products, the authorized data and other system

data.
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