VERI FI CATI ON METHOD, APPARATUS, AND SYSTEM FOR RESOURCE ACCESS CONTROL

FI ELD OF THE | NVENTI ON The present invention relates to the field of
comuni cations technol ogies, and in particular, to 5a verification nethod,
apparatus, and system for resource access control. BACKGROUND OF THE

| NVENTI ON Wth the application of the 3rd Generation nobile
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activities are richer and richer. SPs (Service Provider, service providers)
of the 10 Internet own | RESOTFRCE ACOESS CEONTREPuUr ces. For end
users, such resources are URL (Uniform Resource Locator, uniformresource
| ocator) |inks. However, because of the easy spreading of |nternet
resources and the wi de existence of link theft, it is hard for the SPs to
continue the operation node of chargi ng based on content clicking. It
becones an urgent issue howto control the resources effectively and
provide reliable access contraifep® oF EAEINARITfoNEe | mpact of [ink

15t heft on the SPs. In the prior art, in a solution for verifying a URL
link to realize effective resource control, the SP itself perforns
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clicks a paid link on the portal server to obtain the true URL |ink 20
information of the resource. Then the user accesses a service server
directly through the URL | BACKGRGHINDOF THE ¢éNVENHONhe SP may perform
certain encryption when the portal server provides the true URL |ink and
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r el at edentestairieenysastivities tane risher and gwher. PyRsc Besyich Prodder, satviceoptoaidersirof] e
addr,es f_the user. and.t.herefore,.cannot performchargi ng and access.
coﬂt0 r olsmgeﬁnetE hOeWIllJZI%rtge d?‘%aélgbfzsy _o?%a‘i%a{?l& . e%ong:egpr%rdgp €% rsu?rhéresgu{lcggrargcléggs
i s al | quaifeenbRer@penaitor, anfbrahengesel loegupnlihls. Towtved) bedigisé T BRCORS
of multiple users through an I P address has its di sadvantages because ot her

users riiieading of Infemet espyees aslghe wads exivene of hiak dbgfb itds hprsicor theiShsita kontape
t he ot j [ : : [
enr ypt SacRRE g gt SF eilhs Biclob6hith i, R¥ek e S gk i npES Bl
r esour dke cexotircet effeetivel o ahd poapdeoydidblieracpedsr contrbh peliidéd toomvoid alie aagdet EWnk
seryice Eé:he URL_ verification function needs to be 10 added on the

ne y-eﬂi o e hsce server, and the conpl ex secret key correlation between

all portal ‘ St: TR i
THE | NVENTI oY ﬁﬁéiﬁggiaﬁaﬁ?ﬁﬁﬁfﬁﬁ@eﬂgﬁi HIORAR ﬁ%&?ﬁgsgﬁml%e

veri fi ¢t itssif peefonod fursgpipas ichisljnggriesyisp @mi vorifyimsURILdekacs eser @oersed pental
as 10 I8t 28 8 I9rPR! kR YL Y SRCK Qhufte YRS and 2Hharkiy SRR WhelFhe Or
selects a desired resource, the user clicks a paid link on the portal server to obtain the true URL link

20  information of the resource. Then the user accesses a service server directly through the URL link to
obtain the resource. The SP may perform certain encryption when the portal server provides the true

URL link and verify the accessed URL link on the service server to ensure the correctness of the

URL.



obtaining a Uniform Resource Locator (URL) |ink sent by a user termnal,
where the URL link is generated by a portal server according to obtained
user termnal information; and obtai ning the user term nal
information included in the URL Iink and performng a 20validity check
accor di ng14 theYsrRk attEBdth fad pdrtsl edrived dndrthé s@vied servenar aémverslionsthel éntemt gide On
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A ver cation-system resource access control includes: 30a portal
ser ver throogl ibgsarmd comegd R litle Qn theiottwer raRb do tarms of arshitenture SR portalgrrver that

according.to obtai er termnal .inf tion. |.J
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validity check” according to user termnal information stored gn a network
si 8 anddehen thearewl paddatiervied sarve snshthe sempleacsernst kepecarlationhetwesp,pl pratal

verification t hod, appar at.us, em for resource access control
accor diSAY*E ﬁgrvé(??bsgﬂjl)e%bﬁegsgofbet%ﬂgin%:r@etsdént i nvention, the URL |ink
generated by the portal server and sent by the user termnal is obtained
and the validity check is perfornmed on the URL |link according to the user

term nal information stored SITMMERYDRIHKE INVENBIONat the validity check
can be perfornmed on the URL |ink according to the user term nal
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BRI EF REQSGRISAELEN cChirdiHE PR ffectibé Calidityscheciosheati ¢ flowchart of a

verification nethod for resource access control according to an embodi ment
of 15he pr eswerifi¢ativn methnd for resource access control includes:

obtaining a Uniform Resource Locator (URL) link sent by a user terminal, where
the URL link is generated by a portal server according to obtained user terminal
information; and
obtaining the user terminal information included in the URL link and performing a
20 validity check according to user terminal information stored on a network side and the
user terminal information included in the URL link.
A verification apparatus for resource access control includes:
a link obtaining unit, configured to obtain a Uniform Resource Locator (URL) link
sent by a user terminal, where the URL link is generated by a portal server according to
25 obtained user terminal information; and
a verification unit, configured to obtain the user terminal information included in the
URL link and perform a validity check according to user terminal information stored on
a network side and the user terminal information included in the URL link.
A verification system for resource access control includes:
30 a portal server, configured to generate a Uniform Resource Locator (URL) link

according to obtained user terminal information and send the URL link to a verification

apparatus; and



FIG2 is a schematic flowhart of another verification nmethod for resource
access control 15 according to an enbodi nent of the present invention;
FIG3 is a schematic flowhart of still another verification nethod for
resource access control according to an enbodi ment of the present
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i nvention; and F I's a schematic diagram of a verification system
for resource agggdimkcontrol according to an enbodi nent of the present
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server provided by an SP to a gateway device of an operator. The gateway
device can obtain detailed user information (MSISDN or IMSI) so that a URL
verification function doggypeh PACE oieT ey PRAWINGSE service server
on the Internet side. Therefore, en a new service is devel oped by the SP,
it is unnecessary to add a new URL verification function on the service_
server, buFIConliy aemastimriiowdas ofia erificgticoniethgdrfer rRsQRCE REcEss AL gccording
verification ryles between the portal server and the gateway device. The
oper atotPWbQH%enES rpé?sgn%lﬁﬁg'g‘r?&e benefits with nore SPs by providing
reliable, siabl & 1 aRdknelk! AGPE &L 86 anRhaOvdsifiation ntdikod for febeur&Paccess cotitol
shoul d be noted that the gateway device in the enbodi nents of the present
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devi ce amymbedimeROSNhe preserdienspticif i ¢ enbodi nents of the present invention,
the gateway device is a GGSN for exenplary 20 description, but those
skilled in the art nmay understand that the gateway device is not limted to

the GGSN DETATLED DESCRIPTION OF THE EMBODIMENTS

25 Both a portal server and a service server are servers on the Internet side, and cannot obtain user
terminal information, such as MSISDN (Mobile Station international Integrated Service Digital
Network number, mobile station international integrated service digital network number) or IMSI
(International Mobile Subscriber Identifier, international mobile subscriber identifier), in a user
access process, but can only obtain an IP address of the user, and therefore, cannot perform charging

30 and access control on the user directly. In the embodiments of the present invention, a network |

element that performs a validity check on a URL link is migrated from a service server provided by



The technical solutions of the enbodiments of the present invention are
further described through the acconpanying draw ngs and specific

enbodi nents. As shown in FIG 1, an enbodinent of the present
I nvention pr ovides a verification nethod for 25 resource access control.
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2027 The server generates a URL |ink according to the obtained user
term naGGSiNornatlon and sends the URL |ink to the user termnal.

The technical solutions of the embodiments of the present invention are further described
through the accompanying drawings and specific embodiments.
As shown in FIG. 1, an embodiment of the present invention provides a verification method for
25  resource access control. The method includes the following steps.
Step 101: Obtain a Uniform Resource Locator (URL) link sent by a user terminal, where the
URL link is generated by a portal server according to obtained user terminal information.
Step 102: Obtain the user terminal information included in the URL link and perform a validity
check according to user terminal information stored on a network side and the user terminal
30  information included in the URL link.
In the verification method for resource access control according to the embodiment of the
present invention, the URL link generated by the portal server and sent by the user terminal is
~ obtained and the validity check is performed on the URL link according to the user terminal
information stored on the network side so that the validity check can be performed on the URL link



20For exanple, in specific application scenarios, the portal server may
apply the MD5 (Message-digest Algorithmb5, nmessage-digest algorithm5) to a
string based on the user terminal information (MSISDN, |MsSI or other
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resource provided by the SP, the user termnal may not be restricted by the
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20 For example, in specific application scenarios, the portal server may apply the MD3
(Message-digest Algorithm 5, message-digest algorithm 5) to a string based on the user terminal
information (MSISDN, IMSI or other information that can uniquely identify the user terminal), a
URL of the accessed resource, a link expiry time, and a shared secret key in the format
<URL>+<Expiry Time>+<MSISDN>+<Secret Key> (where the shared secret key is the same

25  secret key configured on the GGSN and the portal server) to generate a hash value and finally
constitute a URL link in the format <URL>+<Expiry Time>+<MSISDN>+<HASH value>, and
then send the generated URL link to the user.

It should be noted that the MD5 calculation is one encryption method provided in the
embodiment of the present invention, and the hash value is the encryption result obtained by

30  applying the MD5 algorithm to the format <URL>+<Expiry Time>+<MBSISDN>+<Secret Key>.
The encryption method is not limited in the embodiment of the present invention.

An example of a valid URL format is as follows:

rtsp://10.10.10.10/Music/3gp/GL_CEW_V3GQ.3gp?7090820180000+86139012345
67+2d95de254653ecd7ee653769a3c041cf



skilled in the art may understand that other substitute cal cul ati ng net hods
may be used for generating the URL link without affecting the specific

i npl ement ati on of the enbodi ment of the present invention. The fornmat of
the URL |ink generated in this step is defined in accordance with the M5
cal cul ation, but §hgel agpet0.00.10he/NdRic/BaGL CEVWIVIGQiged isnthiehd/RL of the
enbodi nent of the present 20 invention. .Step 203;. The ,user en&s .
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term nal receiygs.hhe URL generated by the portal server and uses the URlp
to access the ré&source through the network of the operator, with a
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a validity chegly;Ofstihg thURI K i@ak&edi Ng to the 30 user terninal

i nformati on stored on the network side. Step 204: The gat ewa

] % : y device 'guﬂggs
whaoher i tlt sloubdbe seted yhataneeinplary bR LRk penekating methrod isdaseppes Bdbisskep

j udge ether i1.i§ necessary, t erify t | | I
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t he URlihit@io sich Mdthdd HOE exAfiple efich e/ e taniive paysafvd tie stmpss resnacepoiidetie
URL Iink. For exanple, a rule configured 35 on the gateway ,device is

veri f yiytherR the userstseping] mayaiofiheeresigictesy by the #96es EmendiRyY gageshtlip paid
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on 4he {RLddank according to the user termnal information stored on 10 the
networ k si Je. .
Step 203: The user sends a service request message through the URL link returned by the portal

server to access the resource, where the service request message carries the URL link, the service
flow passes through a gateway device of an operator, and the gateway device obtains the URL link.
Tt should be noted that, the user terminal uses the URL link generated by the portal server to
25  access the service server through the network of the operator. Because the user terminal receives the
URL generated by the portal server and uses the URL to access the resource through the network of
the operator, with a verification funétion added by the operator in the gateway device, when the
service flow (such as the service request message) sent by the user terminal passes through the
gateway device, the gateway device may perform a validity check on the URL link according to the
30  user terminal information stored on the network side.
Step 204: The gateway device judges whether it is necessary to verify the URL link.
The gateway device may judge whether it is necessary to verify the URL link according to at
least one of the following: an IP address of the service server corresponding to the URL link, a port
number of the service server, and a domain name of the URL link. For example, a rule configured

35 on the gateway device is verifying URLs to a specific service server. In this case, the gateway
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Specifically, the gateway device parses the URL link to obtain the user
termnal information included in the URL |ink and perforns the validity
check according to the user termnal information stored on the network side
and the user termnal information included in the URL link. That is, the

gat evayefey int perdaSilwEak hetoriing tb 3y I /idiss aff thoveoriomidras iattly daa packehso
network side i's 15 consistent with the user terninal irg{for tion inc)uded

N the 2R vEIifyKURLS to Hee sneevict ssrviehearvetn Dor tha v paAcaos, £ RaSHEY fisIES 18
side is_ng opnsi stent with t 1.nal. i:pfar ' [ '

R 11 RS 6 0 RO nlfec b S g, DRE TR to 1RO R B e SeRel Ok the
user t ehfwagldevit qads ivdiilet eedflcaiontih aecstanp nbcosdidg to thequtinahbertacodsséd bhe
user terminal information included in the URL link, the procedure proceeds
to ?ybé&UBﬁ‘thf\kerlfications. It should be noted that, when the 20 systemis
configure d | At ; lodi e
Gser for minafould S NREd okt BOGLy 3nUpRBRANED, B SRKiicUPplBlIol shehaflh the Sstdnl
per f or megy Bebnfigeredad evrfy alllVREdinkmto the nervideseyat of the SR byslefalt. ser vi ce

whi ch |,d [ .h ' , .. .
N T AR AR E T T
i nf or %H?&@ﬁﬂé £9a10ty dRcI08h R BREIIAR dcBord R0 fthe@el Yerinal @ifb@igtiondbdred an

st and _ activati'on process, the activation request nmessage of the
usdo t dhehetalorlcside.yi ng the user terninal information (MSISDN, | Ml and

ot her infaqrmati | s sent to the gat e . i ' .
oper at or gﬂeﬁ'(tﬁlﬁg@% H%‘E .giltgw%éipggg pF%FS ﬁ'ﬁ’e%{gglr g’r %ﬁéﬁﬂgﬁ%rh%ﬁ%%?%@ﬁmme
devi ce jgfuaaPinREé UREVidkeand Hefoaas ewalidey chekmyordingrte tiie wsapeimiyal eif@mation
bet ween the user | P address and the user_ infornmation and al] t dat a

pl ane istiered ofiitks netivark side ard a@éls%tefm@abmfwa@wayﬂfg dg th%mgbﬁt is, the
termnal . \Wen |. e rm Vi ;
sorvi o4 Peul Juqdss Sttt b, Bl NerRihl BB SR HORAERRE Aok Sl
dgtlg_ pl c{bﬁ@isﬂeﬁﬁ Rty uﬂa:i’ tbﬁfﬁinﬂls efotnitivddinebsled andthe HERGalimnalf thewisee termymal
obtain the user termn I nformgti on stor.ed on, t t k si di

Lo t ho iaireapyh et e npayor pde el cens peniih Heasesmmnal iolormtior it
upl i nk iﬂEtlilga@ﬁ (eat Q%@%ﬁliﬁﬁ{f A RMatihent th8isBRkicd olvB 1$166REA! If RRSSRS terminal
through™t he gateway device, %5 the nessage may carry the data pl ane

i d fent | finformationl stoheel qrathewrywatksidssis raysigbutaith theeusgserminabinfomeation included in

I nformati on . according to the identifjer: when.a do I nk

packet sthe LMo lﬂ]_é %P&@F&FB PEQfES SR %?ﬂ?ergélggggat{%lﬁ ot Olgﬂgg 3‘%@\%@’ feTe\:/r} e ,
theygat suay, Aenfisurd m&@lﬁ FeRfst MBer RifGhRMionSfteri thé QRINGILy SibcR @t Theliisey térenindie

| ocal | y "stored mapping relation of the user termnal |P address carried ir&
t he nesimfigmation succeeds, subsequent verifications are not performed and the gateway device may sen

the data flow to the service server which provides service to the user terminal.
It should be noted that the method for the gateway device to obtain the user terminal
information stored on the network side is specifically as follows.

25 In a standard user activation process, the activation request message of the user terminal
carrying the user terminal information (MSISDN, IMSI and other information) is sent to the
gateway device to request activation. The operator allocates an IP address for the user terminal on
the gateway device or another device. The gateway device may store a mapping relation between
the user IP address and the user information and allocate a data plane identifier that is unique to the

30 gateway device for the user terminal. When later the user terminal performs service access and the
service flow passes through the gateway device, the message may carry the data plane identifier or
the user IP address, and the gateway device may obtain the user terminal information stored on the
network side according to the data plane identifier or the user IP address. Specifically, when an
uplink message (data packets from the terminal to the server) passes through the gateway device,

35  the message may carry the data plane identifier, and the gateway device may obtain the user
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5I't should be noted that, in specific application scenarios, before the
performng the validity check on the URL |link according to the user
termnal information, the nethod further includes verifying the URL format.

The gat f P t ket
! nspectrdala A rﬁfacq%r B G e e i VB P SUBGE ARG 4te PBEEH fomae
URL |i nkrapdo RRE $@mikdlp g!fggi BRE gdtEwhY dePicd Oh¥ adat i dyy dGREE nagCosifli tRE

to the fornmat deflned |n step to obtai'n the user termnal informtion,
expi ry related, ussnéhfermationt dcoprdingstel thet Ineallyastercd anapindel relatidneofUfe Usentermpgal &p

perform on the received nessage, the gateway device judges
whet her® dﬁ%és?%??‘r@ ti}?g}eﬁ%angt ained URL link is the sane as the defined

forgat. |f shsild ®entedthat, e pbiidt ﬂ%ﬂh&lﬂgﬂ dcBifarios, bétores MiFEpedforinkigy tefvaniatly
format, the proceduré]aﬁroceeds to e subsequent vaI idity check; 1 f the

for mat cbeck pe theURIndak (areordingto; the userferminad dnformaian, Wae methadefurther pgludes

t he val‘}egi % &%.Ag and the service flow is blocked. The defined
f or mat ny?;l B nego a by the gateway device and the portal server in

advance orThe gefwayaitvicempesbrseDPO (’Dédjbd’ayhétdnmecﬁﬁuideq: packet 1In'Spe$ﬁ0mJ) mshrding on
further noted t hat .t he enbodi nent of t es i nventi e [im.t

t he metthoircpiypd spyicseael maepee & ?@a@btﬁ’é?ﬂut ﬁek %%P@%%F%F&ﬁ?\ ?IHE Shataequites
Theyg usgrghgg{,t hod ac%&dir@ @&H@%rﬁ{at 'ﬁ@ﬂn&ﬁnsstt@’m RoHAR tHA LS HEN 15 rmBHion,

obtain e gateway device through intéraction wth a device such as
HLR.  expisy ¢ipe266d eﬁﬂnﬁ)tgmtremédythakare carigé i therkiRE hek vz&ﬁelq:elrﬁormh@j]kﬂammngi bng

i e, TRGTeCPEed Pyt B Egiotay fivicr biigen weetbtrabe Rifoel 0 PbR (L HREls

the URlsainlenk i défmte@ Corfiiek. e He fﬁMﬁé&mﬁe (ﬂﬁaméd U’lenﬂws &mmreya%ttﬁémsﬁﬂm format,
exceeds 25 the link exDILtﬁ tinme, the val Idlté check fails and the service

f | ow i shoptskdute praceedsstocthe sebreqesns vakidity eheckiod sha frmekoftbg obteinedi URLdinkiis y

edupe S to sub uent .v f] 0 e 7 he
gatSay HeShCEORDIE, BERE a0t aR BRI Shhe Bl 4GP s "MPuire, foy beRo BV 2P
in the defins® formldRlirray<b mbgoﬁa&dm?tﬁévghts%?ﬂéﬁee r@tl theyorthl sétsdmiay ddvensaoea
nmethod as that in step 202 to calculate a hash val ue and judges whet her the

hash vdietieedirmatiesan e gatevaydigdy 30 device i tseI f is consistent with the
hash val uge Galfiy gl ?J?hh&pﬁotgﬁd'thét' k- enjll;odé]rﬂgrﬁh(ﬁsﬁe t ARRGLA] 9 geéj}{ott E&HLJIHL
e n the

gat eway deV| ceits I's consistent wt e has ue carrie
i nk, trhethod efor |the adatewayd devicado eslstainh éhes @sari teermmt \mformathet Théarsere sourics

if the hash val ue generated by the gateway device itself is not consisten
wi 2R HEIORERAYiOR, HAyebe. storsch am the ERtEWR davide OF oREaied By iths Eatguek dexice

t he Serlﬁie%tlﬁh%'asd&i&%'ﬁ@lgasHLR It should be noted that this step
corresponds to step 202. The gateway device may encrypt the data using

ot her encr&en 206t Bﬁeggmﬁwme@pwbﬁormaﬁhﬁh@hditg@hcczlhmcmﬂeng tnthet lagk exqgryatime
performt i dity.che according to.th encr n resul.t enerat d o)
Phe gartetity e LR IBCRR WRGSRREY Skt pnPonTR et ik ediy Bits & itk
The f orgxpiry G catriddiRl thy URLTTidrewit MR St ssBesd SineKE e aiebnlBiatdh Gnctibedide
exanpl e of t he specific enbodiments. The enbodi nent of the present

i nvént ithe lidbespinntime; et Vatlﬂdéchbﬂ%faﬂ&ﬁéd tiresesyiee Ylow isrblegkgdr if tthmpurrent system
should
port al se @(gers%gg%:ﬁ% 4 i@ﬂg{]&gr{g r ypet’l on‘j311 E%egﬁHﬁgﬁ%" dmﬁ%m%@re ‘%g]l (glei/i ce
cal cul at esstgn2@NCcriepidt@vay ésutd apphien thet MED S algerithhgacotding td heha:raal aéﬂi‘étd{ey in
<Expiry_ Time> may not be included in the cal culation format.
the format <URL>+<Expiry Time>+<MSISDN>+<Secret Key> by using the same method as that
in step 202 to calculate a hash value and judges whether the hash value generated by the gateway
30  device itself is consistent with the hash value carried in the URL link. If the hash value generated by
the gateway device itself is consistent with the hash value carried in the URL link, the user is
allowed to access the service server to get the resource; if the hash value generated by the gateway

device itself is not consistent with the hash value carried in the URL link, the validity check fails

and the service flow is blocked.



10 Step 208: After the user passes the URL verification, the user may
access the resource within the link expiry time for multiple tinmes. I t
shoul d be noted that the link expiry time verification in step 206 and the

t ficat 207 bot h i | st Both ste h
ol hor st dithopld henetHomas b SRy oBERoRE P 20t e s E g o) the
pr eced%aﬁfus @ LAY éﬁ&gpt%g%% f&?ﬁﬁ%n&w %igofn@%n RisE$ ﬁpateﬂ%%ﬁatﬁe%nﬁ%
sequenc e veri

not limt cati ons In the verification nethod
for r es;ahaht.;e claek emsoming tootheaammpﬂongezmlt gmmd)byhtlma gatewﬁy tdhtalcpn‘éslé rand the

invention, a URL v |d|t heck f ct| S st at.or
netvxorl?n?ral’u%tffeﬁqsﬁi’ oI Bn t gﬂgls F%res ngﬁé th GE‘&%?E
seryer meﬁmﬁgmﬁmw&mq@waﬁ mmsi Qe ju@P ofle BRAMBIE K)ﬂ thé sp&difid! einbb@infents.
content providers to realize content charging. The solution is 20

i nt egr Athednibedinet afthentesant inpertionldoarnetdimis thedermat@ad grarnsapties algegthm.

th f d f
Foqu red. TRy Bl ol SRRy 3 Dds HHCQMPRE begplehl Fifoncle] SRS B
cooper ghlcARted He@FBptiowirtdultt 41 WRaT thicQatdvenyadbshiocadaltalbdtes airesnmmﬂmrﬂ fesilsusing

the unified or independent portal servers. After roiléisonabl uiatrges are
def i nedheawmq Heorithme theaarasmetfieTEXPIYCHRET gRAYSIt bR 1 ﬁ'afﬁlcf Jhen Jormak

Sehyer, e dgd(?l 8%’&@%? ﬁgeryag’seg'% BRI V\?&éﬁchfi‘oﬂ i hge?%aﬁcgﬁ%t? %BQIIC ity

al so uset 1 on tract nore SO 4s to Increase its enelts
and methélidieedris timefdrimultipletinessenbodi nent of the present invention,

t d th t t K d f | k
2 user r eﬁﬁéé(eemﬁ}q Botat ABs heh B piTy e 86 NFBCHON b 6P 208 e iy P PHED
user t elfkBon il REHTBGT A bolh! 'OEH&?JI Regls OB EHCRRS of Bighed %fe%c br hé‘iﬂ{elﬂ %te@rrhﬁ’j? be

art that a service server on the Internet sidé cannot per ormU
ver| f i catdued. StepoRGh argi stop 2@ mayepre@@letos rfodlons|staprd W ffhtblembodmt 9 threopreseny
gent ot her ,user accessi urce through the same URL and

|zé%vetnﬁgn98?&1}039“18?@%%06’6’?‘&%%83%’% CEI%—@P? her, the SP may not need to

depl oy then YRk végfitdtionahkb@od f P ¢édotrtel ceRVaryrob acdrgig 61 tHe lembldiraént of the
reduces the cost of service, deploynment and increases the benefits.

In t he PEPRSBIITYERION: Gr U&pwmlwgcheek Hpestion isradded 1m the sxisting CarRRfos Tty ers ORL

li nk v esfiebiiveBddnfBl %ﬂe%ﬁés‘sQ@résﬁuﬂ?fbgéﬁﬂﬁ%e%@c@seﬂ@r%\ﬁ@ﬁ{ S@%&ﬁeﬂ@ﬂ@ndyﬂﬁowde
gateway device verifies URL |inks according to the user term nal

i nf or et gead. natwerle ifrgimetire BF qoptenp rPé%‘éﬁiﬁfS ithyeize sientent charging: Jie gelution is
angpher ueftdd o @Hdm&@%rmerﬁ@rﬁg)uﬁ& %eﬁi&%ﬁ%c&ﬂ%srﬁid theRESR R BEF Yie&Rork

server obtal ns m?or mat i on a user term nal hat makes access so as to
enabl e cléreens and ne additipnal rmtpﬁa%meﬂ;ea@ lgee Tompirgd. N%hen the SP deyelopsigw pervicedhs,

an enbﬁ (?fg?tne&js toorPh €568 Hrati RV fg?&%n%t Q\hﬂlvihgﬁygam%dr th 20 ahBblVRiduré LRl 8R

5 nmeth T resource access cont The met hod includes the follow ng
st eps. tBt epifisd dr injepenstentpertal soyers. Pdter sgasenablecshazgey aseflelined aad the saae agret

FEeSour &y is gonfi ed-bifthe @%Sl‘@ Ry ife }?d?ta@g&@asﬂlgld%Pfogﬁ@H{ Gk bl s8REkeli8 foalized.

char gi ng i'hf 1 on on ortal” server to se a resource needed to be
ac@8ssédhe cr;matpr mag uis«erusclth@ lsglutiop &b cattragt I«nawdsﬁmwems toripeteasst ity bepefyerand

mb h
" esour aBGeAS T RrRt) Dt D aRont RHRCreb R nPBRR, ' gRCHRIIORE, pm e

t he ac Gmﬂﬂmhheltlloasmmark side verifies tiedURU link forot esd:r trmstmgrtosapeess fliecservice server

applica cenar. after. the C r :
hter i 5 Bhe” GeariparytRalsel b RS Ro b bR AR PG R el dor
accountaraﬂhdt i bervies eervbeomt}rea]lntemétcsudmctannm mesfoa:m IéRLmuﬁﬁbﬂiqmrmnerdmmlbdm usare

d t.h be.d i i
CouR i B Babed PO DR PR PR R M,
t he useamicdURi Ral rd:eﬂlifz@g et dontrobofircsends atdess. Plakthéi, the $P nidyenoti meed toedaplayaihe

For ex i.n specific plication scenari.o port al rver appl.y
the NOUBE gl natih R yehamtios ST AE RRLFEHCCBP Pa i Tetite TBMofRE
i nf or NedndGicrédvet BMendfiddl or information that can uniquely identify the
user term Qaﬂllg emgloc%J r%énto I:or}‘egle)oﬁa r?ge tsoslgl% fotﬂtra (}:n?esen 1L{'e%lﬁogxt%le rI}IRf, Ihrrlrk‘3 Vegﬁgat%n

35 function is migrated to a gateway device, and the gateway device verifies URL links according to



20 shared secret key in the format <URL>+<Expiry Ti ne>+<NMSI SDN>+<Secr et
Key> (where the shared secret key is the sane secret key configured on the
GGSN and the portal sewer) to generate a hash value and finally constitute
a URL link in the format <URL>+< ry >+<MS| SDN>+<HASH val ue>, and
hen s NS ceTuRE REIURE. {HenRTpliibet bR PR CURHIGR DA PHvRFS RDter
format ggg% nOh RN For 240t dcbekd &ﬁr&%ﬂ&%%&%ﬁﬁéé’&%e@eh@@é’ﬂﬁ%@bn of a user
20908201 0+86139012345 67+2d95§e254i353ecd7ee653769a3004lcf wher e
rtsp:/ hdhitdl. tmmmmeww/tmmvewlwam vardy ORLUBL linke or i g| nal

TeCvaltd dn TOvB0bd aan s TR r B Tasu g r o P 2 Adab R RO
i ndicatyhdgod iR réBubElasldls bdtitto]l A0ARSBSd Itfudes BRUDESWIng stP3.3901234567;

2d95de254653ecd7ee653769a3c041cf is the hash val ue obtained by applying the
MD5 al gor iSt¢ém3Qlo A user accesses a portal server and selects an accessed resource.

[/ / /
b | eonet T BASHPVES S HReSihl Wed P doRiP B AR RIS IR O E B Rty
an exernghf Yo Wilect! 4 MsogRReicRibd @ Hetdeochsed: Tl&ep klidoagr idtickdaspasd ¢ipk bt drivase

skilled in the art may understand that the ULR |i nk ener&t'lng met hod in
this stl@@rmgtlcnb(us#ﬁ praleay speh ayMBIREN) o thepyer torgegesgdag resource

terlﬂ‘ g {)“ C%’@é"ﬁﬁgﬁ%g td G 1BrI?I¥LgﬁQt@%e%€es§Ble effrdser term nal

not be res access tine and may access the paid 5 resource
at any t i e shokiddbeited t‘rﬁt | inrdpeaifipi applitdtivn seexdioshefiert the ugRl sdlecik thesaccessed
generated is optional. In this eg ?I ment, .the. URL |ink |s1 neratedqb{é d
appl yi HESOUERS: NISsenigrig: the et tsrmainal fgrmatipn, is eptisnal. Fer examplpnthe fisetAcCoyp an
under standsdNabn LN GlfodRRh] M ad ﬁldBﬂle 3HoRg nﬂﬁfb@ﬂd‘ﬁe BRYind, eaﬂt'ﬁ 8d dsef terminal

generating the URL I'ink w thout affecting the specific inplenentation of
the entiofirmetitn cin tertetgpmésdriccondingto itwnaccrins. format of the URL l'i nk

rat ed n te s defined. in rdance
Jo U a1 o iR PSS e e T e R e Sorfiel Yo o (figgl information
enbodi %ﬂtseﬁﬁsth@gwlﬁﬂ@t@tthé@g@[&mw Step 303: The user accesses t he
resource through the URL |ink returned by the portal server

devi ce of Fom espueplst msnee@élapebcaéloeeﬁmaees,rtbq nedt] sepeE HpY aph quhe 32@15 @E%)&thme
URL | f ‘
serv e:, qa rill CF§ & b%Sgé V IIIEE glg[r%{?g\r,v% n%Fln? 1%&4?10}12 S%Nl ![Mlg %p ﬁl?it%!ﬂqﬁat can

a ns rm na ormat

st or ed wigdelie idtatifothe ﬁdeﬂ@ermmal) a slmpof the &jepiscd atdoarces caelmkr ex:piry tdme and a
gateway device may use the nethod for_ obtaini ngrit he user termn

i nf8r mebhpise seerst kB o thendormest RS desriny Smes oW IBBNoErareet ﬁgyﬁ Jwhere the
termn hafeﬁfsg&gﬁlgléaﬂg HROLEARORALBD b die IeegN%lartﬁeig 158 o) %b Wohdrate

si de. at enway eV| ce may send the URL link t he servicCe
server d hhashghvdline amd wf‘melly eguesitueess afRlf olink esoute &wowss <GRIhebxpay.

20 The header reque t. message na d i nserting
t he uséFlmteef*ﬂ’ﬁ%b&ﬁﬁé “%?6‘1“ &h‘??r?ef‘&gwrﬁ?f‘éﬁ%% @Q@“ﬁﬁ fhr?ﬁ" Hessage so
as to not|A1ye§2[ﬁeplg§e5V&ﬁ@@%ﬁﬁflggmk% to the service server. It
shoul d be noted that in the enbodi nent of the present invention, other

met2hods nmay al so Dep:applo4e. 106\/1%@/3319/&%@EWQY3G&3EPHQ9OSZMWﬁ@@%&i‘[ﬁe
Service server ., tolosqiAs Secd7beds376dhS LI E
where rtsp://10.10.10.10/Music/3gp/GL. CEW_V3GQ.3gp? is the URL of the

original accessed resource; 090820180000 is the expiry time, indicating that the URL is
valid until 2009-08-20 18:00; 8613901234567 is a mobile phone number, indicating the

30 MSISDN that accesses the resource is 8613901234567,
2d95de254653ecd7ec653769a3c041cf is the hash value obtained by applying the MD5
algorithm to

"rtsp://10.10.10.10/Music/3gp/GL_CEW_V3GQ.3gp?090820180000+8613901234567+

mobileone”, where mobileone is the secret key.
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25 depl oynent of the operator, the operator and the SP nmay define an
interface and function to transfer the user information. The nethod for the
service server to obtain the user termnal information may al so be as

fol | ows. In a specific inplenentation scenario, a query interface is

defined bet WRAM 6dEots® tak 68 e@hpafy BRY linkUgRierativ Swathaal isalesdrifed imntitis step but
storing network el enent (such as an HSS: Hone Subscri.ber 30 (gerver, ane

h
subscr ithese skdledein)the rartamgmugdgytagé\ﬁh@eth@fmffﬁéingp&qnagagpg n‘i‘ﬁ’é" It this, 9?38 asinet,
ey segg?i Q&géﬁc@%@é@ééF?% ?)Eaprg)léj Ser hghJlePR ] hé&% fof the! efc?es%%éb‘ﬁfce! protied

servic I eséur ce access user. After receiving
the regyemt SreIsAgser Qbmiiig mapmot bbaesrced by theraceesstaye queémyayt heeesrethaopalid
el enent "of the operator using. the source IP a dr?}?@%ﬁr' he rel %tid user .
i nf &r maesogree a8y tiren T hatis.dhedigk gapiryimg usebwhen fedREJipkas epprzatgd g optonal.

bet woort RacEEed R Al URE 1o e B S R O or e

© net wor ksk@le@ nignthe( st ahaysinderstdsd: thido ntheSsbbstitith ecal datingr methode mathderusgérior

server) or the gateway device of t.he operator. An additiopgl acti [Wo)
notifi cgaﬂ?raﬂn&é‘gs%flﬁé‘ BURPU S IP%éh‘g%I’te& : %W@ﬂ%&n ?ﬂ@eoeﬁlﬁoéiz{%%ﬁtt% Pee
SEr VI C&raleht/fnvedtbn! -‘rﬁé t&¥alat B teODR BNhkadgRetatadein tARR stepis defakl Rsackordands with
the service server of the mappi ng rel ation between the I P address all ocated

f orl0t heheVEDS talcutitiva, bainidie format 0B thetld kilink s noiflisnitedtin dae ebpdimenfeotdhs pregent
server .,queries the user information according to the I P address of the user
term ndVEEPPi ed in the service request nessage and perforns a validity
check accayiel Be3:tThetuier MeBdses HeGesmidehiraghtheURINidkhetidRtd by the. poBiabrerd@Sa
The service 'server perfornms a validity check on the U_Rk,lw ?hcclgﬁﬂin to
the usegatebytdsviticohlan onetaionBRCelyiSs 8 SEVisE TedresiacsTagsBhieh dpqpdes the URL Tink.
Speci fi cal en th ry L 1.nala r i e
e Car i oot PRl b BipHF YetiGl Pt epg TRt TBk 15 sShAESEr AT AAnOSEHRE oV er
sernsi Cekifhy gk uidtepansldnfimmatimssiagd onchohétaiork sile user terni nal

i nformation correspaonding to the URL Iink, The servige ser rses .t he
URL |ink tlo speaifif apnlietion erenamos,ihegatewavalevie ey ?%?éﬁ%ﬁ‘éﬁ“’\f[ff&i ‘ﬁ%a‘f%’ user

link and perf @E‘cﬁ:ﬁi tibe stY)ﬁéd S ¥ n%E@é\rk ARCRTsHNEDS 18 dbin URBlset REMidABInformation
i nf or metTOR-Stored on the network side and the user term nal information

i ncl udegbriespdndingiRith¢ URK. liffkastoried pn theenetwoiki side. Forthery thegatesuay slevige mayeend the
termnal _information included in,the URL link fromthe U | |

whet horURhGIIABriae STTHCR AT PhETHA PE Ao ahIbes! RPPEe s formst Kl S e e
andhObt-pl NGy dek AP {Héeséi‘@ih‘é\%@e%t QeskaueCRAFI 53 efilianobd byt hiseingr the eusei naminal
information included in the URL link.” If the user 20 term nal |nf(i)[mat|o_n
whi ch i imfaatmatien sored dretheatewoork sideda thamesysee 5o a8 tof RSHY threusse isppinal dyfgangtion
not consistent. with the user termnal infornmation included in the URL |ink,
t he serR?itﬁ"eSW%?wﬁrr ocks the service flow, if the user terninal

i nf or mat i op sHkiIE e instedtthatad tecthbedinRhnof the predentaindertivhabtherdmbthods trlag also be
network side is consistent with the user termnal information jnclyded in
t he URLanplig# to matifypthe dserteaminab ideraation te fhe SefyieRtSCVEF-| qr&éf‘ﬁﬂsir?s in B etwork
sh d be,note t. | i £ L, i g I i £
o tor RO ok ARiamelort B8 Hoitafr B he S bk REBO A kot O TIOR to transfer
t er m naheivdéoinfRination. THeanehod éd theisdriiee sénved toddsain dhre dspi regminabinfiRimation meay.
The service server perforns DPlI parsing on the received service request
nmessagealse e aplplloWs: gat eway device to obtain the URL Iink and parses the

DR Tk I1PL shQH [rieifBhthfibd YodhB6 /o GlergGRFHHIIE dofintd\BehiRbe Setibe edtverm
step 202 to obtain the user termnal information, expiry tine, and )
and a user subscription information storing network element (such as an HSS: Home Subscriber
30  Server, home subscriber server) or a gateway device of the operator. The gateway device may send
the IP address of the user terminal to the service server in the service request message for resource
access of the user. After receiving the request message of the user, the service server may query the
network element of the operator using the source IP address for the related user information, and

then perform a validity check according to the user information carried in the URL.
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encryption result that are carried in the URL Iink. After perform ng DP
parsing on the received nessage, the service server judges whether the
format of the obtained URL link is the sane as the fornmat negotiated with

the portal, server. |f the fornat .of the obtained URL link,is the s as
the For macA rRgE: BEECE ot ABLISO: PSESRy D6 STTiE BrUCeti diprte SHBRERIPhe
subsequgirm¥gbl KokiMg GBERIk dldment fich URIHOE: HBSe HbarRE SbRker, IHoftte dubscriber
different from the Tormat negotiated with the portal server, the validity
check fsaives) entlic ghiswep device of Mpvehesattyl dokaslditional activetiorenditit-ation nmeksnge éy sante
server to rse the URL in this step can be seen in step 205 in th o
or evt ot TG AT dere of £ aRerpiof Bkt e SET o RuTieE PeTv e dpt Fectivriin
Ser i Cero@idvask 16 abfifthe sértRe saivelbf the BBk e OIbH bBBvded th B> dddidss a¥@dated for
lime carried in the URL Iink and the current systemtine. That is, the

ser vi cdhe awsiefergiih And sthe Hiser iterinat pnfopmetione Tagr thedsqrice HETVERIGUPTIe thii wer
t he cur; q | fot i p Li . i i

the serDimnafHhflld R e p'sffirely 8t B LI RnEHEPERTRA M e GRS hlcBec
expi ry dndperfofrhea palaligdheek preorkrgls thousy bsfermsivh caatddiineiad URDdink10St ep

307: The service server applies fhe NMD5 al gorithm according to a shared
secret keySttih3PhelieoteRtee grerneeiorps pyvaliliig @%R&f&’sé@g éﬁcq@yg tpjhq45ehg
thqosaqgmﬁgqug) ﬁﬁ%ﬁﬁ&mﬁ%m%ﬁ@ﬁ%&%ﬁcﬁ . cal cul ate a hash value and judges
whet her the hash v

al ue generated by the service server itself is consistent
wi th the Hgehificallyeviearthe edern tenhinel WRbrmbdtiok. stdrkd tonethb astworklstde igeasiedt todhby
the service server jtself is consi@%@gé with .the hash value . .carried in hg

URL | i mETVIEheerva iR i S MgI5a8e Hhe: seryics pRIVE AR DYpq hegnrispss iad

the seryi G&r s8R inthSBitlonl RridefondfRIL USORIL WMk the hash value carried in
the URL |ink, the validity check fails and the service flowis blocked.

It shoul d Be ssotiedsarvratpatdes shestUB. lodr toehpon dhe v saremad dformitensiseludesein the

ser\er encrypt the data.,uysin t her .encryption.al goni.thns _sim.lar to
il JORL ARy BT A B AFOg R ARC YR, iR BB tes
t he encieypérkeidd £8lthé uge natbtddnfoymitie Beluded i heUEr lislndiHab i, SieGendd sfve20
result carried in the URL Iink. The format <URL>+<Expiry

Ti me>+<wBpspNba- e cleapinge jHonpaiiononclyded jyshe bid- Bwladime thyy URdelinlpapd gudges
i e e . . i

ot TR B0 O A0 b RIPRSRr R WP SR hl 115

Ti me> imetaorkoidd Brahsipantawih eic usth&trmisal imbanatidneinplodédin therliRl linkl uhates

an encryption result and when the service, server, calcu] ates an engryption
redll ¢ IGEpiRg PREMEEOR FhiehAP @T@f?cf %em&*%r%c{?eﬁf@ro%@ﬁ FomFiasREy SHo s 1
I ncl udedyiigiehf\Gitk ﬁle&igk@%ehﬁﬂlaf AESRation inclle@Rn ARBURAIER! (hEREVHIERABRERs thbe

URL verification, the user may access the resource within the expiry tine
f or nmulsernpéeetlowmg she user terminal information which is stored on the network side and obtained from

the network side is consistent with the user terminal information included in the URL link, the
procedure proceeds to subsequent verifications.

25 It should be noted that, in specific application scenarios, before the performing the validity
check on the URL link according to the user terminal information, the methed further includes
verifying the URL format.

The service server performs DPI parsing on the received service request message sent by the
gateway device to obtain the URL link and parses the URL link that requires validity check

30  according to the format defined in step 202 to obtain the user terminal information, expiry time, and
encryption result that are carried in the URL link. After performing DPI parsing on the received
message, the service server judges whether the format of the obtained URL link is the same as the
format negotiated with the portal server. If the format of the obtained URL link is the same as the

format negotiated with the portal server, the procedure proceeds to the subsequent validity check; if



It should be noted that the |link expiry tinme verification in step 306 and
the encryption verification in step 307 are both optional steps. Both
steps, or either step, or neither step nay be 30 executed Step 306 and

step 307 y reced f w.st ep.305, . The, e nent qlr es t

hvont e atpeEo i apimaed ORL8ucH RidoRS: fromdng Bemet agghe Wit ol R erver,
Ver'f'%tﬁmlty%hmtdfaﬁganme@mfﬁﬁ@%&ﬁo&@atrol according to the enbodi ment
of the present invention, the service server of the SP obtains informtion

of the usdhetmethvch&ir thistrvizse seysety parsethe /Rl inthis sep san be seensiarstapr 205 igrthe

t he communi cati.on. net work si e an the validity 35 check on the
URL nmte"at%%gofiﬂb*?f’ﬁ > ‘Pﬁlelsi[}g FPEak ?dr]r?ﬁ‘éﬁm%%% fation. This method overcones

thes def egled BO4: mehep kdrOice Aetvek patfoitie tikevalid® GrEl atcordinghe thatliknadpiryi titee
cannot verify URL |inks according to user termnal information. The nethod

may pr eawied ipithe URIsbnk and g aareat sysen time. 1dabisy B8 SeRieLRVE remParss thyrlnk
and realize n{ehc%fr?e%?iﬁh Wl uRL 1{11%%9% ﬁ'lt% cﬁﬁ% stefntt o qythg g?tefﬁq{'rﬁéje{é%@&s ghé (nk

t he enbéat e present invention, at eway Ice and the

portal expiryeime, thiatseivicepfl®v igdisldcked; ifhike ésﬁtemynieeiodenxbtwy{eebdftheknb eypityntime, the
uni fied or distributed manner. The operator may provide unified portal
'serversPr?‘éP ﬁmm%eé%mwteaueﬁé@&%? @t work solution with the GGSN. O, the

1@nd t hestepf)%c;ggg% e L Flifes e UEM £ goﬁtasl RRbidMhg RS Yifed SBRE Rey hansP

‘prow des an’in ent portal”server and the sane secret key is configured
on t he fpanitatURErv<ExmndTintte+gM SR@N-delecrt Key? iyl exmmthet famesorbthod o thartie

oper at or netvvor no ted.to, 10

o iep P o shlcuiate fohash raluend pSacs vaaee: 1 T bvA e Srmsrarney Rty Be server
Ser Vi CERcfi§ c&sﬁsﬂéﬂ? wiftethRHakie Ghiue '&aﬁﬁeﬁﬁﬁ tRd URNElifl. 96 Bt hash WaRie Rfierated byl the
accordance wth the verification nethod for resource access control in the

f or egoi aegn@mﬂymrmlfss centigiditwith shohashhealys erdpd in theeHRILolinls, (the malidipy eheckie

181 o RS IR RE o B R) BTaR? SehOBNIRGR (BT Rol S iR

appar atyhsud @kriddin Qe GRLﬂﬁﬂ@ﬂﬁe valifity check Fhids @idahs sdrvise floed iu8Reked. a I I nk
obtaining unit 401, configured to obtain a Uniform Resource Locator tar%h

link sent Ibyheuld demoteds thatndis stgih epEesPRBASURLSIER ARZ-i hegienara saycPay eB‘HVP
server I { ;

veriti O Brink Rt GpGSbAUT BROHAR iftll Rlnd JEGHARL @0 im0 HPand perform the
I ncl udeghlidty bh@ktﬂaboﬂdiﬂglﬁoahdemyﬁtmnmemlv@nechtewby;ﬂecdcmmm@rmgd tle ¢dveyptiver

t | f t { th d t
el Bm A A A S A LS S 0
appar at sl fo Rk BndEkahbis of B SRHR éerd:dHlﬁ’eﬁs PR &H@&ﬁ'ﬂn@ﬁt%f @b pkBntikeSRI0A

i nvention pro s another verification apparatus for resource access
cont r ol doeBest lites the format and the encryption algorithm.

It should be noted that <Expiry Time> is an optional parameter. That is, when the portal server
calculates an encryption result and when the service server calculates an encryption result using the
25  same algorithm, the parameter <Expiry Time> may not be included in the calculation format.
Step 308: After the user passes the URL verification, the user may access the resource within
the expiry time for multiple times.
It should be noted that the link expiry time verification in step 306 and the encryption
verification in step 307 are both optional steps. Both steps, or either step, or neither step may be
30  executed. Step 306 and step 307 may precede or follow step 305. The embodiment of the present
invention does not limit the sequence of the verifications.
In the verification method for resource access control according to the embodiment of the
present invention, the service server of the SP obtains information of the user terminal that accesses
a resource of the service server from the communication network side and performs the validity

35  check on the URL link according to the user terminal information. This method overcomes the
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25 the link obtaining unit 401 and the verification unit 402, the
apparatus further includes a judging unit 403, an encryption unit 404, and
a user termnal information obtaining unit 405. The judging unit 403 is
configured to judge whether it is necessary to verify the URL |ink

accor didedect in the prionsrt thatdhoservine séruen anba dnteenst side qaithoe serifyfUR hdinke acdonding

and o JSsE RRARE Hokolfaddip S mb k0 5ol B bn HEBPhesh O aGEHHHE o RES L
speci f itheugly theomafriediR ke dnd realizeidhe odmtoh of restupceisepess er mi nal i nf or mat i on

d ' ' . ith th term.nal i nf t
"ol uded 1hIRREREROES oo % GRRBUEN: Y bacnt Tt on, AL SR I A e
t he Snetpaptaksesvetahdtss pronkied be ke SP htaytelepraed tlexibiyiala unified sidiseiButed Shanded

in the URL link, the validity check succeeds; if the user termnal )
i nf or meklePEEAY By BRoVideaiided pnrial seryersite foran 2 complets eneratos Retworkesoligion with

" ; . . . ; . it y
The. very (OO0 (0 sy e Speiaidh shalf eddBertc WiupliOF dPbdrtl sbnee il s S
of the poRidés akindéyieaders gotyl serves and thehams seaeicleyrie oorefguretbesthg pottal Seher andre

as the fornmat negptiated with the portal seryer, and if the fornat of the
URL |i ﬁ{le oﬁﬁt%l‘?’arYegi%H’fepH} lePPé)“’PWé rﬁP@é‘oP'ed'il’i'@sPP?Fé%aﬁ@WPék tifens dimied toe

fongat ceurRtPRSAACHMA/TDNSCPMN A GhoRR! ¥étorksh &1l tﬁ&%ﬂ&r?rkg rRgeRd %zbfe&o t}:r)Il'ovide

subsequent validity 5 check; if the format of the URL Iink obtaine
par si ndnternet geaend spevicescue withineths ageedtionadferfaing presemtitvieatiéror mat negot i at ed

ith th t al . 1O i dit fails. Bef frer the
ver 11 cat B AGRIERGRSithe o I Glan VaFPR T dretiocs Aot oouesl Foft fegpeoing
i nf or nehitdimée eneodirh&dé o theipiekertt Grvehtyn Forthét frifide QoW S apPirAORAY ©

whet her the current systemtinme exceeds the link expiry tinme carried in the
URL | i riistemfgr fesourpeacegssraontrol i me does not 10 exceed the |ink expiry time

cankied i -k, t - verifi lon succeeds;, if t urrent
FTHR. ocodtia PRt IR K ol oot G b bRy BRI 4 yhrdfafih acas
veri fi dad jessurbaadcsss contrdhhappairathsimciudes:her incl udes the encryption unit

404, configured to_use the sane encryption nmethod as that used by the

portal server to &HekpptainingupiddPl einfighed tpobtyimaliniform Resourced aorter (URY)
shared secr et ﬁﬁ%/ skiid {Ig}fe Gs@Piefhfat VhQD hBeURRUidY 1K (BN QRU 1 kel server

encryption resu or
according to obtained user terminal information; and

20 a verification unit 402, configured to obtain the user terminal information included
in the URL link and perform a validity check according to the user terminal information
stored on the network side and the user terminal information included in the URL link.

Further, to describe the foregoing apparatus in more details, as shown in FIG. 5, an embodiment
of the present invention provides another verification apparatus for resource access control. Besides

25  the link obtaining unit 401 and the verification unit 402, the apparatus further includes a judging
unit 403, an encryption unit 404, and a user terminal information obtaining unit 405.

The judging unit 403 is configured to judge whether it is necessary to verify the URL link
according to at least one of the following: an IP address of the service server corresponding to the
URL link, a port number of the service server, and a domain name of the URL link.

30 The verification unit 402 is specifically configured to judge whether the user terminal
information stored on the network side is consistent with the user terminal information included in
the URL link, and if the user terminal information stored on the network side is consistent with the
user terminal information included in the URL link, the validity check succeeds; if the user terminal
information stored on the network side is not consistent with the user terminal information included

35  inthe URL link, the validity check fails.
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15 the sane encryption method as that used by the portal server to encrypt
the user termnal information, resource URL, link expiry tine, and shared
secret key that are obtained fromthe URL |ink and obtain an éncryption
result. Before or after the verification unit 402 perfornms the validity

check on the USALdAMHiINA fiRmBRELHurdd® )b ileticr dre fominat ¢DfenRLEE
further con?i gure%oto cﬂeck whet her the encrj)?gtgi on 20 result, genera gdﬂglk

E Eg Egﬁbilgameig(hlylparliiil;]g e deiviceronustmessegaistthe saee aibe Jormab Regabigtad Vit eipeg)
_ i nk. I encrypti result .ge the [ I

i s con§‘1f>f¥f’feﬁ{1d\)\it the %ate?%%mamf(eosb&?gedggi %%%g]%b%letsﬁél %RL lyﬁllgggﬁéhggllg o4
encrypih,a0 4§ ﬁﬁ:%hné(te[{e{ggﬁﬁéd Wath tEYpE@AGsIvet fthé p@cedre prtckals tosbieque velidited
by the encryption unit 404 is not consistent, with the encryption res

car§i edheok]é e URtmatj ofkthe URL biple ohtainedrby pasing the seryice 5??“(?%tprlr13?sl"1§° lszééblﬁreent
apparatus further ingc S. ' H bt ai ni : [

305, PR Ui e BB i R AR sy BB SRR D e onthe.

net wor kK Sigigore ThiCaftis Cthe tvefificitédn it ct0aepérforms bthai validigy wheek ag3he giser terminal

specifically configured to obtain the user ternnal. inf [ g ol
g 88 ne:l?]bnhatmrdéhff WWQWHMW%WE%&L%E%@@I etlt‘?tn c%éprggé é‘g’t&é‘%@{ egew 2
; user ter L af | LANHROURDI ' brititi .
confi gd¥ 8“&"8“%8%‘%‘%%?1 ﬁ{?eﬁ%sée}{rp ﬂ?tgirn?r?ﬁgﬁa%l?gr rra%{ln(;%lkésl'%g iefghiﬁﬁ?ﬁfe“mﬁ J\}\%ers;mt
3;32 W; re@geee@_ 8 Qifnksstxpﬁyrtinm carried inf GreneRLdinks th timg viesfiggsion BIcesrdmt if ghe gurrent
Vi ce ' '
ytime exceedsotlr'le lir’:lg GQI%E'YV\QI‘EIE cgllri(gg i %%lgt [ﬁ%k,t He h{*h% JeRaddtinSafs of the user

The apparatus further includes the encryption unit 404, configured to use the same encryption

method as that used by the portal server to encrypt the user terminal information, resource URL,
and shared secret key that are obtained from the URL link and obtain an encryption result; or use

15 the same encryption method as that used by the portal server to encrypt the user terminal
information, resource URL, link expiry time, and shared secret key that are obtained from the URL
link and obtain an encryption result.

Before or afier the verification unit 402 performs the validity check on the user terminal
information, the verification unit 402 may be further configured to check whether the encryption

20  result generated by the encryption unit 404 is consistent with the encryption result carried in the
URL link. If the encryption result gerierated by the encryption unit 404 is consistent with the
encryption result carried in the URL link, the encryption result verification succeeds; if the
encryption result generated by the encryption unit 404 is not consistent with the encryption result
carried in the URL link, the encryption result verification fails.

25 The apparatus further includes the user terminal information obtaining unit 405, configured to
obtain the user terminal information stored on the network side.

The user terminal information obtaining unit 405 is specifically configured to obtain the user
terminal information stored on the network side from the service request message sent by a gateway
device.

30 Or, the user terminal information obtaining unit 405 is specifically configured to obtain the user
terminal information stored on the network side from a user subscription information storing
network clement or a gateway device on the network side according to the IP address of the user
terminal.

As shown in FIG. 6, an embodiment of the present invention provides a verification system for

35  resource access control. The system includes:
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termnal. As showmn in FIG 6, an enbodi ment of the present invention
provides a verification systemfor 35 resource access control. The system
i ncl udes: a portal server 601, configured to generate a URL |ink
according to obtained user termn i nformati on end the, URL Link to a
verification appaf ReTRL 3_6%6_ L, ¢ 1EYE Wﬁa%aggﬁaiﬁgﬁgc%gﬂg tB@h?*queﬁlrléS&r
to obtain the {iinal ﬁlrfépl?ﬁﬁbn L8 9&dmBhé OR1i 1M tddeFbritRafiftfagdRantst Rid and
performa validity check according to the user termnal 5Sinformation stored
on the network sithe enificativn epyearatue 603, einfigwed rtoecbtain theyosandemningl infrarogizen

hecsss cont r ol i op (5 DRY: B R0 beRBRA Sy RESCAEREMR Rl afiReh e fipa
URL;5l i nk gener glggichdtiin ishRedor ! nebRbk@idetdd (BE téer Bitndifng infsahatioariftinadd inshe

obtained and the validity check is perfornmed on the URL Iink according to
the user 10 tePmRliak.i nformati on stored on the network side so that the

validity check c e perf o t | } r.di

Vorm nal G Ravraon SRl APeeae iid SHm P fo R Podd cbfhed WeoliBlg to the

I esour Gentoldfét@d of he préseRt BoEMtRel tHIRIRLilink gendratoddiydibic portalr seeves andbedtitiykhe

t heft. Those of ordinary skill in the aEH? maé under giﬂg&é*t?gat .all or

part ofusﬁqféﬂ?méb@ qbfﬁlmﬂeaﬁﬁbﬁﬁdlchﬁ’d&e@ﬂi Kpariormead on gheyB; \ ?f&%ﬁttlée Ber
thegopr 65Githal (RHERbEGN o BRY Rtk %bﬁ}g@fd%%o%ﬁ%éﬁam 1Rk LAShE HEtdMd on the
rel'evant "har dwar e € programmay be stored 1n a conputer readabl e storage
medi umURb&ink taocadmgte dieserreyminal imfeiGMtieAMyhiwh peepeatsi diffeliesicysewr fram aogsssiogl
di sc. Al t hough the present in ti.qon is described thr one exenpl ary
enbodi ﬁbﬁ%@?“fﬁﬁgﬂﬁ‘ﬂgs@ﬁﬁafpﬁ%‘i‘itmq‘r]l&‘ahﬂ‘td_s Vo %%au%%lcsaéﬁg'jgﬁﬁ di ments. It

i s appar enfy kbat otdRss Rin &l dendf YnaGKidderstdhdl 18t AN br FAX oFithd ktePRkE theib@us
nodi fications anél) varfations to the present invention w thout departi ngi)

f r om 2ctdérdingc tp ¢heo forepang repgmdimenty exft thorpresené ipyassiont maynbenimplemerfed by a

i ntended to cover the nodificatio and vari atiaon Qvi de h fal
w1 n pep G Eting relbea oo fethero sl kR bRats fid bRt B bRk
CLAI M5 medium. The QoM@E nfddaimh b beRINON/RAM ra888Hetie dRe asm dpuoslrdic,

conpri si ng:
i gAlthough the present invention is described through some exemplary embodiments, the present

invention is not limited to such embodiments. It is apparent that those of ordinary skill in the art
may still make various modifications and variations to the present invention without departing from
20 the scope of the present invention. The present invention is intended to cover the modifications and
variations provided that they fall within the protection scope defined by the claims or their

equivalents.



obt ai ning a Uni form Resource Locator, URL, |link sent by a user termnal,
wherein the URL link is generated by a portal server according to obtained
user termnal information; and 5 obtaining the user termnal information
conprised in the URL link and performng a validity check according to user
termnal information stored on a network side and the user term nal
information conprised in the URL link. 2. The nethod according to claim1,
specifically conprising: obtaining, bé aﬁﬂl%tleway device, the URL |ink sent
by the user termnal, wherein the URC LA O is generated by the portal
server according to the obtained user termnal information; and obtaining,
by a gat e"“fi}}‘?&}ﬂcﬁﬁon fn}%ﬁlo!dgr&r rebSifred é&%ss‘d&ﬁﬁbmmﬁﬁmﬁg}m“ sed in the URL
link and performng, by a gateway device, a validity check according to the
user t er m otddiningfoUnibino Resowee a,ogertom ﬁéRInelmkoﬁtﬂm by deusgn termireal.uwlegreinghenURdl
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user ter m Hgpinings by WFWY%WS&%SFR%@DJH&W %?sﬁf’é tefyng 15! E?'§E‘rtg?mp|§lf
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termn information stored on the network side and the user terninal

i nf or mat i oobt@mmg; by edeivice: seeveurthe URIklink srat b theoeset tampinab asherein thg UREiling is
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the pragege rs@rvﬂfe%ﬁ%ﬂ $hé Gsdrh@ndRalsuismatientonprisediih yhe:URQ‘,JdinId éndt;keefohnmgaby
of the URL link is different fromthe negot i at ed, format t he v&n@dlty che
fails. theservics servpravalidisechesk spendige e the uphtemmipal miorgagpn sioreden the hetwork
per for I termnal information
stor edrgé]egéfnﬁlgﬁ%é% lt&nwalg‘%ﬁﬁ%}?oﬁlh&hggggd %@P&n}ﬂ%a l'%lﬁ{nf ormation conprised in
the URL |i pkTieanpthod escording ¢ ﬂ@nm@,eﬁr]memt‘deﬁoraﬁmrpdrﬁmmn@by thefgmrcemctwmce the
stored on the network side. is conS|stFnt W th

20 gy CFR HSRRI L, W SR ISP RN S1red A8 106 BFNoRK At gnd the user
I nf or maLL o0, SRR cdheriRa i HURT BRk! the ARARIGARRE: Wniglstie user term nal

information conprised in the URL Tink, the validity check succeeds; if the

user term Jualgmgnbp theagatomysdaied “dnnﬂmhé if aearsaky & wfvéhmHRLclyﬂcsaogo@mg tRiath

]E gie| gs reastt %;ler:n o? ?he foﬂ];v%gnré?%}l (ﬂ-:’] aﬁt?rrégs 5? ger'vpcetsre]reveru cR(I)‘rréslpcr)]Ill(dmé rt1oethean{E link , gﬁk
number of the service server, and a domain name of the URL link.

25 4. The method according to claim 1 or 2, wherein before the performing the validity check
according to the user terminal information stored on the network side and the user terminal
information comprised in the URL link, the method comprises:

judging whether a format of the URL link is the same as a negotiated format, wherein if the
format of the URL link is the same as the negotiated format, the procedure proceeds to the

30  subsequent validity check; if the format of the URL link is different from the negotiated format, the
validity check fails.
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6. The nethod according to claim1l or 2, wherein: 10the generating, by the
portal server, the URL Iink according to the obtained user term nal
information conprises: perform ng, by the portal server, encryption
according to the obtained user terminal information, a resource URL, and a
shared secret key to obtain an encryption result; and constructing, by the
portal sery %?‘[ g&e’ﬁﬁod"@coﬂd'irgﬁoa&ﬁﬁf f bﬂ 9, WRerkiaGhO Bl Hfeevaliday Bhéevkl according

i nformati on, the resource URL, the shared secret key, and the_ encryption
resul t jo srduser thefinaleinformatibarstrhé opetheoratiads side apd|theliusyr temabial arfeaheiong
to t_he user. term information stored on the network side and the user

t er m n&PMPHsSIRHS BRLUGKSPIPESES n the URL |ink, the method furt her

conpri ses: ju&gghg) Uhbher 62 WReraBEhnBl ihfRAmARbH Sredont the hetwield sidy i¢ dumsitent with the
server to“entrypt the user termnal 20 information, the resource, URL,

nd
t hes shasedessinak infommyatioh aromprised e dh &R lisks whereRIL the et rapgal OHH%?OH

encryption regsult: and.judgi ng. whether t: : ' -
cons! SsioRed o T AoheOB g il RE L b WierAGRARA, Riorifoy PhpPhean the URL
E:ngr ?g gﬁk,ﬁ&g ﬁaﬁd&&{_b’fl[&ck Ckslﬂcc{eﬁ@# lif thie sls@qeﬁmmmlformaﬁm ttoeedenc theptetvoork stk not
| e i nk, e encrypt t | fi. '
Che. gomensiston v6HtRH9 BESGH MBS b TR AROTRSHEH &1 BT FRChE U RBFBE oS-

result cargied in the ' - 1 @g{}g-.tionresult verification fails.
7. The net%ggwé%e?%or dfllcﬁéjﬁbioéﬂglrygﬁurrﬁq&ozrz’ , &\g}\%gr ei n: t he generating, by

t hgopor t al the QeMetting, ey tHeLpdriablseners, otheliURIL tlimkt dveomingin g obfeincd awser fegninal
information conprises: performng, by the portal server, encryption
apcordlllﬁfgﬁt’@ilc_twnﬂﬁlsaﬁ-ned user termnal 30 information, a resource URL, a
link expi r%er{oh%g, at§>d tﬁe P %cﬁ/?}ioﬁ OaRBidRgN t8NtHRN6hikield OGser efetthinal
and constriucting,” by the orta? server "the URL |link according to the

obt ai negforaation, ex mesvatcei WIRJL, natd @nsharéde seercb ey ctoUpbtain g8 encrvptiorpresylti pnd,

t he shared se t , dth ' | t, .
e e o o ey LRGBSt YA il
i nfiQr matd RROEEOURY. . Ak dhiRdRerepkdy, shdiBe anehyptich teslt; abdr mi nal i nfor mati on

conprised 1n the URL 1ink, the méthod further conprises. .. )
before or after the performing the validity check according to the user terminal information

stored on the network side and the user terminal information comprised in the URL link, the method
further comprises:
using the same encryption method as that used by the portal server to encrypt the user terminal
20 information, the resource URL, and the shared secret key that are obtained from the URL link to
obtain an encryption result; and judging whether the generated encryption result is consistent with
the encryption result carried in the URL link, wherein if the generated encryption result is consistent
with the encryption result carried in the URL link, the encryption result verification succeeds; if the
gencrated encryption result is not consistent with the encryption result carried in the URL link, the
25  encryption result verification fails.
7. The method according to claim 1 or 2, wherein:
the generating, by the portal server, the URL link according to the obtained user terminal
information comprises:
performing, by the portal server, encryption according to the obtained user terminal
30 information, a resource URL, a link expiry time, and a shared secret key to obtain an encryption
result; and constructing, by the portal server the URL link according to the obtained user terminal
information, the resource URL, the link expiry time, the shared secret key, and the encryption result;

and

i&



usi ng the sanme encryption nethod as that used by the portal server to
encrypt the user termnal 5 information, the resource URL, the link expiry
time, and the shared secret key obtained fromthe URL |ink to obtain an
encryption result; and judgi ng whet her the generated encryption result is

consistent. wwth the encryption result carried in the URL |ink, \Age_r in if

the gener abdereetictigstthopceatng the Vel deghacsarding indhe Hisr Jgmian pEEHRton
car 11 edyd, g bt fRwincie dn ThePet Y il Gt fon (B iolis &Pl REURIAGRE AR méthod
t he generated enctyption result 1s not consistent th the encryption

resul t fiifhardohgdisesn t he URL |ink, the encryption result verification fails.

8. The nethqd according to claim,1 aor 2, erein the U i nk ' .
link expir§%g ﬁ\@,sa’é‘ﬁ&n %?rémﬁﬂloﬂfats gl?at Pﬁeéiv%e (S’Pﬁ?lr%r‘{e%o %ﬁﬁﬁ%ﬁ%@%ﬂaﬁl
accar diiRghrhQtidd) 8hdlRburc8 UR N athe Niak UxPRY itik, %Eﬁ@ g slﬁzl?ed SRrd KeWbkaifdddRordnHe

the user termnal information conprised inthe URL Iink, the nethod further
conpr i déRL linkcongldainry evveyrtion meswtrand judging tvdrether the gerasated enerypliomesult is

expiry tine carri in the URL .]ink .wherein.if . the currept s i .
Gons, neoneBbuih it phmetnderyt pitiie 88 B URL e Mol itk SUERET, dbiTBion
verifi gaiflofs SufshadSwith fthé %c@lﬁﬁbﬁ Nesly Sheiddt inntheeWRELUBK ! the brhodyptimpiasylt
time carried in the URL link, the tinme verification fails. 9. The

met hod vesifigtimeyiceesds; ifithn generated encryriiomgesul isdgiot oensitent ayifythe spcrypiion result
seryi ce [, r rm | nf: Erl%' .ored on the network side. "
10.16The°a§lrr§ct 18&h%§§%ﬁ§[&htghte%8%§%n}#egpf% er%a?iﬁn?%feé' obtai ning, by the service
server, thg Tisemethed rcaadingnd etaimtl on2 stviereid the URiclimletomnprises indimkooxpiry itines :
recei ving, by the service server, a _service requgi%t me e sent t he

b :
gat ewayrndleRalers, oniisr dhepenfRrming e walidity chepk pecrdige e & g tPRRnglsigformation
ter m ngh, L ALA PSR £ B ud ?fl;rﬁJ MR bt cotprided ALBIUNIMEnK, e ﬁl@lglod

service server, the user termna '

ormati on storé)d on the network sid
from a fugher @ulyssed:pti on i nformation storing network el enent or the gateway

device on the network side according to an,l ddress of the.user,t i nal .
15 15n ver | PCBTE R OSSP Gt A eoedt BEDUOREY e e Fph p L i,
a |'ink \obtaihnF g ddieht sys@Rf gt 486k AR eRBdcithe BnlBifif/ tith Re&R1e ¢ tHeASRL ik, the
URL, link sent by a 30 user termnal, wherein the URL |link is generated by

a port dime acnifeatmococetiedy if shobarsent sustemetime exeredsithe ko expity Bme capépd in thg
confd gured..to obtain the user termnal information

\ég:r;o]; : g@%ﬂ?ﬁkgﬁ[ﬂfgttqurﬁﬁﬁ '%h ilE)'er forma validity check according to user
term nal i of THowBEMON asdobdifg tOflaitn DEfuvbekconptignd the user terminal
i nformation conprised in the URL |ink. 3512. The apparatus according.to
cl &0m 11, obininirg by Spyergpheprver, the user terminal information stored on the network side.
10. The method according to claim 9, wherein the obtaining, by the service server, the user
terminal information stored on the network side comprises:
receiving, by the service server, a service request message sent by the gateway device, wherein
the service request message carries the user terminal information stored on the network side; or
25 obtaining, by the service server, the user terminal information stored on the network side from
a user subscription information storing network element or the gateway device on the network side
according to an IP address of the user terminal.
11. A verification apparatus for resource access control, comprising:
a link obtaining unit, configured to obtain a Uniform Resource Locator, URL, link sent by a
30 user terminal, wherein the URL link is generated by a portal server according to obtained user
terminal information; and
a verification unit, configured to obtain the user terminal information comprised in the URL
link and perform a validity check according to user terminal information stored on a network side

and the user terminal information comprised in the URL link.

35 12. The apparatus according to claim 11, further comprising:
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a judging unit, configured to judge whether it is necessary to verify the
URL |ink according to at |east one of the followng: an I P address of a
service server corresponding to the URL Iink, a port number of the service
server, and a domain nane of the URL |link. 13. The apparatus according to
claim11l, wherein: 5the verification unit is specifically configured to:

j udge whet ; S ' \ 1{5@@ o Q&ifyNEe TR YRMKackbiliing ®
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configured to;, judge,whether a fo | ' D ; ' a
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format ok WheeldRE thd weér RBhaiahadotmativarssiradon tieemervordk sidwiseshsistestswifle thesusehe
same as the negotiated format, 15 the_procedutﬁ proceeds t .tgﬁﬁsubse uent
val i di termiked dhformatiareomnpyisedtin dghe URL- lipk, the yali mq}eﬁ%auwe%ae hegser CHPRL o
request ssage | iffere : (efa) 4 ; i Ghioymehi&e K
Fail's, mERRRRAC kel b B AhwbAP S AOQURAGE Nl R sty Rl Aot
unilp i Sompribdieih theURILditike thetvaliditp dpmkdailihet her a current systemtine
exceeds a link expiry tinme carried Lp the URL |ink, wherein if the current
syst em ti niH dBespprsetug aeceEting MClptnh kL XCESiPi ry time carried in the URL
link, the gi e xerdbigatl GiEsRed id: j K@ Rt fofn@temhd URE, iacsrgiaed
the 1ink e@%%ﬁ%{dﬁé@gf% ed | % t he deR}_J I]]{ln ,ﬁﬁt\e time verification fails,
16. Thayappsingh serviceaequtishmessage sathmsame af an miegetiateshiormay, vdrercin if the format of

e Wl

by the I i'nformati on, resource
URl 5 atfiﬂe ﬂm%@cﬁ{r@ ?r&%gdﬁb tﬁ@ﬁ;@m@hﬂ@ﬂicﬁé dheanit the folhatlof e HRA latkt ahitsinehby
encryptio ;. or

resul t; use the sane encryption nethod as that ,g,segléﬁb%J t_Pe
portal peesinga service maugsitmessageds dvferant somutheinseetiated fogmat, thervalidily eheclkfgils. o
l'i nk expir Lme, and a shar bt ained fromthe URL |ink and
obtain an ﬁ%%gppgﬁwpggﬁﬂ@pgg @?@ELW&? e verification unit is further

conf i gur ediyeqresifiegtoniet ib Firtlidh oef@urydtd: eompaeuletlge neuatesystent tme exceeds a
encryption unit is consistent with the epncryption result carried ig%%tﬁgﬁhJEL

ik ik espiryitime epericbinghe ERF: links wheteip 1t th Hra systes) timedosh BoU e

- 5ET Tl A, SRR ST GRS Lty e i S e
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N the URL UL appirane hoioring 90 ofafin 41 rafed donfitistef 7211
an encryption unit, configured to use the same encryption method as that used by the portal
server to encrypt the user terminal information, a resource URL, and a shared secret key obtained
75  from the URL link and obtain an encryption result; or use the same encryption method as that used
by the portal server to encrypt the user terminal information, a resource URL, a link expiry time,
and a shared secret key obtained from the URL link and obtain an encryption result, wherein
the verification unit is further configured to check whether the encryption result generated by
the encryption unit is consistent with the encryption result carried in the URL link, wherein if the
30  encryption result generated by the encryption unit is consistent with the encryption result carried in
the URL link, the encryption result verification succeeds; if the encryption result generated by the
encryption unit is not consistent with the encryption result carried in the URL link, the encryption

result verification fails.

17. The apparatus according to claim 11, further comprising:
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17. The apparatus according to claim 11, further conprising: a user
termnal information obtaining unit, configured to obtain the user term nal
information stored on the network side. 18. The apparatus according to

claim17, wherein: the user termnal information obtaining unit is
speC|f|caIIy configured to obtain the user. 5 term.nal jnfor t|o .stored on
the net workUssF deminal inlgrmation ehtaining mut copflay toS%‘tH{nnﬁbe Hse@ é;l %)Wétéon

ts{}ﬁ!e {hetnecmrﬁ% el Nformation obt aining unit is specifically
conflgure obtaln the user terminal information stored on the network

si de from&s. C[helappariussacqotdmg\tq ¢lfior hBtwhereist ori ng network el enent or a

gat eway deyice on the ne |§€7 accordlng IPadres o] e, .us
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CONBri $éfifnal mfon%aﬂ%i{ &t@%edscﬁft‘ﬁe hetwi AR fsicﬁtﬁcﬁﬂ alsergeReadse niesddgk lsaitrByRe gaewae
Locator, URL, link according to obtained user termnal information and send
t he URI.deVIOQ,K)I‘tO a verificati on appar atus; and the verification appar at us,
configured,to obtain the.user. o)
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URL |ink
network element or a gateway device on the network side according to an IP address of the user

10  terminal.
19. A verification system for resource access control, comprising:
a portal server, configured to generate a Uniform Resource Locator, URL, link according to
obtained user terminal information and send the URL link to a verification apparatus; and
the verification apparatus, configured to obtain the user terminal information comprised in the
15 URL link and perform a validity check according to user terminal information stored on a network

side and the user terminal information comprised in the URL link.
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