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1. Normal E-Mail Exchange 120 125 ' _
E-Mail Composed and Sent |~ . “~~ Received and given to addrassed
Using Standard SMTP/MIME ::D user(s) - Not secure between
Protocols companies

2. Inter-Office Exchange

VPN system may employ
1P8ec to transmit information

ey
o
o

135 ~ S
Corresponding VPN system
decrypts mail and forwards mail to
addressed user(s)

ﬂk

3. Private Security Method 140 145
~- Corresponding Agent, like PGP

Mail Agent, like PGP, usedto |_
encrypt e-mail before being > decoder, needed to decrypt mail
sent, before being given to user(s)
1557

Message can be read without
signature verification, but receiver
requires sender's public key to
verify signature and confirm
authentication of sender

4. SIMIME Signing 150
A Digest of the Mail is signed |_>
with sender’s Private Key
before being sent

—th
(o2}
(414

5. S/MIME Encrypted .
Mail is encrypted using a 160
‘session key and the session
key is encrypted using each
receiver's public key

\
Receiver must decrypt session key

with private key and then decrypt
message with session key

ﬂk

6. S/MIME Encrypted then Signed 175 —

Mail is encrypted using session { 170 Each receiver first verifies
signature using sender's public key,

key, session key is encrypted
using each receiver's public
key, then the mail is signed

using the sender's private key

then decrypts session key using
receiver's private key and decrypts
message with session key

L

7. SIMIME Signed then Encrypted 185
The mail is signed using the . LBO “JEach receiver decrypts session key

sender’s private key, then mail is with receiver's private key and then
encrypted using session key and :{) decrypts message with session key
session key is encrypted using and verifies the digital signature
.each receiver's public key using sender's public key




3/22

22a
NG

30a

40a ~

Message
Server

Deskiop
Computer |«
System
{354 _
Corporate LAN

At
~

30b

12 DEC 2003

E-mail
Sender |
12}(Unsecure) |

Desit ~ 40b N\ :

eskiop -

l Computer |« Mgesrsvaegre -t
System 7

\ 35D
- Corporate LAN

22b

200 L.

FIG. 3

—————— 600 —
K" Cert, Chain, CRLS,

Digital Signature
(Encrypied)

Message Body
(Encrypted)

Encrypied Session
Key(s)

~

202

204

206




4 2 DEC 200

4/22
B Message Body ~
e ,
416 (Encrypted) 418
. Encrypted Session ~
Key (User A) 420
Encrypied Session ~
E-mail N Key (User B) 429
Sender | '
(Secure) @ 408 406
L .
402 Corporate LAI\J!;07
‘ A 405
AB Messagg Desktop
—_ : > Serv Computer
erver .
: = . System
<— <— | Wireless ?}9 -
404 AN Connector
: A System
408 ~,
| Wireless '
Gateway ‘ Message Body ™\
| 426 (Encrypted) 418
| Encrypted Session ~
Key (UserB) | 250
Wireless ——- > Mobile Device
Network ' (User B)
\-414
P - Message Body ~\
\&_, Encrypted Session ~
Mobile Device Key (Userd) 429
(User A)
412~

FIG. 4

™~

p




5/22
—" [ cent, Chain, CRLS,
516 Digital Signature Fgﬁg
Message Body
(Signed) 520
E-mail | — | ‘
Sender | 503
Secure
(Saure) l@ E: ¢ 5
5og/ Corporate LAN
B C 511
—— > Message Deskiop
Server (User A)
>  Wireless
«— «— | Connector Desktop
' System
| 7
504
508 ~ ‘
. Message Body ™
Wireless 526 .
Gateway | ~ (Signed) 520
_ = —— ~
510 @ Digital Signature 558
Wireless — > Mobile Device
Network (User B)
| \-514
/\ ]
l A 522 Message Body ™\
- (Signed) 520
Mobile Device Digital Signature [
(User A) 2 ° 524
512




i 2 BEC 2005

6/22

809§

v pzg | 19150 089 | anreubis fenfig
i ~1_ | Ixueq] N ‘sTYO UrRYDX NeD
9I01S ~ v/ o5 _
THOMe) 229 €9 (paubig)
Y N Apog ebesssy
ﬁ ﬁ ol se|loid Jes() _
0e9 4 HeO mmo/\ ainjeudis reubic
819 29 | (poubig) |
(g 1esn) dopisaq \J Apog eBessapy l..mwm
\vi9
109 N v
) welsAg ‘
10]08ULOY : ;
809 I _ —
/\H | SSORIM | > 19uI9)U] 40
. lanieg . NVYM OL
al0lS obessepy [ -
TdOM8) _
\ 209 ) (€4
A ﬂ -y . 29 (poubis)
OUAS | \J Apog obessepy
219 19 ‘
019 - 0€9 | eumeubls renbig
(v sosn) dopiseq| M ‘sTHOUrRYD'X UeD e




4 2 DEC 2005

1S

7/22

SSL | ainyeubis enbig ‘oD . _ —_ yARVIL!
8IL|  aimeubis reybiq
vL2 | (paubig) (g Jesn) Aoy
N~ uojssag pajdiiouz 0z 1.2 | (poubig) (g Jesn) Aoy oL/
- — N uoissag pajdiiou .
gLL [(peubig) (v uesn) Aey| 7 pESPATRE |
- uoisseg paydAious | 1L | (paubig) (v 1esn) Ae
. - N d
OLL | (peubig ‘peydiious]) uoisseg pajdhiouy
\J Apog obessepy 0LZ| (paubig ‘pardfioug)
— \J /pog ebessep v
V0L~ . . — \DNA
| - weshg - o
swojsAsg UII.' 10]0BUU0YD | —* . > >
Jenduion - | _SSOIBIM | | .
dopiseq o). Janeg » . . Jowsyuj o
abessajy _— = NYM oL
) 1L | (poubis) (g 1esn) Aey
c0L- A \—| uoissag paydiious

gL/ | (peuBig) (v Jesn) Ae)
‘N uolsseg pajdiioug

OLL | (paubig ‘peydlious)
Apog obessapy

C

80L 1 aimeubis renbia .WU 4

'STHO ‘UleyD ‘U8




8/22

P8 [ (g 108() Aoy .
N\ uoisses paydiioug 219 (v 1850) Ao3] - - 8'Ol4
018 | (peydAiouzy ‘paubis) \- uojssag pajdiiousy 'm\:w
~ \{| Apog ebessayy 018 | (perdiious ‘peuis)
808 (pordAiousy) \Jd Apog ebessepy
\J emeubig reubia 808 [  (pejdiiouz)
| ‘sTHD ‘ureyd ‘wed \] emprubis reubiq
| ‘STHD ‘UleyD ‘ueD |
8~ &
walsAg |
oSk H_I.' J0108UU0D e T — el
Lwﬂmﬁ omu SSe[aMM
dopiseq o] . lanieg . jowieiu| 1o
obessay - NVYM oL
, . v (giesn) Aey -
Nowp - uojsseg pajdiiousg
ck8 1 " (yesn) Aoy
N+ uolsseg pardAoug
018 | (paidiioug ‘peubig)
\J Apogebessepy
808 (pe1dAioug) 008 .
\ emeubigewbia | |/

‘STHD ‘ureyn ‘wen




12 DEC 2005

9/22
— Message Body |
916 (Encrypted) 918
Encrypted Session ~
-Key (User A) 920
Encrypted Session ~\
E-mail Key (UserB) [goo
Sender te—
(Secure) | ||(ERT) 4 598 906
- 902 ' Corporate LAN '\
L\ ‘ f‘905 ~
AB . Desktop
— e > Mse:;a;?'e Computer
—» Wireless System
904 _ Connector {909 907
A System
S
e
B
908 ~ -
Wireless
Gateway '
Message Body |
(Wireless-Friendly ’9\26 .
Encrypted - User B)
L -
Wireless —— : - Mobile Device
Network (User B)
\-914
o~ Message Body

Mobile Device |
(User A)

912/

(Wireless-Friendly
Encrypted - User A)

FIG. 9

924




10/22
-[Cert, Chain, CRLs, |~
1016 Digital Signature | 1018 .
M
. s
E-malil & 1020
Sender |e—
(Secure) (/\ ._1903 1006
L1002 AB -
Corporate LAN
1005 10072
esktop
Mse:fvi?'e Computer
System
Wireless :
Connector | 1009
System

\1028

Wireless
Gateway

1008

Wireless
Network

Message Body
(Wireless-Friendly

Encrypted - User B)

Signature Indication,
- (Wireless-Friendly
Encrypted - User B)

Mobile Device

(User A)

1012~

Message Body
(Wireless-Friendly
Encrypted - User A)

Signature Indication,
(Wireless-Friendly
Encrypted - User A)

FIG. 10




.2 DEC 2005

B

11/22

L1 Ol

(g Jesn - paydfiougy | | {v 1esn - pardiouy | 9LLL
ozl | Alpusud-ssejaip) oziLL | Alpuskd-sselelm) %
] uoneoipuj ainjeubis | uoneoipu| ainjeubis
(g 18sn ~ perdAioug (v 43 - pardiious
vell | fpusny-ssejpnm) 8| fipueyg-ssejeup)
N Apog ebesseyy N N Apogy ebessepy /
POLL ~ 2
ws)sAs
— ———
swiesAs hmwwm_m.”\d,o -
Jeindwio) -
dopiseq oy 1BAeg - jsuisjuy 1o
obessoy -~y NVYM OL
2oLl ) VELE [ (poubig) (g sesn) Asy .
| uoisseg pediioug
kit | (paubig) (v 1esn) Aoy
=l uolssag peydiioug
OLL | (paubig ‘perdiious)
N\ Apog ebessepy

ev]
™
™~

(

ainjeubis reubig
‘SO ‘Uureyn ‘wen




C 2005

£

12D

¢l 'Old

(v 1980 - pardAioug zz21 N (v Josn - perdAiou m__.m_.
ggzl | Aipusui-sseim) | | 7 gzzy | Apusussseeam) | |70
] uoneoipu] aimeubls | uoneoipu] ainjeub|s
. (v 1980 - pardAious (v 108 - peydAiou
vmﬁ‘ Apusii4-ssajanm) 8LZH!  fipusug-ssejeim)
. Apog obessap | N4 Apog afessopy /
p0zk ~ Mg _ YR
welsAg = | hjnnﬂv_
o sweishs 10108UU0D) | — _ : —
& _ SSejolIM :
== Jgindwo)
N dopjseq ol JBABeg < | 5. jeussiu Jo
obessapy , -l NVM 0L
2021 7 vigk[ (guesn) fey | | &Y B

N uolsseg pordAiou
cigh [ {y sosn) Aoy

N uoisseg pejdAIouy
0ict | (parduouz ‘poaubyg)

o Apog ebessei

802t (pordiiouy) 9021

\ emeuis reubia -~

'STHO ‘ureyd ‘we)d




- 13/22
Message | 1300
arrives
_ 1310
1305 N\
: : Route message
Plain text? Y » to recipients as
needed
Process -
Signed | 1450
| 1385 - 1350
Generate Detect Retrieve
digest A on » digital » sender's
message signature public key
N\ 1340 1385
Extract digest B from
ditigal signature and verify }«

sighature on digest B

1360

Process
1 Encrypted

Digests
A and B maich and
digest B signature

Y

N verified? l
: l . Add
1365 — Add "Failed® _~1 "Verified"
- signature 1370 | signature
Send signature indication indication
indication and

message body to
" mobile device

Ly
/1395

Send signature
indication, encryption
indication and
message body io
mobile device

1385

message
encrypted?,




14/22

1330

1410

Process
Encrypted

Data
First

v

Extract session key
for mobile device user

Y

Process
Encrypted
Data

12 DEC 2005

1380

1415\

Generate message with
encrypted session key and
send to mobile device

1430 \

User unable to
decrypt session
key and cannot
view message on
mobile device

<N

/ 14860

1425

” Mobile
device has
private key?

Send signature
indication, encryption
indication and
message body to
mobiie device

le———Y

1440\

1435

User opens
message and
issues command
1o decrypt
session key

A 4

Decrypted session key
returned 1o redirection
system and used to
decrypt message

1465

Send encryption
indication and
message body to
mobile device

Signature
already
processed?

Process
Signed
Data/

1450




i1 2 DEC 2005

15/22

User composes - 1500
message on
mobile device

Y :

User selects ‘signed |/ 1905

last' or 'signed only'
message security

Generate L~ 1515

session key
Y
N Encrypt message |~ 1920
l( using session key
1530 < |Generate digest L A
N and digital Encrypt session key|,. 1525
signature using each
- receiver's public key| -

h 4

Send message and possibly / 1535
encrypted session keys with digital
signature and signature-related

information indication to host system

I 1540

Extract signature-related
. information indication
from message

, 1545
) 4

Attach appropriate
signature-related —>
information to message |

/ 1550

| Send message and digital
signature with attached
signature-related
information to receivers

FIG. 15




16/22

User composes | - 1600
message on
mobile device

h 4

last' or ‘encrypted only'
message security

User selects 'encrypted |/ 1605

Generate

» digest and

digital signature

‘

42 BEC 58

/1615

Attach digital

16256~ Generate
session key

v

signature, Cert, chain and CRLs
if signed, using session key

Y

chain, CRLs to
message

signature, Cent,

/ 1620

I

Encrypt message, with digital 1630

Encrypt session key using host system
public key or wireless-friendly security
scheme and send message and -
encrypted session key to host system

1635
daa

v

1640 \ Decrypt
session key

v 1645
Re-encrypt session key |

addressed receiver

using public key of each ——>

1650

'[Send encrypted message
with attached encrypted
session keys to receivers

FIG. 16

83




192 net piliti)

17/22

, . VARSI E
OvLLN : 2Ll s
| suoieoIUINWIWOYD swivlsAsqng “
abuey-Loyg ao1Ae(q] JBUI0 | [ohjuod
_
| sreubig
I
eiLl
" w501
9821~ 8Ll ! IV
auoydoion i 104100
vELl
!m ead - . -
. 1oyeads | S WLl e m e
A 3 "/ se|n
NvYH INPOIAN
pieoghey) k—i S 4 a1emyjosg 1oyl
0521~ S ; 2
S | )
uod feuesk—y = STPOT
82L} N | 2zl1 / uoleojuNWIWog Blec]
_|_| o/l am_h._x:w ’ W_WH%_%E o\
[ — / a|npop Vyell
LIONEOIUNLILLIOY) 80I0A f—”




2 DEC 2005

18/22

' /— 1802
E-mail Sender

FIG. 18

1804

Sender's E-mail

[]
1808
Host System /_

~-~._ | Authentication And/Or
-~ .
1 Encryption Message
' o Processing
L4 / "
re
Wireless Connector
System | . ... —
T e s 7
s10—" -
Ar
- - - lv- -
» - -
First Processed ¢~ Second Processed >,
Message N Message V4
S~ — i el
1812 - 1™~ \— 1816
1814 L 1818
N/
— I W Py

Moblle Device Device

L i

First 4 | second Mabile |
. . ' N

' |




19/22

' /- 1902
_ Mobile Device

Message '

Wireless Connector

1904

- FIG. 19

/— 1908°

Authentication/
Encryption Message
Processing

System
.N -
\ -~
~.
. . /
N
.
v
Host System

Receiver /_ :




12504

20/22

> | oomeq | 10z oN Ol
onqoN |’ ~— 9102
a31Aa(g
G JAOMIBN — 7 a|IqoN
sssjalip o100
9802 9e02 NY1 oﬁho o)
9€02 | ) I 2e02
~—— | J8IN0OYH NdA
L YlomeN ™ ssejom mmo/m. 10]08UU0Y)
SSOJRMIA | Jeoeuauj
¥E0¢2 \ ﬂ 8202
ve0e ~*—5. J0j08UUON  wesAg
Y . ssajalp Jemndwion N
alnjonusesu] ~ JOMIBS dopjseq
Sselelm > ebessep +
o0z 7 ﬂmmom \- 0202 _
_ u xoqieN 6102
€€0¢ 2002 3 ~
e P \ [
Jeinduon 900z \ I Xoq|!

800¢



21/22

. gopz ~ V902
— §iog m mm

g eoneq |E—— ——p

1Z2old

N eroz

SIGOIN

+102

MIOMIBN
SSOIBIIAN

aInongseyu|
Jojeredo
MIOMEN

ooz 7

gjiqon

v aomeq

N

WwoIsAs
isindwon

GE0Z y Nmommu

Jeinoy
NdA | JO}0BULOY

(

1 8jeiodio))

¥502 8502
|

i

—

[

weisAs

SSORIIM

10j03uu0)
jadepeu;

% g WaisAs

|

—»|  Jemndwo)d

dopiseq

cmm

¢s0c

|

lsnes

]
]
abessepy Al_.V

weisAs
10108uu0))
SSajalIp

0z0z -~

8002

1002

vV waisAs
Jaindivon
dopiseq

6i0c

u xoqgepy |

|~

¢ XOqIe

1 Xoqen

L10¢2
S

¢ V708 g0z
{

960¢

10J08UU0D
jeoeyelu)

oy02

- zbo2




12 BEC 2005

22/22

¢¢ "Dl

8602 ~71
—— adineQ 060¢
ItGON —

¢ JIOMIeN

9602 _wm ~— 8802

SSajelM
— aoina(g ¥60¢2 NV eresodion
) oo :
C Ge0c
. 1810y
L YomaN : NdA
ssejaNMm 920¢ | jopsuuon
| ¥ o e
welsis
JojoeuucsH ¢ &ebe
ssejalM walsig
| femejen A 19N _ hmﬁ..._soo ¥e0e
§S800Y - ovised_ |
gt v ebessapy A
0802 m \- 0z02 “
B _
21018
ereg . 4 xom__m_z - 61L0C
2902 7 .Ewﬁmhw 2002 6002 ¢ Xogirew
Jopndwon |~ : L xoqgjien

8002



