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CLAIM OF PRIORITY UNDER 35 U.S.C. §119
[0001] The present Application for Patent claims priority to Provisional Application No.
61/164,276 entitled “Electronic Discovery System” filed March 27, 2009, and assigned to the

assignee hereof and hereby expressly incorporated by reference herein.

FIELD
[0002] In general, embodiments of the invention relate to methods, systems, apparatus
and computer program products for electronic discovery and, more particularly, determining
suggestions for potential custodians to add to a case in an enterprise-wide electronic discovery

system.

BACKGROUND

[0003] Electronic discovery, commonly referred to as e-discovery, refers to any process
in which electronic data is sought, located, secured and searched with the intent of using it as
evidence in a legal proceeding, an audit, a securities investigation, a forensics investigation or
the like. E-discovery can be carried out offline on a particular computer or it can be
accomplished in a network environment.
[0004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, whereas paper documents must
be scrutinized manually. Furthermore, digital data is difficult or impossible to completely
destroy, particularly if the data is stored in a network environment. This is because the data

" appears on multiple hard drives, and because digital files, even if deleted, generally can be
undeleted. In fact, the only reliable means of destroying digital data is to physically destroy any
and all hard drives where it is stored.
[0005] In the process of electronic discovery, data of all types can serve as evidence.
This can include text, image, calendar event data, databases, spreadsheets, audio files,
multimedia files, web sites and computer programs. Electronic mail (i.e., e-mail) can be an

especially valuable source of evidence in civil or criminal litigation, because people are often
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cri ti c¥dcation, retrieval and preservation processes, especially in instances in which the enterprise
‘system includes disparate technology infrastructures and the like.
[0008] As previously noted, e-discovery, as opposed as conventional discovery of printed
materials, provides for the ability to filter or search the data so as to reduce the volume of data to
only that which is relevant to the request. Such searching is typically accomplished by
determining a specific date range for the request, providing key words relevant to the case and
the like. Improvements in the area of searching are greatly in need to further add efficiency to
the overall e-discovery process.
{0009] Once data has been retrieved, preserved and, in some instances, searched the
electronic data may be reviewed by the requesting entry, such as a law firm, securities
commission or the like. While large requests are generally suited for online review, the manner
in which the data is presented for review adds efficiency to the review process and ultimately

drives the cost of the review process. Therefore, improvements in the manner in which data is

presented for review are also desirable as a means of increasing efficiency and reducing costs.



part of any el ectronic discovery is the preservation of data, which

i nvol ves mai ntaining an original source copy and storing it for
preservation purposes or furthering processing. This too becones a daunting
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| i ke. if someone is or might be associated with a case. This research process is not foolproof and, all

too often, during the actual discovery phase of a case it is determined that one or more
individuals associated with a case have not been added to the case. This is because of oversights
or limitations in determining who is or might be associated with a case during the research
process.

[0013] Therefore, a need exists to automate the process whereby individuals within an
enterprise system can be readily identified as being potentially associated with a case. The
desired process should take into account who is already added to a case and determine who else
is or might be associated with the case based on their association, during the timeframe of the
case, with those previously added individuals. The desired process and system eliminates the
need to manually research who is or might be associated with a case and, in doing so, lessens the
likelihood of a failure to associate/add individuals to a case due to human-error or limitations in

manual research.



[ 0012] At the onset of a case, electronic discovery associ ates have the
daunting task of trying to determine who is or m ght be associated with a
case. This is a difficult and rine consum ng endeavor that requires the
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msure that the suggested potential custodians are within the confines to the timeframe of the

case. Once the suggested potential custodians have been determined they are presented to the
electronic discovery associate charged with adding potential custodians to the case and the
associate can make a final determination as to whether to add or not add the suggested potential
custodian to the case.

[0017] Additional embodiments of the invention provide for determining preservation
notice recipients based on a comparison of data, such as personnel data or the like, associated
with individuals that have alrcady been identified to receive the preservation notice and other
custodians and/or potential custodians. In addition, the determination takes into account the
preservation notice history of the custodian and/or potential custodian being considered as a

recipient of preservation notice of a specific preservation notice.
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employment locale, employment classification, data source accessibility and/or generated data

content. This determining may further include accessing, via a computing device processor, one
or more enterprise databases to determine the at least one match between the predetermined data
associated with at least one added potential custodian and a suggested potential custodian.
[0021] In other specific embodiments of the method, in which matching of predefined
data is included, a predefined threshold of matches may be defined, such that determination of a

suggested potential custodian may entail determining if the threshold of matches has been met.



determ ning, via the conputing device processor, at |east one match between
predeterm ned data associated with at | east one added potential custodi an
and a suggested potential custodian. The predeterm ned data may i ncl ude,

but is not limted to, enploynent chain-of-command, enploynent |ocale,

enpl oynment cl assification, data source accessibility and/or generated data
content. This determ ning may further include accessing, via a conputing
devi ce processor, one or nore enterprise databases to determ ne the at
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computing device, one or more suggested recipients of a preservation notice from amongst

potential custodians previously added to the case. The determination is based on an association
with the one or more previously identified recipients of the preservation notice and previous
preservation notice history of the one or more suggested recipients. In such embodiments,
determining one or more suggested recipients may further include determining, via the
computing device processor, at least one match between predetermined data associated with at
least one of the previous identified recipients and a suggested recipient. The predetermined data
associated with the at least one of the previous identified recipients and the suggested recipient
may include, but is not limited to, employment chain-of-command, employment locale,
employment classification, data source accessibility and/or generated data content. In related
embodiments, determining one or more suggested recipients further includes determining, via the
computing device processor, that a predefined threshold of matches exist between the
predetermined data associated with the at least one of the previous identified recipients and the
suggested recipient. In still other related embodiments, determining one or more suggested

recipients, further includes applying a predetermined relevancy weight value to each match of



conputing device, one or nore suggested recipients of a preservation notice
from anongst potential custodians previously added to the case. The
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by the at_one processor and nfi%ured t recgtive first inputs that define

a case “AHETHP PrY e 30 Y ghitcdehringt B Y‘Wt}_f pgeestedetepial qustodiahy second
i nputs[ém? add ANGhQTspERAiEcRBSBREAR the Mpalilisansy ihOlulidIS c£8 AftabakB focaRRAr at us
additional Ty includes a suggested potential custodian %cat ion stored in
t he mefmthy memasy endgsindgied ihstorgtcaperplatedyinta welvdimg o ting #pogiedwith o

det er m,ne |ur al i f t ial eustodi a rmnation
i's baglttahcf 03%6 %ﬁi aa@é%’é%%@fi tgﬁ&gﬁ?ﬁ%{eﬁ' ﬁréal%nrg&}éér&ﬁa%(?‘ém Fﬁ’é\rﬁ“gﬁgﬁ"g‘!@é‘%ﬁppot enti al
cust odicansdianshd demat ¢useidizanelaseslsiati. dihedass dakmbbdeas balse. to Thescustodige st ed

pot enti.al custodjan lication is further, confjgured t rovi de an out put
of  t he SaEbEF ATRdaIATRRIORE §F BPERelual g harat e efleh e e pedDe | n

ot her gpRGHfhica daiilA dicMBbian URELABRAI tHePpotciB cufiblidtlecldeg ase imtabase

| ocated in the nenory and configured to store case-rel ated data including

t he ti gestedigredaiahassi ated with the case and a custodi an database | ocated in

cUst o2 ol at ol A AEsRL AnEl O B sbfiarft MBI AR Bodien

dat abaagpliutién isHfathea dohfipyraite determine et Joadt en¢ match besteon peadstetmintddatz ase i s
reflected in . respective case-rel ated ta in the custodi an dat abase and the
pot ent AsPoRld B A feartans el paiartialcusiodian sof a s palGAEH o689V TR ot ner
speci f ipfedefehrmledBRh Scidet, Hat BRBANIMtEG 10, ERFlosHeReRbacdb RO dmMloghadi an
application is further configured to determne at |east one natch between

pr edet &clenemapleamantetasgifipaiionddain soyren acpessidility A/ eodacqbmE BEICEICARIS t odi an
and a ipggﬁﬁtcggotﬂ%rxs? r"[thlll.@,lin S eHRAMen] & g%ﬁ{eﬁgymeﬂﬁg Agth@iah AGlides, but
is not Iimted to, enploynent chain-of-comrand, enploynent |ocal e,

enpl oy nefuthed cosfigired &t dcorss odabomem aibeprisecletbisgs 1d dojeraumd/ the atdegshomont ent

i al i . T iy h i .S, t.h d
e R A S R S R ST O
enterp@isaggeg@a@b@ﬁ@ﬂ chfiodigderm ne the at | east one match between the

predeterm ned data associated with at | east one added potential custodian
and a suggested potential custodian.
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[0028] I n further specific enbodi ments of the apparatus, in which the
suggested potential custodian application is configured to determ ne

mat ches i n predeterm ned data between previously added potential custodi ans
and suggested potential custodians, the suggested potential custodian
application may be further configured to determ ne that a predefined
threshol d of matches exi st between the predeterm ned data associated with

at | east one added potential custodian and a suggested potential custodian
Furt hefQ028h such Iefibythet snsaifis entbdingntsgd sheeapppratveninivellichoths segtiested appl i cat i on

may be further nfaur t. [OVi t U f. the ryned plurality
or” sugBetbtll hrbaRt hilteqfu PR tabtu R Fiblend in BT OBEL P 4o
mat che$etweth pjvIdnsle addsd, potantial distodpead suggexddqaieneal uistofliahd) ehesgppgesakius, in
whi ch the syggest.ed potential custodian_application is confjgured to

det er rrjpﬂf@nwﬁtcgﬁ% aq ?E@W@%@Wﬁé&ﬁﬁrﬂﬁ@gﬁ%&%@gﬁtﬁirs'*ipgedfﬁagﬁ potenti al
cust odiggBshoRIt ISHERE ki RPlRhd fed GLiatiRY BSassdMiePWHE 8l oROidaRY | al
custodi an application is further configured to apply a predeterm ned

r el evameigniia cystediempnda suggesiesdpotntiehcusfodiane Fprteateinesneh empdimenis.did sum t he

pr edet ] -\Wel val t | i al
Cust oc eSS phEh it B EL BB e B Rt B INIAPRLEREVERE 0
appl i cdeteoninadhplubatity off sipgasted gofentjaircastotlmngpthatrmeke teyaredufitpd thresholidlod

determ neq]ﬁg)l urality of suggested potential custodians, wherein the output
conpri Qalehgs.y anked 1 sti ng of the suggested potential custodians, and

wher ei m@20¢ r ank§fbrédvet, i@héSspb@nk 8fbodARALs P tHeRBp ShiE 88 WRLhRRE QikEAdd
custodian score. [0030]In further enbodi nents, the apparatus may 1 nclude a

suggespeisniirl eggpdian prabicainn ig eonfieuredi te detcapips Matahrow psedstesained delie nenory,
execut %gth&lg}? ﬁre%lb%sip gﬁg@%%?émiﬁf‘&xs&ﬁ%% gﬁt{] sglggésged&%'t&'ﬁgi n@gtgg{%ﬁ% g%ee%gé«gsfed

suggest ecl pi en a preserva c rom
cust odipatestigircestodiars hppliastiteds fiothieheontiered Orapplyet pedatarminedneleganbpseghon an

association wih the one or nore previausly identifi.ed recipients of the

pr eser daief B Pish A of e Py Bt Band i o PRfe bt SRS G BHE one o
nmor e syggesioatkulias la@tég?gé'ét%d pbt_@ﬂt@alb&st@&ﬁ&pwoﬁi IP§uReH %ﬁfﬁbﬁh@ﬁt&?&e%ﬁ@gestwd !JdeS a
conput er - r eadabl e nmedi um defi nes_yet anot her enbodi nent of the 1nvention.

The corpigniéal cpadiamprrlicelimunsy brcluithercoafigired fo prayidg the oyl of e delgiiinedy
conmput [ I i « i - I t rame
aesbo1 Siendfty FAeKRod bdihial dRMEnG \Merd M CORF LD E A My R Car
t 0 r eceuggestsé porutial npsiedanshatd witdeio tle: rankadd isengBiranked dhsedwattbaliugpestado t he
case. The cagng.%{t r-readabl e medium additionally includes a third set of
codes PBFIEYS ﬂ@a‘éscc%?‘mut er to determine a plurality of suggested

pot ent [@)30F ust odirbfustherldhebod Bh&its]iHaipp@atus SndydscideasugB&el frtdetntivh t h t he
one or npre previously, added potential custodjans and the tinefrane
associ 8pue frrpient awlicdlion storerhinithemampry, exgsutaplshy fheproresserast sonfigyresip

| ncl ud@seAniheWhd Br 86 sBLecsRE ifiBits 6RYSicBGvAioch AORK £5m moRERPbRAHAN Out put
of the determ ne‘glr pF{?r a%% ty of ‘suggest gﬂd potential custodi %ng

custodians previously added to the case. The determination is based on an association with the

one or more previously identified recipients of the preservation notice and previous preservation

notice history of the one or more suggested recipients.

[0031] A computer program product that includes a computer-readable medium defines

yet another embodiment of the invention. The computer-readable medium includes a first set of

codes for causing a computer to receive first inputs that define a case including a timeframe

associated with the case and a second set of codes for causing a computer to receive second

inputs that add one or more potential custodians to the case. The computer-readable medium

additionally includes a third set of codes for causing a computer to determine a plurality of



[ 0032] Thus, further details are provided bel ow for systens, apparatus,

nmet hods and conput er program products for determ ning suggestions for
potential custodians to be added to an el ectronic discovery case. As noted,
the determ nation is based on a conparison of data, such as personnel data
or |ike, associated with individuals already added to the case and all
other individuals in the enterprise, who formthe group of potenti al
custodi ans. In addition, the conparison of data occurs over the specified
ti mef r arggeded pmgdiabyustdd@nsa"ﬁe detﬁninimtjmeismaaﬂd anhssEugige s&ti@dhqaaueecvmilcab

cust odi ans _are n.the confine e ti rrefr f C 033] To
The. aceBBeRAaartRialEsPaRt ATyt Bt ot sl Rt v dRe RaEroralipe
enbodi fRrbMpsRIpfiste iReiuhtiatiuias ek saal tales forl chisigles eamhee ta Bebvide
parti cul arly pointed out in the clainms, The follow ng description and the

annexed ehtRY; Al dke delsrmnedipfurality @€ suggested peigntial pysiodians.at i ve f eat ur es of the
one or (gfBSE eNDOdinIE B Sher &ﬁéaarf: f»ﬁ;v'tﬂeﬁgbef%ﬁfok Bt h)faratiio ﬁﬁg‘g}g but a

few of the various ways In h the principl€s of various e di ments may
be enptoyeder papgamhiredugtssor dgterimdming suggastions &d poteniizl cusfddiang o boadded to

enbodi nents and..t heir | EF | PTI ON OF THE

o055 REDkRAR A ik AARE Hro deRninal e afehl T (mphiifor Sl eh
ref er em:peirthél dammtke,rm'ﬁlmzﬁe:d \t/inlelrﬁlmmmﬂweﬂi;ea@_ggadﬂmm thg 8asewhd al ottice got
necessari to scale er ei .1 1is s¢ |c i agram
of an g';s‘b %ﬁj ‘?We&h?g?mb‘ghg‘?@h‘i’ﬁ*fﬁ eq g%%? igns. %P@W%F €cust odi ans
In an ghRetfGRbEdM §&9i-§edv)ér ﬁﬁ% &MRed tindER BRAEELYIHE Ra&TD adurBRkshof t he

present invention; [0036]F is a detailed bl ock diagram of an apparat us
confi gsuggstqacb]pot@ié{aéwﬁqqluamg are W1th1n the confines to the timeframe of the case.
[0033] To the accomplishment of the foregoing and related ends, the one or more

embodiments comprise the features hereinafter fully described and particularly pointed out in the
claims. The following description and the annexed drawings set forth in detail certain illustrative
features of the one or more embodiments, These features are indicative, however, of but a few of
the various ways in which the principles of various embodiments may be employed, and this

description is intended to include all such embodiments and their equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS
[0034] Having thus described embodiments of the invention in general terms, reference
will now be made to the accompanying drawings, which are not necessarily drawn to scale, and
wherein:
[0035] FIG. 1 is schematic diagram of an apparatus configured for determining
suggestive potential custodians in an electronic discovery system, in accordance with
embodiments of the present invention;
[0036] FIG. 2 is a detailed block diagram of an apparatus configured for determining
suggestive potential custodians in an ¢lectronic discovery system, in accordance with

embodiments of the present invention;



suggestive potential custodians in an electronic discovery system in
accordance with enbodi nents of the present invention; [O0037]FIG 3 is a

fl ow di agram of a method for determ ning suggestive potential custodians in
an electronic discovery system in accordance with enbodi nents of the
present invention; [0038]FIG 4 is a block diagram of an enterprise-w de

el ectroni c discovery system hi ghlighting conputing device nonitoring, in
accordance with enbodi ments of the present invention; [0039]FIG 5 is a

bl ock {0083 am of FH® 3ak edlomodiagradiod e awtiod fondagennisg swggestivierpoteatidr dance wit h

P TR AR R TNV ENCHER W
enbodi pRBhAticdE the present invention;
[0038] FIG. 4 is a block diagram of an enterprise-wide electronic discovery system
highlighting computing device monitoring, in accordance with embodiments of the present
invention;
[0039] FIG. 5§ is a block diagram of an electronic discovery manager server, in
accordance with embodiments of the present invention;
[0040] FIG. 6 is a block diagram of a database server in an electronic discovery system,
in accordance with an embodiment of the present invention;
[0041] FIG. 7 is a block diagram of a collection server in an electronic discovery system,
in accordance with an embodiment of the present invention;
[0042] FIG. 8 is block diagram illustrating electronic discovery management structure, in
accordance with an embodiment of the invention;
[0043] FIG. 9 is a flow diagram of a method for initiating a case or matter including
creating search terms, creating and sending preservation notices, sending reminder notices and
creating and sending surveys to custodians, in accordance with embodiments of the present
invention;
[0044] FIG. 10 is a flow diagram of a method for custodian management in an electronic
discovery system, in accordance with an embodiment of the present invention; and
[0045] FIGS. 11 and 12 are flow diagrams of methods for harvesting different data types

in an electronic discovery system, in accordance with an embodiment of the present invention.
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[0041]FIG 7 is a block diagramof a collection server in an electronic

di scovery system in accordance with an enbodi nent of the present
invention; [0042]FIG 8 is block diagramillustrating el ectronic discovery
managenment structure, in accordance with an enbodi nrent of the invention;
[0043]FIG 9 is a flow diagramof a nethod for initiating a case or matter

I ncl udi ng creating search terns, creating and sendi ng preservation notices,
sendi ng rem nder notices and creating and sendi ng surveys to custodians, in
accordance with enbodi nents of the present invention; |00%§]JFI G 10 is a

fl ow di agram &ETﬂhED%ES(ﬂ&IPTéQb&%Eb@%}MQEWﬁ@F THE OMNoni ¢

0 o P Ty BERRO ) NIRRT R R RED. |,

har veshemmafiefwidr efidrerda tathe ppesnpanyiag dedwengsy mnwltcldsaagber yotallstem i n

accord gglggdime}ltg of &e?rmg‘génnaergtshgvfm.t ﬂﬁee%[ gh%%%en. ion 1%?1%{ Lg Ciabodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure may satisfy applicable legal
requirements. Like numbers refer to like elements throughout.
[0047] As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, or a combination of the foregoing.
Accordingly, the present invention may take the form of an entirely software embodiment
(including firmware, resident software, micro-code, etc.) or an embodiment combining software
and hardware aspects that may generally be referred to herein as a “system.” Furthermore,
embodiments of the present invention may take the form of a computer program product on a
computer-readable medium having computer-usable program code embodied in the medium.
[0048] Any suitable computer-readable medium may be utilized. The computer-
readable medium may be, for example but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation medium.
More specific examples of the computer readable medium include, but are not limited to, the
following: an electrical connection having one or more wires; a tangible storage medinm such as
a portable computer diskette, a hard disk, a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory (EPROM or Flash memory), a compact
disc read-only memory (CD-ROM), or other optical or magnetic storage device; or transmission
media such as those supporting the Internet or an intranet. Note that the computer-readable
medium could even be paper or another suitable medium upon which the program is printed, as
the program can be electronically captured, via, for instance, optical scanning of the paper or
other medium, then compiled, interpreted, or otherwise processed in a suitable manner, if
necessary, and then stored in a computer memory.
[0049] Computer program code for carrying out operations of embodiments of the
present invention may be written in an object oriented, scripted or unscripted programming
language such as Java, Perl, Smalltalk, C++, or the like. However, the computer program code

for carrying out operations of embodiments of the present invention may also be written in
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DETAI LED DESCRI PTI ON OF EMBODI MENTS OF THE | NVENTI ON [ 0046] Enbodi ment s of
the present invention now nay be described nore fully hereinafter with
reference to the acconpanyi ng drawi ngs, in which sone, but not all,
enbodi mnents of the invention are shown. I|ndeed, the invention may be
enbodied in many different fornms and should not be construed as limted to
the enbodi nents set forth herein; rather, these enbodi nents are provided so
that this disclosure nay satisfy applicable |egal requirenments. Like
nunber sonvefitemal protéduel piograemhingtldnzoagshowch af 1O 4CT pgrayming lapgpageoirat ed by
one of skill in the art. the present invention nmay be enbodi ed as a nethod,
systenﬁnﬁ ggwme%§P§W¥%?oduct, or a conbination of the foregoing.
Accor djougby, t heEpbedigsits bfthepidset immtibiake deReibbObélowfwithveRidnce &) Y
sof tware enbodi ment (includgg%ﬁéirnmare, resi dent software, .m cro-code,

i

etc.) BewehridhuRbRRTANIEERENCK tingramy Al uRstko i APPRAREKEIFEMEL FBE FAMPYISR  may
gener ablokddpioBERE M Rhal be URAGkBodatba:R URERDT the WS MLGuioRTRRMyment s of

t he pr _Invention y take the formof a conputer program product on a
conput klock diagrabiscandénticombinationsegf bnepuinghe (ewthagt ignsitgtions andde bkodi ed i n

T L

el ect r iRiractionB @AY bt providetl ite abrocedsecdfracgenrerabhirposeicofpates; Gpecil pagosec onduct or
system apparatus, device, or propagation nmedium Mre specific¢c exanples of
the coRSBEWT: PRABRETRSTHEHR d@%@ff(ﬂﬁ%ﬁ,ﬁlﬂow% P BT AR ,Sufﬁlﬁaataﬂlé

fol | owmiiguciRs, SH1EGE EdcE@t vRAROBOEERET JTRAVE RS oPbthBDiBgMineBle dtd angi bl e
storage nedi um such as a portable conputer diskette,” a hard disk, a random
accessproeersing appesiys, czeateanerhenisps fmrmpleneRng the funciprsiad] wepfiedingherabl e

r ead- og| r P r gl ry), a conpact disc read-only nenory
(CD-RC@?%C%EW%%‘%%E%gﬁﬁ%%wlgPaﬁgaﬂgggb st orage device; or transm ssion

medi a fOSh) as t hDlsse sompmocrt programtissthioti@isnedy Oso wastorad iren@impuNetreadablat t he

conput er -r eadabl e pedi um coul d eyen be pa r anot her suitable nedi um
Cpon WREERTY ta 3R GUFHA CLTRIEF i GH: PoERaBle S S HETE P GHITRGR |y
capt ur goh paHidilari@dnnk?) SEANRS thORbthEBbnSR&RA I he @bmpier RARSle REmShEr medi um

then conpiled, interpreted, or otherw se processed in a suitablé manner, if
neces sBrogucegciriitle af memeduie indudingdasitettionmpsns which gnpleosnidhe Bncligndt am

code f (mﬁ?$th@qugh%ﬁgﬁﬂgqhggﬁ%%%gﬁ%E%ghgents of the present invention

may be en1n an ject o ted or unscripted programm ng

| anguaf®53lich asThkenompuRe progrédmadsiructidos nf@yldtsp boroddaé ohtolacomigotvevesthert he

g?ggg;Sg%z%gﬁ%q?%nﬂﬁﬁgfpc%ﬁgélg%gé&é#? %{ c%ﬁgq ‘cﬁ trics. tt)lL c?p%?ati%Lales ep(s) gol lgléeﬂqeg'f%rrgéd the
on the computer or other programmable apparatus to produce a computer-implemented process

such that the instructions which execute on the computer or other programmable apparatus
provide steps for implementing the functions/acts specified in the flowchart and/or block
diagram block(s). Alternatively, computer program implemented steps or acts may be combined
with operator or human implemented steps or acts in order to carry out an embodiment of the
invention.

[0053] Thus, apparatus, systems, methods and computer program products are herein
disclosed that provide for determining suggestive potential custodians for a case/matter within a
comprehensive electronic discovery system. The determination is based on a comparison of data,
such as personnel data or like, associated with individuals already added to the case and all other
individuals in the enterprise, who form the group of potential custodians. In addition, the

comparison of data occurs over the specified timeframe defined by the case to insure that the
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conventional procedural progranm ng | anguages, such as the "C' progranm ng

| anguage or simlar programm ng | anguages. [0050] Enbodi nents of the present
invention are described below with reference to flowhart illustrations

and/ or bl ock diagrans of nethods, apparatus (systens), and conputer program
products. It may be understood that each block of the flowhart
illustrations and/ or bl ock di agrans, and/or conbi nations of blocks in the
flowchart illustrations and/or bl ock diagrans, can be inplenented by

conput euggpsted)patantiah sustaddans areswithih éseconfingsuid ¢he tpnefganamfithstasecOnaatbe may be

provided to rocessor..of ~a general purpgse conputer eci al .purpose
conput é‘ﬂ%ge%F‘?B%ﬁlétP? 51}58@9%1}13‘6 4 g‘?ﬁ“ﬁf‘?f@ﬁ"& imf‘?djr}gsﬁﬁtgg Iq %‘g © CS&l%IPg duce a
machi n@ssosidelthhdgad with adddasiondnGibl B dianiccthc ease avd e ibdclabtcap ke as@al of t he
conput er or_ other programuabl e data E{?ocessi ng apparatus, create nmechani sns

for i nprtemeinsioapstmwhetheidoiadhey aetndd fissuggssied ppientidlcustodiar foAPe ca8id/ or bl ock
di agra lipck or : : LAS i may al so
be st oi@eogq)n a céﬁ%lﬁts éarjie ?%g%g%}iemzeﬁ%o@g@%g? fog gir?qgllr ?ég%:t#ﬁgh%gﬁ%trﬁée{rﬁmor ot her
pr ogr anftids recipizhta bpsed vasisionpanppat datassuch a$ persdnnehdatanrdhphke, mssatiated manner ,
such that .the.instructions stored in.the co er _readabl e.nenopr roduce
an art iwd‘{l"én Vldﬁaﬁ%]'fagﬁefvﬁ © %ctfeﬁlafq‘?ﬂg 1?d;ttorrﬁccef 1CON° PrEH d "OHCS WS EMEnt ¢ he
functi gnt@fiinssp@ot potestial Bustdiars| BVbRich, e détermibitipekalas ago acoobhih ( S) .

[ 0052] The conputer programinstructions rray_%l so be | caded onto a conputer
or ot h@respV aignaatias histomaplihep pestodian and/ox peicntig! ustpdiar Belag copsiderades aof

oper at i QBaln Sk §RFeciR REsRRLbRLIRAE, On the conputer or other programable
apparatus to produce ‘a conputer-inpl emented process such that the

i nst rug®d56hs whi FHGekprovides oschemetic diagramert aprapparaivs LG eeadiguraddbt e appar at us

provi de steps for inplenenting t.he nction i I f4 ! .

fl owc hg?tf: c??lg%qs%@}?o%‘ﬁgﬂrcgﬁlo‘%lfl%scffl??%%seﬂ ﬁ%lr&‘r%alﬁ ia\ﬁ/%ﬁt}%{pﬂg%ﬂvﬁ% %%J@I%ngr am

i np: enﬁist:@s?rﬁm&m;@m agtotdanceyitl embadiiiens df thictphesotdiahion. OAs bisederein, the

inmpl enmented steps or acts . in order to carry out an enbodi nent of the

i nvent fFL CREBYE) TGS toap ARt Wt Whahop arRess eEhdiis ‘g’ﬁﬁﬁt%ﬁ%ﬁ?"é‘i’& Program

pr OdUCFaéclliﬁBr?tJ}%rﬁigr&cSEsi‘ii Wiesk dddatsidal v 4 SudiQdiatGlutnyiald) drisigaRakd Ve
potential custodians for a case/matter within a conprehensi ve el ectronic
di scovetoyessyadetesnliaThahargeamipeases.cndios ofgseige waniguletsadateios e dita erege such

as personnel ta.or ik ocl.at-ed. i.ndi Vi . ed to the
case aﬁa‘“%fh A]gfa“he‘?l&lmrlll |a\/§’8ﬁaﬁ§[ cﬁ%}t@{l e & nlieg rhsgﬁ%?qﬁ%ﬁfggmﬁgﬁéngggup of
pot ent iirgtbrestus b @aieain snattbn Gritdiat“ipotentidl kestodinp'dras doen idéntifet gtheg araraddaditer t he

specified tinmefranme defined by t cas insure that the .
P the respecr:rt?ve case/matter. I:f%e "p(;/tentpaF custod?ant' ?s elevated to an actualh‘custodlan" once a

decision is made to collect data from that particular individual. As used herein, the term
“enterprise” refers to a business, organization, association, and/or some other entity that usually
includes a plurality of custodians. For example, in some embodiments, an enterprise is a major
corporation that employs several thousands of employees, some or all of which may be data
custodians. Unless explicitly stated otherwise, it will also be understood that the term
“custodian” usually refers to an employee (current, former, full-time, part-time, contract, etc.) of
an enterprise.

[0056] The apparatus 10, which may comprise more than one computing devices,
includes a computing platform 12 having at least one processor 14 and a memory 16. In specific
embodiments of the invention the apparatus may take the form of an electronic discovery
manager server 110 as shown in and described in relation to F1G. 4. The memory 16 of

apparatus 10 stores electronic discovery manager application 20 which is configured to receive
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suggested potential custodians are within the confines to the tinmeframe of
the case. Once the suggested potential custodi ans have been determ ned they
are presented to the el ectronic associate charged with added potenti al
custodi ans to the case and the associate can make a final determnation as
to whether to add or not add the suggested potential custodian to the case.
[ 0054] Addi ti onal enbodi nents of the invention provide for determning
preservation notice recipients based on a conpari son of data, such as

per sonmgbrmeksion fipm ¢lparanickdiscoaiery asdoaiated apk tieansefi defiding icgses Raandanmatidrs eady
been identifi to.receive the prgeservation.natice and other .custaodi.ans
anar or il Bt AR P L et U P Rn D P R
accountorfipirga t6 seseit@tiirstinging thaeddfing h 0ise 20f Inichided withimdhadefiiibnodf thodaent i al

cust odi_an bei.ng_consi dered as_a recipient. of a . specifi reseryation
not | peﬁ p%'gsﬁr%ﬁéne 4;8?’604’%&%*& CREHEHEP ihﬂfaégrl Bpe _&% i ba dsfieed Yo
confi gusethd RfiesdQlcRbdh easegpéfmg&ﬁé ecl/fof &8¢ Lisling Ut 8finaMisnchi@mednfyane Of
matter 1n an enierprlse-mnde el ectronic dlscovery systen1 i n accordance

wi t h eldssely defines, sichtak eppy andedion pithes theiapaningor elgsing prst: éihe elackrenicer m
"custodian’. ref an. 1 ni.vi . a

st or g e Bued AR it ol Sl B ARG RGN oRei Bl BB, oy
cust odibag ool poyentialadstodians 2e®, thec:aal2s Thsindtiab potenii] ebesdiams| 2oamdded £ hanges,

processes,..and/ or ot herw se mani pul at es data t.he data, storage device. An
i ndi vi §851229° fapwa!?» SRt pofreqtired Bﬁl?eaﬁldm@uﬁwgﬁpvazé@ta’%gﬁnﬂ gloRRly felaser s

someonghQfasd Nterest to a case or matter. Once a "potential custodi an" has
been identified, they are added to the respective case/matter. The

" pot en{®GI7] cust ol agrordprecearidyapeeitic pabadiments wh the inyastionithhcasoedtha deci si on
|'s made, & 0GP e fkeidal By {h(«:%iE'cﬁr&ﬁE d%@t;‘}e tbpela ic\é{i&?@e ston i RGE herein,
the term™en erprise” retrers to a buslness, “0Or nizati on, assocl atl1 on,

and/ or dstabmse d2 hed cwetididnydatdbate 4bswishih yhe adedtrodieslissopdry spdtént atathase 8.t Tk ans.

For exanple, .in so nbodi nents, an.enterprise is a mgjor. corporation that
ol oy SREdpiebae DBTeGRa IR L b CuS et iy S it e e Ry eBenda o
cust odicgdhScasdille @8S 0¥ théit thtodhrdtaBhs @bt thitlfeoasd, LTI dubtodiah GatBasbRger st ood
that the term "custodian" usually refers to an_enpl oyee (current, former,

f ul | - t inpludepapluralityef custadianddes 4%and epclorusipdiandile hpyouser njasossesttie appar at us
10, whi,ly wafiﬁ'mé i@%}df&r Cad ALY, BREGOIRIREND ig%ﬁk&ﬁi thd éo‘dféﬁ%a%basi

conputing platform aving at Teast one processor 14 and a nenory 16. In
speci f 46, sanithet whert scusfodidnds hdded it & oaset the addipon of the custydidraik ecftebed fiothen of an

el at | SrerapRe Tt Y4 ERRERS RIS il iBabe R el e R Eon

di scoveagtodiBEGENS o EHY duSidtial datdBaseb CIThé Hnle Betive@iithe dade@lataBsRI4¥@nd the
information fromelectroni c discovery associates as a_neans, of defining

cases 99sterian drtabeag 4prevides for fevernging] fabis crassimaffessbased gn prpvioaphisisgiclych,

el ectrom i - ann] ' i fl - tve first
i nput S@%Eﬁg?gﬁ{ g?‘?ﬁgmaé Ccas 9%]'1 T ’ct?lggﬁésg%\?\}atg%ieﬁéttﬁg{%ﬁ%kjﬁlﬁgF%ﬁbdg?gfgﬁe case 22
i s t hediscuseéd tumberdn rgduigon wiFI6S. thel2case occurs. The case tinefranme 24 may

be def I[(ﬂ%g] by The memory 16 of apparatus 10 additionally includes suggested potential

custodian application 30, which includes suggested potential custodian routine 32. The
suggested potential custodian routine 32 is configured to determine a plurality of suggested
potential custodians 36 based on association 34 with previously added potential' custodians 26
and the timeframe 24 associated with the case. The association 34 between previously added
potential custodians 26 and suggested potential custodians 36 may include, but is not limited to,
employment chain-of-command, e.g., same superiors or subordinates between previously added

custodians 26 and suggested potential custodians 36 during case timeframe 24; employment
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specific dates, such as a case opening date and/or a case closing date or
the tinmefrane nay be | oosely defined, such as open ended on either the
opening or closing end. The el ectronic discovery nanager application 20 is
additionally configured to receive second inputs that add one or nore
potential custodians 26 to the case 22. The initial potential custodians 26
added a case 22 are typically, but not required to be, individuals readily
identified and closely related to the case. [0057] 1 n accordance with

speci f lasatiorh agi, sane sitys Site, pilding divtor,aic., heheeensevieusty added custadbatis 26 avdit a
recei ved h | Al [ very..ma pplicatjon are stored in case
ot abasierged B fLERIARRS 18 SN S sRRRRE ;AP RO i fefp Rl

syst ensdnd pbasde, 4b titlehwe. datseen picalvasly added cislodidas?2 Gaml sugpdstddypotdntiglase fil es

44 associ at.ed gith each ,cag_e in. the :{j\éstem and eaﬁiﬁ} case fil e _has one or
mor e cﬁ%%faffrﬁé dygng e3P RIS 2fhramedlaia sope ESrsTHPARF R RdeIshE | ncl udes
a plur %d&%uﬁ&di%@@ﬁﬁ?ﬁg%eﬁﬂe&%ot‘éﬁtiﬁ!&gst&ﬁ% mmg 'cfﬁéé tindfRniads HRRrOr nore

cases 49 associated w e cust odi an. not ed, the case database 42 is

| i nkedsimilar 4ata eersend drranatodiby beesiouals addedetistofians Hhand sggestedagieatiali s added to
a case JFER . 0 . : e case
file 42‘1%@%1%%%5%{5@@8% g%gl.grg& g?&ag‘hgP%%%é@%&t?@fa?%#&&%n&?u{ ncsﬁﬁa%&éses pective
cust odemnrplist éatdfas©3 8, widchcsy bdargrdatibhsdtamagdt thElvatdrprive ildidimeperédnaelcase
dat abage 42 an he cust odian dat abase 4 rovi des, fqr | everaging.future
Cases) et Eramgate e IP PRUR Guanretaipt by Veatepicedy e i 26ncept of
l'i nki ngndmgsﬁ%eg@ge&ig@tgﬁmguﬁgdim jghe cust odi an dat abase 46 is di scussed
further in relation to FIGS. 4 - 12. [0058] The nenory 16 of apparatus 10

addi t i 6¥WaP1 y i ncFuthsssuggesiedpatentisbeustndiaa appliestion B8 is eopfbned i pravide an whi ch

i ncl ud ] i I | 3 nti al

cust odp SR BRI Gty LE e ettt bARNAN AU’ 1 BB GHPBRRIRCAAAET |

pot ent betiputcfos preskinsation 36 tHeasggbsted patesia icastodians3¥b ik displayewich ash poadged
otenti al, cust pdj.an 6 and the tinmefrane.?24 assocjated with.the case. The

Posoci s SBEE B Barebnn g (rRaha Bub & Mbsteiich B BoHPHR ARy

suggeshdcire! Aidingaotntial Qfoaings 26t0MY cds8 Qb UtethideEarl Shé Qlgpbdtéd pdéhtial,

enpl oyment chai n-of -command, e.g., sanme superiors or subordi nates between

previ otatedimgaapresratcdde tiespbonin dissensge avedats diang theinitiglohass of #ddiss dur i ng

case t| ¢ : I I i ir] di ng,
roor, Pt ulans JTHCRUEH ¢ BT Ul ren SRRk ma e B L 0
cust odegred8bordumiiedy it ambtimensimenmpoRidtial engbdymelét are hddedité theabsed?, e. g. ,
sane | de, | title C et ween preyiou ded cust odi ans.26 and
R MBS e A e L S SR ey

sour cesmeRaly Blettidnic diSdovesnilagst seret ¥1(belRidicusition baBctZédhiadisosveggest ed

potential custodians 36 during case tineframe 24, and/or simlar data
cont enE§@HET BiStE Y- prcetding tospbodiaenteefdhepressnt inyentigny Thg Glse¥eme pot ent i al

cust odiyaRseRPmahEkAGrGRS 0 1 SRR EATPIAber i, SEGRAEAnRA'ERLBhe 6431 R a0

routine 32 dccess enterprise base 38, whi e any d ase
t hr oughease/mdter withimrthe tlsgranfcdisapivery syeemdfiend,davpitasbenboidmenis | i ke, to

provi de for. an association between .a. preyi | dded..cust odi . d the
D Lgges et BePaRFndl Bod FhUGE%:iPisBlso fii e B Giuty s nf iaf”

cust odp atphdight veddus@iterdtteictnbodiniengu T eleotrdiiio distevepNmeandghtiderfod 10 may
presentation of the suggesteg (g%entl al custgodians 36. In on& specific
enbodi HSHdE ORBOLRPTS Y 2R FYPE PESERRUHET 451 dgYice: nEheRigyaInparap @B fetods can

cust odLQRALRAy b pafHneRbA¥iny BtbrRenPufQPidRew ndow or the like, that is
presented I n tonjunction vm'){h a user, such as an el ectronic discovery
associ 810811 addi nghesteend 1 inchdst auiputing phitfoon A ¢hag eayereggive and expéuse r egar d,
t he suggeste ent.ial i [ [ nte he . gl roni
di scov%&%%%gg ?é‘?‘%ha%r i(?f’gﬁ ‘i‘ﬁ%@%ﬁ"?&ﬁzg‘h"ﬁeso eg“a(t)%ilérigf(;h 6& %%’% F%Tp%ﬁst odi ans
t o t hevglasle aad dot-halatilesienafry g esieadloplgtaadbr aindensicass armomp@R AN anéf | ned

A O RN W A

detail ed bl ock di agram of apparatus 10,
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specifically electronic discovery manager server 110 enbodied within an

el ectronic discovery enterprise system 100, according to enbodi nents of the
present invention The el ectronic di scovery manager server 110 is configured
to determ ne suggested potential custodians to add to a case/matter within
the el ectronic discovery system 100 and, in optional enbodi nents, determ ne
suggested preservation notice recipients. In addition to providing greater
detail, FIG 2 highlights various alternate enbodi ments. The el ectronic

di scov Ewsﬁhermma@ew I$anapeincludoonggr more ashememerymellsnor magtbe any sacopdarypér

e For G S Sroldallcf e, Sith Hialibhe BRARANR 06, TRE B E BadHY 107 Yes®
coant [(:ﬁgzpl at f oth:eg cbhl@::ltn::?]ﬁlaﬂf@ﬁﬁlzlﬂsmgluée@qﬁ'uéeesdrdﬂl whiels nﬁ@@e an

appl i cations in atfarn es. menor ch may conprise
TPt | PRI BY Rt O A S ST oty SR CHRM AT accoss
MeNDr Y ofheAbdta cheﬁ?McéﬁPﬂWr otﬂeaﬁfbc&@élds%ch & Agﬁymﬁ?gﬁcﬁtecéﬁmmn to

conmputer platfo Further, nent 16 may include one or nore flash
menor y 2pmiicpion mgrﬁﬁbyﬂ%mém&cg ée“d’d drintedlpqes aith Ay oesidgat mregﬂam& sushich as

magnet hg’elg& diSR aﬁng% : ﬁglllclaggr? 20,20 ge& Ip8%ﬂthﬁ \Aﬂstgtlrllitlf nﬂg;ﬁ%@t?o%ﬂj(:)urt her,

conputing p atforn1 es pro sso

applic a;ng'gestettpmirf'dtion motiegreaipedt application 70"cABledike, stoped mtthemembiypkedf,the
processg ic circuit, or ﬁ;ﬂfr data processing device. Processor 14 or
ot her 8@ SRR S execute an application progranmmi ng

interf aoo@3(” API "Proé&sérhatmaﬁa@rvfaﬂgmrmésim%amys@e%memnﬁﬁmﬁwh as
electronlc di scovery manager  application 2 ested potential custodian

appl i cHfmuAregepitve gad eepbipations thesalghatvathle @erfé@qhﬁn@ﬁy obgspvardaf pehthgo or

t he I| ga%% ager server
110. ‘%%i@@?@@??ﬁ?gﬁﬁ nc udégmgarlo ﬁ%§%%52€5%89%é§§§§@ 2 enbodi ed

in har thigatmg ahd maummmng smhhmarcehorarmdd exchanging an svithhdhee aétwotltedtdeeined! e t he

functi server 110 and ility of, the. server on a network.
ror oy e taBiedSherR riBepRrut SR SR ok tsbor T4 SRCERREY S el nne

conmmuniigdtih emgu@ﬁdn @ithhiREbAY ddadweriiahaget hilichedn/wy, kegedeypsagial For the

di scl osed aspect.s,. pr.ocessi ng subsystens 52 of processor 14 nay include any

subsys PestRdiaepplisation 3P uwees Rmewa@%e«ﬁt#@ﬁ%plamﬁab@tlyn A@R/Bger appl i cation
20, suggﬁgﬁlggneg%t&@% Blodfids igHogn application 30, suggested preservation

notice recipient application 70 or subconponents or sub-nodul es thereof
[0064] Computer platform 12 additionally includes communications module 54 embodied in

hardware, firmware, software, and combinations thereof, that enables communications among
the various components of the electronic discovery manager server 110, as well as between the
other devices in the electronic discovery system 100. Thus, communication module 54 may
include the requisite hardware, firmware, software and/or combinations thereof for establishing a
network communication connection.

[0065] As previously noted, the memory 16 of computing platform 12 stores electronic
discovery manager application 20 which is configured to receive information from users, such as
electronic discovery associates or the like, that define cases 22 and/or matters within the
electronic discovery system. As such, electronic discovery manager application 20 is configured
to receive first inputs that define a case 22. Included within the definition of the case 22 is the
timeframe 24 over which the case occurs. The electronic discovery manager application 20 is

additionally configured to receive second inputs that add one or more potential custodians 26 to
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[ 0064] Conmput er platform 12 additionally includes comruni cati ons nodul e 54
enbodied in hardware, firmmvare, software, and conbi nations thereof, that
enabl es conmuni cati ons anong the various conponents of the electronic

di scovery manager server 110, as well as between the other devices in the
el ectroni c discovery system 100. Thus, comrunication nodul e 54 may incl ude
the requisite hardware, firmvare, software and/ or conbinations thereof for
est abl i shing a network conmuni cati on connection. [0065] As previously noted,

t he meHsrpseldd. cfhedpifiplnateigalustofliopn?a added g cass 22) ase byivisally tut setac@rsed fnager

appl i cat i : i SR | i.nformation fromusers, such

as eIeg%#%ﬁY%ﬂﬁ¥g%b1e#@nassg%?g¥§gyg§m%ﬁgﬁ%¥gg%'that define cases 22 and/or
mat t er B00A61 hi n t e mtmwotyriénif applirstos V@ addisyrstly mclullss suggbstedepatattabni ¢

di scover nager .a ication. 20 is confiqured to receive first inputs that
ot o CtodiBARE LR b, ik fifes et e Bl eyt e 2 135 | ke

ti mef r aipesddd %tyta{tia!’\ﬂlsﬁ‘dﬂlidnh@utﬁm i9 66ifTgtired kb Aetehn@itt h PRirdlitd bb §@yested Manager
application 20 is additionally configured to receive second inputs_that add

one or pisntial pettedians o baspsianding 95 mpge gsgocigtions g4 withpreviomsly added pefentisht ent i al
cust odj . ﬁﬁ;@‘%ﬁ{ : q),;,ﬁg & i

indivigua éggggggﬁgwﬁlentlc%%éggﬁgﬁ% oseP%%Eg?g?g3&%8a?ﬁ£g%§§%%&F§%%gﬁThe
menor yddémohedgrtamatch $0 betvesed predetaahingd datg hssdasted wigh estveehshotdded i al

custodi an applicati 30, which include u sted potential custodian
routinga§@¥B$W%° ﬁ&%@ngﬁﬂﬁﬁﬁsaPWﬁW“ G ﬁ%ﬁ?gﬁ%routine 32 is configured to
det er njops7p Pl urdhd prededdmsntgdaret ey polaattuals rotBined RNsmBByRasRta@rfone or

nore associations 34 with previously added potential custodi ans 26 and the
ti mef r SoBMERd, £Lo FAME FERPTIRIS N Sebpsdisaspbetyren prewgeslnaddsd castodtals Odr i se a
determ 8k Wesh: Ta R i i
previgﬂgﬁgmgg%ggﬁggﬁggg%ggggustod?%ﬁgﬁ%G angggﬁggg%?gg%%%?g%?%aﬁh%gstodians
36. [ 0067 sifh dupdiagciasr rindittuenprergusinaddad eystislians 26 and sugdgested pefentis]

enpl oynent ..chai.n-of - cony 10 S Lors or bordi nat e t ween
ot vt SEERig Ao R he p TR De 31 Pern SRR B CR, £F, SHRGPEHAR BB 408, F T
case t kigEbostaes préviowipaddydemtodiasabial sugested pSiamial cisiotiarsi3beiuribg tasdi ng,

floor, .etg¢., hetween previously. added custodians 2 nd su sted potenti al
cust odHBKE38 Zﬂlmgl_a@ég@m? @%¥$%ﬂ@ebzwee@mﬁ?vavw@rﬂdge$ algsquﬁﬂrgngéﬁias ,e.g.,
samne | %g%&&@potbrﬂﬁl bistddBn8 56 o YRE RnRhaYE 04 3hy/oPERAG SatSiRind PéneffieNd
suggest ed potenti al custodi ans during case tineframe 24; sane data

sour cebapwipsplyiadied cupietisne?d prdespgaestidpotantielcusiodiantd bawinzpashidmeliape st ed
tential . . g =0
ont ent o LfieSlBE A rtaf bt S8R R LR e AP A bl

cust odbamsy Sffatdey thrgghas ¢hd enteprisinclidding ptreomiebdpstaed apdtleriilkicato prosddodi an
routing 32 accesses the enterpris at abase .38, ich may be any dat abase
L r ougiBHh ARGAT B PSR U A 3ur SRR 2 At ek el AR | | ke to
provi dgydfiar@neassoci ati on between a previously added custodi an 26 and the

suggested potential custodi ans 36. )
[0068 In specific embodiments of the invention a data match threshold 62 may be

defined as a means of determining whether an association exists between previously added
potential custodians 26 and suggested potential custodians 34. For example, in the
predetermined data includes four categories/criteria the data match threshold for an association to
be determined may be a match in three of the four categories. In a specific example, if the four
categories/criteria are (1) employment chain-of-command/supervisor, (2) employment location;
(3) employment job title; and (4) data source accessibility, an association between a previously
added potential custodian 26 and a suggested potential custodian 34 may be determined if the

data match threshold 62 is met or exceeded. If the data match threshold is three, less than three
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[0068] I n specific enbodi nents of the invention a data match threshold 62
may be defined as a neans of determ ning whether an associ ation exists
bet ween previously added potential custodians 26 and suggested potenti al
custodi ans 34. For exanple, in the predeterm ned data includes four
categories/criteria the data match threshold for an association to be
determ ned may be a match in three of the four categories. In a specific
exanple, if the four categories/criteria are npl oynent

chai n- BRtcheseRHE/S e@ é%sv?léfwn be(“’Z?“éh?)P‘@VWBﬁP“‘FIH@L?‘FS&SMD(% andihg BizgesiRd j ob
title; B&eﬂmﬁ f%st(? biber G 13é il el&u)él o%mt@é&e@%ﬁ&geg& RaLVeeP 2 .
previ oisl'y addec pote cust’'odi an 26 suggested potential custodian
34 maysuggedet mtmtmbdlstddlmlrﬁé) dat thravatr oipre magbbroleshl®2n as agsetiatom ekeseaded. | f

the daja match t ol.d ree, |ess nthre hes results in no
nssoc ETE SBaRbaRt teopkE b S speRSica POtk sERaFIEE Ang ( he. suggest eq
pot ent [(GIT USt OdInairtkes spécificétigydimeritsl s, datdigattinehlsviatitialeight 40hey Btoes not

rise to the level of suggested potential custodian 34) and three or nore

mat che@nisd  each predgteri@ed dita categprystilcaa and e spgy thsueeigypd fatp Batust odi an
26 and I r C
o e At R R RO, r A G

pr edet elram-oecormerd/gweeior yay havesr Weighina ted @mplmmnt lopationenaytitageladat a mat ch
categorie C|ter|ar sul.t.s dpot an.score 66.

For © o WRERLST ihahl B oR R il mat R RURGRE BE GG B e REBAS D BP0

ten; edunb@in&hthat the:pﬁemnsl;m&dddqmaan&alv@sglﬂianaﬁ ah&\&ea;nggeaﬂeﬂ potehesl data natch
categorles criteria may have a wej ght of one S tgeterm ned that the

previ ofistefiangifpd M@mqegrplmn&ah%o %O%W@Q/W@%S@@ 8 S8t GRplpypent

cust odj RBicibul Ahrid o SRERIAIRABY Eﬁ%orﬁé@/@hi&nﬁ’ﬁh& Qié‘g@éﬂéﬁ %(Haﬁiral/étﬁﬁfdlzﬁnd the
sane enpl oynent | ocation but shared no other data matc
categosmE%W%WDwéhﬁadehéé%u@ge@n@ﬂ&pdméﬁwvhj cust odi an score 66 woul d be
twel ve 7 ts;.of the
[ nvent dd? fhe pr ecfgger%mﬁ(ﬁpﬁg{&g0%%%?%{1&8%%]6??%1?@%%%& g%tlgg%? ITi?cié]:rs;ﬁk’erl a

t hat pﬁaﬁ@godﬁs/hﬂﬁcrﬁl&@ﬁhﬂfrmldeﬁ)r(ﬂ)ﬁédatelﬂi’ﬂirﬁﬂdstaﬁiﬂitclﬁﬁﬁo eRc&rmblaple; the previously

added potenti al . custodi an 2 not h ve t ed t.he sa

D i R el iRt il Aty el B b B saten i g Bliies S | ocat ed
at t heggapRedpdientit Eldtdlid 36 Huk Bfa ?'Bbw@#ﬂr'b@ 'l&ﬁte@lé[ i:h@gaxhg'@itet Withih aaR@eref; t he
case. Thus, in certain enbodi nen sub-category matches may be used to

det er nbvilliegdusingdbs tnpGemeef the exsep Thys, duedripinerkadipents sub-gatcgars methens 26
and ‘s “Hﬁﬁ Bk ggedpd? 'ﬂ@t@%ﬁle aﬁ? H&B&Qﬂl&f&n@ﬁ% Iﬁ%%@mqgﬂeﬁ’ Reﬂeﬂthe@ %ﬁ‘stgdm%digfﬁﬁo t he

i mpl emen ata evancy wei g assi ghe
cat egosuyggested mter&xabcusa)dms Bﬂxﬁbrle&mplbhﬁmetehﬂaoémuent anplanghs dats siag:hed to the

category/criter. e ned d o ub cate or c bet ween
e DG iR, o et Jaft s Beord TS gh oot
cust odigite %4:1ghi Qs@, Dé%bd b 8¢ bas &W@ﬁ’@hﬂﬁﬁ&%e%sxéﬂ%@ bhdtd @R thO&b- dafb%o@ﬂhﬁcﬁmt ch
rel evancy wei g can be eterm ned and assigned to a data

cat eg obW‘@‘Pq ‘thé preazlfalﬁld aéﬁe%t@t@hﬁmm@g%@%meé@é voispial shstedia 34 based on
how S' eac Qﬁﬁé? b Bts'o? 1ifiof} tﬂ@&@ta ﬁﬁtcﬁgé’leﬁa&l g uféz@&h@ﬁ4 can be
e custo ed to t

sub-ca ego y for ans t a een’ previ ous e case.
determined and assigned to a data category/criteria and or data sub- category/sub category on-

the-fly, based on how similar each data element is within a data category or data sub-category for
the custodians that been previously added to the case.

[0072] As previously noted, embodiments of the present invention further provide for the
output of suggested potential custodians 34 to be refined, in real-time or the like, based on the
addition of one or more potential custodians 26 to the case/matter 22. In this regard, the

suggested potential custodian routine may include a clustering algorithm or another like
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[0072] As previously noted, enbodinents of the present invention further
provi de for the output of suggested potential custodians 34 to be refined,
inreal-time or the Iike, based on the addition of one or nore potenti al
custodians 26 to the case/matter 22. In this regard, the suggested
potential custodian routine may include a clustering al gorithm or another
like algorithmthat provides for suggested potential custodians to be
determ ned based on their association with nore than _one previously added

pot ent ikgpritrs thepravidesr supggyipsl poferdiral enstsiiang toyeg datermingdhepedam theint  are not
limte ' . . : o 9 D

a: gori t(‘jl #r%%?mrﬁgér&%g% ?eoﬁglg%éoél { ﬁtr%g’ g‘%igaﬁ)lﬁ%nﬁ%l%g&b _%[ggsch_ uste :le(r%% féﬁglgri t hm
pr ovi dekofithmsdsdeds butgprassdmittlitaBaybsimagorithins, logistiha gemitbms alesisionactded

potenti al .custodi ans é% d t he _datahase  of suggested potent.ial custodi ans
(e afgprifineranen Bpedlisend i Taf Br e e e aure PRV Se35uratt on with
al |t hassaeigdRbetweea dl OF tlRPr&idusB) adabs hérehtai sustéiankP¥Snd e Abhdedifvi dual
bei ng consi dered as a suggested potential custodi an has stronger

associ Stgestied pptenfiadausjodians di. ofll athes egmiapest el the erferpdse) & defermdne cust odi ans

or weaker . ' i L RUS! ' 52k
oust oab anceap ahLH SO PRI BuphOl R, e 9L DRV R Ring
i dent i tonsntpredas aisnggesicd patentia castedigy bat stebngartassociafibnsowith oy adicw Ghthe

ted, t | ect.ronic .di i at
© o S paisutS e naretile BllRs P S EHET BaSa R R e T R B R or o
pot ent ipafentdl ShAcdiadtS thalcBisRd S dspebt (FaARLal¥bYitE haVEvé Hidd th 8dedkifyits @gSoci at i on

wi th a suggested potential custodjan 36, the sua}gqested otentjal custodian
may fafdiGfyal gy 2 stageston peteial pustasiand e sggreied fNsriseigsush as ap glestrade

potent hi%kov%h? 1 Q00 San ChtiRk ‘E‘éa%d%ﬂ@g&é&?ﬁ bakddah tWtﬁé‘caEé‘rﬁlaR%r‘? \th Blistesa,added
potential custodians Is strong. A Strong assocl ation may be defin as
havi ngasmpregpaiendidetustodiane dredidde trmbsshwhibh bateditde ¢2noaasshcotiohawithrey a

predet er mi ned su st ed.. tial custaodi score 66 aor,the like.. [.0073]1n
Chect 1 FURenEEpRHART ShFR e Mt RloarleRie e SRR i DS bl Brent e
to det emfdvied fivuphe Sk Jahigidsicdlpousileditadians3 urffas xR fion Mithtthe| e

di fferent  al gorithns n]gi/ be inplenmented to determ ne suggested potenti al
cust odPEusl Rddefpatend ‘E"_§t°€?‘3é‘§ @rﬁﬁré?ﬂg-bﬁ‘ SF‘P%% f‘sﬁﬁ%lat&ndﬁ%@ ‘E’f'ﬁnﬁql @%I_F‘-’I"t%m or
Lhe 1 esith 4 rebicRARR B alchIMRORYL BEaOTRI0RE o prttelbrihel ¥uBXaER BbOMtia

wei ght ed averaging or the like. [0074] Further, "as previ ously noted,

sugges resiodrut seare &l ordgskiksdi an appl i cation 30 is configured to provide an

out put presept ati.en N | a odians 36. In one
speci fi[é:d%él‘r‘oodi rrgln e%’ﬁ‘é elgltﬁ?éﬁﬁ]t%m%g’?%%r%}éegfeﬂon(f%%l%g#no#mﬁﬁ% os(ﬁl!é‘ E? ed potenti al
cust odimplsmafied S detaintg @ygessidtcadalacupopiatip3 oV Fdenamplef heltipleki{feremat 1 s

presented.in conjunction with a user, such. .as an el ecfroni ¢ di scovery
associ & {“hgbfdp#gb Piﬁﬁ'f“?néﬁd te deterring seeessed Boteal cust 1"2‘?."“‘“& HerEiudis r egar d,

the 5”9&@&&&%@9&1@1@& '%r%'up&iﬁl DA AR REASIPERH AR rikidE nRly Be LbABIned, _
di scovery associate during 'the initial phase of adding pofential custodians

t 0 t hesedise banderegias) weighted awmrpgeserdbie fkt-ent i al  cust odi ans may be refined
and/ or nded, g | -tk ' - Od] . 4 added
£o"t he QTS5 Pirthek GRpididTRy AR RIRE B oG B pReR 05€ | 20CT 1
scor i ngofitgurrel to mpdvedeenit @thut férepresahtption off the hezgdatdpotemmticytadizak i36yin@he

suggest ed. potential custodi ans may j.nclude a ranked listing.of .suggested

e iR it T it R hrfoarat B rkst S Stental Sushiih pR HeP

appear 4Rpladtsuth s 4 PEp-0 widwl drife 1K, THA RYQLAeS GOERjIBNoPRIR S SkaNREh g4Ch
y

that only suggested potential custodian 34 having a suggested potenti al
cust odiaplegE@iedigevaty aspocigionddiag ﬂpﬁ?ﬂ%%llcuﬁtﬁ‘illé%ﬂﬂﬁ( tg thg @sp? 2 sarthis gegard. t he

out put g, suggested potential custodians are presented to the electronic discovery associate during the

initial phase of adding potential custodians to the case and the list of suggested potential

custodians may be refined and/or expanded, in real-time, as more potential custodians 26 are
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[0075] I n addition, in those enbodi nents in which the output of suggested
potential custodians 34 are refined, in real-time or the |like, based on the
addition of one or nore potential custodians 26 to the case/natter 22 and
suggested potential custodian scores 66 are inplenented, the scores 66 are
based on associ ations 32 and/or predeterm ned data matches 60 with all of
the previously added potential custodians 26. As such the suggested
potential custodian score 66 is refined, in real-tine, as new potenti al

cust odprdded to thegase 22d dbcbueh emhedimgals inathidy suggestefimotentiplrastodigr sepragdér  of
the |i st f ' j ' ' r ing is
bas edI (isn1 ué]gegge?g%gg’%@)gﬁ?ﬁg% gé(}%llgtﬂ%%ﬁgﬁgag o(?ggg%gﬁed h@fﬂ%%g#’@%ﬁ y clhaggia
over t imdides rased histirendfi saggested pottnta sutdiansewild the dhighesttsheringasgen?ial

0076] Addi t.i onal |y, accordi t o specific. enbodi nents no 6 _of
b oct 1 G itRaRRRAIng AR et tuc o R et e B et e 8t  on
not i cegigestd fRttntAPPhstddidn I adfholdMibedstedGRMMLAWLSHdaR sElRt 66 Bl drabsHgPest ed
preservation notice recipients 72 from anongst potential custodi ans 26
pr evi ogninabihershold gre preseateddn BgwiPubn an association with one or nore
Previ oy | dent iofdofflichefieRdse Bhibonchisn RHEAHY BlbADrIGEd Ailthif ovi oUS

preser n notice history o e one or nore suggested pot
reci pi emttsliatsi34tand sfinelyan cal-tile osthg diks ttmsedometbe ndditiorool anetor owre paensiabnt

application 7Q takes into, account associations with previous .recipients and
ohp o' Pyisibacidoss BESmdnfuR 2aed udRaTbd bullobidah BheH 08 4% bPaRpER

cust oditRibc6R866 aemaskd Il as§REBheIN addortpiicfnsedahla@iatétes Banathalidfete i n
previ ous cases/matters. [0077]1n such enbodi nents, the preservation notice

recei pPreyjspplyadddnetensipl gtodinne Fufe fuahdheraiegpsiedrotatighastadimseare 8hisat i on
noti ce Lefch A e84 -FindeDa: ﬁgterﬁﬂfc & S6 BFSMUAVR the SlssatieResh I hykshation to
det erm ni ng suggest ed potential custodi ans. For exanple, suggeste

pr eser vakedordaoef thelistingiof segpestedrpyteitinl destatiarnis2é dinbely ehithe markingeis bisch et ween

pr edet er m ne at,a,assogiated with at | east. apne previously identifjed
et pi SteReER pOlEH BRI R s BBl m-5RRly i i B b il Lo
reci pi endtediddneayveiddedidthedgdeizned threshol d of matches may be set, such
that the predefined threshold of matches need to be determi ned to exist

bet wee'WRE pr edfSHRTARHIGAIUERLHOSBEG AT FROUIDFANEHREPIU P S &I Hent i f i ea
reci pi gt SveANMlakdder RAEN1H HcifddS hRLLRGPpB&Iiof AB§iABLIFEnARpRUABRTHET.
recipients I'n order for determ nation of a suggested preservation notice
reci pi &t is c8hfigured to deterining suggestediprestivatiorofiotica tpiendsl 7 bomranioaisicust odi ans,
t he predeterm ned data_ associ Lt h revio i tifi | pients
and ¢ nEoEhERE bRt GRD Rl it St s R ARl i B gEESHD L <
not | i pidviahsiyddentifipd eacipidiits efithé presdrvativnmptict arepbayusgntschadah aoticenpl oyment

cl assi H?Célti?n’ data source accessihility, gglgéat ed d@%a cont‘int and the
i ke. fH5IcEY pi¥0e 0pf pHEpresHBRicpAteatialreripigites dp it regardntbeseaesedi pi ent
appl i C3tdsQRatidh THR¥e FRGRIR AbH A deT PMRAGH 0 WRE Gt aslagciatﬂmg Qli@rRsussuggest ed

preservation notice récipients and subsequent suggested preservation notice
reci pi essipiggpaidighitlfypehel presepetien aetides baverhgen rggasd b2 peiesiéal gagtodian not i ce

recipi i . ] ' . El fl.ow di agramis
depi ct ggﬁsgc}er% trgflé{e%g%%gﬂl% ggsggﬁagtrggngrﬁ%%&ugggﬁ%ﬁ Sc%s é:%/{rl?a g IlS'(:ust odi ans for
a caseftar] er i nimssuck bmbodimients, the prearestionsyptitereceipnapplicaiod amgebew t h

enbodi mar}_ts of the present iﬁ(gventi on At .Event 8% fi rs{ i nputs are received
that dEPHHRIRS te dEiEring Arperthl PEFaREgROHCR S RISPEy 1 2y 8t RMARBT ncl ude a

ti mefi RARiASIHAdcadsed inVelafioh REdG@RBAIng En@ghg%sté@wtm BRYodidis! MiexanplReci fic
time range based on specific dates or the thneframe nmay be open-ended in
terns owgggsted peseryriion neficeregipisnts gy ke determined based on a match between

predetermined data associated with at least one previously identified recipients and the potential

€

custodian being considered as a suggested recipient. Moreover, a predefined threshold of

matches may be set, such that the predefined threshold of matches need to be determined to exist
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[ 0079] At Event 84, second inputs are received that add one or nore
potential custodians to the case. As previously noted the initial

cust odi ans added to a case are typically individuals within the enterprise
highly relevant to the case. Additionally, potential custodians added to a
case beconme actual custodians once a decision is nmade to acquire data from
the individual or fromdevices associated with the individual. [0080]At

Event 86, a plurality, of suggested potential custodians is determ ned for
the cadstweeniieduedsteriningd data agtocialed vWaithyhe sreatpuplyidantifind resipientinditke i s based
on an asgAGHALLHOMaNM i ' i | i tigqef rane
associ gt%ed wth (g!ﬁﬁg l%eglsg;@ﬁsﬁﬁérggggo F%(tstt‘?%%a 1e§&3%8%elanfr§)t§ ggt@%él?&v]\(goélndfge

pr edet enggesied preatruatinggwticatceipiont.t $intitag tpthe\deuaingtiadolastiggmted poieatial

cust odi .and.the indivi | s_bei o i dered S ested potenti al

cust od icggr@.h e % Tede {,%HPWS(? g%? 'élf’sﬁflﬁ‘%ﬁ iwdﬁﬂg? p@?ﬁﬂ%@?’é@%ﬁ’?‘é‘ﬂ‘@tﬁ Iané ﬁ’§t odi ans
may f upbleetalicogbdioss ovRsiatdes Reipleatiehsy iftines buhik ashighiedb, dhslophadet er m ned
data. The predeterm ned data may include, but is not Iimted to, enploynent

chai n- SRAROTHAHMan FHD t locgemmioymentiplagsiigation. datisenice aegepubilitydat a

sour ce oL aseih bdish iRk Cth Gt i EXftion noti
[0081]§dstiona[Iy} éggg?ﬁfﬁgt?ﬁﬂﬁg?“gﬁghgﬁgﬁggg%gggg%gﬁﬁ?% nOc?l‘jgtodians may
i ncl udesoiuen lapplivgtiothél meg thsomomitaisltvdatyavtigiterg todetersipe suggesied el evancy to

associ ati : : mhodi menis. the weighted val ues .of t.he deternined
cata. noyBeicoBE Lo BIAR ISl S S ot ion B etiBpCaoSho b A
t hr eshtiechusmae of lintinghegeted pms@haﬁdmaioxicareameﬁihaga:g@at@&teir.ai c Ufst odihan i's
determ if th hr.esh core i.s net._or exceeded. [0082]In further
errbodimﬁ‘gﬁ L ¢l usttefoige P&bﬁ%%@.ﬁé@" fiagrapeisdapirereht Bthod SQdetctetarminins
assocCi Rlidgefied PEEWRE Bustodind 6 d dae/Bhurdlif h BiSkdniGLEH bl B acbitahRA! ans
and indiVvidual being considered for suggested potentidl cust odi ans.

Cl ust emiithgmbeding shepressnt inpentioge it iEvew $2i first inpuia ssoeavddoha doBheveen t he
pl uralj . i . nt i.al stodians and.the individual being
consi d(baés}eégﬂ {hg?{hg\éléjggs %ggg%t%g'n{&?%% %:nﬁlg{l% Pthgmets f\’/\%ﬁs?m%{g(?wftg %% cati on
of t heThe timefibte afay tilvéudessspedifit timegangdeMAS] obtspboi 80 Hat8Sor tAOtiMErté mia§

provi dgg oggn-én &d %th%sngﬂ%garp (Eal‘fé grl a élt\)/seo a’ces. uggest ed

[0079] At Event 84, second inputs are received that add one or more potential custodians
to the case. As previously noted the initial custodians added to a case are typically individuals
within the enterprise highly relevant to the case. Additionally, potential custodians added to a
case become actual custodians once a decision is made to acquire data from the individual or
from devices associated with the individual.

[0080] At Event 86, a plurality of suggested potential custodians is determined for the
case. The determination of the suggested potential custodians is based on an association with the
previously added custodians and the timeframe associated with the case. The association may be
a match between predetermined data associated with the previously added potential custodians
and the individuals being considered as suggested potential custodians. Moreover, the
determination of suggested potential custodians may further include matching a predetermined
threshold of the predetermined data. The predetermined data may include, but is not limited to,
employment chain-of-command, employment location, employment classification, data source

accessibility, generated data content and the like.
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potential custodians. In accordance with specific enbodi nents, the output
may be a visual presentation, such as a pop-up w ndow or the |iKke,

di splayed in conjunction with a display that provides for the addition of
potential custodians to the case. In instances in which suggested potenti al
custodi an scoring is inplenented, the visual presentation may provide for a
ranked listing of the suggested potential custodi ans based on their
respective suggested potential custodian score. Additionally, the listing

of sugf¥Sikd potadditignally detesaination phthesaggesied pelgntial greedianssastiadluie
real -t . ny i oflL.ans: to case.

[ 0084] At o%??gﬁgﬁgl%gﬁ?@gg?£?%¥9§5fn hﬁgkéggwggigvgg%ﬂﬁﬁgthggghone or nore
of t heembedjmsttedhpetighted ahlucsial thel detanined ddtemapbesunithed tohviesult inlmput s may be
at the discretion. of e user, for | e, an el ectragnic discovery
Fssoc: SHEETR peiatiehrlpdfamste: AupraBo Rt e e Soipieh Bt dutreied

pr edet ghtemtite ustbdidreis datefrRihediFdhd Wredh U 9826 IsehetROELREde custodian to the
case/matter. [0085]In addition, once one_or nore suggested custodi ans has

been al¥¥&d]l the R epbedimegtsicipstsyingdechpiapey may e marerented teidstermisingof

sugges : | i S| ) |l i ASSOC| W th
o™ at SRl Betyten 1 GA BEre|iRLP UG JORMGAITL A0S A2 RS REAHS
suggestatidsrddnt sugkestadgotaitiansisiodros. sClusteripgiechnigues alow det idelitdiestiaraf added

to the_case.an t hu he.suggest ed, patential. cust adi ans, t hat..are
det e nPROHRER G P RRANTS BESAT AR Rt e ot Bleg st B o e
cust odbéing chraiiRebdqdr digpekddl potdntiaNncusridiang ab Rlell agddaificaticheofitied @®hgth of
cust odi.an(s),K added to the case. [0086]As a neans of providing an overview
of a cHFFSWriaENSent er pri se-wi de el ectroni ¢ di scovery system which may be
inplengm% in cRm ' HuPistRGvi SQIau fgeataly [ k status
descri edggbove,g@%%gfg%%@0¥%%gge hé&gkn ﬁfﬁgidefggghgggggf%%%&?% det ai |

|t shopétentizd cestediahst Bmaccotdencsywittespestigiembadidnatss theioptput inay bek aisbdn to Fl GS.
4 - 12 ar f_exanpl e onl n S.Suc resently..descri bed
rbod: RERT Lt B & A BAETR s dbl oruffi, Bp B in RIRRE R oYL F B0 i
gi scovpfoyic&ySdrelmﬁldftiomifgoﬂeﬂmﬂlgﬁ%mmmbﬁﬁcap@rmiiml | cef intWieicleduggésiaini f:

i scovery system. herein descyribed. [0087]FIG 4 .illustrates an exenpl ary
ol ect r BRIFEIAI U JPORRg IS dRmPiEAtTicH: %& U EE TSR PRSP THERS!  t he

| nvent j;Qihy drheXE:sRARRM RN SiodlRenRBY b BRIFERDeAveligscake phictttic di scovery

system 100 is the informati on technol ogy platformof an enterprise, for
exanp| eustpdian scorsalAdditionally, itherlisting e sugsestpbpaientighcustadinns may bdeefingdmul ti t ude
of ser BE&Q'- i ' gﬂﬁ ,cation wth one
anot heérﬁ%{c/)(?/r’earx a c%%ﬁ'@g%g&%&%@%@@{@gﬁgg@ﬁ%Sﬁ%érx,ﬂm%ﬁ e 2&0 érfj'loni C

di scoviE0g4hranagefesitioagrBrent 901 hirdoihpite astre@heddist atdse: cranarebf 20, a

coll ections server.130,.enterprise_personal co ter 40, .ent rise file
sor ver SiEBaRed piEHaleRpdians ot eass: 4 i SHELARIS RV RE Aldhe fisFistien ok GRS at

| east ﬂj?%xéﬂﬁlé,% dRAroRic %is%b%@ﬁﬁo@iét%%r tiRthed Mph@@n@"@ dutcﬁ@ité@ihﬁutéﬁ%eda
conversion services server 170, a short-termsStaging drive 180, and a

| ong- t e picdetemRined giteiaie addingv Freseged petential Fustodiangmibaiaselmialer. over a
et vor I8P hel ud haneiir e S ARGE TSRl DR RE AL pA SR inindl e a7 02
W 1 el essurnetovibirekt Stofor filrthet ddtermination of suggested potential custodians using the new

information associated with the latest custodian(s) added. In this regard, the determination of

suggested potential custodians occurs in real-time as custodians are added to the case and, thus,

the suggested potential custodians that are determined become more closely associated with the

group of added custodians based on determination taking into account the latest custodian(s)

added to the case.
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[ 0088] As shown in the block diagramof FIG 5, the electronic discovery
managenent server 110 provides user interface managenent for via user
interface 118. I n sone enbodi nents, the electronic discovery managenent
server 110 is a web server that can be accessed via a web browser. In one
particul ar enbodi nent, the electronic discovery nmanagenent server 110 is an
intranet website server that may be accessed utilizing a web browser on a
machine within the enterprise. Through the electronic dLscoye2¥ managemnent
server [0086] t he OA8sameppyfproiading ewoysyicof grenpptisgenterPasqyie cfegtronipe

pur posgs.ff g, WBichhHay S ol itinfedh SGIMRAbn REAGRS SorftilerdhdniBHAE 65 S €S
descri e% ﬁ rein fha% argﬁ%n%%renp'therggo. Fgrlg]lustratheI%urp ses, it
may benelwetkstatuhdesetibedtabare, FRESpt + hharg hesar piomitde aad désogbed it ldetallelt user
interface, 118 is..an | oyee or contractor of .th ny,,Who_serves an

el ect r gl B e B AR R PO ReCo ARy B A RS e
" eadi S 62y ofllR ARG &K sﬁchépre@k%nﬂg ldaﬁzﬁiﬂed embodiALRE ?ﬂﬂab avlentder] @YWy bé B@bodied

e-di scovery nager mgy utilize the user jnterface 118 to age cases,
cust odWéPﬁ%’l, Ofg‘?‘}le %H??‘gEES?OV&%SYé@P}Sé’é paly IH‘Qleg.lenF %e?@hwlan%f tﬁ%@?&% ed,
howev efisc RAS syditih Herdh YbgdHBg. coul d use the user interface 118 to perform
the manual functions herein attributed to the e-di scovery nanager, and,

i ndeed[008Aht an BlG.chidusthigsan caemplenudlertionicfdascayary agstent (PR in asperdansewel | |

[ 0089] Referr| agaj . Fl 4. th |.ectroni Lsecaver nagenent. server
20 1 5 itk s ShRR| b aiaorh» e FaBEH LB, e ER R TRRBRTEEE, one
sewer di3tbwehssyklem Iontheiisfatmhaivnnaitnoloky pRfornt beardaitabrase feexanpld 20, as
shown in the bl qock diagramof.  FIG .6, is configured to prqui de database
servi cBaionghorgpatigeiona gorparatipn agd dicrdisd ofSEREr: 1%_1 neSnEdudi ng
housi ngetlyBfk detiabd &Hides LR EInAhiCidh A HAshedabRBAGRr 4 édmmtiicatbn Mgk étlie s dat a
relating to indrvidual custodians, the case database 124, which includes
dat a r partieylan an plegiomig disoaeryonanagemet deraaigoiongs least onecdatabase sgaca bk e 126,

whi ch jn¢l i ' i .ng. e en,pb

col | ec%‘?lgeﬁg&%}fa’ 13’2% ?3163gﬁtg@ggﬁp%?orﬁ%ﬁ%&?@&éergg?oﬁggﬁﬁ%asgggee%}\%gt ﬁohxﬁcﬁ'g& dat abase
ser ver atllgft bise phirshtlssewonk Btodaicairda dndlaolvast lohe stimped wbtberksratagestrand t hat
mul ti pl e database sewers coul d be enpl oyed ipnstead of a single d base

er ver SRgSS SRa S 190 § SURHS wemaenes bk habieg sheiErEd 0o and
convenpeNeRnPUEROEEFoRofagcREw A% 30D bR all iR RoMituhicetorbvee & bornudrRagoul d be
stored in one database server and the ongoing collections data 126 could be
st or edn¢todnhHiZn dihegsamapaicatierneiwprk [080uo) ReyuidglarggeprorkHaciidinp e of

dat abaggeRar ¥ st FOPLANGHbor b, 80:8RkERkw B Brgdiarent s of the present
invention that data relating to tustodians and cases be stored in the

dat abaf®88kr ver Ag6hdwnde plgnisleck diggrainf FEGe f.sthe dieatronitadiscaverythanablemdérit ed
Director and, case.data in the case dat abase .12 be |inked or

cor ol S NP PO AR PR BTN 208 UeE PR TAABN cust odi ans ar e
assi gnggbddmpak | th€ ble@fori@§iSSoveubindimas semyr DO iFBRaDedveapaat bty from
cases. Therefore, when a case is initialized and a custQdian is assigned to

the ca3®cssehriganueh frweer It prg prsiclsembediams ihetledmnis dsorede | ocations
f h i i s- \ . ; ;
or t ﬁ%@éﬁkﬂ%«ﬂ%} 1!1%&%%@&1%%@%1& Q%ESJI tﬁ&t{n&%ﬂi %&%ﬁ&ﬂ}{ﬁ{zﬁwemnt

server Inthe Unifred Directory 1 at abase sewer 120 and
| i nkedbtowstihen paachinanvahin dclasenterpageh dhraighrithawl edimnicdiscoperty niapagdneent

e-di scovery ager .i.nt.o case. [0091] Furthernore, in dition to
Separ b A RE B Sige 1R e B o ettt B R nroFh Arop R ahe
managegeattonid GEQS 8685 prodRlariisalire€ddses @dsdribed hetinhBitays inB@t:a thaaeag EsENnt
processes relating to the collection of data from custodj an storage

| ocat | BREUHIHCHPOsre E Ay eastRdvesy that be priggrsessainiarading voth theuer
managefRitacands Ui CRARHEEBPLS BE 0&RFRESwhd Rrves an electronic discovery

management role, and hereafter is referred to as the “e-discovery manager.” As discussed in

greater detail below, the e-discovery manager may utilize the user interface 118 to manage cases,
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this regard, the data collected froma particular custodian is stored
separately fromboth the custodian information and any rel evant case
information (as discussed below, it is stored in | ongterm network storage
network 190), but is linked to a custodian, which is in turn linked to one
or nore cases. This is advantageous because in the event a particul ar
custodian is assigned to nmultiple cases, data collected fromthe custodi an
may be shared with the other case(s) to which the custodian is assigned.
Ther ef euséodiangecoliggtionsang colbestegedatan Jhishoslddsripntesiated, haveever & pBhi ¢ di scovery
sySt MR IRYofiE pSAREIRE il | Dig b Bl HAAEI FREAGSTERIn aifitRlAd) N
managenent, or data managenent. And ‘even though cases, custodi ans, and

col | ecthec-distosenyayanagdr, dnd, mdoal) dot srepaombted process epdd pedomethessfnctions| i nks
bet ween tg? vari ous datastores to all ow nmanagenent of the overal

el ect r BhV&"di scovery process. [0092] CUSTCDI AN [ 0093]Wth regard to
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ent er ppiissast &er6@Py the information fromthe human resources databases into
the Unified Directory 122. In sone enbodi nents, the el ectronic discovery
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[0091] Furthermore, in addition to separating (but allowing linkage of) custodian

management and case management processes, and as discussed further below, data management
processes relating to the collection of data from custodian storage locations during electronic

discovery are also separated from case management and custodian management processes. In
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managenent server 110 and is configured to crawl the conmmunication network
102, scan each of the enterprise personal conputers 140, and transmt to

t he dat abase server 120 identifying information about each conputer, such
as conputer name and | P address, and a list of all profiles, including
denogr aphi cs information, (or network user identification) associated with
each conputer. According to different enbodi nents, the profile scanning
application 112 may be run on the el ectronic discovery managenent server
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to explore the enterprise file servers 150 Dy obtaining and review ng the

di r ect identifierolbefdhe méormationralatingde haw ithrgUnified Patcforiot22dg eencradedis ek st or age
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HonmeSpatfesmatiegor di ng to sone enbodi nents, the mapping application 114 is
config to utilize conyentional nam ng techni ques f aths .i.n the
communldB] on nefassamBsoYE SlorBRRE CRoRR BTN Brveh Llo ke St e ar cas
W t hi ngdhg 1008 RhledBed WSS RbMBLSRT dRbbasalf thdelnkiestiirded dbBplier systemsed on
t he conventional nam ng techniques, that the particul ar storage areas
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HoneSpaces on the conmuni cati on network 102 include the user's user
identification. On the other hand, paths of shared network storage areas do
not include user identifications. Therefore, the mapping application 114
may explore the directories of each s r wwthin the plurality of servers,
eval uate each path in turn, and nake a determ nation as to whether or not
the path includes a user identification. [0098]If it is determned that the
path includes the designated indicator, for exanple, a user identification,
t he mappi ng application 114 is configured to positively identify the
particul ar network storage area identified by that path as a HoneSpace and



recei ved by the database server 120, the database server 120 uses the user
identification to link the particul ar HoneSpace to the custodian in the
Unified Directory 122 associated with that user identification. In sone
enbodi ments, the mapping application 114 is also configured to recognize
and transmt, and the database server 120 is configured to house, an
indication of the last tine the HoneSpace was accessed by the particul ar
user, for exanple, the last tinme any data was read fromand/or witten to

the HoMeBkredhc sopipd husan nespurges informationy bprates forthpUndispiligeieppl 3 at i on
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execut ed on. el ectronic di scover ager ver 1 as .shown.in FIG 5).
01007 ReeHieaIR G e pdh B e Mt BE R AR loat 22 PRGuber S Bk o
br owsi pignff@tivaat TR Halabsel servep M0 @Y 8o teRoRiEin BhdH dusRdiah nfr§ irethdiUaERIET Y
manager .through the user interface 118. The file browsing application 116
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server it .allows, the, e-di.scovery manager to,.browse through th

ai rect By Grprenaer i WE e ETeS meptEr getena PIRUSI PRt A I accessed
by t henfuisih€d) ianitided, d8ldacikse®in digrishcd®v.0of the files. In accordance with
sone enbodi nents, the e-discovery nanager nmay initially have a general idea
of a pHO9PLul ar Miaceordancyavith Gomeiembodineny of thy in¥entiop @eg@ﬁ’%@@%&‘@t@%at t he
cust odi aD;jshagfdlFEfol RatiNBe PtuniEMonSEaREk 8 02 Eﬂ@eﬁﬁﬁﬁ@tﬂ? @ﬁ‘tel?i)ée fRMUNI cat e
to the e-discovery nmanager a particular folder name and/or drive nane on
whi ch beverhéSheesidgigometie forhmynicatiig teiworil 103 to fonats endidentifydiamath of anyhe
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returned a list of the network resources that the user of that machi ne has
used. In that event, the e-discovery nmanager nmay be aware of the particul ar
drive referenced by the user. The e-di scovery manager nay then enploy the
file browsing application 116 to browsg out to the particular drive
mentioned, scan the folders for any folder having a nane resenbling that
name given by the user, identify any particular files created by and/or
accessed by the user, determne the size of such files, and retrieve the
path of any folder (or Shared Drive) including data belonging to the user.
[00101] The retrieved paths of the Shared Drives may then be added, either




continuously updated as new information i s gathered using the applications
descri bed herein. Mdire particularly, the electronic discovery managenent
server 110 may be configured to automatically retrieve data fromthe human
resources databases and Active Directory and any other rel evant sources,
such as information technology directories or lists, as well as deploy the
profile scanning application 112 and the napping application 114, at

regul arly schedul ed intervals. Al ternativ t han periodically
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el ectronic dgéggveré qan genent _server 110 i s conflgured to determ ne
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el ectroni c communi cation notifying the manager of the term nated status and
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data c d h af.fi rnative, the
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server 110 may not communi cate with the manager and may automatically
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utilizing the user interface 118. In this regard the e-di scovery nmanager
may enter into the user interface 118 certain information about a
particular matter or case, such as a case nanme and/or nunber, a short
description of the matter/case, a |legay identifier, the particular
requester (i.e., who asked for the case to be opened), nmanagers or contacts
for the matter (i.e., individuals involved in the substance of the matter
rat her than the process, |like the e-discovery nanager), custodi ans, etc.
The el ectronic discovery managenent server 110 is configured to store this
information in the case database 124 in the database server 120. The case



[ 00107] Once the matter and/or case has been initialized, the e-discovery

manager may add custodians to the matter or case. In sone enbodi nents, the

el ectroni c di scovery nmanagenent server 110 is configured to add numerous

custodians to a single matter or case at one tinme. In this regard, the

e-di scovery manager nmay use the user interface 118 to enter in identifying

i nformati on about the custodians. The identifying information for each

cust odi an oe&lnot have to be of the sanme t . For exanpl.e,. a nane may be
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[ 00110] According to sone enbodi nents, each transm ssion of a preservation
notice and survey to a custodi an, and each correspondi ng response, is
tracked in the relevant case profile in the case database 124. The

el ectroni c di scovery nmanagenent server 110 nmay al so be configured to
transmt rem nder notices if responses to the surveys are not received
within a predefined period of time. The el ectronic di scovery managenent
server 110 may al so be configured to schedul e rem nder notices to be sent
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[ 00114] DATA [00115] Once a custodi an has been identified for collection,

whet her manually by the e- discovery manager or by being released froma
matter to a case, the electronic discovery system 100 is configured to
automatically collect the custodian's data using the | ocation information
stored in the Unified Directory 122. Therefore, the el ectronic discovery
managenent server 110 accesses the custodian profile of the custodian to be
collected in the Unified Directory 122 and determ nes, fromthe information

st or ed[Q0he2)ei n, {tishowlii be apted that BediniBeksDiecterytld2 smagbsgeewlasly athe  particul ar
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collect the files on these nachines. Therefore, the el ectronic discovery
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140. Thapahted & rehldimeadBé Hate Within € dhtadb@tes dhbgpe 06 aithe? Mst@eé, iedeh of the
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be dep i i f custodi an conputer. According to one
enbodi %ﬁ?gﬁ%mﬁﬁ%ﬂgﬁgg%ﬁ%ﬁon application 132 is configured to be
aut omafd0dad]l y i netsainkeeobodintents, thadgebasewetvodi28rs sonfignsdsath hatgdut er . The

| ocal ¢o] l.ectjon ljcation. 132 is . further confiaured.t ner a

snaps hﬁJtSlOSIF glt‘%ga ra%ﬁgg toeas(i‘”u t?’ﬁ]ganésnm?ﬁg al Ié?i%tt]lon% g’ra g%'%%g ’fa%t %hgu%érrg%’ ﬁéﬁ%s conput er
14P, fmeﬁe%amﬂuﬁ,mbﬁed@irétgo@ lQQnTl’Bﬁsﬁ iwhleh meafv;]aisloahﬁ@mmﬁph itatiedmifet h ﬁs t he
Vol une_Shadow Copy Service, store the snapshot in a storag rea on the

per sonBITCRGApLAZES undateds Indhe yent daspredingo ﬁﬁéu$tp<ih_é% hﬁf@ﬁwgﬁﬁ fatppase
snapshel&q2h Egecoaﬁ%ﬁl%& td R iS HMEiidBBircB¥ryl 2SR dtPald@ydaikdank F OM t he

snapshot of the data stored on the hard dri've of the personal conputer, the
| ocal wstadetes inclndiagpior exanipdn thedine avddrtagictbechapgalap ap aigays egeriorhoft o

cont WPl B TR DS M BBSAR ] ok RCABFISRy e, | oo
hard deiangplesn theevemapsfofileatarniey apptication 1b¢idegtifiescasaw pdrschal conipueer
collections seryer 13Q. [00118 additjon to the functi descri bed
above, astngaqeé Wil a(%t[stpgleg L%cgoxgp%:tﬂ%%qq;%ql ogputers associated with the custodian
previously is no longer identified, the database server 120 is configured to store in the Unified
Directory 122 the information for each computer, as well as indications as to when the new
computer was first identified and when the old computer was no longer identified. In this way,
the custodian profile within the Unified Database 122 may include a history of the personal
computers used by the custodian. Such information may be relevant at the time of investigation
or collection of the custodian.
[00104] One feed of information into the Unified Directory 122 which is particularly
relevant to electronic discovery is employment status. According to some embodiments, when
the feed of information from the human resources databases to the Unified Directory 122

includes a change as to employment status of a particular custodian, the electronic discovery
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may al so be configured to transmt to the database server 120 a catal og of
the files included in the snapshot to be stored in the ongoi ng collections
dat abase. This catal og nay be referenced by the collections server 130 in
order to determ ne whether collection is conplete and to resune interrupted
collections at the point of interruption. Additionally, in accordance with
sone enbodi nents, the local collection application 132 is configured to
conpile and transmit to the electronic discovery managenent server 110 a
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address for an email account on the enterprise email server 160, then the
el ectroni c di scovery managenent server 110 nmay undertake to collect the
files fromthe enterprise email server 160 by initializing the active emnail
col l ection application 136 running on collections server 130 (as shown in
FIG 7). In sone enbodinents, the active email collection application 136
is configured to access the particular Mcrosoft Exchange server within the

enterprjse egail %gr r 160 on which the custodian's account resides (which
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[00126]1t is noted that custodian information is stored separately fromthe
case information allow ng for the sanme custodian in nultiple cases. This
provi des for the electronic discovery systemof the present invention to
have scal ability, whereby evidence associated with one custodi an may be
used in nmultiple cases. [00127] The el ectronic di scovery managenent server
110 stores this information in the case database 124 in the database sewer
120. The case database 124 houses this information such that al

i nf or néhei 8sf may be dgmated. fopeampleuthere ma bepresst insueions withingthe gesgipt il t he
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r esul t Unifiaddipeskasy 122 tathe cust@adoprdfils. processes of entering rel evant
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W t hin se nanagefrent cat egory, as denon and 210.
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interface 11 o uplo docunents and enter notes a ot her rel evant .data,
i ncl u_d%ﬁ’ aﬁp@aqtbége Bt Theectiens ISPy HemErAFLBET %%Wteﬁgfjft@%a%? e sqnfieged; he
case i g tiiBmidsRiddet /RRSEif %ﬁ%ﬂons%‘fbech& E\ﬁ@@ys%}é it 'ﬂél?é%& withef @ﬁreééfﬂleﬂ pdat es

are added, they may be referenced whenever a user views the case profile
t hr oughenioseofiiimes: Thetedactrapie distgverymanagsmeneservendi( may alsa be eenfiguradie pr esent

| nvent | Ferflindd 0SS E BE %’g‘é fifan§ A 598614 it %{I@tﬂéﬁe Hl
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the cost of harvestjng and review dat a gase%on a nunber of factars
ol dPHSSTVHI TERaH PSR Bt S G LSt B FLeRLonis fsOre RN EgSE Shbktn,
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transmitting an alert of the preservation notice to the enterprise’s information technology

management group. In addition, the survey responses received from custodians serve to inform

the collection process. For example, one survey may inquire as to what network storage devices

the custodian uses when storing data. The answer that the custodian gives to the survey may

inform the addition of Shared Drives to the custodian profile in the Unified Database 122 that

may be used later in collection.

[00111] According to some embodiments of the present invention, the e-discovery

manager may utilize the user interface 118 to add attachments, notes, tasks, and search terms to a

case or matter. In some embodiments, the contacts/managers for a case may also access the case
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[ 00130] Mbvi ng now to custodi an managenent, certain processes falling within
the category of custodi an nanagenent are shown in Block 220. Wiile the
processes invol ving generation of the Unified Directory 122 certainly could
be categorized as custodi an managenent, the processes shown in FIG 8

i ncl ude those processes involving managenent of custodians within the scope
of a case or matter. In that regard, the first process of custodian
managene in | ude 8 is the addition of custodians to a case or

in Fi
mat t er PFELC WHBGfASE atBF% ﬂg‘zwﬂg AWl BrpreLEY Myl attasfuncatsy neles yaskss apdinager
may usg eIrJElﬁt HAEH teRidéd B6Rinl bk f
Uni fi edeD| rgct ory6122 to tlhe pﬁgﬁi@;ﬁ&gg@ proﬁﬁaznl ryat%%&ggggtp%%}gbase
124. Thersss toike eass enstivaammenagkeinicat applicatisseofthe tietteonis disaurryehatiagemenfhe next
proces h h on seryation
ot cosaent1of e SR AR, ORRIRA hofeipd LR DL inMpRESN VS
presen ﬂaiaammﬁattehehmome)dﬂ)oﬂmmus thedaski ste tasks ShopartitulatdueeliarBust The
el ectronic §:3§ ver¥ managenent server 110 U%ES t he conéact information in
the. cuSPBRctEpAd T QHGORICRSCPHEY IRAPRSSIPIERSIURT Y ) §F CPRBEWEA o Ensmite nofige
pr eser yadht @fisthBhdsR4 Sllat HRak ¥ @M bBE c§ﬁ19fe?éa faé?hép@ %sﬁé%ﬁn@ir@feﬂnhf? to the
custodi an. In sone enbodi nents, a standard email” funétion Is used, so that

t he onlfynctipiso Witk regard e afedhnientsnile Belisgavery avnmercxites sonteymasagehef the

cust odi ecks her email, the survey
Wil | aké@lé gﬁb&iﬁﬂg ?%§$§P%&%EdgHﬁkggkgﬁéﬁgpens t hat nmessage, the
survey [&Qlll 2] be p%themgaedj td the benech t?Eims mmrwmycdmy nhahagearl Itlgiﬂa@ﬂcdltlﬁft drhat

when she fills it t he suryve I aII tran e ack to the
tint Abs dEnedsy/Bpy AP SR St omBka e oo ihon SCHG e SRk an- <

profi| gatafORDER Hdvh $&pbfivd ¥ Feldbdnbidthe uﬁde@@'h%ﬂséﬁﬁd“ﬁgﬁé@daé St%nhgﬁler%é&a?ss of
rel easi ng custodians froma matter to a case, as shown in Bl ock 22

e- di sclVBs yithirhe esse prafile isdvaiiaacousasdt graates arpgord@f therskarchiag Swbisdd ban s
profi l r1.&0 ata. This
may chﬁ§93%§ﬁ®ﬁﬁ?§ &%gggggatg%agggﬁgig%#%%%ﬁgﬁggéﬁﬁﬁ&HﬁéﬁhggggﬁPgle IS

| i nkedbelher et 0. Once the custodian is rel eased/ marked, the el ectronic

di scov nagepent ..server s the custodla rofile and
41 AT o B L i SRR o T PR RS P Ffb%ﬁwmls

i dent i friag€lthait i@n@toabollb@ frohhedrRfiBiodass rEPMesE the d-dio R £ mal/he

el ectroni ¢ di scovery nmanagenent server 110 may aut onat i cal deternlne t he

data t ifSc Ui IGERE il O & TEicasdha custpdinns Akany s madielp th%r@slmg cogee T
cust odiddnss el it onfindddEmbiid Ff'c@lﬂecgoﬂ Sﬁfhg 'éﬁ(st&tgéie @ik erN@hie\ ﬁtb\')dzlﬁe%?s

e-di scovery manager nay nanual e same determination by acces$sing
and vi theiclegtromie d@u@weoﬂmanﬂwnpntﬂemeel10:1sr¢ahﬂigqrech® aﬂpwrallaasmdmsmggnahm

cust odj L sg incl flow

o oo n R AARTER R 15 felch i BRI 55 a6diytyd 350 el B e oror y i s
dat a ndiseperEmnanagtelns psaidel d@eata g}@dfpsszﬁust&lalsrmﬂﬂﬁﬁ te@hse) thelREB#SIE €S

w t hin data nanagenent are the processes relating to the harvesting of
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descri er ei I he.varj ous stor copi ed
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col l ec ul t
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W t hin data nanagenent is the copying of the data to the conver si on
services server 170 for analysis and conversion as necessary, as shown in
Bl ock 246. Once the data is converted, it is returned to the long-term
storage area network 190 to be used igyureview. [00133]Also falling within
data managenent is the association of particular data sets with particul ar
sets of search terns stored in the case profile of the case database 124.
In this regard, certain search terns stored in the case profile are stored
with the intention of being applied to certain types of data and/or certain
custodian's data. Alternatively, certain search terns nmay be applied to al



[00134]Wth reference to FIG 9, an exenplary process for nanagi ng a case
is provided, in accordance with one enbodi nent of the present invention As
represented by Block 302, a case or matter is created by the e-di scovery
manager and stored in the case database 124. Next, custodians are added to
t he case, as shown in Block 304, by |inking the custodian profiles of the
Unified Directory 122 to the case profile. Next, as represented by Bl ock

306, the e-discovery manager and/or the case ntact ar er adds
sear chPEUFHET ustogianahat P sollgeied: P e rany diftore docatios o Bty
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whet heincludinestiomeSpapestand Shaged Duiyes.a case. If there is no matter because
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ot her peschal témpuren(s assscmﬁtmth the amdtmharr, tien thdﬂécuanmaﬁﬁovérpmhgmmt eation

o eer St o Oriat RuertalE &yl ik B goiiost Fafing Aberioe i PISERE cust odi ans
added HRcdRey ﬁﬁﬁég@ﬁwnt%@fv@ﬁpﬁ) My %&@Qhé rele@&nt?ﬁ&éﬂﬁe '1dbn§fﬂ1§§<1n§ﬁ‘ﬁlat1@n rem nder
noti ce nodul e may be enpl oyed. As shown in Bl ock 318, the rem nder notice
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as shown I n Block 324, the e-discovery manager may rel ease custodi ans from
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dat a. I 2fnid t roni c
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col | ecttedizRiRsoiAh aReveit et oMot Sl bR 2 ed paced on
t he pacérfiputelto ¢risdra6 b afapaist &mr@m&eéleﬁgbhm1Beamovdye@lﬂthetpe%hal nated, as
shown in Block 328, the search terns previously stored in the case proflle
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results saved to be presented to revie or analysis 00137]Wth

refer etrwmlbcqﬂldsof e ﬁlmnelnéﬂb!maha/smpsimewhé orllegbermgenvgr B30 Bt odi an i s
provid n L ent of ese invention.

E et - il HECHIEROR e o5 R gtk TR Mt PE SR s G 1 o1 or
case. b@n@h&@ thedoat ebllet:h@l it aibina3? &dﬁﬁﬁg&blﬁsly dlldwhahd istddea tBcotiiioty 122
is linked to the rel evant case or natt profile. In order to | ocate the

cust odPEnes mpekips athout sppstanyigl merisenre OWdB‘Eu losalralleqsion applicslien 1 32%@ds hown i n

Bl ock 404, intbhRF SRR datd\ored Bh BRMURS HivEBR AU PRt SthlardWbeident i fyi ng
i nformati on about the custodian,

transmitted to the collections server 130

[00118] In addition to the functions described above, the local collection application 132

may also be configured to transmit to the database server 120 a catalog of the files included in
the snapshot to be stored in the ongoing collections database. This catalog may be referenced by
the collections server 130 in order to determine whether collection is complete and to resume
interrupted collections at the point of interruption. Additionally, in accordance with some

embodiments, the local collection application 132 is configured to compile and transmit to the
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whether it is the custodian's name, network user identification, enai
address, etc. The custodi an search nodule will take the input information
and search the Unified Directory 122 for a match. |If nore than one match is
obtai ned, the user interface 118 will present all matches and all ow t he
e-di scovery manager to browse the associated profiles to determ ne the

i ntended custodian. In this way, the correct custodian is identified and
the profile of that custodian is |inked to the appropriate case or matter.
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di scov nagenent server 110.as to et her 1t he cust odi has, been added
to a niigreiore i the exens therg Ispycupigdign &ie&%fﬂérﬁcms Aesis o be Salleriedafhs | 1 ed, as
shown E&nﬁlt&%ﬂ%ﬂing%ﬂﬂﬁb%@ﬂiﬁh céh’ﬂg%rémﬁ deRrAfd heh that BBcIENSoRRItRN profile

inthe Unified Directory 122 as required, as shown in Block 426, and then
t he vap¢tygek K (.ecwhemnit appsiaisda theesmpaies moniterizg appdeatiop 1t Akans) informald c

di scover I 1. ' o Lan' s data, as
shown. R B RUGIER ekt e 10 B Jola e oc eI CUTORRAR ® cor vat on
not i cesppicetiorelP2iimackdialdher ef ore, as shown in Block 410, a preservation

noti ce_| ent vj.a emai.l to_.the custodian or st odi an stand-in. shown
o B oMeTads " ¢ vieRidpen BTGt ke S aledPaRe ey s cavse,
for sopg H&&ﬁﬁcesfé@%aré@ﬁﬁv&?iheﬂﬁ%lé&mﬂﬁ RV &G hRaddnmt dderaug g an. In
the future, en it cones tine to collect fromthe custodi an, the custodi an

wi || bandegiake foveatleq thefdles figmihese fiby sseversippinitjahaing thesle server sovleaionyat i on
noti ce iS5 .SEM 1343 ufi] ] i i r gRl I very
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whet he(wvhgt erthe %leaselsvue{' 15 H%gSp%ge or a Shared Drive, copy the data residing on the file

server, and compress, hash, and transmit the copied data to the collections server 130. The file
server collection application 134 may be programmed with preset instructions that allow it to
only copy files meeting certain criteria, for example, files that have certain file extensions.
Alternatively, the programmed instructions may prevent the file server collection application 134
from copying files having certain file extensions or other attributes. Either of the foregoing is
advantageous if the e-discovery manager is not interested in copying executable files or source
code, for example. In some embodiments, the file server collection application 134 is also
configured to generate a size estimate of the files residing on the targeted file server. In one
embodiment, the file server collection application 134 may automatically begin the collection

process (copying and transmitting data) if the size estimate falls below a predetermined
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made prior to sending the preservation notice. In such alternate

enbodi nents, if the survey is required, it nay becone a conponent of the
preservation notice and, thus, accessed sinultaneously by the custodian. If
a survey is required, it is transmtted in conjunction with a preservation
notice, and the answers are collected by the el ectronic discovery
managenent sewer 110 and stored in the database server 120, as shown in

Bl ock 416. Remi nder notices for the preservation notices and surveys nmay
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t he stagbng drive (180). As such, barcoding is performed w thout the need
to execlite the barcoding application on an exchange server and, as such no
human intervention is needed in the barcode process. In accordance with
enbodi nents of the present invention, one barcode may be assigned per

cust odi an, per data type and per event (i.e., case, matter, etc.) [00143] At
Event 512, the collected enail data mgy be associated with a specific
search termset or sets. Wen the search terns are applied, a listing of
the files and docunents including those terns (the "search termhit list")
are presented to the reviewer and also stored in the database server (120).
The reviewer may provide an indication of this to the electronic discovery
managenment server 110, which may then make a determ nation that other




processing drive for subsequent analysis. It should be noted that the
nature of email data obviates the need to perform conversion and/ or
decryption on the data set. At Event 516, the active enmil data set is
| oaded into the anal ysis application and, at Event 518, the data set is
exported to the requestor/reviewer for analysis. [00145] Data Bl ock 520
signifies other non-exchange server based enmail, such as email accessed

through a client-server, collaborative application, such as Lotus Notes(r)
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After tehetréldt distBenbatihgemphigtuéitreldTehd srognt @FeathOicegdird tédcmet wor k (190) ,
the col |l ections server (130) conpares the hashing of the data in permnent
st or ag&MPadimeatso Asdilvsiipted an ﬁIGr& {CREAIB PERGPSTES drsprked hemyy may Be categariged hashi ng
| S i denhinGRbne JT¢hISRaraDEndRL R rfrOhicl By 16K 719 afs{o\ﬂ?an(rﬂﬁﬁgcmérﬁoa}fw] At Event
526, the collggted nonéexggénge sewer énal l daggwn%ykgg-a sociated with a
speci f irepreseated hy Béokn228; orglatagpasgernd astrbpressoted bly Bleskdlar/s deppibicéd, a
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li kel 'y ptReddSs M8y BOBsHRy assigned to more than one category. Therefore, while the
architecture of the system 100 allows separate management of custodians, cases, and data,
certain processes of the present invention may affect more than one of the foregoing.
[00125] The first process that falls within the case management category is creation of a
matter or case as a framework for litigation support activities, as shown in Block 202, As
described above, the e-discovery manager may enter into the user interface 118 certain
information about a particular matter or case, such as a case name and/or number, a short
description of the matter/case, a legal identifier, the particular requester (i.e., who asked for the
case to be opened), managers or contacts for the matter (i.e., individuals involved in the
substance of the matter rather than the process, like the e-discovery manager) etc.
[00126] It is noted that custodian information is stored separately from the case
information allowing for the same custodian in multiple cases. This provides for the electronic
discovery system of the present invention to have scalability, whereby evidence associated with

one custodian may be used in multiple cases.
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[ 00148] At Event 528, the NSF files or any other file types associated with
non- exchange server based enmail that may be encrypted is decrypted using a
decryption application, in accordance with enbodi nents of the present

i nvention. The encryption of NSF files occurs at the user |evel and,
therefore only the user has the password necessary for decryption. The
decryption application allows for decryption of the NSF file-type data

w t hout the know edge of the user/encrypter. The decryption application
finds [MO1R7] es t A&e clestranic disganeermanagemprt sgliwelrl@rst%s poniommatindatles g

dat abasg Aliahlie 1bD:l bl 88un 2030514085 1502, AHABASIMRALLL s HRGHAEIET YD et

and su sequently decry e data € non- exchange
ser ver swiehdt atl atfarmsationiraatirgpdepattivutar rtutienoralayesis selatpd vithat thocasadatabaat  Event

532, a set i.s exported to the re stor/.rey r,.for a Si s.
001501 B HTH BHEE RIS R CON Bl e TS MEEST I P FBIRE Sconmrer ce
data s yﬂ@oﬁﬁe&aﬁ@[}@@ﬁeory for the purpose of regulation, conpliance to
regul atin odi es, such as the Securities and Exchange Comm ssion (SEC) or

the |i K91 g&}t Ev e Flte I536progess pathincase managereniis thercapation pﬁprem%t@mnah@s
el b SPL Si  HEP SR ey USRI EY
| ocat i ennagenotayabresgb ﬂt&dsenunes[’aagl llﬁgeldrelr gene(“alés@)lew preativalodn ra)tlbw @ode to the
set of $ Og;si}allegacljlt %ioattl'lg pg.l%glﬂlalt ci:agg 01]c rrngtter to be stored in the case profile in the case
database 124 or, alternatively, link a preservation notice or survey already stored in the database
server 120 to the case profile of the specific case or matter at issue. Also within case
management is the creation of search terms pertinent to the case, as represented by Block 206.
As described above, the e-discovery manager or a contact or manager for the case may use the
user interface 118 to input individual search terms or search term sets to be applied to the data
harvested in the case. In some embodiments, the search terms may be limited to be used with
particular custodians and/or with particular harvested data types. The search terms will be saved
in the case database 124 so that they may be readily applied to harvested data and used in
connection with storing the resuiting responsive data.
[00129] The processes of entering relevant attachments, notes and updates to a particular
case or matter also falls within the case management category, as demonstrated by Blocks 208
and 210. The e-discovery manager or a case contact or manager may use the user interface 118
to upload documents and enter notes and other relevant data, including updates and reminders, to
be stored in the case profile of the case in the case database 124. Once these attachments, notes
and updates are added, they may be referenced whenever a user views the case profile through
the user interface 118. The cost estimation modules of the present invention are also processes
that are categorized as case management processes, as shown in Block 212, In this regard, the
electronic discovery management server 110 utilizes a cost estimation application to determine
the cost of harvesting and reviewing data, based on a number of factors including, for example,
number of custodians, amount of harvested data, data types, etc. Finally, case management also

includes a number of tasking and workflow processes that are represented by block 214.
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the particular collection. The barcoded data is then copied and

comuni cated to the long-term storage area network (190) for pernanent
storage. At Event 540, the collected and barcoded journal ed data may be
associated with a specific search termset or sets. [00152] At Event 542
source-to-processing is inplemented to insure that any | oose files are
properly formatted in a standardi zed format. In this regard, according to
one enbodi nent of the invention, |oose files are exam ned for rel evancy
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556 source-to-processi I Asure ?1es
that the only mformatlon needed from the Unified Directory 122 is the custodlan s emall

address. When the custodian checks her email, the survey will appear as a message therein, and
when she opens that message, the survey will be presented to her. The survey may be configured
such that when she fills it out, the survey is automatically transmitted back to the database server
120 for storage in the case profile and the custodian’s profile.

[00131] Also falling within custodian management is the process of releasing custodians
from a matter to a case, as shown in Block 228. The e-discovery manager uses the user interface
118 to mark the custodian’s profile so that the custodian is now activated for collection of data.
This may occur within the case database 124 since the custodian’s profile is linked thereto. Once
the custodian is released/marked, the electronic discovery management server 110 may access
the custodian’s profile and initialize collection based on the various data storage locations
identified in the profile. Therefore, as represented by Block 230, the electronic discovery
management server 110 may automatically determine the data types and locations of data to be
harvested by accessing the custodian’s profile in the Unified Directory 122. Alternatively, the e-
discovery manager may manually make the same determination by accessing and viewing the
custodian’s profile. Finally, as with case management, custodian management also includes a

number of tasking and workflow processes that are represented by Block 232.
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are properly formatted in a standardi zed format. In this regard, according
to one enbodi nent of the invention, |loose files are exam ned for rel evancy
and, if relevant, stored in a proper data format, such as a PST file or the
| i ke. The nmetadata associated with the non-standardized files is retained
and remains wth the reformatted data files. Source-to-processing file
conversions may be required on EML formatted files, MSG formatted files,
IPD formatted files and the |ike. [00157] At Event 558, the local PC files
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At Event 566, the file sewer [ ection a I catil on enented to
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decryption or standardization functions to be applied to it in order for it to be searchable and/or
otherwise usable, so the next process that falls within data management is the copying of the data
to the conversion services server 170 for analysis and conversion as necessary, as shown in
Block 246. Once the data is converted, it is returned to the long-term storage area network 190
to be used in review.

[00133] Also falling within data management is the association of particular data sets with
particular sets of search terms stored in the case profile of the case database 124. In this regard,
certain search terms stored in the case profile are stored with the intention of being applied to
certain types of data and/or certain custodian’s data. Alternatively, certain search terms may be
applied to all data collected for a specific case. In either instance, the electronic discovery
management server 110 accesses the case profile, determines the search terms to be applied, and
associates the search terms with the barcode of the appropriate data sets in long-term storage.
Thus, the search terms will be applied to that data and the results will be generated and presented
to reviewers for analysis. Finally, as with the other management categories, data management
also includes a number of tasking and workflow processes that are represented by Block 250.
[00134] With reference to FIG. 9, an exemplary process for managing a case is provided,
in accordance with one embodiment of the present invention. As represented by Block 302, a
case or matter is created by the e-discovery manager and stored in the case database 124. Next,
custodians are added to the case, as shown in Block 304, by linking the custodian profiles of the
Unified Directory 122 to the case profile. Next, as represented by Block 306, the e-discovery

41



as short-termstaging drive (180) to attach a barcode to the set of network
storage data resulting fromthe particular collection. The barcoded data is
t hen copied and communicated to the | ongterm storage area network (190) for
per manent storage. At Event 570, the collected and barcoded network storage
data may be associated with a specific search termset or sets. [00161] At
Event 572 source-to-processing is inplenented to insure that any | oose
files are properly formatted in a standardi zed format. In this regard,
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ent er pfQ0335lsyst efjc pressatagion aotiwt edrhswndf Bldek 3 Disfirdnewitted 4 theicastedianshe
dat abas L.th the user/encrypter, and.subsequently decrypts the data.
{01637t oot PERE . R ISR o0d. 4 8RB el P Tndshleh
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exported to the requestor/reviewer for_ analysis. [00164] Data bl ock 580
si gni f Feadndar aetiges #e eustpgianss dhe pofican ey be st Opsrsiallsng may remgingd cystpdians

about the preservation notice and/or remind custodians to fill out surveys. With regard to

surveys, in the event a survey is required or desired, according to Block 320, a survey is created.
The survey may be saved in the case profile in the case database 124. As shown in Block 322, it
is possible to enable the survey to be attached to and transmitted with the preservation notices.
[00136] Next, as shown in Block 324, the e-discovery manager may release custodians
from the matter to the case, which initialized collection of the custodian’s data. As shown in
Block 326, the e-discovery manager or the electronic discovery management server 122 accesses
the custodian profile, determines the data types and location to be collected, and initializes the
applicable collection applications to go collect the data. Once the data has been collected and a
unique barcode has been assigned to each dataset based on the particular custodian and storage
location from which it originated, as shown in Block 328, the search terms previously stored in
the case profile may be assigned to the dataset based on the input instructions regarding the
search terms. These search terms may be applied to the dataset and the results saved to be
presented to reviewers for analysis.

[00137] With reference to FIG. 10, an exemplary process for managing a custodian is
provided, in accordance with one embodiment of the present invention. First, as represented by
Block 402, a custodian is added to a matter or case. In this regard, the custodian’s profile in the
Unified Directory 122 is linked to the relevant case or matter profile. In order to locate the
custodian’s profile, a custodian search module may be employed, as shown in Block 404.

Therefore, the e-discovery manager may enter any identifying information about the custodian,
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col l ector application, such as EnCase(r) may be executed on the devices of
interest to collect data. According to one enbodi nent of the invention, the
forensic collector application may be automatically depl oyed on the device
of interest without the know edge of the device user. In accordance with
anot her enbodi nent of the invention, a conputer nonitoring application may
be inplenmented (not shown in FIGS. 11 or 12) that nonitors the network to
determ ne the addition or subtraction of conputers_to the network based on
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transmitting preservation notices and surveys.

[00139] Next, in accordance with Block 408, a determination is made by the electronic
discovery management server 110 as to whether the custodian has been added to a matter or a
case. Ifitis a case, then the custodian is verified, as shown in Block 424, supplemental data may
be added to the custodian profile in the Unified Directory 122 as required, as shown in Block
426, and then the various collection applications are initialized by the electronic discovery
management server 110 for collection of the custodian’s data, as shown in Block 428. On the
other hand, if it is a matter, then preservation notices are required. Therefore, as shown in Block
410, a preservation notice is sent via email to the custodian or custodian stand-in. As shown in
Block 412, the custodian may then be inactivated from the case because, for some reason, data
does not need to be collected from the custodian. In the future, when it comes time to collect
from the custodian, the custodian will be reactivated, as shown in Block 422.

[00140] After a preservation notice is sent, a determination is made by the electronic
discovery management server 110 as to whether a survey is required, as shown in Block 414. It

should be noted that in alternate embodiments the decision on whether to send a survey may be
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[ 00169] Data bl ock 596 signifies collaborative data, such as data residing
at discovery sites, for exanple LiveLink(r) or the like. At Event 598, a
di scovery site collector application, such as a LiveLink(r) collector
application may be executed on the devices of interest to collect data.
According to one enbodi nent of the invention, the discovery site collector
preserves at |east a portion of the discovery site database in the

e-di scovery database, including al] files and all revisions of the files.
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then the electronic discovery management server (110) may undertake to collect the files from

the enterprise email server (160) by initializing the active email collection application (136)

running on collections server (130). In some embodiments, the active email collection

application (136) is configured to access the particular Microsoft Exchange server within the

enterprise email server 160 on which the custodian’s account resides (which is known based on

the information included in the Unified Directory 122), copy all email located there, including

emails deleted up to a designated prior period, for example, seven days prior to the collection,

and transmit the copied emails to the collections server (130). The email collection application

is also capable of implementing bulk requests and for collecting email on a scheduled basis, such

as daily. The email collection application is additionally capable of being implementing
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| ocating and retrieving data and | everaging results of previous

e-di scoveries with current requests. [00174] Speci fic enbodi nents previously
di scl osed provide for determ ning suggestive potential custodians to be
added to a case/matter in an electronic discovery system The determ nation
I s based on a conparison of data, such as personnel data or |iKke,
associated with individuals already added to the case and all other

i ndividuals in the enterprise, who formthe group of potential custodians.
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server and, as such no human intervention is needed in the barcode process. In accordance with

embodiments of the present invention, one barcode may be assigned per custodian, per data type
and per event (i.e., case, matter, efc.)

[00143] At Event 512, the collected email data may be associated with a specific search
term set or sets. When the search terms are applied, a listing of the files and documents
including those terms (the “search term hit list™) are presented to the reviewer and also stored in
the database server (120). The reviewer may provide an indication of this to the clectronic
discovery management server 110, which may then make a determination that other documents
within the search term hit list are more likely to be responsive.

[00144] At Event 514, the collected and barcoded active email data is copied to a
processing drive for subsequent analysis. It should be noted that the nature of email data obviates
the need to perform conversion and/or decryption on the data set. At Event 516, the active email
data set is loaded into the analysis application and, at Event 518, the data set is exported to the
requestor/reviewer for analysis.

[00145] Data Block 520 signifies other non-exchange server based email, such as email
accessed through a client-server, collaborative application, such as Lotus Notes® or the like. At

Event 522, NSF files or any other file types associated with non-exchange server based email is
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1. A nethod for suggesting potential custodians for a case in an
enterprise-wi de el ectronic discovery system the nmethod conpri sing:
receiving, at conputing device, first inputs that define a case including a
ti meframe associated with the case; receiving, at a conputing device,
second inputs that add one or nore potential custodians to the case;
determ ning, via conputing device processor, a plurality of suggested
potential custodi ans, wherein the determ nation is_based on (1_%_a
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pot ent %%%E%E%ngﬁ%ogge%ggﬁ%y%cﬁe ti meframe associated with the case; and
provi dj09g46lat a AbEput 51 adescodiag applicatiopistinglesphtg abd stegieg thettéonysuvhd

plurality of suggested tial .custodj ans that. neet .t he predefined

P ean ShoBrtof Being five 156 alactls Farcods 3 ThesalbraPTayctipdts BE Sl i nput s
that sgedsehg flofOft Fi&acmt qlEctibing e BarcOf] daka igTHeR cOpiel BAd Sdmihahitdtyd ©f
suggest ed potential custodi ans and add the sel ected suggested potential

cust odihgdeng-tsrm sorags sesa ngfvprk (190) frgermanest siorege Rssmaradhaeiegtions;
real -tj ' : : ' ' ted
bég‘fer C(li,IS g%ll‘lén?i't!;t tBQba'?rQ&Pe%nfbfrmEﬁlﬁl ﬂg@@gﬁag%gﬁi @%Ufrﬁrg I Maimet! e

pot ent | ans ased on recel pt uts at sel ect one
or nor €l 10ht byl stored intthe ddtatasg grredrd 2 () ofoe panagle, ¢y theouitadisn’ s whdieinthe ef i ni ng

I ncl udes. sin r.incr.easi er of the su st.ed potenti al
cust od REaERREA 2B in RENER R B oGre R pHhaln o3 SEBFRRUEEATRG ' C) ai m 1
wher ei Thétefoed, ihdbargdt dad Belised Grrefefedse AGCle®s dae o ddtaminecthepiginp@tidevi ce
processor, qone_or nore enterprise databases to determ nf(algt he at | east one

I
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staging drive (180) and, if the hashing is identical, purges the data from the staging drive (180).

[00147] At Event 526, the collected non-exchange server email data may be associated

with a specific search term set or sets. When the search terms are applied, a listing of the files
and documents including those terms (the “search term hit list™) are presented to the reviewer
and also stored in the database server (120). The reviewer may provide an indication of this to
the electronic discovery management server 110, which may then make a determination that
other documents within the search term hit list are more likely to be responsive.

[00148] At Event 528, the NSF files or any other file types associated with non-exchange
server based email that may be encrypted is decrypted using a decryption application, in
accordance with embodiments of the present invention. The encryption of NSF files occurs at
the user level and, therefore only the user has the password necessary for decryption. The
decryption application allows for decryption of the NSF file-type data without the knowledge of
the user/encrypter. The decryption application finds ID files that exist anywhere in the enterprise
system, creates a database of the ID files, associates the database with the user/encrypter and
subsequently decrypts the data.

[00149] At Event 530, the non-exchange server email data set is loaded into the analysis
application and, at Event 532, the data set is exported to the requestor/reviewer for analysis.
[00150] Data Block 534 signifies journaled data, such as electronic commerce data stored

on a repository for the purpose of regulation, compliance to regulating bodies, such as the
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chai n- of - command. 4. The nmethod of claim 1, wherein the
predeterm ned data includes enpl oynent | ocal e. 5. The net hod of
claim1l1, wherein the predeterm ned data includes enploynment classification.
6. The nethod of claim1l1l, wherein the predeterm ned data includes data
source accessibility. 7. The nethod of claim1l1, wherein the
predeterm ned data includes data content generated by potential custodi ans.

Securities and Exchange Commission (SEC) or the like. At Event 536, criteria is extracted from
input system and manually entered in a designated third party system for data retrieval.

[00151] At Event 538, the barcoding application is implemented at a staging location, such
as short-term staging drive (180) to attach a barcode to the set of journaled data resulting from
the particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 540, the collected and barcoded
journaled data may be associated with a specific search term set or sets.

[00152] At Event 542 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source-to-processing file conversions may
be required on EML formatted files, MSG formatted files and the like.

[00153] At Event 544, the journaled data set is loaded into the analysis application and,
at Event 546, the journaled data set is exported to the requestor/reviewer for analysis.

[00154] Referring to FIG. 12, data block 548 signifies data from a local Personal
Computer (PC), such as enterprise PC (140). At Event 550, the local collection application (132)
is implemented to collect data from designated PCs by taking a “snapshot” of the device’s hard
drive. According to one embodiment of the invention, the local collection application may be
autodeployed thus, obviating the need for any manual entry by the e-discovery manager or the
like. In other embodiments of the invention, the local collection application (132) may be
employed to collect data from network storage.

[00155] At Event 552, the barcoding application is implemented at a staging location, such
as short-term staging drive (180) to attach a barcode to the set of local PC data resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 554, the collected and barcoded
local PC data may be associated with a specific search term set or sets.

[00156] At Event 556 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data

format, such as a PST file or the like. The metadata associated with the non-standardized files is
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8. The method of claim1l1l, wherein determning, further conprises applying a
predeterm ned rel evancy wei ght value to each match of the predeterm ned
data and summi ng the predeterm ned rel evancy wei ght values to result in a
suggested potential custodian score. 9. The nethod of claim 8,
wherein providing an output of the determned plurality of suggested
potential custodians further conprises providing a ranked listing of the
suggested potential custodians, wherein the ranked listing is ranked based
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[00159] Data block 564 signifies data from network storage, such as a shared drive or
HomeSpace. At Event 566, the file server collection application (134) is implemented to
automatically collect data from shared drives and/or HomeSpace. According to one embodiment
of the invention, the file server collection application (134) may be autodeployed thus, obviating
the need for any manual entry by the e-discovery manager or the like.
[00160] At Event 568, the barcoding application is implemented at a staging location, such
as short-term staging drive (180) to attach a barcode to the set of network storage data resulting
from the particular collection. The barcoded data is then copied and communicated to the long-
term storage arca network (190) for permanent storage. At Event 570, the collected and
barcoded network storage data may be associated with a specific search term set or sets.
[00161] At Event 572 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source-to-processing file conversions may
be required on EML formatted files, MSG formatted files, IPD formatted files and the like.
[00162] At Event 574, the network storage files that may be encrypted are decrypted using
a decryption application, in accordance with embodiments of the present invention. The

decryption application allows for decryption of the network storage data without the knowledge
of the user/encrypter. The decryption application finds ID files that exist anywhere in the
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13. The method of claim 10, wherein the predeterm ned data associated with
the at | east one of the previous identified recipients and the suggested
reci pi ent includes one or nore of enploynent chai n-of-command, enpl oynent

| ocal e, enploynent classification, data source accessibility or generated
data content. 14. The method of claim 10, wherein determning one or
nore suggested recipients, further conprises applying a predeterm ned

rel evancy wei ght value to each match of the predeterm ned data and summing
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particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 586, the collected and barcoded
forensic data may be associated with a specific search term set or sets.

[00166] At Event 588 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source-to-processing may be required on
EML formatted files, MSG formatted files, IPD formatted files and the like.

[00167] At Event 590, the forensic files that may be encrypted are decrypted using a -
decryption application, in accordance with embodiments of the present invention. The
decryption application allows for decryption of the network storage data without the knowledge
of the user/encrypter. The decryption application finds ID files that exist anywhere in the
enterprise system, creates a database of the ID files, associates the database with the
user/encrypter and subsequently decrypts the data.

[00168] At Event 592, the forensic data set is loaded into the analysis application and, at

Event 594, the network storage data set is exported to the requestor/reviewer for analysis.
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16. The apparatus of claim15, further conprising: a case dat abase
| ocated in the nenory and configured to store case-related data including

the timefrane associated with the case; and a cust odi an dat abase
| ocated in the nmenory and configured to store potential custodian and
actual custodi an-rel ated dat a, wherein the case database is |linked to

the custodi an database such that adding one or nore potential custodians to
the ea i s.reflect in respe tive case-related data in_ the custodian
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as short-term staging drive (180) to attach a barcode to the set of discovery site data resulting

from the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190) for permanent storage. At Event 602, the collected and
barcoded discovery site data may be associated with a specific search term set or sets.

[00171] At Event 604 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source-to-processing may be required on
EML formatted files, MSG formatted files, IPD formatted files and the like.

[00172] At Event 606, the discovery site data set is loaded into the analysis application
and, at Event 608, the discovery site data set is exported to the requestor/reviewer for analysis.
[00173] Thus, present embodiments herein disclosed provide for improvements in
electronic discovery. Embodiments herein disclosed provide for an enterprise-wide e-discovery
system that provides for data to be identified, located, retrieved, preserved, searched, reviewed
and produced in an efficient and cost-effective manner across the entire enterprise system. In
addition, by structuring management of e-discovery based on case/matter, custodian and data and

providing for linkage between the same, further efficiencies are realized in terms of identifying,
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21. The apparatus of claim 15, further conprising a suggested preservation
notice recipient application stored in the nenory, executable by the
processor and including a suggested preservation notice recipient routine
configured to determ ne one or nore suggested recipients of a preservation
notice from anongst potential custodians previously added to the case,
wherein the determ nation is based on an association with the one or nore

revioysly ideptified recipients, of the preservation notice and previous
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22. Thqe(?ggg_r atus of claim 21, wherein the suggested preservation notice
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{00175] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative of
and not restrictive on the broad invention, and that this invention not be limited to the specific
constructions and arrangements shown and described, since various other changes, combinations,
omissions, modifications and substitutions, in addition to those set forth in the above paragraphs,
are possible.
[00176] Those skilled in the art may appreciate that various adaptations and modifications
of the just described embodiments can be configured without departing from the scope and spirit
of the invention. Therefore, it is to be understood that, within the scope of the appended claims,

the invention may be practiced other than as specifically described herein.
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CLAIMS

1. A method for suggesting potential custodians for a case in an enterprise-wide
clectronic discovery system, the method comprising:

receiving, at computing device, first inputs that define a case including a timeframe
associated with the case;

receiving, at a computing device, second inputs that add one or more potential custodians
to the case;

determining, via computing device processor, a plurality of suggested potential
custodians, wherein the determination is based on (1) a predetermined threshold of matches
between predetermined data associated with at least one previously added potential custodian
and a suggested potential custodian and (2) the timeframe associated with the case; and

providing, at a computing device, an output display of the determined plurality of
suggested potential custodians that meet the predefined threshold of matches;

receiving, at a computing device, third inputs that select, from the output display, one or
more of the plurality of suggested potential custodians and add the selected suggested potential
custodians to the case; and

refining, at a computing device, in real-time, the output display of the determined
plurality of suggested potential custodians based on receipt of the third inputs that select one or
more the plurality of suggested potential custodians, wherein refining includes decreasing or

increasing a number of the suggested potential custodians provided in the output display.

2. The method of claim 1, wherein determining further comprises accessing, via a
computing device processor, one or more enterprise databases to determine the at least one
match between the predetermined data associated with at Icast one added potential custodian and

a suggested potential custodian.

3. The method of claim 1, wherein the predetermined data includes employment

chain-of-command.
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4, The method of claim 1, wherein the predetermined data includes employment

locale.

s. The method of claim 1, wherein the predetermined data includes employment
classification.

6. The method of claim 1, wherein the predetermined data includes data source
accessibility.

7. The method of claim I, wherein the predetermined data includes data content

generated by potential custodians,

8. The method of claim 1, wherein determining, further comprises applying a
predetermined relevancy weight value to each match of the predetermined data and summing the

predetermined relevancy weight values to result in a suggested potential custodian score.

9. The method of claim 8, wherein providing an output of the determined plurality of
suggested potential custodians further comprises providing a ranked listing of the suggested
potential custodians, wherein the ranked listing is ranked based on the suggested potential

custodian score.

10.  The method of claim 1, further comprising determining, at a computing device,
one or more suggested recipients of a preservation notice from amongst potential custodians
previously added to the case, wherein the determination is based on an association with the one
or more previously identified recipients of the preservation notice and previous preservation

notice history of the one or more suggested recipients.

11, The method of claim 10, wherein determining one or more suggested recipients
further comprises determining, via the computing device processor, at least one match between
predetermined data associated with at least one of the previous identified recipients and a

suggested recipient.
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12, The method of claim 10, wherein determining one or more suggested recipients
further comprises determining, via the computing device processor, that a predefined threshold
of maiches exist between the predetermined data associated with the at least one of the previous

identified recipients and the suggested recipient,

13, The method of claim 10, wherein the predetermined data associated with the at
least one of the previous identified recipients and the suggested recipient includes one or more of
employment chain-of-command, employment locale, employment classification, data source

accessibility or generated data content.

14, The method of claim 10, wherein determining one or more suggested recipients,
further comprises applying a predetermined relevancy weight value to each match of the
predetermined data and summing the predetermined relevancy weight values to result in a

suggested potential preservation notice recipient score,

I5.  Anapparatus for suggesting potential custodians for a case in an enterprise-wide
electronic discovery system, the apparatus comprising:

a computing platform including a memory and at least one processor;

an electronic discovery manager application stored in the memory, executable by the at
one processor and configured fo receive first inputs that define a case and include a timeframe
associated with the case and receive second inputs that add one or more potential custodians to
the case; and

a suggested potential custodian application stored in the memory, executable by the at
least one processor and including a suggested potential custodian routine configured to:

determine a plurality of suggested potential custodians for the case, wherein the
determination is based on (1) a predefined threshold of matches existing between predetermined
data associated with at least one previously added potential custodian and a suggested potential
custodian and (2) the timeframe associated with the case, and

refine, in real time, the output display of the determined plurality of suggested potential

custodians based on receipt by the electronic discovery manager application of third inputs that
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select one or more the plurality of suggested potential custodians, wherein refining includes
decreasing or increasing a number of the suggested potential custodians provided in the output

display.

16.  The apparatus of claim 5, further comprising;

a case database located in the memory and configured to store case-related data including
the timeframe associated with the case; and

a custodian database Jocated in the memory and configured to store potential custodian
and actual custodian-related data,

wherein the case database is linked to the custodian database such that adding one or
more potential custodians to the case is reflected in respective case-related data in the custodian

database and the potential custodian-related data in the custodian database.

7. The apparatus of claim 15, wherein the suggested potential custodian routine is
further configured to access one or more enterprise databases to determine the at least one match
between the predetermined data associated with at least one added potential custodian and a

suggested potential custodian.

18. The apparatus of claim 15, wherein the predetermined data includes one or more
of employment chain-of-command, employment locale, employment classification, data source

accessibility or data content generated by potential custodians.

19. The apparatus of claim 15, wherein the suggested potential custodian routine is
further configured to apply a predetermined relevancy weight value to each match of the
predetermined data and sum the predetermined relevancy weight values to result in a suggested

potential custodian score,

20.  The apparatus of claim 15, wherein the suggested potential custodian application
is further configured to provide the output of the determined plurality of suggested potential
custodians, wherein the output comprises a ranked listing of the suggested potential custodians,

and wherein the ranked listing is ranked based on the suggested potential custodian score.
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21, The apparatus of claim 15, further comprising a suggested preservation notice
recipient application stored in the memory, executable by the processor and including a
suggested preservation notice recipient routine configured to determine one or more suggested
recipients of a preservation notice from amongst potential custodians previously added to the
case, wherein the determination is based on an association with the one or more previously
identified recipients of the preservation notice and previous preservation notice history of the one

or more suggested recipients.

22, The apparatus of claim 21, wherein the suggested preservation notice recipient
routine is further configured to determine at least one match between predetermined data

associated with at least one of the previous identified recipients and a suggested recipient.

23. The apparatus of claim 21, wherein the suggested preservation notice recipient
routine is further configured to determine that a predefined threshold of matches exist between
the predetermined data associated with the at least one of the previous identified recipients and

the suggested recipient.

24, The apparatus of claim 21, wherein the predetermined data associated with the at
least one of the previous identified recipients and the suggested recipient includes one or more of
cmployment chain-of-command, employment locale, employment classification, data source

accessibility or generated data content.

25. The apparatus of claim 21, wherein the suggested preservation notice recipient
routine is further configured to apply a predetermined relevancy weight value to each match of
the predetermined data and sum the predetermined relevancy weight values to result in a

suggested potential preservation notice recipient score.
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