260CT2006 VD.O.B/;»:083601 PCT/ US02/ 33648 1 Met hods, Apparatus and Prpgro%wouﬁ
Products for Wreless Access Points Background of the Invention The

“descripti ORI/ debsoli Ol | ows presupposes know edge of networ ks gakeh 33648
communi cati ons anc? switches and routers as used in such conmmuni cati ons

networks. In particular, the description presupposes famliarity with the

| SO nodel 5 of network architecture which divides network operation into

| ayers. A typical architecture based upon the |SO nodel extends from Layer
1 (also sonetines identified as "L 1 ") being the physical pathway or
medi a through which signals are passed upwards through Layers 2,3,4 and so
forth to Layer 7, the |last nentioned being the |ayer. of applications
programmi ng runni ng, on a conputer _system.linked 10 0. .the _network, .In this
docunent , - mentMethags, 1pa[QtU§,ﬂle£Bl‘ eraf‘hnbr%d‘fQFéﬂﬁ dreless Argess F 8'ntie
correspondi ng | ayer of a network architecture. The disclosure al so
presupposes a fundanental understanding of bit strings known as packets and
frames in sucBaokgreurd obthalnveatioon. The 802. 11 standard is a fam |y of
specifications created by the Institute of 15 Electrical and El ectronics
Engineers Inc. for wireless |l ocal area networks in the 2.4-gigahertz

bandw dth space. 8gg, éﬂ]—:s ion%vl]iig'f?Hﬂllagvtsﬁgéfrsﬁgyr@s?%ﬁ?ﬁ\meﬁﬁgW?\%tw&wﬁav&t ers

and ot her el ectronic devices to eac e ternet at very high
speed wi t hout camyhunicatiens amel switdheg andoasiteraldsyyseal nasuadr corensin@atiohs how a

cordl ess phone links to its base, statjon. Wth 802.11,. electronic deyices
can talk 20 tBewsts. & Ruticdo PeglesedhHoBe BroPRBeth aadnGu he P b ¢ 5.
a second, gwhi gPnéivori afdhREctuRARNRABRVINGS ABWRK WRE KtiohInOaPaE atetypichi ces.
Devi ces using 802.11 - increasi n_gldé known as W-Fi. - are relatively. '

i nexpensi ve. ArohieelbrabasasburonpberdBOgandelexirndgtiton bayelbol@sosBuueties wi | |
RPS_920020 151 I%%Ii‘méd :Lel. ‘IL|1 |‘)I t!eliAd t'hE lleélJ:éllth'JV\I/A)Jch Hédlé lthlehl \A/hich s_ignals are
| passed upwards through Layers 2, 3, 4 and so forth to Layer 7, the last mentioned

being the layer of applications programming running on a computer system linked

10 to the network. In this document, mention of L1,L2and soforthisintendedtorefer
to the corresponding layer of a network architecture. The disclosure also
presupposes a fundamental understanding of bit strings known as packets and

frames in such network communication.

The 802.11 standard is a family of specifications created byfhe Institute of
15  Electrical and Electronics Engineers Inc. for wireless local area networks in the
2.4-gigahertz bandwidth space. 802.11 can be thought of as a way to connect
computers and other electronic devices to each other and to the Internet at very high
speed without any cumbersome wiring — basically, a faster version of how a
cordless phone Iinks: to its base station. With 802.11, electronic devices can talk
20 to each other over distances of about 300 feet at 11 rﬁegabits_a second, which is

faster than some wired networks in corporate offices.

Devices using 802.11 — increasingly known as Wi-Fi — are relatively.

inexpensive. A network access point can be bought for about $500 and will
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*166166* ITHIID I 11 111 111 *G0007* 260CT2006 WD 03/ 083601 26 0CT 2006
PCT/US02/ 33648 2 coordinate the communication of all 802.11 equi pped

devi ces W tyhhh:4309€ and provide a link to the Internet

i ntranet to mh?ch the access point is linked. The cards Egéﬁﬁﬂgyﬁé | apt op
conputer or other device "plug" into the network cost $100 to $200. Sone
personal comruni cati on devices cone engbled for 802.11 5 comruni cati ons

wi thout the need of an additional card. Wreless 802.11 cards and access
points are fl WoBeiRith thdeorhf@hiaiombt SIPEIUY £eqSPped tevises WRIMRAIrény@ard and
find easy connectivity with 802.11-standard products. Such networks are

al so known - bypronidea linkietie Internes and/oranytioisangt tawkich theaogeskpoialiglinked. sone

i nst ances, as -,nobile,ad-hoc netwdr ks, or NETs. 1/ Lovi di ng,so,nuc
wirel ess speed h§tca_ d%aglg[] a Baﬂt%pegvé)rgplﬂs(/?rno. f)erﬁVbq.?ngh}_Ei Pfi@ ﬁ@a{%t‘ﬁﬂ@ CIDBP_ a -
worl d bent on gaoptd PRORBHMESErs6RETEbRMnfRTicadN dBlicES come epRbRAGIED2! £Pi dI Y.
Col | ege students are setting up networks in their dornms and cafeterias.

Fﬁl ks in sﬁﬁge cpamunieatiogawitiFou ieinsed otatadsitionaloadd. d¥eless §0& Weakdsand  cover
L 15 avong B¢ esroints AL OB et B byl bR Fbpie iR

ai rport | oungessy adrthectivityedith 80201 tastandardpradutts. [Bich retsdsaredisslasiwre to
stay connected. It r?as een reprq(ggtedx at, in 2000, ,the nupber of people
usi ng wi r el esdYIBVEIforma JaMes\asAgshoq WEgesy nalerisand it SOme NSHNCRS 4%
Syner gy Reseangdbhil s ioc (SR8 sorMARERE. | G oup, a Scottsdale, Ariz.-based
mar ket research firm sees the nunber of 20 wreless data users in

busi ness growing from6.6 mllion today to nore than 39 mllion by 2006.

Feeding this trend.is.t.he fact that al nost uarter of .all .workers jn
smml | or Tebdi um oi LA P BHen i eghiHesc dl adiPles rkn i gy profodnd 20
per cent implications for a world bent on anytime/anywhere communication. Wi-Fi is

spreading rapidly. College students are s_e_tting up networks in their dorms and

cafeterias. Folks in some parts of San Francisco are building 802.11 networks to

covertheir neighborhoods. Starbucks Corp., United Airlines inc., and Holiday Inn,

15 among others, are installihg 802.11 networks in their shops, afrpon lounges, and

hotels, in a nod toward their customers’ desire to stay connected. It has been

reported that, in 2000, the number of people using wireless local area networks

rose by 150 percent, according to Synergy Research Group. ,Cahnérs In-Stat

o ~ Group, a Scottsdale, Ariz.-based market research firm, sees the number of
B 20 wireless data users in business growing from 6.6 million today to more than 39
million by 2006. Feedingthis trend is the fact thatalmost a quarter of all workers in

small or medium-sized business are mobile workers, spending atleast 20 percent

of theirtime away fromthe office. Wireless e-mail is their prime need, whichis why

mobile computing products with always-on e-mail capability continue to sell so well.

25  Inearly 2002, it was estimated thatbetween 25,000 and 50,000 pe.ople installand

manage 802.11 networks every day.

The wireless trend will inevitably spill over into the home networking market.

Amajor reason is price: The cost of access points, equipment that connects to the
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of their tinme away fromthe office. Wreless e-mail is their prine nﬁeﬁfl

whi ch-is why nobile conputing products with always-on e-nail capabi Fi Qm 2006
continue tGyg@shsssl Vel l. 25 In early 2002, it was esti matRg ihdischet ween
25,000 and 50, 000 people install and nanage 802. 11 networks everyday. The
wireless trend will inevitably spill over into the home networking market.

A major reason is price: The cost of agcess points, equipnment that connects
to the RPS920020151 PCT1 2 6 OCT 2006 WD 03/083601 PCT/ US02/ 33648 3

wirel ess net wqlidtlesa RBtwirk: WRt ketwdlricihietee earddsor NICs, Mhatenakehns ieti@wede | i nk
between the PC and the access point, is dropping. Those |ow prices catch

the eye of sHupP&rand i aecass PRI, ishdroppine. faeseelovgpEses2eatple theefye ioh t he

nor i zon. one. SEOMT Pa R SEERR b E BB R B Rt AR RS o i e

spectrum techmgbegy at low power to transfer data at a very high speed.
UMWB will be perhaps ten tinmes faster than 802.11, yet suffer from sone of
t he sane exposures described here. Another - - is the inclusion of radio

fr equency  uncti onefisb} e ARoRBIRSo B G BECHARTHORAS! dfe (g Iags Such

as systemtcent ral processors an processors. : re's the
probl em and &andaadiditéahmatogytor piVEBewhich uSes @ vidaispectrum teshmalagyrat low

technol ogy adm ni strators and users are ca bet ween ease of use and _
requirenents PGWeé‘é’d_[?ﬂS[ejda*ﬁ?é?é(le'@&E?W%?;%BM'LW%aWWtW‘%SéP%@E t oday
and whi ch cangbg, @ﬁiﬁ}/@l%hﬁgrfﬂﬁn EWbﬂhBQah@FeréilﬁeéaﬁééFiSed K18 KaothBat all -

too often 15 it Is I mp enmented w thout any kind of security at all. The
ot her is that igthe inaugiombt rabie-fiaswesey unictign dipedtlyos chipls whieh perferanether

switches themon,. are conpletely ineffectual. Accpording to Gartner _
ot aquest'0 abiitipRE SugPRE FEaRT esrATbloEE eI rodREB Tk B deduam o1 net vor k
have sonme kind of wreless network, either official or

And there's the problem, and a real dilemma it presents. Once again,

information technology administrators and users are caught between ease of use

and requirements for security. There are two major'pr'oblems with wireless today

and which can be anticipated as remaining into the future. One is that all too often

15 it is implemented without any kind of security at all. The other is that the
out-of-the-box security options, if the consumer switches them on, are completely
ineffectual. Accordingto Gartner Dataquest, about thirty percent of all companies

-with a computer network have some kind of wireless network, either official or
rogue. Furthermofe, if the business or cafe next door has a wireless network, the

20  business might be in trouble.

Wireless is so wide open, in.fact, that it has given birth to a new technologist |
Olympic sport: war driving. The game is all about seeing how many potential tafgets_
canbe found. Allthatis neededtoplayis alaptop, a wireless PC card, and some
software. War driving has been widely discussed in the technical press and on
25  technology web sites, and does occur on a regular basis. The new hobby for bofed
teenagers and technogéeks is to drive around with an antenna and GPS strapped

to a laptop hunting for wireless access points. While most are not maliciously
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rogue. Furthermore, if the business or cafe next door has a wirel €SS9 § (CT.2006
network, the 20 business mght be in trouble. Wreless is so wide open, in

fact, that gy oh@Seg! VeN birth to a new technol ogi st O ynprfusihRsds War
dri-ving. The gane is all about seeing how many potential targets can be

found. Al that is needed to play is a |aptop, a wreless PC card, and sone
software. War driving has been wi dely 4iscussed in the technical press and
on 25 technol ogy web sites, and does occur on a regular basis. The new

hobby for bor gdackif¢REGRHE ditthreealsigyanssentimgitberdséives Romuirdesditdithan
antenna and GPS strapped to a laptop hunting for wireless access points.

Wi | e nost  ar eetvorrk aatl iaoy of $1eyfile RpEyapeddheeipopl evengorads seawdte. wo
03/ 083601 PCT/ US02/ 33648 4 attacking networks and are carefully preventing
t hensel ves from accessing the network and any of the files contained

therein, not eVerygﬂ@ohﬁeﬁfbr’@?b;bdl&-to&l@aséﬂinW&edrﬁWig?NBtSw_rh'\arer,te)lelyeuttneed in
war driving, NetStunbler, tells you the access point nanme, whether

encryption i saeeess raint name, Whethes eacomptien inenabled, and numespunethgnbits of
Net St unbl er i s , I VSt : ' ' 4 f
rogue. ungut YRR, AEERimbRRls 465 A MR LBHEFadhAstiatoraig 1b Kieilly ¥

or gani zat i ons roddie waRthqrizededcogss wenty waticte dmvpobedrs adanectgd ainqtiieirk dri ve
down Hi ghway 101 .in Silicon Val|ey. Ano}yher user,, cruising the fjnancial
district in LOAHPationt Aneiusg' %'ﬁk%{%ﬂ%twi’ﬁa r?éa%SSrFf%’P#QHf'fé?ﬁ’;E@CWFVﬁ O¥0 pbrand
potato chip Cﬁrﬂgerf@g% %%iﬁédﬂ\ﬁill_e?'Rﬂo‘fhé‘%@rs&u@%bMe?inbﬂcihhiiétﬁd{ ML EHHORS -

Kirsmet is a w Ss network sniffer for Linux that includes many of the
sane capabi | i Bhdsising aNenBinmathade fragagesrnty Pgngles bianghpobate ebipcan foundat

tries to recover enc tion keys.. T nd, : e { . ely
avai | abl emo_n Fﬁgoﬁefﬁ'f(@yraﬁg?s’s %"ﬁ%@d’dﬁ@ﬁgg F“z*é'?& 6N g'se{"%qug%@forlgée'ﬁf\f/%réﬁl ant
about securi ngidux@h4t if@ldies rhany of the Bamegaipabhitics adNetSiumbleat ArSreniisat er i s
expanding wirel essly. How many users i

Linux-based tool that triés to recover encryption keys. These and many more tools

are freely available on the Internet.

 Although organizations still must be vigilant about securing their main
15 Internet gateway, the corporate pér_imeter is expanding wirelessly. How many users
ac.cess the internal network via a VPN or dther means of remote access? How |
many of those users have wireless networks at home? Are they secure? lf not, your |
internal network is vulnerable, regardless of how secure your main Internet gateway
' is. Until802.11 andUWB are made and proven secure, smart network managers
20 | will keep worryihg.' Particularly where employees lacking authorization to do so go
- totheirfriendly cdmputer supply store, buy a wireless access point, bringittotheir

place of employment, and 'power it up connected to their employer’s intranet.

Itis important to note that access nodes or points today generally function

at Layer 2 and have no knowledge of Layer 3 addressing, while the edge router

25  which they are connected to has full knowledge of Layer 3 addressing. As
technology has advanced more and more function has been incorporated into the

access points. Forexample, criginally these were simplistic “wiring concentrators”
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access the internal network via a VPN or other neans of renote acceiﬁf(ﬁbﬁ
many of those users have wirel ess networks at hone? Are they secure? b 06
not, your internal network is vul nerable, regardl ess of how secure your
mai-n Internet gateway is. Until 802.11 and UAB are nmade and proven secure,
smart network managers 20 will keep worrying. Particularly where enpl oyees

| acki ng aut horization to do so go to th§ir friendly conputer supply store,
buy a wireless access point, bring it to’their place of enploynent, and
power it up connected to their enployer's intranet. It is inportant to note
t hat acceush asgbedBdr 8?1:2& wihish tveed cycagepietel quomwdtﬁroﬁuct atTollay thes@ acash peines

ar e connbErals s RIS Ze RS AngY DR Bgds SR R BRLh Rl edhin ekl g

has advagqe@)rrm&esa&obmﬁwemé@ﬂidt are ddafedaRR0 thémq;enﬁéﬁmélessrﬁrqwfréae access
poi nts. For exanple originally these were sinplistic "wiring

concentrators" RPS920020151 PCT1 2 6 COCT 2006 5 such as the | BM 8228

typi cal 1y ar e TEyE oa¥e HRBHECSEPBIRY Wit whalu 157 CRERRIBY SN Sroometasum

Access Cgdplaratdly deddFiGpd irpgid Tigsatce) obvilk lﬁB%oﬁle\ﬂllq?}eEa)ﬁelﬁ Btavair€ [ﬁﬁ%ﬁiﬂyﬂﬂ réé@e&th@ m
be they wireless or wired. In the future these access p0|nts wth

advent  oknavee dbe IP iediget Rf Pads@Eery gonngeted de dhgmat éPfycqwai‘v,ec fodBw ceri ndgeh@uter
it t I
itera u%lﬁéad?f\lgfaa étg? g@g&%{i&é’ oFYp la&%’r%seg‘ o URY %esflpegar(% 'nﬁ?%%@c[ d}/r Hr {5 ﬁp%? 0%%1;}

know ng end stations connec course

an edge edygt rdes ahd sadly abess mbis kavevthedgebilfty ¢ baddinais ars‘tmj‘rk edmneayd ees
connecte direc#%y toit. Today all edge nodes and sonme access nodes have
the capabFiWaly tEnpeEmSH ac‘%“ﬁ%lenéflﬁg)r k, MEBAHBE t RIPacs! Jknonay \asr RInvels abyetveark

consol e Nﬁh%n?en@ﬁﬁ@&ﬂ pENTPIE9t RE@L kR ﬁée@nwésewmqﬁ\o@%s Mapigerent

Pr ot ocol In the future all access nodes w | ave thi's capability.
Sunmary Enbodlnents of the present invention enable a network

adm ni stgpator or manager to identify the presence of a rogue, or
unauthoréggﬁp A%i r el ess access point, thereby assisting in

Embodiments of the present invention enable a network administrator or manager to
identify the presence of a rogue, or unauthorized, wireless access point, thereby assisting in
enhanced security for networks. The geographic location of an unauthorized wireless access
point may be determinable. Furthermore, a network administrator or manager may be enabled to
control the activity of a rogue, or unauthorized, wireless access point. Automated control of a
rogue, or unauthorized, wireless access point may also be possible, thereby assisting in enhanced
manageability for networks. Accounting or billing for activity exchanged with a network
through a rogue, or unauthorized, wireless access point may also be possible, thereby assisting in

enhanced financial security for networks.
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enhanced security for networks. The geographic | ocation of an unauthorized
Wi rel ess access point may be determnable. Furthernore, a network?2b QCT 2006
adm ni strator or manager nay be enabled to control the activity of a
rogue, or unauthorized, wreless access point. Autonated control of a
rogue, or unauthorized, wreless access point may al so be possible, thereby
assisting in enhanced nanageability for networks. Accounting or billing
for activity exchanged with a network tﬁrough a rogue, or unauthorized,

Wi rel ess access point may al so be possible, thereby assisting in enhanced
financi al secuAspegtst of theepmeserk sinvdniion IgrbBQ@E 08&BIdsd @ppareids 260GF2@6 p®ducts

Aspects of .the present invention provid t hods, apparatus and. program
product s¥ _i@H‘Q‘ﬁ%nﬁvtrﬁfss\/\ﬁcéfseg%‘?gc@@%ﬁp‘%ﬁ}f éia?h%ﬁg%e BerOgNih FivBES
exchangegiei fharPulRINNRZEd witetR0hideYs AintiRAYTLHREdIZ8HaiM B8P BrSgHeSs vRRIIE
and control certain activity through the wireless access point. Brief
Descri pt agessgfointhe Drawi ngs Sone of the enbodi nents of the invention having

been stated, others will appear as the description proceeds, when taken in
connection with the acconpanying drawi ngs, in which: Figure 1 is a

schemat i grief PefRitiohi dfQRe Prawifi®t Work installed within a facility,
i ncludi ng workstation conputer systens and a server conputer system and to

whi ch an unaut homg 2Ethe eathodggeripphthe hrvenber havng hednatiatedsiogarewilpapm@ar & thad

6 are singplified flow charts show ng steps. perfaormed in the.network . of

i gure 1 DeefipliErst Rl S ERGR EOPRBRE AR tsRodpn s HEFalE H¥lien® poi n
such as may beFightdcis Dshkmbfic tdpeesBetbie kf Shaworl istailglvithih andilfiiedluding

i ncorporates a network processor; and Figure 7 is a view of a conputer

r eadabl e VREGHAAN FORIIERY SASERSANEN? E¢1elc EPRIRUIGH BYFLeB%eldt fontyhish % unauthorized

appropri ms of Figure 1 to inplenent the steps of
Fi gures gé,c%ssg;{b%g%fgﬁga%aﬁ%g@e?“ ption of the Preferred Enbodi ment(s)

Figures 2, 3, 5 and 6 are simplified flow charts showing steps performed in the network
of Figure 1;

Figure 4 is a schematic representation of a wireless access point such as may be
functional in the network shown in Figure 1 and which incorporates a network processor; and

Figure 7 is a view of a computer readable medium bearing a program effective when
executing on an appropriate one of the systems of Figure 1 to implement the steps of Figures 2,

3, 5and 6.

Description of the Preferred Embodiment(s)

While the present invention will be described more fully hereinafter with reference to
the accompanying drawings, in which a preferred embodiment of the present invention is shown,
it is to be understood at the outset of the description which follows that persons of skill in the
appropriate arts may modify the invention here described while still achieving the favourable
results of the invention. Accordingly, the description which follows is to be understood as being

a broad,
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VWhile the present invention will be described nore fully herei naft?mw
reference to the acconpanying drawings, in which a preferred enbodi Qgﬁ
the presentywhiygkdion is shown, it is to be understood abcrhGoPuEget of
the description which follows that persons of skill in the appropriate
arts may nodify the invention here described while still achieving the
favourable results of the invention. Accordingly, the description which
follows is to be understood as being a broad, [R\LIBQ0316'.doc:nixl 2 6

OCT 2006 WO Qg48MiRP@idcIPSTib UFeeaIbP& sdns diekfiin @ dbpsspraseans dindeot asl to
persons of skill in the appropriate arts, and not as |imting upon the
present i nventlimitng weomihedfresetdientioed above, a problemwith the
proliferation of the 802.11 standard is that it is easily possible for a
person to set up a wireless access point 5 to a network, wthout the

i nformati on technolaggdyiefly Mentsgahatoat| Dprobespans the grofiferatimdtie 8D he
networ k know ng about it. This is a probl em because such access pojnts nmay
be (and usual I%’Iﬂaé‘; 'Sﬁh%‘dbﬁ\eﬁﬂb’r%?'bgﬂe‘sa BersAp Insetup & Wiselgps aeregepees to
the network a el . i Wien, nai t up,
it my be é(ji f]ﬂ(lqgﬂ?@r&,ﬁ%@g?ﬁﬁea@%ﬁéﬁm que#@gg)?ﬁ net'{%grr pt%ﬂgib?etfﬁgy are
there or how tranagiigthe oefwarkkeowinglabsutdta hisdis ¢ protdpeviicagseiparh ddeess

specific type of .access point deplqyed and the network sophistjcation, as
Al scussed or GOIS IRy BeBr Ty Sreresp ows s gee S agratd ket s
points are to ygk Natvorit HRPLS e8itingithdled. software) on a nobile conputing
devi ce such as a notebook or personal digital assistant (PDA), use signal

strength 15 neasurenents to determ ne when the user is getting closer to or

further away from V\?ﬁer\a&?c%sz?ccglg% pBimsaé}g pm?'ﬁﬁt m%aﬂcglgggﬁgt%i@enﬂ ndex

to determine if the access " po I'S an 'una S requires
a person t® peeodigtakngtvewk drat tHelpacatybresorhasithey aretconfiguned.ahys camavatihor i zed
access point. . " L

depending upon the specific type of access point deployed and the network

sophistication, as discussed more fully hereinafter. Current solutions for simple

access points are to use Net Stumbler (or similar software) ona mobile computing
device such as a notebook or personal digital assistant (PDA), use signal strength

15  measurements to determine when the user is getting closerto or furtheraway from
an access point, and make manual reference toan index to determine ifthe access

~point is an unauthorized “rogue”. This requires a person to periodically sweep

through a facility to find any unauthorized access point.

This invention provides several ways to locate unauthorized access points

20  quickly, without the necessity of having a wanderihg user.

Referring now more particularly to the Figures, F iguré 1illustrates a network

10 having a server computer system 1.1', a plurality of authorized access points 12

which may be either wireless or wired, and a pIuraIity'of workstation computer
syétems 14. Each workstation computer syst.em 14 is coupled to the network,

25  eitherthrough a wireless connection or possibly through a wired connection or both.

Depending upon the size and scope of a facility, managed networks may have a
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This invention provides several ways to |ocate unauthorized access ints
20 qui ckly, w thout the necessity of having a wandering user. Referz?é)ﬂéT AWy

nore parti ({yba{/&%wtlo the Figures, Figure 1 illustrates a pefyefksssd0 having
a server conputer system 11, a plurality of authorized access points 12

whi ch may be either wireless or wired, and a plurality of workstation
computer systems 14. Each workstationgconmputer system 14 is coupled to the
network, 25 either through a wirel ess connection or possibly through a

wired connectingh fhydal & systerneas gfg)etil@ﬁ'&ohﬁ'&:ti%hg.e TaRdvsrRoRE0RS mayftrei i ty,
managed networks may have'a RPS920020151 PCT1 2 6 OCT 2006 WO 03/083601

PCT/ US02/ 33648 08bok gomputesgystemst perpenaddigital aasistapleysiemscaduaneced binstionThe

wor kst ati ons e nqt ebook conmput er St e r (el j st ant
Syst o,  advatGEBNTIAR BPND Oian CoEHaYs RlBs R OpeGE RERFenis BSee Bl “or
ot her devi ces (g@paildk b teags Hdukcebbpom@d. work 10 through the access
points. 5 Access to the network 10 may cone through an authorized wreless

access point 15 and, in the illustrated network, through an unauthori zed

or rogue wreless ,acce 0] T i . ve been
establ i shed by an C§§?53|8H{)?ariert\&?&gP&Jﬁgﬁﬁgu%ﬁgﬁgg&hgﬁ%%ﬂlﬁe e Sgg)sor

per ni ssion of dolit 15 aha/inieiinBtratedcrnebragyiromghagemeaothorized aroguessingdessai t h
sonme purposes of this invention, the 10 detectio Iocatg?n of the rogue

access point BSCPSS OGO The 1EUEEEERTN RNt maYﬁag‘g grugreRishedibyate
present | ”Ve”iﬁ&@idué‘ltor%;gg@gac&%\ﬁitﬁéut% koWt 4 ripeYmRGion®Y 812 itblmat®dn t he

wor kst at i ons I's equ a facility for wreless or radio
f requency connediriotogynmanagemest WoadcotdancE ity sometpgaasesottRistnventons the so

have nonjtori oftware i.nstglled, such as.Net..Stunbl.er, which. is, capable
of det ect](ig &geéci'(?”@\ggﬁoéﬁa#'ﬂ%oﬁh?qu’r‘&tqctgﬁs%%od%Ga{f?gﬁflrt%%?gc%rﬁ@gbgdpoi nts
with which the system can comunicate. In addition, and in accordance with
this invention, the systen(s) )

In accordance with the present invention, at least one, if nota pIu_raIity or

even all, of the workstations 14 is equipped with a facility for wireless or radio
frequency connection to the network 10. This or these workstations also have
monitoring software installed, such as Net _Stumble.r, which is capable of dete_cting
1_5 and gathering information about all wireless access points with which the system
can communicate. Inaddition, andin accordance with this invention, the systefn(s)
also has/have reporting software installed which is capable of péssing thé
information gathered by the monitoring program back into the network 10andtothe
server computersystem 11. Fi_.gljre 2 represents schematically the functions of the
20 software installed on a workstation 14 in accordance with_ the aspects of the

present invention here under discussion.

Where it is desired that a minimal number of monitorfng and reporting

systems are used, the number may be reduced to what is known mathematically as

a dense set. Thatis, a set of systems close enough to all points where a rogue

25  access point might be located that at least one system will detect the rogue. For
a small building or area, a single system may provide the dense set. For larger

areas, a plurality of systems as shown in Figure 1 are more desirable.
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al so has/ have reporting software installed which is capable of passing t he
i nformati on gathered by the nonitoring program back into the net war k0 bZUﬁ[hd_

to the . se uter system.1l. Figure 2 represents SW ly the
functions é‘}/&g%{%? software installed on a workstation 14 in %/g%ggr dance

with the aspects of the present invention hereunder discussion. Were it
is desired that a m nimal nunber of nogitoring and reporting systens are
used, the nunber may be reduced to what is known mathematically as a dense

set. That is, a seTh&prex¥bht RUBNRINADRIAANEBE th4 thé Infereition réd abs@gue 25
access point mght be |located that at |east one systemw |l detect the

rogue. For aaseesis| paitis|detenjed by & warkstatien vgll én Bfarmajiopabeudsigh®de dense
set. For large reas, a plurality, of St ens wn. in Flgu are
ror e desi r ab srendipclBnsSistuiebyioh g od R AT S Re oA D) Saoas
9 The presenbelcR¥@NEH PEYiSHEH!P AR datiaguib e frém @ohtH UL ITRs dRé Beftvesteabout
access points detected by a workstatiron will include infornmation about

signal st enftight begaegited enne anfipenenange aldap deidig narmabbusinass Bputsise as
nonitoring so a . . bhe Lodj.c disgingui rom
conti nuously. (&r‘é’géﬁ IH%SIQ f?%rgéé%?\% gﬁ{deﬁeénegLﬂc%t% So%@@ea\ggﬂ(g@ﬁg%ér' once a
day during noExetutidgthe@sshitband soffwar@Imay q@eitemponeb) sigtirgthexeessrikye
burden on ot her uses of the workstatigns. Executing the nonitori

sof tware may Eef{A%CecRENPNCAren Yireless iinigriane Ay Mlﬂef%t@?%égﬁ% (NIC)
or wireless i fish{ApR, thBh fesdufigthenidtacBRE thdt RolRAIRBEratioRcBAERIS Ohist hen

resetting the interface so that” normal operation continues. This 10 can be

done qui cil y eanbghkosequicklyenbaghvae as tiebe dutsigdedheawsreress pbwpst if net@l! al |
users. Mnitorin .al.so include i_ni.t.j.al ,check, of t.h fivity of the
nocess  poi nt LoBS, MBS et RaPle of A crBaR Sl wRlachlf ke Fhlebsn e
appropri at el y poe@ ddisat 66 order that signal strength measurements can be appropriately

calibrated.

Using a single workstation to monitor will provide two data points: whether
15 there is a rogue access point and the signal strength of the rogue access point.
Discussion will follow later in this description of the potential advantages of using

multiple monitoring stations.

As monitoring occurs and information is gathered, the information is

reported through the network to the server 11. The information transmitted may be

20 encrypted or otherwise sheltered against inappropriate access. The server system
has software installed which receives the reported information, maintains alist of
authorized access points, and compares the reported information to the list. The

server system thereby identifies any rogue or unauthorized access point, such as

the point 16 in Figure 1, which has come within communications reach of one of the

25 monitoring workstations. The server system also stores information about the

reported signal strength.

The responsible IT organization will know the location of each workstation
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Using a single workstation to nonitor will provide two data points: whether
15 there is a rogue access point and the signal strength of the rogé OCT 2006
aceess .poi Rlgosddzsgussion will follow later in this descri,(pf,hgggmg&st he
potenti al advant ages of using nultiple nonitoring stations nonitoring
occurs and information is gathered, the information is reported through
the network to the server 11. The infofgmation transmtted may be 20
encrypted or otherw se sheltered agai nst inappropriate access. The server
system has sof{iygi e htsnéttﬁldbﬁéﬂmw thBt IoB&RY Bholiliehd RBANSt NI el ADBT)i 9N,
maintains a list of authorized access points, and conpares the reported

i nformati on t(an'alyelsloifthlesugﬁakstresgthsefthsymtzfmdtal@eﬁmolmtdemh dsteepaints Wogue or

unaut hori zed acc 0l nt uch .as. the, 16 | has
come within c g‘@f’@n‘s eI s gyfor H}?S'OBfafﬁlae 59@0 E’BPF%@WWI?E[}& i ons.
The server SY%fe%Bnéh%‘Pa%@u@ﬁcéé%%?foimtt'h@ﬂo@a%kltof tahsgué 88k edirticaRde
strength. The responsi ble”| T organization will know the | ocation of each

wor kst at i dn mwmm1E@um:?1em@®em§wbemamwmtbs3mlopwU&)gpmgewe 10

oy Canal yei s SoelE & MEFAEF b PRct, W eSS, Vi SR Rl AR 2L

the points 15jnh@ntlod6 in Figure 1. Fromthis information, and the reported
signal strengths of .the detection of a rogue access point, the |ocation of
a rogue access point can be 5 determned. Figure 3 represents schematically
t he- functions of t L’r‘éﬁa r j
accordance with ce?ﬁg?ﬁéstae\ggiég?nsdog? E)FHh t?ﬁbhtgﬂﬁeo%ﬁwﬁloﬁg?%cg'gﬁgj%dﬁ)\'/bgnt I on
cont enpl at es tenhénddubyspehn ad:tlvmles asjmmdlnbweleayadwss poihrdistibubed thoaigh

activities, as prowdlngwi ssac ts di stribute rough , 10 an
area to b moAMATEH BEIEO o 8RR ats rackiopy ndeonpsien uhe Petare
net wor K. Suchdummy access pomts will provide additional information about relative signal

strengths and may assist in locating points which have been positioned somewhat

remotely from authorized access points. Additionally, monitoring stations whichare

inactive as workstations may likewise be distributed through' an area to be

15 monitored specifically for the purpose of monitoring areas which may be somewhat

remote from the usual distribution of fixed or mobile workstations. Information may

be selectively gathered about monitoring stations as well as access points,

providing additional data points for érialysis. Suchinformation about other clients

Y - “may be monitored and reported, and the server systemmay usé suchinformation
20  to'locate — or not locate ~ monitoring systems as well as rogue and authorized

access points.

With the workstations and éerver system cooperating, the present invention
implements a method in which monitoring access points through which data can be
exchanged with a network occurs, an unauthorized access pointis identified, and

25  thelocation of the identified unauthorized access pointis determined. This follows
from equipping each of a plurality of computer devices to detect access points
~ accessible tothe device and to réport to a server computer system the identity of

detected access points. Monitoring comprises intermittently and periodically
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Such dunmy access points will provide additional information about relative
signal strengths and may assist in locating points which have beehb 0CT 2006

posi tioned s Hfm&ﬁ renotely from authorized access poi NL&1 ﬁgggg&onal ly,
nmoni toring stations which are inactive as workstations nay PPkeii*de be

di stributed through an area to be 15 nonitored specifically for the purpose
of nonitoring areas which maybe somewhpf renote from the usual
distribution of fixed or nobile workstations. Information nmay be

sel ectively gq}e!?@rhﬁnqingtiﬁ’é”avériWilﬂPy @Bcéstslaé/dilﬁ%@?wﬁn%h"ﬁn' b@ﬁwt@t%ﬁérﬁlgﬁ%id“ S,

provi di ng addi tional data points for analysis. Such information ut ot her
clients nmaybeenodicaly edterminingdbe t adilability othacsassvpointsy by emonityringset such
information 20 to |locate - or not |ocate - nmonitori. syst .as.wel| as
Fogue and aut fuFTeEanGS sl Rivels O Bl @nceRarea Ren el Sem e
system cooper alraithorkB@aticds BBint isH¥RE bl E8mphriRy tRERIEhEty! RIS d 2 c¥dy ch
noni toring access points through which data can be eXchanged with a

net wor k ocur poirdsiwilinadatabasereidutivrized apessspoints. ilkderminingthe legatior 6f arhe

| ocati on of thg iq.e ti fi@%.un ut hori zed .ac essDypoi nt_is etergi ned.f Thi s
follows from @l 'Sai%‘“ CREBACEE R 1Pt CEHRALNS HE/PEULOE Dl fot ect
access poi nts pl@aR§Ssi ddrepdter Hagicéeulicst whightrepb@ Riitéction & el Mehtiffput er
systemthe identity of detected access points. Mnitoring conprises

i nternittent!| WnaHtiogaed aesessinojnt. RPS920020151PCT1 2 6 OCT 2006 WD
03/ 083601 PCT/ US02/ 33648 11 determining the availability of access points, :
which can be intermttently and periodically determning the availability
of access poi nts byorispbnt inthe pedsenpdisclessmnpinfechatieg ub@rerning enaatsssor  at
randomiryegul ar intervals. ldentificatio n__unaut hori zed ,access.point is
Gone by CUimaroiny 4 Pl B Esseg aly Prom ¢ SiHERte S eor IO ol ot abase
of authori zed R&F BRsSeRP Uity IeHRE M R dékidelol rREShficliRe @h Adtest GRMHtIdd ed
unaut hori zed access point is done by conparing the locations of a

: described hereinafter. While information obtained passively may include the MAC

address, signal strength and at least some configuration data for an access point,

it will notinclude the IP address which may be necessary to establish control over

15 the access poi'nt.

- The present invention contemplates a sequence of steps by which an access
point identified as a rogue acbess point may be further identified. A “listening”
client continues to monitor traffic through the access point, monitoring the packet
stream to determine either an IP address of a client connectingto the access point

20  orwatching a DHCP occur. Information thus gathered is supplied to the server,
providing sufficient information for the server to make a determination of whether
the access pointis in fact within an enterprise intranet. If the access pointis within
the enterprise intranet, then the server sends a message to a connected client
directing the client to use active means to determine the IP address of the access

25 _point. Thisis done by an interogation technique, where a special ICMP packetis
senttothe access point directed to the MAC address bLJt broadcastto the subnet.

The access point will reply with its IP address, which is then sent to the server.
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plurality of conputer devices all of which report detection of the 26 0CT
identified wunauthorized access point. To this point in the present 2006 -

di scussi onud ffkdpRt i on concerning an access 10 point i sp@PfghAsHs
essentially passively. Such passive acquisition of information may present

difficulty where it is desired to reconfigure an access point as described
hereinafter. Wiile information obtainag passively nmay include the MAC
address, signal strength and at | east sonme configuration data for an access

point, it wll noBoitRGlduiprépifatd i tREilhessHtiselibaterd Mapeeertiued
establish control over 15 the access point. The present invention

cont enpl at es asssHsngeonyiutet repdatly madiasuchmsde disk shewn iR Figerens Whidkd as a

rogue access point may.be further, i i f.ied. ' L, g '

continues to Hb%%r*?%ar’ %thlaf‘? E’F‘lcﬁr%G%{ﬂgg%@ft'hgggs@hsl(')b&%O?Egrtr%ﬁ?q @ﬁt%@%&ﬁe
packet streagphRr dRitenNtAlReS i Gitemitd RRMANRS SeQiendes bhewh ircRigues ng to
the access point 20 or watching a DHCP occur. Information thus gathered is

suppl i ed tho t kedSere@ppropsiata/iodhe by systeamentp vthieivte sohtwage istifgtaed.ver t o
make a determ nation of whether the access point is in fact within an
enterprise intranet. If the access point is within the enterprise
intranet, then theAsesxesfiplagnasess poitdgyactordance withcdbibér @spects ofdthisect i ng
the client to use active neans_to determne the | P address of th ccess 25
poi nt. Thi's | $VEBHE" ylUgHAISRR PG, BeTLER AP POl Eraeng i ichied evp
packet is senp t‘l’ﬂetar&‘é‘eﬁcﬁ(?_ﬁtszo%h'Nodg'irhﬂ%tn%@luérﬂ 1ohgordRercrtdicaaaintither

br oadcast to the subnet. he access point will reply with its |P address,
whi ch i s then etments through assiragmonne¢id8oRintRAaLs 2 1 RaTpossildy loatherethgoughD

03/ 083601, PCT/ USpD2/ 33648..12 Sqf t war ropriate t funct.i an
descri bed %her év"ﬁ%%&%e&'?%ﬂffgﬁj’?cgsga?@5) a({)fglsﬁﬁo'Bt%uﬂggrcoﬁgéég@(%blr'reedi a
such as the dizglstsrB@wmeréwittin gTHealble nvdyi B stora h dectwosirbeeyser ersdsedahen

executing on either a workstation systemor a
: between the two levels of interfaces 21, 22.

lndustry consultants have defined a network processor (herein also
mentioned as an “NP”) as a programmable communications integrated circuit

15  capable of performing one or more of the following functions:

Packet classification -- identifying a packet based on known characteristics,

3 "‘) such as address or protocol;

Packet modification -- modifying the packet to comply with IP, ATM, or other

protocols (for example, updating the time-to-live field in the header for IP);

20 _ Queue/policy management — reflecting the design strategy for packet
queuing, de-queuing, and scheduling of packets for specific applications;

and

Packet forwarding -- transmission and receipt of data over a switch fabric

and forwarding or routing the packet to the appropriate address.
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server system causes the systemto performthe sequences shown in Figures
2 5 and 3, as appropriate to the type of systemonto which the soft\Qeﬂ"ﬁgi'zﬁ‘UU6
f .

instal l.ed. wAR3REseeHP! @ry access point in accordance wth QEI?ﬁJrsoﬁs%?&.Ct S
thi's invention is illustrated in Figure 4, where the access point is

generally indicated at 20. The access point 20 is a node in the network
10, connected to certain other elenengg through a wired connection or
interface 21 and possibly to others through 10 wirel ess connections or

interfaces 22. The Qgagh toHSMinifch Bap RcGRMESCHiidN oftAS besic Phtsriegoed
therewithin. The table mah/ be stored in a network Frocessor i nt er posed
p

bet ween t he t vearlyd\Rs, thedtll potestiaigsepabilities and benelita ot Np's aystitabareslizegv e

defined a network processor (herein also .pention an " NP" s a

br ogr ammbl o AIRMGT REESAL (egp e Bwidlad 38 Ludiuiaoithe bt ng

one or nore ofrahfgof splieariond b HBAih§AstwonaskREkSHrasidLsly pahdiedinmsoftware

I denti fyi ng a packet based on known characteristics, such as address or
a

pr ot ocol ; cKletbermyeretedan haiiware niscaddjtiang NPEeap asxvéde speasdmprovemearts | P,

ATM or other o] r e i Lne-ztQ-live field in
t he header forth%@?‘ gr%ﬁé}{é%g/ %@?ﬁgf %ﬁgggﬁgﬁ@ufﬂ?Bﬁcg%lbﬁgér{%glpggrgt% gn
strategy for paokedsirdesiogs. Taesp edpatgitiesndnsaiapiblbific@nokepebkeigndspr
specific applications; and Packet forwardi ngla-- transm ssi on and recei pt

of data over dNERABRHIrPRBRU. antherovideviapidiexgCyiond semmie Rekpacket to the

appropriate address. RPS920020151PCT1 WD 03/083601 PCT/ US02/ 33648 2 6 OCT
20116 13 Although this definition is an accurate description of the basic
features of early NéPgork precésdors pest expacidd todpmbird thedsndanieitaheéinosk of NPs

are yet to.be realized., . Network .processors, can, | ase hbapdw dt h. and

Zorve-l at Shoy BiiBmeRiReK a B RS R RESIRS IR bR KR TERE BTPEF i

net wor ki ng t asdepapliges sHesebyaitdp aek real-tiné provssding, security, store and forward,
switch fabric connectivity, and IP packet handling and learning capabilities. NPs

target 1SO layer two through five and are designed to optimize network-specific

tasks.

15 The processor-model NP incorporates multipie general purpose processors
and specialized_ logic. Suppliers are turning to this design to provide.scalable,
flexible solutions that can -accommodate change in a timely and cost-effective
fashion. A processor-model NP allows distributed processing at lower levels of
integration, providing higher throughput, flexibility énd control. Programmability can

20  enable easy migration to new protocols and technologies, without requiring new
ASIC designs. With processor-model NPs, network equipment vendors benefit

from reduced non-refundable engineering costs and improved time-to-market.

Inaccordance with conventional network operation, nodes in the network 10

maintain connectivity tables containing addresses of others nodes with which

25  communication can be established. Depending upon the characteristics of the
node in which such a table is maintained, the table may be known as a routing or

trusted neighbortable. Such tables are periodically refreshed based on broadcast
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5 to be executed in hardware. In addition, NPs can provide speed
i.nprovements through architectures, such as parallel distributed 726qcT 2006
processi ng wod3pispAl i ne  processing designs. These capabi pitiye®/6a8 enabl e
ef ficient search engi nes, increase throughput, and provide rapid execution
of conplex tasks. Network processors are expected to becone the fundanental
network 10 buil ding block for network& in the same fashion that CPUs are
for PCs. Typical capabilities offered by an NP are real -ti ne processing,
security, st oralvansementeofdetectadicoohedtinily.i Thepmeentinvention takasadvantzgsk et
handl i ng and | earni ng capabilities , NPs target 1S5S0 |ayer .t hrqugh five
and are desi grﬂzéu?%r 'f'gi‘?fQHStﬁQP%PRQrstBQ'@F@PB?hGE %l%i[i@_o?g%m?ﬂ@gentt node o
processor - nod en‘ﬂ'?mié%&fs%?{gaéﬁéeswbéd Rb&/LHeneral purpose processors and
specialized logic. Suppliers are turning to this design to provide

scal abl e, flexible solutions that can accommpdate change in a tinely and
cost-effective fashion. A processar:nodel NP allows distributed processing
at lower |evels of it'hph@?%l??%ﬂfouﬁﬁot\bﬁﬁisﬂadﬁPéﬁ‘@rp_r? UURB{'Rn h‘?rfaé@fjgfl ity
and controd. R;QAIs3BRRBAHIYAIE AL, 3R apRABYR ofRFMom s b Bénttdl sREMetvoat Ocol s
and technol ogi es, without requiring new ASIC designs. Wth processor-nodel
NPs, network enanagesmentyeansoles careiaeiregater oningeGVMEY of gROTEe fopftiglivated

engi neering c .and i.npr ti et o- na d it :
conventi onal ﬁ%%%&l’(e oﬁg‘?a egg%s éno gé‘?}lrnrmﬁgésng%ig%ﬁ%ﬁ%. afrwae?ﬁp%'i ﬁ' this
cennectivity tialehegak@nis & détegnincithedstiesiadaitiontdibies apedeuting tablekandto 25
conmruni cati on can be established. Depending upon the characteristics, of the
node in whi ch BeRierhelatgplentriesgad Heiidie,lom{ef abaet BalAGHVIHRS 5B iR dgaiak
routing ofg trdiShRmktrReELHD A didliheg ,§W@rr6§s§iio‘?ﬂ35 eremyéi@eéﬁaé,lmeﬁ f{d eshed
based on broadcast RPS920020151PCT1 WO 037083601 PCT/ US02/ 33648 2 6 OCT
2006 14 adver'trusiedmeigkbartabirdweulddie interngated {(drthe mas eeqentendries aneteadtic on

t akes advant age _.of ch,routing or trusted nei ghbor tables and the ability
‘of an intelli 3@%?'905%(3%8@80\'6'

if immediate action is desired, then throi_igh SNMP and other teehniques,

either Layer 2 or Layer 3 filter tables (as apprepriate) can immediately be setto

1 5 deny assessto the network. Ifitis desired to attempt to apprehendthe intruder, the
location of the rogue access point may be determined using the signal strength
techniques described above. To.“stall” the intruder, the filtering tables can be set

in either the Layer 2 or Layer 3 case to route the traffic exchanged with the rogue
access pointto a secure server, which can be programmed with a series of scripts

20 giving an intruder the feeling that they are gaining access to the network.

Depending upon-the capabilities of the management program and .the

~ access point, it will be possible in many circumstances to identify the manufacturer

of an identified “rogue” access point. With the manufacturer identified, it will be

~ possible to access, from an. appropriately constructed table, the default

25  configuration and password of such an access point. Withthe defa'ultpass.word in
possession and assuming no alternative installation by the personnel who “putthe

pointup” on the network, the management system software can accessthe secufity
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perform processi ng as descri bed above. Wth this as background, thez @@Ei%ﬁ
of the present invention here under 5 discussion contenplate that, 0

periodi.c onygaseieegbasis, a central site network manage e can
i nterrogate, usi%r%g SNMP or nore sophisticated techni queg?eflﬁgé&@m%ragl ess.

access or wireless edge nodes. The goal in this interrogationis to
determ ne the latest addition to the Lpayer 3 routing tables and to nonitor
the latest entries and their traff ic flow for abnormal activities such as

deni al 10 of Sfﬁéth?és Bf URS Biccéid Ebiﬂ@tawerle%nfi%ré MEREOSR hoiRt bey&id thd-ayer 2
device, then the ™"trusted nei ghbor table" uld be interrogated tor the
nmost recent enecordiguamgloftroatintg and trustedinetgghbdr tlablesbdhoee spdcificatise thiestceesct | on

is desired, then throuygh SNVP, apd ot her technjques ei ther Layer 2 or
Layer 3 111 tePAnFus easORpmIthimIar &) ecasan i 5I00U, FECeRt PRI 411 deny
assess to the QgiaoKal nbtwdrk napa é‘fﬁbﬁt%@nff&séﬁéli%ﬂp’fhéé% rA&vd deddiRls |
intruder, the location of the roQue access point nmay be determ ned using

t he si gnal5 st meayjinkludedinanciabiesnttds sutbagichdrging. formaccess als| welk ageséawrityuder
the filtering tabhles can be.set .in either the Layer 2 .or Layer case to
foute the traePTEoBRURRRgdn A eRnemSrlyHant el Rleites s Vot o

server, which can be programmed with a series of scripts 20 giving an
intruder the feeling that they are gaining access to the network. Depending

upon the capabi | it irBBoANt ¢haragipagicaeaitthisrioniiendhus in@dude theeahilitins tot | it

i1l b i I I [ ' r.. of an _ .
Fenti T 6.+ r AyonpBE R ARG WBEANRR Sl e REBF okl AR Ran O T+
be possibl e taccascpsist, ifteoppate thpge tablesah el randomsem deteedinistid fashidrn

default 25 configuration and pa rd of . h ap. access point. Wth the -
dof aul t pisswillETINe ibthecsaia Tt sities swmiprige il bariroe ese AWENTER i on by

the personnel y8&emiHé if tHeQ ard¥viHg id8liesYRhtHENSMREMOSUeh alsBEniTRIIBARITBAY, Syst em
sof tware can access the security RPS920020151 PCT1 2 6 OCT 2006 WO
03/ 083601 PCTANISogh msding and trusted neighbor tables to filter the intruder’s traffic and either

~ shut them down by appropriate entries into the tables or route their flows to a

_secure server toinitialize a sequence of events to apprehend the intruder. These

15 steps are as illustrated in Figure 5.

~ Further, and in alignment with other goals of this invention, the identity ofthe
access point if reconfigured will be added to registers of ports for which charges
are allocated and usage and access charges will be accumulated against that port

identity. The relevant steps are illustrated in Figure 6.

20 Once again, and as mentioned hereinabove, programs effective to
implement these steps while running on a system such as the server 11 may be
distributed by writing onto appropriate computer readable media, such as the disk

shown in Figure 7.

In the drawings and specifications there has been set forth a preferred
embodiment of the invention and, although specific terms are used, the description

thus given uses terminology in a generic and descriptive sense only and not for
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15 features of the access point and reconfigure the access point b%ygﬂg
the reconfiguring of routing and trusted nei ghbor tables. Mre T 2006
speci fi.cal ko oslgsopccess point. can be converted into a rgeeILARTs
non-rogue, access point and conventional network nmanagenent controls
applied. These managenent controls 5 may include financial controls such as
charging for access as well as securittg controls such as establishing

syst em managenent determ ned passwords. |Inportant characteristics of this
invention thupuipasksdlichitgionpi lities to interrogate the routing tables in
an edge router or the trusted neighbor table in an access point,
interrogate these tables in a randomor determnistic fashion to 10
determne if there are new entries, nonitor the traffic flow fromthese new
entries to determne if they are having issues with the network, such as
service denial, and, through routing and trusted neighbor tables to filter
the intruder's traffic and either shut them down by appropriate entries
into the tables or route their flows to a secure server to initialize a
sequence of events to apprehend the intruder. These 15 steps are as
illustrated in Figure 5. Further, and in alignment with other goals of this
invention, the identity of the access point if reconfigured will be added
to registers of ports for which charges are allocated and usage and access
charges will be accumul ated agai nst that port identity. The rel evant steps
are;illustrated in Figure 6. 20 Once again, and as nentioned herei nabove, .
prograns effective to inplenent these steps while running on a system such
as the server 11 may be distributed by witing onto appropriate conputer
readabl e nedia, such as the disk shown in Figure 7. In the draw ngs and
specifications there has been set forth a preferred enbodinent of the.

i nvention and, although specific terns are used, the description thus

gi ven uses termnology in a generic and descriptive sense only and not for
RPS920020151PCT1
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260CT2006 WD 03/083601 PCT/ US02/ 33648 16 purposes of limtation.
RPS920020151 PCT1 26 OCT 2006 17 Claims: 1. A nethod conprising tHeb 8C e roBs
of : nmonitoring wireless access points through which data can be exchanged
with a network, identifying an unauthorized w reless access point, and
monitoring traffic passing through the identified unauthorized wreless
access point. 2. A nethod according to cir?ai m 1 further conprising the step
of determ ning the geographical |ocation of the identified unauthorized

wi rel ess access point. 3. A nethod according to one of clains 1 and 2
further EHWISising the step of applying traffic filtering to nonitored

traffic passin e | i.fi.ed unauthori zed wirel ess access point.
R A &%ﬁ&’&‘%}gﬁ%ﬁrg gﬂg@%ﬁp& bf

4. A met hod accordi ng alms 1, 2 and 3 further conprising the
steps of: responilongg Weleieacces poirts thadughrwiith daa cnebi dxoharped withr ehawsrk,
access point by determ ning. the nmake, nodel and default configuration

password for tKenghyE WGHandariged wirgless aceess #81NbGMAL :  and addressing t he

unaut hori zed Woﬁlt@ét?g P4AE Dass .tﬂfo_u%gitlébﬂid&ﬂﬁie‘&%fn%ih&ri%%%‘fﬂéﬂ 20 pORt

gai ning access thereto, reconfigurl e Wreless access point 1nto an
aut horized wirel ess access point. 5. A nethod according to one of clains |

t hr ough further conprisi the step, o accunul.ati ng charges, for .access
and uSagd of it MSOY BOU BRSO GRIE | EhEo CHRES b oF (1 OF AETTHORE
wireless gélfg?@p?&aﬂ)ﬁicﬂﬁon & th&deRthafuReARFFLdFirtRsOR8eRpofdtal M5 | through 5
wherein the step of identifying a
3. A method according to one of claims 1 and 2 further comprising the step of applying
traffic filtering to monitored traffic passing through the identified unauthorized wireless access

point.

4. A method according to one of claims 1, 2 and 3 further comprising the steps of:
responding to the identification of an unauthorized wireless access point by determining
the make, model and default configuration password for the unauthorized wireless access point;
and
addressing the unauthorized wireless access point using the default password and, on
gaining access thereto, reconfiguring the wireless access point into an authorized wireless access

point.
5. A method according to one of claims 1 through 4 further comprising the step of
accumulating charges for access and usage of network resources identified to the identified

unauthorized wireless access point.

6. A method according to one of claims 1 through 5 wherein the step of identifying a

wireless  unauthorized access point  comprises comparing the  identity of

[RALIBQ]03167 doc:mx]



wi rel ess unaut hori zed access point conprises conparing the identity of

[ R\LBQ 03167 doc:nrl 2 6 OCT 2006 18 nonitored w reless access points

wi th a .database of authorized wreless access points. 7. A nethod a % (br?l i
to'claim6, wherein the step of nonitoring conprises equipping eac F zg
plurality of conmputer devices to detect wirel ess access points accessible
to the device and to report to a server conputer systemthe identity of
detected wirel ess access points. 8. A netlhod according to claim6 wherein
the step of nonitoring conprises querying network nodes for recent entries
i nt o nodenordtndéd Wireless woemagpotntywith atdatabes afainthbarledirelbsstdoeess podess. 9. A
nmet hod according to one of clains 7 and 8 wherein the step of nonitoring is
performed intermttently and peri odically. 10. A nmethod according to cl ai m

9 wherei y the o epuafq IRBEARY tddlalrd 6'3%{}{6%1 Ep oP' ?(toﬁﬁ c%g#fﬁ%ﬁ

intervals. 11. A nethod according to claim9 ereln
i s perf oreaeidofit phaadgrof cbmrpe@u Hevicésntbealeteat svirelegs ao@emepdlmsl ae&cesnbkdlmghet dJev1ce

claim?2 vvhgreln t he steg deternini goef: raphlc Ilocation .of an
Cdont | 11 G UREREHGS P oUdCu oy Sy ReRSi i AR il SS RS e e
| ocations of a plurality of conputer devices aII of which report detection

of the identified unauthorized wireless access point. 13. A nethod -
accordi ng-to clAainmtip>dbeoeding theladmep Vdfertappheyistwg afrmbihitarinfg ¢dn@risng querying

d to.t.h t h th
inaut hor reatpThy afs 36 BREuL SR S e o ERHe ehaGHsY driies Meteindsey
67. doc: mehd&OCT2006 19 a conputer system

9. A method according to one of claims 7 and 8 wherein the step of monitoring is

performed intermittently and periodically.

10. A method according to claim 9 wherein the step of monitoring is performed at

predetermined regular intervals.

11. A method according to claim 9 wherein the step of monitoring is performed at random

irregular intervals.

12. A method according to claim 2 wherein the step of determining the geographic location
of an identified unauthorized wireless access point comprises comparing the locations of a
plurality of computer devices all of which report detection of the identified unauthorized wireless

access point.

13. A method according to claim 3 wherein the step of applying traffic filtering comprises

denying access to the network through the identified unauthorized wireless access point.

14. Apparatus comprising:

[RALIBQJ03167.doc:mxl]



a network interface connected to said system and providing a conmmrunication
channel between said system and a network; and programinstructions stored
accessibly to said computer system and cooperating with said conpuié@Csza
system when executing on said conputer systemto nonitor wreless access
points through which data can be exchanged with a network, assist in
identifying an unauthorized wreless access point, and nonitor traffic
passing through an identified unauthoria8d wirel ess access point. 15.
Apparatus according to claim 14 wherein said conmputer systemis a

wor kstati on cocgmpuedr sgytstnem and further wherein said programinstructions
include a wirel ess acces oint identjfication B&&g.anlcoo erati.n

P
therewith wher? BS®eLk }“ﬁ%“?a&ﬁ cenpegted,torsaid D5ty an g 8ace u“&@&%’gé‘h%‘?ht s
accessi ble,t UﬁHﬂQ@éﬁiQKf@ﬁ&&Bﬂfﬁmia”d a reporting program cooperating with

said identification programand wth said system when executing on said
system t o reparbghahr mgictionaisthredbaessalaly th carl cenpite syeteweand ompataing syight em
t he identi of wirel ess accessed poi Qd;s. 1(?. ar.at us.accorgi ng to claim
14 wher el SN IR o8 NSy SERTHTE ST LRt SN RTIAD MQySY e RHPLP L PR
wher ei n 3 dhPLRGR 3 d B bHGKEIRRgEDWihdE RAARE adsfhe i 18didih® ind@laalasiged
cooperating therewith when said programis executing on sald systemto

i dent i f ywirelasst #nsedszpunt, wnd enadtor setfespaspivigribmugh @eslgerblfe_sdttmag@pm@ywéms
through said interface. 17. Apparatus according to one of clains 15 and 16
and furt#&FSP8HYri si ng a geographical |ocation deternining program

effecti ve when executing to derive the physical l|ocation of an

unaut hori zed wirel ess access point. 18. Apparatus according to clainms 15
t hrough 157 andApriratheraceshing ©i algina 4 afheran fsajd pmpulghsy¥emi Kga prakstaian

effective;{g} uf i t h i il 0 ..?J%' : -
exchangecd) w?{}hs%ﬁrgl éndéj{]@igﬁl% ‘?ﬁ%rg@g aYd; &%ﬁﬁ?ﬁ%ﬁ%@é lIrlfgg%e. Q[\ AL E%eﬁsﬁ%l?
. doc: nxlidentificaidn g¥eam 200pkPatingphacaith svhaa ereédliting oh gaidrsgste tolidintfy dreless
t hrough 18 and further_conprising a control _ . . .
access points accessible through said interface; and a reporting program cooperating with said
identification program and with said system when executing on said system to report through

said interface to a remote server computer system the identity of wireless accessed points.

16. Apparatus according to claim 14 wherein said computer system is a server computer
system and further wherein said program instruction include a node identification database
cooperating therewith when said program is executing on said system to identify unauthorized

wireless access points accessible to said system through said interface.

17. Apparatus according to one of claims 15 and 16 and further comprising a geographical
location determining program effective when executing to derive the physical location of an

unauthorized wireless access point.
18. Apparatus according to claims 15 through 17 and further comprising a traffic filter

controlling program effective when executing to selectively impose a filter on traffic exchanged

with the network through an unauthorized node.

[RALIBQJ03167.doc:mxl



program effecti ve when executing to respond to the identification of an
unaut hori zed wirel ess access point by determ ning the nake, nodel and

def aul t. configuration password for the wunauthorized wireless accesszmojit 00§
address the unauthorized wirel ess access point using the default passwor
and, on gaining access thereto, reconfigure the access point into an

aut horized wreless access point. 20. A&garat us according to one of clains
15 through 19 and further conprising an ccounting control program

ef fective when executing to accunul ate charges for access and usage of

net wor k ri@sour dgpatatisrdccdrideg tocortehef dlalerst 15 fheaighnEusritb furthed compredigs 8 cantrels s

point. 21. A praogram product conprising; a _conputer .readable di.u and
progr am ipﬁ%&_r?fﬂcﬁcf?eﬁﬁ‘ée ¥her EYCTHNE &S FsREH mﬁl&c'gg@tgfosrlgw p_% 8 et waesm
and eff %Eéésyﬁ)omﬁ%%%ﬁ%ﬂgg ek n?ak%%%o%@ LAd cﬁi’?a(mtt Qénﬁgdr@do%fsgas%%?ﬁ?or the

poi nts throug data can be exchanged wth a network, identify an

unaut hor iunedthwiized! eselescarss poihtaddesd theonndudrortzedfWirdess ass¢ss goitireugh thehe

enr o g R S50 NS Rt BT S SRS Bzt
i nstruct iyQpgesshi@6d poifr. t 0 determ ne the geographi cal location of the

identified wunauthorized wreless access point. 23. A program product
according to one of clainms 21 and 22 wherein the program instructions

further rise instructions effective.to traffic filtering to

ront 1 or e@0t T af PPEIARSCERETIR B RC bheTiteS i PhnbubrLe, el bbbl (g an
access pQtdunting coftrdll MOERAM RIfocHet wBEE ekebuniflg tte RbemafateC tigdrpd B1,acleds amd
23 wherein the [R\LIBQ03167.doc: nxl. 26_OCT2%06 21 programinstructions
further &8st setwask fespecpoidentiffadde theidentifiadamgutharizesl Weessdeeass peight i on of
an unaut horized wi rel ess access point by determ ning the nake, nodel and

default configuration password for the unauthorized wreless access point,
and addr @s$s the proguthgbizedomprishgss

a computer readable medium; and

program instructions stored on said medium accessibly to a computer system and
effective when executing on a system to:

monitor wireless access points through which data can be exchanged with a network,

identify an unauthorized wireless access point, and

monitor traffic passing through the identified unauthorized wireless access point.
22. A program product according to claim 21 wherein the program instructions further
comprise instructions effective to determine the geographical location of the identified
unauthorized wireless access point.
23. A program product according to one of claims 21 and 22 wherein the program
instructions further comprise instructions effective to apply traffic filtering to monitored traffic

passing through the identified unauthorized wireless access point.

24, A program product according to one of claims 21, 22 and 23 wherein the

[RALIBQJ03167.doc mx]



access point using the default password and, on gaining access thereto,
reconfigure the wireless access point into an authorized w rel ess access
poi nt. -25. A program product according to one of clains 21 through 246 QCT 200§
wherein the program instructions further conprise instructions effective
to accunul ate charges for access and usage of network resources identified
to the identified unauthorized w rel ess access point. 26. A program product
according to one of clains 21 through 252Wherein the program instructions
further conprise instructions effective to conpare the identity of

noni t or egroprigligSRicti@GoaRRerRRITpriSe Wsirfictibnd affakideao @éspand fothe 2@shtifitdtRIneFSin

access points. [R\LBQ03I67.doc: nxl o )
unauthorized wireless access point by determining the make, model and default configuration
password for the unauthorized wireless access point, and address the unauthorized wireless
access point using the default password and, on gaining access thereto, reconfigure the wireless

access point into an authorized wireless access point.

25. A program product according to one of claims 21 through 24 wherein the program
instructions further comprise instructions effective to accumulate charges for access and usage of

network resources identified to the identified unauthorized wireless access point.
26. A program product according to one of claims 21 through 25 wherein the program

instructions further comprise instructions effective to compare the identity of monitored wireless

access points with a database of authorized wireless access points.
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