WO 2005/ 104486 PCT/ US2004/ 021015 ACCELERATED TCP ( TRANSPORT CONTROL
PROTOCOL) STACK PROCESSI NG FI ELD [0001] Enbodi nents of this invention
rel at e WO 280¢@i486at ed TCP (Transport Control Prot ocolDCEUSWM/@i8Sessi ng.
BACKGROUND 5 [0002] Networking has becone an integral part of conputer
systens. Advances in network bandw dths, however, have not been fully
utilized due to overhead that nay be associated with processing protocol

stacks. QAouEnerATERYCP (TRANSPORD DdMIROLIMESIECOL) STREKFHBBHSSINGY St em from

using the core processing nodule of a host processor to perform slow
menory access functions such as 10 data novenent, as well as host processor
stalls related to data accesses nFEElLMg the host processor caches. A
protocol stack refers to a set of procedures and prograns that nay be
executed to handl e packets sent over a network, where the packets nmay

conf 0601p a spEmbbdidemsaifdiislinvdtiionetutplie acteletaBd(TTRNF EafsporiCont r ol
Prot ocol /I nternet Protocol) packets nay be processed using a TCP/IP 15

st aclgordté GRbiddnn) sBek BAsdaskmgl educi ng overhead is to partition protocol
stack processing. For exanpl &, TCP/IP stack processing may be offl oaded

onto a TCP/IP offload engine (hereinafter "TCE"). In TOE, the entire
TCP/ I P stack may be of fl oadegfk@ROURIDWT ki ng conponent, such as a NMAC
(medi a access 20 control) conponent, of an I/O subsystem such as a NIC
(network interface card). However, a TCE nay not be scalable to support a

| ar ggooozper of NGB! HRRShedHite bA ihi@@rﬂgjﬂ?’( ¥f QAP R Bigmeissoci ated with
storing contexts associated with 1 WO 2005/104486 PCT/ US2004/ 021015
Advances in network bandwidths, however, have not been fully utilized due to
overhead that may be associated with processing protocol stacks. Overhead may
result from botllenecks in the computer system from using the core processing
module of a host processor to perform slow memory acc.ess functions such as
10 data movement, as well as host processor stalls related to data accesses missing
the host processor caches. A protocol stack refers to a set of procedures and
programs that may be executed to handle,packets sent over a network, where the
packets may' confqgﬁw to a specified protocol. For exémple, TCP/IP (Transport

Control Protocol/internet Protocol) packets may be processed using a TCP/IP

15  stack.

[0003] One approach to reducing overhead is; to partition protocol stack
processing. For example, TCP/IP stack processing may be offloaded onto a
TCP/IP offload engine (hereinafier “TOE"). In TOE, the entire TCP/IP stack may
be offloaded onto a networking component, such as a MAC (media access

20 control) component, of an [/O subsystem, such as a NIC (network interface card).
However, a TOE may not be scalable 1o support a large number of connections

due to the memory requirements associated with storing contexts associated with
: 1




t hese connections. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0004] Enbodi nents of
the present invention are illustrated by way of exanple, and not by way of
i mtatWerz003/td48e fi gures of the acconpanying 5 dr aw MgEUSE4/021018hi ch | i ke
reference nunerals refer to simlar elenents and in which: [0005] FIG 1

illustrates a network. [0006] FIG 2 illustrates a system according to one
enbodj nent . Iog‘i%r% FIG 3 is a flowhart illustrating a nethod according
to onKICSEFAEREG nt. [0008] FIG 4 is a flowhart illustrating a nmethod

according to another enbodi ment. DETAI LED DESCRI PTI ON [ 0009] Exanpl es
descri bed bel ow ar eﬁg@r illustrative csu\r_rposes only, and are 15 in no way
intended to linit cREIEFREPCRIPTION OF J&k DRAWINGS where exanples may
be described in detail, or where a |ist of exanples may be provided, it
shoul&)[qq%, undef.st,00 tp]qt%t he exanples are not_to be construed as

exhau and {0 heqrpeentiByeriicst atenusiraledibyoway 6ft he exanpl es
described and/or illustrated. 20 [0010] FIG 1 illustrates a netwrk 100
i n whexaimplehapd matby way ohbmitatinmein it figuyescpfdha ttecomganyig 100 may
conprise a plurality of nodes 102A, ... 2 WD 2005/104486 PCT/ US2004/ 021015

132N, dnaféngs and in ehictoiiesrefd@hce. numd@PNafeytdsintiorelathentsiaml i coupl ed
together via a conmuni cati on nedi um 104. As used herein, conponents that
are wgRAMuni catively coupl ed" nmeans that the conponents may be capabl e of

[0005] FIG. 1 illustrates a network.
[0006] FIG. 2 illustrates a system according to one embodiment.
{0007] FIG. 3 is a flowchart illustrating a method according to one

10 embodiment.

[0008] FIG. 4 is a flowchart illustrating a method according to another

embodiment.
DETAILED DESCRIPTION

[0009] Examples described below are for illustrative purposes only, and are

15 inno way intended o limit embodiments of the invention. Thus, where examples
may be described in detail, or where a list of examples may be provided, it should
be understood that the examples are not to be construed as exhaustive, and do
not limit embodiments of the invention to the examples described and/or

ilfustrated,

20 [0010] FIG. 1 illustrates a network 100 in which embodiments of the

invention may operate. Network 100 may comprise a plurality of nodes 102A, ...




comuni cating with each other via wirelined (e.g., copper wires), or
wreless (e.g., 5 radio frequency) neans. Nodes 102A ... 102N may transm t
and r ec¥D\280EWH4860f one or nore signals via nmedi um 1ECHBR0M4@AI0IBNncode one
or nore packets. [0011] As used herein, a "packet" neans a sequence of one
or nore synbols and/or values that nmay be encoded by one or nore signals
transmtted fromat |east one sender to at |east one receiver. As used

her ei HOZN, where-gashu Al BadeDA0ARdi-utP2NenaY be sampsiupisativalyi Gaupled ough whi ch

el ectromagnetic radiation nay be transmtted and/or received.
Conmuiiegethdrofa meinmun@aticaynedionpt 04.e Asfuseddalail, compunents tratarept i cal
and/or electrical cables, although nmany alternatives are possible. For
exanplcemmonicaiiveliaticoaplore dhesnsliPdi IRy componehisanay beadtpadie vcuum t hrough
whi ch nodes 102A ... 102N may wirelessly 15 transmt and/or receive sets of

one %%rﬁmn@@tgg%ﬁa ch€9 biler Via DAlcHREY é%%g,acl;cg{b?r‘@\ﬁrég?f& wfreafee§ (g.ng,es 102A

nprise one or nore I nt statrons, suc for

o orteie BBy ofTahand: Rargs orR = BRPBl FS Rt 3o REM AT b one o

nore end stations. Al so additionall 20 or alternatively, network 100 ma
ol dhat d b y

conpr91& CHROIE SIgRSIS Viggne mayiescade Qng 9'gnere RABKeESdi um 104 may
comuni catively coupl e together at |east sone of the nodes 102A ... 102N
and nore,of these internmediate stations. O _course, many

't o0l o aras ysed el pOpISIe ARt SOHITS AR OLTIRE . 102N may

conprise system 200, as 3 illustrated in FIG 2. System 200 may conprise
host $rakelsand/gomlugmthat manbe enezoded By PR, Markl sighiajsssansoitted Syst em 200
may conprise nore than one host processor 202, host nenory 204, bus 206,
and dhopsatle@d®neosendsrtieat logst enefrepeiveessusedimroin, @s, and busses;
however, the forner are _
10 “*communication medium” means a physical entity through which electromagnetic

radiation may be fransmitted and/or received. Communication medium 104 may

comprise, for example, one or more optical and/or electrical cables, although

many alternatives are possibie. For example, communication medium 104 may

comprise air and/or vacuum, through which nodes 102A . . . 102N may wirelessly

15 transmit and/or receive sets of one or more signais.

[0012] In network 100, one or more of the nodes 102A . .. 102N may
comprise one ormore infermediate stations, such as, for example, one or more
hubs, switches, and/or routers; additionally or alternatively, one or more of the
nodes 102A . .. 102N may comprise one or more end stalions. Also additionally
20 or alternatively, network 100 may comprise one or more not shown intermediate
stations, and medium 104 may communicatively couple together at least some of
the nodes 102A . . . 102N and one or more of these intermediate stations. Of

course, many alternatives are possible.

[0013] At least one of nodes 102A, ..., 102N may comprise system 200, as
3




illustrated for sinplicity of discussion, and are not intended to limt
enbodi nents of the invention.) Host processor 202, host nenory 204, bus
206, and chi pset 208 may be conprised in a single circuit board, such as,
for exanple, a system notherboard 219. [0014] Host processor 202 may
conprise a core processing nodule and other support nodules that interface
with other systemelenents. For exanple, a support nodule may include a
bus uni tiliusisatedoimriribc @t Sysiernmh200 mEaporompdsd holst errocsssty SAEIN BEK). Host

202 i , for . exanple,. an Intel(r) Pentiun(r
ﬂgfngg%@%v%tcgw 20BmABHCPHPRSt A0 (System éS%fﬂ%xﬁ&%m%(@)eOfef the
subj ect ﬁ@ﬁ'drﬁeghbﬁfbm%?%%@?’ho%{ hRIAGY 27, Yous"asd, an@r&ﬁﬁéétf’%osz,gﬁ may

conpri se anot her type of mcroprocessor, such as, for exanple,
m cr opr oclhes dypashaf precaessnd, avemosidsaaddorussesmionieakel, ytheafpaimealdre from a

h h | f th bj ect | i,cat.i it hoyt
depar i MIRFR Ry TR of (Fcusiiah i G078 fiveraed ofbsUBl 202 may

be commugheabiinyeity FoHB! ifdektort NHERE roddbor QUDIRIst 2REMBRY 26@Mp{sse a host
bri dge/ hub systemthat may couple host processor 202 and ‘host nenory 204

to each ithancalipsel 208 mEyshe comipsised ir@ssingle ciratd horrtudectaas) foo
bridge/h t th may couple the host bridge/bus system
to bus 2%%6%% §§§%@%ﬁ°ﬂﬁ§%@ﬁ%?ﬁ§e one or nore integrated circuit chips,

such as those selected fromintegrated circuit chipsets commercially 4

avai l abl e from the Assignee of the subject application (e.g., graphics
memory [BRd4] / O coPslopiasiesrob 208 me¥t SOMPESE Hb GeFE Sreressiie npvduler e

0 A pp T HRATBY (A cied L W Sfer B, 101 s
- example, a support module may include a bus unit that communicates with a
memory controller on system 200. Host processor 202 may comprise, for
example, an Intel® Pentium® microprocessor that is commercially available
from the Assignee of the subject application. Of course, alternatively, host
processor 202 may comprise another type of microprocessor, such as, for
example, a microprocessor that is manufactured and/or commercially
available from a source other than the Assignee of the subject application,

without departin'g from embodiments of the invention.

[0015] Host processor 202 may be communicatively coupled to chipset
208. Chipset 208 may comprise a host bridge/hub system that may couple
host processor 202 and host memory 204 to each other and to bus 206.
Chipset 208 may also include an 1/O bridge/hub system (not shown) that may
couple the host bridge/bus system to bus 206. Chipset 208 may comprise one
or more integrated circuit chips, such as those selected from integrated circuit

chipsets commercially




Component I nterconnect (PCl) Local Bus Specification, Revision 2.2,

Decenber 18, 1998 available fromthe PCl Special Interest G oup, Portland,
Oregon, U . S. A (hereinafter referred to as a "PCl bus"). Alternatively, bus
206 instead may conprise a bus that conplies with the PCl -X Specification
Rev. 1.0a, July 24, 2000, (hereinafter referred to as a "PCl-X bus"), or a
bus that conplies with the PCl-E Specification Rev. PCI-E (hereinafter

ref err ecaviailabie from' thel A§S|le§e Df thees saipject Apglitation'(Ehg, @@Iphibspmea&)rﬁase
Specification of the PCl pecial Interest G oup”, Revision 1.0a, both

avai | abl@¢ FoheamHEollgy @P@ﬁl'@ﬁ% altigegh Athgneng @ém@@ﬁsgmﬁ@ﬂtwr&m Or egon,
U S A l'ﬁigs n?elsf%%@a&‘éﬁférﬁah@'?[%eo%?fay conpri se other types and

configurations uUS Ssys System 200 nmay additionally conprise
circuitry 216. GCrcuitry 216 may corrprlse one or nore circuits to perform

o b TeERe) oL 06 RS et B PRSI B ot
conponer@o,%%gneﬂ I RrebMngd® (PRY) E?] cdl2E r@ﬁe ifcdt®hl ORBVIdish 089 or nore

oper ati ons, /'or may execut'e I ne-executabl e instructions to perform
t hese o@emmbesmFd)gQ&mamwe frqmrtbell?(ﬁg/Saﬂzaahmtetasmﬁmsp, Rernttand, 236 t hat

t hi t.abl e t t db
i cui £ 19TBEE HhS e B eI IS0 ohd T AT S e Corg | sed i n
host pr %@t@%ﬁfmaQ?aon%ne@b Fbi%tth%f)%omp‘-h@ﬁﬁmﬂf tﬁé POIX SipeeHichfion Ry may be
conprised in a circuit card (not shown), and/or other structures, systens,

and/ or 5l.@avidl¥s24, rﬁﬁoqmpewaﬂa;rre&mﬁ)w@aSOa)nlBBi-é%aw"& abaHursthatd 219,
and/ or a_and/ or
comand< IR BIE P& SPREftcafian i PO My ERerBE R e o1e
may conpPEE bueY), axapeciieddneThe POI ExgicgistBhdse Spedifitstiorpbe ey POPre anal og
Special Interest Group”, Revision 1.0a, both available from the aforesaid PCI
Special Interest Group, Portland, Oregon, U.S.A. Also, alternatively, bus 206

may comprise other types and configurations of bus systems.

{0017} System 200 may additionally comprise circuitry 216. Circuitry
216 may comprise one or more circuits to perform one or more operations
described herein as being performed by TCP-A (Transport Control Protocol -
Accelerated) driver 222 and/or network component 212. Circuitry 216 may be
hardwired to perform the one or more operations, and/or may execute
machine-executable instructions to perform these operations. For example,
circuitry 216 may comprise memory 236 that may store machine-executable
instructions 226 that may be executed by circuitry 216 to perform these
operations. Instead of being comprised in host processor 202, or chipset 208,
some or all of circuitry 216 may be comprised in a circuit card (not shown),

and/or other structures, systems, and/or




circuits, one or nore state machi nes, programmable circuitry, and/or one or
nore ASIC s (Application-Specific Integrated Crcuits). [0018] System 200
may additionally conprise one or nore nenories to store nachi ne-executabl e
instructions 226 capabl e of being executed, and/or data capable of being
accessed, operated upon, and/or manipulated by circuitry, such as
circuitry 216. For exanple, these one or nore nenories nmay include host

menory ZQAiced thenmiay B35 forQagaraplalidcmpissrl ireSn@Pérboatd 2 T@yand/er exanpl e,
conprise read only, nass storage, random access conputer- readabl e menor Y,

and/ or GENBENiegkiEelyt KerPlegpde  bEs nadhi rand maaY aex@1angrodata TAed/ekecut i on
of progr %hﬁﬁ@égﬁﬁ 8@& o%%ﬁo?é‘ﬂﬁr%rrf%g‘?por?e?ﬁse%%'s n?%pabsrﬁﬂut ’ﬂe and/ or

nanlpula on o y Circui resu exa
circuit rma?%mfs@yﬁmgemrhplﬁomeomr mioke Qlﬂgltdh@lroplﬁ adnepos mcn‘ema]di@d herein
as being carried out by various hardware and/ sof tware onents in

Syst em ZUSUILE 0PARIOT HBPre. K1 MBaChiRRH: HESENE ciroii: AOglarame 956 may
COMpr! SGndreASIO (Jggéﬁéé{&w§;9écnﬂ&rntggrg%@d;bu%a& n 218, a set of

i nstructi ons rat stem i nstructions for TCP-A
driver 222; and/or a set of instructions for DVA driver 224. |In one

o Tl o i Pl S e B B PSS arniny o ver

224, andib@r maBRIRLHEUENNE SR tALDionYBLIH Pspalfs OF Wl Bxddlitbd UsShd/Bps 226 may
execute in menory by circuitry 216, such as in host processor 202, and/or

by 6 ci raliategpanis ¢fn bgmgera@bese{eicbzoﬂaenatefbtum agrd/oti mgnipolaied eyrbodi ment
is |IIustrated|n ? 5% \MthreferencetosstemZOO of
iiry For example {

Fla 2 cigy t%tSHSH %%é;lrﬁg ese one or more imemories

may include host memory 204, or memory 236. One or more memories 204,
236 may, for example, comprise read only, mass storage, random access
computer-readable memory, and/or one or more other types of machine-
readable memory. The execution of program instructions 226 and/or the
accessing, operation upon, and/or manipulation of data by circuitry 216 may
resuit in, for example, circuitry 216 carrying out some or all of the operations
described herein as being carried out by various hardware and/or software

components in system 200.

[0019] For example, machine-executable instructions 226 may
corhprise a set of instructions for an application 218; a set of instructions for
operating system 220; a set of instructions for TCP-A driver 222; and/or a set
of instructions for DMA driver 224. In one embodiment, circuitry 216 of host
processor 202 may execute machine-executable instructions 226 for TCP-A
driver 222, for DMA driver 224, and for operating system 220. Machine-
executable instructions 226 may execute in memory by circuitry 216, such as

in host processor 202, and/or by




at bl ock 300, and continues to block 302 where network conponent 212 may
receive an indication that one or nore packets 228 (only one shown) have
been received fromnetwork 100. Each packet 228 may conprise a header 230
and a payl oad 232. For each packet 228, network conponent 212 may split
header 230 %nd @ﬁé{oad 232 from packet 228, and post each header 230 and
payl oad 98HINH2 g@FNA%6r-e post buffers 214A, 214B. |n one enbodi nent,
header 230 nay be posted to a first buffer such as post buffer 214A, and
payl oad 232 may be posted to a second buffer such as post buffer 214B. The
one or rfoP@0backetA metharhyacserdirgipi ead émbedimeatt isphlgstiaiedpin theid each

group of, packet s be, transmtted r i er necti on.
The bne IPTLOLAG: o Bo3gekaital el ffFIETxBinBl®y Bediieiars
request dirotk Boo, sx@mehenuadr bakizn? whsre h8WWHk cofirepabiannayefers to
one or nore prograns that use the network. An application 218 ma

. .ans t y
conpri sgeceye axamication thaihong endeere packetpeddd cetlyiong shpvnkhaven, a file

serving i | e | i i n jnCt i i.th a read
dat a reqlt?;egs tré"cgeé\beﬁ'(f:rgfrlf S%h'g% may %%@Fé’r?%? 'Jé’eJE Qggsmé%gt% ?‘ﬁiﬁ‘ér%eéﬁﬁ’% er 214C

wher e apd0 eati®paibddnziR. aemressch packetREs trestwodatcamponenb@jiimayon with a
transmt data request, application 218 may wite data to be trﬁg mtted to

sour ce biflit Bpadenss30 Fﬁémyloﬂ%?%f@nb%ﬁﬁ%e?@@" apgngst epgh §radebrd? nat i on of
har dwar eanc?B%é[Béd $8H YR FmBk: pégn@ﬁwg% Qut Pyl ﬁ#@ﬁaéﬁﬁi@dirhgﬁt, may

process one more packets sen or received over a network. In one
enbodi mEmader/ 3G uhsy beepostet@o 24 G551 DYHa6 s RET /A9S208 46 02 H42,38ndray

conprise, for le, a NIC (network interface card nd r k
conponerit@y3a3d %@%%?i@é&ec} E?r a SELRRT é’,utffgr R @ﬁém%baﬁ%éif%m? ol) layer
one or more packets 228 may be comprised in one or more groups, and each
group of packets 228 may be transmitted and/or received over a connection.
The one or more packets 228 may be received in response to a read data

request from, for example, application 218.

[0021] "Application” refers to one or more programs that use the
network. An application 218 may comprise, for example, a web browser, an
email serving application, a file serving application, or a database application.
In conjunction with a read data request, application 218 may designate
destination read buffer 214C where application 218 may access the requested
data. In conjunction with a transmit data request, application 218 may write

data to be transmitted to source buiffer 214D.

[0022] "Network component” refers to any combination of hardware

and/or software on an /O (input/output) subsystem that may process one or

more packets sent and/or received over a network. in one embodiment, /O subsystem



of the Data Link Layer as defined in the Open System I nterconnection (OSI)
nodel for networking protocols. The OSI nodel is defined by the

| nt er na¥0DCNE/108486x gani zati on for Standardi zati on (| SOPATIGR0EN2315] rue de
Varenbe, Case postale 56 CH 1211 Geneva 20, Switzerland. [0023] A
"connection" as used herein refers to a logical pathway to facilitate
comuni cations between a first node on a network and a second node on the
net wotd8 MRYesHnRES, dor eeamplec al NiGainetworninteréacs exre) fand seiwak more 10
transacti ons between the first node and the second node. A "transaction”

r ef ercomponentrd@uasy comprized farexanogiey e MaCqdmealia kcesssragnipsl) lavieri at ed by
an application, such as application 218, on a system such as system 200.

Each grapgesdth Ui BAydieas 8RS RliBE Uhh SyskiPtneRlonprBisH (O used herein,
"protocol context"” Tefers to 1nfornmation about a connection.” For exanpl e,

the i ' ' , f : packet
sont /eI L peMRhaaedas. ThE o1 MEBRIRALEIR S midaidl) 5o
net work conmponent 212 y noti TCP- river th one nor e, nackets 228
nSve QIO SrarEaT AR (SONEra St e Hare3B8, RasSiaidle Top: A
driver_ 222 bﬁ notifying operating system 220 in accordance 20 wth an '
i nt erd@ipt-iddt Ganeya Ak sawizerandi nt errupt noderation scheme refers to a
condition where an interrupt nmay be asserted for every n packets received
by network conponent 212. Thus, if network conponent 212 receives n or
nor e {0Bd8ket s, MNetamiactiopnpensat hereingglersde frlgvisabraliway 9yfaciitate20 t hat
packets have arrived. Likew se, if network conponent 212 receives |less
t han gompackiEadions bptwier? aBstloads6n PCRIWSH00ad @2aarrhmid medawon kheonponent 212
may instead wait until nore packets are received before

network. A connection may facilitate communications for one or more
10 transactions between the first node and the second node. A “transaction” refers to

a request to send or receive data, such as may be initiated by an application, such

as application 218, on a system, such as system 200. Each connection may be

associated with a protocol context. As used herein, “protocol context” refers to

information about a connection. For example, the information may comprise the
15 sequence number of the last packet sent/received, and amount of memory

available.

[0024] At block 304, network component 212 may notify TCP-A driver that
one or more packets 228 have arrived. In one embodiment, neiwork component
212 may notify TCP-A driver 222 by notifying operating system 220 in accordance
20  with an interrupt moderation scheme. An interrupt mederation scheme refers to a
condition where an interrupt may be asserted for every n packets received by
network component 212. Thus, if network component 212 receives n or more
packets, network component 212 may notify operating systém 220 that packets

have arrived. Likewise, if network component 212 receives less than n packets,

8




notifying operating system 220. In one enbodi ment, operating system 220 may
then notify TCP-A driver 222 that packets are ready to be processed. [0025]
At bl ocWOR065/10388- A driver 222 may perform packet prodaESBUSMO/a0155 at

| east one of the one or nore packets. Packet processing nmay be perfornmed by
the TCP-A driver 222 retrieving header 230 from post buffer 214A, parsing
the header 230 to determ ne the protocol context associated wth the

cur r €iWORD RRBPONEAT 232 Maieinstaad wait Tt move peckets@ipreeeived betwepr ot ocol
conpliance nmay conprise, for exanple, verifying the sequence nunber of a

r eceinadidyipg cperatiy systems22@ Irhane ehtbopliolent, operatindsystent 22@emayf nunbers
that was agreed upon between the communicating nodes; verifying the

pay| aheénsiotify TCReAver Phatinatsackets ket rd g%tﬂy ProRebdgge of sizes that was
agreed upon between the conmunicating no ensuring that the header

structure conforns to the protocol; and ensuring that the tinestanps are

wi t hi[o0as] expecaeslobk BB6! FOFEA dlrﬁ/ePQQ%%aJ B8O PaeRE B%egg‘m fgf ch a next
header to process pri or to conpl eting the processi ng of a cu?rent header .

L2 A o SO e PR
Eéﬁfﬁﬁé'ﬁ%’%—%@w SaIip %%?EPaQQ%QQ%aﬁPﬁ%tzf RsBpitDer 222 may
addi ti onal Ig% determine if a connection associated with a packet is to be

accelESEESPriP sletersnipethe ProtRgo! sRidreassosioded Wi thegurendr i ver 222 may
accel erate sel ect connections. Select connections may conprise, for
exangiognecthomennd pagdotiag TR prangel d:omnljarme.vﬂ;ﬂ;E'rprottmmpcbm@lihaa:@e data. |If
TCP-A driver 222 determ nes that network connection is to 9 WO 2005/ 104486
PCTI u&apeéh@ﬁié@,lﬁar@aagﬂ@l wiriyiag thd €Bqhenitd Mambe? of BB¥ceRel Parkppcket

processi ng as descri be

10 1o ensure that the packet is within a range of numbers that was agreed upon
between the communicating nodes; verifying the payload size to ensure that the
packet is within a range of sizes that was agreed upon between the

communicating nodes; ensuring that the header structure conforms to the

protocol; and ensuring that the timestamps are within an expected time range.

15 [0026] TCP-A driver 222 may fetch a next header to process prior to
completing the processing of a current header. This may ensure that the next
header is available in the host processor’s caches (not shown) before the TCP-A
driver 222 is ready to perform TCP processing on it, thereby reducing host

processor stalls. The method may continue to block 308.

20 [0027] In one embodiment, TCP-A driver 222 may additionally determine if
a connection associated with a packet is to be accelerated prior to performing
packet processing. TCP-A driver 222 may accelerate select connections. Select
connections may comprise, for example, connections that are long-lived, or which

comprise large data. If TCP-A driver 222 determines that network connection is to
9




bl ock 306. If TCP-A driver 222 determ nes that network connection is not to
be accelerated, the nmethod nmay continue to block 318. [0028] At bl ock 308,
TCP- A dWiOv2905/B@®8énay determ ne if one or nore 5 payl oaRGI/ESDO4024¢15d | n post
buffer 214B are ready for placenent. A payload 232 nmay be ready for

pl acenent if, for exanple, the correspondi ng header has been successfully
processed, and a read buffer, such as read buffer 214C, has hee

desi gpaicedlerafedaiT AR -Sctrindo@220upy peiforppackeh progassing a%ﬂemrﬁl%c%ﬁnt , the
method may continue to block 310. In one enbodinment, TCP-A driver 222 may

det epfEdkeadd) F TOMA @rivireamdetermmesdhpbyéinants c2BRectemtis natopeacenent at
anytine. For exanple, if it is determ ned that payload 232 is not ready

for ghﬁ%@g&ga’thE%éﬁEoodHaWon%ﬁae&T@bidwsw‘.or some period of time before it

make etermnation “again. Were payload 232 cannot be placed because
a read buffer 214C does not exist, for exanple, TCP-A driver 222 may

al t epggdgrvel y | 6 PYA @tivéP220 Yiidy @eteRdingalf enbaropereat i ng system
220 ﬁ?%resenéﬂé 0 pgy ’ggdd: 232 ready to 'be placed. Operating system 220

bat f F@%?"ﬁé‘%% | el i@ﬁégﬁ‘?”ﬁé%rzﬂ%r%sﬂégdwgg g@%&g@hﬂ Ppaflos@sbanat e a

nore payl oads pl acenent, the method

may continue to bl ock 312, [.0029 | ock 310 L may

det empaynke reagy i placemapt & f?b%%li'ﬁ%r &%ggrrggp%q%ﬁl@? 9}3 (P)rlsé}()%%ﬁ)l e in post
buffer 214A, of the n packets for _the current ir}&s‘rrg@%. | f._ there are nore
packsuscassuilyprmceseed, antha raad hufier. sushias egd IENE 1466 hasP4%kr e are no
nore packets 228, and one or nore packets 228 have not been previously

pl aceidsigratedr i dtdichk 308, phydaah?dR js tolready Hodpleagmesériheraetod bl ock” 312.

|f there are no nore packets 228 to process, and there are 10 WO
2005/ Qg £5iRieT td £180R 4102 1A Bhe arAbBAIRMGrTCPRAIdsiver 228 rhay determine he et hod
n :

may conti nue to bl ock

10 if there are one or more payloads 232 ready for placement at anytime. For
example, if it is determined that payload 232 is not ready for placement, TCP-A
driver 222 may wait for some period of time before it makes this determination
again. Where payload 232 cannot be placed because a read buffer 214C does
not exist, for example, TCP-A driver 222 may alternatively or additionally at

15 anyiime indicate to operating system 220 the presence of payload 232 ready to be

' placed. Operating system 220 may then designate a buffer, or may ask

application 218 to designate a buffer. If there are one or more payloads ready for

placement, the method may continue to block 312.

[0029] ' At block 310, TCP-A driver 222 may determine if there are more

20 packets 228 to process, for example in post buffer 214A, of the n packets for the
current interrupt. If there are more packets 228 to process, the method reverts to
block 306. If there are no more packets 228, and one or more packets 228 have
not been previously placed, and are ready for placement, the method may

continue to block 312. if there are no more packets 228 to process, and there are

10




[0030] At block 312, TCP-A driver 222 may performone or nore operations
that result in a data novenent nodul e placing one or nore correspondi ng
payl oadw02805/10d48%8 a read buffer, such as read buffer 2KDISA84/4883 herein,
a 5 "data novenent nodule" refers to a nodule for noving data froma source
to a destination w thout using the core processing nodul e of a host
processor, such as host processor 202. A data novepent nodul e may
conphbgeevibos perkets| 298 w plbme, Begnehodsnarsentimee ieBlask 3S1%031] 1n one
enbodi nent, for exanple, TCP-A driver 222 may send a 10 request to DVA
driver 224, and DVA driver 224 may schedul e request with DI\[P\ engi ne 210
to wW0030]t he or¢ biockidt, TERHA IR MEYRPEYM Ble CEMILAPYEINSad buf f er
214C. I n anot her enbodi ment, TCP-A driver 222 may directl progr am DVA

engi Rest2&8ult i axdatenidventerd modutepiagiey boads A2 ¢orees Nuf fer 2146 to
read buffer 214C. DVA driver 224 may be a standal one driver, or part of 15

some oM cearbARE 218, has uskdmeeinng part of
%&Bﬁ%gﬁdﬁj&) a Y854 bafrer Goch e%‘;’ fev@b inng p

chipg engine 210 may be a support nodul e of host processor 202.

fB 3 e“g&g@dﬂwﬁ@%@@gﬁgﬁe@ 518 'a%SHEBtfoPFno@ﬁ{rggdaﬁorﬁémpé 866%8ah 202 may be

e performng data novenents, which may result in

t he host processor, 202 running at nuch r S red to

the dleeinBiatedbewaSas saapt Srsteasnomrt STl o Toe HRREST Peactias

schedul ing, the nethod may revert to block 310 to (ijeterrrin i.f there are

addi toshpioqessae2@2.2plats rpeveragst ModpesPRY KOMPIERG 'Q1HEAMES: R driver 222

may determne if there are any pending DVA conpl etions for the current

| nt eIMPBtenghhé a6 ieistrieéy bel®P- A driver 222 may | ook for DVA conpl etions at

anytinme. A "pending conpletion” as used 11 WD 2005/ 104486 PCT/ US2004/ 021015

herein refers to the conpletion of a request. |In one enbodi ngnt, a pending
[0031] In one embodiment, for example, TCP-A driver 222 may send a

10  request to DMA driver 2é4, and DMA driver 224 may schedule a request with

| DMA engine 210 to write the one or more payloads 232 from post buffer 214B to |
read buffer 214C. In another embodiment, TCP-A driver 222 may directly
program DMA engine 210 to write the one or more payloads 232 from post buffer
214B to read buffer 214C. DMA driver 224 may be a standalone driver, or part of

15  some other driver, such as TCP-A driver 222. Rather than being part of chipset
208, DMA engine 210 may be a support module of host processor 202. By using
the DMA engine for placement of data, host processor 202 may be freed from the
overhead of performing data movements, which may result in the host processor
202 running at much slower memory speeds compared to the core processing

20 module speeds. Following the DMA engine 210 scheduling, the method may

revert to block 310 to determine if there are additional packets 228 to process.

10032} At block 314, TCP-A driver 222 may determine if there are any
p-ending DMA completions for the current interrupt. Alternatively, TCP-A driver

222 may look for DMA completions at anytime. A “pending completion” as used
11




conpletion refers to the conpletion of a request to DVA engine 210 to wite
one or nore payloads 232. If, at block 314, there are one or nore pending
DVA  cowl 2003/014486f or t he current interrupt, the nmet hodPCRYS2041021015e t O

bl ock 316. If at 5 block 314 there are no pending DVA conpl etions for the
current interrupt, the nethod may continue to block 318. [0033] At bl ock
316, TCP-A driver 222 may perform ot her tasks. Qher tasrlr% may i ncl ude

| ookihegeinaefersite pacempistion of & tassstie it opgeBIAMNENE & PEYNEp t he DVA
engine 210 to issue an interrupt upon conpletion of a | ast queued task 10

for tdemsticrersfergrtoetheupimpletionoh errehoestdhdddAngngise @i Ode writerdid t ti ng
data, and performng TCP tinmer related tasks. [0034] At bl ock 318, TCP-A

dri Vel g SRR 238 O BPbldRRETHI4L herBeiraidnewr myes pendiag DIViA one or ror e
packet s ave still not been processed, operating system 220 may notify

a TCP dri,ver | , he TCP
dri v&onﬂéﬁ%é fbﬁ“ﬂ? ?&Vﬁé?{ fé‘?%#g‘?toéﬁe%@%@%@ag;@f@mgﬁé bp])%%(kg{r@'r gragcgs si ng,
and by usi th | dyl f f

At = Hedhatataereiaroqa busina iy EoB o 5% sBESEERRSugk e ng Syetem
220 may wait for a next interrupt. [0035] The method may end at bl ock 320.
20 [ aostiodanaychotinue &vbloickg B anot her enbodinent is illustrated in FIG

4. The nethod begins at bl ock 400 and continues to bl ock 402 where
operating system 220 may _receive a request from lic %i925218 to
m

y ¢
t rand@083Hat a 28Ublogk 336dTCR-Aulriver 2224m3Y PREPHR AL RS B may perform
prelimnary checks on 12 WO 2005/ 104486 PCT/ US2004/ 021015 data 234.
Pr el i tbk@maycheltids losling fiol moee phoketssiamaubseaueal intergnthselisgssl at ed
protocol context. In a TCP/IP connection, for exanple, protocol context may
the DMA engine 210 to issue an interrupt upon completion of a iast queued task
10 for the current interrupt, or other housekeeping, such as transmitting data, and

performing TCP timer related tasks.

[0034] At block 318, TCP-A driver 222 may pass control back to operating
system 220. If one or more packets 228 have still not been processed, operating
system 220 may notify a TCP driver (not shown) rather than TCP—A driver 222,

15 where the TCP driver may perform TCP stack processing by performing packet
processing, and by using the core processing module of host processor 202 to
perform data transfers. If all packets 228 have been processed, operating system

220 may wait for a next interrupt.
[0035] The method may end at block 320.

20 [0036] A method according to another embodiment is illustrated in FIG. 4.
The method begins at biock 400 and continues to block 402 where operating
system 220 may receive a request from application 218 to transmit data 234

placed in buffer 214D. Operating system 220 may perform preliminary checks on

12




conpri se packet sequence nunbers to identify the order of the packets,
buffer addresses of buffers used to store data, and tiner/tinestanp

I nf or mMAWIOR0F/BE486 r et ransm ssions. [0037] At bl ock 404PCTRRA0M/INGASSYSt em
220 may notify TCP-A driver 222 that there is data 234 to be transmtted
frombuffer 214D. [0038] At bl ock 406, TCP-A driver 222 may perform one or
nore operations that result in data 234 being transmi{ted to,. network
conpdatn23£.1 Prelifuinasy ahethks maydinelude dfob gxampladaippig ke FFOGAGY | ncl ude
TCP- A driver 222 progranmm ng DVA engine 210 to transmt data 234 from

sour geotBEbI eintddid ntdTCRYIRotdnreetipnfonexadilde, prbtanochgoniext MayrcP- A dri ver
222 may queue a buffer, such as queued buffer 214E, to network conponent

212, f}ﬁ%{gﬁ% Igéfgfaﬂﬁn ito gt Ihe dder Gfiedrioke®3buffeom queued
buffé;&ﬂ@{%g ou%%& urfer @E%D maly rl;elfsydesi gnated 15 by application 218,
for e | e, d.gque 4 : ' 7 tioM&smor k conponent
212, aﬁa%%ﬁér{%{@féfﬁﬁ%ﬁ’ ?#%{03%éi%éam%orgfﬂnrggﬁhﬁ%%gﬂﬁﬁgrﬁﬁggré I%22 may program
DVA engine 210 to transmit data if the data is small, and TCP-A driver 222

nby 6RIERSTBISSKNSE er, such as queued buffer 214E, if the data is large. As
used herein, "queuing 20 a buffer"” means to notify a conponent that there

Is a_buffer fromwhich it can. access a._For.,. X?("jiﬁl ; w edgnent
pack 0@3%lo ackrﬁﬁv@%gof’e%@rﬁtmg §VS%§322¢)@%56?@p| caﬁ%S”g%P?%?ﬁﬁ vel y
smal | -si zed packets, and may be sent by _ TCP-A driver 222 to network
conpdinenatis 2iEta B34 tomedransrodedIpom huisr 2ifPng  DVA engine 210 to transmit
data 234. As anot her exanple, storage applications 13 WO 2005/ 104486
PCT/ US2004/ 021015 that send |arge files over. the network maél@? el atively
| ar gd0038 nmay Aeipek 496, TEE-R&lVen¢23 RBZPRPIR CNesy Ngre,gp 'En%orrponent
212 by queui ng buffer 214E.

that result in data 234 being transmitted to network component 212. For example,

10 these one or more operations may include TCP-A driver 222 programming DMA
engine 210 to transmit data 234 from source buffer 214D to network component
212. Alternatively, TCP-A driver 222 may queue a buffer, such as queued buifer
214E, to network component 212, where network component 212 may instead
read data 234 from queued buffer 214E. Source buffer 214D may be designated

15 by application 218, for example, and queued buffer 214E may be designated by

network component 212, for example.

[0039] In one embodiment, TCP-A driver 222 may program DMA engine
210 to transmit data if the data is small, and TCP-A driver 222 may queue a
buffer, such as queued buffer 214E, if the data is large. As used herein, “gqueuing
20  a buffer” means to notify a component that there is a buffer from which it can
access data. For example, TCP acknowledgment packets to acknowledge receipt
of packets may typically be refatively small-sized packets, and may be sent by
TCP-A driver 222 to network component 212 by TCP-A driver 222 programming

DMA engine 210 to transmit data 234. As another example, storage applications
13




[ 0040] At block 408, in response to receiving the data, network conponent
212 may create one or nore packets for transm ssion by packetizing the

dat a. IWOR0gHW488¢6bodi nent, network conponent 212 nay pACKBIA00£02d6M5a by
perform ng segnmentation on the data. "Segnentation” refers to breaking the
data into smaller pieces for transm ssion. In one enbodi nent, network

conponent 212 na conprise a MAC, and segnentation be referred to as a
|argﬁ1@tae@ddarge)é@;s oV he natwaslc may e sel yelbféaf&eeéﬂggx%ﬁ‘%fﬁ €ni ssi on of
data 234 over the 10 network. Network'conponent 212 may receive data

di r el serft by MO dridei 222 to aetvorlcompanent 242 iy queuied byifer 814814, [ 0041]
The nmet hod nay end at bl ock 410. Thereafter, operating system 220 may send
a conpletion notification to application 218. Furthernore, source buffer
214Djopd0]be r etAirbleck 468 dppbspensete rreivingtheagaini batwak RPNt he 15
buffer for other purposes. [0042] Enbodi nents of the present invention may

be prayiHag crésib orfXanlfe paskets tomparisinispiondnapaghetiting thehdath. fay i ncl ude
one or nore rmachi ne-readabl e nedia having stored thereon

ch ioﬂgseeféﬁf}#ﬁﬁtenéﬂﬁrk Wehigiient ?h‘gtrrge]ﬂ'gé&tﬁ&%%tgcbyqyemiﬁ@ nor e

chi uch as a conmputer, networ O conputers, or other electronic
devi ces, .result in thg o [ e 0 i : g ations in
accorsﬁgm?&'% "Qmoaﬁﬁﬁgﬁrﬂsnﬁeﬁe@ﬁggﬁr%ﬁ%ﬁ Bldr‘%tgélr{ll{] gghé)ﬂaﬁgﬁg&grﬁm&ggﬁeadabl e
medi um may_include, but is not limted to, flo dis S opti cal
di skPietes- ROWENEdHiaR i@@%mﬂpﬁ%ﬂg naRWerk %@Fﬁﬁoaﬁﬁt%ﬁﬁyo- opti cal
di sks, ROME (Read Only Menories), RAMs (Random Access Me r%%?@’ 14 WO
2005/chirptBe PUACS200s£0mEniFionapRONS efersed i as Iariéﬁi‘%ﬁ%'ﬁp l0gdad onl y
Menories); EEPROVE (Electrically Erasable Programmable Read Only
MenoRjiasrbin MRED Ebinfesdmag s erabtetifod franbhasgion of data 234 over the
10 network. Network component 212 may receive data directly from TCP-A driver

222, or by accessing queued buffer 214E.

[0041] The method may end at block 410. Thereaiter, operating system
220 may send a completion notification to application 218. Furthermore, source
buffer 214D may be returned to application 218, and application may use the

15 buffer for other purposes.

10042] Embodiments of the present invention may be provided, for
example, as a computer program product which may include one or more
machine-readable media havinlg stored thereon machine-executable instructions
that, when executed by one or more machines such as a computer, network of
20  computers, or other electronic devices, may result in the one or more machines
carrying out operations in accordance with embodiments of the present invention.
A machine-readable medium may include, but is not limited to, floppy diskettes,
optical disks, CD-ROMs (Compact Disc-Read Only Memories), and magneto-

optical disks, ROMs (Read Only Memories), RAMs (Random Access Memories),
14




menory, or other type of nedia / machine-readabl e nmedi um suitable for
storing nmachine-executable instructions. 5 [0043] Moreover, enbodi nents of
t he pr e80r005/N486t i on nay al so be downl oaded as a corfiR/ES20pHEEIIEM
product, wherein the programnmay be transferred froma renote conputer
(e.g., a server) to a requesting conputer (e.g., a client) by way of one

or nore data signals enbodied in and/or nodul_ ated 2& %cgri er ve or
ot he EPROMadFrasabledtiograninable Beatél Merpariesh ERRIRGMs (Flegtrigaiem and/ or
net wor k connection). Accordingly, as used herein, a machi ne- readable

medi gRagEble Fogransmadie RegdiOmy Memodes)p magnedicair aptical eargs, ashe.
Concl usi on [0044] Therefore, in one enbodi nent, a nmethod may conprise

receiyl tiiGs | AnRehMy-teataibioraliurhaltablefoostoringe packet s
have éerfe?%ry?g(rzgltﬂvlée?&%‘%gf) regﬁrr?a networ k; the network conponent notifying a

TCP- A (tran [ [ ocol - accelerated) driver that the one or
m)rem'ggﬁ%ﬁ}gg%ﬁb?@%&&%’T@-A driver perform ng packet processing for
at | east one of the one or nore packets; and the TCP-A driver perform ng
ope re opghatl Qf'e?h'% iHe sredahfinveRYG Rty aBdwee pl aci ng one
o-? %ﬁ%@orresm%og’gﬁéa@%% S 0 bﬂw ‘grt | east 20 one yof the one or nore
packets int read buffer. [0045] FE gﬂ_!) t i i on may
si gnidPME‘é‘?ﬁCFeﬁa?%alfpénﬁ"&@f Pﬁérﬁ%%ﬂé’%?ﬁ e\?gfrﬁht@g rpﬁg%%nrg%(f?%sul t from using
the core processing nodule of a,6 host processor. TCP/|IP pro sing may be
acceltanafastedbifomsa n@ﬂatejﬁe@pwr\i@gzo%g%ﬁh RN W@% 5 novenent
modul e, such as a DVA engine, to nove data fromone buffer to another
buf f ¢&.g.,Si Oltent) by way ef gneoeswire datmsaignaisgmiodiesinFsiesmeHU be
bypassed using a DVA engine, slow menory access speeds nay be avoided.

by a carrier wave or other propagation medium via a communication link (e.g., a
10 modem and/or network connection). Accordingly, as used herein, a machine-

readable medium may, but is not required to, comprise such a carrier wave.

Conclusion

[0044] Therefore, in one embodiment, a method may comprise receiving an
indication on a network component that one or more packets have been received
15 from a network; the network component notifying a TCP-A (transport control
protocol — accelerated) driver that the one or more packets have arrived; a TCP-A
driver performing packet processing for at least one of the one or more packets;
and the TCP-A driver performing one or more operations that result in a data
movement module placing one or more corresponding payloads of the at least

20  one of the one or more packets into a read buifer.

[0045] Embodiments of the invention may significantly reduce TCP/IP
processing overhead that may resuit from using the core processing module of a

host processor. TCP/IP processing may be accelerated by using a data

i5




Furthernore, TCP/IP processing perfornmed on the host processor nmay scale 5
better than TOE processing because the nunber of contexts is not limted by
TOE neWOr2p05/18@66] I n the foregoing specification, thRCT/HY2M00015has been
described with reference to specific enbodinments thereof. It wll,

however, be evident that various nodifications and changes may be nade to
t hese enbodi nents wi thout 10 departing therefrom The sp i%cati on and

dr awingeraerst, madaler suciyhg 2 DAenginegier meye data from PU@%r“gri%f rather than a
restrictive sense. 16 WHAT IS CLAIMED IS: 1 A nethod conprising: receiving
an i BglofairififepN Sthdethetdte Qropessing niduaie oha host prcessacR@YPe have been
received froma network; the network conponent notifying a TCP-A (transport

cont rbgh?géééi @%ﬁb A I'an%@ ghgmat edw Aidnvey ddtats sheedsenay bemweidedcket s have

arriv river “performng TCP stack processing by parsing a

header | t | . ' th

or ot BB SR S s PG e e o A e 1 or m ng TCP
t I i for. t t | t s ts; d

Phe. Pekenti SOF pacporbipognse She nubles Bt paiRsRER ndtinMREpy 7820, 12

novenent nodul e pl aci ng one or nore correspondi ng payl oads of the at | east
one ofiemioey.one or nore packets into a read buffer. 2. The nethod of claim
1, additionally conprising, in response to receiving an indication on a
networ k conponent that one or npre pagkets have been recel. Lnomthe
net wjp@46} EE ndtibe ﬁor@gﬁiwﬁqiﬁcaﬁoﬂ, ﬁm inventon has been fes%rtgsg with

reference to specific embodiments thereof. It will, however, be evident that
various modifications and changes may be made to these embodiments without
10  departing therefrom. The specification and drawings are, accordingly, to be

regarded in an illustrative rather than a restrictive sense.

i6




splitting each of the one or nore packets into a header and a payl oad; and
posti ng each of the header and payload to one or nore post buffers. 3. The
met hod of claim2, wherein the TCP-A driver perforns packet processing by
processi ng each of the headers, the nethod additionally conprising
fetching a next header of the one or nore headers prior to conpleting the
processing of the current header. 4. The nethod of claim1l, wherein said

TCP- A drj 1 one or nmore operations that result in a data
mvenentwﬁﬁg-ﬁﬁ&!)&@kﬁg'sone or nore corresponding payl oads of the at | east
one of the one or nore packets into a read buffer conprises progranm ng

the data novenent nmodule to wite the one or nore correspondi ng payl oads
to the rbad bbfMethod ggmprisifge net hod of claim 1, wherein the data novenent

nodul e conpri i b (7= hod of
Be8iviig %&9{.6@6& amgw @RSt R I0R8 o;%qll_"%@%get

claim5, wherein the engi ne resides on a chipset. od of

claim5, wherein thavelMengegeived freg) destvnrka host processor as a support

modul e. 8. A gEtiag kARG RGO IERE LV A8 nah A BB BA Sl Banet wor k

conponent that “one Or nore packe have been received f net work; the
net wor k conmponent aumeldrstedpdaver@RatAhé onans posre packétsdlavp aoteed| - '
accel erat ed) dji_ one a TCP-A

Lver that the re packets have.arrived,

driver perfori hg"’#éﬁ"%"t FW%E@ES%C%Q}%B%‘%@Q]BVQGW%@ in at |east one
of the one or norengarek @t 5t leBsideicbNMheeoricer mpropaEiQts BPtdterhinaxaeci at ed
with a current connection, and perform ng TCP protocol conpliance for the
at | east one of tHIOKgel context associated with a current connection, and

performing TCP protocol compliance for the at least one of the one

or more packets; and

the TCP-A driver performing one or more operations that result in a data
movement module placing one or more corresponding payloads of

the at least one of the one or more packets into a read buffer.

2. The method of claim 1, additionally comprising, in response to receiving
an indication on a network component that one or more packets have
been received from the network, the network component:
splitting each of the one or more packets into a header and a payload; and
posting each of the header and payload to one or more post buffers.

3. The method of claim 2, wherein the TCP-A driver performs packet
processing by processing each of the headers, the method additionally
comprising fetching a next header of the one or more headers prior to

completing the processing of the current header.

4, The method of claim 1, wherein said TCP-A driver performing one or more
operations that result in a data movement module placing one or more
corresponding payloads of the at least one of the one or more packets into
a read buffer comprises programming the data movement module to write
the one or more correspondihg payloads to the read buffer.

17




or nore packets; the TCP-A driver perform ng one or nore operations that
result in a data novenent nodul e placing one or nore correspondi ng

payl oads of the at |east one of the one or nore packets into a read
buffer; receiving a request on an operating systemto transmt data over
the network; the operating systemnotifying the TCP-A driver that there is
data to be transmtted; the TCP-A driver perform ng one or nore operations

that result ip the data, being transmtted to the net k conponent; in

ooponset o 1 DAt Bhediada wHeRan dhe i meyBBRRb ROIE SERBSoe or or e
packets for thRps@iresi MBmdYy Ras8) bAging. t he data; and the network conponent
transmtting the one or nore packets over the network. 18 9. An apparatus

conprising: a network conmponent capable of: receiving an indication on a

net wor k E?Orrpoﬂ?é‘ﬁﬁem&:fofgﬂ@ @,Xﬂ?r@in tH@WA%nﬁﬁn\éereQiﬁéé‘ oﬁ%cfﬂ'i_ﬂ. froma

networ k; ‘and notifying transport control protoco accel erat ed)
driver that the one or nore packets have arrived; and a TCP-A driver

e ket SRR STRAR 8 GERRIL e, Alel bR leRiR. 80 o ons *t nat

result in a platessvpwaerenipportdnbdule! aci ng one or nore correspondi ng

8. A method comprising:

receiving an indication on a network component that one or more packets
have been received from a network;

the network component notifying a TCP-A (transport control protocol —
accelerated) driver that the one or more packets have arrived,;

a TCP-A driver performing TCP stack processing by parsing a
header in at ieast one of the one or more packets to determine the
protocol context associated with a current connection, and
performing TCP protocol compliance for the at least one of the one
or more packets;

the TCP-A driver performing one or more operations that result in a data
movement module placing one or more corresponding payloads of
{he at least one of the one or more packets into a read buffer;

receiving a request on an operating system to transmit data over the
network;

the operating system notifying the TCP-A driver that there is data to be
transmitted;

the TCP-A driver performing one or more operations that result in the data
being transmitted to the network component;

in response to receiving the data, the network component creating one or
more packets for transmission by packetizing the data; and

the network component transmitting the one or more packets over the

network.

18




payl oads of the at |east one of the one or nore packets into a read
buffer. 10. The apparatus of claim9, wherein in response to receiving an
indication on a network conponent that one or nore packets have been
received fromthe network, the network conmponent is additionally capable
of : splitting each of the one or nore packets into a header and a payl oad,
and posting each of the header and payload to one or nore post buffers.

11. The ppa tus of  cl ai Or‘r wherein the TCP-A driver perfornms packet
processi BFBB@@&?%@O"E%ﬂ %f the headers, and the TCP-A driver is

addrtronal I y @ﬁ@ﬁ&drec@mpbﬁémmap,gb@aext header of the one or nore headers
prior to conpleting the processing of the current header. 12. An apparatus

conmprising: a net wRCRIVEWbinEicatiengaR retyprk ?‘eﬁ@?ﬂﬁrﬁa‘a&ﬁ"?rﬂﬂrr%%fﬁ on on a

networ k conmponent t hat mefghmgeerp,%g@bgf%wg N8RStk &¢gi ved froma
network; and notifying a TCP-A (transport control prot ocol - accel erat ed)

driver that the omdifyng ok Peldiaesporgoeirelmrotped: - acceleratadpdivesr capabl e
of : 19 perform ng pack ap{h%c(ﬁ_%s(rrr}qoﬁ ﬁa&teté ﬁé%tarﬂogd %fndt he one or nore
mn or

packets; and the TCP-A driver perfor ‘'operations that result
in a data rmavé’@@r—rﬁdninelmd:aﬂoableaoﬂ ng one or nor e correspondr ng payl oads of
the at | east one of the.one qr tm)re pac stI Qe[t%ne%frrr?eagnet)gf;n%rré an
operating system ci& [ning,packet processing or at le

packets; and

the TCP-A driver performing one or more operations that result in a
data movement module placing one or more corresponding
payloads of the at least one of the one or more packets into

a read buffer.

10.  The apparatus of claim 9, wherein in response to receiving an indication
on a network component that one or more packets have been received
from the network, the network component is additionally capable of:
splitting each of the one or more packets into a header and a payload; and

posting each of the header and payload to one or more post buffers.

11.  The apparatus of claim 10, wherein the TCP-A driver performs packet
processing by processing each of the headers, and the TCP-A driver is
additionally capable of fetching a next header of the one or more headers

prior to completing the processing of the current header.

12.  An apparatus comprising:
a network component capable of:
receiving an indication on a network component that one or more
packets have been received from a network; and
notifying a TCP-A (transport control protocol - accelerated) driver
that the one or more packets have arrived,
a TCP-A driver capable of:
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receiving a request to transmt data over the network; and notifying the
TCP-A driver that data is ready to be transmtted; wherein: the TCP-A
driver is capable of perform ng one or nore operations that result in the
data being transmtted to the network conponent; and the network conponent
I's capable of: creating one or nore packets for transm ssion by
packetizing the data in response to receiving the data; and transmtting

t he one or nore packets.over the network. 3. A syst.em conpri sing:

chi pset having a T%'%%?CH%HWS%EEQE%%%&%%PHEPﬁW?eO%%P oere

communi cati vel y coupl edhddRets; 3#- A (Transport Control Protocol -

Accel erated) driver of a processor and to a network conponent; _ the network
conponent capabl e B TGR-AVERgeFAMIiRaicRgar MiprepReralioas dhatgsdt W ket s have

been received froma Q%&%ﬁeﬁ}ﬁgﬁdﬁiﬁh@g@tm HGRord ddrfcaBeR@ny control

protocol - accel erated) one~or nore packets have arrived;
and the TCP-A driver ofpayeadsradks sbleaghpibifdhefonems marepasketsdieivet

processing for at | east ﬂ %Ilﬁfffetrhe one or nore packets; and 20 perform ng
one or nore operations"ix at' result in a data novenent nodul e placing one

or nore corr esporetatioy pystématipable dfhe
receiving a request to transmit data over the network; and

notifying the TCP-A driver that data is ready to be transmitted;
wherein:
the TCP-A driver is capable of performing one or more operations
that result in the data being transmitted to the network
component; and
the network component is capable of:
creating one or more packets for transmission by
packetizing the daté in response to receiving the
data; and

transmitting the one or more packets over the network.

13. A system comprising:

a chipset having a DMA (direct memory access) engine, the chipset
communicatively coupled to a TCP-A (Transport Control Protocol —
Accelerated) driver of a processor and to a network component;

the network component capable of:
receiving an indication that one or more packets have been

received from a network; and
notifying the TCP-A (transport control protocol - accelerated) driver
that the one or more packets have arrived; and

the TCP-A driver of the processor capable of:
performing packet processing for at least one of the one or more

packets; and
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at | east one of the one or nore packets into a read buffer. 14. The system
of claim13, wherein in response to receiving an indication on a network
conponent that one or nore packets have been received from the network,
the network conmponent is additionally capable of: splitting each of the one
or nore packets into a header and a payl oad; and posting each of the
header and payl oad to one or nore post buffers. 15. The system of claim 14,

wherein the TCP-A driver performs packe essin rocessi ng each of
the header's, and tPeTEInGts Bt Bore B5cElant I SRR E a e BRSEM et i g
next header of the one godiR Fadingdesor rﬁbf@éoﬁé‘sﬁfaﬂﬂmb%dy'ltﬂadshﬁ tagocessi ng
of the current header. 16. A system conpris a chi pset having a DVA

(direct menory access) %H@?ﬁé)”etﬁéh%ﬁP%é’éf“o"Q@ﬁﬁIEﬁ{?HH@|a\)'8f39bé'g@'bl ed to a
TCP- A (Transport Control Protocol - Accelerated) driver of a processor and
to a network conponent; the network conponent capable of: receiving an

i ndi catith thbhe aﬁemrofmbaim prhoxarsiniavespanse torreeriving@nfindigatiomenwor k; and

ot i i ng ey TR ChEARBAT o 815 P e R88L: R ROGEEIAERAY dlhver ¢ hat

the one or mote pac ave arrrve I'Ver o € processor
capabl e of: pteefrmtwmnkgtheammorqurmmnngs édmncataltyeaﬁablelmé of the one or
nore packets sult I,N a dat a

rmn one or re operations t
Toverrent . moctAIBTgI 13 (BBl B Fse PRgK e dRS Reeat ep a0 Ay a: eh
| east one of pdting I@a%cﬁbfﬂﬁl‘ﬂeé&@'éﬁﬁ%aymaa t8 ohe ¥ mMurkfpekt bafereper at i ng
system of the processor capable of:
15.  The system of claim 14, wherein the TCP-A driver performs packet
processing by processing each of the headers, and the TCP-A driver is
additionally capable of fetching a next header of the one or more headers

prior to compieting the processing of the current header.

16. A system comprising:

a chipset having a DMA (direct memory access) engine, the chipset
communicatively coupled to a TCP-A (Transpori Control Protocol -
Accelerated) driver of a processor and to a network component;

the network component capable of:
receiving an indication that one or maore packets have been

received from a neiwork; and
notifying the TCP-A (transport control protocol - accelerated) driver
that the one or more packets have arrived;

the TCP-A driver of the processor capable of:
performing packet processing for at [east one of the one or more

packets; and
performing one or more operations that result in a data movement
module placing one or more corresponding payloads of the
at least one of the one or more packets into a read buffer;
an operating system of the processor capable of:
receiving a request to transmit data over the network; and
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receiving a request to transmt data over the network; and 21 notifying
the TCP-A driver that data is ready to be transmtted; wherein: the TCP-A
driver is capable of perform ng one or nore operations that result in the
data being transmtted to a network conponent; and the network conponent

I s capable of: creating one or nore packets for transm ssion by
packetizing the data in response to receiving the data; and transmtting
the one or nore pa% ve he network. 17. A machine-readabl e nedi um
havi ng stor ed ¢ hor SO0 TEPrAABYer Rt dath s R Be e et ed by »
machi ne, resulhkereth:t he follow ng: receiving an indication on a network
conponent that one or_nore packets have been received froma network; the

net wor k conponent H8tTERIver isceanqbia PlarRiBminGeng POMORT eRYalipns

accel erated) driver thajf r‘r'és&’lf‘einthca""éiraﬂ%a H%?r'fg?ttﬁarl%ﬁﬁe@rtb' Yefetvibrid CP- A
driver performng packet processing for | east one of the one or nore

packets; and the TCP- A efmp@ientedicor mi ng one or nore operations that result
in a data novene rF%M)& c%ln‘?éan%ﬂt grb%ggbler’g}re correspondi ng payl oads of

the at |east one o e one or nore ets into a read buffer. 18. The
machi ne-r eadabl e nedi uncreatird amemﬂmore\,bacl@tslfomranemmebyo recei ving an

I ndi cation on a network conpon nh % oa nor e ackets havethbeen
received fromthe network, tPH&EFE 2pg JOFi ﬂ'? Hhcﬁ?sfqoé' rchgﬁnq ©
data; and

transmitting the one or more packets over the network.

17. A machine-readable medium having stored thereon instructions, the

instructions when executed by a machine, result in the following:

receiving an indication on a network component that one or more packets
have been received from a network;

the network component notifying a TCP-A (transport control protocol —
accelerated) driver that the one or more packets have arrived;

a TCP-A driver performing packet processing for at least one of the one or
more packets; and

the TCP-A driver performing one or more operations that resuit in a data
movement module placing one or more corresponding payloads of

the at least one of the one or more packets into a read buffer.

18. The machine-readable medium of claim 17, wherein in response to
receiving an indication on a network component that one or more packets
have been received from the network, the instructions additionally result
in:
splitting each of the one or more packets into a header and a payload; and

posting each of the header and payload to one or more post buffers.

19. The machine-readable medium of claim 18, wherein the TCP-A driver
performs packet processing by processing each of the headers, the
22




in: splitting each of the one or nore packets into a header and a payl oad;
and posting each of the header and payload to one or nore post buffers.
19. The machi ne-readabl e nmedi um of claim 18, wherein the TCP-A driver
perforns packet processing by processing each of the headers, the 22
instructions additionally result in fetching a next header of the one or
nore headers prior to conpleting the processing of the current header. 20.

The machi ne- re lum 7. Whereip the L0S tructions t hat
Fesult 1 per PariirgsarelsRaRorEul it ieifhinga et fetdk e AR of fie novenent
nodul e pl aci nNgeRfRes Eforrtar@ncpvétrr@&n@rm(f&sw@wfcmﬁu@énttﬁe@dat | east one of
the one or nore packets into a read buffer additionally result in sending a

request to a data novenent nodule driver to wite the one or nore

corr esposyli NOTIRAK LAMRS-AeAdLHIE MeddnPbi I;@rm 1?}1wh£Péin Qﬁéh’.éﬁﬁ:oﬁ&?&%@te medi um

of claim 17, wherein the instructions that result in said TCP-A driver
per f or mi ng orresult lmmr‘éoramg ané onmorg gpeiadions that resud ig &t datawveMesirant rodul e

placing one onoMEBIGANd SAEOPThRY BRLLEAng BhblR: B nESRHaRlBe gl (he one

or nore packet’'s it su I'n progranm ng the

dat a novenentthewhal @ more/\paalets iné0 aoaad mffetoa@dfmmfgs'psmmnr@rwmg @ads to

the read buffer %tz machi ne-r m 17, wherein the
foe c

adabl di f
dat a movement™ sy Moxgmen a@&% E’PI" mﬁ&??ﬂt@c@%)ér A Re. 23.

The machi ne- r@ag&pbﬁdmﬁ@ay@bgg t& trd rdad duffeher ein the DVA engine resides on
a chipset. 24. The machi ne-readabl e nedi um of claim 22, wherein the DVA

engi ne resides on a host processor as a support nDduIe
21. The machine-readable medium of claim 17, wherein the instructions that

resuit in said TCP-A driver performing one or more operations that result
in a data movement module placing one or more corresponding payloads
of the at least one of the one or more packets into a read buffer
additionally result in programming the data movement module to write the

one or more corresponding payloads to the read buffer.

22. The machine-readable medium of claim 17, wherein the data movement

module comprises a DMA (direct memory access) engine.

23. The machine-readable medium of claim 22, wherein the DMA engine

resides on a chipset.

24, The machine-readable medium of claim 22, wherein the DMA engine

resides on a host processor as a support module.

25, A machine-readable medium having stored thereon instructions, the
instructions when executed by a machine, result in the following:
receiving an indication on a network component that one or more packets
have been received from a network;
the network component notifying a TCP-A (transport control protocol —
accelerated) driver that the one or more packets have arrived;
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25. A machi ne-readabl e nedi um havi ng stored thereon instructions, the

i nstructions when executed by a machine, result in the follow ng: receiving
an indication on a network conponent that one or nore packets - have been
received froma network; the network conponent notifying a TCP-A (transport
control protocol - accelerated) driver that the one or nore packets have
arrived; 23 a TCP-A driver perform ng packet processing for at | east one

of the one or acket and t TCP- A dri.ver orm.ng one or nore
operati ons 1 GrsB el RedomRtapadks bseesRodr & Brs e rafe 88F ofor ¢
correspondi ng paylm@%pgéketg hdat | east one of the one or nore packets into
a read buffer; receiving a request on an operat stemto transmt data

over the net{h8riCP ﬂn@r'\@wﬁa‘f’m@g@n&%rﬁ?w&qpﬁwtw%ﬂ repwlt I0 YFRGer t hat
there is data to bﬁlovéﬁéﬂfsmohh%%laélhg oheRsrAnéfd (Y&Fes%h&i%rﬂd%e@l@%for mor e

operations that result in the data Dbeing transmtted to thé network
conponent; in respesd least ppe of Nengpe aremerr packetintred fgadkbeiirfhonent

creating one %C@IV%% E@%ﬁﬁéﬁ? ?E]:&F%SPG{@Q%%% %rﬁsn‘ﬁ?ﬁgtgatd\fe?% t he data; and

t he networ k caomnpo € or nore packets over the
net wor k. 24 network;

the operating system notifying the TCP-A driver that there is data to be
transmitted;

the TCP-A driver performing one or more operations that resuit in the data
being transmitted to the network component;

in response to receiving the data, the network component creating one or
more packets for transmission by packetizing the data; and

the network component transmitting the one or more packets over the

network.
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