WO 2013/ 014430PCT/ GB2012/ 051751 - 1 - ANONYM SATI ON AND FI LTERI NG DATA
Field of the Invention 5The present invention relates to a system and

met hod f owoanmmymwi3si ng data and in particul ar for sel ecCTaBzoEBNISM Si Ng
data in a configurable way. Background of the Invention 10 Many

busi nesses are faced with an apparent conflict between the need to respect
their clear obligation to protect tﬁé]séburity and privacy of their
custoners in their use of data, and a business inperative to maxi m se
revenue 15 opportunity hwosyMISATEOR aNDi FgLPERENG DATAg t he data. These
opportunities increasingly involve exposing data to partners and third
parties and the novenent of data outside the protected network of the

busi ness. pProkesk et Ravdataophil e still retaining sufficient usable data
to enabl etTe20Uopportumty 15 a key challenge. In addition, in this

i ncreasi ngly gl obal econony, data crosses borders increasingly and

or gani sati ons ed to ensure that they continue to ¢ I ith all the
Felevant rogul AL6r ¥ PEGUTT ARBRLS OB5TRESARPI [Pyt 6YShAPe Bat BbEPHeen
reposi tories hsoahmessent hakar egui KenpatthienlARNYobusknessese1gharing data
bet ween repositories can becone problematic when the data being shared is
at | east PACPHEMESEBAf PdéRt LAl 2 SeBfefuBpPeRhERW-se sensitive. 30There are
many exanpl es of systens which are arranged to securely share data between
repositories, including systens for securing the repositories thenselves,
and secur Bagkglreundnuifintbat Loweohapnel s bet ween repositories. - 2 -

An addjtional problemarises when the source repository wishes to only
share'‘part of a data set with a destination repository. 5Therefore, there

is required a systenm.andcaBthod Ehakcavercoreant hgparRhebLeRs 1 ict

between the need to respect their clear obligation to

protect the security and privacy of their customers in their
use of data, and a business imperative to maximise revenue

15 opportunity by either exploiting or enriching the data.
These opportunities increasingly involve exposing data to
partners and third parties and the movement of data outside
the protected network of the business. Protecting the data
while still retaining sufficient usable data to enable the

20 opportunity is a key challenge. In addition, in this
increasingly global economy, data crosses borders
increasingly and organisations need to ensure that they
continue to comply with all the relevant regulatory
requirements.

25 The ability to share data between repositories is an
essential requirement for many businesses. Sharing data
between repositories can become problematic when the data
being shared is at least in part confidential, secret or
otherwise sensitive.

30 There are many examples of systems which are arranged
to securely share data between repositories, including
systems for securing the repositories themselves, and

securing the communication channels between repositories.
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Summary of the Invention 10The present invention relates to a systemfor
anonym sing and filtering data sets which are |l eaving a data repository
Wit hin a wecors®iessvi ronnment to anot her environnent that poaGBR1208Y75mM0t be
secure, and a system for de-anonym sing the data sets as they are returned
back to 15 the secure data repository. The present invention

provi des a system and a net hod of tfaﬁ%Fbrning data in real-tinme, or near
real-time fromthe original data set to an at |east partially anonym sed,
filtered and nmaskedddatanset psubtabl erfigest rapsntssi eputrecardBothicbdyparty
outside of a secure environnent. The invention has the inportant additional
feature oFlBeFfgtabPBl¥oSFra&si Y8ranCat 2 €ase part ifally2afshyAieéédcdat a set
that has prewioushy been transmtted outside of the secure environment and
deanonym se the preéviously anonym sed data, 25 for storing the deanonym sed
data back in the source repository, or other location within the secure

i t. T ing data set d t have to be identi th
or 1 gi mhl dai a S5 EbPEYY ARACE Rat Saf “FRAE ol SGREY Fiidr GRPA CORLr erm ns

unal t er edovEbismak! ewssthibkdppanki.es to 30 add to alter or in other ways
enrich the transmtted data set prior to returning the data set to the
secure environnent. Additionally, the present invention provides the
capabiIitéumﬂggggo@aghgylﬁgghgggq configuration data, to 3 transform
mul ti pl e datesets, ot drtrrerrmng structure and apply different
transformati on techni ques (for exanple anonym sation, masking, filtering)
to eac accordhgg to their anongnisation system and net hod
e

type. .5 An
i1 terS,  anonyHBeB GRaNbr {0V RaFkPSe BLahSFof fin s BRSFEIVESHat a before it is
sent onwagdsnyhokie¥apphertocaniext ennal skhkr dnpant ¥reFuebhengoregathe
anonym sation systemis being able to al so 10 de-anonym se data as it is
sent backTeposh&osyi girhaiirng partycafneiranakysi scopnefrechnent .
The anonyni i s S orts n er_of i r f s_tqo.r e ta and
can applygg%$%P§§F§¥o%%%E ﬁg ng%opﬁyaﬁg?d%Fasaﬁg%gfygﬁﬁl3sg¥8%$hef§gta.
Accor di ngdeeaaohiymstiagpeat therneskssprevicdeg arpetrhedratdabenynitsi ng dat a

conprisingbthe steps of: receiving data to be anonym sed; 20applyi ng one or

nnre_%?an _SrﬁﬁFPBﬁsd?Batﬁ@ppééép§§d data according to a transformation
configuration rgsodregenhenebnct BE BREOHBDLE I LARSS QrABLI QRS HbACLYde
transform ng at | east an original portion of the received data into a

25t r ansf otmedspormiion, dwher ennrehé-oiingi nak peeti opadf timhefreweired dat a

s recovergble [rom (e Lrapsformed peLLioR ysing, 5t ansd, hateymtion.

filtered and masked data set suitable for transmission to a
20 third party outside of a secure environment. The invention
has the important additional feature of being able to
receive an at least partially anonymised data set that has
previously been transmitted outside of the secure
environment and deanonymise the previously anonymised data,
25 for storing the deanonymised data back in the source
repository, or other location within the secure environment.
The returning data set does not have to be identical to the
original data set, provided that at least one identifier
data item remains unaltered. This allows third parties to
30 add to alter or in other ways enrich the transmitted data
set prior to returning the data set to the secure
environment. Additionally, the present invention provides

the capability, using easily modified configuration data, to
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Therefore, data may be safely and securely released to third parties as
personal, private or other sensitive data 30 may be anonym sed, tokenised
or protecveadofimsszoand t hen recovered and processed on PeTWBRfXBMISEhe
third party. For exanple, this may all ow external processing of data to
take pl ace outside of a secure boundary or organisation. Upon -4- return,
additional information may be utilised as the sensitive and identifying
information may be recovered by the originating party so that the external
processi ngrandrany additponabadat acoay beé usederThe erirgcbmakedaha may be 5
data that can be used to identify users or their personal information (e.g.
t el ephone2RBABef i thgretalddress oraatéosf LBFRRAIUEEC (FOThE8XEAFRAST or mat i on
conf!guraghgﬁyﬁggggagﬁ MY sRengonthgurable, eustom,sable gingPeEific to
particul ar recei ved dafa types and data structures/formats, for 10 exanpl e.
The storedhenfotmgeei.on may be configuration information, for exanple.
Advant ageously, this provides a faster, in-line, real-tine, highly
configurabl e and reversi ble nmethod of anonym sing data. 15The net hod

advant ageous| yarayneansi skeabhy sgreaynmsadndahadt @it hersamenyvaktie suben
required. This provides referential integrity with data. . The original
portion nmaydperrephaeedsei thaastekas aSNEhéivVraAster Redoper ttohs Achbken
may be a EARLESEnt ahion.on,20 a1 eherence,te Lhe arbapal portion in
anonym se ormso that t original portion may no e’inferred or

gener at edrFfiroihethertokenhewehhoytmiaddibnongktenf asmakion. aAltokenastore may

be a repository or database of .tokens. Tokens that have been used or are in
noe ey bECHOSENEI Gl ARLH FReiBs er Earhabadht hooFNBoPEInTgF (TPnked 1o

these in gther, waysr Anhookup er eakhk -AR¥nbe nade to the token store to
determ ne the original portion or data that it represents. Access to the

token store may be restricted or secured to prevent unauthorised

interpretationTBE 598n§&?§3£95ﬁeg gE8§e§P§§g#ﬁ§gQﬁékéggghgge transformation

configuration resource nmay bé configura e nmet hod and
system easheertfac¥® 2013H01443APETACR2022/ @bpT51la- variectupdatte when new or

anended dat a t¥pes and structures/formats are received.
15 transTorm and data quality rules to the data.

According to a first aspect there is provided a method
of anonymising data comprising the steps of:
receiving data to be anonymised;

20 applying one or more transformations to the
received data according to a transformation
configuration resource, wherein the one or more
transformations include transforming at least an
original portion of the received data into a

25 transformed portion, wherein the original portion of
the received data is recoverable from the transformed
portion using stored information.

Therefore, data may be safely and securely released to
third parties as personal, private or other sensitive data

30 may be anonymised, tokenised or protected first and then

recovered and processed on return from the third party. For
example, this may allow external processing of data to take

place outside of a secure boundary or organisation. Upon
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Optionally, the stored information may conprise the 5 transforned portion
stored with the original portion of received data. For exanple, the

t ransf or &0 2013/t1ed8eni sed porti on may have the transfor medTaat2a128t5015¢d
together with the original portion in a database or token store.
100ptionally, the stored informati on may be cryptographic material for
decrypting the transforned portion into 1 he original portion of received
data. The transfornmed data nay be an encrypted formof the original data.
Ther ef or erethenor kgtnak cdatlaimay rhetrieeovaredebyitaldeetypti eAepr ocedure 15
involving a stored key or other cryptographic material. Optional |y,
the stored®PAf6LiEt PBA AEPRBEIVépPacedObyalani §ag, Dg| FBFAEEFGE VEl ue

called a taked, iThe Lokenshs:st gbedntypical LycLoqa:dptabaseiand.rmy be

re-used to recover 20 the original value upon return. Preferably, the
t ransf or mabhiyonddonfipgatatiebn mesobecesddf.i néset heipgiandf demat nem te be

applied. This be a confiqguration file or databas 05|to y
descrﬁglna ﬁ8wﬁgétt8apr§ﬁsF8gﬁ1?ﬁelg? 6ﬁﬁéluﬁgfﬁ 8hd "8 Fﬁ@rpg i and
procedur esntrBathafBynbeccarritedepdbnef atme%anphame, addr6@bloaakbyofan

anonym sation configuration resource may define how the received data
provi des BATdhL pGECeont ARRI haBefoRBatiaRsFePfRdUpSELPENr SERET ABt REY

further cBupebataguihe;s! en.of gpesaiLig, ot BLosessng aceording to the

anonymi sat’ion configuration resource to produce an out erefore,
wor kf | ow mayebeepr dadef cpedsf endt HetpastircukaresWbormats, for

2013/ 0 4430PCT/GBZOl /051751 6.received data (E reconfigured for
i £ 1 o Bnt SHATR By ped Tand LPEFRRL5) O PrarBRaBRY, PEhE°RRGAYRPSACon

confi gurathepRrnesQuhGcerarNMYadghitne any one or nore of: an interface for
provi ding the received data; how the received data is read; the

transfornatlonAd@ﬁﬁKQGﬁévﬁéM,ré@é@r@éOVaﬁeéuﬁpﬁﬁSt@Fwaﬂﬁ £haesoured—of the

recel ved dand; LiendestinatLan-oh ot hraouLRULL 30d ATRSLTYR nurber of

processi ng non m sat 1 on con uratron resource may define
ot her paramehemssand preeedures to be carried out Optional ly, the
received data may be in a data format defined by a data description

confilguration FE@OW?EEOdlédTHEFé98P€Sl?h@aye€8p§é8tHEFéyn§908§mﬁé§8

accordi nggheat he @agasgﬁ§c%b@hbomhggnkbauaéguon &%§9Ubggv1£@§ data
description configuration resource may for exanple, descr
referential integrity with data.

The original portion may be replaced with a token as
the transformed portion. A token may be a representation or
20 a reference to the original portion in anonymised form so
that the original portion may not be inferred or generated
from the token without additional information. A token
store may be a repository or database of tokens. Tokens
that have been used or are in use may be associated with the
25 original data or portion or linked to these in other ways.
A lookup or call may be made to the token store to determine
the original portion or data that it represents. Access to
the token store may be restricted or secured to prevent
unauthorised interpretation of the transformed (tokenised)
30 portion.
The transformation configuration resource may be

configurable. This makes the method and system easier to
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where in the received data any or all data itens nmay be | ocated including
those data itens or portions that are to 20 be transforned.

Opt i onal lwoths/aretshod may further conprise the step of gemaBrLi2ZNG1 M Out put
conprising the transforned portion with or wi thout an untransformed portion
of the received data. 25 In other words, an output may be generated from
the received data with the original'déié’replaced by the transforned data
but with other fields or data in their original form Preferably, the

out put mayipbettowABht adwaeeordingetiodana3@yputpahdcentuguhats@iorRseHr ce.
This may include details of an interface used to describe the required

out put an@F&r TERE1VEEm of the output file, data, stream or database table.
WO 2013/ 014430PCT/ GB2012/ 051751 - 7 - Optionally, the nethod may further
conprise the steps of: receiving an input conprising the transforned
portion and a fAewiporfilgn; thrdsbosedgitlierstbdied maormabiromset bheecover the
ori gi nal ortign framth .trangforged.ﬁgr%bon. Ln.otger m?tds, hese st eps
describe thE"PeCE"p 89r§?89i8 SFy©t Fanst or'fred ddt-d%onE8 turt'h&r processi ng
has been earkiedqodbthQ Creat exampmedi tycdatanpret-grabby asgesiated or
derived fromthe 10 original data. Upon receipt, the original or

i denti fyi R§TpoPti BAYoRaF6r ERensrafstrReMadt d2fay SberPecoPerEéacsovihat t he
data is deggopymbsads ERLEoRal Ly, ol Be Lpausi grmabion omy.Be encryption. 15
Preferably, the encryption my be selected fromthe group consisting of:
format preserving encryption; and epheneral encryption. Ot her encryption

t ypes y be used. Fo t eserving encryption may allow correct _ .

o1 0cokbi ng of DBLLRBALIANsTBFnEd datalPERRBRELAR BHEr YBt FEACHAYEBREISed 1o
create di fibecentiogbputisceaghitipmentorbhersameal ppetiofhisceannbel p to
prevent third parties who receive the transfornmed data, from buil ding up
user profpréegisplupertspacrfi ccrafivrAntpon. Féhcekappbéoragdndehsulhvt hey
cannot 25, identi c e t ) b | e i at ltiple
roms of Pecelved s sl ChilnaTokHe Qobr i P L RaChr androroaeron LBP ¢ oken)
is identiecaligianledehai mepn bSuechcanakysi ®ymaydberf,pusbnapedcbyuusi ng

epheneral .encryption. 300ptionally, the nmethod may further conErise
apply%%g involving a stored key or other cryptographic material.

Optionally, the stored information may be replaced by a
unigque, alternative value called a token. The token is
stored typically in a database and may be re-used to recover

20 the original wvalue upon return.

Preferably, the transformation configuration resource
defines the transformation to be applied. This may be a
configuration file or database or repository describing how
25 to transform the original data and other options and

procedures that may be carried out, for example.

Optionally, an anonymisation configuration resource may
define how the received data provides an output containing
30 the transformed portion, the method further comprising the
step of operating or processing according to the
anonymisation configuration resource to produce an output.

Therefore, a workflow may be pre-defined for the particular
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transformations to further original portions of the received data, the
further transformations sel ected fromthe group consisting of: hashing;
redact i ngwof2nisrau43ang; find and 8 repl aci ng; repl acenent paridB20endormval ues;
val i dation; and masking. Therefore, the transformed data may contain data
fields transforned in different ways. These transformati ons nmay be
preconfigured or based on the type of 4 he original 5 data, for exanple.
Preferably, any one or nore of the configuration resources nay be

encrypt edreketfiveyaapke, (any.oprakbnéfigtihedt ranstiormatean eanki gypaki on
resource, the anonym sation 10 configuration resource, the data description
configuraﬁpénfpé§é%ﬁée, the output configuration resource, an input
configuration resource, or an interface configuration resource my be
encrypted to increase security. 150ptionally, the received data may be

sel ected from Bneferabbrye bhet heogyoupatonsi sbhnggotatXhh; rdebumiceed; fi xed
wi dt h;_ YAM.: §OAP' SMOPP; and_UCP/ EM .. Q her, gat% tgpﬁs n%¥ be .used.
20Accot di RgYt 5S4 56coRd 85petf PREFeCTs pPovid&dTaf andny i SEtFdAYsyst em
conpri si nghe recei@Bdl AkEkf agewCORti guredvka Heegi ve €@aka;tenbe anonym sed;
a data store; and 25l ogic configured to: appl yi ng one or nore

t ransf or et PBASOrBALREr E€BIVEHL GRLaNaEEEPHI ARG/t 6aCtFRAST 6PHERFONTLE

Configuraébﬁgcéeﬁ?uEEE’r@ggﬁ@ga.BQ%aQ”%hgrd€9?§nEE§Bﬁf8E”E§E°BﬁthELUde
transformng at [east an original portion of the received data into a

t ransf or meddper neghmuwhenaiorrt hé probgenalingorhirendef. t Meerecei ved data is
recoverable fromthe WO 2013/ 014430PCT/ GB2012/ 051751 9 trggsforned portion

usi ng- 4 nf BPRBYIROR2SL 8F e GO LAPR L RB dAESC8E 6Fe ™2y BFEFABI § ERe interface

is furthepscantigusedntiopdobbanskt thheet capsfegnmedeportion or the
transforned portion together with unchanged for untransformed portions of

the received data outside of the anonym sation system

Optionally, the received data may be in a data format
defined by a data description configuration resource.

15 Therefore, the received data may be read according to the
data description configuration resource. The data
description configuration resource may for example, describe
where in the received data any or all data items may be
located including those data items or portions that are to

20 be transformed.

Optionally the method may further comprise the step of
generating an output comprising the transformed portion with
or without an untransformed portion of the received data.

25 In other words, an output may be generated from the received
data with the original data replaced by the transformed data

but with other fields or data in their original form.

Preferably, the output may be formatted according to an
30 output configuration resource. This may include details of
an interface used to describe the required output and/or the

form of the output file, data, stream or database table.
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The net hods descri bed above nmay be inplenented as a 10 conputer program
conprising programinstructions to operate a conputer. The conputer program
may be stwoedisan44oconput er - r eadabl e nmedi um PTG BRI NGBS

descri bed above nay be inplenented as a 15 conpl ete anonym sati on system

It should be noted that any feature described above may be used with any
particul ar aspect or enbodi nent of the invention. 20 Brief description of

t he Figures The present invention may be put into practice in a
nunber of waysogndoeabodi meatsmethbdnewybeudeseri bedpby swaynhd5sekpexanpl e
only and with reference to the acconpanyi ng draw ngs, in which: FI G

1 shows a®fFow di agram of a nethod for anonynising data, given by way of

exanple only; ELG.;Z;ishous %&h@vvcei@g&@%gf tAcmet-had ¢ R 30 ,deangpym si ng
FIG 3 fa £

dat a; shows a schematic diagram o system for performng the
nmet hods ofnfli gunes poando2; and0 - FIG 4 a flow diagram of a workf| ow
for performng the ng%hod of fi?ure 1, . tFIG. 5 sho%% a cl.ass giagran1of
cl asses used WEhi'H & §y§tEnTPertbPr ARG PHe tRef RGEYCOF “FgGFé§11%nd 2:

S5FIG 6 shewsiansehenmthe bighskevekdqapehiteeat ur endbageamyet-qa, system for
perform ng the nethods of figures 1 and 2; FIG 7 shows exanpl e input
data and E€%&Rpl Ec6GEPpLE atarFEPEBR A§ BppIiLeacilionternEherAeehedtef figure

1 10FI G 8 shoys gxanple Lopyt data and,exapple odfput (data tal Low ng
applicati8ncof pﬁe ne?ﬁogcog gﬁaure 1; " EP%. 9 shows ?ungt%onal and
non- f unct modalfyr dgquer prentsabflyaasygsteatedr ornpkedentli igotmhéhaet hods of
figures 1 and, 2; agd 15FI G 10 shows a t%ble of,us? cases that may be
10 original data. Upon receipt, the original or 1dent1fy1né
portion or portions of the data may be recovered so that the

data is deanonymised.

Optionally, the transformation may be encryption.
15
Preferably, the encryption may be selected from the
group consisting of: format preserving encryption; and
ephemeral encryption. Other encryption types may be used.
Format preserving encryption may allow correct processing of
20 the transformed data. Ephemeral encryption may be used to
create different outputs each time for the same input. This
can help to prevent third parties who receive the
transformed data, from building up user profiles or user
specific information. For example, even though they cannot
25 identify the actual user, they may be able to associate
multiple items of received data with the same user if the
transformation (or token) is identical for each item. Such

analysis may be frustrated by using ephemeral encryption.

30 Optionally, the method may further comprise applying
transformations to further original portions of the received
data, the further transformations selected from the group

consisting of: hashing; redacting; filtering; find and
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perfornmed by the nethod of figure 1. It should be noted that the
figures are illustrated for sinplicity and are not necessarily drawn to
scal e. 20wDevwidiesodescri ption of the preferred enbodi meoT&GB2RI2APS1BLII S a
simplified flow diagramof a first enbodi nent of the anonym sation system
illustrating the 25 process of anonym sing a data file/set froma source
repository, suitable for transferriﬁggid'a third party repository.

Fig. 2 is s sinplified flow di agram of a second enbodi nent of the
anonymi si pgpsysten; rkbusteathagwtihe 3@nppacessuet;deaneayntishngaaddat a
file received froma third part% repository, suitable for uploading back
into the ¥86ré8IrepdSPEBEYre, the Exanpferiedodpte RéposSPREPYybERRG a

Mobi | e “E%WQEESCP§BQE@6rmédCEﬁtBﬁ%EegéB% %%&sforTﬁeQBbEE%nQ@E%HEKi%HétO”EV

is stored on a CDR Repository wthin a secure environnent. The custoner
data set wvempbesesesensiipuveddatrabetenspnashd shpanoifntuseocageénefl figure
10, a ngnisen itive data itens. Wen the data set is to be sent to a
thi rd part'y-6ut sPde“t'AePsEcure environnent, one or nore of the sensitive
data itens or portions in the custoner data set is transfornmed or
anonym sed by the anonym sation system 10 according to the rules as
pr edef i ned forPFﬁ§?r§@ﬁ§itﬁ9é @atacsefoggecéasec19cas iprrasirated in figure
10. The anagymised datapselnbs beansm khed to,bhe thhrdopachy. oFhene
transm tted anonym sed data set conpri ses gotﬁ'anony sed data itens and
non- anonynrsedfdamatibensoniSfheathbndrpaptiycehenhpenhongmipeodessi ng on
t he anonym sed data.set and adds ahﬁlgast ne iéenxof dat%ﬁenrichnent to
t

the data §8PII¥Hrstdararé&nrichfrent m-Eaf=BE &Ry *88dFPPONEP &5t & whi ch i s

dependant r@8oatl-ckeashconargdatacbhemfiramibhe-asenyptsedndatauset . For
exanple the cell-1D, 20 which in use case 19 has not been anonym sed, could

be used byorhéduhihidopareyoascan approxiimabefpecarroAibdentiPier for the
custoner.rggbggcghhg Iggagbﬁgyhggatkgl§ﬁ %QSsEh%E%u§§E&Y adds a cont ext ual
ata 1'té e The ed o

text nmessage mto ata set. enric anmended anonym sed
data set is then 25 transnmitted back to the secure environnent. The

deanonym sati on systemthen reads the incom ng data set, deanonym ses the
anonym sed dat 3PsePnally, ThRergecansryAPsad ddt 2°s&FLaRAHNETEBNPBERt val

text messagepbset hanshkt bedy W thhaikhengecurexpnvi HRANRALLO anyx3Q SMC
(Short Message Service Center) which uses the deanonynised data to send the
cont ext ualitert Me¥&agEORE;t REOBHSt emdr UCPAEBNGE ( Shbetr NessagerSer vege). -
12 - In the above exanple, the third party was provided with enough
infornatigﬁ t'8%4r1 ow themto send a targeted nessage based on location to a
custonmer w thout having any direct access to the custoner, and inportantly,
W t hout any private , ,
20 According to a second aspect there is provided an
anonymisation system comprising:
an interface configured to receive data to be
anonymised;
a data store; and
25 logic configured to:
applying one or more transformations to the
received data according to a transformation
configuration resource, wherein the one or more
transformations include transforming at least an
30 original portion of the received data into a

transformed portion, wherein the original portion

of the received data 1s recoverable from the
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5 and personal information about the custonmer being transmtted outside of
the secure environnent. By de- anonym sing the sensitive data itens when

t he anonywoD=etb/dat3a set is returned to the secure envireomER20124d3e75enr i ched
data set can be associated back to the custoner and the 10 enriched data
can be utilised. Configuration files used to configure which data
itenms shoul d be anonym sed, filtered andl or masked, and the configuration
files defining the | ayout of the transforned data set can be variable. The
i nbound transfornat teassheededSppetibe thengammrasnbieoautbound
transformati on. The described invention is a configurable approach to
addressing data sectiffty?(f8F ER&ApFECTBy anonyni sing outgoing data) and
data privacy (for exanple, by masking and/or filtering outgoing data). 20
Figure 3 illustrates schematically the basic internal conponents, data
floms wi t hi n aRrafienygbilsat cor systemmt® andfkeyhext epndligumtdr faces. The
"wal | "_ at the tOE gh t he d| gram.re &Eents a ecgrih¥ boundar ?etmeen

exi stihg 2591 AP d 55?86 §?§9e PEhOFhE EnGRGRTPSSETG §§§ &ffi'10
creates. togetABrexampl enan@RyBHSabirolnsyshemiRea0psi-st 5nef otheee | ogi cal

| ayers: 30Data Interfaces - This |ayer is responsible for reading and
wWriting dé?éeﬂﬁéﬁ1@éFﬁoG§tﬁaﬂﬁs©§réé§ aTRevBafatiAtefaEeMpasses the data
to the Data Reader/Witer |ayer for processing. The supported interfaces
are: - 13 - File system HTTP/ HTTPS TCP/ | P Dat abase 5Messagi ng Dat a
Reader s/ Wit er She MhicholHayeescsibedpabsivbl aafyobepampilpgeatedr eet ¢ of data
format s, transfornlngglnd|V|duaL data fields ﬁﬁusing the transforns within

the TransFOFRIERGI RECIARN FEPRERSGIAGPERE PBsAPE T FHEG TPRE SanEPEaRpGtL

a computer. The computer program may be stored on a

computer—-readable medium.

The methods described above may be implemented as a

15 complete anonymisation system.

It should be noted that any feature described above may
be used with any particular aspect or embodiment of the
invention.

20

Brief description of the Figures

The present invention may be put into practice in a
number of ways and embodiments will now be described by way
25 of example only and with reference to the accompanying
drawings, in which:
FIG. 1 shows a flow diagram of a method for anonymising
data, given by way of example only;
FIG. 2 shows a flow diagram of a method for
30 deanonymising data;
FIG. 3 shows a schematic diagram of a system for

performing the methods of figures 1 and 2;
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10 format for onward transm ssion. The supported data formats are:
Delimted Fixed Wdth XM. 15HTM. YAML SMPP UCP HTTP 20SOAP Tr ansfor m Engi ne
- This i swoespongisbl e for transform ng individual data PcelaRoiznsarsvari ety
of ways, in order to anonym se and de-anonym se them The supported
transforns 25are as follows: Filtering Maski ng Epheneral Encryption /
Decryption Format Preserving Encrypti H7 Decryption * 30Hashing * Find and
Repl ace Redaction Validation - 14 - Random Nunber Generation *

Det okeni sationric. 4 a f18wasiedrumansf ar werareowt ekenpsabbemt hgnsher ms”,
whi ch nmeans tokenisation can be turned on for them 5 Tokenising is
expl ai ned"FRP@Et aff| TREHEF A the description. The detokenisation transform

is used to reverge soéﬁewéaglglgg@naﬁgggﬁm of classes HBEdl ghlaubng is a
summary of the nethod carried out t he anonym sation system 10:

system performing the methods of figures 1 and 2;
5 FIG. 6 shows a schematic high level architecture
diagram of a system for performing the methods of figures 1
and 2;
FIG. 7 shows example input data and example output data
following application of the method of figure 1;
10 FIG. 8 shows example input data and example output data
following application of the method of figure 1;
FIG. 9 shows functional and non-functional requirements
of a system for implementing the methods of figures 1 and 2;
and
15 FIG. 10 shows a table of use cases that may be

performed by the method of figure 1.

It should be noted that the figures are illustrated for
simplicity and are not necessarily drawn to scale.
20

Detailed description of the preferred embodiments

Fig. 1 is a simplified flow diagram of a first
embodiment of the anonymisation system, illustrating the
25 process of anonymising a data file/set from a source
repository, suitable for transferring to a third party
repository.
Fig. 2 is s simplified flow diagram of a second
embodiment of the anonymising system, illustrating the
30 process of deanonymising a data file received from a third
party repository, suitable for uploading back into the

source repository.
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The anonym sation system 10 ingests data froman interface; The dat a
is interpreted into records/fields by a reader/witer; 15Fi elds nay be
nodi fi ed WY 20m8010430n0r e transforns defined in a transf oPCEAB2012/051751
transformation configuration resource; The transformed data is
returned into its original or simlar_format by a reader/witer; and 20The
anonym sation system 10 transmts theldafa to its destination via an

i nterface. A nunber of transfornms which have conpl ex properties,

i ncl udi ng encryptinpne ar godetenedpvkatotrapsfiagmaSphenas” neThese schemas
allow a conplex transformto be specified once 25 and then consistently
used, posSPBFy}tRENYAt FRESOMEr dafgr SgkahpFed ACShEMBSLHOEkKCFYHT CRSEomDN

field, e.gs MBLSDN gquldc-be Réﬁ@g%@@%%SRQEBHM aCLass a8 BUIReL, %nEQUteS and

interfaces to allow consistent encryption and decryption. 30A glossary is

provi ded, Thhi chséxpkai dstbeheetechnicaketespssusedebyathi stdeserbpti on. -
15 - ﬁﬂs aﬁonﬁntsation S steg1%0 IS pasferaglx mul ti -, hreageﬁ and can
per f orm nBAY"0f "t'hE§e &EtFoRs, "af“hFgh spékd, "eBnear'fént’y. “The

anonym satkemssyshem tlei gasthatekess apdpBBkBhAl B8 2 BAihbsparyyor status

of activities performed or in progress. Furthernore, with the exception of
t okeni sat PBARS1PE @bEsSREVTSt BRELAAYNEREa. CTRePEf BPESt PAnSAEt FEAS1ALES

atori c. Oyceaan agtion Lo conplete (hhe syshamdisieoards the action and

comences a new one. e anonym sation system be 10 interrupted,
for exanpkeabyfsystdnotabhonenithdnbgnthestaphyfhdsabyoaneyhernr esili ent

instance), the entire transacti on woul eed tq be repeated. If the system
(5| oLloh) PECBFBLBYs T Hgthar A0SR acr| PECHRCSG FnEar BEGT. ERESHFIEedaRh moul d
remai n onstheyger vekel Noapsunprocessedqast at eigakbowongTda ansysheseq
adm ni strator to attenpt to reprocess the data later. Wien using a TCP/IP

i nterfacedath tché spsteanpaiksceheoTCRE| PhésaAneerion WREl thenpaiiicAdt ed and
Tt et AR ol cPEEeasay oL M £ e Beasant i ghie
prot ocol hehweenniynpytdaddta items.

15 The third party then performs processing on the
anonymised data set and adds at least one item of data
enrichment to the data set. This data enrichment item can be
any additional data which is dependant on at least one data
item from the anonymised data set. For example the cell-ID,

20 which in use case 19 has not been anonymised, could be used
by the third party as an approximate location identifier for
the customer. Using this location identifier the third party
adds a contextual text message data item to the data set.

The enriched or amended anonymised data set is then

25 transmitted back to the secure environment. The de-
anonymisation system then reads the incoming data set, de-
anonymises the anonymised data set.

The de-anonymised data set and the contextual text
message is transmitted within the secure environment to an

30 SMSC (Short Message Service Center) which uses the de-
anonymised data to send the contextual text message to the

customer via SMS (Short Message Service).
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out put may be nade. For exanple, this may include reading froma database
and witing to a file. In one inplenentation, the anonym sation

syst em 10wp=o0m/0laa3a appl i cati on which can be run on anyprop@aBDi2ZNF1BYSt em 25
with a Java Virtual Mchine (JVM. The m ni num suggested version of Java is
1.6. For production environnents, the Eollomﬁng Operating Systens are
recomended: Redhat Enterprise Linux 5< and Debi an Squeeze 30Exanpl e
suitabl e versions are: Linux RHEL version 5.x Debian Squeeze version 6 Java
JRE Version 1.6n-th6 abdoarakaMensionhé dpapd( bhrusi pgst beoGbraVershon 1.1
O her environments may be used. 5An exanpl e execution of the anonym sation
systen11oeﬁﬁygBel§§OF@PFé@§ to alloNafigat €°t 65 Hed" FAPEEESHI FEEEBFE and

open the | %e@at ofSYochihenustng gutexheedit oho ExaRliggl BRY! glocthe system
may be as lows: 10 12345678, Test, 447777123456 To inspect the input

data to thecsygst ém ahd ceﬁanmetheandpmmPOSVahtﬂg t @ithppot aogvereadys. The
syste plck it u pracesses it an ites the output to a newfile in
o ourbat St BEFBPh A BERGTRT LAt PO Ex I EUBLPORE. FROVEI rst fiel d has
been nask@@anbﬂ@t@@@oadtghbbebgdta@dsbbarbhbhdi@@hhbakLyBgn@éypted, i.e.:
20" 12x**x*78" " " 448555422322" Data Interfaces, Data Readers/Witers

and TransPBPRYEAGLAE pREvEaesatilexible fEGREWORRVt 6hPecePREMiErEnsf orm and
I e B L G
file is ddscri bed behowe associated back to the customer and the

10 enriched data can be utilised.

Configuration files used to configure which data items
should be anonymised, filtered and/or masked, and the
configuration files defining the layout of the transformed
data set can be variable. The inbound transformations need

15 not be the same as the outbound transformation.

The described invention is a configurable approach to
addressing data security (for example, by anonymising
outgoing data) and data privacy (for example, by masking
and/or filtering outgoing data).

20

Figure 3 illustrates schematically the basic internal
components, data flows within an anonymisation system 10 and
key external interfaces. The “wall” at the top of the
diagram represents a security boundary between existing

25 input and output systems which the anonymisation system 10

Ccreates.

An example anonymisation system 10 consists of three
logical layers:
30 . Data Interfaces - This layer i1s responsible for
reading and writing data from various raw sources. The data
interface passes the data to the Data Reader/Writer layer

for processing. The supported interfaces are:
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Configuration files are preferably stored securely in an encrypted and

digitally signed form 30XM. Configuration format The data fl ow
t hrough twe 2ampiis4sat i on may be defined in XM.. The hi ghrCexa2ostosustur e
recomrended for the XML file is as follows: - 17 - Interfaces

Reader/Witers Transform Sets Routes 5A "Route" defines a data flow or an
anonym sati on procedure through the‘s?%ténl | i nking together a Data
Interface, a Data Reader/Witer and the rel evant set of transforms. The
route or anonyntisat kgatpmocedure nmay be defined by a configurable
anonym sati on grocedure resource. 10 An exanpl e configurabl e anonym sation
procedure resotifé8/fETERown bel ow in XML format: <transfornp
<type>val i dati eps//ttype> <fiel d>nsi sdn</fiel d> 15<properties>
<r eqgul ar Expr essi on>[ 0- 9] { 15} </ r egul ar Expr essi on>
<acti onOnFai | uPe:REREACE</ act i onOnFai | ure> <repl acenent Val ue>NOT A
NBISDNilreplacgnentvalue> </ properties> 20</transforne <transfornp

e>val i dati

<typ n2PEypes

Data Readers/Writers - This layer 1s responsible for
parsing a variety of data formats, transforming individual
data fields by using the transforms within the Transform
Fngine, and repackaging the result into the same output

10 format for onward transmission. The supported data formats
are:

Delimited

Fixed Width

XML

15 HTML

YAML

SMPP

UucCP

HTTP

20 SOAP

Transform Engine - This is responsible for transforming
individual data fields in a variety of ways, in order to
anonymise and de-anonymise them. The supported transforms

25 are as follows:

Filtering

Masking

Ephemeral Encryption / Decryption

Format Preserving Encryption / Decryption *

30 Hashing *
Find and Replace
Redaction

Validation

4142912



<fiel d>nsi sdn</fiel d> <properties>

25<r egul ar Expr essi on>[ 0- 9] { 15} </ r equl ar Expr essi on>

<act i onOWwai2b o »REPLACE</ act i onOnFai | ur e> <r epl acenent YalrGB2hNO05#4751
VBl SDN</ r epl acenent Val ue> <l og\War ni ngFl ag>f al se</ | og\War ni ngFl ag>

</ properties> 30</transfornm> Fail ed rfgtes If a failure occurs on an
interface which neans the route either“cannot start correctly, or continue
torun, it will be noved to a pool of failed routes. A RouteManager 35

t hread runs i nrReheohaskagreundeaklathent kme that the anonymi sation system 10
is running, and periodically attenpts to restart the failed routes. By
default, this PeFrP68"L§28éP1t 6 every 30 seconds, but this is configurable.

Figure 4 Shows*S§¢39§530@kgxs&e§mer99@8sté9@n9@55n@dtgahs@xrﬁ9"a Rout e
Manager. WO 2013/014430PCT/ GB2012/ 051751 - arolte is

successf ulhychestantetpkirtinskliobecrenbeetiuknem bhefpai kedmrout es pool . |f

te fails to.restart the fail t til
The nokt | PHE"RA" Robee RRAGAP o ToRBEE Lo  GLRFt PG Par6d SPoAPBE.

| nter faceThypastar¥nbeadebhnedahnrbhe ¢anfikgur abi eavbirke andehoadedewnen
t he anonym sation system 10 is started. New interfaces can be defined using

product EXréRSfer™API . FeatureDescription File BasedThe anonynisation
system 10 will read data files froma configurable input directory.
Transforned files are witten back out to an output directory. HITP(S) The
anonym sation syst éml10wlihgt ensaf enmkEATRP nméEssageseohod carried out by

10 the anonymisation system 10:

The anonymisation system 10 ingests data from an
interface;

The data is interpreted into records/fields by a
reader/writer;

15 Fields may be modified by one or more transforms
defined in a transformset or transformation configuration
resource;

The transformed data is returned into its original or
similar format by a reader/writer; and

20 The anonymisation system 10 transmits the data to its
destination via an interface.

A number of transforms which have complex properties,
including encryption, are defined via “Transform Schemas”.
These schemas allow a complex transform to be specified once

25 and then consistently used, possibly many times.

For example, a schema to encrypt a common field, e.g.
MSISDN could be used consistently across a number of routes
and interfaces to allow consistent encryption and
decryption.

30 A glossary is provided, which explains the technical

terms used by this description.
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configurable address. It then forwards transforned nessages to an out put
port. TCP/IPThe anonym sation system 10 can listen for any generic

comuni cavpans/aysnp a TCP/ | P socket. DatabaseThe anonynPsatdRani2ggstsem 10
can read raw data from a database table and wite back to another table.
Messagi ngThe anonym sation system 10 ign process nessages froma JVM5S queue
and put the result back on another quede or topic. The foll ow ng
interfaces may be supported. 10Table 1. File BasedThe anonym sation system
10 wi || read daha thbesmisamiancenkigur abl esi pputedbeét auytiTransf or ned
files are witten back out to an output directory. 15HTTP(S)The

anonyn sat6f2€§¢st 8R1162F BEEASTToMCATTPInESS86e3C6ACASconRfi iPabl e
address. Lb.then farpardscgransformed messages to an output port. TCP/IPThe
anonym sation system 10 can’listen for any generic conmuni cati ons over a
TCP/ | P socket . TR6Datiabase sTheoanepghesafllonssgsbemldscandr madntawndat a
from a_ dat abase tabl e ang ite_back.to _another table. -.19 -

Nbssagi ng ' The &HERYMTEart B 'Sy SEer 16 Vehnepr Be6L8  AedsagedTt PERFECIRE queue
and put thereesuhbrbackien anet Bercguede oF topkeisakveny hnt@pkacaomay
have two generic configuration paraneters: name - The nane given to the

i nt er f aceSberRgaaef faéd. ThrsefsrgsédanAarhéCREuRESt BLPBEEr en€BCEhEN

interface, l0type;z IBRL¥PE, oL hbnteLtage Rel0g.¢0afkaured:son ang

commences a new one. Should the anonymisation system 10 be

10 interrupted, for example by system failure, then on restart
(or by another resilient instance), the entire transaction
would need to be repeated. If the system fails while
processing data on a file based interface, the file data
would remain on the server in an unprocessed state, allowing

15 a system administrator to attempt to reprocess the data
later. When using a TCP/IP interface, if the system fails
the TCP/IP connection will be terminated and no further data
will be processed. Data could then be sent through the
system again once it has been restarted.

20 Variations in format and protocol between input and
output may be made. For example, this may include reading
from a database and writing to a file.

In one implementation, the anonymisation system 10 is a
Java application which can be run on any operating system

25 with a Java Virtual Machine (JVM). The minimum suggested
version of Java is 1.6. For production environments, the
following Operating Systems are recommended:

Redhat Enterprise Linux 5; and
Debian Squeeze

30 Example suitable versions are:
Linux RHEL version 5.x
Debian Squeeze version 6

Java JRE Version 1.6
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Possi bl e val ues (case sensitive) are: filesystem httpinterface
tcpi pi nterface 15dat abasei nterface jns For exanple: 20<interface>

<nane>i ntwofasaiae</ nane> <type>i nterfaceType</type> <pCOBB20i2SH/51. .
Specific properties go here ... 25</properties> </interface> File System

I nterface The file systeminterface has the follow ng properties
30 available for configuration. inﬁu%ﬁi?ectory - The path of the directory
to scan for new files outputDirectory - The path of the directory to wite
output files toom¥@:20343£034430PCT/ GB2012/ 051751 - 20 - inputSuffix -
Optional filter to only process files ending in a certain suffix

r enovel nput Suf PR (PWhetRePdoFRRotULd Versvert helsuffix fromthe incom ng

file name mhenogkegseﬁ@gggggehgstgg 5paut,puty  output Suffix - Optional
suffix to append to the outgolng fite once it is fully witten. Defaults to

.ready finishedSuffix - Optional suffix to add to the incomng file once

Itis gully prg%egig%plgegggk% i%g o) O@%e anonymisation system 10 may

be as follows:

Navigate to the “input” directory and open the
“input.csv” file using a text editor. Example input to the
system may be as follows:

10
12345678, Test, 447777123456

To inspect the input data to the system and rename the
input.csv file to “input.csv.ready”. The system picks it up,
15 processes it and writes the output to a new file in an
output directory. As shown in this example below, the first
field has been masked, the second filtered and the third

partially encrypted, i.e.:
20 Wl2***x7g@mW ww WAAZ555422322"

Data Interfaces, Data Readers/Writers and Transform
Fngine provide a flexible framework to receive, transform
and output any type of data. These may be configured via a
25 configuration file in XML format. The format for each
component within the configuration file is described below.
Configuration files are preferably stored securely in

an encrypted and digitally signed form

30 XML Configuration format
The data flow through the application may be defined in
XML. The high level structure recommended for the XML file

i1s as follows:
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10processingSuffix - Suffix to append to the input and output files which
the data is being processed. Defaults to .processing

pol | i ngFrequersoy4430How of ten to check the input directorgTiaB20re087fsiil es in
mlliseconds. Defaults to 10000 15(10 seconds) Exanple configuration file
section The followng is an exangle of the section of XML required to
define the file systeminterface. <intérface> 20<name>Fi | el nt er f ace</ nane>
<type>fil esystenx/type> <properties>

<i nput Di r ect or yatBataten</i nput Di rectory>

<out put Di r ect or y>/ Dat a/ out </ out put Di r ect ory>

25<i nput Suf f i xBeRAPE/ TRPGESET f i x>
<renove|nputSu&ggﬁg%@gﬁeﬁéggnovelnputSuffix>

<pr ocessi ngSuf f1 x>. proc</ processi ngSuf fi x>

<out put Suf f i x>Rputkap</ out put Suf fi x>

<fini shedSuf fi x>,finishe </tinisheg8 ffix> . .

30<pol 1 i ngFr eqlten894560005f pBFFi Ag ?§8U£E8V>O£/8PoB§PPV@§§aEfPHterface>
This inteptaeeawrkl tpebligaveny 29sseeondsnkongf kbgsthBr3a bhea"/ Datalin”
directory (relative paths fromthe | ocation where the anonym sation system
10 was st artedface,abl Baéd, Reafery Writescenfehdedrehaiaabs6rtt €fpat hs be
used to ayaoi sio Lnter i ek [ iLth the
e+ SuF T Bt he P EstltT g Ut s P res e PF Bararea "o 21
end wi th deflinpdckypa( sbncégtihebilrpathosyffisxtisnnptobetnger erpvedye.

If nmultiple files. with the sa file nane are inserted into the input

di rec]t%ryAPo?X6P8&§s§PH6lBW?EEeaﬁBﬁ?Wéé?Féﬁ“S%%? Mo EFBrrekanpl e, a
second fikepiys basent ed afterotherfirst file has been processed) there may
be col lisions when The anonym sation system 10 attenpts to renane files. In

order to avoi d tH®F3SHHE” anonyni sation szsten110 may
<type>validation</type

<field>msisdn</field>
15 <properties>
<regularExpression>[0-9] {15}</regularExpression>
<actionOnFailure>REPLACE</actionOnFailure>
<replacementValue>NOT A MSISDN</replacementValue>
</properties>
20 </transform>
<transform>
<type>validation</type>
<field>msisdn</field>
<properties>
25 <regularExpression>[0-9] {15}</regularExpression>
<actionOnFailure>REPLACE</actionOnFailure>
<replacementValue>NOT A MSISDN</replacementValue>
<logWarningFlag>false</logWarningFlag>
</properties>
30 </transform>

Failed routes

If a failure occurs on an interface which means the
route either cannot start correctly, or continue to run, it
will be moved to a pool of failed routes. A RouteManager

35 thread runs in the background all the time that the

anonymisation system 10 is running, and periodically
attempts to restart the failed routes. By default, this
period is set to every 30 seconds, but this is configurable.
Figure 4 shows schematically the process 100 carried out by

40 a Route Manager.
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attenpt to identify filenanes that have previously been 10 processed and
for which the processed files are still present in the input or output

di rect or iwe.2013/014430A uni que file name nay be assigned t®crieB20rmst750i0 | e

whi ch does not clash with any of the processing or processed files in the

i nput and output directories. Were a gollision 15 is found, a nunber wll
be appended onto the end of the base tP1& name. For exanpl e:  Supposi ng
usi ng the above configuration a file test.xm is inserted into the input
directory. Thirs &i keuwkl i sbeupreeessedybyefharananyntsationbd0 system 10
and will result in a test.xm .finished file_in the input directory, and a

t est. xnl . pPERYBAf £Fem RREhé2bdEPuE CHFFECPBPY .. IRow FPUaRoLReELSf FPe cal | ed
test.xm is.dropped.into;t ngwaumdgﬁg%gazedt he.apanypLsathpR Sygtem 10
will 25 notice the existing processe iles and will renane the file to
"test.xm hexbetome phec@&ssirgManiberr estiktiohg proecesseédthiel ésiwedl d t hen be
test. | .finished and test.xm|.pickup in the input and output directories
respecti vEPY 30Fi | es appearing in the input directory are created by
virtue of an "ataegteraper aben” muhener gadynedhiis RRANSOhRALURaPabhi al |y
witten file cannot be picked up by the system Error handling - 22 -

| f an |/ OfetpPorn8cearseBnrire ﬁE?eﬁﬂé@émeﬁééépﬁgséﬁHeW iLPi a§ Frre§efo di sk)
the route y.fai b d - iLl.ed >HIT TPS
InterfaceNgQ lR%%kggag%Pﬁggoﬁﬁtg%?é%galFggéﬁspggaggicgggéngggﬁeg??gn for
HTTP or HTTPS protocol requests on a configured address. The content
portion of the request 1 s considered the data which is interpreted by the
Dat a F«Eaﬁlaeafuifﬂ! ,qsf'r}.tl?' N accordi 0 A ~ 2o 2 g o

f ol | ow ngroenidsgur ablhe Peopesdii@ssystkh SbeningHostnane 1=s Fhen knt erface wil |
i sten on this netwdoksadtiessapdRed adtdosy t OrankoGathestes are written back

| i steni ngPort - The dudtwrfaceput ldirdckstyen on this 15 network port

| i steni ngTLS (Transport Layer Security) - whether the anonym sation system
10 server #1%8 Wsi ng HFTPS IO AT'S “¥BGt 0 t1etens for HITP §5E48f hgHSst name - The
interface will creat®@ & 20 0afYornyg TtdArelt "6t oFPHics " HetworK = addiess

output port.

TCP/IP The anonymisation system 10 can listen for any generic

communications over a TCP/IP socket.

Database The anonymisation system 10 can read raw data from a database table

and write back to another table.

Messaging The anonymisation system 10 can process messages from a JMS queue

and put the result back on another queue or topic.

The following interfaces may be supported.

10 Table 1.

File Based The anonymisation system 10 will read
data files from a configurable input directory. Transformed
files are written back out to an output directory.

15 HTTP (S) The anonymisation system 10 listens for HTTP
messages on a configurable address. It then forwards
transformed messages Lo an output port.

TCP/IP The anonymisation system 10 can listen for
any generic communications over a TCP/IP socket.

20 Database The anonymisation system 10 can read raw data

from a database table and write back to another table.
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out goi ngPort - The interface will create an outgoing connection to this
network port outgoingTLS (Transport Layer Security) - Wether the
downst r eawperva#43ds usi ng HTTPS. 25transfornlype - SpeecicRommisctsi
direction the data is to be transfornmed in. Data can be transformed in the
HTTP Request Body, the HTTP Response bgdy, or both. The value of this field
must be REQUEST, RESPONSE or RECUESTRE PONSE respectively 30keyProvi der -

t he keyprovider class used for https connections. For HTTPS,

appropri ate cemeckbgahesThayabeninstaklied kpsthe JavaaHTpPSckeystore. - 23
- The followng is an exanple of the section of XML required to

defi ne t hBERTFTPSS| ATERf dcEMS<PREBFf a88>PRhakBSHTTPPAfePRGEeQ ngRESET
5<type>htEggggeggaggﬁégype> <properties>

<out goi ngHost nanme>10. 20. 0. 221</ out goi ngHost nane>

<out goi ngPor t >6051</ out goi ngPort > <out goi ngTLS>t r ue</ out goi ngTLS>
10<trq£sfornﬁyﬁe>RECUE TRESPONSE</ ransL&rnﬁéﬁ§>. £ iy

<l i st ehi ngHost A2 6talFhost I'Pt e’ igrgSt Aares+© ontrguration

<l'i st eni ngRerk=60%Q</ | i steni ngPort> <l isteningTLS>true</|i steni ngTLS>
<keyPr ovi der >keyPr ovi der </ keyPr ovi der > 15</properties> </interface> TCP/IP
| nt erface The TCP/ | Pa2Pat er fFaeNPMSt EA8SBnta EBARf LHLGFEA2a8dPE3EI20 f or

TOPY | P copaeetians. rce; conaet e, at a.cpa bg passed,aad pransformed in
either direction on the socket. e raw data arriving 1's passed directly to
t he Data ReadefAWeiter for transformation. The interface has the follow ng

10 . type - The type of interface being configured.

Possible values (case sensitive) are:

. filesystem
. httpinterface
. tcpipinterface
15 . databaseinterface
. jms

For example:

20 <interface>
<name>interfaceName</name>
<type>interfaceType</type>
<properties>
. Specific properties go here ..
25 </properties>
</interface>

File System Interface
The file system interface has the following properties
30 available for configuration.
. inputDirectory - The path of the directory to scan
for new files
. outputDirectory - The path of the directory to

write output files to
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configurable properties: 25l|isteni ngHostname |isteningPort
out goi ngHost nane out goi ngPort When a connection is established on the
speci fi edwBQoiymessdong port, a new Socket will be openedpCa/GB2oa2003mT5€¢Ct i ONn
will be established to the outgoing address and the correspondi ng i nput and
out put data streans for both directiogﬁ wi |l be passed down to the Data
Reader/Witers. The application wilT en continue to listen on the 35
specified port. A Reader/Witer of the sanme data type will be created in
each direction. Transbargerear beogenbngur editeraeb bnlei bheredirection.
The followi ng is an exanple of the section of XML required to define the
TCP/ I P i nférfacendingnan. a<rREepfacESIEAZMe>TCPI Pl nt er f ace</ nane>
<type>tpp|plnterfacggﬁg¥ggﬁ ﬁEEQEEE&'QSWhether or not to remove the
5<out90|ngkbstnane>1.2.3.4<?outh|ngkbstnane>
<out goi ngPortf>8080<hotthgoiingPortyy file name when it is written to the
<l istenin ngtnane>localhost</|isteningkbstnane>
<liste ingﬁ PY59201</1i st eni ngPort> </ properties> 10</interface> I'n
this case, this intentaaeswrkhxl i-sbprienapostir92@1tandppake aocennection to
port 8080 on IP address 1.2.3.4. "local host" may be used for the outgoing
host name PRtERenysfdést PRati 6f applfiéati shirscRosPedaBAtEhéCsakBasdsrver as
The anonymi sati.on syshednlls, Patabasgoiabachace The d3tabase pher face
reads raw data from a dat abase table and i nserts transforme ata into
anot her tabkemilibefiinpubndat abase tfablle pustecensi.sDedbuadtpr tmaryokey
column and a data columm. The i?terface Q%s t he follogjng cgnftgurable

. P to the

prope¥Qies: rocessingSuffix - Suffix to appen ihput

and output files which the data is being processed. Defaults
to .processing

. pollingFrequency - How often to check the input
directory for new files in milliseconds. Defaults to 10000

15 (10 seconds)

Example configuration file section

The following is an example of the section of XML
required to define the file system interface.

<interface>
20 <name>FilelInterface</name>
<type>filesystem</type>
<properties>
<inputDirectory>/Data/in</inputDirectory>
<outputDirectory>/Data/out</outputDirectory>
25 <inputSuffix>.xml</inputSuffix>
<removelInputSuffix>false</removelnputSuffix>
<processingSuffix>.proc</processingSuffix>
<outputSuffix>.pickup</outputSuffix>
<finishedSuffix>.finished</finishedSuffix>
30 <pollingFrequency>20000</pollingFrequency>
</properties>
</interface>

This interface will poll every 20 seconds for files in

35 the “/Data/in” directory (relative paths from the location
where the anonymisation system 10 was started are allowed,

but it is recommended that absolute paths be used to avoid
confusion). The interface will pick up any files with the

“.,xml” suffix, and the resulting output files in *“/Data/out”
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inputDriver - The java driver class for the input 25database. (e.g.
"comnysql .jdbc. Driver" for MySgl, "oracle.jdbc.driver.OacleDriver" for
Oracl e) . wanbug44sat abase drivers are avail abl e for eaclrCiaBbeNsE1751

i npl emrent ati on. i nput URL: The JDBC URL of the input database
30server. (e.g. "jdbc:nysql://1.2.3.4" ). i nput User: The user
nanme for the input database. inputPa%%mbrd: The password for the input
dat abase. i nput DBNane: The name of the input database 35

schema. WD120¢34044480PehiCGB20k260587hte- tB2 inpliabkeNanr: iThaodat abase
table nane to poll for newrows. This nust be the sane for the input and

out put daPspagesemoved) . primaryKey: the primary key colum of the 5
dat abase. Tf mylcifakagehumn; the dat a cal et 9 LEansEoE fkerted
out putDriver: The driver for the output database. (e.qg.

"com nysqgingdbthbr ivent) directory for poutpatiRb: b¥hehdDBCoURniekttihe

out put_ dat abase server. (e.qg. "jdbc: gl_.[/1.2.3.4" ).

it butUsoF e SR8 hler tHane P8P Yene FoRERUr Ta4 ABabs. T OhE bREPASERBr 7o The
password fekstheiout put databasecessed) there mayt put BBNareiohBeyAane of
t he out put database 15schena. The dat abase interface will read al
rows in tRES| APARYMABREICPasSErhg™ A8 dat&MPESNFPhEcaalg E6llGAn to the

reader writer Laysrobor gachoram @ace hhe daha has begn sueeasshubly

t ransf or ned, e transfornmed data will Itten to the output
and the oricgengak rowifieomithefimpubmdat ahasehweikl pbevdelieflgdbeen The

fol loing, s an exanple of the section, of XM egyired,to define a database

present in the input or output directories.

A unique file name may be assigned to the input file
which does not clash with any of the processing or processed
files in the input and output directories. Where a collision

15 is found, a number will be appended onto the end of the base
file name. For example:

. Supposing using the above configuration a file
test.xml is inserted into the input directory.

. This file will be processed by The anonymisation

20 system 10 and will result in a test.xml.finished file in the
input directory, and a test.xml.pickup file in the output
directory.

. Now 1f another file called test.xml is dropped
into the input directory, the anonymisation system 10 will

25 notice the existing processed files and will rename the file
to “test.xmll” before processing.

. The resulting processed files would then be
test.xmll.finished and test.xmll.pickup in the input and
output directories respectively.

30 Files appearing in the input directory are created by
virtue of an “atomic operation” when ready. This means that
a partially written file cannot be picked up by the system.

Error handling
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25<nane>dat abasel nt er f ace</ nane> <t ype>dat abasei nterface</type>
<properties> <inputDriver>com nysqgl.jdbc.Driver</inputDriver>

<i nput Ur Iwpdbos/aryssql : // 1. 2. 3. 4: 3306</i nput Ur | > PCT/GB2012/051751

30<i nput User >user | </i nput User > <i nput Passwor d>passwor d</ i nput Passwor d>

<i nput DBNanme>i nput Scherma</ i nput DBNanme>_<t abl eNanme>dat aTabl e</t abl eNanme>
<pri mar yKey>key</ pri mar yKey> 35<dat aChf urm>dat a</ dat aCol unm>

<out put Dri ver>com nysql . j dbc. Dri ver</out putDriver>

<out put Ur | >j dbecrnysqlry b/ ¢r203. 4c3306<bautput Unhkzrface (reading and

<out put User >user | </ out put User > 40<out put Passwor d>passwor d</ out put Passwor d>
- 26 - ertlng<5ﬁﬂ§ﬁtBBNgﬁékﬂnEB?Séﬁéﬁﬁ<W§Mt699%8&&%999<W6W6§eF9ies>
</interfacgz §$gﬁga handbing,o;. |f a database connectivity issue occurs,
the route may tail and be noved to the failed routes pool (see figure 2).
If there is a parsing error with any of the data in a row, an error will be

| ogged. and t he I ow Wi_ll remain in 10 the input table. Wen the
databgée is poﬁ&&E?ggEP%, Pﬁ%réﬁSEynisation system 10 will attenpt to
process the rownagarne (MpssageRgaint entaeaslshihe mesgagecbntertaee is used

for reading nmessages froma JMS queue and witing themto another queue or
t opi c. ThéCgoATTHupat HEAFPaPAREPEPS AFEUSSBPOREr Br FORLERBT Gl 28flrERE - IMB

br oker toTE%“B%ﬁEeEQ-8%?338%“%@9t88p%E%B@E} 1sUsBHAANE LY gﬁ% bbta

aut hentication 1's requi passwor optional) - password to use if
aut henti cahiioh is hegarpedted by the Data Readers and transformed

10 accordingly. The interface has the following configurable
properties:

. listeningHostname - The interface will listen on
this network address. Defaults to “localhost”
. listeningPort - The interface will listen on this

15 network port

. listeningTLS (Transport Layer Security) - whether
the anonymisation system 10 server is using HTTPS for this
route

. outgoingHostname - The interface will create an

20 outgoing connection to this network address

. outgoingPort — The interface will create an
outgoing connection to this network port

. outgoingTLS (Transport Layer Security) - Whether
the downstream server is using HTTPS.

25 . transformType - Specifies which direction the data
is to be transformed in. Data can be transformed in the HTTP
Request Body, the HTTP Response body, or both. The value of
this field must be REQUEST, RESPONSE or REQUESTRESPONSE
respectively

30 . keyProvider - the keyprovider class used for https
connections.

For HTTPS, appropriate certificates may be installed in

the Java HTTPS keystore.
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i nput Queue - the nane of the queue to listen for 25 nessages.
out put Destination - the nane of the queue/topic to send nessages after
t ransf or msiDi2oB0 10 e been applied. output Type (queue/t epraB2o1visetsher t he
out put destination is a queue or a topic. 30errorQeue (optional) - queue
to send nessages that can't be procesggd due to an error occurring.
An exanpl e XM. configuration section r the Messaging Interface is as
follows: <interface> WD 2013/014430PCT/ GB2012/051751 - 27 -
<name>JMSI nt er faee€bnasernst ypezhne<hinppe>osprapeskic€san of XML
<brokerUrl >tcp://1ocal host: 61616</ br oker Ur | >
5<user nanES§BétireséPyveLfiger hafeSTEpasREPISBESswor d</ passwor d>
<out put Type>t opigsi out.put Type> <i nput Queue>i nput </ i nput Queue>
<out put Dest i nat i on>out puhsioubprtDestd Hakihen>
10<er ror Queue>er r or </ ertyps-Qredesrcesk prapertd-es> </ i nterface> Reader and
writer configuration 15Fkesdata>reader/witer configuration consists of a
specified data type and a setowfoofneidsnyuei>eh- &r & - Aiai/ paisioengipsheame>
transformed. A field represenfst®ipa¥itetddr/ piece g Fnformation in a
speci {j ed | ocation in the | ncOifig @A SIT4AMZEDR, SXaml e, i1, Lhe data
type 1s HIM., a field could <listeningHostname>localhost</listeningHostname>
<listeningPort>6050</listeningPort>
<listeningTLS>true</listeningTLS>
<keyProvider>keyProvider</keyProvider>
15 </properties>
</interface>

TCP/IP Interface
The TCP/IP interface listens on a configured address
20 for TCP/IP connections. Once connected, data can be passed
and transformed in either direction on the socket. The raw
data arriving is passed directly to the Data Reader/Writer
for transformation. The interface has the following

configurable properties:

25 . listeningHostname
. listeningPort
. outgoingHostname
. outgoingPort

When a connection is established on the specified
30 incoming port, a new Socket will be opened, a new connection
will be established to the outgoing address and the
corresponding input and output data streams for both
directions will be passed down to the Data Reader/Writers.
The application will then continue to listen on the
35 specified port. A Reader/Writer of the same data type will
be created in each direction. Transforms can be configured
to act in either direction.
The following is an example of the section of XML

required to define the TCP/IP interface.
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20 be a particular elenment, defined by its XPath | ocation. The
configuration to define where a field is located in the input data is
cal | ed t wo™2bisaligesDefinition". The format of this parampCerGB28128%7s1i bed
for each reader in this section. The supported data types are listed bel ow
25 FeatureDescription Fi xed WdthThe igimonym sation systemw || read
standard fixed width format data. DelffiitedThe anonym sation systemw ||
read standard delimted format data, including CSV files. XM.The

anonym sati on sysicemaad>l | interpret sinple XML data, where each field is
encapsul at ed W tbre-ac8ingiter fag</HivkThe anonym sation system w ||
interpret sinple HTM. #aartesheresgaetr¥ieddt i s encapsul ated within a

si ngl e tag. Smérﬁﬁﬁym sation system WI L1 nter ret SI | e SOAP dat a,

where ®tach field is encapsul a%tc?gm g'?sﬁ |1n 1 4fa CIMTPBTRE “dfionymi sat i on
systemwill interpret fields_y g A e>[g&@gg§t</é an?}[yg@x sation
systemw || read YAM. obj ect <g t@m @gpﬂ)élgg@qltgbgposys

interpret the source angrdestdipati on address fields of SMPP v3.4 prot ocol
messages. WO 203k044430PCT/ GB2012/ 051751 - 28 - ucp/ Em The anonym sati on
systemw || interpret the address code fields of

In this case, this interface will listen on port 9201
and make a connection to port 8080 on IP address 1.2.3.4.
“localhost” may be used for the outgoing hostname if the

15 destination application is hosted on the same server as The

anonymisation system 10.

Database interface
The database interface reads raw data from a database
20 table and inserts transformed data into another table. The
input database table must consist of a primary key column
and a data column. The interface has the following
configurable properties:
. inputDriver - The java driver class for the input
25 database. (e.g. "com.mysqgl.jdbc.Driver" for MySql,
“oracle. jdbc.driver.OracleDriver” for Oracle). Various
database drivers are available for each database
implementation.
. inputURL: The JDBC URL of the input database
30 server. (e.g. "jdbc:mysqgl://1.2.3.4" ).

. inputUser: The user name for the input database.

. inputPassword: The password for the input
database.

. inputDBName: The name of the input database

35 schema.
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EM - UCP v4. 3c protocol nessages. Every reader witer has two generic
configuration paraneters: name - The nane given to the
reader / wwoeni3mau4sg 5 defined. This is used in the RoutecreGBei2sersee t he
interface type - The type of interface being configured. Valid val ues
(case sensitive) are: fixedwidth, delimted, xm, htm, soap,

htt preaderwiter, yam, snpp and ucp ®The rest of this section describes
the specific configurable properties for each reader/witer. Delimted
Reader The del i-m t edabeadamnew Ther aadadastr eapief ndeki Abt edi1datrar split it
into individual rows and fields, pass fields 15 to the configured
transf or nE°4fd Fepackd§é PRetresGPtEngCdelfRi tBBY8atadsPPERRE The

confi guraplLe_properties for the delimted reader are as follows:
separatorCharacter - The character used to delimt the fields in a row
20quot eChar acter - PhemehaKegtetrhasedimersukegundleachofi ehd, whi ch need
not bgiprssga% in. Defaults to " escapeCharacter - The escape character,
used to alffoit glicte characters within fields. Defaults to \ |inesToSkip -
The nunber of linesghRatBeuhgadencofia2a tBcamhngodatansthese wll be

ski pped for processing and can be configured to be appended wi t hout change
to the output. *Def aGPEBUEBTOVEESPY BRI PELTES fOoPhéRRePUEBUENERGAE2SRI-pped

header lines_.ing t .- f : %o true WO
2013/01443§P%T/GEQ@i%?%%%?%%BE'ggH%érf26terLines - The nunber of lines in
the footer of the incopungRdat aheThese WRLI olfetdki ppeduandatebtsgured to be

appended wi t hout change to the output. faylts to O copyFooter - Whether
to i ncl ud&SfHe*ski'ppdd R LA L

. outputUser: The user name for the output database.

. outputPassword: The password for the output
database.

. outputDBName: The name of the output database

15 schema.

The database interface will read all rows in the input
table, passing the data from the data column to the reader
writer layer for each row. Once the data has been
successfully transformed, the transformed data will be

20 written to the output database and the original row from the
input database will be deleted.

The following is an example of the section of XML

required to define a database interface:

<interface>
25 <name>databaseInterface</name>
<type>databaseinterface</type>
<properties>
<inputDriver>com.mysql.jdbc.Driver</inputDriver>
<inputUrl>jdbc:mysgl://1.2.3.4:3306</inputUrl>
30 <inputUser>userl</inputUser>
<inputPassword>password</inputPassword>
<inputDBName>inputSchema</inputDBName>
<tableName>dataTable</tableName>
<primaryKey>key</primaryKey>
35 <dataColumn>data</dataColumn>

<outputDriver>com.mysql. jdbc.Driver</outputDriver>
<outputUrl>jdbc:mysqgl://1.2.3.4:3306</outputlUrl>
<outputUser>userl</outputUser>
40 <outputPassword>password</outputPassword>
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5 data in the output. Defaults to true newLine - The newine string to use
in the output. Defaults to the standard new line for the operating system
on whi ch wbeosmaman sati on system 10 i s runni ng. For UNPETaEReD/(SYES ens
this is usually a single line feed character 10 and for Wndows it is a
Carriage return followed by a line fegg. filterField - Wien performng
filter transfornms on delimted data, may be desirable to include a bl ank
field in the output instead of renmoving the field conpletely, in 15 order
to preserve the nunber of cokommstbsNanheigutpetendat@tpltniesapar amet er
specifies whether filtefrededrtékels will be conpletely renoved fromthe

out goi ng dat a ofinisefdrsr bl ank fields will be included in their place.

Defaults to false, nmeaning that a filtered field will be included as a
bl ank 20 val uey h The "Field Definition" for delimted
dat a |% t he O- %gggdﬁﬁﬁgggH&hlch corresponds to the field in the incom ng

dat a. Cptlonalty athathbabdscnamebeiweoydesede bncwhis¢chtbaseothe fbel d
definition should be a comm segarated air of the 25 initial index and the

desired olfput 2PHdER. MOVed tantaRahpleCof TPHECRMECSect PER £OIBGAT Fdure the

delim tedrreaderci $sag Hakkows: efE%@d%EEh<B%9‘38fhEﬁ@xﬁ%aﬂ§%d§r hpame>
30<type>del i m ted</type> <properties>

<separ at orCharaerer>14/ SeparaverdChardacher stfending row will remain in

<quotglharact er >'</ g Ch ter> stilterField>t filterFiel d>
35</p§%2erﬁ%e%> %§g§'<$ ﬁ ghe éa&@ ¢ ls<ﬁa%§§éleﬁai§/n5§%>
<def|nltlenéﬁyhdebtmbhl@Q%téhfﬂeldélifaekdmpt to process the row

again.

Messaging interface
15 The message interface is used for reading messages from
a JMS queue and writing them to another queue or topic.
The configuration parameters are:
. brokerUrl - the url of the JMS broker to connect
to.
20 . username (optional) - username to use if
authentication is required.
. password (optional) - password to use if
authentication is required.
. inputQueue - the name of the queue to listen for
25 messages.
. outputDestination - the name of the queue/topic to
send messages after transformations have been applied.
. outputType (queue/topic) - whether the output
destination is a gqueue or a topic.
30 . errorQueue (optional) - gueue to send messages
that can't be processed due to an error occurring.
An example XML configuration section for the Messaging
Interface is as follows:

<interface>
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5<nane>fi el d2</ nane> <definition>l</definition> </field> <field>
<nanme>fi el d3</ nanme> 10<definition>2</definition> </field> </fields>

</ r eader W03pixads30¥ dt h Reader The Fi xed W dth Reader i #Craseondispise f or
reading lines of fixed width data. The configurable properties for the
fixed wiwdth reader are: I|inesToSkip -_The nunber of lines in the header of
20 incom ng data. These w |l be ski pp%a for processing and can be
configured to be appended wi thout change to the output. Defaults to O
copySki pLi nesme>Methertate<iraodude ski pped header lines in the output.

Def aul t s t o<ttvreeinsiisirebe true or fal se 25footerLines - The nunber of |ines
in the footeroptriife>| ncom ng data. These will be skipped and configured to
be appended vﬁbfﬁtﬁfpré’ﬁ%?ﬁ %Oﬁa%%to@ﬂt:ﬁlﬁf/b@éﬁé‘ﬂﬂlfs to 0 copyFooter -

Whet het to |n8lsfﬁ:i;é‘;m§§%e‘:§ éazglﬁ(?f “data in the output. Defaults to true.
Must be true @Eti LSel g EputT e newl ine string to use in the output.
Defaults to the,siR @g@;l phew; Qg>jthe operating system on which the

anonym sati 0Qoﬁﬁ/&f-t©gbt1101at§orf>'éﬂﬂfbd1g/out§u¥§éﬂ'_t(25mton> Whet her to enforce the
sanme Mi dt h fiekdscaBudherott/gorsigudad-a stream as the input. This neans 35

that any fielrdspshadrter than the input field after transformation wll be
padded wi thirtteafddeng spaces. Defaults to true. It is invalid to configure a
transformwhich wll

Reader and writer configuration

15 The data reader/writer configuration consists of a
specified data type and a set of fields which are available
to be transformed. A field represents a particular piece of
information in a specified location in the incoming data
stream. For example, 1f the data type is HTML, a field could

20 be a particular element, defined by its XPath location. The
configuration to define where a field is located in the
input data is called the “Field Definition”. The format of
this parameter is described for each reader in this section.

The supported data types are listed below.

25
Feature Description
Fixed Width The anonymisation system will read standard fixed width format data.
Delimited The anonymisation system will read standard delimited format data,

including CSV files.

XML The anonymisation system will interpret simple XML data, where each

field is encapsulated within a single tag.

HTML The anonymisation system will interpret simple HTML data, where each

field is encapsulated within a single tag.

SOAP The anonymisation system will interpret simple SOAP data, where each

field is encapsulated within a single tag.

HTTP The anonymisation system will interpret fields within an HTTP
redquest

YAML The anonymisation system will read YAML object data.

SMPP The anonymisation system will interpret the source and destination

address fields of SMPP v3.4 protocol messages.
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- 31 - produce a field of a greater |length than the input, e.g. Epheneral
Encrypti on. The Field Definition for Fixed Wdth data is a comma
separ at edwpanr3/afi4zvhei r start position within the |ine @OT&GHMWEBRAE)75and t he
| ength of the field. Only the fields that are to be transfornmed need to be
specified, the reader wll copy all ug peci fied fields untransforned.

An exanpl e of the XM. section to conf guFe the fixed wdth reader is as
foll ows: 10<reader> <name>Fi xedW dt hReader </ nane> <t ype>fi xedW dt h</type>
<properties> T NesSToSKi PS>0 T RESTOSKI P> I XedFor mat St ue</ 11 xedEor mat >
</ proper t €8 <f i el d¥S LPIEF TS Sharest "l Wi¥rpamese address code ficlds of
20<def i niti THP 1 {20i> P PE ] BS° i
<definition>5,4</definition> 25</field> <field> <nane>fi el d3</ nane>

<definition>9, }0sidetLoptionz; L1 aLA> 38<4LLELIE> conFiguration

parameters:

. name — The name given to the reader/writer being
5 defined. This is used in the Route to reference the
interface
. type - The type of interface being configured.
Valid values (case sensitive) are: fixedwidth, delimited,
xml, html, socap, httpreaderwriter, yaml, smpp and ucp
10 The rest of this section describes the specific
configurable properties for each reader/writer.
Delimited Reader
The delimited reader will read a stream of delimited
data, split it into individual rows and fields, pass fields
15 to the configured transforms and repackage the resulting
delimited data stream. The configurable properties for the
delimited reader are as follows:
. separatorCharacter - The character used to delimit
the fields in a row
20 . guoteCharacter - The character used to surround
each field, which need not be present in. Defaults to “
. escapeCharacter - The escape character, used to
allow quote characters within fields. Defaults to \
. linesToSkip - The number of lines in the header of
25 incoming data. These will be skipped for processing and can
be configured to be appended without change to the output.
Defaults to 0
. copySkipLines - Whether to include skipped header

lines in the output. Defaults to true
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</ reader > If fixedFormat is specified, and the transforned length is
| ess than the length of the original field, the 35 transfornmed field wll
be paddedwoi2nis/apsoes. I f fixedFormat is specifie@#CTaBRIAE1751
transforned length is greater than the length of the original field, an
error will be thrown. | f fixS?Fornat is set to fal se, the output
wll be a 40 concatenation of all the“fields after they have been
transforned. XML - 32 - An XML reader is responsible for reading XM
data and extracti ngrbbekdsihest FamskonombasedroniXPat hnexpressbens. oXPat h
can be used to define specific elenents or attributes to be transforned,
these aret86| FBEPIMNBPYIRABWn TASSRodés ] RE5SEORPPEUPEBI EOBFOFEFES £6r t he

XM reader,.i r e i er epfilter
transforn?et%ngkpgﬁd%%gﬁﬁﬁg!@aéggéegbt%qgoﬁgEgPE ygggﬁggggtkg iltered

node fromthe outputoXhWEocotefust Whetset thelmaﬂuéeothehekmpaedt60beeblank.
10Fi el ds arﬁ conf%ﬁured bé anDXPatEt ﬁre?5|on nodes nmat chi ng the
expr essi oi2h8l 6fg“H'5 PHEPShnePEfaH 8 t&xXt content of the node is the
field value whi.ch whklk1beet ranskonBRdine stringABoexanphia ehet BatryMk.

configuration for the XML reader 15 is as follows (See section 2.9 for a
ful |l confPgliratientei FEcerarpreyd 2peadérs £RAnEBRVPREadERROnaHESET

ZBZPEETP:S%L%EO ??ﬁ%:gbﬂagPlﬁ??an> 2??§e|g§|§ <? gﬁé>g<ngﬁ£>autﬁor</nane>
<defi ni ti bazkboekkaumhotrkideficnubuan®y<Af séhd*e line feed character
10 and for Windows it is a Carriage return followed by a line
feed.

. filterField - When performing filter transforms on
delimited data, it may be desirable to include a blank field
in the output instead of removing the field completely, in

15 order to preserve the number of columns in the output data.
This parameter specifies whether filtered fields will be
completely removed from the outgoing data or whether blank
fields will be included in their place. Defaults to false,
meaning that a filtered field will be included as a blank

20 value in the output.

The “Field Definition” for delimited data is the 0-
based index which corresponds to the field in the incoming
data. Optionally, the fields may be reordered, in which case
the field definition should be a comma separated pair of the

25 initial index and the desired output index.

An example of the XML section to configure the

delimited reader 1s as follows:

<reader>
<name>ThreeXFormReader</name>
30 <type>delimited</type>
<properties>
<separatorCharacter>, </separatorCharacter>
<quoteCharacter>"</quoteCharacter>
<filterField>true</filterField>
35 </properties>
<fields>
<field>

4142912



<fi el d> 30<nanme>descri pti on </ nane>

<defi ni ti on>/ book/ descr</definition> </field> </fields> </reader> 35For
exanpl e, wbeofsalihosni ng HTML data coul d be used as i nput pPCo/GEMBR/ISeBder :
<book> <title>Title</title> <author>Aut hor </ aut hor >

40<descr >Descri pti on</descr> </ book> - 33 - In this case, the val ues
"Title", "Author", "Description" woul d’be pi cked up for transformation by
the fields "title", "author", "description" in the configuration file. For

exanple, if the destination system<nsnedependentansn 5 t he val ue of a
specific el enent, the transform shodkdimotobpd<¢danfinguied to set the val ue
of this element to an invalid/¥#de. HTM. An HTM. reader is responsible for
r eadi HTML data and 10 extFattlidng fields. to transform based on XPath
expressions. The configurable pr opejg@i}e?f Fl‘?ﬁé“ Ii%eader is:

inition>l</defilniflion>

filterNode - Were a field is filtered using the filter transform this
field defines whether to corrpéfgl%Ly renove the filtered node fromthe

out put HTML or just to set 15 the vakue ti1dhenpede to be bl ank Fi el ds
are cionfigured by an XPath expressi«aridlklonodesemmt ehinig t he expression
belong to the sane field. The/tiexti>content of the node is the field val ue
which will be transforeEdeldatr exanple of the XML configuration for the 20
HTML reader is agresidows:

15 Fixed Width Reader
The Fixed Width Reader is responsible for reading lines
of fixed width data. The configurable properties for the
fixed width reader are:
. linesToSkip - The number of lines in the header of
20 incoming data. These will be skipped for processing and can
be configured to be appended without change to the output.
Defaults to 0
. copySkipLines - Whether to include skipped header
lines in the output. Defaults to true. Must be true or false
25 . footerLines - The number of lines in the footer of
the incoming data. These will be skipped and configured to
be appended without change to the output. Defaults to 0
. copyFooter - Whether to include the skipped footer
data in the output. Defaults to true. Must be true or false
30 . newlLine - The newline string to use in the output.
Defaults to the standard new line for the operating system
on which the anonymisation system 10 is running.
. fixedFormat - Whether to enforce the same width
fields on the outgoing data stream as the input. This means
35 that any fields shorter than the input field after
transformation will be padded with trailing spaces. Defaults

to true. It is invalid to configure a transform which will
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<r eader > <nanme>HTM.Reader </ nane> <type>htm </type> <fiel ds> 25<fiel d>
<nane>fi el d1</ nane> <definition>/ htm /body/ hl</definition> </field> <field>
30<nane>fweld B 1nsne> <defi ni tion>/ htm /body/ hP€rss20rdsi m>
</field> <field> <nane>fi el d3</ name>

35<definition>/ htm/body/h3</definitign> </field> </fields> </reader> 40For
exanpl e, the follow ng HTM. data coul Ibe used as input to this reader: -
34 - <htm > <body> <hl>Headi ng 1</ h1> <h2>Headi ng 2</ h2> 5<h3>Headi ng
3</h3> produce a field of a greater length than the input, e.g.

Ephemeral Encryption.
The Field Definition for Fixed Width data is a comma
separated pair of their start position within the line (0
5 based) and the length of the field. Only the fields that are
to be transformed need to be specified, the reader will copy
all unspecified fields untransformed.
An example of the XML section to configure the fixed

width reader is as follows:

10 <reader>
<name>FixedWidthReader</name>
<type>fixedWidth</type>
<properties>
<linesToSkip>0</linesToSkip>
15 <fixedFormat>true</fixedFormat>
</properties>
<fields>
<field>
<name>fieldl</name>
20 <definition>0, 5</definition>
</field>
<field>
<name>field2</name>
<definition>5, 4</definition>
25 </field>
<field>
<name>field3</name>
<definition>9,10</definition>
</field>
30 </fields>
</reader>

If fixedFormat is specified, and the transformed length

is less than the length of the original field, the
35 transformed field will be padded with spaces.

If fixedFormat is specified, and the transformed length
is greater than the length of the original field, an error
will be thrown.

If fixedFormat is set to false, the output will be a

40 concatenation of all the fields after they have been
transformed.

XML
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</ body> </htm > In this case, the values "Heading 1", "Heading 2", "Heading
3" would be picked up for transformation by the 10 fields "fieldl",
"field2",wof2zos8/dd#30i n the configuration file. SOAP PCTHEB2BQAR1TSRader i S
responsi bl e for reading SOAP data and extracting fields to transform based
on XPath 15 expressions. XPath can be_used to define specific elements or
attributes to be transforned, these_aﬁg coll ectively known as nodes. The
configurable property for the SOAP reader is: filterNode - Wiere a field is

filtered usi ngahhem20rtbbter ikr aasponnmlblilhi soti ekdddati rnes whAethahdt o
conpletely renove the filtered node fromthe output SOAP data or just to
set the vBKGE26F 11 HeTAGdESt 5ObETBREART™M DLaspflePlsXBRENCEHPF§EFea By an

XPat h exp o] A S I ess| | ang - me
ol d, The Towt 38 Gontont of Fh6 Rods IS the Frerdrval Lo an s w Tl be

t ransf or ned. be traAnfexanpl etdobstherX¥Mcodorfiiguedli enofvor asheoSEGARP Reader

i [ L < > 30< >S0A </ > <t > </t >
Fi ol dbs Pl Rt S Re Bt P OT L nanta 35 200r ARETER=LBonk/ t1 L] ox dotini ti ons

</field> - 35 - filterNode - Where a field is filtered using the
filter transform, this field defines whether to completely
remove the filtered node from the output XML or just to set
the value of the node to be blank.

10 Fields are configured by an XPath expression. All nodes
matching the expression belong to the same field. The text
content of the node is the field value which will be
transformed.

An example of the XML configuration for the XML reader

15 is as follows (See section 2.9 for a full configuration file

example) :
<reader>
<name>XMLReader</name>
<type>xml</type>
20 <fields>
<field>
<name>title</name>
<definition>/book/title</definition>
</field>
25 <field>
<name>author</name>
<definition>/book/author</definition>
</field>
<field>
30 <name>description </name>
<definition>/book/descr</definition>
</field>
</fields>
</reader>
35 For example, the following HTML data could be used as

input to this reader:
<book>
<title>Title</title>
<author>Author</author>
40 <descr>Description</descr>

</book>
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<fi el d> <nanme>aut hor </ name> <definiti on>/ book/ aut hor</definition> </field>
5<fi el d> <nane>descri ption </ name> <definition>/book/descr</definition>

</ fiel d>woOf2083/0d$43010</ r eader > HITP The HTTP r eastem/Gm201240511753
responsi ble for extracting and transform ng data fromw thin an HTTP
request body, and 15 extracting and tégnsforning HTM. el ements using XPath
in the HITP response. There are no configurable properties for the HITP

r eader . An exanpl e XM. configuration for the HTTP reader is as

foll ows: 20<readerrisnageziTTtRReadenssnamez1stypezhthpReader Witer</type>
<fields> <field> 25<name>nsi sdn</ nanme> <definition>nsi sdn</definition>
</fiel d> <PPEFd3PLASRE>HPNLeRBePlekRaNER 80r transformation by the

<defini ti enzhRtm.Lhedyldi vispaphd=2geigi-nghibardehi phLi epreshhighdan

file. For example, if the destination system is dependent on

5 the value of a specific element, the transform should not be
configured to set the wvalue of this element to an invalid
value.

HTML

An HTML reader is responsible for reading HTML data and

10 extracting fields to transform based on XPath expressions.
The configurable property for the HTML reader is:

. filterNode - Where a field is filtered using the
filter transform, this field defines whether to completely
remove the filtered node from the output HTML or just to set

15 the value of the node to be blank

Fields are configured by an XPath expression. All nodes
matching the expression belong to the same field. The text
content of the node is the field value which will be
transformed. An example of the XML configuration for the

20 HTML reader is as follows:

<reader>
<name>HTMLReader</name>
<type>html</type>
<fields>
25 <field>
<name>fieldl</name>
<definition>/html/body/hl</definition>
</field>
<field>
30 <name>field2</name>
<definition>/html/body/h2</definition>
</field>
<field>
<name>field3</name>
35 <definition>/html/body/h3</definition>
</field>
</fields>
</reader>
40 For example, the following HTML data could be used as

input to this reader:
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</fields> </reader> 35This data reader/witer is effectively a conposite
reader whi ch processes HTTP request data on the outbound path, and

del egat eswbaotdma4430M. reader to transform HTM. data on trhe/dBRIR/0sesponse.
The field definition consists of the name of the field in the case of a
request, and an XPath 40 expression in the case of the response. In order
to define which direction a transform’is applicable to, a property

<direction> nust be set within the transform configuration.

Thi s val ue nust

be set to eithent@UFBOUND or | NBOUND, for request and response
respectively. WD 2013/ 014430PCT/ GB2012/ 051751 - 36 - The following is an
exanpl e of the transP6fii'set configuration for use with the reader
definition above <transfopnbatz sagnezkl{ETr ansf or m</ name> 5<t ransf or ms>

<transfornr <type>encrypt</type> <field> nsisdn </field>
<di r ect i on>OUTBOUND</ di r ebEir8rad1l0gpLepeiti es>

<scheq9>snnkeencrypt</schﬁ§a> </ properties> </transfornk <transfornp
 ASEvE Feaddr

15<t ype>decrypt </ t ype> <f 2/field>

<di r ect i on>l NBOUND<Ldbhggti on> <properties> <schema>snokeencrypt </ schema>

</html>

In this case, the values “Heading 1", “Heading 2",

“Heading 3” would be picked up for transformation by the

10 fields “fieldl”, *“field2”, “field3” in the configuration

file.
SOAP

The SOAP reader 1is responsible for reading SOAP data

and extracting fields to transform based on XPath

15 expressions. XPath can be used to define specific elements

or attributes to be transformed; these are collectively

known as nodes. The configurable property for the SOAP

reader 1is:

. filterNode - Where a field is filtered using the

20 filter transform, this field defines whether to completely

remove the filtered node from the output SOAP data or just

to set the value of the node to be blank
Fields are configured by an XPath expression.

matching the expression belong to the same field.

All nodes

The text

25 content of the node i1s the field value which will be

transformed.

An example of the XML configuration for the SOAP reader

i1s as follows:

<reader>
30 <name>SOAPReader</name>
<type>soap</type>
<fields>
<field>
<name>title</name>
35 <definition>/book/title</definition>

</field>
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20</ properties> </transfornme </transfornms> </transforntSet> 25YAM The
YAM. reader is responsible for extracting and transform ng data froma YAM
dat a stream2oiBmasssoare no configurable properties for tRreTNAEMDIwESITIEr

An exanple XML configuration for the YAML reader is as 30fol |l ows: <reader>
<nanme>t gwyanl r eader 1</ nanme> <type>yani </type> <fi el ds> 35<fi el d>

<nane>fi el d1</ nane> <definition>recér%?<7definition> </field> <field>
40<name>f i el d2</ name> <definition>customer.nane</definition>
</field> <field> <nane>fi el d3&iqiame> 45<definition>itens. fpart

nol </ definition> </field> </fiel ds>name>author</name>
<definition>/book/author</definition>

</field>
5 <field>
<name>description </name>
<definition>/book/descr</definition>
</field>
</fields>
10 </reader>

HTTP
The HTTP reader/writer is responsible for extracting
and transforming data from within an HTTP request body, and
15 extracting and transforming HTML elements using XPath in the
HTTP response. There are no configurable properties for the
HTTP reader.

An example XML configuration for the HTTP reader is as

follows:
20 <reader>
<name>HTTPReader</name>
<type>httpReaderWriter</type>
<fields>
<field>
25 <name>msisdn</name>
<definition>msisdn</definition>
</field>
<field>
<name>HTMLHeaderl</name>
30
<definition>/html/body/div/span[@id="original']</definition>
</field>
</fields>
</reader>
35 This data reader/writer is effectively a composite

reader which processes HTTP request data on the outbound
path, and delegates to the HTML reader to transform HTML
data on the HTTP response. The field definition consists of
the name of the field in the case of a request, and an XPath
40 expression in the case of the response. In order to define
which direction a transform is applicable to, a property
<direction> must be set within the transform configuration.
This value must be set to either OUTBOUND or INBOUND, for

request and response respectively.
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</reader> - 37 - (bject-G aph Navigation Language (OG\L) is used as the
expression | anguage to choose fields of data froma YAM. object map. It is
possi bl e wo2epai43y a particular field in a list 5 usingcsmBre/dsimtket s
e.g. itens[1l].descrip. This would correspond to the descrip field of the
object at index 1 (zero-based) in the_itens list. If the specified indexed
i tem does not exist then a warning wi PP be | ogged to state that the system
was unable to transformthis field 10 definition as it does not exist and
t he applicatiomhwodbdieanhpnue. aBVBRaRpotoedl the trabMPBrRr ek@col v3. 4
nmessages can be accepted as a data type as per the specification [5]. This
i ncl udes FBREISNB2E5CRpESEgESE Tﬁéhf% PoWFRgSHessagestare aPaiFabl e for
transformation: suhnpit..serdeliver smquery sm 20cancel smreplace smdata

smsubmit nulti <namedmiTthesersmsgages only the followng fields are
25 avdil abl e for transferamitioons where avail able): source addr
destination addr Al'l ot herramesésages W || be sent through the filter
unaf f ect ed. <typerencrypt</type>

<field> msisdn </field>
<direction>QUTBOUND</direction>

10 <properties>
<schema>smokeencrypt</schema>
</properties>
</transform>
<transform>
15 <type>decrypt</type>

<field>HTMLHeaderl</field>
<direction>INBOUND</direction>

<properties>
<schema>smokeencrypt</schema>
20 </properties>
</transform>
</transforms>
</transformSet>

25 YAML
The YAML reader is responsible for extracting and
transforming data from a YAML data stream. There are no
configurable properties for the YAML reader.
An example XML configuration for the YAML reader is as

30 follows:

<reader>
<name>tgwyamlreaderl</name>
<type>yaml</type>
<fields>
35 <field>
<name>fieldl</name>
<definition>receipt</definition>
</field>
<field>
40 <name>field2</name>
<definition>customer.name</definition>
</field>
<field>
<name>field3</name>
45 <definition>items. {part_no}</definition>
</field>
</fields>

</reader>
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30An exanpl e SMPP reader configuration XM. fragnent is as foll ows:
<nanme>snpp- dat a</ name> <type>snpp</type> - 38 - <fields> <field>
<name>subwototbaai4sdbnane> 5<defi niti on>subm t sni dest i naPCOGB2012/051751
addr</definition> </field> </fields> </reader> 10Fi elds are configured by a
sl ash separated pair of nessage typgtggd field nane, both according

SMPP specification. UCP Reader The

Reader will read nessages ac

to the UCP 15 - EM specification v4.3c [6]. The foll owi ng Message
are supported: opGakk-Grppgh Qperatienn SMhgAbeet (Operat ienuAkl athenheMessage
Types will pass through the filter 20 unaffected. The fol |l owm
fields ar 8XBY&°SFable lfBPUERENSPOFRPPASt ReSdUEgbingees$ag® and”Mesponse:

AdC

10

15

20

25

30

object map.

It is possible to specify a particular field in a 1lis
using square brackets e.g. items[1l].descrip. This would
correspond to the descrip field of the object at index 1
(zero-based) in the items list. If the specified indexed
item does not exist then a warning will be logged to state
that the system was unable to transform this field
definition as it does not exist and the application would
continue.

SMPP Protocol

SMPP Protocol v3.4 messages can be accepted as a data
type as per the specification [5]. This includes long SMS

messages. The following messages are available for

transformation:
. submit_sm
. deliver_sm
. query_sm
. cancel_sm
. replace_sm
. data_sm
. submit_multi

In these messages only the following fields are
available for transformation (where available):

. source_addr

. destination_addr

211 other messages will be sent through the filter
unaffected.

An example SMPP reader configuration XML fragment is

follows:

<reader>
<name>smpp-data</name>
<type>smpp</type>
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OAdC (Call Input Operation only) 25There are no configurable properties for

the UCP reader. An exanpl e XM. configuration fragnment for the UCP
Reader i swaofalik4des: <reader> 30<name>ucp- dat a</ nane> 2CYGBWSI15Ype>
<fields> <field> <nanme>cal | input adc</nanme> 35

<definition>Call I nput Operati on/ Oper atggn/ adc</definition> </field>
</fields> </reader> 40 - 39 - Fields”’to transformare configured by a

sl ash separated |ist of nmessage type, nessage operation and field nane.
Message type nust be ongeofisxCal | | nput Operati on or SMIAl ert. Pl ease see the
UCP specification [6] for dek&éidig>of each 5 nessage type. Message direction
must be either Qperation or Result <@adefsuelretdane</mast> be either adc or

oadc. Transform configuration Tr ansf orns ar? configured in the XM
file by mappi ng SpetiFie  Fielts L 4Tt 5714 (&ddBt 1 W iters) to a
</fields>
</reader>
10 Fields are configured by a slash separated pair of

message type and field name, both according to the SMPP
specification.
UCP Reader
The UCP Reader will read messages according to the UCP
15 — EMI specification v4.3c [6]. The following Message Types
are supported:
. Call Input Operation
. SMT Alert Operation
211 other Message Types will pass through the filter
20 unaffected.
The following fields are available for transform in the

outgoing message and response:

. AdC
. OAdC (Call Input Operation only)
25 There are no configurable properties for the UCP
reader.

An example XML configuration fragment for the UCP

Reader is as follows:

<reader>
30 <name>ucp-data</name>
<type>ucp</type>
<fields>
<field>
<name>call_input_adc</name>
35
<definition>CallInputOperation/Operation/adc</definition>
</field>
</fields>
</reader>

40
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10 transformtype, and specifying any required properties for the
transform Miltiple transforns can be applied to a single field. The
avai | abl ewonarsafiessns are described in the foll ow ng tablreT/GBrdi12dsis1Sect i on
details the functionality and 15 configuration parameters for each
transform Sone transforns are "token% abl e", meaning that the generated
values wll be stored against the inp values in a token store, for future
| ookup. See below in table 2 for nore informati on on tokenisat ion.

Feat ureDescri pttendekeni sabherhaskangAcbnahigpaetl 8f; thelbkal depakuecaan be
masked with a chosen maski ng character. Encr¥ ption Decryption Filtering
Hashi ng AlfP&l 8TvAFEEAEaN BB enEFyFPel GBFRG actoRf Fghr8bFeéfi€rypti on

al gor It mLackydi RGCLNAUSE! ¥oSLARIBEACAESTARALYDLLAR; AN ENglipied fi el d
val ue can be decryp? to plain text wth a configurable algorithm

|nclud|ngPﬂadlstsﬁestaadaﬁa ABScendryptipon.[6Fi ébdsdeanibe odnphkehel y

renov fromthe so they . cannot be r c%nstr ted oar trieved in
oy ey by STRESGe ot Phat I'6Ao8ySt Hi CACEPBI B ChnChe hughed OBy~ Aay OBt o5 keyed
hash funckieniuskng aiseer abmkeyukecatediikRethaqappki eaticQon key store. Yes
Yes Find andPart of a field can be replaced with anot her Repl aceval ue.
Several pairs é6fFapafqes cenfifdrahdcorepl ace can be specified. - 40 -

Redaction Val i dati,an Random Numher ;Gengrati 00e xur, £ile by mapping

specific fields (defined by the reader/writers) to a

10 transform type, and specifying any required properties for
the transform. Multiple transforms can be applied to a
single field.

The available transforms are described in the following

table, and this section details the functionality and

15 configuration parameters for each transform. Some transforms
are “tokenisable’”, meaning that the generated wvalues will be
stored against the input values in a token store, for future

lookup. See below in table 2 for more information on

tokenisation.
Feature Description Tokenisable
Masking All or part of the field value can be masked

with a chosen masking character.

Encryption A field value can be encrypted using a
configurable encryption algorithm including Yes

industry standard AES encryption.

Decryption An encrypted field wvalue can be decrypted to
plain text with a configurable algorithm

including industry standard AES encryption.

Filtering Fields can be completely removed from the
output, so they cannot be reconstructed or

retrieved in any way by the destination system.

Hashing A field can be hashed by way of a keyed hash
function using a secret key located in the Yes

application key store.

Find and Part of a field can be replaced with another
Replace value. Several pairs of values to find and

replace can be specified.
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Part of a field can be renoved fromthe output (effectively find and
replace, replacing with nothing). The part which is renoved wll be

unr ecovenraibl2eidng443ne destination system in a simlar wegTigB2hidasersing A
field can be checked against a regular expression, with various options for
what to do if the field does not match, Generates a random nunber,
irrespective of the value of the inﬁuflofl"el d. Intended to be used only with
t okeni sation enabl ed. Yes Detokenisation Oiginal input val ues can be
restored by T ookingYes up a token in a token store. Table 2 Tokeni sation
Tokeni sat F%ﬁ‘:telﬁ&bl es tRE BUpUt OFeertaln "t ransf8F ™St o be stored in a

t oken store al ong mtﬁefﬁétﬁvﬁprlr\?‘aTWer%?‘i‘?h gerer At &6 "them 1 n ot her
words, transformed fi éPus"@re'FelBverabl &8 "THE°t dken"Vval ue may be derivable
fromthe input or ori ¢ghiar’sFabge Y 1y By Gneittyht idR or ot her function)
or may be unconnect ed.*'THer t"6kéfi'satitérf process 10fol | ows these steps:
Check whethera.dibe i nput ricah uen eXistscchngbhertokepistore. If so, return the
Correspondi ng t oken expression, |wﬁtm0<gniotﬁ§]9pttibles lﬁm@tﬁgty{d’]got ransform (any 15
described in table 2 gs bheing:d akenisahle,. for exanple) and add the result
to the token store. The anonym sati on system 10 application cones

wi th a Datdbas&utsken §tOreEs THE P an8PSr i twat ' Eupport t okeni sation are:
20Encr ypt ForirHashi ng Rahdom Aumbertgenet-atitorded ¥1b< vTrg rever sé*% he

t okeni sati on process, caldaetokeriesiapion eatsf orm can be used. This is

ef fectively. g tiokenl sabl g iy anst ormuhich,doesn, 3y have.an, i npl enent ati on of
how to transform data, and, agssumes.that. the token i's present f&ts

Table 2

Tokenisation
Tokenisation enables the output of certain transforms
5 to be stored in a token store along with the input value
which generated them. In other words, transformed fields are
recoverable. The token value may be derivable from the
input or original value (e.g. by an encryption or other
function) or may be unconnected. The tokenisation process

10 follows these steps:

. Check whether the input value exists in the token
store.

. If so, return the corresponding token

. If not, run the underlying transform (any

15 described in table 2 as being tokenisable, for example) and
add the result to the token store.
The anonymisation system 10 application comes with a
Database token store. The transforms that support
tokenisation are:
20 . Encryption
. Hashing

. Random number generation
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5 every val ue received. Transform configuration formnat Transforns are
configured as entries in a transformset, which is defined in XM. using the
<transf orwBebms/tiapo A transfornBet is defined by the folPCowiBg12/051751

configuration 10 paraneter: nane - The nane to use for this
transfornBet, which the Route wll g to reference it The foll ow ng
is an exanple configuration of a tran form set: 15<transfornBet >

<name>anonymi se</ name> <transforms> <transforne <type>encrypt</type>

20<fi el d>fi el dis/ Feekdze<prepepki@szation procssehepnzbtpextschafasn
</ properties> </transfornm 25</transfornms> </transfornSet> The
f ol | owi ng*EBAPTGLFatPEn arafet eF§1fny SheTpFPESENE Wor EVEFYIEARAST or m

30field - Thespapk Qh!%ﬂ aeeghetfhgbg 59 ERElE%%Q%%%%%ht%E onfiguration to
apply the transtormto type - The type of transform being

conflguredravafpdmvdbues @odsessemsstthey ahe tpkter ismaskseencriypt,
decrypt, hash dAndRe Lacg, redacti on, randomNunber Gen, 35 validation
det okehi s&t'FoN bal Yepddrtitdnalrly, the following two properties are optional

for every transtenBform configuration format

Transforms are configured as entries in a transform
set, which is defined in XML using the <transformSet> tag. A
transformSet is defined by the following configuration

10 parameter:

. name - The name to use for this transformSet,
which the Route will use to reference it

The following is an example configuration of a

transform set:

15 <transformSet>
<name>anonymise</name>
<transforms>
<transform>
<typerencrypt</type>
20 <field>fieldl</field>
<properties>
<schema>fpe</schema>
</properties>
</transform>
25 </transforms>
</transformSet>

The following configuration parameters may be present
for every transform:
30 . field - The name given to the field in the
reader/writer configuration to apply the transform to
. type - The type of transform being configured.
Valid values (case sensitive) are filter, mask, encrypt,
decrypt, hash, findAndReplace, redaction, randomNumberGen,
35 validation, detokenisation
Additionally, the following two properties are optional

for every transform:
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WO 2013/ 014430PCT/ GB2012/ 051751 - 42 - sensitivel nput - Whether the
i nput value nmust be masked in log files. Defaults to true

sensi t i vewotpistoi443vhet her t he out put val ue nust be nmaskedTigB2bgsiishes.
Defaults to false 5The rest of this section defines the configurable
properties for each transformtype. S ge of the properties may refer to
transf orm schenas, which are nore Cﬁﬂ% i cated sections of XM., rather than
just a plain value. The use of properties to refer to schemas i s docunented

specifically 106 for seaghtttansparm-t ypechSeethbeihplhk ¢anfiegmuati pa file at
the end of the section for a full exanple. Filter Transform The
filter trBASFEAmMIPedBdesiacri-ePairromst he 84H8. This may mean renoving the

field entirely. of LUsL;teuRyLRg,L5{ hEctheldiacvalug,cdenend pasensbhe
data type. Exanpl e behaviour is defined in the ? | owm ng paragraph

The exact mpebedssnf apdgf fliflesi.n§eifsudépendentlon the specific data
reader/witer, can be

o ey o 3B2.rRRe B rbia: apgtianustines PoracerTIgrEERIST i ohd o be

a bl ank vgkugerkixedrwi-dthcdataansThenf kebd . Webhebersehet prapblkanksval ue
XML/ HTM. - The reader can be configured to set 25 filtered nodes values to
be bl ank, M8 t6frEnbYetrRESERETr ECR6BES, which argCcporeTRemPileFdt®ill | be

set to bes@cga HE 8?'% rathe§NEﬁah gﬁgtfbebgawhlbagﬁgfeibéo g @fblank

val ue Not e: I's trans OFH]IS one way not “reversi I'ltered
val ue canpebpbetiesnsbvatreder to scArmexahpl doofimtheeXMepredtiicedlto

configure the filter transformis as follows: <transfornm
e F el p b heerehraPass PRI <FEroris Ehitahororparation F1e at

the end of the section for a full example.
Filter Transform
The filter transform removes a field from the data.
This may mean removing the field entirely, or just removing
15 the field’s value, depending on the data type. Example
behaviour is defined in the following paragraph.
The exact process for filtering is dependent on the
specific data reader/writer, as follows:
. Delimited data - The reader can be configured to
20 either completely remove the field or set the field to be a
blank wvalue
. Fixed width data - The field will be set to a
blank wvalue
. XML/HTML - The reader can be configured to set
25 filtered nodes values to be blank, or to remove the entire
node
. UCP - The field will be set to be a blank value
. SMPP - The field will be set to be a blank value
Note: This transform is one way and not reversible. A
30 filtered value cannot be reinstated.
An example of the XML required to configure the filter
transform is as follows:

<transform>
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Maski ng Transform 5This transformrepl aces a subset of characters within a
field with a specified character. The configurabl e properties

avai | abl ewbani1tthessnaski ng transformare: anchor - UsedPCo/Giehizsisi
substring to mask. 10 Whether to work fromthe beginning or end of the

i nput val ue when applying the offset and nunber Masked properties. If
specified, this must be START or END. “Pefaults to START offset - The
nunber of characters fromthe anchor to skip before masking starts.
Defaults to 0. For exanpkeypdSrtiifitamskipgetsing the # character with an
anchor of start an offset of 1 and_a nunber Masked of 4, "Hello" would
becone "H####" . nunber Maskedd> fiRédharberl8f characters to mask fromthe
of fset 20character - ,the,character to use as a nask. Defaults to *

For exanple, if character = *, Anchor = START, O fset = 2 and nunber Masked
= 4: "Hello" “WeskdnbeComestHen**". 25" SecureServe" woul d becone

"Se**ﬂ;Serye". n; tAn g¥anBIe 0 thg XM égggir%d bo %8ggkgua§tkgksa
transfbrmis asPt8l FORES Lt Pan§PoriES<fyph keft ypes
30<fi el d>Mssdnasthi el dpecpropar thasactanchor >START</ anchor >
<nunber Masked>4</ nunber Masked>
The configurable properties available for the masking
transform are:
. anchor - Used to define a substring to mask.

10 Whether to work from the beginning or end of the input value
when applying the offset and numberMasked properties. If
specified, this must be START or END. Defaults to START

. offset - The number of characters from the anchor
to skip before masking starts. Defaults to 0. For example,

15 if masking using the # character with an anchor of start an
offset of 1 and a numberMasked of 4, “Hello” would become
“HHHEHFH" .

. numberMasked — the number of characters to mask
from the offset

20 . character - the character to use as a mask.

Defaults to *

For example, if character = *, Anchor = START, Offset =

2 and numberMasked = 4:
. “Hello” would become “He***7,
25 . “SecureServe” would become “Se****Serve’”.

An example of the XML required to configure this
transform is as follows:
<transform>
<type>mask</type>
30 <field>MsisdnhA</field>
<properties>
<anchor>START</anchor>

<numberMasked>4</numberMasked>
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- 44 - <offset>2</offset> <character>*</character> </properties>
</transforn> 5This exanple will mask the 3rd - 6th characters in the input
(i f presemopowitim3a series of * characters. Encryption aoa/GBeorystison

The encryption transformw ||l encrypt the data using a defined encryption
schema. The avail abl e encryption schemas 10 are | oaded at systemstart up
fromconfiguration. Encryption keys_t64bé used by these transforns need to
be added to the application keystore using the Configuration Managenent
Uility. Wthout a valid encryptireatkey /defkaed in the application
keystore, these transforns cannot be used. 15Two exanple types of
encryption are descri bed: <chapgRéfErar/chtrecssms i nput val ue will
produce different encrypted valyescwhen encrypted twice with the sane
encryption key, however, any result can be decrypted to the original val ue.
For exanpl e: 20"1234B3treosifdrancrypt to "Xl 3f 9s3gGsGh25DB" on the first

ol o toorypt 18 e15348e0e 111 MagPreRERdRdet PRy BRaRaRkae vl howi

al ways trangfier mtopkheesaneweiphar kextewhen enenypktedeusi.ng the 25 sane
encryption key. The ciphertext wll be of the sane |ength and the sane

al phabet as thE&ncapotival aed §peEvPiédnby the encryption schema

"67890" could SRGr Tt 1B T 86057 S TRER 186271 “uGiTd HBCFySE back i3
30" 12345" dandne46602tymwoubd deteypt Toe" 67¥8904blEptnonabkypnonktiieaas

substrdng can_be e crgpted using an anchor/offset nechanism.in a simlar
way t'o t e kPGt FAnSFoFAT'- S387F UP TTOKnCEREAJHE Pon C8chent iRy T8
speci fiedxibpst he XM yeenf bguratkanttibherbpmar deeqaf @6 88 gReeEMPtboRnAr
decryption transformto be configured. . An encryption schema is
defi ned byrPhechéibPowkagssopar afener §he fRameigugatsen Hehpaedenane for the

schema Utility. Without a valid encryption key defined in the

application keystore, these transforms cannot be used.

15 Two example types of encryption are described:

. Ephemeral - The same input value will produce
different encrypted values when encrypted twice with the
same encryption key, however, any result can be decrypted to
the original wvalue. For example:

20 “12345" could encrypt to “X13f9s3gGsGh25DB” on the
first attempt and “IR3d2xSggs9DssH3” on the second time.
Both of these values would decrypt to “12345".

. Format Preserving - An input value will always
transform to the same ciphertext when encrypted using the

25 same encryption key. The ciphertext will be of the same
length and the same alphabet as the input value, specified
by the encryption schema configuration. For example:

“12345" could encrypt to “98627”. “67890"” could
encrypt to “46602”. Then *“98627"” would decrypt back to

30 “12345" and “46602" would decrypt to “67890".

Optionally, only a substring can be encrypted using an
anchor/offset mechanism in a similar way to the masking

transform
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key - the cryptographic key alias to use. This nust have been defined in
the application keystore using the configuration managenent utility 10type
- the typwoabizanessygpti on. EPHEMERAL or FPE ( Format PresecvigrroBmsiyspti on)
al phabet (Format preserving only) - The valid range of input/output
characters as a string. E.g. "0123456789" for nunerical values. Special
characters can be 15 defined using XM escape sequences e.g. &anp; for &
anchor (Format preserving only) - Used to define a substring to encrypt.
Whet her to wor knf ramrt/peibegsaneng oayend epethe&ikcaput vakugmwhen appl ying
the offset and encryptionLength properties. |If specified, nmust be START or
20 END. DEPRLLESTEELSTARTIE 1N OrgfFséPr( B8r RRETPPEILFVPRgIBARFYPTLOThe

nunber of .chacagter $.f pem-the;anehgr to skip before encryption starts.
Defaults to O. encryptionLength (Format preserving only) - The

25 nunber of chareaoteystfipomsthemef fisetlefdonedcbypthe follBwanpgl es of
configuration fgr both types of schema are as follows: <encryptionSchema>
30<nane>ephéftralf&fname> <key>nykey</ key> <t ype>EPHEMERAL</ t ype>

</ encryptionSchema>named46 =z weBer ypkrianSchems>rspaneaf pesktpane>
<key>f pekey</ key> <t ype>FPE</type> 5<al phabet >0123456789</ al phabet >
<anchor >START</fanchb8f¥ — thkef FsEPs2drepPfset sey alias to use. This

<encrypti pnkengthz20sLengeyRLLANLENGHA> 1 5HENELYRLLORSCRCERZ Lsing the
configuration management utility
10 . type - the type of encryption. EPHEMERAL or FPE
(Format Preserving Encryption)
. alphabet (Format preserving only) - The wvalid
range of input/output characters as a string. E.g.
“0123456789" for numerical values. Special characters can be
15 defined using XML escape sequences e.g. &amp; for &.
anchor (Format preserving only) - Used to define a
substring to encrypt. Whether to work from the beginning or
end of the input value when applying the offset and
encryptionLength properties. If specified, must be START or
20 END. Defaults to START
. offset (Format preserving only) - The number of
characters from the anchor to skip before encryption starts.
Defaults to 0.
. encryptionLength (Format preserving only) - The
25 number of characters from the offset to encrypt
Examples of configuration for both types of schema are

as follows:

<encryptionSchema>
30 <name>ephemeral</name>
<key>mykey</key>
<type>EPHEMERAL</type>

</encryptionSchema>
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10l n the above Format Preserving Encryption exanple, characters 3 - 22 wll
be encrypted (if present). Transform configuration The encryption and
decrypti onotzosafisons are configured by the foll ow ng propaBR2912/F5sthema -
a reference by nanme to an "Encryption schema”, which nmust be defi ned
el sewhere in the configuration file. tgkenisationSchena (encryption only) -
The tokeni sation schema to use, if fokBnisation is to be 20 enabl ed. If
this paranmeter is left out, no tokenisation will be used. Exanple transform
configuration Aanexappliengtnthe>XM. configuration for encryption and
decryption transforns are as follows: 25<transforne <type>encrypt</type>
<field>fieldl</field> <pFrBpBEtiEss/k&PRana>f pe</ schema> 30</ properties>
</transform> <transform-_gtypezdectypisitype> - 47 - <field>fieldl</field>
<properties> <schenma>f pe</schema>

<type>FPE</type>

5 <alphabet>0123456789</alphabet>
<anchor>START</anchor>
<offset>2</offset>
<encryptionLength>20</encryptionLength>

</encryptionSchema>

10 In the above Format Preserving Encryption example,
characters 3 - 22 will be encrypted (if present).

Transform configuration
The encryption and decryption transforms are configured
by the following property:

15 . schema - a reference by name to an “Encryption
schema”, which must be defined elsewhere in the
configuration file.

. tokenisationSchema (encryption only) - The
tokenisation schema to use, 1f tokenisation is to be

20 enabled. If this parameter is left out, no tokenisation will
be used.

Example transform configuration
An example of the XML configuration for encryption and
decryption transforms are as follows:

25 <transform>

<type>encrypt</type>

<field>fieldl</field>

<properties>
<schema>fpe</schema>

30 </properties>

</transform>
<transform>

<type>decrypt</type>
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</ properties> 5</transfornr Hashing Transform The hashing transform
uses an algorithmwi th a secret key to create a hash of the supplied val ue.
The secr ewokels/amdobe kept in the application key storepamgBef2asisd to in
10 the sane way as an encryption key. This key needs to be added to the
application keystore using a Configuration Managenent Utility in the sanme
way as encryption keys. Wthout a val f key defined in the application
keystore, this transform cannot be used. 15The configuration paraneters for
the hashing transform arerickeyPrevuderfieThis defines the key store to
use. This should be set to "keyProvider"” to use the application key store.
Thi s has been included a§Pa°E6afi-§Grati on 20 paraneter for extra

configurability in future, but.tar.,thirgctekeasg should always be set to
"keyProvider" keyAlias - The alias of the key in the application key store

to use t okeni satponSeheras> The tokeni sati on schema to 25 use, if
tokeniiation isto b; enabked. If this paraneter is left out, no
tokenidation will b& GS8H5°T™ An exanpl e configuration XML segnent for
the hashing transhonm rsaasrbehl ows: <transforne 30<t ype>hash</type>
<field>fieldl</field> <properties> <keyProvider>keyProvi der </ keyPr ovi der >
- 48 - <kegAhPasshas hkepfREJAIESGS>2R/ plepertnBs¥ 1kt pafSFERAD

key to create a hash of the supplied value. The secret key
may be kept in the application key store and referred to in
10 the same way as an encryption key. This key needs to be
added to the application keystore using a Configuration
Management Utility in the same way as encryption keys.
Without a valid key defined in the application keystore,
this transform cannot be used.
15 The configuration parameters for the hashing transform
are:
. keyProvider - This defines the key store to use.
This should be set to *“keyProvider” to use the application
key store. This has been included as a configuration
20 parameter for extra configurability in future, but for this
release should always be set to “keyProvider”
. keyAlias - The alias of the key in the application
key store to use
. tokenisationSchema - The tokenisation schema to
25 use, if tokenisation is to be enabled. If this parameter is
left out, no tokenisation will be used.
An example configuration XML segment for the hashing
transform is as follows:
<transform>
30 <type>hash</type>
<field>fieldl</field>
<properties>

<keyProvider>keyProvider</keyProvider>
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Find and Repl ace Transform 5The Find and Replace Transformw || replace any
i nstances of defined strings within a field with another value. The val ue
to find s 2omdiessal |y be a regul ar expression. The confPCyGBRbi20051751
paranmeters for the find and replace transformare as follows: 10schema - a
reference by nane to a "Find and replage schema" which nust be defined

el sewhere in the configuration file Fifhd and Repl ace schena definition

A Find and Repl ace schenma is defined by a name and a 15 |ist of pairs of
find and repl ace val ues. Each<estnyimmyhbavecthgrtohhowsng configuration
paranmeters: find - the value to find replace - the value to repl ace

mat chi ng val ues with 20r égBXCPSRRéER&r the value to find is a regul ar
expression (defaults to_false). The exanple bel ow uses the regul ar
expression [a-z] {5}, which neans it will match 5 consecutive | owercase
characters. Pl @asd sed Rhelgkes§aryséntmy on regul ar expressions for nore
detail§. 25cas§ﬁen Ltive - gheiher Ehe v%lue to gind ﬁhould be case

sensi tive (defalift§18 FAFsEFPARCExARPIE PFRd"and FEBIacE SCBemm is as
follows: <hikndAndRepkagescheraztrhnage>my Sehama<rname>y30sprapentyLli st >
<entry> <find>a</find> <repl ace>b</replace> - 49 - </entry> <entry>

<fi nd>b</ VRAWS -<FBF| HEéSE<fPeplaceday optionally be a regular

expression. The configuration parameters for the find and
replace transform are as follows:

10 . schema - a reference by name to a “Find and
replace schema” which must be defined elsewhere in the
configuration file

Find and Replace schema definition
A Find and Replace schema is defined by a name and a
15 list of pairs of find and replace values. Each entry may

have the following configuration parameters:

. find - the value to find
. replace - the value to replace matching values
with
20 . regex — whether the value to find is a regular
expression (defaults to false). The example below uses the

regular expression [a-z]{5}, which means it will match 5
consecutive lowercase characters. Please see the glossary
entry on regular expressions for more details.
25 . casesensitive - whether the value to find should
be case sensitive (defaults to false)
An example find and replace schema is as follows:
<findAndReplaceSchema>
<name>mySchema</name>
30 <propertyList>
<entry>
<find>a</find>

<replace>b</replace>
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5<casesensitive>true</casesensitive> </entry> <entry> <find>[a-z]{5}</find>
<r epl ace>###</repl ace> 10<r egex>true</regex>
<casesenswoiueAtin4se</ casesensi tive> </ entry> </ propert yPRCIIGB2012/051751

</ fi ndAndRepl aceSchema> 15Exanpl e transform configuration An exanpl e
for the configuration of a find and r glace transformusing a defined
schema is as follows: <transfornme <type>fi ndAndRepl ace</type>
20<fiel d>fiel dl</fiel d> <properti es> <schema>mySchena</ schema>
</properties> </transkgeaery25 The list of values to find and repl ace are
applied in the order defined in the configuration file, the output of each
bei ng used as the inpGEléFYthe next. Redaction Transform The Redaction
Transformw || renove any<kggaggg?§iga>30 defined strings. No padding with
spaces or replacing with "black bl ocks™ will be perforned. If any form of
paddi ng is required, the Frrdland>Replrapéateansform can be used, setting
the replace value to a string of.%gace% or anot her VK%.

2013/ 014430PCT/ GB2012/ 05175156 Ve trues/casesensitive

</entry>
<entry>
<find>[a-z]{5}</find>
<replace>###</replace>
10 <regex>true</regex>
<casesensitive>true</casesensitive>
</entry>
</propertyList>
</findAndReplaceSchema>
15 Example transform configuration
An example for the configuration of a find and replace
transform using a defined schema is as follows:
<transform>
<type>findAndReplace</type>
20 <field>fieldl</field>
<properties>
<schema>mySchema</schema>
</properties>
</transform>
25 The list of values to find and replace are applied in
the order defined in the configuration file, the output of
each being used as the input of the next.
Redaction Transform
The Redaction Transform will remove any instances of
30 defined strings. No padding with spaces or replacing with
“black blocks” will be performed. If any form of padding is
required, the Find and Replace transform can be used,

setting the replace value to a string of spaces or another
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appropriate character. The configuration paraneters for the redaction
transformare as follows: schema - a reference by nane to a "Redaction
schema" wNDchidmig43obe defi ned el sewhere in the confi gur Cr@B26124a4sh 51
Redaction schema definition A Redaction schema is defined by a name
and a list of values to renove. Each entry may have the foll ow ng
configuration paraneter: 10redact - t & value to renove An exanpl e
redaction schema is as follows: <redactionSchena> <nane>nySchenma</ nane>

<propertykpptapitisent cyparscedact ras/ redactarstenhr pars@pteyz for the
<r edact >b</redact > 20</entry> </ propertylLi st> </redacti onSchena>
Exanpl e t FEASFOLRTcORPP§hHPANT BRCARSekaAPPESFor the configuration of a

redaction 25 transfaprm.p ingaarg@gggg? sg?eggmgst@safohggg@tighransfornv
<type>redacti on</type> <field>fieldl< fi ef d> <properties>
30<schemazmpSohénakisthemats be defined elsewhere in the configuration
5 file
Redaction schema definition
A Redaction schema is defined by a name and a list of
values to remove. Each entry may have the following
configuration parameter:
10 . redact - the value to remove
An example redaction schema is as follows:
<redactionSchema>
<name>mySchema</name>
<propertyList>
15 <entry>
<redact>a</redact>
</entry>
<entry>
<redact>b</redact>
20 </entry>
</propertyList>
</redactionSchema>
Example transform configuration
An example for the configuration of a redaction
25 transform using a defined schema is as follows:
<transform>
<type>redaction</type>
<field>fieldl</field>
<properties>
30 <schema>mySchema</schema>
</properties>
</transform>

Random Number Generation Transform
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</ properties> </transfornm Random Nunber Ceneration Transform- 51 -

The Random Nunber GCeneration Transformtakes a String value as input and
ret urns awoantsam4sanber generated using the a random si RgTAIBPOTZ(ShTR bet ween
speci fied upper and | ower bounds. The application's built in secure random
5 nunber generator wll be used to geperate the random nunbers. Note that
this transformis not dependent on the i nput value and is intended for use
only with tokenisation enabled. The follow ng configuration paraneters are
avai | abl e for thkesrbnansf gufbetOtbewerBound Triherbnel uskee boperihgmt for
t he random nunber generator. i.e. the value generated will be greater than
or equal V8lPRi §Svarget and returggper BaUAAT- NTRECEXEFPUSF#ESHpPELTPim t for

the randoguaber genecatar aibofi hiepkaliue oenerated Wibhebeahg | ess than

or equal to this value. okeni sati onSchema - okeni sati on schena

to use, iflowekebbsatisonThs tpprbecenabhéd. bufilthiis paramet eendsml eft out, no
tokenisation w il be connguration XM. segnent

d. . Al I
for this PPARSFoPRISOFECRs "F 4 Bie"SShr ksPopREate thedTahdom

<t ype>r andaniNerber Gens/ type>trfikekdahisebef<iki ebd>qspeapenti 85>the
25<| ower Bound>100</ | ower Bound> <upper Bound>200</ upper Bound> .
<t okeni satPBHScHekSNp8ehefa< 't 6RERPsAPFoHSEhERRY ¥/ pFRopeKEnegstion

30</ transtormp Val ixdat i-9n, Transf orm The valdation, Lransf grm checks the
|

i nput val ue agai nst a regular expressron. mat ches the value will pass
- 52 - throaghabhe tpanshdosntunchanged. If it doesn't match it can

10 . lowerBound - The inclusive lower limit for the
random number generator. i.e. the value generated will be
greater than or equal to this value

. upperBound - The exclusive upper limit for the
random number generator. i.e. the value generated will be

15 less than or egqual to this value.

. tokenisationSchema - The tokenisation schema to
use, 1f tokenisation is to be enabled. If this parameter is
left out, no tokenisation will be used.

An example configuration XML segment for this transform

20 is as follows:

<transform>
<type>randomNumberGen</type>
<field>field9</field>
<properties>

25 <lowerBound>100</lowerBound>

<upperBound>200</upperBound>

<tokenisationSchema>mySchema</tokenisationSchema>
</properties>
30 </transform>
Validation Transform
The validation transform checks the input value against

a regular expression. If it matches the value will pass
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ei ther be renoved, replaced with another value, or pass through anyway
(with a warning | ogged). The action to performon validation failure is
defi ned byoths/d4430nfi gurati on paranmeters. The confi gur aCT@B2per@ENBStier s f or
this transformare as foll ows: regul ar Expression - the regul ar
expression to check the input val ue agglnst actionOnFail urethe action to
take if validation is 10 unsuccessful 7“Mist be one of: DONOTHI NG -
the value will pass through the transform anyway FILTER - the val ue

will be fihteued Cusi ngahbBeosanentubegeas theiti bbesnt tanstenmitloREPLACE -
the value will be replaced by the value defined in the "repl acenent Val ue”
property FéplaEeREBntVAPHEd: TRELGSPHe L6 bANGEBE a¥2APepPacRAERAt, if the

acti onOnF p er, set L og n g whet her a
war ni ng ngggggghs%ggw§§béwagag§dwaggﬁﬁg ??Eggg wgévéF?ggﬁ,gﬁ Defaults to

fal se perAnraxanpWel@ﬂathenXWEléomblglraEf@nedequtéd for this transform
is as ollom§; <tr%nsfornP 25<t£ Ildat|0n</t§Ee> <f|eld>nslsgn</field>
<pr opet t i 685t &PEFATAPEXBrESEFER E FFl%?QFE%BEF BRpPBEEMNGHSTS toT

<acti onOnkak kurezREPLAREstactkorEnkaiskur e> 30<r epl acenment Val ue>NOT A

MBI SDN</ r epl acenent Val ue> <| og\War ni ngFl ag>t r ue</ | og\War ni ngFl ag>

</ properties> zrgpapsEspPEsssion — the regular expression to check the

input value against
actionOnFailure - the action to take if validation is
10 unsuccessful. Must be one of:
DONOTHING - the wvalue will pass through the transform
anyway
FILTER - the value will be filtered (using the same
rules as the filter transform)
15 REPLACE - the value will be replaced by the wvalue
defined in the “replacementValue” property
replacementValue - the value to be used as a
replacement, if the actionOnFailure parameter is set to
REPLACE
20 logWarningFlag - whether a warning message should be
logged when a field fails validation. Defaults to false
An example of the XML configuration required for this

transform 1s as follows:

<transform>
25 <type>validation</type>
<field>msisdn</field>
<properties>
<regularExpression>[0-9] {15}</regularExpression>
<actionOnFailure>REPLACE</actionOnFailure>
30 <replacementValue>NOT A MSISDN</replacementValue>
<logWarningFlag>true</logWarningFlag>
</properties>
</transform>

Detokenisation Transform
35 The detokenisation transform is used to look up
previously defined values in a token store. It is intended

to be used as the reverse of one of the other tokenisable
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Det okeni sation Transform 35The detokeni sation transformis used to | ook up
previously defined values in a token store. It is intended to be used as

t he reverwe 20f3/amsoof the ot her tokenisable WO 2013/ 014280030 GBADK2/ 051751
- 53 - transforms (encryption, hashing, random nunber generation) with

t okeni sation enabled. It does not have any functionality as a standal one
transform The only configuration par frefer is: 5tokenisati onSchema - The

t okeni sation schenma to use. This is mandatory for detokenisation. |If not
present theatheansher mewcklptabh,t aashant, Phease naameethatnthetkayCol um®
and "tokenCol um" of the tokenisation schema should be reversed for the

det okeni sHEEBntOKGRSEBFAPY SBAP1G hét" REFEoPGIM™2ERodRd be the col um

cont ai ni ng,,REeYLAUsh Y, gaeLaLed,tokens. a0d kRt okencalymm’ shoul d be the
colum containing the original 1 nput val ues. An exanpl e of the

confi guratpohniforathps transktbem iis:as fol | ows: 15<transfornP

<t ype>det okeni sation</type> <fi >fieldl</field>, < erti
<tokeﬁ?sat|onSchena§ﬁ%%§ §8P§8ﬁ§@ﬁena F€ok8 eEéF §8h§ﬁ§§ma to
20</ pr openkkgsxnskt EL@”ﬁlEQHﬁEOIQk@B!rS@Bk@k@h@@éf:@bm Conf hgur gt-keanAny

transformfor which tokenisation is avail able 25(encryption, hashing,
randon1nuﬁﬁért@éﬁéﬁé?ﬁoﬁ}lﬁu§ﬁlépé@|ﬁ?aéttoﬁéﬁﬁ§§tp@ﬁeséhéﬁatbé use. This

schera spegthes,hfie tyne.ob Lakeniaahion and theccontiguratiga,par areters

for that specitic type of tokenisation e anonym sation system 10 comes
W th databaseldobenmsabreadbﬂbktthﬂ,damdkpnmsadeSnatsenéamamAPh Eor a
CUStQﬁ}tO§%2 » 8;8038mgg 5&8nbe the column containing previously
generated tokens, and the “tokenColumn” should be the column
containing the original input values.
An example of the configuration for this transform is

as follows:

15 <transform>
<typerdetokenisation</type>
<field>fieldl</field>
<properties>
<tokenisationSchema>myTokenisationSchema</tokenisationSchema>
20 </properties>
</transform>

Tokenisable Transform Configuration
Any transform for which tokenisation is available
25 (encryption, hashing, random number generation) must specify
a tokenisation schema to use. This schema specifies the type
of tokenisation and the configuration parameters for that
specific type of tokenisation. The anonymisation system 10
comes with database tokenisation built in, and provides a
30 Java API for a custom token store to be written.
The existence of the tokenisation database is a
prerequisite when turning on tokenisation for any

tokenisable transform.
35 If tokenisation is enabled on a transform, the token

store may be checked every time the transform is invoked

using the following process:
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The existence of the tokenisation database is a prerequisite when turning
on tokenisation for any tokenisable transform 35If tokenisation is enabled
on a tramnsbanmyoitdse t oken store may be checked every ti meETidB20t7@EDNSIior mi s
i nvoked using the follow ng process: WD 2013/ 014430PCT/ GB2012/ 051751 - 54 -
The i nput value may be | ooked up in the token store. |If the input value is
al ready present in the token store (i”e. it has been through the system

al ready and a 5 token generated) then the token fromthe token store wll
be used w t hout runmhagihpett ranskomeyl 8gi cookkll Upheihnput vakuwa i s not
present in the token store, the transformw ||l be run and the resulting

val ue stoPEBYFm the token store. 10A tokenisation schema is specified by a

nane, the type.of t@%e?héa&hgntaoglael&gtaqkega§e$E§@Eh9ni9rQH rtbesn
specific to the type of tokenisation being used: This section describes how

to use t hetbuel t(ii.r.databasebtekenhsbope. th5Teyasemt hérbailt and dat abase

t oken store, a database  table e. use which has two _Strin ased
coloms (ESheR\ARCRRR SoLa RSt T BTt tABVE Nt ARG  cGHOEFArEL. Doner e
may be ot heegcekuaBsti puhhentabhe, thuhsthey mugtcal | have default val ues.
20Tokeni sation configuration paranmeters for the database token store may

be: driver - The clas§hef IPReCIDBEEr iveroforusecnt in the| tokeRe fully
qual i fied JPBC UEkethBHEfgéﬁaQ%ﬁ%’bb“EhHﬁéHgagh Qégaééﬁﬁazgg%ﬁetﬂgne

25username - the username to connect to t abase pass

correspondicngepasswohd tbabhestothe nane of the table to use to store

t°keW§) A tokenisation schema is specified by a name, the type
of tokenisation and a list of tokenisation properties,
specific to the type of tokenisation being used. This
section describes how to use the built in database token
store.

15 To use the built in database token store, a database
table may be used, which has two String based columns (e.g.
VARCHAR), each of which must have unigque constraints. There
may be other columns in the table, but they must all have
default values.

20 Tokenisation configuration parameters for the database
token store may be:

. driver - The class of the JDBC driver to use
. url - the fully gqualified JDBC url to the
database, including the database schema name

25 . username - the username to connect to the database

. password — the corresponding password
. table - the name of the table to use to store
tokens
. keyColumn - the column to use to store input
30 values
. tokenColumn - the column to use to store tokens
An example of the XML required to configure a

tokenisation schema 1s as follows:
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keyCol um - the colum to use to store input 30 val ues t okenCol um -
the colum to use to store tokens An exanple of the XM. required to

conf i gur ewe 20okamizgati on schema is as follows: - 55 - PCT/GB2012/051751

<t okeni sat i onSchema> <name>nyTokeni sati onSchema</ nane>

<t ype>DATABASE</ t ype> <tokenisationPr§§erties>

5<driver>com nysql .jdbc. Driver</drive B

<url >j dbc: nmysql : // | ocal host: 3306/t est </ ur| > <user nane>r oot </ user nane>
<passwor d>passwor d</ passwekdanistabbestokeas</t abl e>

10<keyCol um>i nput </ keyCol um> <t okenCol um>t oken</t okenCol umm>

</ t okeni sat i onPr oper t i 883MePiERekP8AEP6HSEREREDFY Ba¥E > note. It may be

desirable to populate the toker irqstore manually before starting the
anonym sation system 10, For exanpl e so fhe tokens do not have to be

generated but are alredadpkpnesentomRenpthéisgstemis started. Validation

rul es §nd standar di sati on Standar di sati on gnd ﬁinBle foQ t.fiang can be
20 achi eved by using a conbihat TorCEF - PEFAdafoh; “Firiarand* +&5F4ce and

redaction transforns. For exanpkepcthestoll/owbrg1speci:BRosliekds /ceubd be
st andardi sed as foll ows: MSISDN A Validation transformto check
character range, 25 type andSKBRSDR>Fea§rhusernamen Find and Repl ace

transform configured to rep §g§W5%é>?5Engrdéﬁgggg%EE89 transformto renove
0 ck ¢

whi t espace | MEl 30A Validation transtormto c aracter range, type and
| MEI I'ength (15 or 16 digi kspble>tokeAsRédablleon transformto renove "-",
and WHﬂteSpace' <keyColumn>input</keyColumn>
<tokenColumn>token</tokenColumn>
</tokenisationProperties>
</tokenisationSchema>
Please note. It may be desirable to populate the token
15 store manually before starting the anonymisation system 10,
for example so the tokens do not have to be generated but
are already present when the system is started.
Validation rules and standardisation
Standardisation and simple format fixing can be
20 achieved by using a combination of wvalidation, find and
replace and redaction transforms. For example, the following
specific fields could be standardised as follows:
MSISDN
. A Validation transform to check character range,

25 type and MSISDN length

. A Find and Replace transform configured to replace
+44 with O
. A Redaction transform to remove whitespace
IMET
30 . A Validation transform to check character range,

type and IMEI length (15 or 16 digits)

. A Redaction transform to remove , and

whitespace.
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- 56 - ICCID A Validation transformto check character range, type
and ICCID length (19 or 20 digits) A Redaction transformto
renove whwoespaaes3dl VS| A Val i dation transform t eCrleszki2oisarsact er
range, type and IMSI length (14 or 15 digits) A Redaction transformto
remove whitespace | P Address 10A Valiggtion transformto check I P address
format i.e. |IPV4: nnn.nnn.nnn.nnn T PV6:

hhhh: hhhh: hhhh: hhhh: hhhh: hhhh: hhhh: hhhh | PV6:

hhhh- hhhh- hhhhzbhbhb- hhhh- hhhh- hhhh- hhhh 15A Redaction transformto renove
whi t espace Route configuration How the data flows through the system may be
configured (i.é&. woPkVPoweRLiPReSE28FECKROWA S8SFbUFBEr 2gRATaFE8n2e/

confi gured. preterablybn the XMc ki Le using the,fol l owi ng paraneters:
interface yBThe dat a interfgcew%or this rou?e, 3dentified by the nane field

in the interface coAf Rgdratiion transform teademoveTheidatmareader/writer
for this routeIM§§ identified by the nane field in the reader/witer
configuration transfornSet - Identified by the name field within

the transform set canf/fhgunation. tExagtbymone thansfernArseter ranfdst be
applied to a single route, but the sane transform 30 set can be shared
across muFtPgl énfodtled. length (ddxesnedr féAtRéaders (optional) - The

maxi mum nunmber ,of threads to use Lo lFaunch Dara Readan L WLLLeEs
IP Address

10 . A Validation transform to check IP address format

IPV4: nnn.nnn.nnn.nnn
IPV6: hhhh:hhhh:hhhh:hhhh:hhhh:hhhh:hhhh:hhhh
IPV6: hhhh-hhhh-hhhh-hhhh-hhhh-hhhh-hhhh-hhhh

15 A Redaction transform to remove whitespace

Route configuration
How the data flows through the system may be configured
(i.e. workflows). These are known as routes, and are
20 configured preferably in the XML file using the following
parameters:
. interface - The data interface for this route,
identified by the name field in the interface configuration
. reader - The data reader/writer for this route,
25 identified by the name field in the reader/writer
configuration
. transformSet - Identified by the name field within
the transform set configuration. Exactly one transform set
must be applied to a single route, but the same transform
30 set can be shared across multiple routes.
. maxConcurrentReaders (optional) - The maximum

number of threads to use to launch Data Reader/Writers
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- 57 - within this route. Specifically, each interface uses the
maxConcurrent Readers property as foll ows: File Interface - The nunber
of threadsowhidah443an process files concurrently S5HTITP - PCHa&BTAK/GFUTHL nUMber
of HTTP requests which can be processed sinmultaneously. Optimally, this
shoul d be set to the maxi num nunber of _expected concurrent requests.

TCP/ I P - The nunber of threads which éan_process data from TCP/ I P

connections at once. Note that one thread per 10 TCP/IP connection will be
used, so thisisheuld beuset tpetheéimaximimeaunbentef-rexpecked eaanections
via this interface Messagi ng - The nunber of threads which wll

concur r enPPyCPPStERCRERERECE ApRECRGEGE. 25 TOollows: pgtabase - The nunber of

threads which gan.proeess,la daggbaggndaracat (ARE8as whichTB&nfollowing is
an exanpl e of the XM conglguratlon required for a Route: <route>

<i nt er f acerbrkesf cedeki nbechiacent20<r eader >del i m t ed- dat a</ r eader >

t nSet i /t 1sf ns ,
e Cahour T ent BRART 235/ AR eBHEUPTEREReAGe P TIP F POEESSER RGP c e

confi gurapirenekikbe 25hhethakbawing bpramaexanpkeief saoconpbet eet to _
configuration file, speC|fy|ng the foll ow ng conponents: A startup section
i nf or mi ngthReMappPrEaftBResf OEheXRaAFESPateECPATEEE BPALRELXM. file. This

shoul d be set tegthe vahye glyen.i el Be behamexaple, B8 LiLeqbased
, gfiles with the .ready surfix fromth I'nput directory,
witing theomeSabt IPocbheetoubpuat adi pector Wowet hhao sukf tkrand pemam ng the
procgﬁfedTE%U%Pionggckggﬁtw1ﬁﬁe%éoﬁ eg? ggdtﬂgghs%ohggn%esgggiéb the
maximum number of expected connections via this interface.
Messaging - The number of threads which will
concurrently listen to the input gueue.
Database - The number of threads which can process
15 database data at once.
The following is an example of the XML configuration

required for a Route:

<route>
<interface>file-feed</interface>
20 <reader>delimited-data</reader>
<transformSet>anonymise</transformSet>
<maxConcurrentReaders>4</maxConcurrentReaders>
</route>

Example configuration file

25 The following is an example of a complete configuration
file, specifying the following components:

. A startup section informing the application of the
namespaces in use by the XML file. This should be set to the
value given in the below example.

30 . a file based interface, reading files with the
.ready suffix from the /input directory, writing the result
to the /output directory with no suffix and renaming the
processed file in the input directory to end with a .done

suffix.
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WO 2013/ 014430PCT/ (B2012/ 051751 - 58 - a delimted reader, using a conma
as a delimter and specifying 3 fields. the follow ng transforns Format
preservi lyoentyoptsnon, encrypting up to 20 5 charact er spCr@B2ar/Bifsset of 2
from the begi nning, using the al phabet 0123456789 Filter - the second field

is renoved Mask, masking up to 4_characters with a #, with an offset
of 2 fromthe start 10It is possible P split the configuration across
mul tiple configuration files, for exanple all interfaces could be defined

inone file, all readeesiimntanotbaterandssagon. cAhinar aat evakyimakkr
conponents related to each route could be defined in separate files.
15P| ease ABtleSPRELIVRBIr éf éF8AEE-to URLs at the top of the configuration

file is specifying yaci eus;XM papespacescequired by some of the
application libraries. No internet connection is required to run the

anonymi sati on System pOes20x2xnl eversponshl. OhcenpddnggspbUTE- 807>

<beans: beans xml ns: beans=httparg, .ch / heans L .

<o kor CRREE PR us. B oPSBakF e Senoral hipaReginning, using the
xm ns="ht tpphbwaw. devizaasggnl ddsf/ confi gurati on”

25xsi : schemaLocati on="http://ww. spri ngframewor k. or g/ schenma/ beans
http:IIMMMLserhéF?énﬁm@P?.é?@P@@héﬁﬁﬂgeaﬁsF§@PVﬁ§-beans-3.0.xsd"

<interface> <ngpgexfilesfegd</pams>,305typeztikegysheqrit ypez<properties>

offset of 2 from the start

10 It is possible to split the configuration across
multiple configuration files, for example all interfaces
could be defined in one file, all readers in another, and so
on. Alternatively, all components related to each route
could be defined in separate files.

15 Please note that the reference to URLs at the top of
the configuration file is specifying various XML namespaces
required by some of the application libraries. No internet

connection is regquired to run the anonymisation system 10.

20 <?xml version="1.0" encoding="UTF-8"?>
<beans:beans
xmlns:beans=http: //www. springfranswork. org/schena/baeansg

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="http://www.detica.com/ddsf/configuration"

25 xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-3.0.xsd">

<interface>
<name>file-feed</name>
30 <type>filesystem</type>
<properties>
<inputDirectory>/input</inputDirectory>
<outputDirectory>/output</outputDirectory>
<pollingFrequency>5000</pollingFrequency>
35 <inputsSuffix>.ready</inputsuffix>
<removelInputSuffix>true</removelnputSuffix>
<processingSuffix>.working</processingSuffix>
<finishedSuffix>.done</finishedSuffix>
</properties>
40 </interface>

<reader>
<name>delimited-data</name>
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<inputDirectory>/input</inputDrectory>

<out put Di r ect or y>/ out put </ out put Di r ect ory>

<pol | i ngAvequsmay438000</ pol | i ngFr equency> PCT/GB2012/051751
35<i nput Suf fi x>. ready</i nput Suf fi x>

<renovel nput Suf fi x>t rue</renovel nput Suf fi x>

<pr ocessi ngSuf fi x>. wor ki ng</ processrng uffi x>

<fini shedSuf fi x>. done</fi ni shedSuffi x> </properties> 40</interface>
<reader > <nane>del i m t edrdadsa<hname?*type>59 - <type>delinmted</type>
<properties> <gepart@dter Char act er >, </ separ at or Char acter >

</ properties> 5<fields> <fi ek eePaznheshR F &1t@ T/ faRRaratorCharacter>
<defi ni ti on>0</ defi ni tT BRSPHERT d> 10<fi el d> <name>fi el d2</ name>
<def i ni ti on>1</ defi ni t 7’03 32/% | d> <field> 15<name>fi el d3</ name>
<def i ni ti on>2</definition> </fie d>name>fleldl</name>

<definition>0</definition>
</field>
10 <field>
<name>field2</name>
<definition>l</definition>
</field>
<field>
15 <name>field3</name>
<definition>2</definition>
</field>
</fields>
</reader>
20
<transformSet>
<name>anonymise</name>
<transforms>
<transform>
25 <type>encrypt</type>
<field>fieldl</field>
<properties>
<schema>fpe</schema>
</properties>
30 </transform>
<transform>
<type>filter</type>
<field>field2</field>
</transform>
35 <transform>
<type>mask</type>
<field>field3</field>
<properties>
<anchor>START</anchor>
40 <numberMasked>4</numberMasked>
<offset>2</offset>
<character>#</character>
</properties>
</transform>
45 </transforms>
</transformSet>

<route>
<interface>file-feed</interface>
50 <reader>delimited-data</reader>
<transformSet>anonymise</transformSet>
<maxConcurrentReaders>4</maxConcurrentReaders>
</route>

55 <encryptionSchema>
<name>fpe</name>
<key>fpekey</key>
<type>FPE</type>
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</fields> </reader> 20 <transfornfSet> <nanme>anonym se</ name> <transforns>
<t ransforne 25<type>encrypt</type> <field>fieldl</field> <properties>
<schema>fwebwuhessa> </ properti es> 30</transfornk <tran®C®MAB2012/051751
<type>filter</type> <field>field2</field> </transfornm 35<transfornp
<type>mask</type> <field>field3</field> <properti es> <anchor>START</ anchor >
40<nunber Masked>4</ nunber Masked> - 2BfFset >2</ of f set >

<char act er >#</ character> </ properti es> </transfornr 45</transfornms>

</ transfornSet > <rout exlshmterbacestite-bhegdsktnt er f ace>
<anchor>START</anchor>
<offset>2</offset>
<encryptionLength>20</encryptionLength>
5 </encryptionSchema>

</beans:beans>

10 GRAPHICAL USER INTERFACE
A GUI (graphical user interface) application provides a
facility to edit and manipulate commonly changed features of
any of the described configuration files. These include the
list of transforms in use by a particular route, the
15 properties of those transforms and the schemas that they

need to function correctly.

Typical use case
This section outlines an example use case for the GUI.
20 These are the steps required to modify and save changes to a

configuration file:

. User launches the GUI
. User enters username and password
. User selects which configuration file they wish to

25 edit from the file browser
. Application uses keys specified in the GUI
configuration file to decrypt and open the configuration
file. If the keys are password protected, the user will be
prompted for the passwords.
30 . User browses through the available transforms in
the configuration file, and selects one to edit.
. User select “Edit Transform”
. User makes necessary updates, and presses the
Submit button. The application makes these changes in

35 memory, but nothing has been saved to disk vyet

4142912



50<r eader >del i m t ed- dat a</ r eader >

<t r ansf or nSet >anonym se</tr ansf or nSet >

<max Concuwoent3Raaser s>4</ maxConcur r ent Reader s> </ r out e>PCT/GB2012/051751
55<encrypti onSchema> <nane>f pe</ nane> <key>f pekey</ key> <type>FPE</type> -
60 - <al phabet >0123456789</ al phabet > <?nchor>START</anchor>

<of f set >2</ of f set >

<encryptionLengt h>20</ encrypti onLengt h> 5</encrypti onSchema> </ beans: beans>
10GRAPHI CAL USER | NTERFAGEesses AnBUkafgr aphieal. wuser appterkaceh uses
application provides a facility to edit and mani pul ate commonly changed
feat ures 6FCak§ysf SPRe1déser iBe8ReoRPilgGPatigH LTS, tThé@érVﬁglﬁaé t he

list of teea%&ghggtaBDU§§1anadp355k%yh@§ Eﬁetsrebﬁgué5ceh@ashkb%§ogf those
transforns and the schemas that they nee function correctly. Typical

use case file on dThks section outlines an exanple use case for the GU . 20
U|re .to nodif d sage chan es to_a configuration

Th th
e e T autbRoan bR bl TRar bt A PRl et n At e bieR s eereor

whi ch contirgusabi-entbykentheynwoshrtas2sredisktkr easthechi kaecbnowsen s
Application uses keys specified in the GJ configuration file to decrypt
and open trhengéaringufafiBrdf WLehinf cpRE Kéysnaferpasswordepestedtedlet he

user will cBﬁfEé@QBE%nf ¢4 1therpagswgrds . 30bsgr 1hLowses thogueh fiae

avail abl e transforns in
which are applied, as a whole, to routes. Each route will

10 have exactly one Transform Set applied to it; however a
single Transform Set may be used by several different
routes. This relationship is defined in each configuration
file.

The default naming scheme will be the transform type

15 followed by its position in the transform set relative to
other transforms of the same type. For example in a

transform set containing the following transforms (in

order) :
. mask, mask, hash, mask, hash
20 The generated names would be
. mask-1, mask-2, hash-1, mask-3, hash-2

These names can be edited by the user using the Edit
Transform feature.
Changing the order of transforms
25 A transform may have its position changed, relative to
other transforms in a set.
Schemas
Most transform types may be simple and have a basic set
of properties that can be edited, however some have a more
30 complicated structure which require the use of a “Schema” to
define their properties. For example, the Find and Replace
transform maintains a list of things to look for and what to

replace each item with. This list can get gquite long so it
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the configuration file, and selects one to edit. User select "Edit

Tr ansf or nf User makes necessary updates, and presses the Submt
button. TWe amplliasat i on makes these changes in 35 nmenor pCTHR20100650Smg has
been saved to disk yet WD 2013/ 014430PCT/ G3B2012/ 051751 - 61 - User presses
t he Save button. The application uses %he keys specified in the QU
configuration to encrypt the configﬁrg ion file and overwite the previous
configuration file on disk. 5The anonym sation system 10 application groups

t ransf or mmbaget behskento fransf armcSetshbasedtonat Behkinst wafichr aasf or s
defined within each <transforntSet> elenent in the configuration file. These
are order é8CPi 8€sSeRTEHaREf GENETHAI dRSaPBCEPpPIed cas 2B WhEPESTPEMr out €5.

Each route “"be%%rgﬁvgcﬁ%ﬁﬁé|%39B§eT&é@§E8&gy?$EiﬁpB|E%Qfﬁ@uEB ipawever a

single Transform Set may be use sever al erent routes. Tﬁls
rel ati onshiipei sedehi nedlinabaehtoodfiiftgaraniconybekeofTheadetauht andm ng

sche w il be the transformtype 15 foll by i pasition in the
trangﬁ%rnﬁggg P%Igpﬁ§8 FSBSWﬁEr%?VaﬁgfSPﬁggﬁgetﬁé %gﬁegﬁ;pe. For exanple in
a transfopppsetaeonhai ning the follow ng transforns (in order): nask,

mask, hash, mask, hash 20The generated names woul d be mask-1, mask-2,
hash-1, mask- 3EXRBRYAION API  These nanes can be edited by the user using
the Edit Transformfeature. Changing the order of transforns 25A transform
may have its position changed, relative to other transfornms in a set.

Schenas Vhst teansbor axpypeéssmaytebePsi npheécandakhave asbdsio set of
properties at can be edit omeverégone have a nmpre 30 conpl i cated

t d,
struc%%relWﬁEEWePEqB?WemPHB?8§e 8f a™ BCReARCWBIGBFIAB CHEFpr8perti es.

For exanplrge hhReufindyard Repkaceahr aasteep:aBi pt-ai:ns a list of things to
| ook for and what to replace each itemwth. This list can get quite |ong

so it - 62 - nmakes Behselnteyrodpsit together into a Schema which can then
be shared by sqverakegagkgwg§%egg t he same transform

. Transforms
15 . Tokenisers (token stores)

Creating new modules involves writing a Java class in a
package com.detica.*, adding a DDSFModule annotation to the
class and updating the anonymisation system 10 configuration
file appropriately. For the system to be able to use the new

20 module(s), the Java classes should be compiled into a JAR
and included on the Java classpath when starting the
anonymisation system 10. Here is a simple example,
applicable for Data Interfaces, Reader/Writers and
Transforms.

25 Class file:

com.detica. newmodules;

@DDSFModule (“mynewmodule’)

public class NewModule extends
(Polling)DataInterface/AbstractReaderWriter/AbstractTransfor

30 m {

@Override
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Several Schemas may be defined within a configuration file, each applicable
to different types of transformand 5 each of these schenas may be editable
by the Givoappliiesdi on. EXTENSI ON APl Overvi ew PTINiGB28 OIS 75

expl ains the API, which rmay be used to 10 inplenment new nodules for in the
anonym sation system 10. The nodul e t%ges whi ch can be created are: Data
Interfaces Reader/Witers Transforns Tokeni sers (token stores)

Creating new nodul es involves witing a Java class in a package
comdetica.*, addenrgiaeDDSFModul e annotation to the class and updating the
anonym sation system 10 configuration file appropriately. For the systemto
be able to use-the new 20 nodul e(s), the Java cl asses should be conpil ed
into a JAR and,i ncl uded on the Java classpath when starting the

anonym sation system 10. Here is a sinple exanple, applicable for Data
Interfaces, Reader/Witers and Transforns. 25C ass file: com deti ca.

newnodul es; @DﬁSF%gdule Tn¥n§mﬁDQUle") public class Newibdul e

ext ends (Pol |i rngj'Dafaffitértace/ Abst ract Reader Wi t er/ Abst ract Transf or 30n{
@verride - 63 - @verride 1 5Configuration file:

<i nterface/reader/transforn> <type>nynewrodul e</type>
<interface/reader/transform>

<type>mynewmodule</type>

o
</interface/reader/transform>
Class structure for extensions
15 Figure 5 shows the structure of the classes which can

be extended to create new anonymisation system 10 modules.

The DDSFComponent interface is a root level class for
all system components and defines the following two methods:

void initialise(); - This method has the purpose of

20 validating properties and initialising any external
resources required by a component, for example database
connections.

void clean(); - This method has the purpose of clearing
down any external resources which were started up in the

25 initialise method, for example closing down a database
connection created in the initialise() method.

Every component should preferably implement these
methods. Where a superclass already defines these methods,
the call “super.initialise()/super.clean()” should be used

30 as the first line in the method.
Data Interfaces
Data Interfaces are responsible for processing incoming

data from a source and writing it to an output interface. An
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10 </interface/reader/transfornm> Class structure for extensions 15Figure 5
shows the structure of the classes which can be extended to create new
anonyn savpanigysisem 10 nodul es. The DDSFConponentCiraBenf2zsersis a
root |evel class for all system conponents and defines the follow ng two
met hods: void initialise(); - This nethod has the purpose of 20 validating
properties and initialising any exter al “resour ces requi red by a conponent,
for exanpl e database connections. void clean(); - This nmethod has the

pur pose okneheafikBgidawayanymextampabrrespourcasswai enawer eastiagted up in
the 25 initialise nmethod, for exanple closing down a_database connection
created i APEREAFRPRFALNSEEY 2Bt HOdCREVEPY LEoRpEABREPSHOBPdSpFENerdbly

i npl enent st hese et hods. jWhere a-gupercl ass already defines these nethods,
the call "super.initialise()/super.clean()"” should be used 30 as the first

line in the mefhodhebataaknt ePbadésgbDatalnbDatrfalbnt eifadesiared wespbnsi bl e
for processing.in in t roma sourc nd.witing it _ to.an_output

ot er Thoerhton ST 0T 30RCr Gha0 TS/ 68578t 06T SRERang B4R FOh System
Framewor ktpeoybdesng ekassseakkbedafbst gaetbat abntartaggaiwhi ch shoul d

preferably be extended to inplenent data interfaces. Anot her cl ass,
Pol | i ngDat al nt érfaéellryiaef FREGIRAPCR*BLlaxfeils CAbBEFACEPal&PAt EPf BEe and

defines extra. lagig &BéntQﬁgEQE%hggﬁgfaaﬁgguEﬁgtgﬁ %a%BeﬁhEb§985Bt8%Va'-
The follow ng sections explain ich”“nmet hods need to be overridden when
i npl enent eaghatgew.custom Data I nterface of each type. 10Every Data
Interface is resgonsible for creating a . .

10 Every Data Interface 1% responsible for creating a
SimplexDataStream object for each data unit to process. The
SimplexDataStream contains an input channel and an output
channel which define where the data is being read from and
written to respectively.

15 AbstractDatalnterface

The AbstractDatalnterface class contains two methods,

which must be overridden by implementing classes. They are

described in the following tables 3, 4 and 5.

AbstractDatalInterface.start ()

Method Name start ()

Method Function Starts the interface. Note that
this is different from loading
external resources, which should

be done in the initialise()

method.
Return Type Void
20 Table 3
AbstractDataInterface.stop ()
Method Name stop ()
Method Function Stops the interface. Should not

clear down external resources,

which should be done in clean()

Return Type Void
Table 4
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Si mpl exDat aSt r eam obj ect for each data unit to process. The

Si npl exDat aStream contai ns an i nput channel and an out put channel which
defi ne wwoeotdma4data i s being read fromand witten toPCESB2012/05¢15Y.
15Abst ract Dat al nterface The AbstractDatal nterface class contains two
met hods, which nust be overridden by ipplenenting classes. They are
described in the follow ng tables 3, 4°and 5. Abstract Dat al nterface. start()
Met hod Nanestart() Method Function Starts the interface. Note that this is
different from] oadi ng external resources, which should be done in the

i tialise() meLRSETHELFR oSBT Sh Tabl o 3

Abst ract Dat al nt erthateast op() Met hod Nanmest opg)nnMetihod Functi onStops the
interface Should not clear down external r?‘sohurces, i ch should be done
in clean() Return 1ypelsid Table 4 WD 2013/'014430PET GB20%37'051751 - 65 -
Abstract Dat al nterface. i sRunni ng() Method Naréi'sRunni ng()

Return Type boolean
Table 5

PollingDatalInterface
The PollingDataInterface class can be extended to
5 create a Data Interface which polls an input source for
content at a specified interval. For example, the
FileSystemInterface within anonymisation system 10 is an
extension class of PollingDatalInterface. The
PollingDatalInterface class itself handles all the polling
10 code, and the main method which needs to be implemented is

described in the following table 6:

PollingDatalInterface.getData ()

Method Name getData ()

Method Function Find the next available data unit
from the input source and produce

the appropriate SimplexDataStream.

Return Type SimplexDataStream. The next
available data stream should be
returned, or null if there is no

available incoming data.

Table 6

15 Reader/Writers
Reader/Writers are responsible for reading data from a
data interface, splitting it up into individual records and
fields, sending the fields off to the transform engine for
processing and packaging the resulting data back up into the

20 same form for writing back to the data interface.
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Met hod FunctionWether or not the interface is running. Return Typebool ean
Tabl e 5 Pol | i ngDat al nterface The Pol | i ngDat al nterface class can be extended
to 5 creawve 2a13dats0l nt erface which polls an input sourcecir@Bmiserst at a
specified interval. For exanple, the FileSystem nterface within

anonym sation system 10 is an extensign cl ass of PollingDatalnterface. The
Pol | i ngDat al nterface class itself han Pes all the polling 10 code, and the
mai n met hod which needs to be inplenented is described in the follow ng

table 6: Poll|i mgbatabatyeikaceogekbataf) thehbad - Napeget BakatheMet hod
FunctionFi nd the next available data unit fromthe input source and produce
t he appr opPPafecsSRrprexPatasStr €ams SREPUr RXTPPESPRpFExPALast FeaftIFRE next

avai | abl e dat a.ghream shaukd becretyrned; ;ge-nubly bt Lhgre Lsnpgsayail able
incom ng data. Table 6 I5Reader/ Witers Reader/Witers are

responsi bteef 0PSF€adirngedat anteofmeacdatra bater bapeéicsplliet tonghiet up into

i ndi vi ua% rscor@s.ﬁnd fields s§ad£ng t he tislds off to the transform
engi ne’ f oFSproE LS hG &nd Packait g "Eh8 VFESGFE PRy data back up into the 20
sanme formfor whhkRgrhack to the data interface. - 66 - The

anonym sati on system franmework provides the Abstract ReaderWiter class for
extension in ofdérapsfaeni Ae2AEW ReaBEPPWFILPEPs fOThBETIEAFTLARI Se" and

"cl ean” . i nterf i h
clean ”EEQBQ%o?%agESnD§§E§°g§§?§?éégﬁg%5 368 aLe,2hsaqappLi ¢ablgcto the 5

Reader/ Witers an ou
To create a custom transform, the anonymisation system

10 Framework provides the AbstractTransform class which should
be extended. The “initialise” and *“clean” methods of the
DDSFComponent interface are also applicable to the Transform
and should be overridden.

Tokenisers (token stores)

15 The anonymisation system 10 includes a database
implementation of a token store, for use when using a
tokenisable transform with tokenisation turned on. It is
also possible to create a custom token store.

The anonymisation system 10 is mostly stateless and
20 multithreaded and can scale both horizontally and vertically

easily.

The anonymisation system 10 utilises encryption for

various purposes:

25 . Encryption of configuration files
. Encryption of data fields within a transform
. Encryption of the Keystore, which holds the keys

used to perform the data field encryption
. Encryption of startup keys, which are used to
30 access the keystore and encrypt and decrypt configuration
files
There are several types of “Key” used by the

anonymisation system 10:
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Transf orns A Transformclass is responsible for performng a
transformati on on a piece of data and returning the result. To create a
cust om t rapehvang43vhe anonymni sati on system 10 Franmewor k PRT@E20E2%051 15
Abstract Transform cl ass whi ch shoul d be extended. The "initialise" and

"cl ean" nethods of the DDSFConponent interface are also applicable to the
Transform and shoul d be overridden. ~Tkeni sers (token stores) 15The

anonym sation system 10 i ncludes a database inplenentation of a token
store, for use.whensusirageavbekeni gabl e sikansf onhaswiththekeni;saseantbur ned
on. It is also possible to create a customtoken store. The anonym sation
syst em 10SP§THBSt FYesPRPBYBSS2RAAN26YREPT tAr 88BEdCaRdCBan scal e both

horiZontakbﬁf%@ﬁr&@E%hC§Hh¥seéﬁﬁl%ncryptio%hﬁe§gge¥gi%%ﬁ%gn gyst-em; 10

utilises encryption for various purpoSes: 25EnCryption of configuration
files Enonyptioor of dataef pekdshwi ehonyvaitpranshosgstEnciyptnenaotet he

Keyst qre, which hol the keys used. to rformthe data field encryption
Encryption of startgﬁaﬁéyg,ﬁéﬁﬁch gPS ﬁggdsg8ggﬁ 88geé§ £hek8ystlore and
encrypt asdedecrypt.contiguhat bas bl @sre starfher eegeemseveral types of

"Key" used by the anonym sation system 10: - 67 - .Storage Mast er Key (SMWK)
- This isTeAE1Ke] Geedundoehcr fpe tHE HR6A§HESatifonSsyseeRT10SappLi®ati on
configurat]i Lles_.a pt.i to i.Le here,Ls.only one of
These per ERS SRGyR BaFroq Ly o 1ot it ncE cerart o Kayss Fhe WK
shoul d nosihglst sredtup &kegar itexhoulldsbeagasemrerdr prorecSedrt aplkeys may

be required to "unl ock"” .t he SMK whenever it is needed. Startup keys may be
passvard SLatBEPeHCTPnvihe ERs6eBh CRad: hg ATSPRY! Gt APEGIOKESTLT shonl o

be passwordiprebected. aAbhyk@sstanhupykexs whl krhecugguikedeto usl ock the
configuration file for the anonym sation system 10 startup, as well as when

openi ng avBerf Pgeratpos FPrhéipnreRéeoUEilrt insthet GPécoRirehdedothat al
startup k%é%oﬁ&%négattBBttQ?ép%ggggﬁkoﬂe§§ré%é-ké%t'g%skh8” QUL d he
stored renote y, €.g. on a rrve, "and i nserted as necessary.
server. At least one should be stored remotely, e.g. on a
15 USB drive, and inserted as necessary.

. Transformation Keys - These are the encryption
keys used to perform encryption of the data fields within
the Transform Engine. They are stored in the Keystore, which
in turn is encrypted using the SMK

20 The Configuration Management utility is a command line
tool which provides the following functionality to manage
the encryption aspects of the system:

. Generate new encryption keys (including the
storage master key) using a cryptographically strong random

25 number generator. The random number generator will be
initialised with a cryptographically strong seed. The source
of the seed may be operating system dependent.

. Encrypt a storage master key using any number of
Startup keys

30 . Encrypt/decrypt any configuration files with the
storage master key

. Generate a Key Store, encrypted with the storage

master key
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Transformati on Keys - These are the encryption keys used to perform
encryption of the data fields within the Transform Engi ne. They are stored
in the Kayetwori4ashi ch in turn is encrypted using the SWKTRBBhE/051751
Configurati on Managenent utility is a command |ine tool which provides the
follow ng functionality to manage the _encryption aspects of the system
Cenerate new encryption keys (incluaiﬁg the storage naster key) using a
cryptographi cally strong random 25 nunber generator. The random nunber
generator w || abetbRbteahbsedrwkth aa¢r ypt egrapheeal byidstnong seed. The
source of the seed may be operating system dependent. Encrypt a storage
mast er ke?sﬁ§Fﬁ6t§ﬁyS%éﬁEéP B?YSté%?ﬂgdk@9sPg@Eﬁé?Qp?Pdé€P9ﬁ€a5ﬁ9n
configuragkggtthhgs with the storage master key Generate a Key Store,
encrypted wth the storage naster key - 68 - A storage naster key may
be required, and all associated Startup keys shoul d be provi ded on

licati tart- 5The fallow.ng d ib | f .
anony i sat i on S5t eR-1B ABAI GFFEREESThAS GBIy feRt &I POGRFTHSETERB fil e,
HTTP and IGBLER hot gebaeemeprQcesskngeplvamiatywofiidataifieemahs. tA1Bi gh

| evel architecture is shown in figure 6. 10The depl oynent consists of 3
mai n dat aBffBwand REB/APpliéEatiiafcacbessc6vénIHTTPArIeAYWeE §68Fdi ce i s used

to return r ,data,t r - a ication.i rd part
. sgustomer ,data,t 9. a brouser pLlgatgLon Jd party
whi ch contggnéggedétaggse 6 eengryptgazggrgg%g gn unencr§ ?ég %ustoner

nanmes. A user of 15 the web service knows the real MsSI SDN and enters this

onto web formto search for custoner details. The anonym sation system 10
"t orkpte t he PEqdeBr OaRaenEPYBEe EnaT Ml BENT oL Aot PORT “dat a of 1 he. HITP

request, and decryptept BgpMBESPNohnathesHTM:cpageThet ur Regeby skhe;web
application. 20SMPP/ UCP nessage processing to an SMsC via TCP/IP - The

anonymi satBoHssyistenre0uast suasoacpr gryat 6caf BWBEscanoAyAi §ERg desti nati on

MSI SDNs o . ut, o] ata.recar .ansfo i of -delimted
files viagP%2§F%?éogn§gr gg%&-ggéggokg%c a?ggF%Fgg %réggéb§§8p8£d into the
i nput direeterptaddvshesgsanadananynirsedecandupktaced hamtbe autpuk of

directory. These directories are then accessed by external systens via
SFTPJfExaﬁB?eW?Hpﬁ?FB&FEuF“HH?athe real MSISDN and enters thls onto a

web form to search for customer details. The anonymisation
system 10 intercepts the request and encrypts the MSISDN in
the POST data of the HTTP request, and decrypts the MSISDN
in the HTML page returned by the web application.

20 . SMPP/UCP message processing to an SMSC via TCP/IP
— The anonymisation system 10 acts as a proxy to an SMSC,
anonymising destination MSISDNs on the way out.

. Customer data record transformation of delimited
files via the file interface - Customer data files are

25 dropped into the input directory and these are anonymised
and placed in the output directory. These directories are

then accessed by external systems via SEFTP.

Example input/output data
30 The Configuration file is set up with multiple
interfaces and this section gives examples of input and
output values for each interface defined above.

File based interface
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30The Configuration file is set up with multiple interfaces and this
section gives exanples of input and output values for each interface

defi ned aWwowe13/Hid3e based interface - 69 - The fi lpeThaaRetk/dsmtser f ace
is set up to read CSV files consisting of Nane, MSISDN and | MEI. An exanpl e
input file would be: John Snith,447788%23456,123456789012345 5Joe

Bl oggs, 447982794563, 320247543723897 -~ The nane field is set to be
partially masked, the MSISDN set to be encrypted, and the | MEl |eft

unt ransf ormed, Tse thecoutputi Ahghtrhecassf gekows: tdokBad Csv files

#H####, 985572987352, 123456789012345 10Joe

Be####, 959053756154, 3200a754375380% prePIMELa PRt 6FPEEAS 1NPULTRALATTP Data
Interface,Lgget,cup to transform HTTP request data, encrypting the MSI SDN
and decrypting the 15 MBI SDN in the resulting HTM. page on the response.

The input woul dobe 6meabi Ag /0Y93uBAbLL LAg4acf/opmienda web page, but the

resul ti ng under| HTTP,r y I :

nsi sdnk 4477891§§§533888ﬁr€4§gggﬁ§i3§gr§5$2ﬁ35ﬁ575339dj|| be encrypted, so
the output val geecadd @@el&shgd@e67i86aé7;é58&§m@giha§ubaittﬁbery 25Thi s
is intercepted and the MSI SDN field decrypted % The anonym sation system
10 to theMedtplt se&htrl be<ragd=r36<ti fPe>VRESBMELooRED REBSUPRSEPEMEFe>

</ head> so the output might be as follows:

John ###4#4#,985572987352,123456789012345
10 Joe B####4#,952953756154,320247543723897

HTTP Data Interface
The HTTP Data Interface is set up to transform HTTP
request data, encrypting the MSISDN and decrypting the
15 MSISDN in the resulting HTML page on the response.
The input would be creating by submitting a form on a
web page, but the resulting underlying HTTP request body
could be:

20 msisdn=447789123456&submit=Submit+Query
This msisdn will be encrypted, so the output value could be:
msisdn=671968471158&submit=Submit+Query

25 This is intercepted and the MSISDN field decrypted by

The anonymisation system 10 to the output:

<html>
<head>
30 <title>MSISDN Lookup Results</title>
</head>
<body>
<div>
MSISDN: <span 1id=\"msisdn\">671968471158</span>
35 </div>
<div>
Name: <span id=\"name\">Ariel Rineer</span>
</div>
</body>
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<body> <di v> MSI SDN: <span id=\"nsi sdn\">671968471158</ span> 35</di v> <di v>
Nane: <span id=\"name\">Ariel R neer</span> </ di v> </ body> - 70 -
</ ht M > TWO=0i31i43ver cept ed and the MSI SDN fi el d decryptred/dBrotns1751
anonyni sation system 10 to the output: 5<htm > <head> <titl e>MslI SDN Lookup
Resul ts</title> </ head> <body> 10<di v>_ MSI SDN: <span
i d=\"nsi sdn\ " >447789123456</ span> <7 di >~ <di v> Name: <span
i d=\"nane\">Ari el Ri neer</span> 15</div> </body> </ html > 20TCPIP Interface
</html>
This is intercepted and the MSISDN field decrypted by the
anonymisation system 10 to the output:

5 <html>
<head>
<title>MSISDN Lookup Results</title>
</head>
<body>
10 <div>
MSISDN: <span 1id=\"msisdn\">447789123456</span>
</div>
<div>
Name: <span id=\"name\">Ariel Rineer</span>
15 </div>
</body>
</html>

20 TCPIP Interface
Two TCP/IP interfaces are set up, one for SMPP and one
for UCP. Each of them are set up encrypt a MSISDN field.
Example input and output values are shown in figures 5 and
6. (The values here are as viewed with a text editor, and
25 contain unprintable values)
SMPP (The first record shown in figure 7 is the wvalue
pre encryption; the second record shown in figure 7 is the

value after encryption):

30 UCP (The first line shown in figure 8 is the value pre
encryption; the second line shown in figure 8 is the wvalue

after encryption)

Figure 9 shows a list of the functional and non-
35 functional requirements for the anonymisation system.

Figure 10 shows a non-exhaustive table listing 31
different combinations of sensitive customer data items that
may be associated with a customer data record. For each
combination of data items in a data set, the table

40 identifies which sensitive data items do not need to be
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Two TCP/IP interfaces are set up, one for SMPP and one for UCP. Each of
themare set up encrypt a MSISDN field. Exanple input and output values are
shown i n Wwogursga40and 6. (The val ues here are as vi ewe®CHGH2R/(SEIS

editor, and 25 contai n unprintabl e val ues) SMPP (The first record
shown in figure 7 is the value pre encryption; the second record shown in
figure 7 is the value after encryptionj: 30UCP (The first line shown in

figure 8 is the value pre encryption; the second line shown in figure 8 is
t he val ueaabhemnienaryphbionhiEhgueea9isbawsda hesti eb bheahunghienal and
non- 35 functional requirenents for the anonym sation system Figure 10
shows a nbéaléRR&HsPFvBaEEBFe (Li-§ti hg23ELArPEEl ehf BRI AREFEAS of sensitive
cust oner I e associated with a custoner data record. For
each conb?%g?f%%9g$e§g?geﬁ?§ﬁ§'in a data set, the table 40 identifies which
sensi tive dat aMesersgdoagotinnéedet ochevidy2028A£014480PCTAGB2812£051751 - 71

- anonym sed nd which data itens do need.to b nonymn se iLltered or
nokod (1 180, AaRar i By E BT e EEEae, eneoatn: fel oo et PEMAES Macki o
may includeunanmp¥i pgsdetiaib gpdegrandkbarhty15chkropndahacik-helsonf @6 gxanpl e

| ocation data for cell-1Ds could be masked to generalise the |ocation
i nf or mat i BATESCHLpAr £PET) aF Ot BWH, CE0GAEYPLEY -count ry. O course, the

anonyni sati on S n c i - .Q_a 1S ny .t aitem
o any conbi nat: SaTEFeno Frean oy S L BnoRaRL S e e YRR by Aok
i nventi ontbsanotyhinet edyt oypseoifndananynesi agdandyf cbineinaginobblfe net wor k

data or Custoner. Data Record data, and can be applied to any data
R B4 3 P TR R Y T 3 L i e i SR L R
person, detaiksqotot hacabavenenhpdisrept ABY rhervan hgdnwht hautdepakt i ng

fromthe scope of the present invention, as defined by the appended cl ai ns.
20Many cofbipaPiroRystavarrf Peaki BASOrdr (aPReér deicensand the Peatupeésedf the

above enbggi ts %ﬁlk §§ regd'kg apparent _to E@ S hkled person and are
. . d : .
i ntended to $§9n18a9t 6f "t'He |hvent|on? An? of t%g eatures descri bed
specifically
15 As will be appreciated by the skilled person, details
of the above embodiment may be varied without departing from

the scope of the present invention, as defined by the

appended claims.

20 Many combinations, modifications, or alterations to the
features of the above embodiments will be readily apparent
to the skilled person and are intended to form part of the
invention. 2Any of the features described specifically
relating to one embodiment or example may be used in any

25 other embodiment by making the appropriate changes.

Glossary

Term Description
Advanced Encryption
Standard - An industry

AES standard of encryption. An

example encryption used in
the anonymisation system is
based on AES-256 (the 256-
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relating to one enbodi nent or exanple may be used in any 25 other

enbodi nent by nmaki ng the appropriate changes. G ossary TernDescri ption
Advanced Woenigatigasn St andard - An industry standard of eQErGRi2005175AN
exanpl e encryption used in the anonym sation systemis based on AES- 256
(the 256- - 72 - bit version) A seri %ised Java class file, encrypted
using the Storage Master Key, which hofds: Transformati on keys used for
encryption, decryption and hashing within the anonym sation system HITPS
Keyst ore Passwords, used to read the cont epts gf rgiﬁg?smrd protected HTTPS
Keystore File An operation which acts as a sSi ngFe unit. Traditionally
refers to a transaction within a database, ni Bot-he1casg gfEhejaganym sati on
systemthis is used to indicate that a file;should-not+hg pkaggdiihp the
input directory with the configured input suffix.|i ﬂagtggr g(;eTgri ften,state.

It should be witten with a different suffhé ggé t hen renanmed, in order
that the system does not start to read a partll al" file. The XM. file which
contains the configuration of Route and ot heresystemcampanet scdequired to
start an instance of the anonym sation system A comrengd ldne Jdildty
provided with the anonym sation systemto enabl & JTANAY t t he
application keyapprecastonageysaster key, start ) chin 3 5 KEYS
transformati on keys, and the encryption and decra}/rpsil on o“ft T el evarft files
\M-th these keys. onymisatio system

an

e HTTPS Keystore
Passwords, used to
read the contents of
a password protected
HTTPS Keystore File

An operation which acts as
a single unit.
Traditionally refers to a
transaction within a
database, in the case of
the anonymisation system
this is used to indicate
that a file should not be

Atomic operation placed in the input
directory with the
configured input suffix in
a part-written state. It
should be written with a
different suffix and then
renamed, in order that the
system does not start to
read a partial file.

The XML file which contains
the configuration of Route
and other system components
required to start an
instance of the
anonymisation system

Configuration file

A command line utility
provided with the
Configuration Management anonymisation system to
Utility enable management of the
application keystore,
storage master key, startup
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The application | ayer responsible for creating input and out put data
channels fromvarious raw sources A "data unit"
dat a readwbyomma44sh t he i nterfaces,

port.

HTTP( S)

refers to a single piece of

as follows: File sysrcemBmi2asi®mte - a
single file TCP/IP interface - a single socket connection on the rel evant

Interface - a single HTTP(S) Request Database - A single

dat abase row Messaging - A single Mes$ ge A key used for the encryption

transform This may be a 256bit val ue for Epheneral encryption or a 2048
bit value for format preserving encryption, Sge ?Esg B%nggogna Lon Key
nti ati'én whircn®defrneés which

This is a section of the application XM. cO

formof encryption to use in an encryptionaPPa
specific properties for the encryption typ8SSAYPypeloftent gBFPBn wher e

h

PoPRT4PERG WP t he

every time a value is encrypted, it encryptdles ¥i8PfFEBPERt X¢HPue, but
every output can still be decrypted back t h - 714 - rrect original
value. A utility provided with Java for thghcrggpﬁlcaz%oﬁTigge

May be keytool protected wi.t

a password,

WAFERCRANCDS added o THE

h
appl i cation key 2tor &"AETSACEI i ased key. ReGREti BAIREGLPHF ERpfessi on
Rermovi ng specific text froma field An expFB&8P6ASt 6F CBeF PALAYSpatter ns
W thin text. See

Data Unit

Encryption Key

Encryption Schema

Ephemeral Encryption

sources

A “data unit” refers to a
single piece of data read
by one of the interfaces,
as follows:

File system interface - a
single file

TCP/IP interface - a single
socket connection on the
relevant port.

HTTP (S) Interface - a
single HTTP(S) Request
Database - A single
database row

Messaging — A single
Message

A key used for the
encryption transform. This
may be a 256bit wvalue for
Ephemeral encryption or a
2048 bit value for format
preserving encryption. See
also Transformation Key

This is a section of the
application XML
configuration which defines
which form of encryption to
use in an encryption
transform, along with the
specific properties for the
encryption type.

A type of encryption where
every time a value is
encrypted, it encrypts to a
different value, but every
output can still be
decrypted back to the
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ex-c,ress:to for a reference guide. Route A conbination of Data
Interface, Reader/Witer and TransfornSet which defines a "channel" through
t he syst ewD 2013/0i%430 A fragnent of XM. which defi nes conpCexGRwpsitsies for
particular transfornms. Encryption, Tokenisation, Schema Find and Repl ace
and Redaction all have their own Schepas. These can be edited via the GU
A randomy generated String which is Used to encrypt sensitive
configuration files used by the system Storage Master Key (SMK)The Storage
master key is never stored in clear text. ILnstea |t.|sn%EI|t up into

u

startup keys which can be stored separat el o Ong Cof ~a%Alirber 26t “keys whi ch

when conbined together will formthe StorageclBst gk Keyr,Whepevehct-he
Storage Master Startup Key Key is requiredgpabhonapet is specified,

Format Preserving and every encrypted value

Encryption is of the same alphabet and
the same length as the
input wvalue.

This is a serialised java
class containing a
collection of certificates
used by the HTTPS protocol.
If HTTPS is to be used, a
Java HTTPS keystore must be
generated containing the

Java HTTPS Keystore appropriate certificates.
Java comes with a utility
for creating such a store,
called *"keytool”.
Optionally, when creating
the store, a Key Password
and a Store Password can be
specified.

The file containing the

K fil ' i
eystore file application keystore

A utility provided with
Java for the creation of
HTTPS keystores. May be

keytool protected with a password,
which can be added to the
application key store as an
aliased key.

Removing specific text from

Redaction 4 field

An expression for defining

patterns within text. See
Regular Expression WWW . g

exoregsic

reference guide.

A combination of Data
Interface, Reader/Writer

Route and TransformSet which
defines a “channel” through
the system.
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startup keys nust be provided. A startup key may optionally be password
protected. This is a section of the application XM. configuration which
defi nes wochidiau4snof tokeni sation Tokeni sati on Schermat @CUSEB201R/061751
t okeni sable transform along with the specific configuration properties for
the token store. The application |ayer_responsible for transform ng
i ndi vidual Transformdata fields in_a7§aFiety of ways, in order to
anonyn se and de-anonym se them A collection of transfornms, Transform
Set grouped together to be applied to several fields, -_76 .- thin a single
data record Transformation Key A key used %iEﬁ?ﬁmggthanM%a%%%Sbns. Mbst
commonly this will be used for encryption; “f ﬁ@@ér??@? ©%r BT3PS6 rEqui r ed
by the hashing transform This termis an 0¢&r BREhi-AYEEr AMFBFSARY Such key
used by any rel gugptatransform This is geRBFAVPYLAR258BFE va&PGECRIth t he
exception of format preserving encryption Waed pRdi Ber12028Bitl val ue. The
transformati on keys are stored in the appl Redeconokegpsdtoheve their

own Schemas. These can be

edited via the GUI.

A randomly generated String
which is used to encrypt
sensitive configuration
files used by the system.

Storage Master Key (SMK) The Storage master key is
never stored in clear text.
Instead it is split up into
startup keys which can be
stored separately.

One of a number of keys
which when combined
together will form the
Storage Master Key.
Whenever the Storage Master
Key is required, all
startup keys must be
provided. A startup key may
optionally be password
protected.

Startup Key

This is a section of the
application XML
configuration which defines
which form of tokenisation

Tokenisation Schema to use in a tokenisable
transform, along with the
specific configuration
properties for the token
store.

The application layer
responsible for
transforming individual
data fields in a variety of
ways, 1in order to anonymise
and de-anonymise them.

Transform

A collection of transforms,
Transform Set grouped together to be
applied to several fields
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- 77 - CLAIMS: 1. A nmethod of anonym sing data conprising the steps of:
receiving data to be anonym sed; 5applying one or nore transformations to

t he receiwedotbatiadzaccording to a transformati on confi geCatGRm1YESEHUr CE,
wherein the one or nore transformations include transform ng at | east an
original portion of the received data_into a 10transformed portion, wherein
the original portion of the received data is recoverable fromthe

transforned portion using stored information. 2. The nethod of claim1,
wherein the stored information 15 conprises.t §nt5ans%05ne% ggrtgonratored
with the original portion of received data: 3% The9net hod“of 6Parm 1,

wherein the stored information is cryptographig ateriaknfiar cdeerypting the
transformed 20 portion into the original pertiQr.ofsregeiyed fdabaly 4. The

met hod of claim 1, wherein the transformat @chgiggggahﬁg Lesour ce
defines the transformation to be applied. égcr log,nﬁgwgge%cggrging to

any previous claim wherein an anonym sation c%ﬁ i gufatron resource defines
how t he received data provi des an output cBhfaf Fﬁ%rFﬁglF?Qn§V # d
portion, the nethod further conprising the §Fgﬁ?8f bpBFaPT g §gl§ccording
to the anonynisation configuration resourc&SF8 pfoéficeVarasatpat. termzg -

6. The method of claimb5, wherein the anonyii 38t 6HCEBohEYgurati 6 PeSour ce
defines any oneTopngbpematioankent erface foelprvevidingnchermecéhvedidat a;
how t he received data is read; the transfopeatienlyonf E§abati valresource;
an 5 output format; the source of the recewied datapxthetdest pfiati on of the
out put; and a nmaxi mrum nunber of processi ngfbbhmeadgsreser¥inghe net hod
according to any previous claim wherein tbectQpreecei vedndataiksain a data
format defined by a data description configuuathenveeseurgeee 8. The net hod
according to any previous claimfurther coquhgkggmgggogtggégfaggnerating

b

an output conprising the 15 transformed poctiopgwitho Qe Wi, ?ggtggn
untransformed portion of the received data, 9 ?%g nmet hod” of claim 5,

wherein the OuLpuL_LS_LQLﬂBLLed_aQQQLdLﬂg_E8zaBEQuLpuL_QQﬂLLguLaLLQﬂ__

resource. 20
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10. The method according to any previous claimfurther conprising the steps
of : recei ving an input conprising the transfornmed portion and a new
portion; woadoBusing the stored information to recover wPrhE/GB2IaIsSIportion
fromthe transforned portion. 11. The nethod according to any previous
claim wherein the transformation is 2ncryption. 30 12. The net hod of

claim1l, wherein the encryption is s Vected fromthe group consisting of:

format preserving encryption; and epheneral encryption. - 79 - 13. The
nmet hod accoadMBg to any previous claimfurther conprising applying
transformations to further original portions of the received data, the
further transformations 5 selected fromthe group consisting of: hashing;

redacting; filkepbngnqgf brd.andyRERLEAG ROt of 8RhACEERAL WhEhskapdomgval ues;
val i dation; and maski ng. 14. The method according to any previous
cl ai m wherei n any l1l0eomeévongndréaotot he eonhiygusatl;on resources are

encrypted. 15. The_net hod according to ?n% g%evio s claim pherein t he
recei ved data is sefE8Et&d"FroMoRé O froré=s Pﬁ@a§ﬁ886 EBn&PSting of 1 XM;
delimted; fixedcwidbh; a¥AM 2cSOARind5+SMRPLrand reRbEMOn  16. A conputer

progran1conprisin%.progran1instructions t hat, when executed on a conputer
cause the conpGPBflP8rperPor KEEREBTABY hBASER1ANYN6f CBRaPREM® €0 15. 20 17.

A computer - r eadable pdium cartying.a ¢omRULEL phagLamageording Lo cl aim
16. 18. conput er programred to pertrormt net hod of any of
25clains 1 to dbiginal portion of the received data into a
10 transformed portion, wherein the original portion of
the received data is recoverable from the transformed

portion using stored information.

2. The method of claim 1, wherein the stored information
15 comprises the transformed portion stored with the original

portion of received data.

3. The method of claim 1, wherein the stored information
is cryptographic material for decrypting the transformed

20 portion into the original portion of received data.

4. The method of claim 1, wherein the transformation
configuration resource defines the transformation to be
applied.
25
5. The method according to any previous claim, wherein an
anonymisation configuration resource defines how the
received data provides an output containing the transformed
portion, the method further comprising the step of operating
30 according to the anonymisation configuration resource to

produce an output.
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6. The method of claim 5, wherein the anonymisation
configuration resource defines any one or more of: an
interface for providing the received data; how the received
data is read; the transformation configuration resource; an
output format; the source of the received data; the
destination of the output; and a maximum number of

processing threads.

7. The method according to any previous claim, wherein the
received data is in a data format defined by a data

description configuration resource.

8. The method according to any previous claim further
comprising the step of generating an output comprising the
transformed portion with or without an untransformed portion

of the received data.

9. The method of claim 5, wherein the output is formatted

according to an output configuration resource.

10. The method according to any previous claim further
comprising the steps of:

receiving an input comprising the transformed portion
and a new portion; and

using the stored information to recover the original

portion from the transformed portion.

11. The method according to any previous claim, wherein the

transformation is encryption.

12. The method of claim 11, wherein the encryption is
selected from the group consisting of: format preserving

encryption; and ephemeral encryption.
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13. The method according to any previous claim further
comprising applying transformations to further original
portions of the received data, the further transformations
selected from the group consisting of: hashing; redacting;
filtering; find and replacing; replacement with random

values; validation; and masking.

14. The method according to any previous claim wherein any

one or more of the configuration resources are encrypted.

15. The method according to any previous claim, wherein the
received data is selected from one or more of the group
consisting of: XML; delimited; fixed width; YAML; SOAP;

SMPP; and UCP/EMI.
16. A computer program comprising program instructions
that, when executed on a computer cause the computer to

perform the method of any of claims 1 to 15.

17. A computer-readable medium carrying a computer program

according to claim 16.

18. A computer programmed to perform the method of any of

claims 1 to 15.
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