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This application relates to wireless networks. In

particular, the application relates to wireless network

management and mobility management in wireless networks.

DESCRIPTION OF RELATED ART

Mobile devices for personal use are currently very
popular. The popularity of mobile devices is carrying ovef
to the enterprise. It has often been predicted that all
end-user connectivity will soon  be wireless, and
enterprises will operate in a hybrid wired-plus-wireless
environment.

In a wired-plus-wireless enterprise environment,
employees are free to perform their jobs from their
workplace of choice, regardless of whether the workplace is
in an office or on the move. Increased mobility and
flexibility are facilitated by leveraging wireless

technologies.
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The current |ine between conputing and tel ephony on
handhel d devices is rapidly blurring. Devices that

w@oviose14 t he features of nobile phones and PDAST/US2004/005840

(Personal Digital Assistants) are already popul ar.
Wth data storage 5 capabilities and network bandw dth
it wll not be | ong bef

steadily inproving, . r he
capamqﬁ%i%a B 0udfes ORiFYRS e P ERIEKY %%ﬁngnggPEY on
avai | able jn .a device that fits into ocket . .
Braani SIS W A0 he Gob iy DG G, Shat combine
%ﬁ%g&%ﬁg%ﬁg@gﬁ%&%@g wh ?1?13.7826( a0 10a1 pigital
vi deoconf er.enci ng, ocunent managenent_and even tak
&ﬁﬁ%ﬁ&ﬁ??ﬁ%ﬁ;ﬁﬁ%onéﬂreégylSPQQﬁﬁéﬁwnéWbF“segaﬁgves orage
integrated their_tel ephone syst wWth wireless | ,
|G tdridd STt IRt k@?tvgrlﬁgba%wggﬁnstaﬁééys&E}Pf&ylng' it
Voi ce-over-1P (VolP), enterprises aimto reduce the ,
costls s G at @dIWPBROEFabBRarEPRBILephdRE Ccabiaiy By B9t~

| everagi ng the benefits of wireless networks. = An ,
ek CIpHUBT e t FERBUL ST NPgrati Ve 1o War dis wh r éP8dge that fits
networks for all end-user oriented conputing. There

dmgo 28 PaRKedi t uativeREuad Lihi cHISF S eMddd et weFRs e ined
needed in the regular course of business of an

aletairgs i searFopdexidnpbe, PEkRE WoEk Wl ni SFr aflbrCh sone can
troubl eshooting a problemat a renote site when a ,
gatficom scheshdmnat, & -sepdnatieb seafilng . gyesegeantepencing,
sinple (but 25 i medi ate) configurati on change is-
nEedetntandathgengoi riwt raver camsotbedinedst engairersonal
until he returns to his -2

calls.

Some enterprises have integrated their telephone
systems with wireless local area networks. Using
technologies such as Voice-over-IP (VoIP), enterprises aim
to reduce the costs associated with elaborate telephone
cabling by leveraging the benefits of wifeless networks.

An inescapable trend is migration towards wireless
networks for all end-user oriented computing. There are
many situations in which wireless networks are needed in
the regular course of business of an enterprise.

For example, a network administrator is
troubleshooting a problem at a remote site when a critical
system at a separate location goes down. A simple (but
immediate) configuration change is needed, and the

administrator cannot afford to wait until he returns to his
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WD 2004/ 082214 PCT/ US2004/ 005840 desk. As anot her
exanpl e, a sal esperson needs to connect to vital

WO ndoans®td on on the conpany's intranet from hi BCPDE2004/005840

while waiting for a flight at an airport ternminal. 5

In anot her exanple, an enployee of an enterprise may

be visiting a branch office to attend a series of
]?ﬂgs. The enpl oyee may need to renmai h connect ed

t hrough e-mail w thout. having to log in and. | out

Wi th SFerEPaigtn e 1 WIHREEHarltiie Gafommect to
benefit the operation of an enterprise in a nunber qof
iyl ﬂa%f%mawwnoPneﬁf&eoﬁ%@artdesoel%W%? 55?1“ his PDA
connected to enterprise resources, gives then1thf

IPpore WRAEATD SR 1@ o el 135 BRI VP T et Beginal -
environnents provide the enployee flexihility to work

in 15 MhaARYEISS BFIUAEE ngdRafBPLBHGENPENETY FREETPTise may
acconplish the task at hand. Tinmely delivery of ,

iaF oFifeitt 6K i EHGECh I fieed tor §theNEoAnBET &85t AT OBGHE11IS -
a wred network which may be desirable in many _

i Ehancesl eYes uppor fleﬁésiy-ﬁeé::@mééai SPHRESCHER glygh e-mail
enabl ed through a wireless infrastructure. Since 20
thigrleowy e hayipbysteallasabli®s ansd maPat FWE M Gls exsyy room
to conduct configuration and repair operations on
dewames. and ot her network conponents, and therefore

the productivity of the network adm nistration staff

of thelemtkessi setwayise canplrorediRs5tiheraanrat it erl an
different types of wireless networks. Wreless '

net wer i specifi gatiiohsrvafy wemst. he Thgniedrilgfty of employees

to be mobile, yet connected to enterprise resources, gives
them the opportunity to work more efficiently. Wireless
environments provide the employee flexibility to work in
whatever surroundings are convenient to accomplish the task
at hand. Timely delivery of information without the need
to be connected through a wired network which may be
desirable in many instances to support business decision-
making is enabled through a wireless infrastructure. Since
tﬁere are no physical cables to maintain, it is easy to
conduct configuration and repair operations on devices and
other network components, and therefore the productivity of
the network administration staff of the enterprise may be
improved.

There are a few different types of wireless networks.

Wireless network specifications wvary in the number of

—3—
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W rel ess network, range of transm ssion, average size
wo@boodasai14 ransfers, network speed, security nREEUSEE4/005840

and ot her parameters. Wrel ess Personal Area Networks

(WPAN) serve a radius 5 of 10 to 50 feet. The

Bl uet oot h.specification is _the revailing standard in .
CHETUPAN APorc VPAKEFAE ) FIHEE i a1 58g ot TElShifuion,

i cation b devi h_as bet PDAS .
GBIt €780 (01 waahe icr 6 SOt ey Ue AndpEPSomaTourity

onput er s, et ween_ ot her conponents that conprise

Cc and

a" ?ﬁﬁﬁla?ét%% % POneLchntsmal | offices are the

primary. adopters of t echnol ogy. W ss Local __ ..
e ol 08 (REaRgmat ovroe Wrrerels THRBNESSSEEF s racius
rapnge of up to several hundred fee A _ typical WAN,

e Savdral ShodTe tevi Beb. Bluehoat e s b Ta 1o che
phones and | a tog.cgﬂputerg, t hat access enterprise |,
ROttt 107 CRPGHGH hartvare JHPPba > Soges dEgoi Eacilitate
Access points are network devices that bridge two

&t hit k=S e GREAUSL Colrd i TasP 2t WiR 78l €6 17ECwor k1€ &5 Dbetween
wired Local Area Network or other wred

i PR ARG TR SRR c B8 WeRn pii Rt sSS8 uERY ASafF epRE sPersonal
bri dge devices and wirel ess DSL router devices, can be
COPIREE RES t 0 28Rt IPFTRX r 8EBBK cELTRADBYGh BReFr sRamrise a
for added security. Wreless bridge devices bridge

viiRRHL ame tiWorl - e SBOTeE woi s, STl aPé fikes nse Eonoprimary
form of access points deployed in an enterprise 25
redopEkrs Wi cVesN Dschreledy - devi ces al l ow users to

Wireless Local Area Networks (WLAN) provide wireless
access over a range of up to several hundred feet. A
typical WLAN has several mobile devices, such as PDAs,
mobile phones and laptop computers, that access enterprise
information through hardware called “access points”.

Accegg points are network devices that bridge two
network segments, suéh as a wireless network to a wired
Local Area Network or other wired infrastructure. Access
pointg, such as wireless bridge devices and wireless DSL
router devices, can be connected to enterprise resources
through a firewall for added security. Wireless bridge
devices bridge wired and wireless networks, and are the
most common form of access points deployed in an enterprise
network. Wireless DSL router devices allow users to

connect to DSL service. The interface between the DSL

—4 —
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connect to DSL service. The interface between the DSL
-4 WD 2004/ 082214 PCT/ US2004/ 005840 gateway and the

wo@3lo40g2t€r is generally Ethernet, which all oORST/EHS2004/005840

service to be provided to nmultiple users on the

networ k w t hout exposing how many users are connect ed

to the network. 5 A nobile device is pically ,
gatheRti carbdtandDShs oy ERed1fi t%n@ﬁr es‘%t%%%%t which
bef ore communi cati on between the nobile device and

BRd owEc &s SPOTIRE clad BegProvitRe rmshitel tigdegisers on the
comences the associ ation process by, for exanple,
seamoinkg igThbheacorP s bR s NOWaRSHivt (R 3R %nnected to
access point, proactively sending probe franes and
ahalw§Umyﬂkheir responses, etc. The franmes and

responses transmt a nobile device's desired features

and ai accdsisle polgiice capabi Fypiesllgo enhhepbigated and
parties can decide if they are synchronized with each
elseciantavigtocead eecess s@odptcobririreat cofmuaication
nobi | e device may use a nunber of paraneters, such as
ipetxicrirt yteo revbidor edsvpok nendstgrapcsesengphnteran begin.
to select an access point from anongst other

Tardinddtid cadessse pommescker thsseekatisnioRpdpress by, for
nunmber of nobile devices which can be concurrently
supp@lled byaaniagceSsr pbeatomyt vangs f townene téedesky the
point to another. Know edge of the nunber of access
RRIdHs Whpshnt ar epreadedvtdysuppording r ebesise usérsmes  and
an enterprise and the geographic |ocations at which

the 1860055 e it Sreapolees, etc. The frames and responses

transmit a mobile device’s desired features and an access
point’s capabilities, so that both parties can decide if
they are synchronized with each other and can proceed to
setup communication.

A mobile device may use a number of parameters, such
as proximity to an access point, signal strength, etc., to
select an access point from amongst other candidate access
points for association.

The number of mobile devices which can be concurrently
supported by an access point may vary from one access point
to another. Knowledge of the number of access points which
are needed to support wireless users in an enterprise and
the geographic locations at which the access points can be
placed to maximize coverage are integral to effective

management- of the wireless network in the enterprise.

—5—
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25 placed to maxim ze coverage are integral to
effective managenent of the wireless network in the

wepioegnise. -5 WO 2004/ 082214 PCT/ US2004/ 0058BOT/UI1964/005840

| EEE 802.11b, 802.11a and 802. 11g specifications each
are w dely adopted by enterprises to inplenment W.ANs

today. Each of these specification resses_issues . .
speci fi€ 551 < Yest G, %(Brh]eﬁl1 Eﬁﬁg8§gglﬁg Specilfications
specification js used as .an extension of Ethernet an
2B TG Y TGt ShaDr | S FPFaPeRr CokT RaGappnt NLANS
traffic to pass over_ a WLAN. For, K exanpl e, | Sparat e,
§yseans, é%%ﬁha§ﬁinFQFﬁﬁas%%e%%£%%ﬂ%?g%%nﬁﬁﬁ%ﬁéésﬁﬁujlssues
Maci nt osh conputers,, can comuni cate over 802.11b 10
FOERRS tdpter @bl ying with the 802.11b standard

are also available for PDAs (such as Pal m OS and

PocketllPe Fa38d 80deVilPe§Pecthdcab2on1hsstafdaiy o7 extension
facilitates wireless transmssion of up to a, maxinu
S

” \ um
off BEhvipRelof aBat 45 A idicstiafee fangPhgenahlipgmda terent
few feet to several hundred feet, over the standard
XipdeHz ofinl FEehbed BahdPaREWeVERT the "adWer agd’or example,
di stance depends on a line of sight, and occurrences
ofi s es ewrst onst agte’ PR LRESLrRASRPS PEEROpath Grputers
hanper transm ssion and result in |ower data rates.
20:ATh&la8GEDHEY wicrabessTRet WoRR pranferhedse curvent 18P2 - 11b
popul ar for public short-range networks or wireless
metdwaork sac dedap trest suordeen 1yl e wndwtles 8 hvt Sigotgtandard are
such as those found at airports, hotels, conference
cdrtcersza idefiflee fsiEPPAs (such as Palm OS and PocketPC based
devices) .

The 802.11b standard facilitates wireless transmission
of up to a maximum of 11 Mbps of data, at distances rangihg
from a few feet to several hundred feet, over the standard
2.4 GHz unlicensed band. However, the coverage distance
depends on a line of sight, and occurrences of unforeseen
obstacles in the transmission path may hamper transmission
and result in lower data rates.

The 802.11b wireless network platform is currently
popular for public short-range networks or wireless public
access networks, also known as “hotspots,” such as those
found at airports, hotels, conference centers, coffee shops
and restaurants.

Under the 802.1la specification, wireless transmission

may proceed at up to 54 Mbps over the 5 GHz band.

—6—
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and restaurants. 25 Under the 802.11a specification,
W reless transm ssion nay proceed at up to 54 Mops

womr/oshet 5 GHz band. -6 WO 2004/ 082214 PCT/US2004/005840

PCT/ US2004/ 005840 Transm ssion under the 802.11a
specification is i deal for | arge data file transfers

aﬂdarp %dérlp u%g Ephhgatslpgrés ftq\éregué)ﬁlplhs 1éjeal for

area ornance an are
nlflcnlyl eas %eStran SI n.r.ange .
no abl y ?8 tce g{s coﬁ%gpg’ °th 11% %Wéggﬂ lnscenSlve

802 11 Oepc_:slfl catl on, Wllr eI transm ssi 0%8 ei/y
pc})cee a up t8'54 I\/bps olver eéi4 LS The pd fﬁgr

fication i onsi dered the next.- ene on
vﬁper S ee D T RS StFori SPOHET é?esrﬁgsreasedf the
Wreless Wde Area Netwo % ten covera of
Wi T BB He ¥ s S BAT Ilaﬁ' géloej %ap‘ﬁﬁ U§5F8as®®t hr red to
wreljrﬂgt? carriers (also known as w rel ess operators).

n comuni cation standards currently used are

based on_15 tngMAOwe or GSM \%V\I | e nost of the wirel ess
oper at EGrEE il o 48 MP fiimsitditing Wifgless transmission
next - gener at.i on technol o (also referred to as
'Y ) PracReflodt yiof tPhe'%:/L}Yﬂ?l%%t OVERF rlash r%%tzurévhies %2 11lg
an internedjate 2.5G | evel Enterprlses with hig
ot ¢ e iR kIR cds é%céﬂsadi@aq%g R §1€X§09€é1€ﬁﬁ6|l@@y Wweless
wirel ess network often exists in a "heterogeneous
e orfrent 2t EQRR cROT aheiseat HePeiPC - refers to a

net wor k. '
Wireless Wide Area Networks (WWAN) extend coverage of

while

wireless access over large geographic areas, through
wireless carriers (also known as wireless operators). The
main communication standards currently used are based on
CDMAOne or GSM. While most of the wireless operators are
now aiming to implement the next-generation technology
(also referred to as “3G”), a majority of the current
infrastructure ig at an intermediate 2.5G level.
Enterprises with highly mobile workforces are adopting this
technology.

A wireless network often exists in a “heterogeneous
environment”, which, as used herein, refers to a network
environment in which the plural devices and other
information sources on the network have plural accesgs
protocols, which may be wvendor-specific and/or require a

proprietary format. Therefore, enterprises in many
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environnent in which the plural devices and other
i nformati on sources on the network have plural access

wQ@o0pog2ocol s, which may be vendor-speci fic anedDUS2004/005840

require a proprietary format. Therefore, enterprises
in many -7 WO 2004/082214 PCT/ US2004/ 005840
i .nstances agﬁg} nore tha

one of the_.ahqve-nentioned, .
WY cORRtogTE e o CBBtal 28 viF ol G5 MBS WEnt ioned
that can be_|everaged by the,entire_enterprise.
AT ST Ot 6l G5y e GpEnFRGSFReNTREITE oFhpt oan
5 con‘pletel%ﬂa em”g%nension of conputing and busi ness
feacts L hriopel S ET prisePT " hew hei ghts of
service and flexibjility, wireless networks co i th
t hei r SSHAVD " Arftfs | SOOI PEF t1 2 RTINS n{ﬁ%‘éﬁoor to a
areas of infrastructure  nanagenent and security. }g?,

& t MBEYmaKe MEPSAOT0 Wit el €89PT hiPdst PUEt urtgisiness
such as servers, conpanion desktops, access points, _
1A Ct iqafui Hhe te S v EYRGHPEGRRg TCa R Wnﬁﬁé@ﬁﬁ%n?? PREvLice
order to maintain an optimal work environnment_ and
it ddsecipriddidoti WinELass aEEOrES, CoMfclith Ghpist jhare of
of nobile devices may proliferate throughout the 15
am ety | 5¥eued, RaFesFrhdTEY t B sklerareannabel nhenttorcture
and optimze use of the devices. Therefore, nobile
deviagsngitk e anpDAsecwel Ty phéhes PP egitlops thakd Tdee up a
assets stored on them need to be secured and managed
iwingrebessinérastikucevieronrdmls, 29 SERWRRYS, companion
desktops, access points, etc., require effective monitoring
and management, in order to maintain an optimal work
environment and increase productivity. In addition, since
a variety of mobile devices may proliferate throughout the
enterprise, it is desirable to secure, manage, monitor and
optimize use of the devices. Therefore, mobile devices like
PDAs, cell phones and laptops (and the assets stored on

them) need to be secured and managed in wireless network

environments.

SUMMARY

This application provides a system for tracking and
managing mobile devices 1in a wireless network. In one
embodiment, the system includes a plurality of device
agents and a device manager. Each device agent is assigned

to collect association information from a corresponding set

—8—
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Thi s application provides a systemfor tracking and
managi ng nobil e devices in a wireless network. In one

wepdvemsarent, the systemincludes a plurality oPCTHES100€005840

25 agents and a device manager. Each device agent is
assigned to collect association information froma
corresponding set | -? WO 200&/08221% PC%/US%%%4% %
8F 2ECESS BOTRES iR CHE Wr&r&ss RSWSrK: The
associ ation _information froman access.point, i
CRF CFTIPSAREL O™ IFbRTTSA TP Bar ent 8ol b
bet ween the access point and_an associ ated.w rel ess .
degreeé TaRdLoR ChY TERo ATEAOR 5 Qﬁ“ﬁﬁnng%&%csss point
units and other wireless devices which, 6 are associated, .
APEh ATh R SERELAL DI HE Lo FRESISRTAE HYEr | abenpegrmation
the collected associatjion information fromth devi ce. |,
agemts fvimg medid omtiiTtaneseof et ol BRGFIE fgyices which
resol ving conflicting access point associatigns, 10

The ARAEHatREoFHingths ac6ETer REEd nert , IFKHeFGgggnager
in addition a topology service, The topol ogy service
pecEides athe sealilsstioon dFsaeteksopoipiorizgion from the
correspondi ng associ ated w rel ess devices. The ,
depliiceat 2oents s oaplovicdes? a CRBEAGE LT dregqlatdkiony eagine for
and managi ng nobile devices in a wireless network. In

aree o lengdicenftl Lctting metdasth iRwinid &S FVE iy

W rel ess devices connected to the wirel ess network,

col | edengy srssnciatdoriing dramigmds @ikadident, includes
poi nts, and providing a visualization of current
dssoeidtitans bet wepoldgy aseevice20 pdhat st@pellogy service
correspondi ng associ ated wi rel ess devi ces.

provides a visualization of access points and corresponding

5840, .
oclation
udes

or

0
g
'%l mation

5

associated wireless devices.

The application also provides a method for tracking
and managing mobile devices in a wireless network. In one
embodiment, the method includes discovering wireless
devices connected to the wireless network, collecting
association information from access points, and providing a
vigsualization of current associations between ﬁhe access
points and corresponding associated wireless devices.

A method for tracking and managing mobile devices in a
wireless network, according to another embodiment,- includes
collecting association information from a plurality of
access points in the wireless network, and resolving
conflicting access point associations through a conflict

resolution engine.
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A nethod for tracking and nanagi ng nobile devices in a
W rel ess network, according to anot her

wepdvamsarent , - i ncl udes col | ecting associ ati on PCT/US2004/005840

information froma plurality of access points in the
wirel ess network, and resolving 25 conflicting access
poi nt associ ations through a conflict resolution
engi ne. -9 WD 2004/ 082214 PCT/ US2004/ 005840 BRI EF
DESCRI PTI ON OF THE DRAW NGS The features of the
FRESEN (DB FRBE O P o PRI ENGT eadi | y under st ood

fromthe follow ng detail ed description 5 with
ref er éiee feathreaceodnpleyinrehraw gl Whet ePn: CRhGhe]l more
shows a bl ock diagramof a system according to one
erdsotli e ninddozt eedickiony Wl fehagitge nbbideled\deorsription
in a wreless network; FIG 2 shows a flow chart of a
veittio de e r¢mae ki o gtz da c d9npamabhm gd navil hes delvécesni n
a wreless network, in accordance with the enbodi nent
cor r espohdi hgstiavd-laGhblbckFlddad3aghodis aaspbbek, dhagrading to
of a system for tracking and managi ng nobil e devi ces
idghea ambbel imssnihetinar krackdaor dindg nbaagiothepbile devices in
enbodi nent; and 15 FIG 4 shows a flow chart of a
reetvhiock Tos s tiaeckorig; and nmanagi ng nobil e devices in a
W reless network, in accordance with the enbodi nent
cor r espondi NGsiic@wd1Gf1bw daiAl IHEDaDRSERLBTEON 20adhisg and
application provides nobility managenent tools (in
tohen {p1 8y Of mspst ens dard ceet hadol ogi es) rbdesBDNINe@RicAk, in
accordance with the embodiment corresponding to FIG. 1;
FIG. 3 shows a block diagram of a system for tracking
and managing mobile devices 1in a wireless network,
according to another embodiment; and
FIG. 4 shows a flow chart of a method for tracking and
managing mobile devices in a wireless network, in

accordance with the embodiment corresponding to FIG. 3.

DETAILED DESCRIPTION

This application provides mobility management tools
(in the form of systems and methodologies) for monitoring
and managing a wireless network and/or for tracking and
managing mobile devices in the wireless network. The tools
may be embodied in a computer program stored on a computer
readable medium and/or transmitted in one or more segments

via a computer network or other transmission medium.
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and managing a wirel ess network and/or for tracking
and nmanagi ng nobile devices in the wrel ess network.

wabh®4vgnis nmay be enbodi ed in a conputer progPEmUS2004/005840

stored on a conputer 25 readable nmedi um and/ or
transmtted in one or nore segnents via a conputer
network or other_ transm ssion nedi

20041 0829 £ SBCHUSS004 FdyBrmiv1ee. pgpile devices
Bt Ror e - SEEeT ARG “PoonEERBoaT Ao (Fi Srgjatient (F16.
nager CECRA. SCT0P6I G9FRET VI e 3. R e g8 devics
A9556rat (lon ST br KAPPOASYY GYA Lot rdsporirih SePTGP 29°nt

access points 18-1 through 18-Mjin a wre]ess network .
191 -thetHeQrgR nelndfer 151258 EH stPhec@ojreF%t—ct ggsoctation

association information fromthe device agents (11-1
eRcorgh EPNET Fhd REF RRAPH e 0 Koo M 1871
t he devi ce agents by bal ancing a workl oad across the
déricve ddentt sii Fhe  Hesleti O ATt ortrat i OIF f40mMCaienager
access point 18-1 includes information jdentifying a

Gar meme larsso dile | ol IR iRk P YIRS Iadtckys i grmatson digpm the
an associated wireless device 17-1. The topol ogy |
serwiicse  2gen5spr 6Vl des tar@guslal 12alli on 314 a88yci atFbe the
bet ween one of the access points 18-1 through 18-M
antecor mesipoliny ths strtimedained dag krelareng gy -werkload
through 17-L) The association information for the

acoess poientdet8-ck rmperbe - r &hei agedctipbiraninformation from
associ ation table maintained by the 20 access point

Eh laccess point 18-1 includes information identifying a
current association between the access point 18-1 and an
associated wireless device 17-1. The topology service 13
provides a visualization of associations between one of the
access points 18-1 through 18-M and Corresponding
associated wireless devices (17-1 through 17-L). The
association information for the access point 18-1 may be
retrieved from an association table maintained by the
access point 18-1.

The device manager can consolidate the collected
information, resolve any conflicts in the collected
information, and optionally log the resolved information.
The device manager may also track a mobile wireless device

connected to the wireless network by using the collected

association information. Other optional features of the

—11-
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The device manager can consolidate the collected
i nformati on, resolve any conflicts in the collected

wo0 ndoansxetd on, and optionally | og the resol ved PCT/US2004/005840

information. The device manager nay also track a
nmobil e wirel ess device 25 connected to the wirel ess

etwork b usinﬁ tqe col.l ected assocjation :
oL raTPBRI S REFLGPE OREFCT SaP RRRUGROT ha=d 4qoyfp devices
2004/ 082214 PCT/ US2004/ 005840 devi ce pmanager i ncl .
&@P@f?ﬁtﬁél o ¥ oBaLeos Ao T bes dol B IR i Ry 1 zea
W rel ess network, detecting, t hori zed , _

BCRES. THORE (i e b o P IO TS0 PR SLS afeitay ote.
devi ce ggfnt may regularly pall its assigned set of

S
acces FEIHCE Ut VT EEHATPEs RO askoti T e bset of

the access points. A device agent may query th

€
FECESS it o FebeeBinaseender ohCi AFSPRERITIRTSr &h the
the access points. A nethod for tracking and managi ng |
RstsidsE RVTdes | P Ao F 3N hataorikie e cdh®li MeLeoe Points
one enbodinent, will be 10 described with reference
tte FIaCSiest @b 201t Wl coVEP N btiesSre s fRFFRIE thpints.
di scover wireless devices 17-1 through 17-L_connected |
to t hé wiatdlask S arettwmdking eedepangging. mpBi6e| agybees in a
information is collected fromaccess points 18-1°
thinmigre sl 8nkEpor&p SRyordimgi $gal Pzat ipasiiment, will be
associ ati ons between one of the access points 18-1
tdwsougltbed swMandedemeassoridi NGL@Ssoéi @el i r elPeghiscovery
devices (17-1 through 17-L) is provided (step S23).
Theoamsthodsmayefiwthed itec| dbdeceoverkiviged arsbi fevices 17-1
wi rel ess device connected to the wirel ess network by
ugirmgugh 17-L connected to the wireless network 19 (step

821). Association information is collected from access
points 18-1 through 18-M (step S22). A visualization of
associations between one of the access points 18-1 through
18-M and corresponding associated wireless devices (17-1
through 17;L) is provided (step S23).

The method may further include tracking a mobile
wireless device connected to the wireless network by using
the collected association information. According to one
embodiment, the method further includes generating mobility
information by consolidating the collected association
information and resolving any conflicts in the collected
information, and logging the resolved mobility information.

The method may further include one or more of the

following: detecting unauthorized rogue devices connected
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20 the collected association information. According to
one enbodi nent, the nethod further includes generating

woreilos2y4 | nformati on by consolidating the coPCBEUSHEO4/005840

association information and resolving any conflicts
in the collected information, and | ogging the

rteéoltﬁ%dm%g&gx Hyifleldiyery OﬁFtt%h%glggorﬁ{égmagag%xzed access

further inc e one or nore o ] 15 WO
L n i - vi ces, connect -

S St A BRsE50 SO e FRe e P LEE umij-
net work; td horiz access ol nts; .and/ or
detec#?ﬁaﬂﬁ%ggggggf%?%%&ﬁ%?ffgggﬁﬁgg?nﬁ s§§9%ﬁ1fsylces in a
t [ i_ng. mohi | e _devic in_a iLreles
n"se]?fv\%llr%gs ggegco_r i rfg atcgjoaln&nﬁefcoer%lsgﬁﬁgn{en%g}gﬂ@e ¥ %F%G' 3).
St e TERb TR BTN SRt coahdge: B icgapents

ice_,agen 1-1 throu 31- is assigned to ,
g%v+chhr %%%c%gfﬁiﬁﬁiﬁ%?HﬁYFSQ)mﬁ5ﬂ3§%: * espoRdithglevice
Tl ol eds 110 K 33L-Fhe SSe0d ST Fo ! collect
B OBl e el e 2 b Syt acoses
37-L which are associated with the access point 39-j.
fﬁ@lgé%ipcﬁﬁﬂnaﬁ 3% ecéites tREVEEFFEcted = wireless
SO 25N | I RESOSCONPR eSS ERg Re access
32a for_ resolving conflicting access point

i af ¥ ohs 1DFHECess SIgEh AT GThf bR et 1 Bril ey MoRélgdamits

i dentifjcation of , . .
37-1 through 37-L which are associated with the access

point 39-1.

The device manager 32 receives the collected
association information from the device agents (31-1
through 31-N), and has a conflict resolution engine 32a for
resolving conflicting access point associations. The
association information may include identification of
disassociated mobile wunits and/or other information
describing disassociation of a mobile unit from an access
point.

The association information from the access point may
also include address information of the mobile units (37-1
through 37-L) which are associated with the access point
39-1, and the conflict resolution engine 32a uses the

address information to resolve conflicting access point
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di sassoci ated nobile units and/or other information 20
descri bi ng di sassociation of a nobile unit from an

W@ewems221p0i nt. The associ ation information frper/Ukm®04/005840

access point may also include address information of

the nmobile units (37-1 through 37-L) which are

associated with the access point 25 39-1, and the .
GG AT TU%D| Uiitdh ehgiPB u¥et the WHdrskkition, the
information to resolve conflicting access point -13

\AG PTOH 082D 14 1 PEPFUS2A0B/ 005840  HS8SocidIDIs WPPRnNE  can
mobile unit. In addition, the association information
faomanel Bt cesBopoiat EdRe opthiams | yapperudecdi nvith  the
stanps associated with the association infornmation,

afb Qe tWont lindormedsiont i emdefdienecpid2gtusesoinelon nengine
stanps to resolve conflicting access point

as¥ociaeisorishe otampoltampmi £ Treswlord | Fenfléssling grrcess
engi ne 32a can resolve a conflict between the

assioti asorsi of iensobd |2 webile ouib. or nore access

poi nts, and nmay request appropriate ones of 10 the

devi ceTlagenmtom fild duergsadvessnpoenysneoriZes poadi ngesolve a
the conflicting associations. The conflict resol ution

engh et caybeiseeaet tbe kaspatfibtishat ot becsobdrlea umphi B two
device to resol ve whether the device is associated

wi hhae access poimts, Thed coaf| reguessohppropremyg: nenes of
32a may be 15 rul e-based. The devi ce agents nay

aitai detrbheec asgoentat tonquenfyorratisen dol rapuseragmeddnding to
access points. The device

the conflicting associations. The conflict resolution

engine may use network traffic statistics for a mobile
device to resclve whether the device is associatea with an
access point. The conflict resolution engine 32a may be
rule-based.

The device agents may obtain the association
information by gquerying the access points. The device
manager may send a request to a device agent to trigger the
query process of the device agent.

The system may further comprise a topology service
adapted to provide a visualization of current associations
between the access points and the mobile units, through a
graphical user interface. The visualization may be
associated with a subnet.

A method for tracking and managing mobile devices in a

wireless network, according to another embodiment, will be
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manager may send a request to a device agent to
trigger the query process of the device agent. 20 The

waymnesa2mey further conprise a topol ogy servi CBCT/US2004/005840

adapted to provide a visualization of current

associ ations between the access points and the nobile

uni ts, through a raphi cal user interface. The

viesigatibad | @hthagfe%@rea%oc‘icat BEGR t B @nsubhet . ABogiation
met hod for tracking and managing nobile devices in a
Vil Taes drat waiek, Cagkerdedg fxrrandiiser 2eABEEI nepints  (39-1
will be -14 WO 2004/082214 PCT/ US2004/ 005840

désrridied3 Wilth ief shenod red eRisGIletraand A8 Assepi &tilon The

information is collected fromthe access points (39-1
tdurdughc t39rMpoilntipe wingless3Aet wede 138 sepp S1)flicting
The conflict resolution engine 32a resol ves any
carfdd<t ppdn azeessipol oms asisdcirat B4As - (st 8lheS4R¢thod may
The method may further include using network traffic
shattitstd csntduda webid e ngéwiogk toraefotvebatatarcs hor a
device is associated wth an access point. The
b il lid ydemhagementetodle whethies appl ideatiicen imaypsskfciated
be adapted for a heterogeneous environnent, in order
tvol t thandl | &cddes ppaiat . devi ces and ot her information
sources on the network which have plural access
pr ot ocrhs . mdoitll 1 i pnadnaxanpbaryoehdodt neints afplication may
nmobility rmanagenent tools are described bel ow 15
[BéCQﬁapyed for a heterogeneous environment, in order to
handle the plural devices and other information sources on
the network which have plural access protocols.

Additional exemplary embodiments of mobility

management tools are described below.

Discovery

The wireless network management procesgs includes
discovering wireless devices connected to the wireless
network. An administrator of the network can obtain,
through device diécovery, knowledge of mobile devices which
are being used on the network. Tracking and maintaining an
inventory 1list of authorized devices can be used to
eliminate unauthorized access to the wireless network.

Although discovering devices on a wired network may be
a relatively straightforward process, discovery can be

challenging with a wireless network. Some devices may roam
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The wirel ess network managenent process includes
di scovering w rel ess devices connected to the wirel ess

wmedowmose14 An adm ni strator of the network can POL/EHB2904/005840

20 through device discovery, know edge of nobile

devi ces which are, being used on the network. Tracking

and maintaining an inventory list of authaorized

GV s TP DL hsCIne B Col H 1 RabBethalithér iZdd sdcddsgccess
to the wireless network. Al though di scovering devices
PG r €8 netiRr k HedyoBE . 25vRI¢R| atghpslges — the  network
strai ghtforward process, discovery can be challenging
wWaH iguiirelass Adamaiieressonelaeei cesngagribamof 157ixgless
2004/ 082214 PCT/ US2004/ 005840 out - of -range or

dyataraide 138 chpmieetbie o diiderermihtetsst pREHICHAN-

the network, which changes the network configuration.

Ther eflot eadd oiswr noii ticr igegres® ivr leedsabhet Wopksals points
desirable to ensure efficient operation. 5 In

addiadanss ito itheeniaredldsg desivoall erehiénonn gonhrglled and
of access to the wireless network are known,

cortowiied &od. aBdvaat edcker. pSinte devess poiatrelatively
devices are relatively inexpensive, individua

eilnphoyeesi oy, dephntitertls emgy oyasis| pr geprengmenga may easily
access point device and setup an unauthorized 10

wuetlesse neh wackesbnaot hor deed cec eesls sediupt mmaynauthorized
present security breaches in the network because they
areceagmenabiverkn t Beenttefragketl eonfsgunatirgns. mdyt pisesent
generally desirable to -detect 'unauthorized access

poatsi tand besedhest hersi tidad | oneagsosbonbasapessi ey are
15 Discovery is a process through which wrel ess
neiWHHKable in their default configurations. It is generally
desirable to detect unauthorized access points and remedy
the situation as soon as possible.

Discovery is a process through which wireless network
devices can be rendered visible and manageable. The process
includes 1locating wireless devices and access points
connected to the wireless network. The discovery process
may also include detecting and identifying workstations,
routers, systems, databases, application, network devices,
and the relationships among them.

Once discovery commences, the discovery engine may
proceed to identify all of the elements of the information
technology infrastructure and wireless network that one may

want to manage, in order to ensure that all of the

components in the wireless network, such as servers,

~16—
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devi ces can be rendered visible and manageabl e. The
process includes |ocating w reless devices and access

w@eioang221£onnected to the wirel ess networ k. ThRCT/US2004/005840

di scovery process may al so include detecting and
identifying workstations, 20 routers, systens,

dat abases, application, network devices, and the
ICE1sgtioeh SR Eiithy  RFEPRS PREBF scBlery aofmefrcesnted for
the di scovery engine may roceed to identify all of

el efeadnt Phorsirel | aRer rﬁgﬂgwl t EORAGICEGPRs are mapped.
infrastructure and wirel ess network that one may 25

Vertet othenagerrepebEderaite €psecéethadndl |c@inggeions are
conmponents in the wirel ess network, such as servers,

E@PAG 2 GO 0B8R2 POTE US2004£066840nagsskirdged components
conputers, access points, etc., are accounted for and

telnel 1t gitey silhsalapprbp Wi ool a coorett i WHE aner srepped.

After the conponents are detected and connections are
mappedy devinésteategey card déeetteurggttior i gelloyed on the
conponents 5 and take the appropriate actions, wth
nvores lease . neA vievk deamdhadgere ahisdewg e puyeress deplloyetbvice
on the wreless network handl e the di scovery process.

T e cenitbaager deniiteattgende\dice@agent dbsgoesyy all of
to query all of the devices connected to the wireless
netawdky f oes devhaectedagenttshe Wierne ke gleviheewagentfors device
detected, the device manager allocates subnets for
theeragentiien raage.ceAncradi tiisodatectded) cehagéatr$carmanager
di scovered, the device manager spreads the work | oad
acrossatde devheesagent heOpiganal ty, mbhegdi.séeverdditional
may take place on both wred

device agents are discovered, the device manager spreads

the work load across the device agents.

Optionally, the discovery may take place on both wired
and wireless networks. For example, the agent and manager
may both reside on the wired side and manage the wireless
network. As another example, discovery may not
differentiate the process ag between wired network and

wireless network.

For example, the device manager may balance the
workload across device agents. On startup, the device
manager identifies the device agents already discovered and
assigns subnets to each agent, based on the device agent’s
configuration. If a device agent is not associated with
any particular subnet, the device manager may randomly

assign one or more subnets to the device agent, in order to
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15 and wirel ess networks. For exanple, the agent and
manager nmay both reside on the wired side and nmanage

wo b@4osned ess network. As anot her exanpl e, di BECDUS2094/005840

may not differentiate the process as between wred

network and wreless network. 20 For exanple, the

devi ce manager may bal ance the workl oad across device
RfEHteVe ’éFéFPE‘(B digErdetden REREGET i9FeRGT iagente. The
devi ce agents al ready discovered and_ assigns subnets
t&EHen ﬁ@é’rﬂgerba@@ﬁl*éﬁrﬁhef%vﬁ@é’ a‘é%'ﬁ%@% agents and for
configuration. If a device agent is _not_ associated

ViHRENPSS ahy paenitc AUt spbrdiion henderEE Smiieyexpiegpriate
randonly assign one or nore subnets to the device

ayenton| nt@r dEisee -NxADIRo0f DBRpaycy of the wireless
PCT/ US2004/ 005840 achieve a uniformdistribution

amprgetk devi ce agents. The device manager nonitors

for new device agents and for changes to agent

confi gimalti olevare t akestt Hes appeopriEabée dery omaneging its
ensure maxi num efficiency of the wreless 5 network.
Eashigeed c subpentoirksr espbnsibie of orumegragbAg ditssovery and
assi gned subnetworks and uses a nunber of discovery

antk s sl fissa f i catmarhanschemitsnduid b Mdew vifewhef delieces on
devices on the network. 10 For exanple, device agents

| dok ferwongue devices connected to the wreless

networ k. Rogue devices are wreless devices that have

been drsrtoeereeglizut Haveécnotagestts beéenki diswrt i friogtheasdevices
devices with authorization to access the

connected to the wireless network. Rogue devices are

wireless devices that have been discovered but have not yet
been identified as devices with authorization to access the
network. New wireless devices are classified as rogue
until authorization is granted.

In order to help identify devices that are rogue, all
of tﬁe devices connected to a wireless network are
identified and classified. A device agent may use a number
of conventional network management techniques, including
ping and SNMP (Simple Network Management Protocol) sweeps,
HTTP (Hypertext Transfer Protocol), Telnet, MAC (Media
Access Control) address namespacing, etc., to identify and
classify devices. A set of rules may be used to classify

devices that are rogue access points.

Mobile Device Management
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network. New wirel ess devices are classified as rogue
15 until authorization is granted. In order to help

WO c@nsN2y4 devi ces that are rogue, all of the PEWUSHE4/005840

connected to a wireless network are identified and
classified. A device agent nmay use a nunber of

convent i nal net wqr.k managenent techni |nclud|ng

20 pi ng™ hlaeSN \M(iélnﬁapl%e PTOF k W&ﬁ&& t ¥ pEBRoISCh as
sweeps,. HTTP (Hypertext Transfer Praotocol), Tel net,
W@l%%%@% MG JESE Mt 19T AR SPHEaESFatLRgS eppstantly
to identify and cl assif deV|ces A set of rules may
HERRERY- T rRrdge e &8s s ofice FeygGeSaceBEECtEd to a

poi nts. 25 Mbi] e Device Managenment -18 WO 2004/ 082214

047 OUBBURP NI 38 i rE SR SPRGERTENR PEFEBSCtive,
devi ces such as handhel ds may nove and therefore their
| oeReFonslLombeantiReTehafge RerM E8ge Tastar Blfig user down
W rel ess devices connected to a network is desirable
frerras e ho? kSaanageeRrepehspective, 5 especially
when there is a need to track the user down because
of a s€earintgbhiradirturie Abbi fevhaesr eWwih déw c8BAs, cell
such as PDAs, cell phones, |aptops, etc., conpels the
neleones, eflfsadingsl yetﬁanag@@ﬁﬂ%eébﬁe nerd mbbi | effectively
conponents. Mbile conponents 10 of a wrel ess
emeape | sed $erlirli Hee [repticlss  copameavic .ot Megbile components
wirel ess devices, may be managed and secured through
ebf ezt vieekbops roltewnhicia, riestlniditiond atiepgsePDgs and other
freedomto
wireless devices, may be managed and secured through
effective control without restricting the user’s freedom to
leverage the benefits of being mobile.

Managing a wireless network includes tracking the
current location and other details of mobile devices
connected to the wireless network. Mobile devices by nature
have the freedom to “roam.” For example, a university
professor may take his wireless laptop with him to class
and then tote it to the library an hour later at the other
end of campus. As he moves across campus, his laptop may be
associated and disassociated with multiple access points
along the way.

A mobile device in the wireless network may be tracked
based on association with an access point. Knowledge of

where the access point i1s translates to knowledge of a

proximity of the wireless unit. In addition, signal
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| everage the benefits of being nobile. Managi ng a
W rel ess network includes tracking the 15 current

wo owwansn2iM and ot her details of npbil e devices PCT/US2004/005840

connected to the wirel ess network. Mobile devices by

nature have the freedomto "roam" For exanple, a

uni versity professor may take his wireless |aptop
WP Rt 0 AL Tt 6 t 208 tRERET brafsSwrement s
hour. | ater at the other 20 end of canpus. As he nobves
£NREE chnpe’, IhFEarept opl Fay2bécnassoci at ed and

di sassociated with nmultiple access points along the

way. AlppbleedgBiree FRNERENHLYeRPESS HietRorad gRssociate
tracked based on association with an access point.

Kok edgecer ZE Nitfer e PRe dadkdsislpofiavice £ravsilaresit may
to know edge of a Eroxinity of the wireless unit. In

abRi ¢ 0@ spgRaFiated \AOCEIGY/ D8RREASPERNIS2084£0058A0=fore
strength, signal-to-noise ratio and other neasurenents
evedbree s odigbe e @t taked dilaultdls areseswpoiatdefhgedevice may
constantly associ ate and di sassociate wth access

poien sbeAssgansisitied duiilc eenotdvert saciesgapoist| @avel tancomes
associ ated access point's range and therefore becones .
dizsas saeinateedof r Sivet et esscpontooiTHe déRige bedppvior is
then be associated with another access point as it
coresctedt einangenofcieesotdremtdccesslipoinveMys decreases
behavior is expected since an access point's radio
covetlageddetarasebeli@eas the distanmcpobetwerd nbeile device
access point and nobile device increases. Oher
condréasas, suWitheas ¢dedfoldmoni nguchaps the following, may
cause disasgsociation of a mobile device from an associated
access point: disassociated due to inactivity;
disassociated because the access point ig unable to handle
all currently associated devices; disassociated because
authentication of the mobile device is no longer valid;
etc.

If an access point does not have any associations or
has an unusually low number of agsocilations, it may raise a
red flag that the access point has some performance issue.

The term “mobility management” refers to the task of
tracking and managing the network traffic of mobile
devices, such as the professor’s laptop, as associations
and disassociations occur. Mobility management allows an

organization to locate mobile devices in the network in

approximately real time.
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cause di sassoci ation of a nobile device from an
associ ated access point: disassociated due to

w0 pa 82214 y; di sassoci ated because t he accessPEDUS1004/605840

unabl e to handle 15 all currently associ ated devi ces;

di sassoci at ed because authentication of the nobile

devi ce |s no longer valid; etc. If an access point .
does N&PhhVEY anyRASEBEFAPRONSr s GRCEADSHal By using
| ow nunber of associations, it may raise a 20 red
fllra"@alf%i%l%efla@@e%%aﬁnPOﬁa§Sson€Y@é@@df%n@érq%%%d@omts
The term "nobilit nana enment” refers to the task of
tmaa?crn%@nawafﬁﬁ%ém@ pReVketii6ik EEsGiatdrnfobiitér mobile
devi ces, such as the professor's |aptop, as

a¥55eT at | GRS 2EACAREASB0APACKBAS 168C AN Msbifgyieved from
managenent all ows an 25 organi zation to | ocate nobile

deve cesSCrASt O iEtswopRd| ASSeppPotPRatd A rean Hempresented
-20 WD 2004/ 082214 PCT/ US2004/ 005840 Mbbilit .
igrfapivetd bhy ne)roegbbeaivhedaby d&§i@ﬁ@§’|-nﬂ<§hfmg on ¥Rty of
access points. Typically, access points nmaintain
ipfaroreion sbdutas HMP adiedaiedt,i G R e crpbinpg be used to
units. The association information can be retrieved

fTomd sdecateessnponhvsnaptonsEvenastoasdaraivha- be
presented graphically through a visual display. Any

of a vEné¢etopldfectmdot brbdnatsimh meySNMP, uFefindto, determine

HTTP, etc., may be used to fetch association

iwiotinati enobdrheacoess poi st 11 Thencerkkedt e the network,
informati on nmay be used to determne 10 whether a

nodir | etunist deswrstdddd comnelet edetwothe aetwiideck the mobile
unit as it roams across the wireless network. For example,
a mobility engine may detect when a disassociated device
reconnects to the network, and notify a topology service
(described below) that the de&ice is reassociated in the
network (as well as the details of the association). The
topology service can then update topology maps to display
the new details.

When properly configured, a mobile unit can be
associated with one and only one access point at any point
of time. The information collected from the access points
should be consistent with this property. When a mobile unit
moves away from the domain of an access point, it
disassociates from the access point and may associate with

another access point.

Information regarding association of a mobile unit
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how it is connected to the network, and track the
mobile unit as it roans across the w rel ess network.

wo-en4esampl e, a nobility engi ne may detect WhRCIT/HS2004/005840

di sassoci ated device reconnects to the network, and

notify a topology service 15 (descri bed belomb t hat

the device_is reassociated in th net as wel |

e el | 8°6F5PhP Aot bt it ot ¥ Eol W ml@e unit

can then update to olog maps to display, the new

et v Y onFRGUPEESSE RHRE: unitoterPT, the
20 associ at ed Mﬁth one and only one_access point

a%ﬂfo\%m%%ﬂfl &Fomen%e urpid 536 ngieen tREI ISe@ted 9 bl unit

the access points should be consistent with this _

prOPRFEYCIRRER &TMBbiTE (rFteSHoRRE awnay Hfr g HePbile unit

domai n of an access point, it disassociates fromthe

ale%%%fgeﬁoﬁﬁﬁosl%atﬁéy WisEo enation ArCeES AptiMer ackesgntial

poi nt. I nforpation regardi ng associ ation of a nobile

UFPRE 1100 S4B 96941 DI AXSHUBRITLI G0 SERG Chinieth agfociation

access point is reliable when the nobile unit becones

et HiedSane Mehel aceeds pdithtbragdisifedcagse points often

i nformati on _becones unreliable when the same nobile

ubftl BPsasdBEratesitrgAfRRECEERESSNPOPAPIMPEiPRe INn such a

nmobil e unit 5 becones associated with anot her access

pol Feat oot ekl Le comfl ian &8 stxuuid tsotdle assesdated with

points depict an association wth the same nobile

unittiphe pregtese ROEBES . poi Resagbeenthiai lsittoafpdumt eoccurs

their disassociation information. In such a

sfreat¢onlya Imbprecthte, cawndd ifcdundesolbeiassda apedvided

with
through mobility management.

As discussed above, the wireless network management
architecture may be based on a divide-and-congquer strategy
implemented through a device manager and multiple device
agents. The device manager delegates work items to the
device agents. The device agents collect information and
send the collected information to the device manager. The
device manager assembles thé results and presents a unified
result, which may be used to generate topology maps.

The device manager divides the entire group of
discovered access points into sets, and delegates the
responsibility for managing the access point sets to
corresponding device agents. Each device agent is solely
responsible for the sget of access points to which it is

assigned. The device manager preferably uses a load

_oo-
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10 mul ti pl e access points. Because this situation
occurs frequently in practice, conflict resolution is

w@eanviogledt t hrough nobil ity managenent. As di SBCUBEES04/005840

above, the wreless network managenent architecture
may be based on a divide-and-conquer strategy 15

i ement ed_t hrou devi ce manager and.nultiple ,
| SE S e LB ot e e Oer Bt BL vk Hiemievice
to éhe devi ce agents. The devi ce agents coll ect

i #0rnation and send the col lected information to the

devi ce janager.. The devi ce manager assenbl es the ,
resul t S andpre&eni8 49GRi (7S 26 r ESEPESTHICh thgy device
be used to generate topol ogy maps. The devi ce manager
FITAES (e GhEiTe BPOURTS! ACh by Sred acdes potfsiation
intg sets, and degegates the responsibility for

neEnagt Rt t e - alRe8sIpBint 28ERTt 8SNE8r Pedpbhdi hg the access
devj ce agents. Each device agent, is solely 25

RPN Pt 1O ISt ' 1ot FECESY pdiafesst odmitcheppond to
Is assigned. The devi ce manager preferably uses a

| et TUSBY i TO 04D S PEHUS2 04 /S50584Y ipsraReragn from
approach to assign access points to the device
defert . agPeC i cR haR4Ber sends a request to the

device agents to start polling access points for

associ Bt oACLl3 echeer mtsoiaEeth dBfpreahgent isendsspatched
query to the access points that come under its

ptiF T e e AcleEd §pFAIRY dspofiee t devife faspgefromtire device
devi ce agent by sending information from their
JETRTAE | RSt aBl exentral conflict resolution engine which

consolidates, processes the information and resolves any
outstanding conflicts in the association information.
Next, the consolidated information is forwarded for display
on the topology map.

A device agent may periodically or regularly poll all
access points under its scope. If any new associations are
discovered or any existing associations change, the change
is forwarded up to visualization for display on the maps.

If it is determined that a mobile wunit is not
associated with any access points, the mobile unit is
inserted in the disassociated folder. A mobile unit in the
disassociated folder can subsequently be moved back to an
associated map if an association is found.

The association anomaly is not just restricted to

associations between one mobile unit and multiple access
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ThQ col | ected associ ation information is di spatched
10 fromthe device agent to the device nmanager. The

waelewisog214ranager has a central conflict resol up¢DIS2004/005840

engi ne which consolidates, processes the information

and resol ves any outstanding conflicts in the

associ ation i nformati on. the on olidateg , ,

i RPrhat i oh'Fs Foftar dea™fo¥ dFE%Fay é onl?he epicting a

topol ogy map, A device ent may peri odi cal

r‘éb%?%%??lﬁ Fpialqan aéﬁig@i}:’)oudﬁtpé%d%r FtI’?l?co%%SOWatlon

new associ ati ons are discovered or any exjsting

aggﬁcﬁéﬁweﬁgrcﬁ5558ugbh@v@ﬁaﬁ@@ H@?f%ﬁ%&ﬁ%éﬂIU§ﬁcﬁﬁY show

visual i zation for display on the maps. 20 If it is

d@?%@ﬁtﬁanFhét £ BBl d furtie § SMRRE dsbcP Rt P GATh Point
é access points, the nobile unit is inserted in the
4Ssobhat BASPOLUEE TRIEIATIEiNiE | Ak may already have

di sassoci ated fol der can subsequently be_noved back to

aRisasseciared waphi PP4A- aydbli &Ffénskaliodraicpsnghghe old
associ ati on anonal Yy i S not j ust restricted to

asBbermet a8 - bet ween one nobile unit and nultiple

access -23 WD 2004/082214 PCT/ US2004/ 005840 poi nts.

The sakervhenbp§eehapnfairs ras@éprépnngprroach may be used
di sassoci ation can falsely depict a single

assoenneieh. cofrbliekampl Bfeindoiryh awbdgtayime the access
access points may show association of a nobile unit

Mainti vhicn becessoporped SviAR#la ndielesulit i & pyobability
definitive. MJ#1 may al ready have disassociated with

AR#Y, e h AP#erstineld depimdi ngstshgneldd taf orohet i omobility
information), based on the number of access points which
report that a mobile unit is associated with the access
point.

Resolved mobility information may be logged. A logged
entry may include the following information: the date the
entry was logged; the time the entry was logged; the MAC
(Media Access Control) Address of the mobile unit; the IP
Address of the mobile unit; the association state (for
example, Unknown; Authenticated; Deauthenticated;
Associated; Disassociated, etc.); a probability that the
mobility information is correct; and IP Address of the
access point.

The logged mobility information is useful for

determining the following: density ratios of users per

access points as a function of time; how a mobile user

—24—
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A rul e-based conflict resolution approach may be used
to unravel conflicting informati on and determ ne the

W@ewems22140 poi nt which is associated with a nPOI/U82004/005840

unit. A probability nay be determ ned (and assigned to
the nobility information), based on the nunber of

5683 ?g%ﬂt%d@y§g1pgfﬁ%néotggé?gsqggaég %3%%1i§unction of

assocCl a Wt h The “access I00| i | So v
iLi i nf ' d.. A entr
Toohe ke LRI IR P fort Ot s T GeeE Bhint) s ana

ent was. | ogged. the .tinme the entry was |ogged;_the
I\}I_A%E‘)’{J( MR SAc 26 s EEHtr %ol Y AR @Sgss’%&lat%ﬁéion%ﬁi |fgmction of
unit; the IP Address of the nobile unit; the

as&8%iation state (for 20 exanple, Unknown:

Aut h i ted; t hent i, d: As i at ed: . ‘
D sasebif SFdr L gras) OB Ra R e abPr PRy hERCRifig & mobile unit

nmobi | i i nfor. ion is correct; and |IP_Address of the

HERESEHB1 P T AR5 R T T | E9SR HFBr FRt oI (oPile unit.
eful for 25 determ ning the follow ng: density,

ﬁ??o?z’{@fmplker sPpErtIdc Bt §Ca alPRAdE oftbs may be

;. how a bile user -24 WD 2004/082214 -

52904/ Ogggﬂﬁghrmve%ej?‘fedfﬁ acces&tpsPhteto agases an

point as a functign of tinme and geogﬁaghy (based on

| D€ T bR bt CRccess FHGHOEaY trePudh nhhBemesfrafshi server.

units associated as function of tine. 5 The know edge

obt aF R8dM"PRESGgM Y ackITRE a FBBT| ECcthipueAnyedlisiery can be

facilitate software updates to the nobile unit.
shifted to a more appropriate distribution server.

ti

Mobility management can provide accurate information to a
server regarding the mobile unit’s location, in order to
facilitate intelligent software distribution, or e-mail

delivery, to the mobile unit.

Topology

Tracking the devices on a wireless network may include
maintaining a current and accurate topology of the network.
A topology service may be provided for constructing a
topology of the wireless network, based on information
gathered by the device manager and through mobility
management . The topology service also may provide a
visualization of the mobility information regarding the
wireless network.

A real-time map may be provided to show the current

25—
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For exanple, pushing software to a nobile unit may be
ef fected through servers distributed across an

woe@ans2at i on, and preferably through the nearBSI/US2004/005840
server. 10 If the nobile unit noves, then continued
delivery can be shifted to a nore appropriate
distribu%ion seryer. Mobility mana enegt.can provi de
acturate T Ator mationt FECErR T 2gardi Mg e Sfopiceices,
unit, s_|I g?tion” in.order to facilitate intelligent

ot Yhal'2 4l St PRBGS IS 1 0 Bo%mPFIMaEY dERFFERFY 1 tHersless
bi | it.. Topol o Tracki ng the devices on a

T et nQE T K oREy  PHEF Qg arR AP Liciig netors

and, accurate,topol o of the network. 20 A _topolo

§g?%$%eaﬁ%ySB§CSV85géeEaVoEec&ﬁ§@@9@@iH@-&hﬁ(ﬁﬁﬂégégy map .

f the.wireless network, based on information . _

geft HER e %gngﬁg'd@vP@EWﬁﬁﬁaj‘&m&ﬁ&tthr?%b}?lﬁylfyl for

nt, The topolo service _also may provide a

%@%ﬁﬂ? Sat FBA &‘”I‘(er%e (ﬁ%tl)ith?t VARG rRRYoFe r 858r di ngennected

the 25 wireless network. Areal-tine map may be . ‘

TR HELR 0 BFOFPERE cGPRBHEST- 25 PAD- 20081582214 device  is

PCT/ US2004/ 005840 associ ati ons between access points
AU T2 B sVHEDI CeSOMRANIPTHONT 1 enemPEEeBeFAg tife taken to

primary category of wireless devices. O her

COHFR Y P eV RR sOWRSF heU kil 7| BhEehesorkcedRi ch are

di scovered may be included in the topology map. 5 In

thi s rRifferthe R HEHimhitde atigieless iLaénastyuctore are
exanpl e, the owner of the nobile device and a

corfeefied, the resulting map can be used to construct a
more effective topology for improving the performance of
the wireless network. Wireless networks generally have a
hierarchical topology and each mobile device is associated
with an access point it uses to connect to the network.

As mobile wunits roam between access points, the
topology changes to reflect this movement. Mobile devices
on the wireless network can be tracked and their locations
mapped accordingly.

The mappings can reveal mobile unit traffic patterns.
Analyzing topological information can help in identifying
certain locations or regions where the concentration of
mobile devices i1s heavy or light. This analysis coupled
with observations during selected time periods can enable

effective spatial and temporal allocation of network

resources and services.

-2 6—



conmpani on personal conputer (PC). Once a device is
associ ated with a conpani on PC, neasures can be taken
W 004@802ent i cat e the owner during wirel ess acke€rES2000005840
Once the conponents in the wireless infrastructure are
di scovered, the resulting map can be used to construct

o, T eELEe e opoLon Lo LIV BN, s iretens
nsiyerks, senstallyanave g herarc eal, e aﬁgeg@m

t t tot k As nobi
uﬂ?Fgr?%a“S%%%a£5%9%2%§ego%kﬁ*%eJ¥%¥éie§anﬁﬁ;ﬂﬁ;k menagement
chan s to reft t s nove Mohi | e_devi ces
CHEDIBR bRekChbERL M than aa PAcREd VAR LRGPE Lon uellities.

| ocati ons ed accordin 20 The mappi ngs can

> reveaIAﬁDﬂ?V%ggﬁi?r?r ???% ?EEQIﬁ¥ltheAﬁ§WV¥i gdata objects
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topol ogi cal..i nformati on can help in_identify
CEPEEFAPPOEAEPORS SFPFEEFBEétWHéﬁeO?héh€oﬁé§ﬁPW§F?éndeVlceS
of npbile devices is heavy or_light. This analysis
cBepl B8 ChrehSEhSe A aded rYgl | e e sepEered devices
peri.ods can enable 25 effective spatial and tenpora
DFP@CBOPBAZGE ABt W87 RCLr ESBARE S HNAOBERY FEEST dp6ombpt ions
2004/ 082214 PCT/ US2004/ 005840 After discovering the
agBessehdf HPBs s wiFel Bearebvit ddie srmnatiddmo hgects can
network, a highly visual and naturally intuitive
apprBabh LEH ricieseisrt apr RumEhegdmentdinpgsimmal (2D) and
presented with a nunber of visualization utilities. 5

AshdeeréesenfecHRrscdvl) edebA -t he network, data objects

For example, maps, browsing tools, and other
visualization utilities and functionality may be provided
for viewing and navigating the Qireless network. An
Explorer interface may be provided for managing tﬂe
enterprise-wide wireless network. According Eo one
embodiment, Explorer functionality may be implemented in
Java, .1n order to integrate and host wireless GUI
components and devices.

A number of 2D and 3D maps may be provided. For
example, a Wireless LAN Topology view may be provided to -
display wireless domains located in the network. A Wireless
Domain view may be provided to show the wireless devices on
the wireless network. The wireless devices typically are a
subset of the usual devices discovered on a TCP/IP network.

A Disassociated Mobile Devices view may be provided to

—27—
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corresponding to representations of the discovered
devices may be created and associated with the

wale@aosried devices and popul ate an object repOBUSIING005840

Once their descriptions and relationships are stored
in the repository, objects can 10 then be used for

dﬁj‘?%%ﬂd%/ on Z[I@l:t %@fe%& no?e"yo ; 2%) éyreiVJLounséLB/ discovered on

mensi ona ex

I | i1 nd
pﬁlgégfelvgggggglssne%@g&; ould &ggsucf%grrzeg{tel%na;és'a%@é@éd with an

| . ,
IO SRR g i o atomiay
entf{£{|§$ m%ge Wi I el ss networ k. According to one
p?or

efbodi ren é%e uﬁgt onhaffEy nmay be inpl ement ed

in in_order to_i %kﬁte and host MAreI ss GU 4
conponen%s angsd35|c€§e 56 HuBEP 5 2053 -4nd & H#%%r oes
V|ded For exa VVreIess LAN Topol ogy .

Vi e?/v %Orl be® provi el Tber%l Ikaef ESOTRONE RS thz views
| ocated.in he network, A Wrel ess Donal Vi ew ma e
p?%@?ﬁ%% 9 sﬂ%ﬁF?ﬂE wWPiBFeskhaeliEedesH dFHéCﬁFr%F%s§Oblle
net E The rel ess devices typically are a_25

oE1B1 VLTS NSl DI £ SCOR S BVER BAOBN BT | gonstantly
netmork A Di sassoci ated Mbile Devices view may be
(TR t 0 28 27 WD SHEAISSSE 2 PECPET/ USPOU4/ DSg4apmediately
dIS |ay a_list of wireless devices previously

Sebiered bh CBAeviFVEless network but not currently

aSSOCIated W th an access point. A Rogue Devices view
i s pr JRETRRET 0 PECYRIGEYY & | FSBlotimegueian refeddie wireless

devi ces.
network, the management solution may also project a future

view, so that proactive measures can be taken to prevent
problems before they occur.

The above specific embodiments are illustrative, and
many variations can be introduced on these embodiments
without departing from the spirit of the disclosure.or from
the scope of the appended claims. Elements and/or features
of different illustrative embodiments may be combined with
and/or substituted for each other within the scope of the
disclosure and the appended claims.

Additional wvariations .may be apparent to one of
ordinary gkill in the art from reading the following U.S.
provisional applications, which are incorporated in their
entireties herein by reference:

(a) U.S. Provisional Application No. 60/452,663, filed

28—



5 The views are preferably dynamc, i.e. the user does
not need to rerun a query to keep the contents of the
wo e@wes22updat ed and current. Since the w rel esSBCTHES100€605840
are nobile and the wireless network configurati on may
be constantly changing, as the changes occur, they
' di y.. 40 r.ef a?] i ' l/\g S
g{agsv(‘:mg 2g)tdraieaain- ierrr{;c%vql%v%vt 0 O;B ﬁ%&&ﬁr }(QA@%&%EM‘E@? ﬁkWIRELESS
tﬁt%mg;enent solution may al so project a future
view, so that proactive neasures can be taken to

prevenfy,) R abl ek before it :Aepél?.(r:cgat {i;?gléfggggozg%?%& filed

speci fi¢ enbodiments are i S
riatio ca i nt.roduced. hes j.oent
y\n%lh%lut g%bar ioﬁé fraélrﬁpt heen%]pﬁ?cg ofﬁpﬁgﬁlggggﬁos%@% FOR
f CAPE f ' ement
all\{}A o(;réq@aqtsur esog%z%lu{]@?@@ﬂ?ﬁ??ﬁ%@ﬁﬁ% én?)%%i ment s
may be, conbined with 20. and/or substituted for each
ot her WC)t ﬁh&pt gpép%%o‘baétjocfnt @ HrSPORTY PATEEE - 69096)
en claims. Additional variations may be apparent
SORRE TS AT rady ok PRI S B TS SR aa R g R e
fol | ow oyj si onal applications, which are
i&%%%@ﬁ%r 25 entireties herein by
reference: (a) U S. Provisional Application No.
60/ 452,663, filed -28 WD 2004/082214
PCT/ US2004/ 005840 March 7, 2003 and entitled

"MOBI LI TY MANAGEMENT | N WRELESS NETWORK"; (b) U. S.
Provi si onal Application No. 60/454,966, filed

—29—
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March 14, 2003 and entitled "RELATI ONAL MODEL FOR 5
MANAGEMENT | NFORVATI ON | N NETWORK DEVI CES"; and (c)

wal@4/082pd | cati on No. (Attorney Docket No. 690BG)/S2004/005840

filed February 24, 2004 and entitled "MOBILITY
MANAGEMENT | N W RELESS NETWORK". -29 WD 2004/ 082214

Ré MUS2004 %géoisy%at is clained is: 1. A systemfor
t‘lﬁ‘%—ﬂ‘g—ﬂ'ﬂ%—ﬂﬁ'ﬁﬂgﬂ—hg nobil e devices in a wreless
network, conprising. a plurality of device agents _
Cach oy b RGErTTBEPRGE T ALY (FRY Tonegl Pecropile devices
associ ati i nformation froma  correspondi ng set of
Adt s PoT TS i REHR K rePBRSI Hikkor k;  and a devi ce
manager l?ajgapt ed to re(g%i ve the collected _association

i nf or fath o #H oY the UeViee 2PptS; theldesvies agent being

manager having a conflict resolutjon engine for

rae‘ss%lﬁ}‘reﬁg EBNf GG a R IR AN assBEPRTRBASR from 2

wher ei n the association information froman access

FOTRETRAAUAEE S FTn@CGCEeF Si BeATRyilRg tREbIVE e LAps snetwork;

which are associated with the access point. 15 2. The
emof claim1, wherein the association

information fromthe access point also includes

addr ess JPNEGENHTRRROYF PREPFSSI | €O unieosiwe chhar eollected

associated with the access point, and the conflict

PESEI UL TorP e N Ferizsesop f g Heklrdesicafagemits orche device

resolve conflicting access point
manager having a conflict resolution engine for resolving

conflicting access point associations,
wherein the asgsociation information from an access
point includes information identifying mobile units which

are associated with the access point.

2. The system of claim 1, wherein the asso;iation
information from the access point also includes address
information of the mobile units which are associated with
the access point, and the conflict resolution engine uses
the address information to resolve conflicting access point

associations to a mobile unit.

3. The system of claim 1, wherein the association
information from the access point includes time stamps
associated with the association information, and the

conflict resolution engine uses the time stamps to resolve
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associations to a nobile unit. 3. The systemof claim
1, wherein the association information fromthe

w@ewems22ppi Nt i ncl udes tine stanps 25 associ aP€ruUsion41005840

the association information, and the conflict
resol uti on engine uses the tine stanps to resolve -30

4 4 004/ 005840 ., conflijctin ccess |
O e ol BB S e PORL LS LT G
claim1, wherein the conflict resolution engine
resolves a conflict between the 5 associations of a

nmobil e, unit. .o two .or nore access points. 5. .The ‘ ,
system of c %lem SR & %l@onf'l i sl Eg?orf:onﬂmt
engi ne requests appropri ate ones_of the device ents
tloegsqounlel%tyl% ce??gﬁi%l%nt & T ESPondi ng T e 1Beg%ee“ the
conflicting associatians. 6., . The systemof claiml1,
AR THES 6T 13 QPSS S 5F EHgi AE TSEE REESREKPoints.
traffic statistics for a nobile device to resolve

whet her the device is associated 15 with an access
point._7. Tge system of claim1l, wherein the conflict _
resol ition eRGi iy §<ET uPE- based™ 2b gWheheisy st gronflict
claim 1, wherein the device agents ,obtain the _
TR Th TR bRt PENCBYS qHEPYPRGIERE RBEEsSf the device
poi nts. 9. The system of claim@8, wherein the device
REFIYeT 93 seNESYa PEGEESt PBiRTdeviceETRgERRIieg to  the

trigger the query , process of the device agent.
coriflicting assdciations.

6. The system of claim 1, wherein the conflict
resolution engine uses network traffic statistics for a
mobile device to resolve whether the device is associated

with an access point.

7. The sgystem of claim 1, wherein the conflict

resolution engine is rule-based.

8. The system of claim 1, wherein the device agents
obtain the associlation information by querying the access

points.

9. The system of claim 8, wherein the device manager
sends a request to a device agent to trigger the query

process of the device agent.
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-31 WO 2004/ 082214 PCT/ US2004/ 005840 10. The system
of claim1, further conprising a topol ogy service

w@omphgxti4 o provide a visualization of currenPCT/US2004/005840

associ ations between the access points and the 5

nobil e units, through a graphical user interface. 11.
The system of claim 10, wherein the visualization is
associated with a subnet. 10 12. The system of claim

1, wh r@in Fﬁﬁéagﬁgggﬁihgﬁ.cﬁ%ggaggti%%Iﬁ%%%gégigpr+ﬁ%ng' a

identification o i sassoci ate fle

ﬁ%ﬁ%ﬁ%&%{ %EQQQE%’é%ﬂﬁﬁggf EgpdﬁéggfégFEP vi%galization. of

on i nclud or mat’i descri bi ng

93853001 3000, LA MOBLI U L AR CEST B0l e

t or tracking an
20 col | ect

i W T r conpr.i.si ng; C LN
ggg%éﬁ%tldﬁaghpgﬁ%§ﬁ$¥ﬂef#%%ﬁ%ﬂ%ﬁiﬂ%ﬁ?%leﬁer%%%%Ss
points in the wirel ess network, the association

i nformati on froman access point including information

i dentifying.nobile unit i,ch_are associated with the .
access big?ﬁaﬁﬁ§ nggﬁgﬂﬁb1@0nWﬁFE?FHth%d%%%uallzatlon
poi nt associatio t hr qu a conflict resolution
@ﬁgi%éoqgaf%@ﬁéa/ao&%ﬁe%/ US2004/ 005840 15. The

nmet hod of claim 14, further conprising using network
traffic statistics for a nobile device to resol ve

12. The system of claim 1, wherein the assocciation
information includes identification of disassociated mobile

units.

13. The system of claim 1, wherein the association
information includes information describing disassociation

of a mobile unit from an access point.

14. A method for tracking and managing mobile devices
in a wireless network, comprising:

collecting association information from a plurality of
access points in the wireless network, the association
information from an access point including information
identifying wmobile units which are associated with the

Ay

access point; and

resolving conflicting access point associations

through a conflict resolution engine.
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whet her the device is associated with an access point.
5 16. A conputer system conprising a processor and a
w@e@gnsarist or age devi ce readabl e by the conputBCT/US2004/005840

system tangi bly enbodying a program of instructions

executable by the processor to performthe nethod

clainmed in claim14. 10 17. A program storage device

readabl e by a machine, tangibly enbodying a program
chjne to perform

of insfguctions ecutaple b he

t he ne%%bd % giﬁég ?% a?%?{%.iﬁS gg?tﬁﬁﬁoﬁ%@?é%sa%gaUSing
'gg@! ranspitted _ipn.one or _nore segments in a

?#ansﬁ%%s?%%gﬁﬁ iﬁﬁ?ghfgﬁcﬁnGSHi@smqgﬁ%ﬁwﬂﬁW%ﬁ%;to resolve

ecut able by.a conputer to performthe nethod .
&%e%n%e iﬁ%%ﬂi&iﬁ.l%oﬁ%@‘: At hBUt R oR Nt R @ERPAGPAKTE -

managi ng nobile devices in a wreless network,
conprising: discovering wireless devices connected to
the w (teles%f networ k; collecting association
inforﬁg i on®f FOMPREEEs SY5FTiSHt SO $irg agspEPserenr and a
i nformati on fron1%£vgccess poi nt i ncl udi ng
[

TG fEE | BROFaERt iTIUTE areafelehe &¥sddiat Fempbéeweatysten,
t he 1§%6mo 2004/ 082214 PCT/ US2004/ 005840 access
R P &t TN 25 Hevh vect bors proviwialgle by
a.visualization of current associ ations between the
AN R PF IR dritl RYTTresp IR M tedc babted win et basm 14
devi ces.

17. A program storage device readable by a machine,

tangibly embodying a program of instructions executable by

the machine to perform the method claimed in claim 14.

18. A computer data signal transmitted in one or more
segments in a transmission medium which embodies
instructions executable by a computer to perform the method

claimed in claim 14.

19. A method for tracking and managing mobile devices

in a wireless network, comprising:

discovering wireless devices connected to the wireless

network;

collecting association information from access points,
the association information from an access point including

information identifying a current association between the
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5 20. The nethod of claim19, further conprising

tracking a nobile wireless device connected to the
wowRmelgxss network by using the coll ected assoRCHUSZINA/005840

information. 10 21. The method of claim 19, further

conprising: generating nobility information by

C i,dat i ol Lect ed, associ ati on i_nformation
R RRE LY S A R R T B PR b PP etruael; and

i nfor Lon;.and | ogging.the resolved nmobility o

inforﬁg%éggngQSEﬁZ%Qﬁ%%%ﬁﬁﬂﬂﬂ”bfo | af WFIORE T (R Freelations
risin det ecti ng unaut hori zed rogue devices ’

CONMEETad 15 t RECORPr ol ud- Rerist kOBB 980 FhES et at ed

: im1l further conprising detecting
3%£%£%ﬁ?z§%v%%%%83 poi nts. 24. The nethod of claim
19, further conprising detecting disassociated nobile
units. 25 25. A system conprising a processor and a
progr -34 2004/ 082214 PCT/ US2004/ 005840 storage
devi c& teadablg by thReconputdrisgysidm Fanghery comprising

nbodyi ng a program . of i nstructions executable by the
EFE% 3 MrhieESte O8vd cel sPmeactadctai Wha dwiseless
26.. A praogram storage devi ce readabl e by a machi ne,
tHHT B qﬁg&ﬁt}b%%%gt%? Frogreri o a9se¢irtiensinformation.
executable by the nachine to performthe nethod
clainmed in claim19.

21. The method of claim 19, further comprising:
generating mobility information by consolidating the
collected association information and resolving any
conflicts in the collected information; and

logging the resolved mobility information.

22. The method of claim 19, further comprising
detecting unauthorized rogue devices connected to the

wireless network.

23. The method of claim 19, further comprising

detecting unauthorized access points.

24. The method of claim 19, further comprising

detecting disassociated mobile units.

25. A system comprising a processor and a program
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27. A conputer data signal transmtted in one or nore
10 segnents in a transm ssi on nmedi um whi ch enbodi es

WO o824 ons execut abl e by a conputer to perfRCTUS1064/005840
method clainmed in claim19. 28. A system for tracking
and managi ng nobile devices 15 in a wreless network,

ONPF I W Ofy, dev ce a each device
ggenté%%P%8V§ggs#§%g%'to N | &2¢ gg&gg,gg,ﬁwetem tangibly

| SRR APLAGN 4 | BLA-o0 LPSPANAI G oL, O 200esS 2 TS che

in the wTeles

o] 0 associ.atjon |nfornat|on from
:éﬁ?%%%é%$i%§ %#Pgéch%gea@%ﬁ?gd thelmedotPatiaam 19.
i nformati on froman access point including

information identifying a current association between
t he ac £S5 go int and ag associ_ated w rel ess devi ce;
5 e

and 25 a topoP089r§@r§ &2H8apf¥d Ceo [SPeide Y a machine,

t of access oi nts_and correspondi ng
RS el ind F BB Dova) Dasmact sons exseutable by

04/0 5840 ?eV|c Ss. 29. The system of claim
fg Usé%el th bR el st e el moebatm 19.
points to the plurality of 5 device agents to bal ance
a workl oad across the device agents. 30. The system
wherein the device agent regularly polls

f cl 2
?hecc 'fLs TR EEt 96t 2asdeds lpsransmibtedoin one or more

det ermi ne chan es to associ ati ons of the access .
ts in 9 transmission medium which embodieg

instructions executable by a computer to perform the method

claimed in claim 19.

28. A system for tracking and managing mobile devices
in a wireless network, comprising:

a plurality of device agents, each device agent being
assigned to collect association information from a
corresponding set of access points in the wireless network;

a device manager adapted to receive the collected
association information from the plurality of device
agents, the association information from an access point
including information identifying a current association
between the access point and an associated wireless device;
and

a topology service adapted to provide a visualization

of access points and corresponding associated wireless



31. The systemof claim28, wherein the device agent
queries the corresponding set of access points to

WO e@ues214 associ ation information fromthe accRSEUS2004/005840
points. 15 32. The systemof claim 28, wherein the
devi ce rmanager consolidates the collected information

q@?v{gé | ves any conflicts in the collected .
informati on. 20 33. The system of claim28, wherein

the association information fromthe access point is
retrieved froman association table nmaintained by the

access2§9|ntThéSQJystenl of claim 28, wherein the device

manager assigns the access points to the plurality of
5 device agents to balance a workload across the device

agents.

30. The system of claim 28, wherein the device agent
regularly polls the corresponding set of access points to

10 determine changes to associations of the access points.

31. The system of claim 28, wherein the device agent
queries the corresponding set of access points to request

association information from the access points.

15
32. The system of claim 28, wherein the device
manager consolidates the collected information and resolves
any conflicts in the collected information.
20 33. The system of claim 28, wherein the association

information from the access point is retrieved from an

assoclation table maintained by the access point.



