-1- DATA STORAGE SYSTEM REDUNDANCY SCHEME VERI FI CATI ON
BACKGROUND [0001] Data storage systens often use
redundancy schenmes to reducé-the |ikelihood of data

| oss. Redundancy schenes conmmonly include storing

data on nmultiple physical or 1ogical devices. If data
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Dat a storage systens that use redundancy schenes

often include the capabididpedcanuerify the integrity
of the data in the system For exanple, in a data
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[0003] Data storage system redundancy scheme
verifications have certain common disadvantages.
Verifications often require significant system resources
such as memory and processor capacity. Verifications often
require significant amount of time and can negatively
impact a user’s experience in terms of user interaction
with the storage system.
SUMMARY

[0004] Data storage systems are provided. Some
embodiments of data storage systems include a storage
device controller and a plurality of storage devices. The
plurality of storage devices are illustratively in a
redundancy scheme and the storage device controller
receives from the plurality of storage devices a plurality
of symbols. In one embodiment, each of the plurality of

symbols is representative of data in the redundancy scheme,



-2- and the storage device controller verifies the
consi stency of the redundancy schene based at | east
in part on the plurality of2synbols. BRIEF

DESCRI PTI ON OF DRAW NGS [0005] FIG 1 is a block

di agram of a storage system 0006] FIG 2 is a flow
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DETAILED DESCRIPTION
[0011] The present invention is generally directed to
data storage systems and methods system involving
redundancy scheme verification. The present invention is
particularly suited to use of a storage device controller
to verify consistency of the redundancy scheme for a
plurality of storage devices. In certain embodiments,
consistency is verified by the storage device controller
using symbols that are representative of at least a portion
of data in the redundancy scheme. While the present
invention is not necessarily so limited, a better
understanding of the invention will be found by reading the
detailed description and exemplary embodiments that follow.
[0012] FIG. 1 is a block diagram of an illustrative data
storage system 100. While embodiments of this disclosure
are described in terms of system 100, variations on system

100 and other systems should be considered within the scope



are described in terns of system 100, variations on
system 100 and ot her systens shoul d be consi dered
wi thin the scope -3- of the-present disclosure. System
100 includes a host conputing device 101, a storage
device controller 111, and storage devices 120, 130,
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[0013] Storage device controller 111 manages a plurality
of storage devices and presents them to host computing
device 101 as logical units. Controller 111 is capable of
employing numerous redundancy schemes such as, but not
limited to, mirror configurations and parity
configurations. One embodiment, not by limitation, of a
storage device controller 111 is a RAID controller.
Controller 111 includes front-end interface 112, back-end
interface 113, processing unit 114, and memory 115. Front-
end interface 112 enables controller 111 to connect to, and
exchange data with, other electronic devices such as host
computing device 101. Back-end interface 113 enables

controller 111 to connect to, and exchange data with other




end interface 112 enables controller 111 to connect

to, and exchange data with, other electronic devices

such as host conputi ng devite 101. Back-end interface
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relatively large capacity such as several gigabytes to a
terabyte or more. Media 124 illustratively stores
information in solid state media, magnetic media, optical
media, and/or any other storage media. Storage devices
130, 140, 150, and 160 include the same or similar
components as storage device 120, and the components are
numbered in FIG. 1 accordingly.

[0015] FIG. 2 is a flow diagram illustrating a method
200 of verifying the correctness of redundant data in a
redundancy scheme for systems such as, but not limited to,
system 100 in FIG. 1. At step 210, symbols representing
data are generated. The size of the symbol is optionally
selected. Any size or combination of sizes may be used.

The symbols representing the data are illustratively



200 of verifying the correctness of redundant data in

a redundancy schene for systens such as, but not

limted to, system100 in FFG 1. At step 210,
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operations such as, but not limited to, “XORing” functions,
concatenating, hashing, and error detection codes are also
illustratively used to generate symbols. Many various
methods are known that transform a set of data into a
smaller representation of that data (i.e. a symbol), and

all such methods are within the scope of the present

disclosure.
[0017] It is also worth noting that the generation of
symbols is not limited to any specific device. For

example, and not by limitation, symbols may be generated by
a controller such as controller 111 in FIG. 1, by storage
devices such as devices 120, 130, 140, 150 and 160 in FIG.
1, by host device 101 in FIG. 1, or by any combination

thereof. In one embodiment, storage devices generate



di scl osure. [0017] It is also worth noting that the
generation of synbols is not limted to any specific
device. For exanple, and nof-by linitation, synbols
may be generated by a controller such as controller

111 in FIG 1, by storage devices such_as devices
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generate symbols are illustratively wunique to the vendor
producing the data storage device, such that all storage
devices need to be from the same vendor to verify the
consistency of a redundancy scheme. Functions to generate
symbols are also illustratively implemented as industry
standards allowing the interchange of storage devices from
different vendors.

[0019] At step 220, the symbols representing the data
are illustratively transferred to a storage device
controller such as controller 111 in FIG. 1. Step 220 is
not limited to any particular methods or devices. In one
example, symbols are transferred to a controller upon a
request by a controller. In another embodiment, storage
devices transfer symbols to a controller without a request.

For example only, and not by limitation, a storage may



standards allowi ng the interchange of storage devices
from different vendors. [0019] At step 220, the
synbol s representing the data- are illustratively
transferred to a storage device controller such as
controller 111 in FIG, 1. Step 220 is not limted to
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is used to generate the symbol for data and for redundant

data.
[0022] In one embodiment of step 230, symbols are
compared to verify the correctness of redundant data. For

example, in a mirror configuration, a symbol for data and a
symbol for redundant data may be compared. In an
embodiment, 1f the comparison determines that the two
symbols are the same, this is an indication that the
redundant data in the redundancy scheme is correct. If the
comparison determines that the two symbols are not the
same, this is an indication that the redundant data in the
redundancy scheme is not correct.

[0023] Step 230 is not limited to any particular method

of using symbols to verify the correctness of redundant



[0022] In one enbodi nent of step 230, synbols are

conpared to verify the correctness of redundant data.

For exanple, in a mrror coffiguration, a synbol for

data and a synbol for redundant data nmay be conpared.
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interface (e.g., 11 in FIG. 1). Some embodiments of

method 200 only transfer the symbols that represent the
data and symbols that represent the redundant data across
the interfaces. Also for example, some embodiments of
method 200 only require a storage device controller memory
(e.g., 115 in FIG. 1) and processing unit (e.g., 114 in
FIG. 1) to store and compare symbols representing data
and/or redundant data, and not all of the underlying data
and/or redundant data.

[0025] As was previously mentioned, method 200 is
illustratively appropriate for use in any of a variety of
different types of redundancy schemes such as, but not
limited to, mirror and parity configurations. As an
example of such a scheme, FIG. 3 is a schematic diagram of

two storage media in a mirror configuration 300. In a



met hod 200 only transfer the synbols that represent

the data and synbols that represent the redundant

data across the interfaces:?Also for exanple, sone
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An illustrative example of a mirror configuration in which
method 200 is used includes two flash memory devices or two
hard disc drives in a RAID 1 configuration.
[0026] Some embodiments of method 200, by example only,
and not by limitation, are practiced in systems that have a
mirror configuration redundancy scheme. In one example of
such an embodiment, for illustration purposes only, symbols
are generated for each block in configuration 300 (i.e.
315, 316, 317, 325, 326, and 327) and transferred to a
storage device controller. The storage device controller
then compares the related blocks (e.g. 315 to 325, 316 to
326, and 317 to 327). In such an embodiment, if the
symbols for the related blocks in the mirror configuration

are the same, this is an indication that the wunderlying



i n which sone enbodi nents of nethod 200 are used

i ncl ude any nunber of storage nedia each with any
nunber of blocks. An illust¥ative exanple of a mrror
configuration in which nethod 200 is used includes

two flash nenory devices or two _hard djsc drives in a .
dag@ Dif &S g RS -on. 2D 0 38R tso e nFERHURIRANC Yor SCheme  is

cdmRlikedm00, byrexaml g ABbYs AHF Noe D¥ehhEkbatboHeks are
are practiced in systeirts that have a mrror

diddefriegir,at tlohs r edurdantydscaehen thagnetlexanpflerdfing data
. such,_an .enbodi nent or .illusiratio rposes only, .
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transferred to a storage device controller. _ The
[002ddage dévi cenienl | etllyderaebrpar e§XeHBlee| at 89t  bY
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muleligtled ddondass i suthe as,r riout conti gumsttiesh tar eonke hundred

S , this is an indication that the underlying -10- .
A Y et Do GHOTS hat Tohett CTRAHESTSUnBE FYmbol is
geRRASIEEN £olf  thgsymiaksvianatihe s&b@ded bl ocks argother

different, this is an indication that the underlying

emipicd meing ,nodne heysined, bndgeheratkd rigunduhtjrdehemctors.

ror® dimp1@@nsist ebilds & ”‘Eeregﬂnggpédd%% LS A%ip of two
correcr). [Cﬁﬁeﬂ h-anot er °F | PUstratrve eéxanple,” not

sdaytord nbtatfican, aeaptoupy o6k |idhe ohlindueat | ®acSOPs . In vyet
includes  nultiple sectors_such as, but not limted

anog heghn STIRAMTRNE aneRe werthosi dift Isted 1frpnall of the

sciadi nent,, aRggsynbol is generated for each
i ndi vi dual sector. In another enbodi nent, one synbol

[G028&]ener &sedahothaul texdmpbectadr san Fappkkanpl @, mveindancy
SHIRD! B bey doner 2ot (0 B L0UR OLohu . SECOLS00n of
thideodi gestagOnemeyibol 15 ggnergeitf or cahkighrtbéon 400.
Configuration 400 includes three parity blocks or parity
stripes, stripe A, stripe B, and stripe C. Other
configurations in which embodiments of method 200 are
practiced include any number of storage media, parity
stripes, and parity configurations. Parity stripe A
includes two data blocks 451 and 452, and one parity block
453, Parity stripe B includes two data blocks 461 and 463,
and one parity block 462. Parity stripe C includes two
data blocks 472 and 473, and one parity block 471. 1In
parity configuration 400, no data in a stripe is 1lost if
one of the blocks in the stripe is lost.

[0029] Each parity block illustratively includes the
result of performing the “exclusive or” (“XOR”) operation

on the data blocks. For example, in a very simplified



sectors in a block. [0028] As another exanple of an
appl i cabl e redundancy schene, FIG 4 is an
illustrative schematic diagrdm of three storage nedia
in a parity configuration 400. Configuration 400

includes three gari ty blocks or parity . striges, "
siguatgens, 41t peleckaddlst#ipeet. thepgight Dit word *1111
00T | Ghig algiens Bdlrbé%“ ghoemhodident 5o ok 1 @Rihadh 20Qo2B€ w1010

practiced i1 nclude any nunber of storage nedia, parity
108t0r.i"pes, Thad yreniltty odnf PFORangbHnsthePartivoy wordpe ¥ 0101

i.ncl,udes..two data.,bl ocks 451 and, 452, and an rit
10385ck 485 PRFPEJCstre pECRERRcI oS3 Ydar SO Bk od 1f

ei4bhbranthd63ataafd M JAridy brogk2463% Rsgt  YtBEr dB€a can
Cincludes two data blocks 472 and 473, and one

bep areqgvazest kovi 7 1XORANGha tiey ramwinjdicat 4 40bockowith the
in ipe is | j f of ks @ th :
o2 "G P oood o dtR ) (PRSPl bR Maricy
caonflivstraatiiors yin ndtbitste smétieod r 2601l i solispdr fiaciudg ttheree or
"exclusive or" ("XOR!) operation on the data bl ocks.
MOESy | BEMPTY qdG¥LGes| REl PATey AiFE <TIVRR i of, 2d&RdP 3

4 ,blsocle A%l HFHiepAhe £l ght bit word "1111 0000" and
data bl ock 452 stores the eight bit word "1010 1010."

[0PROIr esulSomsf emteRlimentheof wonekhdwods 360 " Obp1exagpde” only,

This .result.is stored in parity.block 453. Lf it her
anf o BRG] Sfe hBbhbYi fedrtn REepkhy Erkhave -
palrE ey ed &if DyuradRbmoretitadaasni Hoken@at a Pigck sMid a flow

the parity block. Illustrative exanples of parity
diegferyuPht i MR il INftdRtidteho8%200lrs ke | MEFHE 500 of

AR SdBEE S LPTRY) sekiencD, daieha! Spsprgin co
meSdrrel e:ntb@dl mssbépnﬁtﬂmd Q@r@boh‘y exengeneardted &and each
b oodd M A 901 & S PEASL! S8 BoSURtEMBaLARs TR 4s2,
461, 463, 472, and 473 in FIG. 4. At step 520, the data
block symbols are transferred to a storage device
controller such as controller 111 in FIG. 1.

[0031] At step 530, the storage device controller
determines an expected symbol value for data blocks in a
parity stripe. For example, in parity configuration 400 in
FIG. 4, the symbol for data block 451 and the symbol for
data block 452 would be used to determine the expected
symbol wvalue for the data blocks in parity stripe A.
Similarly, the symbols for data blocks 461 and 463 would be
used to determine the expected symbol value for data blocks
in parity stripe B, and the symbols for data blocks 472 and
473 would be used to determine the expected symbol wvalue
for data blocks in parity stripe C.



parity configuration redundancy schene. FIG 5 is a

flow diagramof one illustrative exanple of a nethod

500 of verifying data in aBarity redundancy schene

according to nethod 200. At step 510, synbols are

enerated for each data block in a parity stripe such
[Og’é"zdata Birockynesiemagdiments), 483, 4F3IusSiradtars i purposes
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either step 510 or 540 1is illustratively performed before
the other, or the two steps are performed in parallel. In
one embodiment, the storage devices generate symbols for
each data and parity block in advance such that the symbols
are ready to be transferred to the controller upon a user
or machine generated request. In yet another embodiment, a
storage device controller generates the symbols. Symbols
in an illustrative mirror configuration such as
configuration 300 in FIG. 3 are similarly prepared in
advance and/or by a controller.

[0034] At step 560, the storage device controller
determines the consistency of the redundancy scheme based
at least in part on the expected symbol values of the data
blocks (generated/determined at step 530) and the symbols

for the parity blocks (generated at step 540). In one



[0033] At step 540, synbols are generated for each
parity block in a parity stripe such as parity bl ocks
453, 462, and 471 in FIG 43-At step 550, the parity
bl ock synbols are transferred to the storage device
controller i.s worth noting that enbodlnents of
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bl ock 462, and the expe value for bl ocks
“XORA rggfd thE/ Jatsa conpal ecks o45heasgirm512 fiar Fger.i ¥y and then
%ﬂ ock 471.

St LO0RL AR QU T 0Bk 97 o
redffler Mmedhar GeRerah®thbl or value as generating a symbol
for both blocks 451 and 452 according to step 210, and then
“XORing” the two symbols or values to generate the expected
symbol wvalue. In such cases, if the data in the parity
blocks and the data blocks are related to each other in an
“XOR” relationship and the redundancy scheme is consistent,
the comparison at step 560 results in a determination that
the expected symbol value of the data blocks is the same as
the symbol for the parity block. This provides a method of
verifying the correctness of the data in the redundancy
scheme. Conversely, if the comparison determines that the
expected symbol value for the data blocks and the symbol
for the parity block are not the same, this provides an

indication that the data in the redundancy scheme is not



at step 530 are illustratively cal cul ated by
performng the "exclusive or" ("XOR') operation on
the data bl ocks synbols genérated at step 510. In an
enbodi nent, the resulting expected synbol values are

the sane as synbols generated from data obtai ned by
CQFEEGr nl hget hdlatax Vel denet: bepErspvekabhet et a "storage

(YA a bl ocks. For exanple, "XORing" the
deg{al%? |v>r$%lqoc%%) ‘451 and 452 in FIG 4, and then
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ofyaldrta| nrsdundeasys, sdhemes daesei nvekaéopsr i tyelationships
bl Gk S cfag%;,at}?d d?%&l%zg&é(sdggg r eb%géigm%n‘égc%fo%%od 200

in an relationship and fhe redundancy scheme ' iI's
get@sitd elikpectieel Ceppdbilsonadtiest epabé resotht sthen ararious
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ge@mmedresh| yinsteatie cxodpaersdnadeber msedbasest then symbols
val.ue for the_data bl,ocks, and the
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refymndsaty sdabr apremmpdatst fraget heeviide igarieky ) of parity

L.SCU preyi ody of
st et FRE e LRk E M FR p SRR D dats  and
regemel=ait gptexpect ed synbol val ues. Parity
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val ues based upon the various
as was previously described in an illustrative mirror

configuration embodiment. In some embodiments of such
cases, symbols and expected symbol values are generated for
individual sectors in a block. In other embodiments, one
symbol or expected symbol value is generated for a group of
sectors. In yet another embodiment, one symbol or expected
symbol value is generated for all of the sectors in a block

[0038] Method 500 provides many advantages over
conventional parity redundancy scheme verification methods.
For example, in one conventional method, all of the data
from the data blocks and parity blocks is transferred to
the device controller. The device controller then “XORs”
the data block data and compares the result to the parity

block data. This conventional method requires significant



possi bl e rel ationships. In other enbodi nents, for
exanple only, and not by limtation, no expected
synbols are generated, inst¥ad a determination is
based upon synbols for data bl ocks and synbols for

parity blocks. In sonme enbodi nents, nethods of
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schene verification nethods. For exanple, in one
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ck n r Iock s tr nsferred t t he .devi.c
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he” devi ce con
1zzhat a 3 ,ocka dat B5s andag@nped eSnt Recresul t Eta@ht heediar iincludes
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a simsfif caflentifiest olhfe ddhieEsandaontiedighdy blocks are
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In performng t operation, in co aring
artehelalaegeddatna BEES. 6$ome Medbdali Heens idiensetéod pOOvide a

ey tbere burdensy |0 sore etood, Iogt s o, RIS aucn
tHartare?afcqf sl {4 oFah hee stiRt gde1 deviensik9eline Each block 660
wﬁ:%rltnr Ozllrgerdlgngorresponds to a unique address 670 that is
used to identify the block. Each media includes any number
of blocks 660. This is illustrated in FIG. 6 by showing
blocks 0, 1, 2, 3, 4, 5 . . . N-1, N, where N is any
number. Blocks 660 illustratively store any amount of data
such as, but not limited to, 512, 1024, and 2048 bytes.
[0040] Some embodiments of the present disclosure, by
illustration only and not by 1limitation, such as system
100, methods 200 and 500, and configurations 300 and 400,
employ configuration 600. Some embodiments of the present
disclosure also employ other configurations known in the

art such as cylinder-head-sector scheme or extended

cylinder-head sector scheme.



the controller only needs to performoperations on the
synbol s and not on all of the underlying data. [0039]
FIG 6 is a schematic diagrai-of an illustrative
storage nedia configuration 600 with an addressing

system Configuration 600 includes two storage nedia
[ land GfEPs Melrb GepeaRgec XYeRels | pushr &8 @1y in FIG.
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EsaBY0 RAFHWH % BF her o%famﬁrté%d&ne FocRD & ipent,
£ Hel @M SR R 101CdeSs A Se SeL8REFNBLY¥3aRE the device controller

and used to verify the consistency of the data in the
redundancy scheme. In an embodiment, the device controller
optionally  processes the combination. Illustrative
processes include, but are not 1limited to, extracting
and/or parsing address information, redundant data
information, and/or a time stamp.

[0042] It is to be understood that even though numerous
characteristics and advantages of various embodiments have
been set forth in the foregoing description, together with
details of the structure and function of various
embodiments, this detailed description is illustrative
only, and changes may be made in detail, especially in
matters of structure and arrangements of steps within the

principles of the present disclosure to the full extent



optionally used in generating synbols in both mrror
and parity configurations. In an enbodi nent, data
fromone block or nultiple-Yl-ocks is conbined with
its or their respective block addresses. In other
enbodi nents, other information may al so be conbi ned

ingdjqptad abiyl nehst fpadrheenggalestedningt £F afge terms in
[ r nat ar il el

conbi r?e éer{é%fq{’) @d g&er aateﬁeon éﬁb}té%ﬁécﬁ/h fin addition,
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sttorr%.nSf erre%eto the OU. entar %[1 fo u%'g"l O and

verlgrey tHE “EOHsi st y of t &%ardd n T oeundg cpy
spidhieaf ltheaigydledument, the device controller

optionally processes the conbination. Illustrative

processes include, but are not |limted to, extracting

and/ or parsing address information, redundant data

information, and/or a time stanp. [0042] It is to be

under st ood that even though nunmerous characteristics

and advant ages of various enbodi nents have been set

forth in the foregoing description, together with

details of the structure and function of various

enbodi nents, this detailed description is illustrative

only, and changes nay be nade in detail, especially in

matters of structure and arrangenents of steps wthin

the principles of the present disclosure to the ful

extent -17- indicated by the broad general neaning of

the terms in which the appended clains are expressed.

In addition, although the enbodi nents descri bed

herein are directed to



hard disc drives and flash nenory devices, it will be
appreci ated by those skilled in the art that the
teachings of the disclosure8can be applied to other
types of data storage systens, w thout departing from
the scope and spirit of the disclosure. WHAT | S
WHATALGE MEP IR:data storage system conprising: a
plurality of storage devices arranged in a redundancy
schene; and a storage device controller arranged to

1.veA fptehetores systen corphd siedgundancy schene
respon ivel&%o aﬁgl%ralit of .synbol s, each .of the
pl uPaPrty 23t YsPib 51-S 158 &eW&6¥§%€ﬁF§ﬂg$ of* & | east
a portigeRhdd} iseHhR ;r edidndancy schene. 2. The
data storage systemof claim1l wherein the storage
deviac & tegmageo deari cge rongired liehe agyngipelesl t2. vEd fyattde
st or age [ wherei i f oo
Storage SEORIErYste Rt P FETIBAY AR sobptinsive
storage syskemlafradliaiymor shyebeils,t kacdy diolthe almrality
generated from a_mat henati cal process and are snaller
than t he OfaSTRRleh SO FERFEF IRy & Rk andypast a
representyortionRE dalkd Shorage rYRERERYy ddidhel
wherein at | east one of the data storagé devices
i ncludes solid state nenory. 6. The data storage

systemof claim.1l wherein at. | east qne, of .the.dat

2.5} AP Eq eBiay FEeE A0 Y EeS T in G e APy S TRE dReFage

deSti@eagontyslle@rohetlediafcl Wher @limbafll s/.east one of the
data storage devices is a solid state drive (SSD) and
at | east one of the data storage devices is a hard

3,91 glhe dibiive SeldBe it of daLAmSLONAG VS LD

conpri si ng:
plurality of storage devices generate the symbols.

4. The data storage system of claim 1 wherein the symbols
are generated from a mathematical process and are smaller

than the data in the redundancy scheme that they represent.

5. The data storage system of claim 1 wherein at least one

of the data storage devices includes solid state memory.

6. The data storage system of claim 1 wherein at least one

of the data storage devices includes magnetic memory.

7. The data storage system of claim 1 wherein at least one
of the data storage devices is a solid state drive (SSD)
and at least one of the data storage devices is a hard disk

drive (HDD) .



a storage device controller; a first data storage
device having a first set of data and a first synbol
that is representative of th&- first set of data,
wherein the first data storage device transfers the
first. synbol to the storage device controller; and a
8.sefofi@ tda sk OFPGica gy SEEN COMRASAEYE second set of

dat% %Qg g%e%ﬁﬂgx%%QQQtrEﬁﬂ%rLs representative of

the second-set © ta, whereid the first set of data

and at lfe reec diad as ett cafagdaidevaice pavtingf aa ficetmmet of data
ein the second data .storage

redundan;gﬁgchene and wher e i %gthe
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det er m ngeivégeoft rametiiears ¢hendtirstheyaded ite the storage

conmon r%%%qg%p%¥n%%Qﬁ§%bgfa %psistent based at | east

in part on the rst s and the second synbol.

10. aThecdaida dstter agersye! eavdiceC haviing sheseriond ket of
comon redundancy schene conprises a mrror .
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is consistent conprises conparing the first synbol to
t he secownd shataoland the Heeothd @est afagatsy strempefrt of a

claim 1l wherein conparin he first nbal t he
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The data storage systemof claim9 wherein the common

redundandp &&§emt XS 0s¥d ce soNtEPld6ati gurati on and

wherein the determ nation of whether or not the data

IS consistent conprises generating an expected synbol
9.vallhe data storage system of claim 8 wherein the storage

device controller makes a determination of whether or not
the data in the common redundancy scheme is consistent
based at least in part on the first symbol and the second
symbol.

10. The data storage system of claim 9 wherein the common

redundancy scheme comprises a mirror configuration.

11. The data storage system of claim 10 wherein the
determination of whether or not the data is consistent

comprises comparing the first symbol to the second symbol.

12. The data storage system of claim 11 wherein comparing
the first symbol to the second symbol comprises determining

if the first symbol and the second symbol are the same.



based at |least in part on the first synbol and the
second synbol. 14. The data storage systemof claim8
wherein the first and secorf®-synbol s are generated by
the storage device controller. 15. The data storage
systemof claim8 wherein the first synbol is
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(SSD) and the second data storage device is a hard
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[ first plurallt
sya@@ﬂesses, a flrst plurality of data blocks, and a
first plurality of synbols, wherein each of the first

plurality of data bl ocks corresponds to one of the
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the first plurality of data bl ocks conprises data,

angn@eReade isymbied sf iarst generaltiedy byofthey mberader deyased

in part on the data in the first plurality
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conpr|5|ng a second nmedia identifier, a second
plur |t of bl ock addresses, a second plurallt% of
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16. The data storage system of claim 8 wherein the first
data storage device is a solid state drive (SSD) and the

second data storage device is a hard disk drive (HDD).

17. A data storage system comprising:

a first storage device comprising a first media
identifier, a first plurality of block addresses,
a first plurality of data blocks, and a first
plurality of symbols, wherein each of the first
plurality of data blocks corresponds to one of
the first plurality of block addresses, wherein
each of the first plurality of data blocks
comprises data, and wherein the first plurality
of symbols are based at least in part on the data

in the first plurality of data blocks;



corresponds to one of the second plurality of block
addresses, wherein each of the second plurality of
data bl ocks conprises data,-dnd wherein the second
plurality of synbols are based at least in part on
the data in the second plurality of data bl ocks; and
a storggendedteg a@endeniicsr adyir hedfiS ide$egond media
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the second plurality of synbols corrésponds to one of
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21. The data storage system of claim 19 wher.ein.each
of the PARBE auiBA 6T Paingrs ts AASRorids B econd
group of pisgehany @ff e f YiYcky;u=ald ty of data

bl ocks, and wherein each of the second plurality of
synfolsE @G Seorde Cond rogrieyp thats dersifs st & he

second pl | I . . tora
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second symbol.

18. The data storage system of claim 17 wherein each of
the first plurality of symbols corresponds to one of the
first plurality of data blocks, and wherein each of the
second plurality of symbols corresponds to one of the

second plurality of data blocks.

19. The data storage system of claim 17 wherein each of
the first plurality of data blocks and each of the second

plurality of data blocks comprise sectors.

20. The data storage system of claim 19 wherein each of
the first plurality of symbols corresponds to one of the

sectors of the first plurality of data blocks, and wherein



are generated using the sanme mat hematical process. 23.
The data storage systemof claim22 wherein the
synbols of the first plurali®y of symbols and the
second plurality of synbols are each smaller than the

data used to generate _the synbols. 24. The data
eaghy ofg & hey seeanct Rdiugiehizy ife saMPolife calRsRondg £o one
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bits than the data use nerat et he synbol s.
The data storage syst em of cla|n117 wherein the flrst

st orage d Vi C a solid e .dr.ive and t he
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the first plurallty of symbols corresponds to a group of
sectors of the first plurality of data blocks, and wherein
each of the second plurality of symbols corresponds to a

group of sectors of the second plurality of data blocks.

22. The data storage system of claim 17 wherein the first
plurality of symbols and the second plurality of symbols

are generated using the same mathematical process.

23. The data storage system of claim 22 wherein the
symbols of the first plurality of symbols and the second
plurality of symbols are each smaller than the data used to
generate the symbols.

24. The data storage system of claim 23 wherein the
symbols are each smaller comprises the symbols including

fewer bits than the data used to generate the symbols.

25. The data storage system of claim 17 wherein the first
storage device is a solid state drive (SSD) and the second

storage device is a hard disk drive (HDD).





