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[0005] As one type of security against unauthorized modification of programs,

digital signatures are employed in computing systems. Well-known schemes to detect if a
program has been altered, tampered with, or modified include the use of digital signatures. A
unique representation of the program is created, through, for example, a hashing algorithm

such as the Secure Hash Algorithm (SHA 1) or MDS3, prior to execution of the program. The
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[0009] It would thus be desirable to have a model that works around the above-

mentioned limitations and performs an integrity check on modules of a computing device.
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FIG. 5 is a flow chart depicting the use of the locally stored signing key to verify a

program.
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for storage of mformatlon such as computer readable instructions, data structures, program
modules or other data. Computer storage media includes, but is not limited to, RAM, ROM,
EEPROM, flash memory or other memory technology, CDROM, digital versatile disks
(DVD) or other optical disk storage, magnetic cassettes, magnetic tape, magnetic disk storage

or other magnetic storage devices, or any other medium which can be used to store the
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to then:mﬂeuil bss }1216 butamy e epnentiadday eiher dnterfaog érl%bv%ﬁrugagﬁseﬁﬂ"h asa
icati he

parai g, 3R 50 ARt P B UL SRRt L e e o

dlsplalyen‘reelcé ds allsd> Losmrreateé to Hiaet $ysmn busni Hi viarpp intgefpccasuch as a video

mterf?c'elf]gﬁﬁﬁl tcgﬁ% Inferghtr Qe st tlésx’?ilagﬁx%m qgmda?ldﬁiﬂﬁi to

€ conpu er rough” i nput
momt@lel@ ¢ @6m§1!ut6ﬂ§ &/ ﬂsd(ﬁ;lhld@bﬁieﬂmlphwdl v devigesd sughcs speakers
197 a@q)grgﬁerdg wltglhr ef E%{‘j(ﬁ]?ie%%({/tﬁrou Eut L \/\I%fem ﬁltérlfa%(é: 1%5 e

a[492¢] ohe B@mﬁ Wtey 510 @Ky opmare npadmptxm!te@l dri chﬁrlmtghenwronment
scanner, or the like. These and ther 4 b

N T e

The RmYR LompRRE180 Hltag bk &C&rsbﬁzﬁ domptitet, % sermplaetduﬁen) at tegwork PC a
system bus 121 be con ecte

pecs e on b THIRG AT BB BB, e BT A1 ol e
elem es&%etdhéyové‘ rélﬁ‘tﬁ%%stﬂé c§1ﬂf)1!1taﬂ 110y S:1thédSB) onl}Aarmdsmdjr@ rstorage

or ot t
devicb 331 s b tlemraseiinFm v 1he ek asnresions Sepirts T 1 ielude a
local me{glen%t\{/c!gf{gﬂ ﬁ?{gﬁlggd 2 WE e iMBdtwork (WAR) GORTBINnRgtaiso include

186. I n addition to nonitor
otherqmmmkﬂblsew@ac]alnsbvqrhng GENroERELp aﬁe?%ﬁ@?}%@@dﬁ#ﬁws offices,

enterpr&%/; \%1 801 G0 n%g)vo%ﬁse akBhSs ddbneReR nter 196, which

ecte rough an out put peri phera
i N0622] ac VARG usdd0 02 2] LANenawonkingeenviroomeriy thspeprgpuer A0 is

conne%?fﬁte\/\% ]@ﬁlg 1? gﬂ%lﬁ% rd Ul &0 8O¥I L SN Pﬁ)‘ RPhdrBEERla WAN

nore renote conputers, such as a

netwb it @v?&nﬁm ahe &&ﬁputa'mld Ortgpicetlly m@nqmtaemodpsnlﬁagr qilaer gneans
per sonal co

e G o GBTREL i S B AN Ml Y Rl B
whidh iy &R ikt¥rmb 6 entbas, Ry be@onitcted of the lgstem bus 121 via the user input

interface 160, or other appropriate mechanism. In a networked environment, program

modules depicted relative to the computer 110, or portions thereof, may be stored in the
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el ements descri bed above relative to the conputer 110,
al though only a nenory storage device 181 has been
WO bdoasteted in Fig. 1. The | ogi cal connecti onBCT/US2006/013007
depicted in Fig. 1 include a |ocal area network (LAN)
remotel thémaRCstérayd devict eBy melyvadrekariMANInd1M8 linjtatiomeig.al gystrates

i ncl.ude ot her nejworks/buses. Suc r
remote3RpLFaLQRPFRELANS Eé gmﬂ%g QU Tiemory g?r\{;cge Yﬁg f ;ﬂ O@ll be appreciated

that tRNh&HBIK S&mwnlﬁs chopntaes enahplayksd biher amvetss oamtablh;émg a
I nt er neg, 0022 V%en sed in a(&AN net wor ki ng
commpHELOBHIREHEW R LT P& connected to the LAN

I 7)3%{5] hrigd G/larm'msrt@éhmts gttt aerininaytia phgemdnitél invifpemection
used in a WAN netvvor I envi rqpne the co er.1
with RogProERPY §PTES GacUIeEe ABABRTASy 210 ® GYHEP A EC o by T e

methoﬁﬁ ‘élﬁpz!tﬂ SR G SRNPRSInE vk, SVekitainhi3pdsfNoripbstions uhxhecﬂ'smay
nt ernet. The nmodem 17

take tleexfosn ﬁﬁprogr#mywé@ (icorindpede WW@&?@?%&&(&H}} &‘iﬁ‘i‘a\/ K OPPY

disketled e%ly SRIML, 'H%Hf vk 86 ARG Sthkb thackihe-Rh e ﬁ@@g@ pietliahg wherein,
nism a networ ked environnment, %O%m nmodul es

when d@mrggrem qoé¢ it loodsdripiorane cxevsdttere lili@m‘fo UGSt CRRputer, the
machlge %eco?rfes égaaégaggtus G ﬁ‘gct}cfhgt #e rn’ﬁz'éﬁ’ﬁcﬁl NRIMBE \easel &F %@g&am code

exa , and not limtation, Fi
executibn onspmgnawabmmu@pap the@gmp@ﬁpgp}e@g@ g@p@raiggncégdes a processor

a stor{agesin(g{hﬁ%l 1ea a%?e [ Yhd ffcs?or h.ﬁlntg Widtlle Bfd ﬁ@lﬁ’-’i/@lﬁﬁl@hﬁ&ﬂory

con Ion own are exenpl ary, and
and/opttb@ge memasts)ofat et ik |11$mlrt deyice, enchniindst ane evigut deyjee. One or

more t%gcttgvﬁa\ﬁ*? ntll}% grrexasg g—gpﬁ?r%gngs% %ﬁzebﬁné%%gss ({69(91%)%&1 il B&m\ééﬁdm% the

ereln e 1 enent
presefQAVAGS, 043, \ﬂilrbllighhhff okwanf en APl sc;fsalwlrac@tr@h Ol\lﬂ‘l@h]ée are preferably

1mplqaq§5{qur ' at eglhﬁ%vgp 8‘&{{“ nat Fte ?;elﬁl?tgé E:T e%ﬂﬂﬁlmgt ré%guage to

comn‘ﬁﬁﬁéaﬁ' WitR P& d;ﬁlte@ I'sypiet I}mm,&vdrhéieem‘bgram@ cam ke lthpéenﬁqmtqqh in
program co

structio enbodi ed, i n
asseryiy DG PR A 1 G 571 R AP ERAES e Psompiled or
mterﬂ?&édjlaﬁ’édagg Snd B6mRAN VHINBArdWES hhplemeeaibabl e st or ag e

diumy wherein, when the program code.is | oade
0026k £ At AP R T P R St e e SRESe ivenflon in

the TRSRILP %%%aﬂ&a@ﬁ@%rﬁ‘ﬁdﬁ shMmP HRGhVeRtiOPistdoeso limited, but
nventlon he case of prog ran]COde executlon on

rathep MmERyr @ﬂmmib@elﬁ@ﬂrplu cepngctiqy @’ 1'45‘ A URTTRYTIPE PAREOHRERE  ER 7S 2
netwhCdr UGS (dpéoﬂﬁﬁgﬁé’ 'énv1ﬁ>n§r!e9tr agifl fRdby Mol Baabin®etiiontmiey be

rocessor Ihg-volatile and non-vol atile rrermr%
1mplamdvte(dnn ot mrasg e pbirdite af Brpoessing elupssar dgyiees; Worw%yesl ilarly

at_least d BBputers,
be oS Hap® S s ks, R R R ENBIAL LORE pors0ah Ay
netwaﬂm peeadrs, oimndhedidh deivneesp rsepE@rImMputRrS NeL AMPUEETy), 1ntegt|q‘|;egu1§r—p other
se of o ol n%ble controls, or the like, are
SySteB}séf‘ aﬁ@f‘g?lqoﬁléffsenen{%a "n a high | evel procedural or
objoezs] ®IGeDiedbiotiodingrami iligstiatiogokipe trasferoeniueli daing the boot

proc;ans(IgF 2 ﬁgﬁé)%nlgg Itsﬁtc%sag%ﬁ%}g Ig(l)ro a\tl\nﬁﬁg%ct # tﬁ% 1%56%9 {n@gﬁ(’cﬁ)}‘n qae nﬁggrlty
of eééﬁ?évél%iverifféd@Bﬁr@@@ﬁferﬁﬂg&oh@mwa@@mmeaeval conpi | ed

o [0026] BIOS 133 contains the basic routines that help to transfer information
between elements within the computer 110 during start-up. As stated above, BIOS 133 is
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I nterpreted | anguage, and conbined with hardware
i npl enmentati ons. [0024] Al though exenpl ary enbodi nents
WO edoen13167 utili zing the present invention in tPEr/US2006/013007
context of one or nore stand-al one conputer systens,
tYpicaﬁ}h‘%n{amé@@ﬁ iR ReddSonfOheraoryl (ROM)Ed] o atcomputhresysiagty crisaring that
Yy

enented in connecti wth any ¢ i g .
5 empiowHRs W h B P a0 o PR g up process i

passed4Q TS 119, GRhRRAEIN khe iBekdctiof bétivear thetoperaping system 134 and
i nvention may be inplene

ted i r I 0SS . urgl |
varioupflevireaceessihe @ﬁ}li?sl 64y they quﬁaS%rQQ6%r?Bg @}e &%nétgr ﬁéaly W:Jflfos
k] fibe 26 KRS 5l Bf e uktadhinteytsafe oievitions before
133 St%ts(r:% ‘gée\%fynéggerﬁlilgh?kﬁﬁgl ude per sglﬁal . CO yljt ?e FIIALTAU o1 .
locatirgethe boe, progan Hdt qvill egiuals loa &Ee?péméﬁg%‘? %r e
co | | ther systenms such as
access éﬁ{rrngc% El:iﬁiil(\e@ rig% gf AL 8 pudd:a 10! y

al rplanes. [0025] FIG is a block
dfoagTlanBobi bletk 210 sribesediareofithafisk e I W@ﬁered@?iaﬁ‘aal boot

A & D00 e ' SRR AVCIGR dif Mg doanput
e T e O s S
110, hé ahenetfoinsing en igsiey phetlofdesaribah i il SRIOBRHPS PO Bloc

h i . .
210, I%Iggt B %’é%ﬁlte? ﬁl rro% {)]g t¥1g }%Séﬁte[rrp 0281 bRt Gk 330.C THE BbAPrdghdn in the

p to transfer information 0
boot BIBLMEEN had eemriimsited funitionakiy. cleniadk éy simply &, faaf gnough of the

start-up. .State oVe, | i ] D3u3007
operatiypi AT yléﬁ}ﬁ’&%ﬁ%@ew VRSP & fbf b‘?‘r‘ﬁ%%%ﬁoﬁ\)}o}l 31
functi%ﬁing 2L DFRUL @EMmetHSIevEl asdisagin Inglinghigselfiinto the campayRg device.

aval | abl e. Wen t he t 110,18t . QN
of002b ShenioEs e Bioel PEThILE iRy HEERide Pl ot the
opera‘ii%%@s@én%’ 150 ehak 1dags @t destroflind wpestinghsystopel3dt i Aierste pporating

and various devices, such as,th e t
systemeyﬂogri@ll}]_ég}ctia%, teo s logste i%_?oag\hvgr{g%l Eégliaxopg, BRh as zn
i Pa?rlg 1€ 160 HRYHE Tocaik® on hird dBRfliT,rED ROM 134, lor eifen on the
apph?%lgﬁgfotgac Snlgﬁtts ar_g opogr at iorénafl bef.ore | ocatl ediRBoads the
netwhid71 pr oG- aﬁ?qﬁtqr Aepatigg the pg}gfa(%ﬁlpeyoge@gag 55 elrb%ue rseg]% ng’
selecfeﬁ}tr%%nr% %?to kﬁétIQAM“f[%szf mgnhagl@gﬁam JBAREyns RAN)ecl82 Afoaded

uter 110. [0027] Boot block. 210 is.the seciar
progain tinehatiesik ounicompaapnisihas Al neRd B¢ EP&?‘C% Bt tthB ‘.fooaé?f%%-ls also

ami's

| ocat ed., . Bl .133 | oads the boot block 210 into the
reSpcﬁAﬁelfgﬁfhbstpfgﬁg&gonputer 110. Then, after perforning an.

i nfoegy]i t YAschetek abakes threi beputing dlvise |Velb%ff80%)‘f Igfesiiy et various

boot bl ock 21 Bl rRd off k& eTie &stored
modylgs ’thﬁ%wglorb‘fl OBI%?:?C?SJ[& Oﬁ%ga%%%fbugg%r%moi_ n t}ﬂe bo %I .
in a BcaeKoadion tascoud e inianenenypted pettion abdisl Jrive 14 Ctr&g-%eﬁld:?d ina

sinply to |load en h . of [ bEMhd B4 ik d
scoupt @R 1928308 gr PGSy Ny plfoiRE AL MRtin K ALEMAR b ahene
and fHdREdel O8tAly ithmenentettisabyt doyaih edtollend begi n

oading itself into t (o]0) tin [ lis T@rieved b
g e ey
the foQ&’etr @Q(?_t ’trﬁéc 10b418 eRed Réyi 109 rﬁgysljfagjn@a?o the@bmpuintssystHia and may
be crhgr?ged %ver tin?e '?opfeu;t%grl srégurg k?et s%@em%y mﬁcirtlg“ fi ntncgg JAR&NA dermine

the key value. The locally stored key 225 may be synthesized by the computing device or

placed inside the computing device, e.g., during manufacture of the computing device.

Hence, before the loader loads any portion of the operating system and passes control to it, it
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system 134 is fully functional, it too may |ocate and
| oad various prograns, such as an application prograns
wa3®etikEs7 may be | ocated on hard di sk 141, CD ROVU$566/013007
or even on the network 171 or 173. After locating the

must fR5O@FANhetdperaORe Etdnngodsy Sﬂtcﬁmdmgbs eaqwspﬁct pf thedueentipie each
sel ected programinto, t

porion o e ! ASSTEAS SRRELYER TR PEAHAIPEE b At i e Ul
port101t1 b8th@\WPer gﬂi@;%@@ﬂlt i§ 1dabed, adkfificanee ik gepfohred ’maaﬂsm‘g: thmhthe code
r

has bep@ggrl\gij%alg(satﬁqﬁsggle iqyg{lngto{eﬁzgyg%bl ﬁh%q%ee%ﬁ%i o@féslhﬁg h@c%‘een
modlffeh‘e integrity of various nodules that will run on the

system It d th h gh
OERor B o 23064 ihe PR PR A e Poeing BB 134 A MEY be
thougtﬁ%? ad ﬁfé%ﬂggérﬁén@ tho@hile @k 8¢ c@ﬁﬂpt{t@r 114)1 (I helﬁﬂi’@ Gcie deﬂyﬁm{iortant

ecure nmeno | ocation or the n enbodi me

that thofkemab230nos e ingpeioct Wi lenalsmoa@ §be’1'wéEP g %@%@E&Od@ to run
in the?( gél(f?{l | e Wisa bt a@h@laitﬂ?eq Qr eﬁ&alﬁb’th@ﬁps@fﬁi't of tﬁ@@ﬁdﬁﬂin@ 8¥stem

an e odlne he i'nvention, a | ocall X
to loas tand ewhsk eyso 2@8eres veaution éﬂ thsy loepl ke rtfar epipme eppiol of the

systengogﬁ% h%/s e%‘é%n ﬁysexﬁ?cés BB¥%e B erh‘ﬁﬁgoé&@teﬁloar& Bﬁ)vﬁiémaid& hafaged

anged ov r timé to further secure
by thd mnes ysm ermdm;esmkubwgfou memol enafiagdnieny Iprocess aid sk pagagement,

and dg[; maﬁ Jd %gpl*c%tlon Cp()ﬁ%lar%ly 13‘:5t &Qt %‘?%uggc?w%yof B& kernel 230.

I ng V|ce or placed inside
Typlcbm}e tmmmm DBQ indeMecan, ineerrgpt, haodler ﬁoghm'dhug alt ragpestpthatigegpete

I ng devi.c bef
for thﬁ(x)tp tS?I‘&]ﬁesgfl sglmglu@b gqr}_lgl?ﬁ%ﬁ%mglg écl?e(re?e%d%ng p%%g%g% glgcﬁg& R/Ysor for
allowtrg, us toffdise cdnhgusdr Mertd tymplete eaple Bcﬂnbdtdql pps¢semIbo drernel 230 is

ccording to an t of t
constilyoe! BGEmS0R ToREe ey ghia renct i PRk ety
loadeﬁ%/a %?o%ecte-ﬁ%ﬂl &i Aoagearh. MBE kerael 23() petfernayper mtegn‘g' check of
systemis |o a verificati R forned to
any eewtaib@ ﬁlwothﬁ@l%@wl%@e FEEH2 F&#é& @f P 1 east the

gS@ZLyE%c‘afa%Q: #16Y240%%e ARE tHah@intdiMprogREs apd kel capattkasf being
n en nodified. [0031] The kerne

execughonTah apaprogyin e sEPHE g é’%eelé{a% %&u%‘ﬁatﬁ?%%ﬂ%% selected

to ru& htgy %[#{at‘ﬁ{& %ﬁte';rp £3 A BRAGEBR rafRan Exedutdtiefike rmo:tmaay also be
It I's very |rrportant that the ke rl
referi28 00 raot‘oxriaees sifiesc the cfiles arh seavpnGeR (o HItGIs Valitse N‘T"&“E{? Pwsome

othercﬁrg% SIPr g%gﬁoutgg of )ﬂeEhtﬁth% HER ﬂl%{lglpf%& drelift, strictly speaking,

ernel 1's general |y the first part of

bmaﬁyhﬁes?rfeﬂ akam@% Syst @de mgrmopoalddoermmld%w%we%@? gerause they
i cation t he

T e Sy

progRBRIcat bé)gteadsth ebntainenabicious cield, thmillmmag@t!le yppertpace of running

only st Gl TRFRIVAALEAEn rRBariaiee o g TR it TRO ARE FRRE not been
modﬂégbi&faéﬁ l@p%renfoggr anms 135 r equest various services of
erne

i nt0833luptFIGhah &F"@’F%/ BB‘FOW’?H%B? H% Sprgq%{ssn ?é&% §§1{YS nl%eﬁtélg § e arious
comPSHERE WBring system start up. Initially, BIOS 133 checks the integrity of the boot block

210 before transferring execution control to the boot block 210. Of course, BIOS 133 is

stored in non-volatile memory and therefore cannot be modified. Therefore, integrity
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for the its services, a scheduler for determ ning the
order of processing, and a supervisor for allow ng use
wotoshesisonput er 110 to conpl ete each schedul eRCT/US2006/013007
process. The kernel 230 is constantly used and renai ns
checklﬁgnlsﬂil’&hébe@ﬁ@r pquifed hefteraoptotlgrassed & beotdldck 21 Aekt eederas its

| oaded in a ect C
porirn g e S35 PaPAE RS Yl A R, 305 0 8
operatlﬁg %%téhﬁbﬂ%‘ Hefdre pastiy dostalythe hbdt (bi/uckl @ 19 werifeg éimm@gmty of the

cut abl e 2
oader 0. cSint ek B PR O S R 0 A CIlanP o o P ondine
kernel t@ﬁ@ %b'd@ldﬂ‘t@rvglhﬁei ﬁhls 1r&z§i€c}p of tﬂﬁkemeltﬁ?oé Thegpaftees dlmh@ tthpemal
e executable file sel ec
couse et o¢ porenesdrelh SSpna ThGH b ey, nd

apphceftfgh@%n 240pimE dhiR DR, r Bhade pechris asd bpplizati@salsd new to be

| es are sequences of

verifiefle Yierachescention csgifel s e m?@ Eﬁgxeﬁﬁf&&s?lwé‘ﬂ Jiprpfhe dgrmel
230 afE%&% ?(%Er?l?l' 29 h@éf@dﬁfhﬁ@d@@ iRy @¥rRe a@&utatﬂ& files unqy

binary files. For exanp

p{ﬂ@ijﬂ anancontd dehe oFST R @&mdaﬁ |f%f @@é&%@é 22fidg be 2
mad-oﬁllyI 0 %gfﬁvaﬁﬁblé Uﬁ‘g lﬁerQQJEQME hi3giaS3tSh BfMenoXaslél ndfotatile

t are erw se reputabl e prograns can be
opucaadimleriﬁd stch asar€BRAMrat P¥Do gsre@meble,trwugolw F asepedici digk 152,

such aF A g}ﬁgga?crt'é&%nc% AL ﬁ"fi'@f&l&g 2961l; ﬂﬁé’]&ﬁlgodﬁrhérﬁ Sva'h@é‘t@sl ﬁﬁ@ ﬁ?htegnty

séurce con irmng that the
of the lkanel 780t frdne ére cvngiufer exhdiide medin beforer tanstsréng ep@%@}l Cpillttgl to

the kegﬁL&Qr WE{CP ?13: e te r1riaetdle::1s ’[thl'l ? %g 1n9£ddc@§ £00ddfdnal safe guard

IS conponent's duri ng system start
as the Wad-ohIYi hédid &aﬁnotBie%eﬁa By oltsidk sirushaothiorst egrity of the

boot _bl ock 210.before tr arli
© B0 The Sresot st oy Rish 4 IR Re! Bn FBL! Bberams
and ekébuﬂi@fé igléb aLllnbte?dT&HO ﬁlyte@h}d chéuks efio rl:& pﬁifmmbd log any program,
fie Ther ef ore

rit
e e g S R
t@gg ) 2&GhekhoRe e PréRnd ihGenhor i @ lmfltetlhe t]hmmﬁplementahon of
process, nanely | oadi ng | oader 22% which |l o Hﬂ hecks,
integret shecks bafpre tapreseting é‘yéﬂf(&fﬁni%%t %8?%?%1“;35%%?% ec
in acct%ﬁﬁﬁcfe%n fnb gre}gélﬁtm\}éhw mé}Be ﬁ&fdr&b@ﬁ)rhﬁ@ plogta@gen 4 plu@fity of

20. Simlarly, e | oader | oads the
selecteghpnogtaingg syst em kernel 230. But before |oading kernel

2§(8B7iroﬁlqj'%r £afh yl? E)k ah(? ﬁ]’gc; nN8e 5BhLBbivhn eiG.thenker thelvarious

herea ter, he normal course of ogeratloq
steps fre cshogeuitin nipe dmtngn‘y Qllf@ks deing epongdpqted bgiOEy CEeRUHPR Fqatrol is

transi%g%cg eggaﬁn E}Htg Qhé %@tﬁ QD% Lifhited %Hﬁ hdyel zgﬁvdré: ﬁot]ﬁh‘ﬁted to only

lcatlon al so need
boot \bﬂfgraﬁﬂsebht ddﬁri@eperﬁ)rmcdltoﬂlmmycwpﬂ pb pragean. héﬁ afgg@rgwe twith the
executaple files el f
ivenii. P8 O Boecl Py i b TRl EfEd I et A8 thand
start-@X SR4! kaedheprbgrhi@s, @dGeriftQ0Sdthe mnﬂ@@m thefbophielog; deader code,

i nvention Vld f@r t he | oader 220 to be a
kﬂm?é@@eHﬁPVb%S@?‘% oadefa86%i | abl e on conputer readabl e

ngd@ﬁ] SHOY 135 nﬁﬁm@\&ﬂb b@troh@ﬂh@ ktaitivperaness andlbedins khe process

Such as a CDROM o %UQJ {2 q?vab nopvol af | & of
of loaﬁ;@]@ﬁqpe@pgg( system 134 1nto the 132 after confirming the opera 1 o
various attachments in step 300 of FIG. 3a. BIOS 133 is typically stored in non-volatile
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such as a nmagnetic tape cassette. The | oader 220, in

this enbodi nent, validates the integrity of the kerne
WQ3efitant t he conput er readabl e nedia before PCT/US2006/013007

transferring execution control to the kernel 230,

memor\ﬁgngﬁ Mndved }Mtd) tvahtie rﬁgdma (. i’hRaMs i) diumeatoopineg ofiucespEine
addi t1 ona guard as .t e
dovicoafrepuaepyn RS U G T M RRlali e A0y o

present
Nevertlsé’lc\!ﬁna{ hRIBIOS vegificatiofstepctotill tenteefgmiedythesheaitd swfiech HieyBIOS

oot prograns and execul abl e
o the RV YPTSEhBIERES ca e o PBF MBI Bttt OF computine
device 116! Gis RbuldOBH pa@duldriyrieas! tHeasehyhae thoddOS wes ; stored in flash

oo St AR BE R i BAL g v

1ntegr1éh§f ﬂhmb&nﬁ!%kaﬂmﬁ cﬂif:cldeﬂltwg BlOY 18hedkthebnbgrity i hailsfactorlly
xecution of all on, t

verified Ha cskep, 320n BAQE JRd Hheds GiF PRk W&‘H}JF gt} tﬂ%engém/ ﬁég %%&Q?Ses

R s{QEm W PBRHHRIK Q10 3n Blep330i tIf thef integrity is not
exmma&ﬁ&§%é§6 ? 5 [0037] FIGs. 3a and 3b expand upon
confirtnbd tlsetlprCy@lme\ﬁopmdmn gter 0. Here, the various steps are

E@%J i IIf]thg B6ot bmcFQﬁb Fééeﬁ&e&(%&tﬂéﬁ Corot, Qliléjlbtﬁit Blﬂ)cb ef(Droeds the

on control is transferred. Aaln %l 1 210
remaigdee ok the aperating sylsiem txlgintogthe R (183 af Stﬁh%lscar ?ﬁOt oc

also C{Jﬁ?gl {h§ brgég%%tyg) DF e ROGL: %% %gfo?é?asgﬂé exeditidae oR@61ft6 iHEEEaden220.

program 1Tn accordance with the invention,
The 1636aMPRE Sni€pritp rcb@lkamraoerfnumagld@ stapud6lar & Ioater| 329 infsgripyols not

conﬁrﬁpg,gtﬁ%ggcllee gﬁ%ﬁlp@%} 'rlt 34@2 £ fHleAobt ?ﬁgcﬁ Qi()eﬁmdsbcﬁé ﬁﬁegnty of the

nme exanplies are
loaderiZIthK be kaRMhetorg ﬂdaebook‘elbciell,o teamelfexs eaeaution P@tlfoi ‘Foe@e Kpader 220

at stemﬁq @eé{%%Z%% 81%6 g B%ns 32)(:%1‘%1' bﬁ Ja}{mgaiﬂtoctHQRA@JI 132,a

cess

progriuﬁ i dhthat BEnCRRERE bRG 131D eaeﬁe'&ated nifb1st1¢p@.tlmmd11@2d operation
after confirmng the operability of various

occura@&sa‘@&ﬁﬁnts in step 300 of FIG 3a. BICOS 133 is

3@4@ pl Aysist oest F![@ Jbehe\I@idalt i0erefiertie miagrifoufdbe kame 230.
\'

| .
Slmllgxo\‘n%liﬁlt prg‘ggg;ggqregréty c]:g:.k i ﬁg chpécaéaﬂrurrgslgfq ki)tg/g% ab tI%Bsf% control
is senkleost‘ﬁlv f(ﬁrﬁﬁ 246 %‘oﬁ! il 13&@&@32@ Qt dtép 419. Mothe ﬁmrit;ylsallot emdigned, the

ess, pre-Bl GS verifi cgtl on step coul d be
procepecdntinues ¢o WIBQO\J\E’WG tha @Fledt SIRREL-BI OS to t he sane

03@'{!{} Cﬂ%&&ﬂ 2k il ﬁl%q’éﬁlelgﬁ% of R g&k@&%&m&m Jrattl, egeririads the

n ‘conput’ing device is would be
integfiBr dfitheusedercteyl programi K the éntegaibeolhe PESEATE SRITCES dopded image or

execkltﬁlg? %Fehl n i as&% Mo oﬁwﬁ Exe\@@tﬁ)ndc%ﬁ’tr&a&fl tBe EdmMIBY Is@stem is

was not replaced. In step 310,
transfelﬂt%d Itdﬂﬂﬁgmbgrg!m@i stbh éSQ)e@thabthg @Rleg:g_@plqograghga@klgdegwtgi[ 3 the
he I nte I S r lSY @c‘i'flst% 4'20 and the
mte%lfyeﬁf g‘fd’m%mﬁs f%g Xﬁrg’%d %Eﬁ %‘%2@10 | igc K %10 i nt g t he
progRAMcE3Botaediveass@siorr@tiot.i on control of the systemto

BT VAR t1 ormed a
no[% @;ﬁgf”[l}engrgvmysh o‘ﬁgzggllcs @l&lg’creggel tslov\];s t“h%g‘ @ltle%ﬂfn ¥ pbﬁ rmed at

various transfer control points. FIG. 4 expands upon that and prov1des a block dlagram

representation of the integrity verification process itself. A program, for example, but not

limited to, a portion of the modules involved in the boot process, the operating system or an
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[0039] If the boot block 210 receives execution
control, the boot block 210 | oads the renmai nder of the
wWo@p®ealiley system 134 into the RAM 132 at st epPGB0S20061€13007
boot bl ock 210 al so checks the integrity of the |oader
apphcaﬁ&@ pRfM, 6s pasakited ey @egtdnd A0€ o Mine aif theooljpasiveoakitie present
220. The | oader 22Q inte r|t ec f Lred. If
inventigy o S6GIRE Ly Gau S SABE RE LT o e AR TG Lt PRf affte
some sbit gf ?Malg@atio% et eqnaed, aie @?tem dB’&lﬁnmbsf; thattibismobsafdtogetexecute
i nds the inte rlt of .the Lo
the pr%&’cnil PG tAJthpush ﬂ@ F% ?5881%6 "fglc ercggcg{xggpe{ formod to

determﬁﬁriﬁd't QlprdRark AL 0@ Fecﬁ a%a@tbeﬁlﬁms@tﬁ@t onT)hEpd)rtlan[I efa Qfggram
I's then responsible

r Ioc and adi n i n t
s 50 veuEEG0 18 s URPRAARIATEN Tieiob BE OB R By s Uyl WFer
the cotirSe BEtAXECCEHIER: paftitiufurly QR& bdse RvIRRthe q:@ﬁho@.rxﬁhhé Ipmgram that is
occurs at step 380. L 040] At st g 3%? gf FIL G qm
alowel chang e A s P BE PHEERR P I £t dn RE D 3gheY

determ‘?ﬂeq' ﬂhgtr a p%rﬁc}ﬁeoﬂ:’{n%ﬁfaﬁp 800 Rlat ?gleglhmﬁne elfangé fwithoet aieaicing
I'rms ‘integrity in 400, transfer control is sent to
nmhmmn@o&ernel 230 fromthe | oader 220 at step 410. If the

s[{d@ %%afv\% eaﬂ.gﬁciu%qggrésreﬁig bon ARSORE %eﬁ@ @00 N ERatk@ The

e cycle is stop 041
un1que41&6res¢nlte&10k anaydie @30:d hyozwypmg ©f ygqlqa,lg f@;@g ](lgﬁregbti? %&ctlon
gener: ?e?tGae Eﬁﬂ}"{;}grgg’sﬁ re%r#serﬁt ol $mef rngP'rﬁn $86. ee{th%@eﬁ%%faﬁ[ﬁ‘l id formed

e progr n1 such as a | oaded i mage
such thdt itqsosseweabireasdnable pmnqsen@ssnf irmed at step 440, then

exg%l I?e ee%g@tg 8(%5‘}" ?gsm g?%%ﬂé%es%gﬁe 1]§n 510 js a hashing
algonﬁlﬁl ew%min@mgasamg @mnbmsemmtml Seclufe Hish Al.@r@@m ({SW) and

MD:s. tstfgﬁ%ré(%gr argglla n ‘S n%ll {)tﬁg g?%g?%n a‘ﬁag élgey ?] ?esérrctatlon may be

emplo?é@ Gl RN et [rventidn0i9 43 Ino Thenp lientied tis afiyt pawtmﬁa*retlgorlthm or
ustrate how integrity checking is perfornmed at
ﬁﬂwﬂwarlous transfer control points. FIG 4 expands upon

ﬂfm AngndrepikdRsion Lkorls tﬁé@@fc@@taﬂgpmﬁemﬁgﬁmmmme 520.
t I'ntegri X verification ocess |tselﬁ. A;&%og)r%\aﬁsoo

The digifal sg@mtyb 620 BRpresays 2 unigye ieﬁureéelﬁi’ﬁe?‘ia PP 8 f RES
Thererg?gtilxl ?ﬁwélﬁ%ﬁé&@%c&ﬁtﬁ)ﬁ‘ Ero@&@és AThe @esSént 1ﬁ\hﬁtl(ﬁﬂﬁﬁ}aém1ﬂgy, but is

or anapplication program 'is, represented 9% q
by ng Wﬂﬂﬂmﬁﬁd toOpeblist keyhwivelsj &t PREEXPHSR EYRMPFIE Bt tion, an

S to determine if, on a subsequent
‘”ym%%uweﬁlgﬂx§the program 500 has been altered. |f. sqme
Sqoa46pf Mienf the adigitnh shenetursc 62 e gecrypied, S‘@gtrgﬂ,\lt is the unique
rm.n at A "
NG TSR, Rl AT A8 SR EmE B Sk o

i ndi cates
functioR@imployeh e Eor iesanpse, flf) thwedplb@n'dleme A Hblsmawmd PSBg raprvate

key, tg;g?l?q?{z)ﬁpoapve}ﬁgﬁ 'g%p&;a;eﬁ{m %h b:lllg rﬁle)? @30 %tonﬁsntlo%@prwate key.

syjeé£m rrayle@bﬁavwrfdot’orodubaqu@m rlbado nperarionsrce“ e agegramt 800, a
change over th

verifiSHEOIdaSEINER F%g%tﬁgﬂ%g‘?ﬁf%?{"%ﬁmﬁ?@ﬁ St [ HeFrbhom fo

subséﬂule&%graﬁ&lsqg‘ ARRRdGRRbAiMBticas 3 nIaa. h;y At lrdquerrepresemation of

and not code. In such a case, it
the confirmation 530 is formed, resultlngqln unique represgntatlon B 540. The creation of

-12-



deternmined that a portion of program 500 may
| egitimately change w t hout introducing malicious
weowe/11116043] Initially, a unique representatiBCI/BSH1€013007
of the program 500 is created. The unique
unique! [BPreSBLMLAT 640 nMYt Yeeanalogatseid thyy crastjonorfeungfuevigpregsgigtion A
0 functions, wherein the function generates a conpressed
* representation of the program 500. The representation
I [80487" NMBGhigucRpletatation Bpmmd&s umqne spossershtion A 510, which

s the frcseiien Ohdis SEPHSIRE B Beb ooyt 4700 SRk e

progra}éﬁlsbo Kmrgwy) tmﬁbgra@ 58h Geg hdtves altwddudmi it fresaSefoutle ddaphting
orithm

sysemfo ot B ahg mpgrg@rﬁé?f) NPEWBV Ho UPGlF Bparufie® nl 51‘61 )& "

match %H%lug Y%%seﬁfﬂ@ont K810 tRmaRé plo@N$000tas ibSerDyltersd 1msans way and
to any partlcular al'gorithmor function.
loading gl noflRecWepr esent ati on A 510 is then encrypted to

f @BI@I’]& At gla BH9RASY EEnRERatinENEmEihgll tofthusiag @italoually stored

epresents a unlque and secure r senta i on of

signing lrey Qli)gl'mﬁsn(ﬂlat Teageann PO hasiipt hesny a?TRW WA i Pi/%e[ningwd to
be red ﬁxecugzﬁsi%is a I&@ec@%ﬁsg&hﬁbﬂveﬁﬁé RRHERYsheWR! RYFIGD W ubes fuplic

neans limte ['ic key/private key
key/p@\m@rlgqytencmptlcsy hwtestirer enceémlpy meﬂk@ﬁs may e %Qlﬁﬁeé‘t ric
dﬂ@?él %l-{glz epgo%%m%s rku&k? it glhal 2391 SRAHE Rcoitdl, iaSmique

Sul't uni que representation A
represedtdtionl A€ 106t Ity plrogranf Scis |cmatedse dtep 10P f plemensthpd  Phlgashing

algori & Eolﬁ grlfI}!r cgtb?retﬂ %/ E l?a Qre%ggg%{)on%}es?gﬁjllegﬁég&t tl’(:)H bf %%@lrﬁm 500,

encr pte u5|ng
may B L!E)slﬁdﬂcﬁﬁﬂé@ty the tmﬁquiaereprymltanm Wi §10. bﬁegen@seaataéldn\m fOﬁfnqi such
oo e SRHGRRT8 b BRI R

then e%@?fe@ RpiftOfle l@al\éyefotblﬁd ka;tbnz;ﬁn s ke e aleechlied il enoey dritailabove,
he program as been tere The f
s unigip S0 RGBSR GHE PR abiT00 SE7H6 PE SRETT L] GRt Sagvpton
repre%eﬂts':flé;d fial AridRirSISR) 4RO @S6ALIBY Wath pRbgrame00 anbtep G20.Torthat
orned resulting in.u ue re sent a
end, e digitririeneheamiy Re GReFHY &B@nﬁ%‘g‘n@ ‘éﬂﬁ?‘ﬁgf’iﬂ °r§§ 6epﬁ{?getly from
progr%% é?g aaln? ggéi%]s&?atfoﬁ eteBRtHeProghm WA ditiral S@Ta0Fe€ Heattiacked by

: T unique representation B 540 nat ches
otherlpmoques representation A 510, which is the decryption

t t
CigHI] HEALAIRA0E Sl st ae st s s
re- ex&ﬁiﬂe thaprogemF96n Wherethe diystemn @Htemptp 40 subseduenily {fﬁé the program

ut t
500, ﬁ}&g‘?g:p?e% ??1% q%,ll :s'in é%¥ée§§)g grght%&‘ vw'hea Bgﬁe’lg:rﬁé;?t éon%pi;éﬁ) The

publid Nieg| U psre pf eseivat kempumlcsm patith @nd,t in @nmr@@ﬂamns Qb theaRresent

been
invention, ’chaeI ltogglgldstlor%dskey is Ry pr&}\l;]a% key. As noted earlier, other encryption

schemes are contemplated such as symmetric encryption techniques.

[0052] A unique representation B 540 of the confirmation 530 is created at step 640.
This unique representation B 540 must be formed in the same manner that the representation
of the program 500 was formed at step 600. For example, the same hashing algorithm needs

to be used for both operations. The representation of the confirmation 530 is compared, at
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| oadi ng should not occur. [0049] FIG 5 is a flow
chart denonstrating a nethod of using the locally

W@ e@ratB1sT gni ng key 225 to confirmthat a progPEnUSDO6/013007

has not been altered and is thus permtted to be
step 6308 watkehel tiedyfton o thaidigia seanttuepidlat Abstep $6@ the térophrison is

TR e N ST ST
can be @6aALO %@ G. subs¥qbhét opretiont &3e mzttcigmdmaﬁ@ﬂa,at ﬂmanog&ntSﬂ@ was not

ot LEhe P o RSN LTS B

umque{fﬁértbééﬂtatl&% Ra30] du@s abtgndted themew Eepmyntﬁtidme ﬁnlf]llH]Kep]feSﬁmtatlon B
at create
s 05 B SRR B HEEL 60 B M 500 e

been o8 280 mal b&Borfipp10. The representation is forned
such that 1t possesses a_reasonabl e uni que

530 T s SRR GRS BYCOTS PRgfay QP Sof hes Modified
prior t@%ﬁﬁ‘tﬁ)tn%ll%tl&dw‘ﬁld é%@@ﬂtéd)bn&ﬁ@s(y@ﬁmk ey 225. This key,

described in nore detail -above, is unique tot

HB0HI nelnse embedimRe: %ty PeRsns Gy cBbomh gthep e Bt diriti fatoads
and/or olﬂgr\?i@g féRiz 8 a]g;gﬁﬁtﬁﬁle%éraﬁth 6r SHaQint GiluleS td rk?ﬁt% %1&%@ ensure

IS assocl Fogfam 500 at step
the integrity of tie, overadl ghistghy. alo @hagn@t @rRsogYRy Y bR méeltqnglenﬂy verified

using aptﬁ)‘%] ggt%é%%n&[l 9191 Rhsicit thﬁgltf eRRSvAlvES, Yt b Ak trusted

he assocl ation ween thé pro
s1gnat1aa ds aiva}jalblalfmsat gm&t:ulmeprpgrem, psgkedy Bill dasherto HF%&'@Q@’@@UW

progra hre Selr s&rn? g@ §19f91cfeﬁt A t§ tbQL&Q 0 5 dukcel d18he
?F%W tO re Oor re-execute rogram
pro graﬁO&)de\ﬂ‘te fegitieats ystitg mratet inelintd it deciialic anlie ﬁtldhya jUdadertt leall).

Since %0&§%%n@gc%\%? thtﬁsh go glﬂﬁ{ ¥a§ttyﬁsg%pgt ?e ttl?el sa%%%b%h#%ﬁlsg ?}% (!o‘ae to be

signedK8Ywitis theasdal Sifnifig REy VESt© thee Yieputbiram clody cqpabt be c&lauged jaffer it

s loadglopag eEyen dricsp 1baia Reye™ag et 86 Mearmialife sty is

preferS81 ' pBhpRA 2§ ERARReras Qoﬁ@ﬂﬂogimi $(0e sich Ui fan @gecyubieefile 240, is
encry g{)t I on techni ques.

52] A un
from @trgsfed gFurgen elfé’éfhf‘?ef r‘?ﬁltquw BHe| S%‘“S% ut?%sirﬂ‘s hysﬁ?ﬂ%éﬁ%mce“
continhld By W GUE 11{&&&1%% QBERLhAD. BiSARelus thebgsef aodxetbtitalidvaethe

sane nanner e representation of th
sourcanées b§ Grupt@rthy. the @pocseowP lrend withowh|the Pwengéﬁ@%%% Pﬂﬁ‘@g or

lnﬁdghggﬁkggﬁ&ﬂeeds to be used for both operatlons The
represe tion of the confirmation 530 is_comp

at(KitS’é]p B850 appireht frome thteabpyqpddseniption. alher nﬂﬂgqrtsatf the s?/stem and
methotsd oqrt e 15% enp ﬁlgel%ﬂ%kl ﬁqtag FBI':: @ﬁgoc}l%d"gt 1 | sSRFateS oCh &SR Shtion

‘does resul t,
of boﬂthhxembmbqu:ﬂ BAOftwatrethp mwgrrodﬂwsb@p@@ws@éthm@@at ingntign, or

b
ot ST RTANAT 5, NG FERELBE L bt o

msuuf;ﬂldne) S"Bﬁls |psogamh uatid may tbe storadgcmam@rﬁ@ttertrfeactahb medium, wherein
c t|on sent t|on 10 €

Whenﬁ]&‘?@)é WecorqS\)@ t"gg § nétn TN edl})ﬁﬁ quee1c ﬁlleeprs%gleaﬁt ‘?’Sng Jicp 110,

the machine becomes an apparatus for practicing the invention. Computer readable media

include, but are not limited to, RAM, ROM, EEPROM, flash memory or other memory
technology, CDROM, digital versatile disks (DVD) or other optical disk storage, memory
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540, then the operation is stopped at step 680. The
m smat ch shows that the program 500 has been nodified
wa@eaetrediebe corrupt. [0053] Thus, the nethod ePCUDER06/013007
that only prograns that have not been nodified prior
cards, ‘iri%nﬁ%}e%ﬂlds gglg]g‘ﬂelltlb da@eh@ngﬂagnmdap? enar.]gnemb disk tshrage or other
system n enbodi of .t he
magnel i SEIER GO QB MRS P E T S5 SRR he informaton

and w@&ﬁ%"ﬂe%@cés&ﬁ%@'tﬁ&c@ﬁbu@@ All0.cohd Pograpyr @de aray benmpbnhented in
nodul e, the systemtries to ens re the j

teqrity

a high avel ol R OXRELTIOT PRGNS, R o g ey S brogram

code cafl @@ mBQl%@ﬁtle& Y 8K hiseRelyUst Migthibe i guslgep alnt 3hySdage) ahelpi@gram
system and trusted authorit However, if no such

code maybs eaesuist dhennuited My 318 TR o parti cul ar

p[ﬁ)@ﬂ'{] alfs tie %@%@@Muﬁa‘t&s' thel @Rlsdr 1ﬁv@n&tﬁﬁs tdirectdiol dystehaand
pr ogram code

reover, the user may suffici L
methodsaﬁs ensiriog Hedticaleveriisd SHMTEES #F ARG %W@B@@ﬁ& g the
prograén g%c{el A g\t %Qérf In}éd (f9§ oP8tkRE |phBIe€1) E)Q:cﬁ’tﬁﬁl' dft it Qni@kSod that

SI nce program code has no
changésfma}dbepaacteyto ﬂlegamdmdn@entst ch>ecr§)9é @leqw: wiifputedepyeng famdpgeroad
y e ihwb
mventmq ecoB?egggtg%eofb eorceg(%rﬁéllg gh‘?ec g rllﬂéagf‘é?tﬂaesir(l?e?éltl %Igs?rlﬁgﬁa 5 as
embodiéd B Cavnfputer M0, diels voderdd@l thaighe htasené iyentipn masy beggmbodied in

f.
many S@ft)}gclrl]) gilpgeg é)a{pgﬁ%lgs %@P Eeg ul%l%ll%) Lé’ alﬁr ngto?%g%ﬁgfe 11%&1%'5 any

1ntende§ i dardlist &éceﬁ;\@w Get topf baxhg arsle dugles.epersongh gqmputers

he source is trust 0

T L e

As suéh°' e ARDBoNChn tl&f‘itppﬁg@td et'lﬁhriﬁqwf(hfernis()oﬂlbgltai dgg wgi piogram code

r Wi

such iy eS| S ihe toys BEnEY AT RGP bptcatin

prograt spérr aﬁl totﬁeﬁr %Prﬁshﬁ' sBRRNE. (M&%vieﬂtthd)ﬁhethaﬂ land) syspemi tf iha present
stem and net hod, of the presqp i nve tID 1¢F§ﬁnd

inventien @nm%l vehs applicddp givaedified G iiaing oGl ae RGHTi RpEL

progra'gtcgde Wae anfd@&%) £ bnsRbikaikRibuieh on Who® dﬁy @ﬁb@ of media or

par at us ptesent invention, or certa (ﬁ{S) cts
via aﬁmospcamr/l types of mpmﬁtwwdb@ drgBdingdfor nexlaﬁ’@ equency
transrﬁg s andC g;qgaé (sgqgls  witik fikGhddn SAccoMg?r}a Bt ngn@%@@@ €hat the

a conput er - readab |UI'T% wher ei n
presemhﬁmermbm lspncnigmtﬂddo diee pastiudacetbolintestsadisplasgd it dsginfsipded to

covergaﬁl raﬁcglg?a @ﬁscttﬁ?t e GithAHhY! Ep%rlt a]né Qeore he tl{ﬁﬁtﬂénﬁ@n Re§&AHRE by the

practicing the invention. Computer
appedd@adabhe medi a include, but are not linmted to, RAM

ROM EEPROM flash nmenory or other nenory technol ogy,
CDROWb digital versatile disks (DVD) or other optica
di sk storage, nenorycards, nenory sticks, magnetic
cassettes, magnetic tape, magnetic di sk storage or

ot her magneti c storage devices, or any other nedi um
whi ch can be used to store the information and which

can be accessed by the conputer 110. The program code
may be inplenented in
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a high I evel procedural or object oriented progranm ng
| anguage. Alternatively, the program code can be

w0 ppbenmant ed i n an assenbly or machi ne | anguageCT/Us20861§13007
case, the program code nmay be executed in conpiled

WhdDiPélatied i:nt erpretation. [0056] As the foregoing
illustrates, the present invention is directed to

syst and . et hads for ng that only verified
‘?‘ TP Mg S PR o ﬁ}%}?%gystem and that the

pr ogr am_.code s .not _hee Rbfthe
execuPFEHmI}g 2 ‘I%gdl?ﬁ de ?%t%%%g 1? a?éﬁ{%]%aggrfglggfeallsS¥ %glsgengﬂr?a de
quao driig; enbodi ments descri bed above w thout departing
om the broad inventive concepts thereof. For
exanplgsrypigltiee filsereprescatatibowithadochBesiogd evii bed above
as enbodied in a conputer 110, it is understood that
the prefpendscbutingstiil progreay pedorarinmwinetipnparihe pogam to

types. of conp ut i n% deV| ces including, by way of
eS?B?FﬁWe@SS‘FPd‘ WHHSUE"Any intended limtation, satellite

receivers I first
computerariics SeRaREIET e iR AR Rl TuRapa o
agfilesdnetios; anfDAs) , and ot her hand- hel d devices. As
such, the invention can be applied to a variety of
f or ms @fpeliig dad sedmﬂae;amdnqan@gwammd@rmﬁdrﬁr&gepresemaﬁon
si mul ations, inages, video, audio, text, ganes,
oper atwlitgeis Yietpesgsam appde a:pmlmfpﬂld@rw or any ot her
forms of software. Moreover, the nethod and system of
sent ,i.nventi £ekd0 or

2 s BEERE S AR APk R S0l ol data

and program code over alnost any ty e of netvvo

3.diTB¢ mithod eficlaim 2 whetsin thegecrypias siep Kealons B s %f ajupic ey
a di um including, for
%ﬁlﬁ?ég PO {eg%&f r qb}e{r%giyg?r ansni ssi ons and opti cal
signals, without Iimtation. Accordingly, it is
4.ufitlensthod df ¢laiat 1, Wﬁ@r%@gémgmh\?@rﬁ Pén"is not limted
to the particul ar enbodi ments disclosed, but is
5] 1€ Hl%ﬁi%dto?clﬁﬁl £ wiRkdin iﬁg?fcfgkaﬁrﬂislaqwef ﬁ\agraﬁr e within
the spirit and scope of the invention as defined by
the appended cl ai ns. \What is cl ai s 1. A nethod
6f67ﬁ1€mh0ﬂ)¢ifﬁ]@mh1 OFRSER IR PRASFAS 5 r{%b“e ‘performng a
function on the programto generate a first
77 el BRAHIRE cRN Of wididn fre@argram isemexyqutabiegilehe fir st
representation with a locally stored key; before

st negredmtane oo vt ekl R Pl dendliy 17 °"

decrypting the encrypted first representation to
og eNRmadtieodrofdrim Yt pluetblerfcomptisingpr esent at i on; and

allowing the program to execute if the comparison of said second

representation with said decrypted first representation results in a match.
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conparing said second representation with said
decrypted first representation; wherein the program
w@awehesier porti on of said program 2. The net hpdr/v§2006/013007
claim1, wherein the locally stored key is a private
key. 3. Th t hod . ' , | Mitsk &
10. §ebipoiippreag s neiin Bt bR colORREU LI e MRls
s ir stovdsidn atdempmbryathe progyam dode PAEsingethhprgogsFor to

claim]l, erein the programis a BIOCS. 5. The net hod
BfriQe %ﬁ%‘”ﬂ@%@?'n the programis a | oader program

6. The t hod of claim j hSorPof the
kern eP‘?rH'?r.nmgr?e{%?%'tOH od ag%o%%{ﬁgfofﬁe_ﬂie’:rﬁg\%ﬁg? Eétiq%gr?éﬁ}éﬂa% rogram
ipﬁogadm;execut able file. 8 The nethod of claiml1l,
wherein the function is a hashing algorithm 9. The
met hoenddfptiak aienfirdt, reffresentagon withhp locelisngoredkesswi ng t he
programto execute if the conparison of said second
I epr esebteaixbaningkdit pogiach, detrpirteesdidffmegion on the program to
representation results in a match.10. A conputer
@%QBP@GWB@F‘%&’WE@@}% program code stored therein for
use in a system conpri-Sj 5
R e e S e e A
froprb@miafion;aheps: perfornming a function on a programto
generate a first representation of the program .
encr y pbinpgrigheidfsecont! repegsegatimtveithi soivl decrymted Tirg gargsyntation;
stored key; before executing said program performng
sai d fwheedin the peogrdnneangreagogiontod s3jé pewgeie a second
representation; decrypting the encrypted first
represent at i t edri gtk step employs the
117 B GEBHERL B¢ e RHEE AL B, VREICRLE feckifisk sep employ
r @p o€ s pililatkiep thanistaksosiated witd dhe/lpeadly staredsey.
representation; wherein the programcan be a portion
of, sai d pr.ogr . i 88 Ln RO of
12g P s R s e B e, Lse
of a public key that is associated with the, | ca(%ly
135 The @hpatsy reatizhle Madiusiplaine L0, digeeanihg pFPe%mnamaﬁf’a faim
101, wherein the programis a BICS. 13. The conputer
r 3858 e nedi um of claim 10, wherein the programis a

| oader program 14. The conputer readable rredilym ?f
14c Thé eoniiterviprapiele megiygm qf ,c@gp AP, Wherein ghepregram 1s a kernel.

15. The computer readable medium of claim 10, the program code causing the processor

to further perform the following step:

allowing the program to execute if the comparison of said second

representation with said decrypted first representation results in a match.
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15. The conputer readable nmediumof claim10, the
program code causi ng the processor to further perform
wo b@eficdibbwi ng step: allowi ng the programto eREDUS®06/613007
t he conparison of said second representation with said
ecr ed {irst rlesnresentation results in a match. 16.
16. 8 & @FS%%% cghpri sing: a nenory; a processor;
control code stored in a first portion of said nenory
conpr F 8I*A§™Conput er readabl e i nstructions capabl e of
perfor rr]irorclgssgrhe followi ng steps: performng a function
on a Epogram’to generate a first representation of the
progr aéﬂtrof@cg: e%%écﬂg atd?§ bR bf S8PMEREALRldpABin¥tdhpder
| ocal Fy store ey, be 8re execut i ng Sai d program
peadhidle istrgetioas chpibin of paferoingthrfopewige S8t o generate a
second representation; decrypting the encrypted first
r epr epenftratiiomiunciqpemarriessain tQierseip asirst epigpentation of the
representation; and conparing said second
PEd8ent ation with said decrypted first

" ePr eSRNN Al: nihRhSIALDERRASAM caraReya porti on

of theencpr?’ e comput er system of” claim 16,

wher ei,n.th r i 13638 1B préeram to
publ i é’ e&}g&eﬁ@&g%é%ﬁg@gﬁ%&%ﬁf% fﬁug@tll ocal | yp s%ror ed
keeyteratb@. sedkind reppesputtion; syst em of cl aim 16, wherein the
programis a BIOS. 19. The conputer system of claim
16, whiecrgpting the eyprypgrdafirstirepresehistiersto gsnesgie afecrypied s

E%B%E%n§acti0§;ya%%em of claim 16, wherein the programis a

comparing said second representation with said decrypted first representation;

wherein the program can be a portion of the program.

17. The computer system of claim 16, wherein the decrypting step employs the use of a

public key that is associated with the locally stored key.
18. The computer system of claim 16, wherein the program is a BIOS.
19. The computer system of claim 16, wherein the program is a loader program.

20. The computer system of claim 16, wherein the program is a kernel.
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