OBJECT MODEL FOR MANAGING FIREWALL SERVICES TECHNICAL FIELD OF THE INVENTION
(0001) The present invention is generally related to security on a computer or network, and is more
specifically related to firewalls and their management. BACKGROUND OF THE INVENTION (0002) In
general, a firewall is an electronic boundary that prevents unauthorized users from accessing certain
files on a network or a compoRIEE firevemEmaydre praidddias FIREMACOJSBRRICES's computer ("host
firewall"). Alternatively, a dedicated firewall machine may be provided at the edge of a network ("edge
firewall") that interfaces with computers outside the network and has special security precautions built
into it in order to protect sensitive files on computers within the network. The idea is to protect a cluster
of more loosely administered machif&CHidkdeh_béH ad EheEdgelEraBIENIrhaddmputer users outside of
the network. The machine on which the edge firewall is located is often referred to as a "gateway" or a
"dedicated gateway00DLynfigurBddogretsend netwerktiian the Iigenetathkymaelliatesioten referred to
as an "Internet Gateway Device." (0003) Firewalls use one or more of at least three

security on a computer or network, and is more specifically

related to firewalls and their management.

BACKGROUND OF THE INVENTION

(0002) In general, a firewall is an electronic
boundary that prevents unauthorized users from accessing
certain files on a network or a computer. A firewall may be
provided as firewall code on a user’s computer (“host
firewall”). Alternatively, a dedicated firewall machine may
be provided at the edge of a network (“edge firewall”) that
interfaces with computers outside the network and has special
security precautions built into 1t In order to protect
sensitive Tiles on computers within the network. The i1dea is
to protect a cluster of more loosely administered machines
hidden behind the edge firewall from computer users outside of
the network. The machine on which the edge firewall 1is
located is often referred to as a ‘““gateway” or a ‘“dedicated

gateway.” |IFf configured to protect a network from the



different security measures to control traffic flowing in and out of a network. In a first method, called static
packet filtering, packets are analyzed against a set of filters. Packets approved by the filters are sent to
the requesting system; all others are discarded. In a second method, called proxy service, information
from the Internet is retrieved by the firewall, evaluated against a policy, and then sent to the requesting

system, andjwee veese; Itiaghirdorawer methobteenlled fiateéd inspesyoanthe pordghisef a packet are
not examined, but instead key parts of the packet are compared to a database of trusted information.

Information Gravelizgy froev irside’ the firewall to the outside is monitored for special defining
characteristics, and then incoming information is compared to these characteristics. If the comparison
yields a reasonablg00@g}), the hioenatibhss edewedehmghor@thefivist itlisabtcattiedeOther traffic
controls may be utilized, and the above three are given as examples. (0004) Firewalls are often
customizablej frie=namg, feeexampie nbasiiltezs ntay ooatded ot reribved Hhoeed ngon nsevsdal
conditions. For example, Internet Protocol ("IP") addresses may be used to restrict or block traffic. If so, in
one exampleyit ackermimétaddiess duside fig attwimkhodeadmlked nsdratiiles packatserver, a
firewall can block all

filtering, packets are analyzed against a set of fTilters.

Packets approved by the filters are sent to the requesting

system; all others are discarded. In a second method, called

proxy service, information from the Internet iIs retrieved by

the firewall, evaluated against a policy, and then sent to the

requesting system, and vice versa. In a third, newer method,

called stateful inspection, the contents of a packet are not

examined, but instead key parts of the packet are compared to

a database of trusted information. Information traveling from

inside the firewall to the outside is monitored for special

defining characteristics, and then incoming information is

compared to these characteristics. ITf the comparison yields a

reasonable match, the information is allowed through.

Otherwise it is discarded. Other traffic controls may be

utilized, and the above three are given as examples.

(0004) Firewalls are often customizable, meaning, for

example, that filters may be added or removed based upon

several conditions. For example, Internet Protocol (“IP”)



traffic to and/or from that address. As another example, a firewall may block all access to certain domain
names, or allow access to only specific domain names. As still another example, a company might set
up a network with only one or two machines to handle a specific protocol or protocols and ban those
protocols on all other machines. Still another example is using ports to restrict traffic. For example, if a

server machigriesgeringa/ \ed (el )tserversaid at Foir selaikther difet servel wosdd typically be
available on port 80, and the FIP server would be available on port 21. A company might block port 21

access on atireaeiaed bet, orid oa aceetiwik (PPOadres s tigrildenstines aeatwdy ky isviewing
network communications and only allowing communications that are consistent with a policy that has
been set withgathendirawpall senvices iofdlse firewalh VEkile/te traffif tostrall nathodbdeskitebilabove
work well for filtering traffic, managing a firewall may be difficult. For example, a user may want to set
particular adoes$inticits fana /icachfmenbutingely dudw e ewsundekstaadothep eisapatkgtsaand/or filters.
Contemporary methods used for specifying firewall policies that configure the firewall are often unintuitive,
and/or may fregewea bh imadeptt kobwiebib easfceswotding pictadals dadainmleareasations.

allow access to only specific domain names. As still another

example, a company might set up a network with only one or two

machines to handle a specific protocol or protocols and ban

those protocols on all other machines. Still another example

IS using ports to restrict traffic. For example, If a server

machine is running a Web (HTTP) server and an FTP server, the

Web server would typically be available on port 80, and the

FTP server would be available on port 21. A company might

block port 21 access on all machines but one on a network.

(0005) Thus, a firewall ensures security by reviewing

network communications and only allowing communications that

are consistent with a policy that has been set within the

firewall services of the firewall. While the traffic control

methods described above work well for filtering traffic,

managing a firewall may be difficult. For example, a user may

want to set particular access policies for a machine, but may

have no understanding of ports, packets, and/or filters.

Contemporary methods used for specifying firewall policies



SUMMARY OF THE INVENTION (0006) The following presents a simplified summary of some
embodiments of the invention in order to provide a basic understanding of the invention. This summary is
not an extensive overview of the invention. It is not intended to identify key/critical elements of the
invention or to delineate the scope of the invention. Its sole purpose is to present some embodiments of
the inventiogtae ssopifieflicemtiae afinedudel D heenobtdeialed desdviles thahid/pieseated later.
(0007) In accordance with an embodiment of the invention, an object model is provided as a general
framework fefquanagiag nitwoldgsevikasndusiioes rewadlisasyiksgnpivatrscplbdtysefdservice, parental
control, and network intrusion detection, as nonlimiting examples. (0008) A user or an administrator of a
computer maypldizertbavibjers model to manage the services. For example, a user may access a user
interface which accesses the object model and through which the user may set policy for the services. In
addition, the object model may be accessed by a remote management tool, for example by a network
administrator. In this manner, the object model may be used to remotely set policies for the services, and
a single



administrator may manage the services of many computers. (0009) The object model isolates a user
and/or an administrator from having to deal with the many possible issues involved in configuring the
services. The object model includes two main nhame spaces: a policy engine platform and a policy object
model. The policy engine platform is the central point for interacting with the policy for the services and
the kernel components that actually pestonmmke sErvites. TReETiepRngine platform performs the acts of
establishing policy and plumbing the policy to the platform kernel components. (0010) The policy object
model is used to sgeole policies Heatfod bewices pmssh tivezpalitypbjeti atbdtimpernytseh advanced
user to define traditional packet-centric type filtering policy, or a less advanced user to develop policy
using more son@ifedbotiieases uponthe applaiibnoosing thederwides prdaider af teesaplication.
(0011) Other features of the invention will become apparent from the following detailed description when
taken in conjudetartanmt ihg dofwitigs, innvieiciti BRLEF TESCRIRT&N OFSTHEIDBRAWINGS (0012)
FIG. 1 is a schematic diagram illustrating computers connected by a network;

extensive overview of the invention. 1t iIs not iIntended to

identify key/critical elements of the invention or to
delineate the scope of the invention. Its sole purpose is to
present some embodiments of the invention In a simplified form
as a prelude to the more detailed description that is
presented later.

(0007) In accordance with an embodiment of the
invention, an object model is provided as a general framework
for managing network services, such as firewall services,
network quality of service, parental control, and network
intrusion detection, as nonlimiting examples.

(0008) A user or an administrator of a computer may
utilize the object model to manage the services. For example,
a user may access a user interface which accesses the object
model and through which the user may set policy for the
services. In addition, the object model may be accessed by a
remote management tool, for example by a network

administrator. In this manner, the object model may be used



(0013) FIG. 2 is a schematic diagram generally illustrating an exemplary computer system usable to
implement an embodiment of the invention; (0014) FIG. 3 is a block diagram illustrating details of an
architecture for the computer system of FIG. 2 that may be used in accordance with an embodiment of
the invention; (0015) FIG. 4 is a diagram generally representing firewall service objects that may be

produced intaccpedieel witbean pabpdineentfd thafieevwalidlisypjesionadedi (Is) FIG. 5 shows an
example of five different base abstract firewall policy objects that are derived from a policy object in

accordanceaiti ai strzodbhnentgf thenmyentbe (66Vicks @shmany reonpertefidifferent policy
condition classes that may derived from a policy condition object in accordance with an embodiment of
the present invent@0(0018) FIthd siwjesca nuoteet of siftespaelicysattiamdZesesathat may derived
from a policy action object in accordance with an embodiment of the present invention; (0019) FIG. 8 is a
block diagraadgenestiyateprefardmghcladses dica teadlhadticy Engimeapiwtfpos ¢ kllbeordance with an
embodiment of the invention;

issues 1nvolved i1n configuring the services. The object model

includes two main name spaces: a policy engine platform and a

policy object model. The policy engine platform is the

central point for interacting with the policy for the services

and the kernel components that actually perform the services.

The policy engine platform performs the acts of establishing

policy and plumbing the policy to the platform kernel

components.

(0010) The policy object model i1s used to specify

policies that the services support. The policy object model

permits an advanced user to define traditional packet-centric

type filtering policy, or a less advanced user to develop

policy using more simplified rules based upon an application

using the services and a user of the application.

(0011) Other features of the invention will become

apparent from the following detailed description when taken in

conjunction with the drawings, in which:



(0020) FIG. 9 shows more detail regarding the classes shown in FIG. 8; (0021) FIG. 10 is a flow diagram
generally representing steps for creating, editing or deleting a policy rule utilizing a RuleEditor object in
accordance with an embodiment of the invention; (0022) FIG. 11 is a flow diagram generally
representing steps for creating a policy rule utilizing a SettingEdition object in accordance with an
embodiment of the invention; and (0023) FIG. 12 is a flow diagram generally representing steps for
viewing policy rules utilizing a RuleExplorer object in accordance with an embodiment of the invention.
DETAILED DESCRIPTION (0028R It FheDEORIRITAERCr DHOMHETIRAN €NE®diments of the present
invention will be described. For purposes of explanation, specific configurations and details are set forth
in order to provide @hopugh ukdgstahdiy of SwhembtdunelitagHawevdd ulstittatange apparent to
one skilled in the art that the present invention may be practiced without the specific details.
Furthermoreomgllsibeosn deaheet ethyblye ammiduvorkignplified in order not to obscure

(0013) FIG. 2 1s a schematic diagram generally
illustrating an exemplary computer system usable to implement
an embodiment of the invention;

(0014) FIG. 3 is a block diagram illustrating details
of an architecture for the computer system of FIG. 2 that may
be used 1In accordance with an embodiment of the invention;

(0015) FIG. 4 is a diagram generally representing
firewall service objects that may be produced in accordance
with an embodiment of the firewall policy object model;

(0016) FIG. 5 shows an example of five different base
abstract firewall policy objects that are derived from a
policy object in accordance with an embodiment of the
invention;

(0017) FIG. 6 shows a number of different policy
condition classes that may derived from a policy condition
object i1n accordance with an embodiment of the present

invention;



the embodiment being described. (0025) Prior to proceeding with a description of the various
embodiments of the invention, a description of a computer and networking environment in which the
various embodiments of the invention may be practiced is now provided. Although not required, the
invention will be described in the general context of computer-executable instructions, such as program

modules, being exgoged Yy a qoneuter. Shengsaby, mindemSiRCHPEfopEngs paidey, components,
data structures and the like that perform particular tasks or implement particular abstract data types. The

terms "progeait’'i oh'redeigdsess tisad hesgindeayi vechdte en singhe piagyasictddulesty joaitipinprogram
modules acting in concert. The terms "computer" and "computing device" as used herein include any
device that alectspdmaliy exdahiesonendsonbne pogr&mehsugiraseetsanayentporters (PCs), hand-held
devices, multi-processor systems, microprocessor-based programmable consumer electronics, network
PCs, minicompute & 0@a8let PC4S; 1&atop comauterbo cénslragrapplgaces abbiyng a microprocessor or
microcontroller , routers, gateways, hubs and the like. The invention may also be employed in distributed
computing arefimesentd, wherbaasesa@fpefdrmeaiviay lemotkl pyo casginged pAdedshibianh amanlinked
through a communications
accordance with an embodiment of the invention;
(0020) FIG. 9 shows more detail regarding the classes
shown in FIG. 8;
(0021) FIG. 10 1s a flow diagram generally
representing steps for creating, editing or deleting a policy
rule utilizing a RuleEditor object in accordance with an
embodiment of the invention;
(0022) FIG. 11 i1s a flow diagram generally
representing steps for creating a policy rule utilizing a
SettingEditor object iIn accordance with an embodiment of the
invention; and
(0023) FIG. 12 i1s a flow diagram generally
representing steps for viewing policy rules utilizing a

RuleExplorer object in accordance with an embodiment of the

invention.



network. In a distributed computing environment, programs may be located in both local and remote
memory storage devices. (0026) An example of a computer networking environment suitable for
incorporating aspects of the invention is described with reference to FIG. 1. Theexample computer
networking environment includes several computers 102 communicating with one another over a safe
network 104, indicated by a cloud. The safepEtae®kEDOHEBEIRIPMHENNany well-known components,
such as routers, gateways, hubs, etc. and allows the computers 102 to communicate via wired and/or
wireless media. Wigeoauyractingnvithenefaldihe i ngedérsc pafetieiwprk 204 oore or more of the
computers 102 may act as clients, servers or peers with respect to other computers 102. Accordingly, the
various emizndhoe nhseoftbe afvertionpridsandy hepeaticed anidibnte sbegersipeers orombinations
thereof, even though specific examples contained herein may not refer to all of these types of computers.
(0027) The pafepustesriofO4xplasatdaople ispeaidderedan'Bedel nadtnons iatithtdbeaobputers 102
are protected by a common firewall, in the example shown as an Internet gateway device 106. The
Internet gatewey sleticEdiog pioteotsdEe computensiti? frorbhenmigitommgestEiddoogteatt

the embodiments. However, it will also be apparent to one
skilled In the art that the present invention may be practiced
without the specific details. Furthermore, well-known
features may be omitted or simplified in order not to obscure
the embodiment being described.

(0025) Prior to proceeding with a description of the
various embodiments of the invention, a description of a
computer and networking environment in which the various
embodiments of the invention may be practiced is now
provided. Although not required, the invention will be
described iIn the general context of computer-executable
instructions, such as program modules, being executed by a
computer. Generally, programs include routines, objects,
components, data structures and the like that perform
particular tasks or implement particular abstract data types.
The terms “program” or “module” as used herein may connote a
single program module or multiple program modules acting in

concert. The terms “computer” and “computing device” as used



on a public or unsafe network 110, in the example shown by a cloud. Although described as an Internet
gateway device 106, the gateway device may protect the safe network from other types of unsafe
networks, not necessarily the Internet, including a LAN, a WAN, or another network. (0028) Although
shown as having multiple computers, the safe network 104 may include only a single computer 102. In

addition, althewg!i fhej wiadaie @ eangrkdshdi seshemantas haytomidipld yereqiectamnguiene 189, it may
instead have only one. Further, although the network shown in FIG. 1 includes both the safe network

104 and themgnsafe netyveriksL Os achorwputesrsiatiads coe i tiea-soiPots)s 10anmayeduinect directly to
the unsafe network 110, with or without a safe network 104 and/or the Internet gateway device 106.
(0029) Refedrng teEIG i) Bhiexaroplessarbasis temmdigunaiiondp rticesmopuleaddad on which
embodiments of the invention described herein may be implemented is shown. This basic configuration
may also bepureert-tomnab Ide ot gatea\e bevioeo(ia $-or reatearf kieBCdptioni mba@vpy awsgdiments of
the invention will be described typically with reference to the computer 102. (0030) In its most basic
configuratiotiathkedorRpster Ke2typicatininctedss, atdeastoreypageidiagesd 20vamy) a

microprocessor or microcontroller, routers, gateways, hubs and

the like. The invention may also be employed in distributed

computing environments, where tasks are performed by remote

processing devices that are linked through a communications

network. In a distributed computing environment, programs may

be located in both local and remote memory storage devices.

(0026) An example of a computer networking environment

suitable for iIncorporating aspects of the invention is

described with reference to FIG. 1. The example computer

networking environment includes several computers 102

communicating with one another over a safe network 104,

indicated by a cloud. The safe network 104 may include many

well-known components, such as routers, gateways, hubs, etc.

and allows the computers 102 to communicate via wired and/or

wireless media. When iInteracting with one another over the

safe network 104, one or more of the computers 102 may act as

clients, servers or peers with respect to other computers

102. Accordingly, the various embodiments of the invention

- 10 -



memory 204. The processing unit 202 executes instructions to carry out tasks in accordance with various
embodiments of the invention. In carrying out such tasks, the processing unit 202 may transmit
electronic signals to other parts of the computer 102 and to devices outside of the computer 102 to
cause some result. Depending on the exact configuration and type of the computer 102, the memory 204

may be volafitg/ (Bhp rac¥idbdosrvaidtilerisuch ae RRMY) flgsbmemprdonbierae i epidbination of
the two. This most basic configuration is illustrated in FIG. 2 by dashed line 206. (0031) The computer

102 may alschexre&]didoeal Eatwgs/fepeioifiity. Exaepdepladhaadmpdterc®imayagiso include
additional storage (removable 208 and/or non- removable 210) including, but not limited to, magnetic or -
12 optical digits atethipe. €omplilercfotiyesaetipiasiud€s cmiptileens .non-volatile, removable and
non-removable media implemented in any method or technology for storage of information, including
computer-executalfle0astiuctiontheataafieuctetes) pkodradh modtless oexdngy Bata.<Computer storage
media includes, but is not limited to, RAM, ROM, EEPROM, flash memory, CD-ROM, digital versatile
disk (DVD) coathedeptchlastésades’inagrivticrdassetiet hatighdte epepregnetid dskare

protected by a common firewall, In the example shown as an

Internet gateway device 106. The Internet gateway device 106

protects the computers 102 from remote computers 108 located

on a public or unsafe network 110, In the example shown by a

cloud. Although described as an Internet gateway device 106,

the gateway device may protect the safe network from other

types of unsafe networks, not necessarily the Internet,

including a LAN, a WAN, or another network.

(0028) Although shown as having multiple computers,

the safe network 104 may include only a single computer 102.

In addition, although the unsafe network 110 is shown as

having multiple remote computers 108, it may instead have only

one. Further, although the network shown in FIG. 1 includes

both the safe network 104 and the unsafe network 110, a

computer, such as one of the computers 102, may connect

directly to the unsafe network 110, with or without a safe

network 104 and/or the Internet gateway device 106.

- 11 -



storage or other magnetic storage devices, or any other medium which can be used to stored the desired
information and which can be accessed by the computer 102. Any such computer storage media may be
part of computer 102. (0032) The computer 102 preferably also contains communications connections
212 that allow the device to communicate with other devices, such as other computers 102 on the safe

network 104, or reqot2 9ymputere f&BraMetsn a6 networnl Ex&ipy @ sifola reeeiecomputer 108 is
shown in FIG. 2). A communication connection is an example of a communication medium.

Communicationfigtipdyiiioallyfemnbedy camputee reddiblemsitittonsmisdal Bhioottse Preg@m
modules, or other data in a modulated data signal such as a carrier wave or other transport mechanism
and include amye mtdonatiesdatiiieedntedie By way odbexamplesradted - ilS shiation, the isrm
"communication media” includes wireless media such as acoustic, RF, infrared and other wireless
media. The bersi tcaroputeguaadaidn medyural ae used ineeeinfociutes bbtlteomptiteyasttereye media and
communication media. (0033) The computer 102 may also have input devices 216 such as a
keyboard/kelgatcendld3e . perowieaspuo tiediescraydhiimipyt Hevieweatc. ©ubmd treites 218 such as a
display

the i1nvention will be described typically with reference to

the computer 102.

(0030) In its most basic configuration, the computer

102 typically includes at least one processing unit 202 and

memory 204. The processing unit 202 executes instructions to

carry out tasks iIn accordance with various embodiments of the

invention. In carrying out such tasks, the processing unit

202 may transmit electronic signals to other parts of the

computer 102 and to devices outside of the computer 102 to

cause some result. Depending on the exact configuration and

type of the computer 102, the memory 204 may be volatile (such

as RAM), non-volatile (such as ROM or flash memory), or some

combination of the two. This most basic configuration is

illustrated in FIG. 2 by dashed line 206.

(0031) The computer 102 may also have additional
features/functionality. For example, the computer 102 may

also include additional storage (removable 208 and/or non-

removable 210) including, but not limited to, magnetic or

- 12 -



220, speakers, a printer, etc. may also be included. These devices are well known in the art and need not
be described at length here. (0034) In the description that follows, the invention will be described with
reference to acts and symbolic representations of operations that are performed by one or more
computing devices, unless indicated otherwise. As such, it will be understood that such acts and

operations, ghidtak aidrkesdeferegsblo aTbeipgeompiteraxecutediinciide thelgvanipulation by the
processing unit of the computer 102 of electrical signals representing data in a structured form. This

manipulatiopdbasiorensathe dava ovolatiahs,it abrfesailohs imtite memargsyste of teddemputer 102,
which reconfigures or otherwise alters the operation of the computer 102 in a manner well understood by

those skilled mptherarh téde Diatasyuatetdsodhene datahisolooirésrarstgrsigl o4 locations of the
memory that have particular properties defined by the format of the data. However, while the invention is
being describefianniad iane goingadunddxigit comot tegant xe ba tiablliey asstosecdfiskisin atat will
appreciate that several of the acts and operation described hereinafter may also be implemented in
hardware. structures, program modules, or other data. Computer storage

media includes, but is not limited to, RAM, ROM, EEPROM, flash

memory, CD-ROM, digital versatile disk (DVD) or other optical

storage, magnetic cassettes, magnetic tape, magnetic disk

storage or other magnetic storage devices, or any other medium

which can be used to stored the desired information and which

can be accessed by the computer 102. Any such computer

storage media may be part of computer 102.

(0032) The computer 102 preferably also contains
communications connections 212 that allow the device to
communicate with other devices, such as other computers 102 on
the safe network 104, or remote computers 108 on the unsafe
network 110 (only a single remote computer 108 is shown in
FIG. 2). A communication connection is an example of a
communication medium. Communication media typically embody
computer readable instructions, data structures, program
modules, or other data in a modulated data signal such as a

carrier wave or other transport mechanism and include any

information delivery media. By way of example, and not

- 13 -



(0035) FIG. 3 is a block diagram illustrating details of an architecture for the computer 102 that may be
used in accordance with an embodiment of the invention. The computer 102 includes a host firewall

services, indicated by the reference numeral 302. The firewall services 302 may be a component of an
operating system or a separate firewall application or program running on or otherwise associated with

the computariktidit pengrathas wsathheomnaurfiireweli cserviedi v a ¥peIngde seivied & is
responsible for managing firewall policy and plumbing down policies to kernel components for

enforcementdd ibe suempiss shegostbiclirevm)l derficas 802awt asehkestliiewdkservices, in that the
firewall services protect the computer 102 on which the firewall services run. The firewall services 302

may also benedinfiguretiite ntakentlfecomppitier 1p2athbs & graiaiay’tdexeufeeBd)eratnordance with
an embodiment of the invention, an object model, in FIG. 3 shown as a firewall - 15 object model 300, is
provided asngdinetasfrbmtork fpu tenagirmraefeane de eyicas irctmememboditrieont shedmnan FIG. 3,
the firewall services 302. Although embodiments of the inventions are described with respect to an object
model for managi{@@3&all serVives computdhe fitavaibhyemkss 3Gye 1nput devices

216 such as a keyboard/keypad, mouse, pen, voice Input device,

touch Input device, etc. Output devices 218 such as a display

220, speakers, a printer, etc. may also be included. These

devices are well known in the art and need not be described at

length here.

(0034) In the description that follows, the iInvention

will be described with reference to acts and symbolic

representations of operations that are performed by one or

more computing devices, unless indicated otherwise. As such,

it will be understood that such acts and operations, which are

at times referred to as being computer-executed, include the

manipulation by the processing unit of the computer 102 of

electrical signals representing data in a structured form.

This manipulation transforms the data or maintains it at

locations 1In the memory system of the computer 102, which

reconfigures or otherwise alters the operation of the computer

102 in a manner well understood by those skilled in the art.

The data structures where data i1s maintained are physical

- 14 -



aspects of the present invention and embodiments of the present invention may be utilized to manage
other networking services for a computer, such as network quality of service, parental control, and
network intrusion detection, as nonlimiting examples. (0037) Briefly described, the firewall object model
300 isolates a user and/or an administrator from having to deal with the many possible issues involved in

configuring apdaRroAgingfihe ticewathseryicesa30h &\ esqgianfthie gdepuafope? ei @ administrator for
the computer or the safe network may utilize the firewall object model 300 to manage the firewall

services 303efamaxhrpyletaeiséo maytacsessilae Fifaval Usdsvetedage @0# Mhichaccesses the firewall
object model 300 and through which the user may set firewall policy 308 for the firewall services 302.

The Firewali bigentienfats I0dimgy degurovided birtheHizeWalleguyices 3 tiox exampld ©r may be
provided by an application or as part of an operating system, for example. In addition, the - 16 firewall
object modei@00mean betaxchesdd ny tiRgmate thassyenferskidd 3D6, tdrexamiple by b network
administrator. In this manner, the firewall object model 300 may be used to remotely set policies for the
firewall sendqgeré@Aate that several of the acts and operation described

hereinafter may also be implemented iIn hardware.

(0035) FIG. 3 is a block diagram illustrating details

of an architecture for the computer 102 that may be used in

accordance with an embodiment of the invention. The computer

102 includes a host firewall services, indicated by the

reference numeral 302. The firewall services 302 may be a

component of an operating system or a separate firewall

application or program running on or otherwise associated with

the computer 102. In general, as used herein, a “firewall

service” is a user mode service that is responsible for

managing firewall policy and plumbing down policies to kernel

components for enforcement. In the example shown, the

firewall services 302 act as a host firewall services, in that

the firewall services protect the computer 102 on which the

firewall services run. The fTirewall services 302 may also be

configured to make the computer 102 act as a gateway device.

(0036) In accordance with an embodiment of the

invention, an object model, in FIG. 3 shown as a firewall

- 15 -



permitting a single administrator to manage services on a large number of computers. (0038) The firewall
policy 308 is maintained on or is associated with the computer 102. In the embodiment shown, the
firewall policy 308 is shown as a database, but the firewall policy 308 may be maintained in several
databases or may be stored in another suitable manner. (0039) The firewall object model 300 includes

two main nampetossde liraval paleymnaiie pthtiesma3ibard-a | pHicheesknFael 312. Briefly

described, the firewall policy engine platform 310 is the central point for interacting with the firewall policy
308 and firewsatlzjdifey nh eesoelic aseranamts 314 nT b Erexwddbpl et ksrgincampenents 314, such as

a TCP/IP or network stack, are the components of the kernel that are actually perform the function of
filtering packets of nteeabbreation desn 302 comiutaoligh Endiutivedmidicy £nghne platform 310
performs the acts of creating and configuring policy, as is further described below. - 17 (0040) The policy
object moddi3i2nt usad taspedésdirabalt poiicits thes e iretcalleseroicge S0 2msugpbrifFdiie policy
object model 312 permits an advanced user to define

managing firewall services such as the firewall services 302,

aspects of the present invention and embodiments of the

present invention may be utilized to manage other networking

services for a computer, such as network quality of service,

parental control, and network intrusion detection, as

nonlimiting examples.

(0037) Briefly described, the firewall object model

300 isolates a user and/or an administrator from having to

deal with the many possible issues involved in configuring and

managing the firewall services 302. A user of the computer

102 or an administrator for the computer or the safe network

may utilize the firewall object model 300 to manage the

firewall services 302. For example, a user may access a

Firewall User Interface 304 which accesses the firewall object

model 300 and through which the user may set firewall policy

308 for the firewall services 302. The Firewall User

Interface 304 may be provided by the firewall services 302,

for example, or may be provided by an application or as part

of an operating system, for example. In addition, the
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traditional packet-centric type filtering policy, or a less advanced user to define policy based upon the
application and the user of the application, as described further below. (0041) The firewall object model
300 uses an object- oriented paradigm, where manageable objects are modeled using the concepts of
classes and instances. The objects present in the firewall object model 300 are classes, instances,

properties, Fid-gualifersjlestematienogel ardgmipatescosobieats ehiRdmnsteaces are occurrences
of classes, properties are the individual fields of classes or instances, and qualifiers are modifiers of any

of these. Theaprliggmelpjectnnodie BB, mByrbesnsemh tedeineapolepaiectadwiichsaicandas. that specify
security actions of the firewall services. The firewall policy engine platform 310 includes active objects

which can penfotihiestmaucbias diretef tietate,l br olgkiytomdiae poBOohjagtsh 02 dFI®o4 shows a
diagram generally representing firewall service objects that may be produced in accordance with an
embodiment eintinesfirgwad pobioyl objees mbolel Eh2. FhedhaibyObgaot bbgext 302 js the abstract base
class for the - 18 objects used in the firewall object model 300. It has three main subclasses: PolicyRule
402, Policypsioniaddzgmda single administrator to manage services on a

large number of computers.

(0038) The firewall policy 308 is maintained on or 1is

associated with the computer 102. In the embodiment shown,

the firewall policy 308 1s shown as a database, but the

firewall policy 308 may be maintained in several databases or

may be stored in another suitable manner.

(0039) The firewall object model 300 includes two main

name spaces: a firewall policy engine platform 310 and a

policy object model 312. Briefly described, the firewall

policy engine platform 310 is the central point for

interacting with the firewall policy 308 and firewall platform

kernel components 314. The firewall platform kernel

components 314, such as a TCP/IP or network stack, are the

components of the kernel that are actually perform the

function of filtering packets or other information from the

computer 102. The firewall policy engine platform 310

performs the acts of creating and configuring policy, as is

further described below.
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PolicyCondition 406. The PolicyRule 402 models rules, and in the example given includes five different
properties. A first property, Condition, defines one or more conditions to match in order for an action in
this rule to take place. These conditions may be represented by PolicyCondition classes, as further
described below. A second property, Action, defines one or more actions to take when the conditions

specified in this ru@eroiyatcherhd hesd Beljoad eytbentrisdsated by RebeyAaliospdasspg, as further
described below. A third property, TimeConstraint, specifies the day of the week and the time of the day

when this rufd nelvad Effeotivies eg, 9am-Soive MiardaaFlidee Ay iauth papesiyppeitarkLopation,
specifies the network locations where this rule is effective. A fifth property, Weight, indicates the weight of
the rule, andd$ isgddiyjibe €irewalé polBd2e paine plasicam 3h/tn cesblusarte tondieE Ade
TimeConstraint, NetworkLocation, and Weight properties are editable by a user or administrator, for
example viatthadiiteiad Bl s paloker taaeeBizr o cthieyipembid teamage rperdtityo) 306. OB T he
PolicyRule 402 is an abstract class, and base abstract firewall policy objects can be derived - 19
therefrom. RIGvarstedvaise exdopiedifine ¢gifémery bbased upon the application and

the user of the application, as described further below.

(0041) The firewall object model 300 uses an object-
oriented paradigm, where manageable objects are modeled using
the concepts of classes and iInstances. The objects present in
the firewall object model 300 are classes, iInstances,
properties, and qualifiers. Classes are models or templates
for objects, while instances are occurrences of classes,
properties are the individual fields of classes or instances,
and qualifiers are modifiers of any of these. The policy
object model 312 may be used to define policy objects, which
are rules that specify security actions of the firewall
services. The firewall policy engine platform 310 includes
active objects which can perform acts, such as create, delete,
or modify, on the policy objects.

(0042) FIG. 4 shows a diagram generally representing
firewall service objects that may be produced in accordance

with an embodiment of the firewall policy object model 312.

The PolicyObject object 400 is the abstract base class for the
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firewall policy objects that are derived from PolicyRule 402. Others may be derived as needed to reflect
further constraints imposed by certain network policies for example quality of service (QoS) or parental
control policies. The five base firewall policy objects shown in FIG. 5 are TransportRule 502,
KeyingModule 504, IKERule 506, IPSecRule 508, and ApplicationRule 510. Details regarding these

example degpg§@qaiicysele dassescareirdwadd abbybibit And8e44Bmmccordancgswith peeembodiment
of the invention, the firewall services 302 are capable of examining a packet at several different layers

as the packetrhovesibbleugies network iktgeiu For 43ampia Hiejirdlbset®es 30 may include an IP
framing layer filter, a TOP layer filter, a transport layer filter, an application layer filter, a remote
procedure cd laysyCited sttbman@®therThierP dildgyRuite 1002 ieyeé ikeringl s thadad ilem does not
have to move through the entire stack before it is blocked. Such firewall services 302 are planned to be
implementethe Micopdits §ONBGHORN odesatihgsy sthnf,fpatdo bepetgaset 1 gplicatidn pggramming
interfaces may be provided to third parties to allow the third parties to participate in the filtering decisions
that take plaoeoeh€waricosdiyereon,2@efines one or more conditions to match

in order for an action in this rule to take place. These

conditions may be represented by PolicyCondition classes, as

further described below. A second property, Action, defines

one or more actions to take when the conditions specified iIn

this rule are matched. These actions may be represented by

PolicyAction classes, as further described below. A third

property, TimeConstraint, specifies the day of the week and

the time of the day when this rule will be effective, e.g.,

9am-5pm Monday-Friday. A fourth property, NetworkLocation,

specifies the network locations where this rule is effective.

A Ffifth property, Weight, indicates the weight of the rule,

and i1s used by the firewall policy engine platform 310 to

resolve rule conflicts. The TimeConstraint, NetworkLocation,

and Weight properties are editable by a user or administrator,

for example via the Firewall User Interface 304 or the Remote

Management Tool 306.

(0043) The PolicyRule 402 is an abstract class, and

base abstract firewall policy objects can be derived
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Specific implementation details of the filters are not necessary for a description of this invention. However,
the base abstract firewall policy objects may be configured so as to operate with these particular filters at
each respective layer. (0045) The TransportRule 502 models the traditional firewall rule that mainly
filters on the standard 5-tuple. The IPSecRule 508, the KeyingModule rule 504 and the IKERuie 506 are

three differegh eWleF Fonspecdymg IBSsRdriatesh rotiginsl sdFkFawe, tRidereipenirdeese that provides
security for transmission of sensitive information over unprotected networks such as the Internet. IPSec

acts as the fighaatkllhypo Piggciing eptauthenticaiteg de pivie!s fiveiwearn Idasiieipdtingidavices.
Details of the IPSecRule 508, the KeyingModule rule 504 and the IKERuie 506 are given in Exhibit A,
attached heddathe (@9 4tyA ppdcaliniude 2 ntlewsdheoatbdd edisclbaed e U. SdhatenbAppkcation No.

10/603,648, filed June 25, 2003, and entitled "Method of Assisting an Application to Traverse a Firewall".
Briefly desciibhposthdt tappteaticni deswibesida gudicaies lder (a4 leatqouay bEyutdifed with the
network stack so that a user may easily create a simple firewall policy, or network access policy, to

service (QoS) or parental control policies. The five base

firewall policy objects shown In FIG. 5 are TransportRule 502,

KeyingModule 504, IKERule 506, IPSecRule 508, and

ApplicationRule 510. Details regarding these example derived

policy rule classes are included at Exhibit A.

(0044) In accordance with an embodiment of the

invention, the firewall services 302 are capable of examining

a packet at several different layers as the packet moves

through a network stack. For example, the firewall services

302 may include an IP framing layer filter, a TCP layer

filter, a transport layer filter, an application layer filter,

a remote procedure call layer filter, and many other filters

that provide lower level fTiltering so that an item does not

have to move through the entire stack before it is blocked.

Such firewall services 302 are planned to be implemented in

Microsoft’s LONGHORN operating system, yet to be released.

Application programming interfaces may be provided to third

parties to allow the third parties to participate in the

filtering decisions that take place at the various layers.
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- 21 either allow or deny firewall unaware applications and services on the user's computer to connect to
the network. The policies are set on a per-user and per-application basis. The user does not need to

know or use rules reports, protocols, or IP addresses to enable an application to work through a firewall.
An enforcement module includes an interception module that watches for connect and listen attempts by

applicationssptiqviseinp Hemsatvia kstade thid éterEeptien Fidbkds Hags éherstattempts and
determines what user is making the attempt, what application or service is making the attempt, and then

conducts a fiwedieatigy flopkap dedeteipirvowhethetioi 901 theensarand/oHzpdigatiQn tihallowed to
connect to the network. If so, the interception module may instruct the host and/or edge firewall to

configure iteelféordbe tpacectiviesiad fepodiey. EOfErThempliciheonditifi gbjent 466 iagn abstract
object from which policy condition classes may be derived. Each policy condition class represents modes
or situationtahatgbeditewali torvidessz0 Joaay Brcbantef 1R IGsladwe achumbspettiifeesnt policy
condition classes that may be derived from the PolicyCondition object 406 in accordance with an
embodimenl af/#we_present invention. Each of these policy
(0045) The TransportRule 502 models the traditional

firewall rule that mainly filters on the standard 5-tuple.

The IPSecRule 508, the KeyingModule rule 504 and the IKERule

506 are three different rules for specifying IPSec-related

policies. As is known, IPSec is a protocol that provides

security for transmission of sensitive information over

unprotected networks such as the Internet. [IPSec acts as the

network layer, protecting and authenticating IP packets

between participating devices. Details of the IPSecRule 508,

the KeyingModule rule 504 and the IKERule 506 are given in

Exhibit A, attached hereto.

(0046) ApplicationRule 510 utilizes the method

disclosed in U.S. Patent Application No. 10/603,648, filed

June 25, 2003, and entitled “Method of Assisting an

Application to Traverse a Firewall”. Briefly described, that

application describes an application layer (“ALE”) that may be

utilized with the network stack so that a user may easily

create a simple firewall policy, or network access policy, to
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condition classes represents different modes or conditions, - 22 such as IP condition, transport condition,
application condition, or other modes that may be in existence upon an attempt at using the firewall
services 302. Classes derived from PolicyCondition 406 may have subclasses. For example, transport
conditions may include TCP condition, ICMP condition, UDP condition, as examples. Descriptions of the

condition clagsgiseshanl oW l6r Goieyinglidedal ExbiiB.r&oajsh Phowttt hespeliey objects described
above, the conditions may relate to filters that are available to the firewall services 302. (0048) A number

of different palioy istionsmaghkee ugiired witnipe taticy obisshnesie! 862 thxamptesmfkdifferent policy
action classes, derived from the PolicyAction class 404, are shown in FIG. 7. In general, the actions that
are allowedEhie Rewthitc i haaloveetadeta thad matsh tharasspewtap pdidinai dpemasisch drops
packets that do not match the associated condition, and Log, which logs packets that match the
associated dtraditize ICalubmations nedekstoniaydve nsediae walil oreepomplesy, actions may be
provided, such as authentication. A description of many examples of the actions shown in FIG. 7 is
included at prbibacbls, or IP addresses to enable an application to work

through a firewall. An enforcement module includes an

interception module that watches for connect and listen

attempts by applications and services to the network stack.

The iInterception module traps these attempts and determines

what user is making the attempt, what application or service

is making the attempt, and then conducts a firewall policy

lookup to determine whether or not the user and/or application

is allowed to connect to the network. If so, the interception

module may instruct the host and/or edge firewall to configure

itself for the connection being requested.

(0047) The PolicyCondition object 406 is an abstract

object from which policy condition classes may be derived.

Each policy condition class represents modes or situations

that the firewall services 302 may encounter. FIG. 6 shows a

number of different policy condition classes that may be

derived from the PolicyCondition object 406 in accordance with

an embodiment of the present invention. Each of these policy

condition classes represents different modes or conditions,
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(0049) As can be seen in FIG. 8, in accordance with an embodiment of the invention, the firewall policy
engine - 23 platform 310 includes four main classes: a firewall class object 802, a setting editor class
object 804, a rule editor class object 806, and a rule explorer class object 808. The firewall class object
802 is the main class for interacting with the firewall services 302. The firewall class object 802 follows a

singleton patigsh taseferenseribie tiiowall seetaso pe2 conatitibe clagspuriaagiysiescribes only a single
instance, i.e., the firewall services 302 available on the computer 102. (0050) A list of example properties

and methodsdad ild drewallcleshobjetb8ez2 ithhavmay [sst dfrthexiiewahgwliogpengme platform 310
in FIG. 9. For the firewall class object 802, in accordance with an embodiment of the invention, the

firewall clasatbgeqd 802 tncisdeg pirerfaseiviirbwsd Motecan BDAgSeitlibgssEx Haewatdode is the
current filtering mode of the firewall services 302. It value may be, for example, B1ockAllTraffic,
PermitAllTraffioporHa kdiyd ot chireprekdtmthat izey éresvdicdasises 302 droruexiagpded are
enforcing settings that have been defined. The LogSettings may represent a global setting that specifies
the transport conditions may include TCP condition, ICMP

condition, UDP condition, as examples. Descriptions of the

condition classes shown in FIG. 6 are included at Exhibit B.

Again, as with the policy objects described above, the

conditions may relate to filters that are available to the

firewall services 302.

(0048) A number of different policy actions may be
utilized with the policy object model 312. Examples of
different policy action classes, derived from the PolicyAction
class 404, are shown in FIG. 7. 1In general, the actions that
are allowed are Permit, which allows packets that match the
associated condition, Deny, which drops packets that do not
match the associated condition, and Log, which logs packets
that match the associated condition. Combinations of these
may be used as well. More complex actions may be provided,
such as authentication. A description of many examples of the
actions shown in FIG. 7 is included at Exhibit C.

(0049) As can be seen in FIG. 8, in accordance with an

embodiment of the invention, the firewall policy engine
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logging settings, including things to log, logging limit and overflow behavior. Each of these properties is
editable, for example via the Firewall User Interface 304 or the Remote - 24 Management Tool 306.
Other properties may be included as part of the firewall class object 802. The firewall class object 802
may also include methods or operations to instantiate or create new instances of the other three classes

of the firewgll gefeyena@ne piattroudt0;feurtheshiting editersclasa objact 884 (AequigzSettingEditor),
the rule editor class object 806 (AcquireRuleEditor), and the rule explorer class object 808

(AcquireRuleBkplotei30A exaswiadhieediniiguretionsf tigjrewaliMasscohjedigs énbitdad at Exhibit
E. (0051) Each of the methods AcquireSettingEditor, AcquireRuleEditor, and AcquireRuleExplorer
utilizes a potitpguovidgeat ag0B anwter. & acdederpd ostbrarcdabsdvhgrict B@Snverian, the firewall
class object 802 acts as an arbitrator when there is a conflict between policies of multiple policy
providers. Ifgeresal, la pdiacysprobipects 8 0sburse thérevainpditeessoftre firetatiaestiings 302,
preferably one that can be securely identified. A policy provider is associated with a particular priority
classor with the firewall services 302. The firewall class object 802

follows a singleton pattern to reference the firewall services

302. That is, the class uniquely describes only a single

instance, i.e., the firewall services 302 available on the

computer 102.

(0050) A list of example properties and methods for

the firewall class object 802 is shown as part of the firewall

policy engine platform 310 in FIG. 9. For the firewall class

object 802, in accordance with an embodiment of the invention,

the firewall class object 802 includes properties of

Firewal IMode and LogSettings. The FirewallMode is the current

filtering mode of the firewall services 302. It value may be,

for example, BlockAllTraffic, PermitAllTraffic, or Filtering,

which represents that the firewall services 302 are running

and are enforcing settings that have been defined. The

LogSettings may represent a global setting that specifies the

logging settings, including things to log, logging limit and

overflow behavior. Each of these properties is editable, for

example via the Firewall User Interface 304 or the Remote
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level at which all the rules from this provider will be added. For example, policy providers may be ranked
in accordance with their individual priorities. A remote network security management server, e.g. the
user's Internet Service Provider - 25 (ISP) who manages the user's computer as a value-add service,
may get a ranking of a "1," indicating highest priority, and may be given the definition in the firewall class

object 802 phNMagegeadsemicsPravger. AthedPrpvpenitt kil paoicKidédnasgpsgIents a
local user or administrator of the computer. A DomainProvider is an administrator of the domain to which

the user is aifachird, Fidcoceidescd pusritb pesY’. 8oappliTakorFpiaicer mayi hs givinjaptiority of
11411. An example of a priority set by an application provider would be a financial services application
that has a s80@gmesquarizg thit all il ot sierver besecarel (P50 imstting edter dass 804 may
include a number of properties, including ApplicationSettings, DefaultApplicationSetting,
DefaultOSSereed®ettiay, imsttadZese cFediieZowbeandisi€klRAMasses Th€ ApplicationSettings
property represents the application firewall rules stored in the system. The

firewall policy engine platform 310; 1.e., the setting editor

class object 804 (AcquireSettingEditor), the rule editor class

object 806 (AcquireRuleEditor), and the rule explorer class

object 808 (AcquireRuleExplorer). An example of the

configuration of the firewall class object i1s included at

Exhibit E.

(0051) Each of the methods AcquireSettingEditor,
AcquireRuleEditor, and AcquireRuleExplorer utilizes a policy
provider as a parameter. In accordance with an embodiment of
the i1nvention, the firewall class object 802 acts as an
arbitrator when there is a conflict between policies of
multiple policy providers. |In general, a policy provider is a
source of firewall policies for the firewall services 302,
preferably one that can be securely identified. A policy
provider is associated with a particular priority class or
level at which all the rules from this provider will be added.
For example, policy providers may be ranked in accordance with

their individual priorities. A remote network security

management server, e.g. the user’s Internet Service Provider
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DefaultApplicationSetting is the default firewall setting to apply when an application's firewall setting is
not specified. The DefaultOSServiceSetting is the default firewall setting to apply when an operating
system service's firewall setting is unspecified. The TrustedZone property is the trusted Internet Protocol
("IP™) address list to use when an application - 26 setting does not specify its own trusted IP addresses.

The SecureA@mE)pionertyasthfedefart: tiystad sutbenpeated wenetevadnisy dsldogspnaen an
application setting does not specify its own trusted authenticated remote identities. Finally, the

IsICMPAllowey peefterty inditkiesgwofther fiterneind@stidliMgssaigshestogat (dEiMly’) neegbages are
allowed; e.g., the TCP/IP stack will respond to pings and generate ICMP errors. Otherwise, the ICMP
messages anayldekegi vdof theseefapertds maynba hditdfilecion bkanpésgiadhg ddrevadi2 User
Interface 304 or the Remote Management Tool 306, except the ApplicationSettings property. (0053) The
example of 4k skethiagedier8d4shRown iddrG. Antindad PwowietlbodasSetDetaultSexurityLevel and
GetSecurityLevel. The parameters for the SetDefaultSecurityLevel are user and security level. The
parameter fprierG&Sarhritid sVebisduseepresents a local user or administrator

of the computer. A DomainProvider iIs an administrator of the

domain to which the user is attached, and receives a priority

of “3”. An application provider may be given a priority of

“4”_ An example of a priority set by an application provider

would be a financial services application that has a setting

requiring that all traffic to iIts server be secure.

(0052) The setting editor class 804 may include a

number of properties, including ApplicationSettings,

DefaultApplicationSetting, DefaultOSServiceSetting,

TrustedZone, SecureZone, and IsICMPAllowed. The

ApplicationSettings property represents the application

firewall rules stored in the system. The

DefaultApplicationSetting is the default firewall setting to

apply when an application’s firewall setting is not specified.

The DefaultOSServiceSetting i1s the default firewall setting to

apply when an operating system service’s firewall setting is

unspecified. The TrustedZone property is the trusted Internet

Protocol (“IP”) address list to use when an application
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SetDefaultSecurityLevel allows a user or administrator to set the default security level for the
parameter-specified user. The GetSecurityLevel allows a user or administrator to get the default security
level for the parameter-specified user. (0054) The setting editor class object 804 provides firewall and
policy management software developers a programmatic interface to manage firewall policy in a simple -

27 and appieattfh@ndoeserrsatisposhfy hersaipwibjagts staldit PPesaies @8sus the The
ApplicationSetting 902 and the SecurityLevel 904. ApplicationSetting 902 associates security levels with

applicationssaulivedtonang inshedeas thiee ghepeifauthe Apnlicatdniauthebeecatedthe SecurityLevel.
The ApplicationlD and User represent the application to which this ApplicationSetting 902 pertains, and

the user for vématéhei Applicatipn$egingtio spseifietieT cgetlaypidy iovioa usepeikey does
ApplicationSetting 902. The SecurityLevel is a read-write property and may be edited by a user or
administratoroforspacfy vetthedwreviatLidted |aatthee 804 at dde Renadie M aleagentdetsT.ool 306. The
property represents the security level when the particular user (User) uses the particular application
(Applicationfindd3s) TteeSdésUdyPaAM onsdbe sapplidd/byadicates whether Internet
Control Message Protocol (“ICMP”) messages are allowed; e.g.,
the TCP/IP stack will respond to pings and generate ICMP
errors. Otherwise, the ICMP messages are blocked. All of
these properties may be editable, for example via the Firewall
User Interface 304 or the Remote Management Tool 306, except
the ApplicationSettings property.
(0053) The example of the setting editor 804 shown in
FIG. 9 iIncludes two methods: SetDefaultSecuritylLevel and
GetSecuritylLevel. The parameters for the
SetDefaultSecuritylLevel are user and security level. The
parameter for the GetSecurityLevel i1s user. The
SetDefaultSecurityLevel allows a user or administrator to set
the default security level for the parameter—specified user.
The GetSecurityLevel allows a user or administrator to get the
default security level for the parameter—specified user.
(0054) The setting editor class object 804 provides

firewall and policy management software developers a

programmatic interface to manage firewall policy In a simple
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SecurityLevel object 904 utilizing a GetRules method of the ApplicationSetting 902. The GetRules object
utilizes the parameters of Application, User, and Contacts to obtain a list of application rules that enforce
the setting "use this security level with these remote contacts when this user uses this application.” In

accordance with an embodiment of the present invention, the SecurityLevel object 904 includes a set of

templates thgidnclpgdsi tedirsof applicaiiosruteseri 28 fibenpartiquiar sedityigjet ektheraaplication,
the user, and the contacts. More information about the SecurityLevel object 904 and ApplicationSetting

is provided attExpibit&xe®056) dhe RileEdjppridastdbjestta imaweppbeatiooh@ogramming interface
used by advanced policy providers to perform policy related operations such as add, remove, or update
policies. As Siesanfictybboed, tbee. magiel itae tbas et pojcP PO vid i a ey lsbostr Thy
RuleEditor class object 806 provides an advanced view of the system allowing administrators and power
users to deflrevespscifie parappiers &trimisy anle s ehres fjreavadl IaTeibade30 A Niteeexample of the
RuleEditor class object 806 in FIG. 9 includes two properties: PriorityClass and Provider. PriorityClass is
the class of i@ paoiitieghicltiiee ApplicationlD, the User, and the

SecurityLevel. The ApplicationlD and User represent the

application to which this ApplicationSetting 902 pertains, and

the user for which the ApplicationSetting is specified.

Together they form a unique key for ApplicationSetting 902.

The SecuritylLevel i1s a read-write property and may be edited

by a user or administrator, for example via the Firewall User

Interface 304 or the Remote Management Tool 306. The property

represents the security level when the particular user (User)

uses the particular application (ApplicationlD).

(0055) The SecuritylLevel may be supplied by a

SecurityLevel object 904 utilizing a GetRules method of the

ApplicationSetting 902. The GetRules object utilizes the

parameters of Application, User, and Contacts to obtain a list

of application rules that enforce the setting ‘“use this

security level with these remote contacts when this user uses

this application.” In accordance with an embodiment of the

present invention, the SecuritylLevel object 904 includes a set

of templates that includes the list of application rules for
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particular provider is given, as described above. Provider is the provider requesting the action. (0057)
The example of the RuleEditor class object 806 in FIG. 9 includes five methods: AddRule, RemoveRule,
UpdateRule, GetRules, and RemoveAll. AddRule is utilized to push down a set of policies to the firewall
policy engine platform 310. The request to add a PolicyRule may fail if the PolicyRule is invalid (e.g., the

PolicyActiortHeepagitietdn e Eolinidgnditusdl if dife previdgpnieata aad thtpolidyerl9 does not

have privilege to do so (based, for example, on the rankings set forth above), or if the transaction is
aborted. If thedreghesidoradsbaolicyidule doesoroidail dhe fitewall podcsengingtyaéael 310, in turn,

plumbs the new policy down to the firewall platform kernel components 314. (0058) RemoveRule is
utilized to reshg\eacta $p4cifind ppcyisad innhSdsasttiegarsmetenvaidbe pattidddrifoilityda be removed,
and may fail because of improper privilege or transaction failure. UpdateRule is used to change the
specified policy that@@ass)reviousheadided Eohtitdiized ass pajautteB@ée psli@gnthat is to be changed.
UpdateRule is subject to the same exceptions as AddRule. RemoveAll removes all of the rules that this
particular peljgy kxcaitieohaprogramming interface used by advanced policy

providers to perform policy related operations such as add,

remove, or update policies. As described above, there may be

more than one policy provider on a single host. The

RuleEditor class object 806 provides an advanced view of the

system allowing administrators and power users to define

specific parameters for policy rules of the firewall services

302. The example of the RuleEditor class object 806 in FIG. 9

includes two properties: PriorityClass and Provider.

PriorityClass is the class of the priority which the

particular provider is given, as described above. Provider is

the provider requesting the action.

(0057) The example of the RuleEditor class object 806

in FIG. 9 includes five methods: AddRule, RemoveRule,

UpdateRule, GetRules, and RemoveAll. AddRule is utilized to

push down a set of policies to the firewall policy engine

platform 310. The request to add a PolicyRule may fail if the

PolicyRule is invalid (e.g., the PolicyAction does not match

the PolicyCondition), if the provider trying to add the policy
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created, and may fail due to inadequate privilege. It may be an atomic operation, i.e., done with one
transaction. (0059) The rule explorer class object 808 permits a user or administrator to view all policies
that are currently in the firewall platform, subject to privilege. In accordance with an embodiment of the
invention, the view is read-only. In the example of the rule explorer class object 808 in FIG. 9, there is

one event: QuleShaogenbventp RiNaQlaeed-veot isofqrihesdle epplorexalaps @bjesth 8@Rdo receive
notification when the policies that it views have changed. In the example - 30 of the rule explorer class

object 808 indm&i Agthese ts daa-tiopedy.edhichis Efentidter raveniCtismeisitalborsesdr
administrator to define a subset of the policies to be viewed. There is a single method of GetRules which
obtains rules fhathara-equestty anfoadtd ia the liiew&upatidovsn actorfiands witle tHea EgentFliter. The
operation may be done in a single transaction. (0060) FIG. 10 is a flow diagram generally representing
steps for crgaiihpeedeing el ghdtangfe poliGa 0y lenutilitungrihe (HuwleBditdriebjeev8(toihiaxgzordance with
an embodiment of the invention. These steps may performed, for example, via software associated with
the Firewalldésan to the firewall platform kernel components 314.
(0058) RemoveRule is utilized to removed a specified

policy, and includes the parameter of the particular policy to

be removed, and may fail because of improper privilege or

transaction failure. UpdateRule i1s used to change the

specified policy that was previously added, and utilizes as a

parameter the policy that is to be changed. UpdateRule is

subject to the same exceptions as AddRulle. RemoveAll removes

all of the rules that this particular policy provider has

created, and may fail due to inadequate privilege. It may be

an atomic operation, i.e., done with one transaction.

(0059) The rule explorer class object 808 permits a

user or administrator to view all policies that are currently

in the firewall platform, subject to privilege. In accordance

with an embodiment of the invention, the view Is read-only.

In the example of the rule explorer class object 808 in FIG.

9, there is one event: RuleChangedEvent. RuleChangedEvent is

for the rule explorer class object 808 to receive notification

when the policies that it views have changed. In the example
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Interface 304 or the Remote Management Tool 306. (0061) Beginning at step 1000, the firewall class 802
is created. A user then requests to acquire the RuleEditor class at step 1002 using the respective method
in the firewall class 802. At step 1004, a determination is made whether or not the user is requesting
deletion of a policy or policies. If so, step 1004 branches to step 1006, where the user provides the

particular pgJiey€sea patumetep Wrsep dPA8s aotgtettinaden isnrpe wigtheher-gotitbediser has
authorization to delete the policy, for example by comparing the user's provider ranking (described
above) verspp@p@irtygl whi clankingeveadedifbtdeletionva e patienlgseotiéxdf theusser dees not
have authorization, then 1008 branches to step 1010 where the transaction fails. If the user does have
authorizatioadthienistep 4008 branclekitosstep $0b2ewherk thiee pplidyiic KEdeted. (H62) dvibd user

wishes to edit or add a policy, then step 1004 branches to step 1014. The method for editing a policy is
somewhat dithereat s neaddng, leutnied hoiohilaftiGearRuddiciahti e theh tiza tveo acd desdriieet! together
here. The steps shown in FIG. 10 from 1014 are directed to adding a policy, and differences with editing,

are currently enforced in the firewall platform in accordance

with the EventFilter. The operation may be done in a single

transaction.

(0060) FIG. 10 is a flow diagram generally

representing steps for creating, editing or deleting a policy

rule utilizing the RuleEditor object 806 iIn accordance with an

embodiment of the invention. These steps may performed, for

example, via software associated with the Firewall User

Interface 304 or the Remote Management Tool 306.

(0061) Beginning at step 1000, the firewall class 802

IS created. A user then requests to acquire the RuleEditor

class at step 1002 using the respective method in the firewall

class 802. At step 1004, a determination is made whether or

not the user is requesting deletion of a policy or policies.

IT so, step 1004 branches to step 1006, where the user

provides the particular policy as a parameter. At step 1008,

a determination is made whether or not the user has

authorization to delete the policy, for example by comparing

the user’s provider ranking (described above) versus a minimal
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where significant, are described further below. For example, if a user is editing a policy, then prior to step
1014, the user provides the policy as a parameter so that it may be edited. (0063) At step 1014, the user
derives a policy class, or chooses from existing policy classes, such as the rules 502-510 shown in FIG.
S. At step 1016, the user selects a condition from available policy conditions, or derives a new policy

condition. A atsipiHL thdleeloaeFeatects Ptddionod dRevemetprulaicypslipoyor thefoaties rule that is
being established. If a user were editing an existing policy instead of creating a policy, then steps

1014-1018 megrinvides - 33 tsélavincha diffarénbpdlmy classconddi®nbaaeiohastian isttepd of starting
from scratch. (0064) At step 1020, a determination is made whether the particular user has authorization
to commit td OEOnemepaicyh&hisrdatesitdton €an bs madd sthiarusdire dietsrrhiagtton made in step
1008. If not, then step 1020 branches to step 1022, where the transaction fails. If the user does have
authorizaticauttieorsiept D@a porahare sstbegie A 004 ndrecb esddterrsibepod sl hadehereth€her not the
particular policy is allowed. For example, a determination

policy i1s deleted.

(0062) IT the user wishes to edit or add a policy,

then step 1004 branches to step 1014. The method for editing

a policy is somewhat different than adding, but the

similarities are sufficient so that the two are described

together here. The steps shown in FIG. 10 from 1014 are

directed to adding a policy, and differences with editing,

where significant, are described further below. For example,

iT a user is editing a policy, then prior to step 1014, the

user provides the policy as a parameter so that it may be

edited.

(0063) At step 1014, the user derives a policy class,

or chooses from existing policy classes, such as the rules

502-510 shown in FIG. 5. At step 1016, the user selects a

condition from available policy conditions, or derives a new

policy condition. At step 1018, the user selects an action or

derives a new policy action for the policy rule that is being

established. |If a user were editing an existing policy

instead of creating a policy, then steps 1014-1018 may involve
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can be made whether the particular condition matches the action in accordance with rules set by the
policy class. If not, step 1024 branches to step 1026, where the transaction fails. If so, then step 1024
branches to step 1028, where the policy is plumbed to the firewall platform kernel components 314 by
the firewall policy engine platform 310. (0065) The method shown in FIG. 10 permits an advanced user to

establish a #renad gy fo1ca sFapeies 1521 Tog advanrceddasad Mdwast thadirewakheelices in
accordance with filtering needs for the computer 102. (0066) FIG. 11 is a flow diagram generally

representing stepsdar ok asing gieligyFutemudizingtdle . setting editor object 804. Beginning at step 1100,
the - 33 firewall class 802 is created. At step 1102, the setting editor object is acquired via the method
provided in the firgl@a@l6dinss 80RL(GH6a) BEB20se thalepplicaiinatioruses anadeowheahe rthe
application setting 902 provides available security levels for the known application and the known user,
and the usetise spapitacalapr nsee deasriguthels Bz ateqohl b Tdenuger telettseonmesof the security
levels at step 1106. If the user is not authorized to set such a security level, then step 1108

policy. This determination can be made similar to the

determination made in step 1008. If not, then step 1020

branches to step 1022, where the transaction fails. |If the

user does have authorization, then step 1020 branches to step

1024, where a determination is made whether or not the

particular policy is allowed. For example, a determination

can be made whether the particular condition matches the

action in accordance with rules set by the policy class. |If

not, step 1024 branches to step 1026, where the transaction

fails. |If so, then step 1024 branches to step 1028, where the

policy is plumbed to the firewall platform kernel components

314 by the firewall policy engine platform 310.

(0065) The method shown in FIG. 10 permits an advanced

user to establish a firewall policy for a computer 102. The

advanced user may set the firewall policies in accordance with

filtering needs for the computer 102.

(0066) FIG. 11 is a flow diagram generally

representing steps for creating a policy rule utilizing the

setting editor object 804. Beginning at step 1100, the
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branches to step 1110, where the transaction fails. If the user does have authorization, then step 1108
branches to step 1112, where the firewall policy engine platform 310 plumbs the policy to the firewall
platform kernel components 314. (0068) As can be seen, the method of FIG. 11 provides a relatively
simple method for a user who is not advanced to set firewall policy for a computer 102. The policy may

be set withqjtregwai¢ded abpogsDapketsy @4 bHte! items theepynitely, muse beestdrieg to configure a
firewall. (0069) FIG. 12 is a flow diagram generally representing steps for viewing policy rules utilizing the

rule exploregdiest &lgjisccchgancguiifedneizbadimentehihe prenidedBdginting at step 1200, the
firewall class 802 is created. At step 1202, the RuleExplorer object 808 is - 34 acquired using the
associated fetimdhihithe FaiegaBoass 802. The appropriate parameters for the rules the user wants to
see (e.g., all rules that the particular provider has created) are provided at step 1204. At step 1206, the
rules are provided(i00Gi£)ving t@twauss, tdiexappld gatthenFaedallsser dterfao®B04. @0 0)
Although not shown in FIG. 12, viewing rules via the RuleExplorer object 808 may require authorization,
and the application setting 902 provides available security levels

for the known application and the known user, and the user 1is

supplied one or more security levels at step 1104. The user

selects one of the security levels at step 1106. |If the user

IS not authorized to set such a security level, then step 1108

branches to step 1110, where the transaction fails. If the

user does have authorization, then step 1108 branches to step

1112, where the firewall policy engine platform 310 plumbs the

policy to the firewall platform kernel components 314.

(0068) As can be seen, the method of FIG. 11 provides

a relatively simple method for a user who is not advanced to

set firewall policy for a computer 102. The policy may be set

without knowledge of ports, packets, or other items that

typically must be entered to configure a firewall.

(0069) FIG. 12 is a flow diagram generally
representing steps for viewing policy rules utilizing the rule
explorer object 808 in accordance with an embodiment of the

invention. Beginning at step 1200, the firewall class 802 is

created. At step 1202, the RuleExplorer object 808 is
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thus may be limited to a particular level of provider and higher. In addition, if changes occur to the rules,
notifications of those changes may be sent to the user via the RuleChangeEvent property. (0071) All
references, including publications, patent applications, and patents, cited herein are hereby incorporated
by reference to the same extent as if each reference were individually and specifically indicated to be

incorporated by uigesencssand Wetie satkpibiiatisenisaiyoteiin. (087 i Feaase of frgsterms "a” and
"an" and "the" and similar referents in the context of describing the invention (especially in the context of

the followingoRimsraee adpreonstited pa cavertnth tie pinphitar anbgbe thieral seresgantierwise

indicated herein or clearly contradicted by - 35 context. The terms "comprising,” "having," "including,” and

"containing"taresdede(@ytpiryed B ondresndedh terutse(i.pa rveaniayipatodindelputhas limited to,”)
unless otherwise noted. Recitation of ranges of values herein are merely intended to serve as a
shorthand noatbatted )efamng nunidadlatb sddpsdodie valie $titpg M206), thehange ]l esless
otherwise indicated herein, and each separate value is
are provided for viewing to the user, for example via the
Firewall User Interface 304.

(0070) Although not shown in FIG. 12, viewing rules
via the RuleExplorer object 808 may require authorization, and
thus may be limited to a particular level of provider and
higher. In addition, i1If changes occur to the rules,
notifications of those changes may be sent to the user via the
RuleChangeEvent property.

(0071) All references, including publications, patent
applications, and patents, cited herein are hereby
incorporated by reference to the same extent as if each
reference were individually and specifically indicated to be
incorporated by reference and were set forth iIn its entirety
herein.

(0072) The use of the terms “a” and “an” and ‘“the” and
similar referents in the context of describing the invention
(especially in the context of the following claims) are to be

construed to cover both the singular and the plural, unless

otherwise indicated herein or clearly contradicted by
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incorporated into the specification as if it were individually recited herein. All methods described herein
can be performed in any suitable order unless otherwise indicated herein or otherwise clearly
contradicted by context. The use of any and all examples, or exemplary language (e.g., "such as")
provided herein, is intended merely to better illuminate embodiments of the invention and does not pose

a limitation g thesaope Théhawwastionon|ess Sieyyise plaried,No fgiguRgeinghe spegification
should be construed as indicating any non- claimed element as essential to the practice of the invention.
(0073) Preferceh eaviligentsiaef tiis ineentionstreudesciibeciegremdeiudiagthe (ésiongde known to
the inventors for carrying out the invention. Variations of those preferred embodiments may become
apparent tonleesel ogordinacy uskilhip,thewatt nean laading thettor&going bessriptidne Mhesaventors expect
skilled artisans to employ such variations as - 36 appropriate, and the inventors intend for the invention to
be practicedmtieelwis&dwintadt 3 pecifiidalliyadepesbed heedine #\coerdiigly athés ingeetlon includes all
modifications and equivalents of the subject matter recited in the claims appended hereto as permitted
by applicablenfentexntie deersany ecasbiaatto ottrenabovettestrivE dredi@entenig all possible

individually to each separate value falling within the range,

unless otherwise indicated herein, and each separate value is

incorporated into the specification as if 1t were individually

recited herein. All methods described herein can be performed

in any suitable order unless otherwise indicated herein or

otherwise clearly contradicted by context. The use of any and

all examples, or exemplary language (e.g., “such as”) provided

herein, is intended merely to better illuminate embodiments of

the i1nvention and does not pose a limitation on the scope of

the invention unless otherwise claimed. No language in the

specification should be construed as indicating any non-

claimed element as essential to the practice of the invention.

(0073) Preferred embodiments of this invention are

described herein, including the best mode known to the

inventors for carrying out the iInvention. Variations of those

preferred embodiments may become apparent to those of ordinary

skill in the art upon reading the foregoing description. The

inventors expect skilled artisans to employ such variations as

- 36 -



variations thereof is encompassed by the invention unless otherwise indicated herein or otherwise clearly
contradicted by context. EXHIBIT A System .Firewall. Policy.ApplicationRule System . Firewall. Policy

public class ApplicationRule ; PolicyRule ublic ApplicationRule ublic ApplicationRulel(ApplicationConditon
condition, ApplicationAction ac ublic ApplicationCondition ApplicationCon public ApplicationAction Action{

g tion Applicgiion&ui istide raledthehis anometdnstherapidation layee eforeeraeshalitougs it may

also dynamically instantiate rules at other layers e.g. an IPSec rule the transport layer to secure all traffic

by a certainmappiitiiietiobeserBysent hitawaall. Bpkeyi Tiansposi Rietscrdmesparatein.
System.Firewall.Policy ublic class TransportRule : PalicyRulef public TransportRule4); public

TransportRleédranspo itz pntdhidscanditent Fiteriatidudes; pbblimddirspoatCmagicnd

TransportCondition { get { } set { } } public FilterAction Action {get{}set{}}-38
equivalents of the subject matter recited in the claims
appended hereto as permitted by applicable law. Moreover, any
combination of the above-described elements in all possible
variations thereof is encompassed by the invention unless

otherwise indicated herein or otherwise clearly contradicted

by context.
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TransportRule models the traditional firewall rule that mainly filters on the standard 5-tuple. System Firew
all.Policy.l KERu le lass IKERule PoltdyRule public public public public public IKERule(IPAddressValue
src, IPAddr e IPAddressValue SourceAddress { get IPAddressValue DestinationAddress IKEAction
Action { get { } set{} at et IKEActio et) There are three different rules for specifying IPSec related policies:
IPSecRule, KeyingiiogiBIERuyle and IKERule. IPSecRule is added at the transport layer where matching
traffic triggers the IPSec callout. The IPSec callout set a security context in the packet so that

System.Firewall.Policy.ApplicationRule

namespace System.Firewall_Policy

{

public class ApplicationRule : PolicyRule

{

public ApplicationRule();

public ApplicationRule(ApplicationConditon condition, ApplicationAction act);

public ApplicationCondition ApplicationCondition { get { } set { } }

public ApplicationAction Action { get { } set { } }

}
}

ApplicationRule is the rule that is enforced by the application layer enforcement although it
may also dynamically instantiate rules at other layers e.g. an IPSec rule the transport layer to
secure all traffic by a certain application or user.

System.Firewall.Policy.TransportRule
namespace System.Firewall_Policy

{
public class TransportRule : PolicyRule
{
public TransportRule();
public TransportRule(TransportConditon condition, FilterAction act);
public TransportCondition TransportCondition { get { } set { } }
public FilterAction Action { get { } set { } }
by
ke



the IPSec module will be invoked to search for existing SAs to secure the traffic. If none is found,
KeyingModuleRule will be matched to find the right keying module to perform key negotiation. Depending
on the keying module selected, the corresponding IKERule or MamieRule will be matched to find the
appropriate configure settings for performing the key exchange. Then IPSecRule will again be matched
to set up the proper tBhep Srial aithbeleUsedrios atitadly sPenaNg fia-tatit B.guAd ofeiP. IKERule
specifies the parameters for carrying out IKE key negotiation protocol. IKERule can only take local
address anchsgimdte didreesasdts conditionandeardtisn fouplKERule is an IKEAction. System
Firewall.Policy.| PSecRule system. Eirewall. Poles ssvalue - 39 namespaceSy tem. Firewal Poll lass
IPSecRul ublic IPSecRule PolcyRule public IPSecRule(IPAddressValue srcA< ByteValue protocol,

Uintl6Value srcPo IPSei public .
System.Firewall.Policy.IKERule

namespace System.Firewall_Policy

{
public class IKERule : PolicyRule
{
public IKERule(Q);
public IKERule(lPAddressValue src, IPAddressValue dst, IKEAction act);
public IPAddressValue SourceAddress { get { } set { } }
public IPAddressValue DestinationAddress { get { } set { } }
public IKEAction Action { get { } set { } };
}
}

There are three different rules for specifying IPSec related policies: IPSecRule,
KeyingModuleRule and IKERule. [PSecRule is added at the transport layer where matching
traffic triggers the IPSec callout. The IPSec callout set a security context in the packet so that
the IPSec module will be invoked to search for existing SAs to secure the traffic. If none is
found, KeyingModuleRule will be matched to find the right keying module to perform key
negotiation. Depending on the keying module selected, the corresponding IKERule or
MamieRule will be matched to find the appropriate configure settings for performing the key
exchange. Then IPSecRule will again be matched to set up the proper IPSec SA that will be
used for actually securing the traffic e.g. AH or ESP.

IKERule specifies the parameters for carrying out IKE key negotiation protocol. IKERule
can only take local address and remote address as its condition. The action for IKERule is an
IKEAction.

System.Firewall.Policy.IPSecRule
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public public public public public at et Conceptually IPSecRule plays two distinct roles, one is to trigger
the IPSec callout when the associating condition is matched, and another to indicate the configure
parameters for securing the matching traffic. So it specifies both what packets need to be secured and
also how they will be secured. Different 5 tuples can have different IPSec parameters. Although at the
transport layer, the firewall platform can match more fields than the standard 5-tuple e.g. TCP flags, for
the purpose of carrying out IPSec, 5-tuple is sufficient. So IPSecRule only lists the standard 5 tuple, i.e.
source addressspestisaticm &ddeash] Hrdiosol, source port and destination port, as its condition fields.
Other fields can be added if there are practical cases requires traffics matching the same 5-tuple to be
secured differently based on those fields. public on action); PAddre ssValue SourceAddre
IPAddressValue ApWhitc Vs bsigadetle - PolicyRule

{
public IPSecRule();
public IPSecRule(lIPAddressValue srcAddr, IPAddressValue dstAddr,
ByteValue protocol, Ulntl6Value srcPort, Ulntl6Value dstPort,
IPSecAction action);
public IPAddressValue SourceAddress { get { } set { } }
public IPAddressValue DestinationAddress { get { } set { } }
public ByteValue Protocol { get { } set { } }
public Ulntl6Value SourcePort { get { } set { } }
public UlIntl6Value DestinationPort { get { } set { } }
public IPSecAction Action { get { } set { } };
}

Conceptually IPSecRule plays two distinct roles, one is to trigger the IPSec callout when the
associating condition is matched, and another to indicate the configure parameters for
securing the matching traffic. So it specifies both what packets need to be secured and also
how they will be secured. Different 5 tuples can have different IPSec parameters.  Although
at the transport layer, the firewall platform can match more fields than the standard 5-tuple
e.g. TCP flags, for the purpose of carrying out IPSec, 5-tuple is sufficient. So IPSecRule
only lists the standard 5 tuple, i.e. source address, destination address, protocol, source port
and destination port, as its condition fields. Other fields can be added if there are practical
cases requires traffics matching the same 5-tuple to be secured differently based on those
fields.
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get IPAddressValue [ DestinatlonAddress { getf ByteValue Protocol { get{} set{}} UlIntl6Value
SourcePort { get{} set{} Ulntl6Value DestinationPort { get { } se System .Firewall. Policy.
KeyingModuleRule namespace ublic KeyingModuleAction Action { get { } se KeyingModuleRule selects
which key negotiation module to use when there is no existing secure channel (association) to the

remote peelsygiegﬁqw_q Pé\ﬁ/%qﬂpbnliﬁg%%%i% o jigRlatake the standard 5-tuple as its

condition. In case where more than o , Tor example Mamie for user authentication
in addition to traditional IKE, KeyingModuleAction lists them in the order that they will be tried either

concurrentl¥l or se gFe;;ntiaII%({Hntil one BI,}E‘em succeeds or all fails. =ystem,Fire$ public class

KeyingModufle"\ssLﬂ% : glslctzye/ ul'er(m)alfc Keylr%ModuIeRule lic Keyii gt oduleRule(IPAddressValue src.

essvalue dsfAddr, ByteValue protocol,UIntl6Value srcPort, Ulntl6Value
public class KeyingModuleRule : PolicyRule
{
public KeyingModuleRule();
public KeyingModuleRule(IPAddressValue srcAddr, IPAddressValue
dstAddr, ByteValue protocol, Ulntl6Value srcPort, Ulntl6Value
dstPort, KeyingModuleAction action);
public IPAddressValue SourceAddress { get { } set { } }
public IPAddressValue DestinationAddress { get { } set { } }
public ByteValue Protocol { get { } set { } }
public Ulntl6Value SourcePort { get { } set { } }
public UlIntl6Value DestinationPort { get { } set { } }

public KeyingModuleAction Action { get { } set { } };

KeyingModuleRule selects which key negotiation module to use when there is no existing
secure channel (association) to the remote peer, which could be a host or a user.
KeyingModuleRule also take the standard 5-tuple as its condition. In case where more than
one module is available, for example Mamie for user authentication in addition to traditional
IKE, KeyingModuleAction lists them in the order that they will be tried either concurrently
or sequentially until one of them succeeds or all fails.
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dstPort, KeyingModuleAction actin. public IPAddressValue SourceAddress { get{}set{} 1 public
IPAddressValue DestinationAddress { get { } set public ByteValue Protocol { get{} set{} } public
Ulntl6Value SourcePort { get { } set { public UIntl6VValue DestinationPort { get { } set{} }; EXHIBIT B
System Firew all. Policy. PolicyCondition namespace System.Firewall.Policy public abstract class
Policycondition : Plgyidgc public abstract boot Equals(PolicyCondition condition); public abstract boot
Intersects(Policycondition condition); public abstract boot Contains(PolicyCondition condition);

NameEquaIg gw YPRROA RASEP BN Wl@%“cﬂq(ﬂ?‘fi@ﬁ that match this PolicyCondition object

also match the Iepassm%/argur;gl{-:-rngv aigcgltl and vice versa. Otherwise return false.
Parametersla-?o §?fon Ion con

public abstract class PolicyCondition : PolicyObject

{

public abstract bool Equals(PolicyCondition condition);
public abstract bool Intersects(PolicyCondition condition);
public abstract bool Contains(PolicyCondition condition);

}

Name Equals
Return Type Bool
Description Return true if all packets that match this PolicyCondition object also

match the passing argument condition and vice versa. Otherwise
return false.

Parameters PolicyCondition cond

Name Intersects

Return Type Bool
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Return true if there are packets that match this PolicyCondition object Descriptionalso match the passing
argument condition. Return false if there is no such packet. ParametersPolicyCondition NameContains
Return TypeBool DescriptionReturn true if all packets that match the passing argument condition also
match this PolicyCondition object. Otherwise return false. ParametersPolicyCondition System Firew all.
Policy. Ethérnet Condition iamespare System.Firewall.Policy ublic abstract class LinklayerCondition :
PolicyCondjtion public enum LinkLayer { Inboundlop, Outboundtop, InboundBottom, OutboundBottom
properties publicclikbayer Layer { pettJraqtrublicerlass FhemetcangitiomisPelieyepmdiinssdiic
MACAddressValue SourceMACAddrass hael thsefpiblicaMAciddsessidaluaddastailsat enACAddress {
get{} se. such packet.

Parameters PolicyCondition

Name Contains
Return Type Bool
Description Return true if all packets that match the passing argument condition

also match this PolicyCondition object. Otherwise return false.

Parameters PolicyCondition
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ublic EtheraetConditionO; public EhternetCondition(LinkLayer layer, MACAddressValue src, dst ublic
override boot Equals(PolicyCondition val) public override boot Intersects(PolicyCondition val) public
override bool Contains(PolicyCondition val) .. Name Description Layer Specify where this link layer rule
will be applied: InboundTop : This layer is called after each received packet has traversed all other

NDIS Iight\ﬁyg cﬁf @d?ﬁf}g’%@ﬁﬂ%’ﬁd@ﬁi gnce to filter a data-link packet
before it is deflvere othe netwo r processing. OutboundTop: This layer is called before each

sent packetrhas Baeress” any oﬁvwver NB\g:tht weight filter shims. On the send path, this is the first
chance to fiter a data-link packet before it is processed by other NDIS light weight

public abstract class LinklayerCondition : PolicyCondition

{

public enum LinkLayer

{
InboundTop,
OutboundTop,
InboundBottom,
OutboundBottom

}

// Properties

public LinkLayer Layer { get { } set { } }

public class EthernetCondition : PolicyCondition

{

public MACAddressValue SourceMACAddress { get { } set { } }

public MACAddressValue DestinationMACAddress { get { } set { } }
public EthernetCondition();

public EhternetCondition(LinkLayer layer, MACAddressValue src, dst);
public override bool Equals(PolicyCondition val);

public override bool Intersects(PolicyCondition val);

public override bool Contains(PolicyCondition val);

}
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filters. InboundBottom: This layer is called before each received packet has traversed any other NDIS
light weight - 45 filter shims. This layer is the first opportunity to filter a received packet.

OutboundBottom: This layer is called after each sent packet has traversed all other NDIS light weight filter
shims. This layer is the last opportunity to filter a sent packet. AccessRead/Write

NameSour he
Ethernet heaggfccessRead/Write . cNgme Description Destination ress This value Is used to
match the destination MAC address field in the Ethernet

Description Specify where this link layer rule will be applied:

e InboundTop: This layer is called after
each received packet has traversed all
other NDIS light weight filter shims.
On the receive path, this is the last
chance to filter a data-link packet
before it is delivered to the network

layer for processing.

e OQutboundTop: This layer is called before
each sent packet has traversed any other
NDIS light weight filter shims. On the
send path, this is the first chance to
filter a data-link packet before i1t is
processed by other NDIS light weight

filters.

e InboundBottom: This layer is called
before each received packet has

traversed any other NDIS light weight
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- 46 header. Access Read/Write System Firewall.Policy.1 PCondition ublic cla pu pi public Ink or) 1 Jf
enum IPLaye ,sun IPForw, ublic etwo) ublic IPCondition public override bool public override bool ndition :
PolicyC ic; ay lic IPCondition PPacketl:) OutboundIPPacket,

filter shims. This layer is the first

opportunity to filter a received packet.

e OQutboundBottom: This layer is called
after each sent packet has traversed all
other NDIS light weight filter shims.
This layer is the last opportunity to

filter a sent packet.

Access Read/Write

Property

Name SourceMACAddress

Description This value 1s used to match the source

MAC address field in the Ethernet header.

Access Read/Write

Name DestinationMACAddress

Description This value

destination MAC address field

is used to match the

in the Ethernet
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InboundIPFragment, OutboundIPFragment, d ave public IPAddre PAddressValue ave sv alue otocol aver
Is Equals(PolicyCo Inter sects(Poli Contains(Policy ndition S our ¢ eAddra s s { LestinationAddressf'. set
{ get If at lic VIntl6Value PacketLength {;'. Interface Interface { get { There may be more conditions to

header.

Access Read/Write
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set esbvalue s get osed by dition condition); yCondition condition); ondition condition); the set f c,dst,
Bvtavalus iamespace Sys tem. Firewall.Policy - 48 The IPAddress class is taken from System.Net
namespace. It support both v4 and v6 IPAddresses. However, for one particular condition, all the
condition fields have to be interpreted in the context of one address family. In other words, it will raise a

runtime ex QN4 -l e destination address is a v6 address. ..
?%W%?Pémﬂﬁe@l% v@%@@ﬁ%@

Name Descrrll tion Layer The s_pecm(i r at whi IS condition is to be applied. The possible | P
layers are as JP(‘)aﬁ'B\"’/‘\(/:l‘?lgs:ys'[em'F'rewal -Fo
{
public class IPCondition : PolicyCondition
{
public enum IPLayer {
InboundlPPacket,
OutboundIPPacket,
InboundlIPFragment,
OutboundIPFragment,
IPForward
}:
public IPLayer Layer { get { } set { } }
public IPAddressValue SourceAddress { get { } set { } }
public IPAddressValue DestinationAddress { get { } set { } }
public ByteValue Protocol { get { } set { } }
public UIntl6Value PacketlLength { get { } set { } }
public NetworklInterface Interface { get { } set { } }
// There may be more conditions to be exposed by the firewall
platform.

public IPCondition();
public IPCondition(IPLayer layer, IPAddressValue src,dst, ByteValue
prot);
public override bool Equals(PolicyCondition condition);
public override bool Intersects(PolicyCondition condition);

public override bool Contains(PolicyCondition condition);
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InboundIPPacket: This layer is called after a just after the IP header has been parsed and just before
any header processing takes place on received IP packet. IPSec decryption and reassembly will not
have occurred at this point. OutboundIPPacket: This layer is called just before a sent packet is evaluated
for fragmentation. By the time this layer is called, all IP header processing is complete and all extension
headers arerifonlasgdIRS efsawhaRticAvAN SR AINBMHARYSAEAVR saisadyarcurid bthis time. - 49
InboundIPFpg@atsdNisHanerds ¢adlenkipativanresriiash iapmesenbigian frruds ealRAPBEKets that are
received wiliig@bbaerifetOtd Aaixt s daveiddress Iamng Pinragisientrdd)in RMerdRcallantieevery sent and
forwarded feg@epion |f eheebliitt paekesis B fREMReNERRA the Wb MRdth catiess it dobthiRiress.

Name Layer

Description The specific IP layer at which this condition is to be applied. The
possible IP layers are as following:

e InboundIPPacket: This layer i1s called
after a just after the IP header has
been parsed and just before any header
processing takes place on received IP
packet. [IPSec decryption and reassembly

will not have occurred at this point.

e OQutboundlPPacket: This layer is called
just before a sent packet i1s evaluated
for fragmentation. By the time this
layer is called, all IP header
processing is complete and all extension
headers are in place. [IPSec
authentication and encryption will have

already occurred at this time.
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layer. IPForward: This layer is called for each forwarded packet. AccessRead/Write NameSourceAddress
DescriptionThis value is used to match the source address field in the IP header. AccessRead/Write - 50
NameDest in at ion Address DescriptionThis value is used to match the destination address field in the IP
header. AccessRead/Write NameProtocol DescriptionThis value is used to match the protocol field in the

IP header. fccessRead/Write NamePacket [epgiihBFrEHiiants: ValHe & ¥e52 10 TSR EdeACKet

length field in the IP header. AccessRead/Write .. Name Description Network Interface
for every received fragment. Non-

fragmented packets that are received

will not be called out for this layer.

e OutboundlPFragment: This layer i1s called
for every sent and forwarded fragment.
IT a sent IP packet i1s not fragmented,
it will not be called out for this

layer.

e IPForward: This layer is called for each

forwarded packet.

Access Read/Write

Property

Name SourceAddress
Description This value is used to match the source address field in the IP header.
Access Read/Write
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Specify the network interface on which this condition will be matched. If the layer property is set to be
IPForward, it will only match the receiving interface of the forwarded packets when the rule direction is
set to Inbound and the outgoing interface when the rule direction is set to Outbound. - 51 Access
Read/Write System Firewall. Policy.Transport Condition sysstem namezpace System public enum
TransportLaye. n5port layer torm. There may be more condition; o be exposed by the firewall protected
TranSportG
IPAddressValie.d ; AR NRAHESS

get { } set { public UDPCond|t|on(TrarsportLayer layer, IPAddressValue cAddr, IPAddressValue
dstAddr, Ulntl6Value srcPort, UlntliSValue dstPort);

Description This value is used to match the destination address field in the IP
header.

Propery
ort{

Access Read/Write

Name Protocol
Description This value is used to match the protocol field in the IP header.
Access Read/Write

Name PacketLength
Description This value is used to match the packet length field in the IP header.
Access Read/Write

Property
Name NetworklInterface
Description Specify the network interface on which this condition will be matched.

If the layer property is set to be IPForward, it will only match the
receiving interface of the forwarded packets when the rule direction is
set to Inbound and the outgoing interface when the rule direction is set
to Outbound.




- 53 ublic class UDPCondition : TransportCondition . Firewall.Policy public abstract class
TransportCondition Inboun : PolicyConditicn Outbound The following are the conditions that are availabe
at the vvia context. Public TransportLayer TransportLayer { get { } set{}} public IPAddressValue
SourceAddress { get { } set{ public IPAddressValue DestinationAddress get { ;} set{}}. public ByteValue
Protocol { get{} set{} } public UDRCondition Q ; 1 Equals (PolicyCondition val P public override boFt
Intersects (PolicyCondatxbn Val); public override bool Contains {PolicyConditios; Val); latform. public
class ICMPCandiion : Transportcondition T RB4d#den tRAddressValue
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lays: PAddressValua Ulntl6Value srcport, Ulntl6Value dstport); public override boot Equals
{PolicyCondition val); public override bool Intersects (PolicyConditibn Val ublic override bool Contains
{PolicyConditionE Val); lic cl TCPCondition : TransportCondi [flags] ublic enum TCPPIlags IN RST PSH
ACK 16 URG32 public UIntl6Value SourcePort {get { } set{} };". publici UIntl6Value DestinationPort { get

E{}setE{} mq-ﬁlflé%giqqséﬂ%vﬁéhg%yﬁ@gﬁﬂpﬁa}qre conditions to be exposed by

the firewall ublicf’. TCPCondition
namespace System.Firewall_Policy

{

public abstract class TransportCondition : PolicyCondition

{

public enum TransportLayer {
Inbound,
Outbound

}:

// The following are the conditions that are availabe at the

transport layer

platform.

// via context.

Public TransportLayer TransportLayer { get { } set { } }
public IPAddressValue SourceAddress { get { } set { } }
public IPAddressValue DestinationAddress { get { } set { } }
public ByteValue Protocol { get { } set { } }

// There may be more conditions to be exposed by the firewall

protected TransportCondition();

protected TransportCondition(TransportLayer layer,

IPAddressValue srcAddr, IPAddressValue dstAddr);

}

public class UDPCondition : TransportCondition

{

public UlIntl6Value SourcePort { get { } set { } }

public UlIntl6Value DestinationPort { get { } set { } }
public UDPCondition();
public UDPCondition(TransportLayer layer, IPAddressValue
srcAddr, IPAddressValue dstAddr, Ulntl6Value srcPort,

Ulntl6Value dstPort);



ublic TCPCondxtion(Transport publicByteValue ICMPType get { } set ublicByteValue ICMPCode { get{;'.
:Addy, IPAddres public eve public eve public ove There may be more conditions to ublic
ICMPCondition(}. ue dstA e exposed by the firewall dyteValue icmplype, icmpCo ide boot
Equals(PolicyCondition val ride bool Intersects(PolicyCondition val) ride bool Contains(PolicyCondition
val); ICMP v6 defimeslliicMPerypeeanchtotipaisierdntycivantoMPav; The address family of the source

and destination addurgﬁs determgwegoiqu ICMPCtg g(;qpn gvill dpgii)r}]tevr%reted as ICMP v4 or v6.

NameSourcePort Besc'ﬁp(t)i\é)erﬁhlg value |gtﬁgsee {0 match the source gr;t field in the TCP/UDP header.

AccessRead/Writepublic override bool Contains(PolicyCondition val);
}

public class TCPCondition : TransportCondition
{
[flags]
public enum TCPFlags
{
FIN = 1,
SYN = 2,
RST = 4,
PSH = 8,
ACK = 16,
URG = 32
}
public UIntl6Value SourcePort { get { } set { } }
public UlIntl6Value DestinationPort { get { } set { } }
public TCPFlags Flags { get { } set { } }
// There may be more conditions to be exposed by the firewall
platform.
public TCPCondition();
public TCPCondition(TransportLayer layer, IPAddressValue
srcAddr, IPAddressValue dstAddr, Ulntl6Value srcPort,
Ulntl6Value dstPort);
public override bool Equals(PolicyCondition val);
public override bool Intersects(PolicyCondition val);
public override bool Contains(PolicyCondition val);

}

public class ICMPCondition : TransportCondition

{
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NameDestinationPort DescriptionThis value is used to match the destination port field in the TCP/UDP
header. AccessRead/Write - 55 NameFlags DescriptionThis value is used to match the corresponding
bits in the TCPflags field: FIN, SYN, RST, PSH, ACK, URG AccessRead/Write Namel CMPType
DescriptionThis value is used to match the type field in the ICMP header. AccessRead/Write Namel
CMPCode DescriptionThis valueis liseglte\raateh thetgpel figld & the=tCMP header. AccessRead/Write

System Firewall.Policy.l PSecAuptlmr% g%régaqﬂgltlgupggélec gl%estlgﬁl in pl{bﬁc}lPSe cAutho
// There may be more conditions to be exposed by the firewall

platform.
public ICMPCondition();
public ICMPCondition(TransportLayer layer, IPAddressValue
srcAddr, IPAddressValue dstAddr, ByteValue icmpType, icmpCode);
public override bool Equals(PolicyCondition val);
public override bool Intersects(PolicyCondition val);

public override bool Contains(PolicyCondition val);

}

ICMP v6 defines ICMP type and code differently than ICMP v4. The address family of the
source and destination address determines if an ICMPCondition will be interpreted as ICMP

v4 or v6.
Name SourcePort

Description This value is used to match the source port field in the TCP/UDP header.

Access Read/Write

Property

Name DestinationPort

Description This value is used to match the

destination port field in the TCP/UDP header.

Access Read/Write
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public public public rizatio Lion nditioxii Remoteldentity Remote={ get { } } IPAddressValue

LocalAddress { get {} UlIntl6Value LocalPort { get set { llintlbValue Protocol { get {'. } set {.} ublic
IPAddressValue RemoteAddr ess { get public Ulntl Value RemotePort { get { ndition tity RemotelE
IPSecAuthorizationCondition matches both inbound and outbound packet IPSec context. The inspection

is assumed[to take place right after
then the IPSec SA will be establishé

2d and traffic will be secured. If the action to take is Deny, no SA

be created and the TPSec main mode negotiation will fail. System . Firewall Policy .

Name

Property
Flags

Description

This value is used to match the corresponding bits in the TCP flags field:
FIN, SYN, RST, PSH, ACK, URG

Access

Read/Write

Name

Property
ICMPType

Description

This value is used to match the type field in the ICMP header.

Access

Read/Write

Name

Property
ICMPCode

Description

This value is used to match the code field in the ICMP header.

Access

Read/Write
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namespace System.Firewall.Policy Application Condition [flags] public enumi ublic abstr so own th ougi
lue lient 1, erver =2, lientAndServer fulticast = 4 blic ubli cce5 lic public public public public

ApplicationCondition get {

System.Firewall.Policy.lIPSecAuthorizationCondition
namespace System.Firewall_Policy

{

public class IPSecAuthorizationCondition : PolicyCondition

{
public
public
public
public
public
public

public

IPSecAuthorizationCondition(Remoteldentity RemotelD);
Remoteldentity RemotelD { get { } }

IPAddressValue LocalAddress { get { } set { } }
Ulnti6Value LocalPort { get { } set { } }
Ulnti6Value Protocol { get { } set { } }
IPAddressValue RemoteAddress { get { } set { } }

Ulntli6Value RemotePort { get { } set { } }

IPSecAuthorizationCondition matches both inbound and outbound packet IPSec context.
The inspection is assumed to take place right after IPSec authentication completes. If the
associated action is Permit, then the IPSec SA will be established and traffic will be secured.
If the action to take is Deny, no SA will be created and the IPSec main mode negotiation will

fail.
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ublic ApplicationIDValue Application { ublic IPrincipalValue LocalUser{ get {.} se / There may be more
conditions to be exposed ock lag plicat | i cation Condition to etwork"3 ang lls ionCondition on io, tions Qi4
like connect or essFlag { get { Bytevalue Protocol { g PolicyCondition at plice li

System.Firewall.Policy.ApplicationCondition
namespace System.Firewall_Policy

{
[flags]
public enum NetworkAccessFlag
{
Client = 1,
Server = 2,
ClientAndServer = 3,
Multicast = 4
}
public abstract class ApplicationCondition : PolicyCondition
{
public ApplicationlDValue Application { get { } set { } }
public IPrincipalValue LocalUser { get { } set { } }
// There may be more conditions to be exposed by the firewall
platform.

public ApplicationCondition();
public ApplicationCondition(ApplicationlDValue app,

IPrincipalValue luser);

}
public class AuthorizationCondition : ApplicationCondition
{
// The following conditions are matched against values passed
down through
// winsock calls like connect or listen.
public NetworkAccessFlag { get { } set { } }
public IPAddressValue LocalAddress { get { } set { } }
public IPAddressValue RemoteAddress { get { } set { } }
public ByteValue Protocol { get { } set { } }
public UlIntl6Value LocalPort { get { } set { } }
public UlIntl6Value RemotePort { get { } set { } }
public RemoteldentityValue RemotelD { get { } set { } }
}
public enum PromiscuousMode
{



} IPAddressValue LocalAddress IPAddressValue RemoteAddress Ulntl6VValue LocalPort { get
Ulinti6Value RemotePort { get RemoteldentityValue RemotelD ten, at { ib set { lue Cone ition >y th set
alue fire - 58 UDPP:. TCPPort pa ublic class ResourceAssignmeYtCondition : ApplicaitonCCndition
Al11IP =1,

AILIP = 1,

AllMulticast = 2,

IGMPMullticast = 3

}
public enum ResourceType
{
UDPPort,
TCPPort,
Raw
}
public class ResourceAssignmentCondition : ApplicaitonCondition
{
public IPAddressValue LocalAddress { get { } set { } }
// if protocol is not TCP/UDP, this is assumed to be a Raw
socket case.
public ResourceType ResourceType { get { } set { } }
public UIntl6Value ResourceValue { get { } set { } }
public PromiscuousMode PMode { get { } set { } }
}

ApplicationCondition matches the conditions that are exposed by the application layer
enforcement. This is the main engine for providing application and user based firewall

policies.

Property ‘
Name Application
Description This is to match packets that are

generated / received by this application.
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AllMulticast 2, IGMPMulticast 3 lic enum ResourceT if protocol is not TCP/UDP, this is assumed to be a
Raw publici ResourceType Resourcelypes { get { seti public UIntl6Value ResourceValue { get { set
publici PromiscuousMode PMode { get { } set { } ApplicationCondition matches the conditions that are
exposed by the application layer enforcement. This is the main engine for providing application and user
based firewalcpalicies. .. Name DepcriptiorRapeijoaiied his is to maich packets that are generated|/
received by this application. ublicl IPAddressValue UocalAddress { cat { } sat - 59 Access Read/Write
NameLocalUser DescriptionThis is fo match packets that are generated / received by this user.

Property

Name LocalUser

Description This is to match packets that are

generated / received by this user.

Access Read/Write
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AccessRead/Write EXHIBIT C System Firewall. Policy. PolicyAction namespace System.Firewall.Policy
public abstract class PolicyAction :ilPolicyobject operties ublic Loggi o // Abstract metho< ig L; public
abstract bool IsCompatible(PolicyCondition condition); PolicyAction is an abstract class that serves as the
root class for all specific action classes. Whether to log the packet is implied by specifying a non-empty
logging configure ghjeatBMeticods NamelsCompatible Return TypeBool DescriptionReturn true if this
action can take place at the same layer as the condition. Otherwise return false. ParametersCondition -

The conditiwgg@%yﬁjp@%&m@a W&Bpwﬁwg\c?ﬁgﬁn Firew all. Policy. FilterAction namespace
all

System. Flrenames'pF))zgcltlacgystem .Firewall .Policy
{
public abstract class PolicyAction : PolicyObject
{
// Properties
public LoggingConfig LoggingConfig { get { } }
// Abstract methods
public abstract bool IsCompatible(PolicyCondition condition);
}
}

PolicyAction is an abstract class that serves as the root class for all specific action classes.
Whether to log the packet is implied by specifying a non-empty logging configure object.

Methods
Name IsCompatible
Return Type Bool
Description Return true if this action can take place at the same layer as the
condition. Otherwise return false.
Parameters Condition — The condition against which
this action will be checked.
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public enum F Permit, Deny, LogOnlh, rivate FilterAction(FilterActionType actionType) public
FilterAction(FilterActionType actionType LoggingConfig ublic static readonly FilterAction Permit new
FilterAction4Permit IterActionType my FilterAction Deny new FilterAction{Deny; ublic static read ublic o
erride bool IsCompatible4PolicyCondition condition FilterAction models the following action scenarios:

eturn true; gy%ﬁquimf@mw_ ﬁﬁl§§MIWolicyCondition object. PolicyAction action =

FiIterAction.r!Z1 gmlg;c eDSens)é:e rI%)roiQ &gflfetslticat match the associating PolicyCondition object. PolicyAction
action = Filter%\cstﬁ)on.Dé/ny; ermit ant ?_og.)/AIIow and log packets that match the associating
PolicyCondigion object. tion(FilterAct.Lon.FilterActionType.Permit, - 62 Deny and Log: Drop and log

packets that matchplglgf:igs§ ciatmgtlgp/licc%%:rgn:dg!)qn opé'gl%th newFilterAction(FilterAction.Filte

ass icy
{
public enum FilterActionType { Permit, Deny, LogOnly }
private FilterAction(FilterActionType actionType);
public FilterAction(FilterActionType actionType, LoggingConfig
logging);

public static readonly FilterAction Permit = new FilterAction(Permit);

public static readonly FilterAction Deny = new FilterAction(Deny);

public override bool IsCompatible(PolicyCondition condition) { return true;}

}

FilterAction models the following action scenarios:
e Permit: Allow packets that match the associating PolicyCondition object.

PolicyAction action = FilterAction.Permit;

e Deny: Drop packets that match the associating PolicyCondition object.

PolicyAction action = FilterAction.Deny;

e Permitand Log: Allow and log packets that match the associating PolicyCondition
object.

new

FilterAction(FilterAction.FilterActionType.Permit,

logging);
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ActionType.Deny, Log Only: Log packets that match the associating PolicyCondition object.
FilterAction(FilterActi n. FilterActionType.Logonly, Please note that FilterAction can be associated with
any PolicyCondition as it is required that all layers in the firewall platform will at least support Permit,
Deny and Log actions. System Firew all.Policy.l nstantiationTem plate ublic abstract class
InstantiationTemplate : PolicyRulel protected InstantiationTemplate(bool isClientinstantiatio public bool
IsCIientlnstantiatiODér%He%@!@%ﬂirﬁbﬁ@@{bﬁem&%ﬂﬁﬁ@ﬂtﬁ]@%\@s&ﬁaﬁmieyé%dition
Transgorttemplategvéjgasgorttayer lays, public TransportTemplate(Transportliayer lays IPAddressValue
remoteAddr, Ulntl6Value remotePort); public TransportCondition Condition public FilterAction Action { get
FitlerAction actior, FilterAggionreriies otead o (tiPledienees dNSeq Tampata i istyp@tpefgmplat
IPSecTemplate(IPSecAction action) public IPSecTemplate(IPSecAction action, IPAddressValue
remoteAddressS logging);

e Log Only: Log packets that match the associating PolicyCondition object.

new
FilterAction(FilterAction.FilterActionType.LogOnly,

logging);

Please note that FilterAction can be associated with any PolicyCondition as it is required that
all layers in the firewall platform will at least support Permit, Deny and Log actions.
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Ulintl6Value protocol, Uintl6Value remotePort); public TransportCondition Condition { get {.} } public
IPSecAction Action { get { p'. } ublic class IPSecAUthorazataonTemglate : InstantiationTemplat~
FilterAction action puniLc ibbecAutnorLzatlo lic IPSecAuthorinatio Template(RemoteldentityValue
remotes'. I's, alue UIntl6 - 64 protocol, llintl6Value remotePort, FilterAction public RemoteldentityValue

Remotel puBlircdfilerHHgtiuAcion $861icstiR ila'ﬁ%%‘f'%ﬂ“r‘éwa% gan be any of the following

templates: - Trans ortTgm late: th tem te to e Instantiated at t ansport layer either inbound or
outbound. - TPS&¢E aye¥ ’fﬁ ﬁ5$ec emp até/to be instantiated at IPSec layer. - IPSec Authorization rule
template: the authorization template to be instantiated at the IPSec authorization layer. Each of the

above classes proyidg fwo, construciors. The firef. 90 iR g e nsiandalzg when

{
protected InstantiationTemplate(bool isClientinstantiation);
public bool IsClientinstantiation { get { } };

}

public class TransportTemplate : InstantiationTemplate
{
public TransportTemplate(TransportLayer layer, FitlerAction action);
public TransportTemplate(TransportLayer layer, FilterAction action,
IPAddressValue remoteAddr, Ulntl6Value protocol, Ulntl6Value
remotePort);
public TransportCondition Condition { get { } }

public FilterAction Action { get { } }

public class IPSecTemplate : InstantiationTemplate
{
public IPSecTemplate(IPSecAction action);
public IPSecTemplate(IPSecAction action, IPAddressValue remoteAddress,
Ulntli6Value protocol, Ulntl6Value remotePort);
public TransportCondition Condition { get { } }
public IPSecAction Action { get { } }
}
public class IPSecAuthorizationTemplate : InstantiationTemplate
{
public IPSecAuthorizationTemplate(RemoteldentityValue remotelD,
FilterAction action);

public IPSecAuthorizationTemplate(RemoteldentityValue remotelD, Ulntl6Value



the associated application rule matched to perform client instantiation. When client instantiation takes
place, the full 5-tuple is available to instantiate the template. On the other hand, if it is not a client
instantiation, only local 3-tuple, i.e. local address, protocol, and local port, available. This is what the
second constructor will be used for. So implicitly, the first constructor set the isClientinstantiation flag in
the base Instantiationfemplttettass\vial be teneterhite, tife Ise cartd @necsebid to false. The client
instantiation templates gre igstaptiated only .when the full 5-typle js.available while the server instantiation
templates only af the’ %ltr)a'ecv[\g/ en Q[r?gee%(%¥%ltﬂ%|%efg%%£brla{b?§%{% éte}m Firew all. Policy.ApplicationAction
S till li namespace ystdnt FsewerdRogyrabiinclasstApdigationAction : PolicyActionf public enum

ApplicationActionT}ype {

}

Instantiation templates can be any of the following templates:
- TransportTemplate: the template to be instantiated at the transport layer either
inbound or outbound.
- IPSecLayer: the IPsec template to be instantiated at IPSec layer.
- IPSec Authorization rule template: the authorization template to be instantiated at
the IPSec authorization layer.

Each of the above classes provide two constructors. The first one is to be instantiated when
the associated application rule matched to perform client instantiation. When client
instantiation takes place, the full 5-tuple is available to instantiate the template. On the other
hand, if it is not a client instantiation, only local 3-tuple, i.e. local address, protocol, and local
port, available. This is what the second constructor will be used for. So implicitly, the first
constructor set the isClientInstantiation flag in the base InstantiationTemplate class to be true
while the second one set it to false. The client instantiation templates are instantiated only
when the full 5-tuple is available while the server instantiation templates only at the time
when the local 3-tuple is available.
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Permit, Deny, Ask, Logonly } private ApplicationAction(ApplicationActionType actionlype public static
readonly ApplicationAction Ask new ApplicationAction(Ask: public InstantiateTemplateCollection
Instantiationtemplates { get public static readonly ApplicationAction Deny - new ApplicationAction(Deny);
public ApplicationAction(ApplicationActionType actiontype, LoggingConfsg logging,

InstantiateTSCr?glﬁ&QpI’gﬁt'@{ygmpp&i%plilg‘gﬁq@é%tﬂgp‘ A$ egyonAction Permit = new
ApplicationAction Perrshit . public IF"ISIegPIr_ osal IPSecProposa ?g?tar?} se ublic bool
IsAutolnstantiatonenabied { gbrtejwfse't Bub ic override bool IsCompatible(PolicyCondition condition); The

possible ApplicationAction scenarios are as following: Permit: Allow packets that match the associating

ApplicationCondition ?biec]. Dgn "_Dr p Qﬁctkets _thglt matc the associating ApplicationCondition object.
Ask: Ask for userspatécllsigngs\?vhgﬁ/ 63% els match the [afs?goé]l(a'\ﬁrr]\g ApplicationCondition object. - 66 Log
Only: Log packets €hat match the associating ApplicationCondition object. Methods NameGet Tern plates

public enum ApplicationActionType

{
Permit, Deny, Ask, LogOnly

private ApplicationAction(ApplicationActionType actionType);

public ApplicationAction(ApplicationActionType actionType,
LoggingConfig logging, InstantiateTemplateCollection templates);
public static readonly ApplicationAction Permit = new

ApplicationAction(Permit);

public static readonly ApplicationAction Deny = new ApplicationAction(Deny) ;

public static readonly ApplicationAction Ask = new ApplicationAction(Ask);
public InstantiateTemplateCollection InstantiationTemplates { get { }

set { } }
public IPSecProposal IPSecProposal { get { } set { } }:
public bool IsAutolnstantiationEnabled { get { } set { } }

public override bool IsCompatible(PolicyCondition condition);

}

The possible ApplicationAction scenarios are as following:

e Permit: Allow packets that match the associating ApplicationCondition object.

e Deny: Drop packets that match the associating ApplicationCondition object.

e Ask: Ask for users’ decisions when packets match the associating
ApplicationCondition object.
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Return Typelnstant iateTemplateCollection DescriptionReturn the list of instantiate templates that will be
created when this application action takes place. ParametersCondition - The condition against which this
action will be checked. System Firew all. Policy. CalloutAction ublic abstract class CalloutAction
PolicyAction // Constructors protected CalloutAction (Callout obj, CalloutContext cxt) // Properties public
Callout CalloutMoquig exiiy:1 by RheieliPtGRmtathE st aPAbplis&idnt oBlisapvaijide bool
IsCompatible(PolicyCondition condition); CalloutAction models the callout extensions that the platform
provides. WhRigraegociating conditions are matched, the callout action specifies the callout extension that
the platform needs to invoke. It is used as an extension mechanism to provide additional security

functionaliti ut
module to heypyRKked when the assoglafid £Rdition 1S matched. Accesskead Only .. Name

Return Type InstantiateTemplateCollection

Description Return the list of instantiate templates that will be created when this
application action takes place.

Parameters Condition — The condition against which

this action will be checked.
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Description CalloutContext The callout specific context information - 68 to be passed to the callout
module when it is invoked. AccessRead/Write System Firewall.Policy.l PSecAction publ: sal :
Ipsecproposal~); lloutCont~ public bool IsPFSRequired ~ get | set ~ I 1 // A clag indicating ic can send in
clear ~sort SA) w ion fails, public bool 15AuthenticationRequired ~ get ~ | set public bool
ISNATTraVGS?&@#ﬁ%?Fé\/ﬁWﬁOWE&f. dg@éggﬂwiéﬁﬂansform getsetfll public
HashAlgorith ESPIntagrlt TFrans grm ~d t ~ ~ public CiparAlgorithm ESPCiparTransform get ~ set
public Lint33NFERE Fe e SRS hes g‘ef)se':ry public uint32 MaxLicetimeKilobytes | get | set ublic class 1P,

{
public abstract class CalloutAction : PolicyAction
{
// Constructors
protected CalloutAction (Callout obj, CalloutContext cxt);
// Properties
public Callout CalloutModule { get { } }
public CalloutContext Context { get { } set { } }
public override bool IsCompatible(PolicyCondition condition);
}
}:

CalloutAction models the callout extensions that the platform provides. When associating
conditions are matched, the callout action specifies the callout extension that the platform
needs to invoke. It is used as an extension mechanism to provide additional security
functionalities like intrusion detection, parental control etc.

Name CalloutModeul

Description The callout module to be invoked when

the associating condition Is matched.

Access Read Only

Property

Name CalloutContext

Description The callout specific context information
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module and C~ct~on ; Constructors alloutAction, call base constructo null cor cc ext. Public
IPSecAction~); Public ith the Callout object foi PSecAction~IPSecProposal ctx); public Ipsenpropocal
Context Sac IPSecAction triggers the IPSec callout to set a security context in the matching packets so
that the packets will be further process by the IPSec driver. It also specifies the actual IPSec - 70
configure parameters for securing riefyorelrgiedealigtnohd @B et badtane theiegoiespending
transform settings. System Firew all.Policy.1 KEAction iamespace System.Firewall.Policy pulbic enum

IKEAuthentjcationlype 'resharedKey §nasi@es m 2,

Access Read/Write

- 69 -



3, 'assport ertificate: 9 public class IREAuthenticationMethod :PolicyObject otected
IKEAuthenticationMethod(IKEAuthenticationType authType); ublic static readonly
IKEAuthenticationMethod PresharedKey new IKEAuthenticationMethod(PresharedKey); public static
readonly IKEAuthenticationMethod Kerberos new ublic stati IKEAuthenticatinMethod(Pa

uthenticatin%?}gtg HERrrace qplpbﬁgr?uilygg@m Msithod passport- ne port); teAutheaticatio
public class Certific public Certi |ca't|e|AFL)Jt<f_ icationMethod thod i IKEAuthenticatsonMethod public

X509CertifiCaleColection RootEar }'pouﬁﬁ(\f enum CipherAlgorithm D icates
{

public class IPSecProposal : CalloutContext

{
public IPSecProposal();
public bool IsPFSRequired { get { } set { } }
// A flag indicating if can send in clear (soft SA) when key

negotiation fails.

public bool IsAuthenticationRequired { get { } set { } }
public bool IsNATTraversalEnabled { get { } set { } }
public HashAlgorithm AHTransform { get { } set { } }
public HashAlgorithm ESPIntegrityTransform { get { } set { } }
public CiperAlgorithm ESPCiperTransform { get { } set { } }
public uint32 MaxLifetimeSeconds { get { } set { } }

public uint32 MaxLifetimeKilobytes { get { } set { } }

public class IPSecAction : CalloutAction

{

// Constructors

// call base constructor with the Callout object for IPSec callout

module and
// null for context.
Public IPSecAction();
Public IPSecAction(IPSecProposal ctx);

public IPSecProposal Context { get { } set { } }

IPSecAction triggers the IPSec callout to set a security context in the matching packets so that
the packets will be further process by the IPSec driver. It also specifies the actual IPSec
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t{}si-72 None, MD5, SHA hum HashAlgorithm IKE public class ss public
IKEProposal(CipherAlgorithm caper, HashAlgorithm hash); /. Predefine high, medium, and low
proposals as static variable | opos Actio PolicyObiject olicyA< tion xublid
I&EAction(IKEAuthenticationMethod method); I/ Authentication Method: Pre shared key, Aerberos,

certificate fdokfgUiFtiGriamiesewdheuandi s AtiratratarivhasindinguRicdKES Ughepticakemdrthod
AuthenticatigsiMeibrdit@etisfori Beepgsal for algorithms etc.

- 71 -



public EProposal Proposal get etl IKEAction defines the authentication methods for performing IKE key
negotiation protocol, which can be either pre-shared key, Kerberos or certificates, and also proposals for
authentication algorithms. ublic CipherAlgorithm CiperAlgorithm { get { } } public HashAlgorithm
HashAlgorithm { get {} } public uint32 MaxLietimeseconds { get set public uint32 MaxLifetimeKilobytes {

get { } set p@ygt@ﬁiﬁ M?,%HM%NH? ﬁﬂﬁg&ﬁ:ﬂ%{ } public cl System .Firewall. Policy.

KeyingModul€Action iames ace %/stem E olicy public enum KeyingModule ,ate
u

ReymgModueTﬂé’uonﬁgfﬁng e mocfﬁﬁ’a) public static readonly IKE new KeyingModuleAetion41KE);

public staticfreadonly Mamie new KeyingModuleAction4Mamie public KeyingModeulecollection
GetKeyingModulesO ; prbjlc Ke nggguéeéctl n4l§ mgModuIeCoIIectlon module KeyingModuleAction
selects the specified keylng module to perform gotlatlon exchanges. When more than one is
specified, each of thedlisted keying modules will be tried

PresharedkKey = 1,
Kerberos = 2,
Passport = 3,
Certificate = 4

}

public class IKEAuthenticationMethod : PolicyObject

protected IKEAuthenticationMethod(lIKEAuthenticationType authType);
public static readonly IKEAuthenticationMethod PresharedKey = new
IKEAuthenticationMethod(PresharedKey) ;
public static readonly IKEAuthenticationMethod Kerberos = new
IKEAuthenticatinMethod(Kerberos);
public static readonly IKEAuthenticationMethod Passport = new
IKEAuthenticatinMethod(Passport);
}
public class CertificateAuthenticationMethod : IKEAuthenticationMethod
{
public CertificateAutenticationMethod();
public X509CertificateCollection RootCertificates { get { } set { } }
}
public enum CipherAlgorithm
{
None,
DES,

3DES
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in order until one of them succeeds or all have failed. Methods NameGet KeyingModules Return
TypeKeyingModuleCollection DescriptionReturn one or more keying modules that may be invoked when
this action is taken place. If more than one keying modules are listed, they will be tried in the order as
specified until one of them succeeds or all fail. ublic class KeyingModuleAction : PolicyAction - 74
Parameters | None. Epdnibit RisystesnHigeni eih Policy.ApplicationSetting 11 fro' public public public
public public ParaEn eters Description Access

None,

MD5,

SHA

}

public class IKEProposal : PolicyObject
{
public IKEProposal(CipherAlgorithm ciper, HashAlgorithm hash);
// . Predefine high, medium, and low proposals as static variables.
public CipherAlgorithm CiperAlgorithm { get { } }
public HashAlgorithm HashAlgorithm { get { } }
public uint32 MaxLifetimeSeconds { get { } set { } }
public uint32 MaxLifetimeKilobytes { get { } set { } }
public uint32 MaxQuickModeNumber { get { } set { } }

}

public class IKEAction : PolicyAction

{
public IKEAction(IKEAuthenticationMethod method) ;
// Authentication Method: Pre-shared key, Kerberos, certificate
// (certificates for outbound, certificates for inbound)
public IKEAuthenticationMethod AuthenticationMethod { get { } }
// Proposal for algorithms etc.

public IKEProposal Proposal { get { } set { } }

}:

IKEAction defines the authentication methods for performing IKE key negotiation protocol,
which can be either pre-shared key, Kerberos or certificates, and also proposals for
authentication algorithms.



=in . Frrewall. Policy s Applrcationsetting efault, security level and trusted contacts will be set to be values
retuinedi GetDefaultSecur rtyLevel4usert andi DefaultTrus tedCantacts. Applaca itonSe tti g(Applica tion
ID app, IPrincipal user)™ Applacatiou ID Application { get { } } IPrincipal User { get{} } S ecur ityLevel
Secur ityLevel { get set { ApplrcationRt laCollection Ge tRn Iss(; Application The application for which

this applicait é:fgiﬁg_ilgMaﬁg%ﬂ%h%mﬁmwéﬁeweﬂ he user for which this

appl?cat?on S ting IS sspeuf;ned.i;l'o }hgrl_ cation elq, It serves as t_he_ unigue key fo_r
application S%TﬁﬁgasfeAc‘ése}s?steaaw%?nly c;:’)u'bcP(c Parameters SecurityLevel Description The security level
when this uger uses this application. Access Read Write
public class KeyingModuleAction : PolicyAction
{
public enum KeyingModule
{
IKE,
Mamie
}
private KeyingModuelAction(KeyingModule module);
public KeyingModuleAction(KeyingModuleCollection modules);
public static readonly IKE = new KeyingModuleAction(IKE);

public static readonly Mamie = new KeyingModuleAction(Mamie);

public KeyingModeuleCollection GetKeyingModules();

KeyingModuleAction selects the specified keying module to perform key negotiation
exchanges. When more than one is specified, each of the listed keying modules will be tried
in order until one of them succeeds or all have failed.

Methods

Name GetKeyingModules

Return Type KeyingModuleCollection

Description Return one or more keying modules that may be invoked when this
action is taken place. If more than one keying modules are listed, they
will be tried in the order as specified until one of them succeeds or all
fail.
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NameGet Rules Par am etersApplication - The application to which this security level is to be applied.
User - The user to which this security level is to be applied. Contacts - The list of remote contacts that is
used when this security level is applied. ReturnsApplicationRuleCollection DescriptionObtain the list of
application rules that enforces the setting "using this security level with these remote contacts when this
user uses this application”. System[Firew all.Policy. Security Level espace.. ecurityLeve S: F licyoblect
protected Applic public aonRRIleC gllectian ruleTemplates; Se curityLe vel(Applicati R< leCollection
ruleTemplates)r fHBlIG-ApplscationRuleCollgg ien Templat The Tist of application rule templates that make
of this security level. The reference|of remote entities in a security level determines the setting for IPSec
main mode|key exchange. For example, if a trusted contact is an X509 certificate, the CA certificate for
this contact|will be treated as a trusfed root certificate used in IKE negotiation. For the security
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reason, certificates, pre-shared keys and other credentials - 77 will be not stored by the PFW service.
Instead the should come from the dedicated windows security stores e.g. secure certificate store for
certificates. Exhibit E System .Firew all. FirewallService names pace System.Frrewall public e nnm
FlrewallMOde AllswAll 1, BlockA11 2, Filtering 3 [flags3 public Imam LoggingFlags { BlockdCOnne
ctrons AllowedC anxiegts@rs B, C onfagurataonChanges 4, LogAll 7 public enum Overflow&ehavor
OvezBrrte 1, FIFOEnteriesS 2, BlockAllTraffic=

System.Firewall.Policy.ApplicationSetting

namespace System.Firewall_Policy

-~

public class ApplicationSetting

{
// by default, security level and trusted contacts will be set to be values returned
// from GetDefaultSecuritylLevel (user) and DefaultTrustedContacts.
public ApplicaitonSetting(ApplicationlD app, IPrincipal user);

public ApplicationlD Application { get { } }
public IPrincipal User { get { } }

public SecuritylLevel SecuritylLevel { get { } set { } }
public ApplicationRuleCollection GetRules();

-
-

Property
Parameters Application
Description The application for which this application setting is about.
Access Read Only

Parameters User

Description The user for which this application setting is specified. Together with
the application field, it serves as the unique key for application settings.

Access Read Only

Parameters SecurityLevel
Description The security level when this user uses this application.
Access Read Write




public class Log-Settings private Fri eiaall() { ] // Farewall5er vac. an no public static re do ly Fr ntratel
11 AFWServace fellows the singleton FarewallO; 1/ Properties public Frre wallMOde FrgewallMOde { get
public Logsettings LogSettings { get { /Methods public RuleEdator AquareRu public Rule Erplor er
Agnare public SettrngEdrtor Aqurr public void IC1 ear LOg Properties public LoggingFlage Flags re

public U'O”Wad”
LocalProvidey g1e GetRules

Parameters Application — The application to which this security level is to be applied.

User — The user to which this security level is to be applied.

Contacts — The list of remote contacts that is used when this security
level is applied.

Returns ApplicationRuleCollection

Description Obtain the list of application rules that enforces the setting “using this
security level with these remote contacts when this user uses this
application”.

System.Firewall.Policy.SecuritylLevel

namespace System.Firewall_Policy

{
public class SecuritylLevel : PolicyObject
{
protected ApplicationRuleCollection ruleTemplates;
public SecurityLevel (ApplicationRuleCollection ruleTemplates);
public ApplicationRuleCollection Templates { get { } }
3
3

perty

Parameters Templates
Description The list of application rule templates that make of this security level.
Access Read Only

The reference of remote entities In a security level
determines the setting for IPSec main mode key exchange. For
example, if a trusted contact is an X509 certificate, the CA
certificate for this contact will be treated as a trusted root
certificate used in IKE negotiation. For the security

reason, certificates, pre-shared keys and other credentials
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Born anProvader S, ApplacataonFovider 4 public class Firewall eEdator(POlacyprovaderType provider);
.U 1leA;plorer(POlacyProvider Type provider); ApplinatronSettrngFdator(EventFaltei frite - 79
ParametersFirewallMode DescriptionThe current filtering mode of the personal firewall service. It can be
any of the following value: Block All: the personal firewall service is running and it is blocking all traffic
Permit All: the PEresnahfiteveatbsesiceys tieniPF\RNddlrs elewing athiatied Fiesinghthelrersonal
firewall service is running and it is actually enforcing the application settings that users have defined.
AccessRead dhetef Parareatersleetieritess Wiadiniordegiobialtseting il spegifiesdletilagging settings
including things to log, logging limit and over flow behavior. AccessRead Write

certificate store for certificates.
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Methods NameAquireRuleEditor ParametersProvider - The type policy provider that the returned policy
editor will act as. ReturnsRuleEditor - an object reference through which all advanced policy rules will be
managed. The principal of the current calling thread will be used in permission checking. So in a'runas'
situation, the impersonation needs to take place before calling this method to create a RuleEditor. An
insufficient prHIpge€Xeeption will be raised if the current caller does not have sufficient privileges.
DescriptionThe policy prqvider interface for mapipulating policy rules directly, i.e. the advanced view of
rules in the %gwmigdiﬁﬁYH@Ji-s@E@Wﬁﬂ @r@é’tg store and plumbed down to the kernel driver.
NameAquir%ﬂeﬁeﬁEﬁrﬂm@rﬂPa'rea?h'etersProvider - The type policy provider that the returned policy
explorer will'achasi Relw rsRwemxplorer - an object reference through which rules from other providers
may be retrieveéd vxi} OV§AL|f|ﬁgiel=nt privileges. DescriptionCreation of a rule explorer object for viewing rules

that are currently entekeed-irefhe platform by a specific policy provider.
Filtering = 3

}
[flags]
public enum LoggingFlags
BlockedConnections = 1,
Al lowedConnections = 2,
ConfigurationChanges = 4,
LogAll = 7
}
public enum OverflowBehavior
{
OverWrite = 1,
FIFOEnteries =2,
BlockAllTraffic = 3
}
public class LogSettings
{
public LoggingFlags Flags { get { } set { } }
public ulong MaxSize { get { } set { } }
public OverflowBehavior { get { } set { } }
}

public enum PolicyProviderType

ManagedServiceProvider = 1,
LocalProvider = 2,
DomainProvider = 3,
ApplicationProvider = 4

public class Firewall

{

private Firewall() { }
// FirewallService can not be instantiated. It follows the singleton pattern.
public static readonly Firewall FWService = new Firewall();

// Properties
public FirewallMode FirewallMode { get { } set { } }
public LogSettings LogSettings { get { } set { } }

// Methods

public RuleEditor AquireRuleEditor(PolicyProviderType provider);

public RuleExplorer AquireRuleExplorer(PolicyProviderType provider);
public SettingEditor AquireApplicationSettingEditor(EventFilter filter);

public void ClearLog(Q);

Properties



NameAquireSettingEditor Param etersProvider - The type policy provider that the returned firewall setting
editor will act as. ReturnsSettingEditor - an object reference through which all simple application settings
will be managed. The principal of the current calling thread will be used in permission checking. So in

a'runas’ situation, the impersonation needs to take place before calling this method. An insufficient

privilege ex
Description

g mgtggne IOI’OJ

ec %Imgggglng S|mp e vViews of rules In terms o app ication se

+1 N\

NamecClearko
all.Setting B

e\ /
N raIaIIICLCIDVUIU r\

d?ﬁﬁ‘:ﬁf%té?)'éce ay a: pv

y 7=\ nPRa all rele
IIID UIU LICDLJII LIUIIF\CIIIUVC artrecoras III LIIC IU

Lﬁﬁﬁt a@ rmg mode of the personal firewall serV|ce
any of wing value:

Block All: the personal firewall service is running and it is
blocking all traffic

Qtycan be

(49}
Ir

Permit All: the personal firewall service is running and it is
allowing all traffic

Filtering: the personal firewall service is running and it is
actually enforcing the application settings that users have
defined.

Access

Read Write

Property

Parameters

LogSettings

Description

A global setting that specifies the logging settings including things to
log, logging limit and over flow behavior.

Access

Read Write

Methods

Name AquireRuleEditor

Parameters Provider — The type policy provider that the returned policy editor will
act as.

Returns RuleEditor — an object reference through which all advanced policy rules

will be managed.

The principal of the current calling thread will be used in permission
checking. So in a ‘runas’ situation, the impersonation needs to take
place before calling this method to create a RuleEditor. An insufficient
privilege exception will be raised if the current caller does not have
sufficient privileges.

Description

The policy provider interface for manipulating policy rules directly, i.e.
the advanced view of rules in the system including those stored in the

persistent store and plumbed down to the kernel driver.

80
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.Firewall e cord Se ttingChan ge s S ettingl o dEvent(5 ngEditor source, Se public ApplrcationSe
ttingCollection AppladationSettings { get { public ApplacationSe tting DefaultApplrcationS etting{ get { v,
se public Applaca taonSettang DsfaultWandowsComponent Setting { get { public IPAddsessValueCo
llection ST rus tedZafe public H emo telden tatyCd lectron SecureZone el ublic boil 4s ICMPAIldwed {

get{ } set {} r,
Secur rtyLevgEliye™ public Secur iyLqye GIPG fadliSe cuntyLezel(IPrincipal user)., pubiic even

y
Settrnnga IBCUL}CIC ate Setti’ﬂgc |a||9ch'v'ei"|L Plupcuico Param-eters - -
arameters Provider — The type policy provider that the returned policy explorer will
act as.
Returns RuleExplorer — an object reference through which rules from other

providers may be retrieved with sufficient privileges.

Description Creation of a rule explorer object for viewing rules that are currently
enforced in the platform by a specific policy provider.

Name AquireSettingEditor

Parameters Provider — The type policy provider that the returned firewall setting
editor will act as.

Returns SettingEditor — an object reference through which all simple application
settings will be managed.

The principal of the current calling thread will be used in permission
checking. So in a ‘runas’ situation, the impersonation needs to take
place before calling this method. An insufficient privilege exception will
be raised if the current caller does not possess sufficient privileges.

Description Creation of an editor object for managing simple views of rules in terms
of application settings.

Name ClearLog

Parameters Void

Returns Void

Description Remove all records in the log.




Description Access App li cation Settings All the application firewall rules stored in the system. Read
Only ParametersDefaultApplicationSetting DescriptionThe default firewall setting to apply when an
application's setting is not specified. AccessRead Write Par am etersDefau It Wind owsServiceSettin g
DescriptionThe default firewall setting to apply when a windows service's firewall setting is unspecified
AccessRead Write ParametersTrustedZone DescriptionThe default trusted | P address list to use when
an application setting does not specify its own trusted | P addresses. AccessRead Write

ParametersSecureZone Descripth)nThe default gusted authenticated remote identity list to use when an
ystem.Firewall.SettingEditor

namespace System._Firewall

{
public delegate void SettingChangedEvent(SettingEditor source, SettingChangedEventArgs
args);
public class SettingEditor
{
public ApplicationSettingCollection ApplicationSettings { get { } set { } }
public ApplicationSetting DefaultApplicationSetting { get { } set { } }
public ApplicationSetting DefaultWindowsComponentSetting { get { } set { } }
public IPAddressValueCollection TrustedZone { get { } set { } }
public RemoteldentityCollection SecureZone { get { } set { } }
public bool IsICMPAllowed { get { } set { } }
// Methods
public void SetDefaultSecurityLevel (IPrincipal user, SecuritylLevel level);
public SecuritylLevel GetDefaultSecuritylLevel(IPrincipal user);
public event SettingChangedDelegate SettingChangedEvent;
3
3
Properties

Property

Parameters ApplicationSettings
Description All the application firewall rules stored in the system.
Access Read Only

Property

Parameters DefaultApplicationSetting

Description The default firewall setting to apply when an application’s setting is not
specified.

Access Read Write




application setting does not specify its own trusted authenticated remote identities. AccessRead Write

ParametersisICMPAIllowed Descriptionlf true, all ICMP messages are allowed e.g. the stack will respond
to pings and generate ICMP errors. Otherwise, it is blocked. AccessRead Write Methods
NameSetDefaultSecurityLevel ParametersUser - Level - ReturnsVoid DescriptionSet the default security

level for th
default secur, gldor
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Access

Read Write

Parameters

Property
TrustedZone

Description

The default trusted IP address list to use when an application setting
does not specify its own trusted IP addresses.

Access

Read Write

Parameters

Property
SecureZone

Description

The default trusted authenticated remote identity list to use when an
application setting does not specify its own trusted authenticated
remote identities.

Access

Read Write

Parameters

Property
IsICMPAIllowed

Description

If true, all ICMP messages are allowed e.g. the stack will respond to
pings and generate ICMP errors. Otherwise, it is blocked.

Access

Read Write

Methods

Method
Name SetDefaultSecuritylLevel
Parameters User —
Level -
Returns Void
Description Set the default security level for the specified user.




system. Firewall ublic enum MatchingFla ExactMatch, Overiding, Overridden, Specific public static
readonly EventFilter AllRules = new EventFilter(NULL, NUL ublic class EventFilter : PolicyRule public
EventFilter(PolicyCondition condition, PolicyAction action public MatchingFlag Flag { get { } set{}} - 84
public delegate void RuleChangedDelegate (Rule; pl orer Constructors No public constructor.

RuleExplor ect.
ivate RuleExglorer (u; ods )E:e leRgiergpceCollection GetRules() eat! public even
ho

; u
al RDulalC nt
RuIeChanguuucuega e RteChna "g',uu_vel it "p"i'uca

Paramete User -
Returns Void
Description Get the default security level for the specified user.

System.Firewall.RuleExplorer
A RuleExplorer object gives a firewall client the read-

only view of all the policies that are currently in the

firewall platform (subject to privilege checking though).

namespace System.Firewall

{
[flags]

public enum MatchingFlag

{

ExactMatch,
Overiding,
Overridden,

Specific

public class EventFilter : PolicyRule
{
public EventFilter(PolicyCondition condition, PolicyAction action);

public static readonly EventFilter AllRules = new EventFilter(NULL, NULL);

public MatchingFlag Flag { get { } set { } }
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public EventFilter EventFilter { get{ }} Methods NameGet Rules Return TypeRuleReferenceCollection
DescriptionObtain rules that are currently enforced in the firewall platform. The operation is done in one
transaction, i.e. it is an atomic operation with the proper isolation level. Param etersNone. - 85 Events
NameRuleChangedEvent DescriptionThis is for the RuleExplorer client to receive notification when the
policies that it ispulehirs hal&gzdeanmdRmmammws&gmee(RmheEspmiﬁc Rubetexplorer object whose
policies thatR|t|s é/lewm e cga e /Args - the RuleChangedEventArgs consist of the list of policies
that have changegl the Trg)rmgof iéReferenceCollection object. System Firew all.Ru leEditor an ublic cl

public class RuleExplorer

{

// Constructors
// No public constructor. RuleExplorer objects can only be created by
// calling CreateExplorer method on the PolicyEngine object.

Private RuleExplorer();

// Methods

public RuleReferenceCollection GetRules();

// Events

public event RuleChangedDelegate RuleChangedEvent;

// Properties

public EventFilter EventFilter { get { }}

}
};
Methods
Method ‘
Name GetRules
Return Type RuleReferenceCollection
Description Obtain rules that are currently enforced in the firewall platform. The
operation is done in one transaction, i.e. it is an atomic operation with
the proper isolation level.
Parameters None.




RuleEdit onstructors No public const by calling Aqui Methods The following t each of th ublic Rul or
uctor. RuleEdito. ods n ACID op objects can only be created on the Firewall object. is invoke do are
AddRule (Poll y" ¢ Rule r r ans; tion. onea public void RemoveRule (RuleReference rule);

Events
Name RuleChangedEvent
Description This is for the RuleExplorer client to receive notification when the
policies that it is views have changed.
Parameters Source — the specific RuleExplorer

object whose policies that it’s viewing have
changed

Args — the RuleChangedEventArgs consist
of the list of policies that have changed in

the form of RuleReferenceCollection object.
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pubilc void UpdateRule (RuleReference rule); public RuleReferencecollection GetRulesO; public
PolicyTransac public RuleReference public RuleReference action); ion EegineTr ans tiction(l
solationtevel level); ollection Getftules (Policytr ansaction transaction); AddRule (PolicyRule rule, Po
licyTransaction public void RemoveRule (RUleReferenc pulbic void UpdateRule public voidf emoveAllO

public Priorig/gg)@éHlp_lilgiF}gwgﬁ)}@gﬁ@%f&s@nce Priority Typi lass ule, - 87 ul Policylrans

namespace System.Firewall
{
public class RuleEditor
{
// Constructors
// No public constructor. RuleEditor objects can only be created

// by calling AquireRuleEditor method on the Firewall object.

// Methods

// The following three methods is invoked as one single transaction. So
// each of them is an ACID operation.

public RuleReference AddRule (PolicyRule rule);

public void RemoveRule (RuleReference rule);

pubilc void UpdateRule (RuleReference rule);

public RuleReferenceCollection GetRules();

public PolicyTransaction BegineTransaction(lsolationLevel level);

public RuleReferenceCollection GetRules(PolicyTransaction transaction);

public RuleReference AddRule (PolicyRule rule, PolicyTransaction
transaction);

public void RemoveRule (RuleReference rule, PolicyTransaction transaction);

pulbic void UpdateRule (RuleReference rule, PolicyTransaction transaction);
public void RemoveAll();
// Properties

public PriorityClass PriorityClass { get { } }

public PolicyProviderType Provider { get { } }



PolicyTrans trap tion tran tion Methods NameAddRule Return TypeRuleReference DescriptionPush
down a set of policies to the policy engine which in turn plumb them down to the kernel driver.
ParametersPolicy - a new policy to be plumbed down to the firewall platform driver
ExceptionsArgumentException: when try to add an invalid PolicyRule object PrivilegeException: when try
to add a rulgwithppsufficient privileges. TransactionException: when the current transaction is aborted
because of transaction time out. NameRemoveRule Return TypeVoid DescriptionRemove the specified

policy from

Name AddRule
Return Type RuleReference
Description Push down a set of policies to the policy engine which in turn plumb

them down to the kernel driver.

Parameters Policy — a new policy to be plumbed down

to the firewall platform driver

Exceptions ArgumentException: when try to add an
invalid PolicyRule object
PrivilegeException: when try to add a
rule with insufficient privileges.
TransactionException: when the current
transaction iIs aborted because of transaction

time out.

Name RemoveRule
Return Type Void
Description Remove the specified policy from the firewall platform enforcement
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ParametersPolicy -policy to be removed from the firewall platform driver ExceptionsPrivilegeException:
when try to remove a rule with insufficient privileges. TransactionException: when the current transaction
is aborted because of transaction time out. NameUp date Rule Return Typevoid DescriptionChange the
specified policy that has been previously added. ParametersPolicy - policy that need to be changed
Exceptions [AsgrdrenikException: when try toresE Rty INVEH I RSJICYBUlseolteqidvdiegebacapieon: when try
to add a rule with insufficient privileges. TransactionException: when the current transaction is aborted
because of transaction time out. NafiiaRem lvepllatetorm T ypavag DescriptionRemove all the rulgs that
this policy provider has created. It i$ an

Exceptions PrivilegeException: when try to remove a

rule with insufficient privileges.
TransactionException: when the current

transaction is aborted because of transaction

time out.

Name UpdateRule

Return Type void

Description Change the specified policy that has been previously added.
Parameters Policy — policy that need to be changed

- 89 -



atomic operation i.e. it is done within one transaction. ParametersPolicy - policy that need to be changed
ExceptionsPrivilegeException: when try to add a rule with insufficient privileges. TransactionException:
when the current transaction is aborted because of transaction time out or the transaction has failed.
Properties NamePriorityClass DescriptionThe priority class that this policy provider is in. AccessRead
Only SystemekdegiRl5 PolicyTransaction NAFSRaRt Bystaht-fvewvallupda epin golaiwpliayell
ReadCommitted, .epeatableRead erlializable blic class PolicyTransaction Constructo t can only ated by
PolicyTrangact5on o RuleEditor o | invalid PolicyRule object

PrivilegeException: when try to add a
rule with insufficient privileges.

TransactionException: when the current
transaction iIs aborted because of transaction

time out.

Name RemoveAll
Return Type void
Description Remove all the rules that this policy provider has created. Itis an

atomic operation i.e. it is done within one transaction.

Parameters Policy — policy that need to be changed

Exceptions PrivilegeException: when try to add a

rule with insufficient privileges.
TransactionException: when the current

transaction is aborted because of transaction

time out or the transaction has failed.
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z:3i t. lic void CommitO ; public void Akort ling BeginTransaction on - 91 Properties blic IsolationLevel
IsolationLevel { get The current firewall platform only supports one phase commit for policy transactions.
For each transactional operation like read/add/update/remove rules, some locks will be held till the
transaction ends i.e. either committed or aborted. Considering the fact that it is less common to have
multiple expieepysreigg editors try to access the policy engine concurrently, a coarse grained concurrency
control schemes using a global engine lock is currently used. So only isolation level Serializable is

currently s

interval. If {

transaction
transaction
RuleEditor
permission
on a RuleE
transaction

QLE-are any other trans
will be aborted by the pl
is aborted because of ti

atform if it does not end before the times out mterval expires. If
me out, the next transactional operations like calling AddRule o

bibegdnptiban PolicyTrar
checking are done at th
xplorer object or Update

he

\saetipnilldaiserat THiapsastiprkieeptian. Rule validation and dccess

e time when the policy operations are invoked e.g. calling GetRU
Rule on a RuleEditor. But changes will not take effect until the

tatdsey are in is

Read Only

iles

System.Firewall.

PolicyTransaction

namespace System.Firewall

{

public enum IsolationLevel

{

ReadUncommitted,
ReadCommitted,
RepeatableRead,

Serializable

public class PolicyTransaction

{

// Constructors

// PolicyTransaction object can only be created by calling BeginTransaction on

// a RuleEditor object.

public void Commit();

public void Abort();
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committed. The policy engine will take all the changes as one batch and apply them atomically to the
kernel model firewall driver. Methods NameCommit Return TypeVoid DescriptionPerform this policy
transaction. Param etersNone - 92 TransactionException: When this policy Exceptionstransaction fails to
commit due to some unexpected causes like running out memory. NameAbort Return Typevoid
DescriptionAbort the specified transaction. ParametersNone . TransactionException: When the platform

Exceptionsfails 19 rFQrILFt)xearctlg e(:Shanges made by this transaction. Properties .. Name Description

public IsolationLevel lIsolationLevel { get { } }

}

The current firewall platform only supports one phase commit for policy transactions. For
each transactional operation like read/add/update/remove rules, some locks will be held till
the transaction ends i.e. either committed or aborted. Considering the fact that it is less
common to have multiple explorers and editors try to access the policy engine concurrently, a
coarse grained concurrency control schemes using a global engine lock is currently used. So
only isolation level Serializable is currently supported.

To prevent deadlock or starvation, each transaction is associated with a time out interval. If
there are any other transactions waiting for the current transaction to finish, the current
transaction will be aborted by the platform if it does not end before the times out interval
expires. If the transaction is aborted because of time out, the next transactional operations
like calling AddRule on RuleEditor or Commit on PolicyTransaction will raise a
TransactionException.

Rule validation and access permission checking are done at the time when the policy
operations are invoked e.g. calling GetRules on a RuleExplorer object or UpdateRule on a
RuleEditor. But changes will not take effect until the transaction that they are in is
committed. The policy engine will take all the changes as one batch and apply them
atomically to the kernel model firewall driver.

Methods

Name Commit

Return Type Void

Description Perform this policy transaction.
Parameters None
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| so | ation Lev e | The isolation level that this transaction object is at. There are four possible isolation
levels: ReadUncommitted: Uncommitted changes in one transaction can be viewed from other
transactions. ReadCommmitted: Changes in one - 93 transaction can be viewed from other transactions
only after they have been committed. RepeatableRead: At this isolation level it is guaranteed that any

rule that hag been read will not chd

new rules w

hich subsequent reads

nge during the whole transaction, but other transactions may a
in this transaction will return. Serializable: All concurrent

ofo

transactions glesggbaaly in ways th
after another. The current firewall g

at prodyee Hiasaneriect pt FcieChwHansasips \perriexecute
latform only

transaction fails to commit due to some

unexpected causes like running out memory.

d one

Name

Abort

Return Type

void

Description

Abort the specified transaction.

Parameters

None.

Exceptions

TransactionException: When the platform
fails to roll back changes made by this

transaction.

Properties

Name

IsolationLevel

Description

The isolation level that this transaction object is at. There are four
possible isolation levels:

¢ ReadUncommitted: Uncommitted changes in one transaction
can be viewed from other transactions.

e ReadCommmitted: Changes iIn one
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support isolation level of Serializable. The support for other levels may be added in the future. - 94
Access Read Only System Firew all. RuleReference Each RuleReference has one corresponding

RuleEditor that owns it. Only that RuleEditor will be able to modify this object. namespace

System.Firewall blic an= EnforcementStatu tiv Disabled 2, InTransaction = 3, Invalid 4 ublic class
ictors. Pepydsaeeroprapenyss Ruehe@raies oitraperties ud

PolicyProvi
String Nam
RuleRefere

ferinfo No public constrt
e {gat{} | ublic IPrincig
nce

al Principal { gat ublic PriorityClass Piority { Igel ublic class

transactions only after they have been

committed.

RepeatableRead: At this isolation level
it Is guaranteed that any rule that has
been read will not change during the
whole transaction, but other
transactions may add new rules which
subsequent reads In this transaction

will return.

Serializable: All concurrent
transactions interact only in ways that
produce the same effect as if each
transaction were executed one after

another.

The current firewall platform only

support isolation level of Serializable.

The support for other levels may be added in

the future.
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- 95 Properties public PolicyRule Policyspec { get { } set { } }; public Policyproviderinfo Providerinfo { get
{} } public Enforcementstatus status{ get Properties NameSpec DescriptionThe actual content of the
policy that is to be or being enforced by the underlying firewall platform components. AccessRead/Write ..
Name Description Status The enforcement status of this policy, which can be in one of the following
state: - ActijacEammitted to the poficy mangatiseerpgsiully and it is placed on the active Tist and being
enforced. - Disabled: Committed to the policy manager successfully but due to a

System.Firewall.RuleReference
Each RuleReference has one corresponding RuleEditor that

owns it. Only that RuleEditor will be able to modify this

object.

namespace System.Firewall

{

public enum EnforcementStatus {
Active = 1,
Disabled = 2,
InTransaction = 3,

Invalid = 4

public class PolicyProviderinfo

{

// No public constructors. Provided as a property of RuleReference.

// Properties
public String Name { get { } }
public IPrincipal Principal { get { } }

public PriorityClass Piority { get { } }

public class RuleReference
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- 96 complete block by other high priority policies, or because either the location or time constraints are
not met, it is currently on the disabled rule list. Inlransaction: Valid policy specification and itis in a
transaction to be committed to the policy manager Invalid: Invalid policy specification and not committed.
AccessRead Only NameProvider Info DescriptionThe information about the provider who owns this policy
AccessRead Only WHAT IS CLAIMED IS: 1. A method for setting firewall policy for an application,
comprising: receiving a first parameter comprising information about an application; receiving a second
parameter comprising information about a user of the application; accessing security level information
relating to tlé Rirsteamigesecond parameters; and

public PolicyRule PolicySpec { get { } set { } }
public PolicyProvideriInfo Providerinfo { get { } }

public EnforcementStatus Status { get { } }

}
=
Properties
Name Spec
Description The actual content of the policy that is to be or being enforced by the
underlying firewall platform components.
Access Read/Write

Property

Name Status

Description The enforcement status of this policy, which can be in one of the
following state:

- Active: Committed to the policy manager
successfully and it is placed on the
active list and being enforced.

- Disabled: Committed to the policy

manager successfully but due to a
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setting a firewall policy for the application and the user utilizing the security level information. 2. The
method of claim 1, wherein accessing security level information comprises calling a GetRules method to
return rule templates available for the application and user. 3. The method of claim 1, further comprising,
receiving a third parameter regarding trusted contacts, and wherein setting a firewall policy comprises
setting the firewall policy for the applicationcympihetresas POEKNBJrustett €ontastis pifliond e secuyity
level information. 4. The method of claim 1, wherein setting the firewall policy comprises: setting a default
setting for the application; and selecting the d¢fptiissitingfasdeuser. @i frramutier-lexstabiomedium
having stored thereon a data structure, the data structure comprising; a first data field representing an
application;| a second data field representingra gi@reofdbasapplicaten;zams adtirchdata fiatd fgpresenting
available security settings for the user utilizing the application. 6. The computer-readable medium of
claim 5, wherein the data structure comprisesaicata bpjesh the disabled rule list.

- InTransaction: Valid policy
specification and it is iIn a transaction
to be committed to the policy manager

- Invalid: Invalid policy specification

and not committed.

Access Read Only

Name Providerinfo
Description The information about the provider who owns this policy
Access Read Only
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7. An object model for managing a service on a computer, the object model comprising: a policy object
model used to specify one or more policies that the service supports; and a policy engine platform for
interacting with said one or more policies for the service and at least one component that actually
performs the service, and to provide said one or more policies to said at least one component. 8. lhe
object model of claimAT WisereinAheaemligg -engine platform comprises a rule editor for adding an
additional policy in accordance with the policy object model. 9. Ihe object model of claim 8, wherein the
rule editor is also configurednetdrietefo pokayt € PnthefdhjeatahddplodfatsimFdrwherein the rule editor is
also configured to edit a policy. 11. Ihe object model of claim 7, wherein the policy engine platform
comprises aapgtiing&titongorfigyed & reyitomatically generate a policy based upon an application and
user combination. 12. Ihe object model of claim 11, wherein the setting editor generates a plurality of
policies, and is furthececDniiggreal tbipestnipa nasetteselecinfpon she gluratifgria tlmnokjeourbodel of
claim 12, wherein the setting

an application;

receiving a second parameter comprising information about
a user of the application;

accessing security level information relating to the
first and second parameters; and

setting a firewall policy for the application and the

user utilizing the security level information.

2. The method of claim 1, whereiln accessing security
level information comprises calling a GetRules method to

return rule templates available for the application and user.

3. The method of claim 1, further comprising, receiving
a third parameter regarding trusted contacts, and wherein
setting a Firewall policy comprises setting the firewall
policy for the application and the user and the trusted

contacts utilizing the security level information.
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editor is further configured to permit setting one of the plurality as a default policy. 14. The object model
of claim 7, wherein the policy engine platform comprises a rule explorer for providing a view of the one
or more policies. 15. The object model of claim 7, wherein the policy object model comprises a policyrule
object usable to generate policy, the policyrule object comprising a condition property and an action

property, wherein @ policyrgeneretgtbly 8 EPHayTUlE, OhjRelrie RonSgwEirg PEftorPidrastian in the
action property responsive to a condition in the condition property being met. 16. The object model of
claim 7, wheehithe smise isadirewall service. 17. The object model of claim 7, wherein the policy
engine platform is configured to deny providing said one or more policies to the component if a requestor
is not authorized. sé@tibg Enalelfieaimogeitdficiginfar, whereapdéiceairiog ;wheilther a requestor is
authorized comprises comparing a provider rank for the requestor against a permitted rank, and if the
provider rank for treerbecestoy doles ¢ fizael br sxtddchg for the user.

5. A computer—-readable medium having stored thereon a
data structure, the data structure comprising;

a first data field representing an application;

a second data field representing a user of the
application; and

a third data field representing available security

settings for the user utilizing the application.

6. The computer—-readable medium of claim 5, wherein the

data structure comprises a data object.

7. An object model for managing a service on a
computer, the object model comprising:

a policy object model used to specify one or more
policies that the service supports; and

a policy engine platform for interacting with said one or

more policies for the service and at least one component that
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the permitted rank, denying the requestor. 19. A method of managing a service on a computer, the
method comprising: specifying, via a policy object model, one or more policies that the service supports;
and interacting, via a policy engine platform, with said one or more policies for the service and at least
one component that actually performs the service; and providing, via the policy engine platform, said one

or more poligies il $§idp qaates e @Ien c20. Hiimedhgsroldldien 421 turhes comprising
automatically generating a policy based upon an application and user combination. 21. Ihe method of
claim 20, fupbdricdvpritiog seidrates l2atraldyiof pohpeserrtd permitting a user to select from the
plurality. 22. Ihe method of claim 21, further comprising setting one of the plurality as a default policy. 23.
Ihe method of claim 22, further comprising authorizing a user prior to providing. 24. An object model for
managing a firewall service on a computer, the object model comprising a policy object model used to
specify one or mor@ policiHseéhabtpedtewaticsénade claim 7, wherein the policy

engine platform comprises a rule editor for adding an

additional policy in accordance with the policy object model.

9. The object model of claim 8, wherein the rule editor

i1s also configured to delete a policy.

10. The object model of claim 8, wherein the rule editor

is also configured to edit a policy.

11. The object model of claim 7, wherein the policy
engine platform comprises a setting editor configured to
automatically generate a policy based upon an application and

user combination.
12. The object model of claim 11, wherein the setting

editor generates a plurality of policies, and is further

configured to permit a user to select from the plurality.
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supports, the policy model comprising a policyrule object usable to generate policy, the policyrule object
comprising a condition property and an action property, wherein a policy generated by the policyrule
object is configured to perform an action in the action property responsive to a condition in the condition
property being met. 25. Ihe object model of claim 24, further comprising an IPSecRule derived from the

policyrule object, thag IPSeeRRulebljeiog arviiedrasiftodiader ar P ateed vt whiensatfiser - 103
condition is matched, and to indicate configuration parameters for securing traffic related to the callout.

26. The objetiintodel i CRUNt2 wkyrifiietBSetButse eyl atesta btrdane Sotfipkente determine if a
condition has been met. 27. The object model of claim 24, further comprising a KeyingModuleRule

derived fronp Tha-pdlicyyula e detfieu KeypgMasuleRule being configured to select which key
negotiation module to use when there is no existing secure channel to a remote peer. 28. The object
model of claim 27, wherein the KeyingModuleRule evaluates a standard 5-tuple to determine if a
condition has been met.
14. The object model of claim 7, wherein the policy
engine platform comprises a rule explorer for providing a view

of the one or more policies.

15. The object model of claim 7, wherein the policy
object model comprises a policyrule object usable to generate
policy, the policyrule object comprising a condition property
and an action property, wherein a policy generated by the
policyrule object is configured to perform an action in the
action property responsive to a condition in the condition

property being met.

16. The object model of claim 7, wherein the service is

a Firewall service.

17. The object model of claim 7, wherein the policy
engine platform is configured to deny providing said one or
more policies to the component if a requestor is not

authorized.
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29. The object model of claim 24, further comprising a IKERule derived from the policyrule object and
configured to specify the parameters for carrying out Internet Key Exchange key negotiation protocol.
30. The object model of claim 29, wherein the IKERufe evaluates a local address and a remote address
to determine if a condition has been met. 31. The object model of claim 29, wherein the IKERufe
comprises an IKEAction action property that defines the authentication methods for performing Internet
Key Exchange key negotiation protocol.

18. The object model of claim 17, wherein determining
whether a requestor is authorized comprises comparing a
provider rank for the requestor against a permitted rank, and
iT the provider rank for the requestor does not meet or exceed

the permitted rank, denying the requestor.

19. A method of managing a service on a computer, the
method comprising:

specifying, via a policy object model, one or more
policies that the service supports; and

interacting, via a policy engine platform, with said one
or more policies for the service and at least one component
that actually performs the service; and

providing, via the policy engine platform, said one or

more policies to said at least one component.

20. The method of claim 19, further comprising

automatically generating a policy based upon an application

and user combination.
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21. The method of claim 20, further comprising generates
a plurality of policies, and permitting a user to select from

the plurality.

22. The method of claim 21, further comprising setting

one of the plurality as a default policy.

23. The method of claim 22, further comprising

authorizing a user prior to providing.

24. An object model for managing a firewall service on a
computer, the object model comprising a policy object model
used to specify one or more policies that the firewall service
supports, the policy model comprising a policyrule object
usable to generate policy, the policyrule object comprising a
condition property and an action property, wherein a policy
generated by the policyrule object i1s configured to perform an
action in the action property responsive to a condition in the

condition property being met.

25. The object model of claim 24, further comprising an

IPSecRule derived from the policyrule object, the IPSecRule

being configured to trigger an IPSec callout when an IPSec
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condition is matched, and to indicate configuration parameters

for securing traffic related to the callout.

26. The object model of claim 25, wherein the IPSecRule
evaluates a standard 5-tuple to determine i1If a condition has

been met.

27. The object model of claim 24, further comprising a
KeyingModuleRule derived from the policyrule object, the
KeyingModuleRule being configured to select which key
negotiation module to use when there is no existing secure

channel to a remote peer.

28. The object model of claim 27, wherein the
KeyingModuleRule evaluates a standard 5-tuple to determine if

a condition has been met.

29. The object model of claim 24, further comprising a
IKERule derived from the policyrule object and configured to
specify the parameters for carrying out Internet Key Exchange

key negotiation protocol.
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30. The object model of claim 29, wherein the IKERule
evaluates a local address and a remote address to determine if

a condition has been met.

31. The object model of claim 29, wherein the IKERule
comprises an IKEAction action property that defines the
authentication methods for performing Internet Key Exchange

key negotiation protocol.

- 105 -





