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FETEETTT WODZSMHPT LTI TIETTETEErrrirtl The present i nvegriusni/ssshates to

mul ti - conmponent ar manent or weaponry 1ystems. More particularly, the

present invention r elates to a robustl-control systemarchitecture for

sinmul ati on and contr ol nms. BACKGROUND OF
THE | NVENTI ON Modern ar m@wé‘@?wwiiﬁ%ﬁﬁﬁ 1cations are
i ncreasingly conpl ex FORR NHBLTI-C@MPQ)IWZNT%RMKMENT s¥is1dimipar at e

conponents that are controlled by a conplex control system which

coordi nates and integrates the operation of each conponent | m E\
In the early stages of evoluti arrigarenjt control systens lﬂl mmm mm
series of nechanical nechanis T ator to actiygls a
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is the nechanica or weapons rel'€ase on ear
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woul d actuate a particular |linkage fromthe cockpit, thereby releasing the
rel at ed aNd£pBtol afmultirqempoaertarmamenl systemsni ¢ control systens, the renote
rel ease of a particul ar weapon conponent controlled by such a system becane
possi ble. An electronic switch in the cockpit of the mlitary aircraft

woul d send a signal througBACKIGRUEGNDWOF THE INVENERPQN actuator, thereby
rel easing a particul ar weapon. Theé next stage in the evolution of armanent
systens was tMedftmtae@amntcﬂyst@fnscfomditmy applitatiohs amtincredsingly canplek. Iyspically,
Targeti cont rol rs were conbined with data acquired from sources
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targeting corrput er and weapon positioni ng neans. The conputer control
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sower f ot gefers JE e Bherhdd® LSO ExdeiP T e Re FRERAReRY Torchianoan v 2
single ahrafmmmmarjz afttia@l Wied 81 pilde Hete@iihed RAGR \U&b' dtithd &r?écVRIcﬁﬁo@rtﬁ@mt

conponents. U. S. Patent No. 5,229,538 is an exanple of one type of
cent r al iwadd actuate a particular 11nkage from the cockpit, thereby releasing the related weapon. With

the advent of electronic control systems, the remote release of a particular weapon component
controlled by such a system became possible. An electronic switch in the cockpit of the military
aircraft would send a signal through dedicated wiring to a weapon actuator, thereby releasing a
particular weapon.

The next stage in the evolution of armament systems was the integration of computer
control into the armament system. Targeting control computers were combined with data
acquired from sources such as radar system to aide the operator in target acquisition, thereby
improving on-target percentages. U.S. Patent No. 4,004,729 is an example of such a system that
provides an automated fire control apparatus. The control system of this patent connects a radar
tracking system with a targeting computer and weapon positioning means. The computer control
system provides a larger period of time during which the weapon may be successfully fired at the
intended target.

As computer systems became more powerful, it became more common to centralize the
control functions in a single armament control system that could manage multiple diverse
armament components. U.S. Patent No. 5,229,538 is an example of one type of centralized

armament control system. This patent provides a digital communications armament system for
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armanment control system This patent provides a digital conmunications

ar manent system for WO 02/ 50491 PCT/ USO1/ 48317 -2 controlling a carriage
of "smarWOWEEPONs. The smart weapons are carried by the acrasaf/i483in a

Mul tiple Carriage Rack (MCR). The weapons in the MCR are programed and
controllably rel eased as part of a pons control system The conponents
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controller, and a plurality of renote termnals. _Patent No. 5,036, 466
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'(QUI"s), which are typically video display screens. t

oper at grlutatityhofivetote eysinelm st at us and actuate desired system functions. All
of the conpo s are connected by a single comon hus to a central bus
cortrol | er .B%Ega@éhyf)ag’%égﬂégés anntigr sruBplepfastonirakized armginent cqniob sYRMon
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ar e s SHTSR' LB 4G e il Rb BOko BRSO AP STER S50 £
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correspondi ng evol utions. Not Ion%aa%o, enqineers_mould brai nstorm
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These i NS uld then be used fabricators,to construct. prototypes
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This "trial and error"™ process was iterative in nature and proved to be
bot h | eFGCHY CARRONEFor i nt ensi ve. The application of conputers to the
conventi onal i r S I:
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fabricate expensiye . prot ot s or .undertake lengthy and.cqostly test.ing.
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However, this process cannot provide a snooth and efficient flow for "the
devel opakertinehsivel t i - conponent ar manent systens. In a nulti-conponent

armanment ' s ﬁtenl.there can be at |east several different subsystens that
are typical Ii/( 2vRiEHen Horrapyienit toy theycamveptimah design imecsss ?’?@St SOt abAps
type of oQﬂﬁﬁﬁ i i t i .
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-testing process. The additional steps of integration and testing of the

over al | CA¥stoels peynirengingersitel patfosn badstiegrandhsivmlationeefdpedife taske perdermedchis

| ength and cost {0 the devel o nt pr.ocess. The assignee.of the present
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that stpLaithindRd wikfout BERleRY 16! bRl R BRPnsReQrEDE b br inttfefidkeRSthy and costly
nmuf ti - component weaponry systens. The SES process addresses the

comuni testirigon i ssue by creating a virtual armanent sinulation systemthat
each devel opnent team can use to sinulate the characteristics of the

conpl ete system during the devel opnent of a particular subsystem thereby
mnimzing or elimnating problens that nmay be encountered during
integration and testing. The virtual armament sinulation systemincludes a
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-4 as the SES process, and that can also serve as the actual control system
for a multi-conponent armanent systemin the real installation. This

control SYO¥MWhoul d be dynami cally reconfigurable to comcmalsovsssitt ual
prototype, a real conponent, or both._ Additionally, there is a continuing
need to provide a control systemfor -3 mul ti - conponent armanent systemt hat

and | nt o oper oy e NinREER ey bR} pORRe IRAREE SpiABRE Y roslie e metostns.
Cont r ol ofSytsfiieseriAg applieious.e HoGoMr, HAs procByf dahn6OsrB@ias it sn%dﬁ?gﬁgkffﬁgéﬁ%

The CSA provides dynam c reconfiguration of nultiple nodes (
Corrponef‘i’F ‘the, devplenyBend pi mewlticomponget] argiamehtisystens. i n a multi-component armament
-Si mul at j.Qn- | ation-Sti atiaon ES)..environnent utilizing redundant
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bypass ¢ompressingothestiore nesdgd dup tley déveddpngent esvelenicrgted octesminticitive eNaailLeS
and expansi on _and/ or downsi zi ng of nodes w t hout

degr aded . nbde eratjon, ] I
F oqui 1 | PRVECTHARICTSTE AV RPREN K5y dihg differpst wibsystens Hiipmatels mu eleombined

exi sti ng; g of. the armanent ¢ onents to a
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bus to interconnect nultiple conponents of an armanment system een
di ct at dhemniestel@s geompleied aestem.d &b dcat thathe canploted spsiemanust tihdergontsexiéd er

and t he component A signal .to fire a apon nust be delivered to
That e RRFA onS SBREER femua mi s tlariseidGrie Hirabiermio twwne pacess. The
ar chi t e@ditichaP BRps 8F istib S h;

signals wll aar r?ve vl\/ne% é;’S%g?é‘%%tﬁ?ﬁofé@g?ﬁ g%? , é}g&agb‘%{i%l Entghﬁ%uﬁg%g%é%{ems

pr ovi dewve elreadyl eep testeclo addsreigth bodcqatdibe detelgmnet prgenent s and, as such,

delivery of nessa,ﬁges usual Ig/ IS not acconplished in a determnistic manner
To over come t ht@ appgnes,ofsligrpresent dntention des (deyeleped peSimuldtion-Frowation-er

W’thingt Ciéh ' ' [Ops 1N t client - server chitecture.
The schegﬁ‘fler etr(lgl%%]je)? k%c%ges @W Jgélg\ﬁ;ltéérsc@?reéos%fpé%?ggYer%?%tna dPIBF?E?hr I“iltﬁ@é'&%f
comunimaiti-@mpenehtewsipdnky pysans.viThg SESepocadi LAkt the FBmhRHRANSE 1§88 Wy' ed
of an armanent system This inparts an increased robustness to the systém

that | CTeRMEroviNgal armamenp singilation systema thah eackydavelopmestitsamodanvise ¢b simulate

featuri it = 1.0- pQ ni cations. t opol . One epbodi mept of the
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one case, the top level of the systemconpri'ses a system con roﬁ er. e
syst emtesingr dibeatirtpal appapenisbrulation systerihdRleS 4P ETHLISHE b BRh BubSystem.

i nput / oyt put nagenent (I server, a.notatjonal controller (NC) server,
and sevel X‘F_ugf Bbog?ltgpﬁse?&?‘%f t_EErCs%‘iagt.emsﬁFFé %tjeﬁ%ﬁdsq%é&sé?mi sEedinispinsean giena
Man- MaGieyvaBp Ithdie phidielat Mibsdysteld Githin fe RuARLHEORIEL £ GOhd i A0H1.8 .O%sr \(;)vl'téer
client. The third layer is conprised of Tirst and Fsedon grapﬂl cal” user
i nt er f adles ty@lof skistingl canttd systems,dmpbhentddF thesviten biganalk! SES §sRBEART B
either a_ vi rtu?Pi§ r ot ot 'gl? of an ar manent cog‘iqonent, a real version of the
ar marent A ISHRIRes e fiBked imrommynieationgbp etiffersnt chmnviniqatian qheoeds.y fu,

real preQ i Reirs r I d by the.inclusion of an
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i ncl usiSHS @iodebe soeBHGasp #tCli M'SysemhRe@hedt Aabofitdr@nt - EN¥RT Approach to

ar chi t(;%ture allows the CSA to be reconfigured during system devel opnent
and t esoltwag{Eiccipmics $ystemdntsewstian’t(i996), Huangielealof" Mdteliasang S mmdatem Bystlem

. scal abid,| i t W G ap. be added.to ar btracted froma |evel,
and evegr}{lS %}élvqué«gf%p%é }grogéh gﬁg%@ F[Bal?%%‘ g's}}émg%ﬁééigﬁaqféﬁﬁﬂuiﬁlopéﬁ Rewrid

al | ows Pritetypyst 10 SyFsedhh [R64 6T (Q9PB, Hagld of. A0Sl @stior PR RAHE A stthiation A

- mai nt ai ned. Each node in the CSA can assune either a server role, a cqlent

rol e, &romplets Engineepiag Hireeass'c hi%98), Ruwangi at edlt, UiSystefihSinmlationaBased dhiginmdering
functi of .t can _be handed down by the system controller to a client
compond Rty QS0 BRERE et o YT ORD U S Tipeamect s R «
that  compONgREsshiINhaSHIPncdSBl ¥ hmishdhe bohttd Sy it de B il A Yoryd REESA
uses conmercial | y ‘avai |l abl e operating envir onnents and 18 comuni ca y
connecgdamentaonirok syatest in BRIvERIADEBGRNRERCHE RE ddvdogaAtkMaSatforoptoest, fugha
diagrammatic chart of the prior art engineering devel opnent process..
Figure 2 is a diagranmatic process chart for the SES process. Figure 3 is a
schematic of a prior art single bus, single controller armanent system
architecture. Figure 4 is a conceptual representation of the web-lilce
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WO 02/50491 -6 PCT/USO1/48317 Figure 10 is an exploded parts view of the
real tinme controller according to one enbodi ment of the present |nvept|on.
Fi gure 1IWD9250®tont view of the real time controller of Mcauwisidg7'
Figure 12 is a side view of the real iirre control ler of Figure 10. Figure
13 is a front view of the VME rack of"the real tine c_ontrollerhof Fi lgu:e
10. Fi j I ! ' I bl.in or the rea i me
cont ol oy or Feces SR S8 A firvk 48 AT TopbR e kgt eamerhe
CPU commuiniest syateds inntisl et imsmlladich. t WOhif cétied] VEteha Cdhodfd %ng*ﬁan%‘éally
Figures 17 and 18 are front, and side views of the ran5|t|or]-rmdu e f_or t he
CPU conlieF%‘rf!a abi%ﬁ%cwﬁorkiag\ﬂ%almqtowem gl conpongnR @r hoth. afAciljdmmallantl}@se ﬁ;ea
-vi ew of r.d. Figures 21.and 22.are_a . front and side view of the
1/0 por%(;n(tt;5 g?@éq??féng 3 g%%gaanao lérfl 5?’%6@ for c?n’?lugﬁﬁmgpc_d’én(/ PRI Shtepyhat is
conver t ealabiy easiliugpraasd 2odaRd h36indprBval dhbiliy, @I&Qib?l'cijt Eandi iﬁf@’rcﬁjfe{aﬁ])lﬁﬁaman nel
"Resol ver card. Figures 27 and 28 are a front "and si Vi ew o e gi tal
to Syncro/ Resol ver card. DETAILED DESCRI PTI ON CFl THE PREFERREDdEIVB|CDI I\/EN;I'
Referring to Figure 1, the LQL &Lt conventional engineering devel opmen
process ?s shown general |y ﬁﬁ@ﬁd@ﬁfa&s F']E'EEQIN\VENMZPEIQW art desi gP process
are, in orderp B&ftahi QRicafisSy & r (R : opment. o
concepts 24, perglguce deii{ihéﬁslszdésggﬁ%ln _elﬁconcé%flé ég g_é?%’i gtlg}@%lncé’n%’,nent
bui | di regmiamgint isykierh. s {Tht e@SA3providet &E*naﬁlﬁdﬂgedohﬂgﬁaﬁ&ﬂ'o‘f'1§Hﬁi&)le$)ﬁ§él&"§e.€.21a
and performng testing and eval uation of the conpleted system 34. ot he
testi ngcoamns%aﬁ FHPSYSIeIL 8 fevisal sipalation) imhaSimuetipaEniutatioarStimsdation (SES)ot

g t. be reiterated starting back at the
acoept ahkonh B8y 05y L AGERE THI R S g g o PSRkt nhSica

Si mul atmodel EMDha TSR0 pRbvides 8 Qe (BRShARLAGES D BABEER! %gy g.g&;fgéga%@%aagn,%

mnimzes the required iterations and condenses the ste . . | or
conventduiniated syewpireoniigiratives sapabilifies dorpiciese and foypassefaiedhotlés B ré gESPM
speci f 'SRl Srel%lz?ining nodes in the event of degraded mode operation, and expansion and/or

downsizing of nodes without requiring a modification to the overall system architecture.

Unlike existing control systems that connect all of the armament components to a
common bus controlled by a single controller, various components of the CSA are preferably
connected in a web-like topology. The use of a single common bus to interconnect multiple
components of an armament system has been dictated by the need for well defined
communications between the controller and the armament components. A signal to fire a
weapon must be delivered to that component in a timely mammer. The single bus single
controller architecture enables existing systems to be designed such that control signals will
arrive when expected. In contrast, a web-like topology provides for multiple communication
paths between components and, as such, delivery of messages usually is not accomplished in a
deterministic manner. To overcome this, the present invention utilizes a real time scheduler
within the CSA to monitor communications in the client-server architecture. The scheduler
enables the CSA to overcome slow points and broken lines of communication while still
preserving the predictable time response required of an armament system. This imparts an
increased robustness to the system that is not found in the prior art armament systems, each of
which featuring point-to-point communications topology.

One embodiment of the present invention provides for a client-server type multi-tiered
hierarchical network for controiling a multi-component armament system. In one case, the top

level of the system comprises a system controller. The system controller is comprised of an



generate a set of systemrequirenents 3 8, perform ng nodeling and
sinmulation (M&S) 40 of the nulti-conponent armanent system sinultaneously
gener at i "YOH¥EHYh docunent ati on 48 and system code 42 fromCTHesosuUssut at i on,
downl oadi ng the system code 42 into emul ati on environnment 44, and
stinmulating the enul ati on 46. WO 02750491 PCT/ USO1/ 48317 System

speci f iigghtcusut! BlanasdiR&RN y r i ~BLOVAged th st oner
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“high-level sinulation nodel (HLSM. The nechani cal system nodels ar
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| I (1 RoRE6Rre Soffw/sre © M HeN fnclusiohn 88 &he KAJH/€dsiflch B Ak t nilkardni a?cagg{_géawérhat
el ectrical and nechanical schematics can be produced as an i1 nheren

f unct i ceclotecture s3loM&S the oG8 ANt  1uabeadiparsdt dogngdesstsn PddvieloPnehh Early 32 M

design docurent atiqn 48. The MatrixX program possesses the capability to
aut onat Cg’gﬁl?lgﬁﬁgeﬁ'éﬁa?@fth@l BgHsURIdhe Proseies Bigtend seatadyiliy einathgt wdw nhdes

variou AeNbSr system _Thi,s s a .powerful .feature
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ot her wisslabitinefeatmiey allows heBYitea lakchitdeR B1REasiBABoliFed A Rild 'hhd MBMSined.
in

scrutiny in_armanent control systens and such code is currently use

many ni ssi ofbashinodeadn the| GRAroan gspine githana servhie ralk,SMclientf folestort sheth tie
the emyl aj | vi.fonment44 to.produ relimnary results. The CAE taqols
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t ool s, g set of design gglgu%ﬁﬁ{oglf%ﬁl%%%geggr?gﬁgkg%@g%ﬁ@nggg?%to%
docunensyemonith that sefnpbnen thaneassurhipst snvatesiegn the G8K. bPefuisity ) the SV uses a
detail ed set .oﬁ rquH enments to guide the devel opment of a particul ar
subsysCeMeFHA 5§ SRATEANNG GHVIEQITRGHT @1dys gomannicahly: eanedied tosadniranet.

enul ate the function of the conplete software of the systemin an enul ation
environment 44. This process is often referred to as rapid virtual

prototypi ng (RVP). The BREFMBESCRIFTION OPWVTHTWRAWNINGSan enul ation

envi ronnment _50. ‘{he emul ati on environnent i1s preferably the same control
syst em t hat TigYF | iga diagsrmmatiehart of|the Brigy arcenginsering developraint phusess.

mul ti - conpo ar . . © The,vi Lt ual ototypes in the SES process
use CAE too:}g&%‘g)“s}?gﬁy _aéﬁ%%{éc Igpﬁg?sggbﬁ ¥°§Eﬁ%§ﬁgpr(fcﬁ§')r correspondi ng
ar manent cofpgurers isvatszhénatite of Bl 40 sBIRY b4 Bille Wntrétfer! Bla}ledt Hstem

devel oprment teans proceed with the devel opment "of their respective
subsysgihifectitigey can use the control system connected to the virtual

pr ot ot ypes experinment wth how the s em m ght WD 02/ 50491

PCT/ US01/ 48%%}“_ _lsr?e%‘B’c?ﬁﬁ”%f&B’fesmt?tf%} éﬁ'ﬁ“ H&}%%&F&F‘?@&ftl\‘}ryr ¢ ipHtigampenenthey
can al sfnifioag@ehiifibootihiel WilMbldloltifverfisgect | ve virtual prototype and
test the functionality of the subsystemin the overall control system
Figure 3 il [Figue &t é&sashierppihical déagnam adf & ysdlwotpederit narMahtent eRABANRRIng 2

ar manent systens ant of the SES epul ation 44 hardware. A pl ura%ity

. and. as . r dwar
of ar &R SEYRPSHENtes U acepding tofmecambodiment of Higinsesent inggmions 553 bus 58 to
a single sys{i&am 690HeWidBin - 9{;@- 2@ single connection 56
to the corrrmnﬁg%s 58.e '}' e S}%Fﬁ%gﬁgro ?gg‘%@ﬁé‘%‘égg@% ‘es the flow of
i nf or mat i onFigur¢ Aés s yadceptuabdibgraniofesstat aighinbe bus 58 in a point-to-point
- communi catign manner. |f a new conponent is added to the system a
conmponent r eHBY®H, 1S grstate dingiramehe prefprred embodimentolii fter wachiomor théreontrol

Contr°h§s?ém%ffﬂgﬁéseﬁ?¥1%ﬁt?cﬂ1§i vely reconfigured and nodified. It was found

that the sinul"ation of such”a single bus, point-to-point control system for
the SES enuFahire9 Ras deailel §dte\Wiggdhhl bsHoWRE ierdled Uelals %R@E!ateshﬁacﬁﬂg of

i nvol ved si gnl ficant nodification and adjustnents. Mst inportantly, 1t was
cunber §igvEe &nd conplicated to nodify the enul ation environnent 50 to add or
del et e additional conponents 52 into the control system




The present invention overcones the drawbacks of a commopn bus architecture
for interconnecting nultiple conponents in air armanent control system by
enpl oyi ngvA 0¥t ol system architecture (CSA) that utiliz@®€Tasol/ussnt - server
hi erarchi cal architecture. Conceptually, the difference between the present
invention and the prior art can be best under stood by conparing Figure 3,
showi ng a copgn hosisang ixbREe firts WikW 5T G Seaf 1AE LOnRHOYS aofdil gnths&'ié/ef
architecture in accordance with the present invention where all ot~ t he

ar manerfmbasipeniariitbe psent énvestiolsct ed to a web-like intranet 60. A real time
schedul er 63.is rs]]ll}o.wn as garteﬁ{él t he .intrane %g and nonitors

conmmuni cat i on€"Snony A YA e B éerpiacley of igyes £9-mi ne whet her

communi cat i oRguRIME i@%cs?devﬁgw‘g@ﬁ{érgﬁmfgﬁé&%u%ﬂgr flj'gﬁ}?tlo.?o notify the sender
that a comunicati on was not recelved as expec(f ed®Ft "wi |1 be under st ood
that while dfigimetl3anatfrdd viesy of the VMP ikiofeltk 12fl thfie onRfllel bikRighte M. | be
"understood that while an intranet 60 is often conceived of as a web-like
connection Eeugnfeivenklogk diggrmnof the intginak cabling forithe rptlyisneeintmbldr bHBigusd

i nt ercoltr@)necti on nmust occur within the intranet 60. Al though the term
intranet, as used within the present invention, includes the conmon

under st andi Moigies al5landf 16.41e G aAWSideRNSwS OF WRICHY B6kibilor RS i BlordBte and

| ogi cal interconnections between nmachines and routers can be con |gurednto
cr eat e tegcH the YMidtaghrof Figure 4Boul d be understood that, for purposes of the

present invepntion,.Jjt LS ntepded that the termintranet is not limted to
a convent i oﬁ%gu]ieﬁtlria ‘?Slér P’ﬁnﬁ@’ﬁe?ﬂ?éﬁ@ Vw1 the Lraesipen sepdulss for they 6PHAI
and | oGioaRblidrtaR] 60MBRAEI14ON of nodes that is "intranet-like". In the

present invention, a structured system hierarchy preferably is used to
segment t he Figtread8tndQ0afe 4 frontGH4 sidetview ofBeTRABR4RL PCT/ US01/ 48317 -9
manageabl e tiers with each tier containing at | east one of conponents 62. A
generic repridgwiss & 2B 23 Ara ;frentand sidepriew pEthed€hpont gardi gure 5. The

hi er ar chi calg; i ivided into,multi iers 64 of conmponents 62. New
tiers 64 myFlgé%ggg]ghégg&éﬁt|°|”¢5m11‘#gﬁgvﬁwgdﬁ?t"éscﬁoé‘ae’??é’ﬁ{ * the whol e system
wi th few chariggees ednd R6drd frbMand¥Riec vl oPRR@ahMdl Relb§el@ldlr € of the

physi cal and logical interconnection anong the various conponents 62 in the

i ntranet 60 Kigwes dégad a8 arsonfroitend sitsonen vstho&ipigalco SyradAResalver cand.
restrictions are intended for these connections. Instead of using the

poi nt -t o-poi nt comruni cati on schene of the common bus architecture, the

present i nvent hem ANIED 1955 CRIPRINIGH THE ﬁmﬁnﬁb%@bimﬁet .
protocol, such™as cri e whi ch
comuni cat i Aeferimg toeFigassdd tlanprigr dit fdoavanionsloemginening d&elopinkhn pidtess is
mul tip tiers 64 of the Egtranet 60 until they arrive at their intended

|
dest | naPPWR Eoprally & 20 | The isieps 196 thg prigy pit desigh gipcess afeatn Bydes.ogdrictiionnef

each of, i QHS1EPIRR j - I, erver functions,can
be hanégﬁggg\gl\ﬁﬁ 1* r omtﬁ Ser Sglr% b ngt/gor%s n??]i’gg %‘5@%@% ﬁg‘“%lilse aﬁ?%%{qeocogc?ﬁqf%

| ower iprotbtypidy 28abaihding Thdisiduak SBstdnke 36,y tepfatigr ok BidsidRa CYRehsSINHRA
conmponent /[ subsystem failures will not likely cause a systemw de failure.

Pr ef er PgHPymingiiestingrand saplugiaon efcheermplated spstem wdf tieftésting and cygleaticnfstage
conmuni ' egt.i ata connect i 65, and, a control signal

connec t#?%@%ég ?I‘ﬁ% tggtp%rg@%ur%%egﬁsf%l ' qc%:ﬁ eﬁgblg’nf}w{} ghﬁ PERGEH TYE rbg Viitegted

net - baseting BARe® khesptotbtase stdgR/28PoCdargddt - Server conmuni cation schenme is
routed. Alternatively, any other formof client-server packetized data
comuni cat i dkefecingnte Kiguted2btheuSiouldtion-Eholaton-Sticodsteat (SES) GHocdss, génketallyl so

be seen, t.hat th ta. connection 65 can include nmultiple_ redundanc .
f eat ur frsagSI%atB(ﬁo@i g@ PHYHS Sb‘iﬁg’tuﬁ%géte’faélopﬁém ndspses nthe fieRse of HAR i

uni que cdatdticRNNES/el P eRP phRidld hlpki ' : ' QR o The
cont roIc Si gnlal conned(ij)ti onp68 al I%rss%%fgkhgc%gtgﬁng{e %P@E‘S]@g?&g&% %P%@@Hé‘%&otf)
cont r olgesérgead st of kesterh hequirsnreneri8, padbrntag amlelinglsd siddlatioh (M®SY4S 6f iHeed,
- these corlt.rol Si gnal s can be anplified electrical signals used to control

[

posi t i CHFHFOHMORF L YEngmeng systgm. shndiageoushe gaesaeling fleyien dappnentation A8 M,

t he da n tyo SRS Lfif ol si cqnn Lons .68 are described in
terns %?Stg[ﬁeg(?dr%i (L:télnﬁ?:rgnﬁlgct I on@%oqli tdo\%hl ﬁ&ﬁggsg{&bg%egg océ’ QF 24(92((?1l uﬁﬂaa(n Sﬁ%’%ﬁlom
connecthvinenmeuldd, hel arndsphgd theethuligiongeoptical, infrared or radio signals,
as long as appropriate security and performance paraneters can be nmet by
such alternative comruni cati on connections. The CSA can easily accommodat e
the addition or subtraction of nodes due to the client server nature of its
hi erarchy. Persons skilled in the art will understand the ability to add
and subtract nodes froma client server network. Conceptually, for ease of
under standing in




armanment systens, each conponent 62 or client can be represented as a
conponent node 62 in the hierarchy as shown in Figure 6. Each conponent
node 62 N OHSWPBtinct | P address. In a WD 02/ 50491 PCTPUOBABONS317 - 10
preferred enbodi nent, the real tinme caontroller 76 contains a master node
profile 66. The master node profile 66/contains the list of authorized |P

addr esses an ] i r I stiCs: | npenent . node
52 1 1 the hi orareny Potncgks ok el S5 B! GRicol ATOGU-CRTTBE Bl
oper at orDéwigtiargl muinibersi afedl daelamsent Wanh use ek dofladtivel diBerestik lagl lifel1iE8ncdto
real time Operating System (OS) preferably enploys a nmaster request.

rout i ne.CONRBYFL tahget pd stysienprsqpirements dranm sheospeoifisaltons. aThmaw usmgpOoreputen dddeds 2
‘in the hier : ster poll.ing routi.ne conpares the |I.P address of the
new nodzﬁ %ﬁe{eﬁgé r(rgé[%értg&ﬁ’otggseglﬁg?lﬁ CIERAE dn‘i%‘?%%gr‘fém Bt Roffine iviugpmniss
that nodproetiheMsshao adper Tisdsb GRilRl ih | '

‘node. If the IP address%?)s autShori ze'c}, htﬁehgﬁcffifi?}lgﬁgﬁgﬁzseg%?tg{[ﬁggi \?\A&{%lﬁtﬁgﬁ&ﬁéfde
i s ef f edeAligp9lsare gghmaseially amailable thae areewelhsdited $ornthe M&Shmsk 28d, The moidél

t beb t, jnto t t til thorizati A ] ided. Siml |y,
rek oo DRRugly LU KOFe 945 TR SO S RO SE B T,
th j i [ t gkij 3 t. 9off 1ine.
e o SIS A o8 Sy S5 SRR,

schenat ifoah IBTGC.n Gihgrisaitdble Altemnvescdre il Mwerfsa CRitia M) AR Che. opgy alekical
connected to a control box 72, a real time controller 76, a servo anplifier

74, an &RRURIS B FimiaHy i siauipied; paferpblyt viing MagxXdun 1% (Inggrateg Systems Anc.).
virtual ”ﬁ{o% QlEi}ﬂQc?i Hi ﬁ &il?}%ggé}ﬁ%ev b C%%%ﬁag%@t %

t he means an Opérat or uses U t

_,
2

D un 86.. The MM 70 is
, BB Faoed schenatss eanube R duends
MW 70 cannbi@hérchBfir@HolGf tiesk SMRSFdgradid. | SUchr RRérhMfesHeabik Galt MSBE system
interface (GJI), a joystick, or even a renote device, such as a perso%al
di gi t al dgsignsdepymentation. 48.n Thei Matie®, programVpbssZes shen capsabiility nbemitamatically
conmponent _node, 62 in a first hi.ecﬁarchi cal layer, the control box 72, real
tinme coPoRehe T”Bm:!i’H%l sofle, irayted i P%“rrat?ﬁnﬁroé theotrrioys comppRameel the damament; i
a secon LI amghi , [ LT . . Of ' m 8
and gun BoRaSTHS) 4 gy faRG. HoGyAESRakRRah the BBl Hhnd Kogll 91

conponerniebuggies taRs otheawisdindcdssand Awotiaticaliygientrattidedtie haywissed rigordis derlify
understqod that the armanment conponent nodes 62 can be either actual

ar manent? CHRPHRoAtek sesfanbaRd suchagade ip genrentlyf used dm nmapey raissign epibealt military
conponer%’éli@artioﬁgstens, or virtual prototypes of such actual armanent
conponen or systens or proposed armanent conponents or systems. Figure 6
shows the exarie KLSM schamatedal iy ehluldtihleatRehrhént B gy Fﬁdﬁcé"brﬁehnﬁﬁtﬁl& cahfd
box name, caomputer hardware, operating system and application software.
The MM The CAE foly allewr ke chpegesetonbe made yiot then systemamodelarand: the gepetagion of

itself. . 70 .uses. a common of f e-shel ) _oper at | system (QS)
such as fwcﬁﬁ’%/\%\fgy ﬁ‘l‘ﬁvf“r%%}w‘k#‘%%é%‘?“ﬁﬁeﬁ‘ﬁ_?oﬁéonéﬁ%%gﬁgﬂ’ftuﬁmgﬁﬁe mqg?‘@/l%nﬁoﬁﬁxf? a
conpact deligh ABDRAEMatiGEchnde %ﬂﬂra&fd AR2ITHRUR BRI iS 208 8118 Li¥lsystem
assistants {PDA' s). The PDA has advantages over other types of man-mathine
i nt er f aclesign ieamubecagsd ifl providewa deBilbé selusfereitirandnts meguide denpaetopiEna¥iang
a quick rg[%ﬁ/e_rx time WD 02/50491 PCT/US01/ 48317 -11_ if the PDA nust be
r e- boot &g 27 l?aﬁ’(Sté’m‘or occurs, whereas an MM 70 enploying a nore
complicat ed Gheiyclndolil ! doriaemBadied B el ho LUORIenl RERYR! HinfHGH Bf the
Under time critical circunstances contenplated by an arnament systéem qui ck
r ecover yeotriptate beftwirsaifithebysteane deas amylatidiendidnmédt 44, Thiseprbeese BNE fedddted
operate the alryjlézrr_ent systemusing client control interface prograns witten

in knowf® &S ripideyirtugh gretofyingr (RYADE {he seftwarencosls iFcdownloaded intoTes) gmudatioan

equi val . f Jol . face Fa i.n the oe hr. h
2 sof tvanerEl 0 THECRARER en itk BIGE PSRRI TR Lo SBuh] pafbR Byt 40 2
provi desisédién ske Vield bppladation tb @ontrbli theSAlitMES B cHRAK Bmanld® §GBEI OMThBOXrdA
-is prefer ably another client/server conputer running an NT or ot her

net - sui (PAMPEPES inhshe rAHS nrpeess ewsee CAT dieolsf ta sémuletet the  dhataetefisites f othem
witten in a progranmmng.language or.,CASE tool such as Tcl/ Tk, C++, Tej.a,
or an ef B}Tssﬁog‘ﬁ{n%t %l%aég‘%‘tc O(S'fgmc m'fﬂ?"ef reB’r‘r‘lllaiut‘?B fvirongmept Sbhe%%?pﬁi‘%}ﬁ‘lflp%lt e
conponemevelbpmart BhiS PGt Wi te HelBBbmett & MMt rdPedNE LBRstRls, Y &
could be inplenented as part of a sing Igell ayer 6& S??l t he ﬁlg!}esr arsc’:hy by u%sleng
a si ngl éhgpeondroh aystemmpnnentedits thé @irttmh provatiipesao ienpaitha avitPhel diedystem ttight
MM 70 and control box 72 are divided into different |layers 64 in order to
allow different types of conponents to be used as the MM 70 and to all ow
nore than one MM conponent 70 to provide an interface to the intranet 60.
In a preferred embodi ment, the real time controller 76 is housed in a VME

o o - =, = B Y N o S I v oy




The real tinme controller 76 uses conputer code to control each of the
various clients in the |ower |evels 64 of the hierarchy. A CASE tool such
as Matri WOPHSHPEf erred because the control system hierar eoy/usansdser

i npl enented by inputting the desired conputer logic into the MatrixX
program thereby automatically generdting the code. However, C or any other
conput eespord dinderedi i i s rdy & as
JAVA can Iial so be uzﬂeggé.m %%bt@@;ﬁﬁ%ié avllggsr' %o%g(ﬁ kfbnrek) %29?%9 t Sﬁm}g?@?‘%ﬁw e
descri btsdrespective vatual pentbtype and kst thenforgionafitydsfathe sbbsygtesyint theob@aR \Goffrol
with a state nmachine is known to those skilled in the art. Conceptually, a
state MHERMe is shown in Fi gure 7. The conponent is in a particular

resti t.ate .100. W - defi ned

ot £ on bt NRisEREE b Belhohlifl B Gl RSyl Foimmonent S rhpger S sl

conponemid dsopnberthd BEStangeioS iaharddee. HBLSALY &F Jéﬁanﬁmpé’&ﬁﬁ&iéhérsz are,
n

"conponent can_nonitor the state of that conponent a comunicate It to the
real tiooBneded bopisagleBIETR A85DHpesr 58 tra singleuaybtemhmniie7Ht. Bicht@ponent

t henselxes. can. be broken d [hto sub-states and so on, thereby providing
furt herS\ésIt%J StaaBIPgEC%WF‘gtfonf fm‘} h‘&ncso.rnl?—‘i’r{:] BP%tsg iﬁeusé’ﬁtreﬁlt gantgolier 3¢ segylata Hiene
used i fdeoPigbahaEsh sbadi of. S i aveptd o (Start . W t.
power of f statle 118, the sys?%%nﬁoé\%rlpﬁg&{egr%ghgoﬁg Ihﬁléeq:jskys‘} e%é%rgtnoé)r?tngrs
t he i niconmhunieationmarnet.elf aliw Mirhpunent isedded foithd bystin oncdhdnentrbfhovad, o8 laf

test is erforrrecl to v,elgi&ﬁ/ proper function of the controller 76. If the
sel f t &SMmpegentdeplpgrd with agifferentgnesihgcantralier ¢ must be sitepaivslygecanfiguted and

failur i S ' (Walell ' i Ll.b rovi.d ta fhe operator so
the. pr obyaned hSpasTobd] bl e SR Obubh b sindfe RsgHoREfab St SRR bRt s
pr oceedtie SBStdmulatidrehirdiRid 40 was qatie cdhplicalsl W ddcoRBLL SRAIRRHved élgrréiﬁ\'%%rﬁ”t
monitor state 112 is where the controller 76 spends nost of its ti en
t he csanedificaiionadradinstments nostimtiortantly i wag cundrenseote aml compliested to hodify
error i etected i.n the client. nmopitor state 112, control will be passed
Co an & SPORERERET Pl RS Rl Rt el e aenerBLrc o th sonsen] shgerm.
entered eithgy SheinGbhifat | QJ%{]? 4 / 48317
-13 detecting et a’? a 1gnl vetﬁﬁclogée}g?ﬁl n(t)l?e)a}qﬁ\éb;aé%r 8%;?28 ou Qlo?lqst Ele%{ﬁe 9‘V\I/E])er ﬁo,q or
i ndi r ednteycopsecting esultipleoforhpenentsr inr arh amidmery doatsdl sisteld by Ehmeloyidg control
illTustrates the detai bgﬁgf the client, nonitor state | 12. First, the naster
pol | i n§Y i8R drFiiteeBye § tht itilices geeligntsssrves thierighigak achiterduran dfanseptunléy. e

are anyh&ldi®ibn&0 ' r - [ romt nodes .62 in the
net wor k.1 Al't ho%ghggﬁ%g{l Iq?%dﬁgéréﬁgtﬁlgvghggf a}llgdtlté r |1b£e1g,ca}lt ?Nibﬁ% 'ﬁ%deh%% é’?’ood
t hat t lkempatihg Bipure 0! slnaviag ul dnahs® bheaichndctire Wil Rigurda WhicB shbWs a client-
interrupts or sone conbinatjon of polling and interrupts. In response to a
cli ent SEYRhSEHISAW S diedqcordanes vefudhe nreseattimeantipe avbeicaell oifi thet armament

aut hent,j ' there i s an.unauthorized client, the caonnection en
aut hentl ottt 423y, L lEas, S, B0ORILAST i od Gl BRL (AR GOnEC] o0
114. | fpaithef thenineahétodd ke URSHitdrS camhitRiiati6Ad 8fhong lthé SaREES @&ng&lernﬁbe 62 to
dat abase conparjson state 124. The database conpafison state 124 checks the
connectprmingqulstherngaimunications aesteesivegt when expbated bad gif 66t,tto ndefyethrisarderhe
parameters and profiles to be wsed in processing the connection request. If
t he da{ﬂgt%scgn?@})%%ﬁtm&%aﬁéﬂVcelé’?‘?ﬁWG&S& the connection request, a

connection &f kaN He3uldQ@sesd tBatt WAlle %ﬁrﬁﬂ’&%%é?fﬁ Lgligi;t&p b ?f LO% Ranghing

routine 114. The data transfer routine 1 ena the data transfer o
occur lbenngston atrengdniea qs amavis ér Fegurahdacmab iphpsical tahé 16gisdl Shrfconfedoaah@ance
with the paraneters set | ”f&]g ster profile database. In the event of a
t i meouP TNt he 1 tF?é‘eHQ‘?'aAt Hgh the ten dntranet 28 uged, within theamresent inyeation,

cont r ok 1946k ' r [ 1.L30.. To insure t.hat e transf er
is apprré)pﬁrpci1 Ater %%ﬁ?ﬁ%?ﬁ%éﬁ&gﬁ%g r?g#lt%’rstéla,\p%lr?gg Waaygé?é’vlfl?éﬁg?lg PoYst Etaﬁg
comunil@gitdl cintersonmeciinst etwaerC nia@hines @@0f utedd Chn de leshipufQICtd ¥Rl sRgsat he
—aut hori zed comqmuni cati on channel between the client and server for that

communPERYqren It shoyld beandarstaed thapfer puipesssi afdha pesent Heventioanit isimtinded that at e

112 re . Q- - JTRI lLLing rout.ine.120. Referrin ain to Figure 5, a
12, UM g ST e 1o R ey R e 2 P gt o
connectgthytioaltdng 104i0&lrintrionAetHion GTRBARNhS: is SRiMAetaiRr] T ﬁfeﬁnr@sreﬁt Wobhtion, a
understood by those skilled in the art. The servo anplifier 74 functions to

anpl i f ytragturedotyistent higrgichy mseferabll énhysadney segmend|the dninanet i60nef 68 CSAL heo
physi cal mani pul ati on nechani sns of an actual gun 80 and/or 82, for

exanpl e. These control signals could be to power an electric notor that
turns the platformon which a gun 80 is nounted. The servo anplifier 74 is
necessary to boost the power, current and/or voltage of the control signals

b o, I



WO 02/ 50491 PCT/ US01/ 48317 -15 of these cabinet conponents in their
preferred enbodi nent. Although a single controller 76 is shown and

descri bedVQ A2/8H81 pref erred enbodi ment, it shoul d be under etwasei/si7 t he
present invention contenplates the use of nultiple controllers 76 within
the client-server architecture of ' ttfe CSA of the present invention for

| arger nypgHa fi e .4:4.d Vs tiRle. controllers 76 ul.d .
provi de t hegéca;o,&gv&e?ﬁr@m? uérq{cﬁetrlérl gglg%l gﬁw{eé%a%gaor{%yof nCOP}Pé)ng\l}én?iI'\ngagenem
fai | ur e refresaméation ofothés stfudnite is shéwolin Bigud 8. TRPhRBLEELS S¥RANOMVZREI AR
software to al|ow for coordination of such nultiple control'lers can al so
commruni d%‘flgpg\ﬂﬂs ohef comppasrentsiia. BVexsiders 64 mayrhe added ot ensire tieis\ed! sybtracted from

-controll cQ ed to ac date.the requitred number of
connect it@énwéglretsgwggl ‘%g}é géggﬁ 59 r%qﬁlﬂﬁ‘g?q qvgraleape er hﬁfna%?rﬁgﬂ‘éd%hém@@l.
Fi gure land I6pieuiSinter6b@iEHoP aMbAW tRY vhritus \Dm ekt J6b3; i "R

"sever al I\/bt%lrQoIIaRlPowerRC procgevssoy carsds. I{AI tersﬁﬁnvg{é?,lﬁ{ﬁte@l?&%?%g%gor
cards (%8endhel comppuants beingiconnexftedPamt nonBtrictinssse isendsd R $hesd GAnedns.
Rl SC 4790 cards can _al sqQ be used to produce satisfactory results. Each card
runs on ?Wéaad;) g e ROt g Cation Feheime fthecspamen bus sechiseaturer thet o

conmuni : : | QU he.i nterna
ext or nal o epféh SHIRSR «AAIRARS Youys51 Bl SepbRE Bresliin, ekl 0y
and 16, ctiemtseives cGRIdhGDAonascHEMS i which eore@uhicalidmr catdbe pAMERBRQ different

avail able from Mytorol a. The CPU COW card 131 also includes a transition
nodul e FIAPPREAts AR (jEhin facomuliiple Hiews 64aef the dniraneh 6¢ugtik they Artivena theiairsendedn
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one unique data connection 65 could be utilized with the present invention. The control signal

connection 68 allows for a connection between nodes 62 of control signals other than
conventional data signals. As will be described, these control signals can be amplified electrical
signals used to control positioning apparatus in one or more of the nodes, for example.
Although, the data connections 65 and control signal connections 68 are described in terms of
electrical connections, it will also be recognized that such connections could be accomplished
using optical, infrared or radio signals, as long as appropriate security and performance
parameters can be met by such alternative communication connections.

The CSA can easily accommodate the addition or subtraction of nodes due to the client-
server nature of its hierarchy. Persons skilled in the art will understand the ability to add and
subtract nodes from a client server network. Conceptually, for ease of understanding in
armament systems, each component 62 or client can be represented as a component node 62 in

the hierarchy as shown in Figure 6. Each component node 62 has a distinct IP address. In a
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communi cations arrive within predetermned ., |
means an operator uses tor}nputpcommand information in to the CSA. The MMI 70 can be a

laptbp PC, a keyboard, an interactive graphical user interface (GUI), a joystick, or even a remote
device, such as a personal digital assistant (PDA). In this case, the MMI 70 is a user interface
component node 62 in a first hierarchical layer, the control box 72, real time controller 76 and
servo amplifier 74 are control component nodes 62 in a second hierarchical layer, and the
magazine virtual prototype 78, gun 80 and gun 82, as well as virtual prototype guns 84 and 86
are all armament component nodes 62 in a third and fourth hierarchical layers. Tt will be
understood that the armament component nodes 62 can be either actual armament components or
systems, scale models of such actual armament components or systems, or virtual prototypes of
such actual armament components or systems or proposed armament components or systems.
Figure 6 shows the example as schematically illustrated in Figure S with indicated box
name, computer hardware, operating system, and application software. The MMI 70 is the
interface between the system operator and the system itself. The MMI 70 uses a common off-
the-shelf (COTS) operating system (OS) such as Windows NT® from Microsoft. In one
embodiment, the MMI 70 employs a compact OS commonly used by any of various hand held
personal digital assistants (PDA's). The PDA has advantages over other types of man-machine

interfaces that use a full-blown OS because it utilizes a compact OS having a quick recovery time
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Alternatively, other backplane chassis arrangements than a VME bus, a PCI backplane, or even a

single processor board, could be utilized to implement all of the functions of the controller 76.
The real time controller 76 executes a real time operating system pSOS from Integrated Systems,
Inc., in the preferred embodiment. In the past other real-time operating systems such as Linx OS
and VxWork have also yielded satisfactory results. As will be described, the real time OS fulfills
the role of the scheduler 63 in the exemplary embodiment of the client-server hierarchy of the
CSA of the present invention. '

One problem that had to be solved when employing the client-server web-like network in
the context of an armament control system is timing of data communications. To illustrate the
problem, consider the example of the most well-known client-server web-like network, the world
wide web (WWW). Anyone who has used the WWW knows that e-mail sent over the WWW
takes a random amount of time to reach its intended destination. Sometimes this may be one
second, sometimes one minute, sometimes one hour, and sometimes one day or longer. This
unpredictable time delay is unacceptable in an armament or other time-critical control system.

One cannot spare minutes, hours, days, or even seconds for a fire command to reach a firing
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language that can be compiled or some script languages such as JAVA can also be used. The

system behavior encoded in the software can be described as a state machine. The concept of
describing system behavior with a state machine is known to those skilled in the art.
Conceptually, a state machine is shown in Figure 7. The component is in a particular resting
condition referred to as the source state 100. When a pre-defined condition 104 occurs, a
particular action 106 is taken that triggers the component to enter the target state 102. The server
for a particular component can monitor the state of that component and communicate it to the
real time controller 76 and the operator through the MMI 70. States themselves can be broken
down into sub-states and so on, thereby providing further suitable control functions.

Figure 8 illustrates the state machine used in the preferred embodiment of the present
invention. Starting with power off state 118, the system power is turned on. The system then
enters the initialization state 110. Within the initialization state 110, a self-test is performed to
verify proper function of the controller 76. If the self-test fails, then it will reiterate. After
several passes, if the failure persists, a failure indication will be provided to the operator so the
problem can be corrected. If the self-test 110 is passed, the system proceeds to the client monitor
state 112. As will be described, the client monitor state 112 is where the controller 76 spendsv
most of its time when the CSA is up and running and handling client connection requests. If an
error is detected in the client monitor state 112, control will be passed to an error handling

routine 114. A client release routine 116 can be entered either by the client monitor state 112
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requests received from the nodes 62 in the network. Although a polling arrangement is
described, it will be understood that the polling routine could also be implemented using priority
interrupts or some combination of polling and interrupts. In response to a client connection
request, the request is authenticated at client authentication 122. If there is an unauthorized
client, the connection error 130 is triggered and information sent to the error handling routine
114. If the connection request is authenticated, it is passed to the database comparison state 124.
The database comparison state 124 checks the connection request against the master profile
database 66 to determine the parameters and profiles to be used in processing the connection
request. If the database is not properly verified for the connection request, a connection error
130 occurs that sends information to the error handling routine 114. The data transfer routine
126 enables the data transfer to occur between the client and server and monitors the transfer in
accordance with the parameters set in the master profile database. In the event of a timeout
condition, the data transfer routine 126 would transfer state control to the connection error
routine 130. To insure that each transfer is appropriately authorized and monitored, once a data
transfer or data communication is complete, a client logoff routine 128 effectively ends the
authorized communication channel between the client and server for that communication. From
the client logoff routine 128, the client monitor state 112 returns to the main polling routine 120.

Referring again to Figure 5, a servo amplifier 74 is also contained within the control
system and connected to the other various components. Servo amplifiers are well understood by
those skilled in the art. The servo amplifier 74 functions to amplify the control signal sent along
the control connections 68 to the physical manipulation mechanisms of an actual gun 80 and/or
82, for example. These control signals could be to power an electric motor that turns the
platform on which a gun 80 is mounted. The servo amplifier 74 is necessary to boost the power,
current and/or voltage of the control signals to the appropriate levels to properly drive the
physical manipulation mechanisms of an actual physical component 62. Suitable servo
amplifiers are available either as COTS or custom-made devices particularly adapted to the
requirements of a given physical component 62. ‘

The CSA when used in the SES system also includes a plurality of virtual prototypes
(VP’s). As shown in the preferred embodiment of Figure 5, a VP of two guns, gun #1 80 and
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physically is a personal computer or equivalent running specialized software that simulates the
prototypes in a virtual world. Programs well suited to running VP’s include a combination of
graphical software by Engineering Animation, Inc., and real-time dynamics software by MatrixX
(by ISD).

During the development process, it is also advantageous to be able to connect a scale size
real prototype to the CSA as shown in Figure 5, for example, for gun 80. Each real prototype is
also a client/server having an IP address that is connected to the control system architecture.
Instead of inconveniently disconnecting the VP of a component and connecting the real
prototype, an A/B/C switch is preferably implemented as part of the real time controller 76 to
allow dynamic switching between the virtual component, its prototype, or both simultaneously.
Preferably, the A/B/C switch is a combination of software executing in the real time OS coupled
with appropriate connection path switches for both the data connections 65 and the control signal
connection 68.

Figure 10 is an exploded depiction of a preferred embodiment of the hardware for the
completed real time controller 76, also shown in Figures 11 and 12. The cabinet frame 101 has a
Plexiglas® front door 102 pivotally attached to the left side of the frame 101. The side panels
103 are fastened to the frame 101. The back panel 104 is fastened to the rear of the frame 101
and louvered to promote sufficient airflow which aides in cooling the cabinet. Back panel
connector 105 is affixed to the back panel 104. Top and bottom panels 106 are fastened to the
frame 101 and the bottom of the frame is fitted with a roller caster assembly 107 to -aide in
transporting the real time computer 76. The cabinet further includes an outlet surge protection
block 108 and a 30 volt power supply 109. A power relay switching panel 110 and a terminal
block cable termination panel 111 are connected as part of the cabinets power supply system.
The cabinet is supplied with a twelve-port communications hub 112 which is preferably 100 base
T. The VME rack 113 holds the plurality of control cards which comprise the processors for the
real time controller 76. The cabinet also has a roll out keyboard 114 for holding a keyboard
functioning as the MMI 70. A computer monitor 115 serves as the GUI for the MMI 70.
Finally, the cabinet includes an indicator/switching panel 116 with a plurality of LED’s 119,

other indicators 120 and switches 118. Figures 13 and 14 provide front and side sectional views
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the CSA of the present invention for larger numbers of components. Ideally, multiple controllers
76 would provide the CSA with a further level of redundancy in the event of a failure of one or
more of the controllers 76. Appropriate synchronization software to allow for coordination of
such multiple controllers can also communicate over the CSA of the present invention.
Alternatively, controller 76 could be expanded to accommodate the required number of
connection ports as necessary to support a larger number of components 62.

Figure 13 shows a close-up view of the VME rack 113. The VME rack holds several
Motorola® PowerPC processor cards. Alternatively, Intel® processor cards (x86 and various
version of Pentium® processors) or RISC 4600 and RISC 4700 cards can also be used to produce
satisfactory results. Each card runs on the pSOS real time operating system and employs
MatrixX software to communicate with an armament component. Figure 14 shows the internal
and external cables for the VME rack 113.

Slot #1 131, as shown in Figures 15 and 16, contains CPU/COMM cards such as a
controller card MVME 2600 available from Motorola®. The CPU/COMM card 131 also
includes a transition module 134 that plugs into the card, as shown in Figure 17. The transition
module 134, as shown in Figures 17 and 18, has a plurality of serial ports 140 and parallel ports
138 for connecting to various devices, and also a 100 base T connection for connecting to the
intranet local area network (LAN) and a remote communication port 135. Using TCP/IP the
CPU’s can communicate with all of the other components in the system.

In slot 3 of the VME rack 113 is a digital-to-analog converter card 142 as shown in
Figures 19 and 20. The DAC card 142 preferably includes two DAC circuit cards that perform
the necessary transformation of data signals 65 to control signals 68 to provide, for example,
position command signals to the servo amplifier 74 or receive position feedback signals from the
components 62.

In slot 4 of the VME rack 113 is the Quad Serial I/O ports card 144 to the MIL-STD 1553
Bus 38, as shown in Figures 21 and 22. Preferablsr, the I/O port cards 144 are configurable to
operate RS232C, RS422a, RS423 or RS485 ports. In slot 5 of the VME rack 113 is the bus
converter card 146, as shown in Figures 23 and 24. In this embodiment, the bus converter card
146 converts the MIL-STD 1553 Bus 58 used for the data connections 65 to the VME Bus used
within the VME rack 113.
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motor, the resulting electric signal can be measured to determine the position of a maneuvering
motor for the armament components. The R-to-D card 148 takes the stator signals from the
elevation and train resolvers of a gun controller 80, 82 and converts them to digital, then feeds
them to the DAC card 142 for the position feedback signal generation supplying the servo
amplifier 74. The R-to-D card 148 also generates a 2.6KHZ 5 Volt signal to supply the resolver
motors. In slot 7 of the VME rack 113 is the Digital to Resolver card 150, as shown in Figures
27 and 28. The D-to-R card 150 essentially performs the opposite functions of the R-to-D card

148 by converting appropriate digital signals to the necessary analog levels for supplying control

signals to the resolvers.

A portion of the disclosure of this invention is subject to copyright protection. The
copyright owner permits the facsimile reproduction of the disclosure of this invention as it
appears in the Patent and Trademark Office files or records, but otherwise reserves all copyright
rights.

Although the preferred embodiment of the automated system of the present invention has
been described, it will be recognized that numerous changes and variations can be made and that

the scope of the present invention is to be defined by the claims.
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L. A control system architecture for a multi-component armament system comprising:

a plurality of armament component nodes;

at least one user interface component node;

an intranet operably connecting the plurality of the armament component nodes

and the at least one user interface component node in a hierarchical arrangement having a

plurality of tiers, wherein communications over the intranet are accomplished using a

client/server communication scheme.

2. The control system architecture of claim 1 further comprising a controller component
node executing a scheduler routine to monitor communications over the client-server
communication scheme to determine whether those communications arrive within predetermined

expected time frames.

3. The control system architecture of claim 2 wherein the controller component node further
includes a profile database storing information associated with each of the plurality of armament
components and the at least one user interface that includes the predetermined expected time

frames for communications initiated by each armament component or interface.

4. The control system architecture of claim 1 wherein the intranet includes at least one data
communication channel for each of the plurality of tiers and at least one control signal

communication channel for at least one of the plurality of tiers.

3. The control system architecture of claim 4 further comprising a controller component
node executing a scheduler routine to monitor communications over the client-server
communication scheme on at least the at least one data communication channel to determine

whether those communications arrive within predetermined expected time frames.

6. The control system architecture of claim 5 further comprising a servo amplifier
component node operably connected to the controller via the data communication channel and
operably connected to the plurality of armament component nodes in a tier separate from the

controller component node and the servo amplifier component node via the control signal
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component nodes is a virtual prototype.

8. The control system architecture of claim 7 wherein at least one of the armament
component nodes is an actual armament component and further comprising a controller
component node having a virtual/real/both switch for dynamically switching between an actual

armament component, a virtual prototype, or both.

9. The control system architecture of claim 8 further comprising the controller component
node executes a scheduler routine to monitor communications over the client-server .

communication scheme to determine whether those communications arrive within predetermined

expected time frames.

10.  The control system architecture of claim 1 wherein the user interface component node is

comprised of a man-machine-interface and a control computer.

11.  The control system architecture of claim 10 wherein the man-machine-interface is
selected from the set comprising: a personal digital assistant, a personal computer and an

embedded device.

12, The control system architecture of claim 2 wherein the scheduler is programmably

included in a real time controller that comprises the controller component node.

13. The control system architecture of claim 12 wherein the real time controller operates a

real time operating system.

14. The control system architecture of claim 7 wherein the virtual prototype is generated by a

Simulation-Emulation-Stimulation process.
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generating system code; and

downloading the system code into the computer processor.

16. The control system architecture of claim 1 wherein the client server communication
scheme is a transmission control protocol/internet protocol (TCP/IP) client server

communication scheme.

17. The control system architecture of claim 1 wherein each of the armament component

nodes can be implemented as a virtual prototype.



