
Specification 

Method for Accessing Radio Frequency Communication with Low-Frequency Magnetic 
Communication 

5 
Field of the Invention 

The present invention relates to the communication field, in particular to a method for 
accessing radio frequency communication with low-frequency magnetic communication. 

10 Description of the Prior Art 
Along with the development of electronic payment technologies, electronic and mobile 

payment means are an inevitable and sure trend. Mobile payment combines the portability of 
mobility and independence of electronic payment. The vast amount of mobile users lays down an 
excellent foundation for the development of mobile payment. Therefore, mobile payment will 

15 have a tremendous market, wherein a short-range communication system consisted of a radio 
frequency SIM card with low-frequency magnetic communication and a card reader thereof is a 
typical application of mobile payment. In the short-range communication system consisted of a 
radio frequency SIM card with low-frequency magnetic communication and a card reader thereof, 
low-frequency magnetic communication is used for range control and transactions are completed 

20 via radio frequency communication 

When the radio frequency SIM card with low-frequency magnetic communication is used 
as a bus card, an access card, a credit card, a small amount payment card, an attendance card and 
other intelligent cards, it is typically necessary to complete the access authentication of the radio 

25 frequency SIM card and the entire transaction within an extremely short period so as to enhance 
the convenience of the radio frequency SIM card's application as an identification or small 
amount payment tool. 

In existing short-range communication systems of radio frequency SIM cards with low- 
30 frequency magnetic communication, low-frequency channels are introduced and as a result, the 

physical properties of the low-frequency channels determine that its data transmission rate 
cannot be very high, leading to a relatively low access rate. Therefore, the entire access rate of 
the system with low-frequency magnetic communication is lower than the access rate of pure 
radio frequency communication. To a certain degree, it increases the time overhead of access and 

35 consequently increases the time overhead of the entire transaction, which affects the user 
satisfaction in some applications to a certain degree. At the same time, the existing short-range 
communication 	systems 	of radio 	frequency 	SIM 	cards 	with 	low-frequency 	magnetic 
communication do not consider the authentication between the requesting party and the 
requested party in the access process, and in the subsequent communication, data are not 

40 encrypted, leading to certain data security risks. 

Summary of the Invention 
The technical problem that the present invention intends to solve is to provide a method 

for accessing radio frequency communication with low-frequency magnetic communication, 
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speed up the radio frequency communication access rate of a short-range communication system with 
low -frequency magnetic communication, and improve user satisfaction. 

Herein disclosed is a method for accessing radio frequency communication with low- 
5 	frequency magnetic communication to solve the above technical problem, comprising: 

Step a: a requesting party sends an activation request through a low-frequency channel, 
namely a low-frequency characteristic code, wherein said low-frequency characteristic code 
comprises a first random number generated by the requesting party; 

10 
Step b: a requested party receives the activation request through the low-frequency charnel, 

generates an activation response message and sends the activation response message on a first radio 
frequency communication address through the radio frequency channel, wherein the activation 
response message comprises a second random number generated by the requested party and an 

15 	identity identifier of the requested party; 

Step c: the requesting party receives the activation response message on the first radio 
frequency communication address through the radio frequency channel and performs the verification, 
generates a connection request if the verification is passed, and sends the connection request on a 

20 	second radio frequency communication address through the radio frequency channel, wherein the 
connection request comprises a third random number; 

Step d: the requested party receives the connection request on the second radio frequency 
communication address through the radio frequency channel and performs the verification, generates 

25 	a connection response message if the verification is passed, and sends the connection response 
message on the second radio frequency communication address through the radio frequency channel; 

Step e: the requesting party receives the connection response message on the second radio 
frequency communication address through the radio frequency channel, verifies whether the access is 

30 	successful, and trades with the requested party on the second radio frequency communication address 
through the radio frequency channel if the access is successful. 

Furthermore, the above method may further have the following features: the length of said 
low -frequency characteristic code is shorter than or equal to 2 bytes. 

35 
Furthermore, the above method may further have the following features: said low-frequency 

characteristic code only comprises said first random number, and the length of said first random 
number is 1 byte. 

40 Furthermore, the above method may further have the following features: said Step b 
comprises: 

Step bl, the requested party receives the activation request through the low-frequency 
channel; 

45 
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Step b2, the requested party generates a second random number; 

Step 	b3, 	the 	requested 	party calculates 	the 	frequency 	of the 	radio 	frequency 
5 	communication according to the frequency calculation method predetermined by the two parties 

and based on the first random number in said activation request and the maximum number of 
frequency points supported by the radio frequency channel; 

Step b4, the requested party calculates the first radio frequency communication address 
10 	according to the address calculation method predetermined by the two parties and based on the 

first random number; 

Step b5, the requested party generates a first encryption identifier, said first encryption 
identifier containing the method to encrypt transaction sessions selected by the requested party 

15 	and the supporting encryption algorithm; 

Step b6, the requested party uses said second random number, the identity identifier of 
the requested party and said first encryption identifier as the encryption input, uses said first 
random number and second random number as the encryption key, adopts a predetermined 

20 	encryption algorithm to perform the encryption operation, and takes the first 4 bytes of the 
encryption result as the first check code; 

Step b7, the requested party generates an activation response message, said activation 
response message comprising said second random number, the identity identifier of the requested 

25 	party, the first encryption identifier and the first check code; 

Step 138, the requested party sends said activation response message on the first radio 
frequency 	communication 	address at the calculated 	frequency of the radio frequency 
communication through the radio frequency channel. 

30 

the 
Furthermore, the above method may further have the following features: in said Step b2, 

length of said second random number is 4 bytes. 

Furthermore, the above method may further have the following features: in said Step b3, 
35 	said predetermined frequency calculation method is: with the maximum number of frequency 

points supported by the radio frequency channel as the mode, performing an operation to obtain 
remainder on said first random number, the obtained remainder corresponds to the numbering of 
the frequency used by the radio frequency communication, and said frequency of the radio 
frequency communication is obtained according to said numbering. 

40 
Furthermore, the above method may further have the following features: in said Step b5, 

it means that there is no encryption when said first encryption identifier equals to 0, and it means 
that there is encryption and the encryption is performed with the algorithm identified by the first 
encryption identifier when said first encryption identifier does not equal to 0. 

45 
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Furthermore, the above method may further have the following features: in said Step b6, 
the encryption input is RN2 I I I D21 I ALM, and the encryption key is RN] I I Rti2, wherein "I I" 
represents concatenation. 

5 Furthermore, the above method may further have the following features: said Step c 
comprises: 

Step 	cl, 	the 	requesting 	party 	calculates 	the 	frequency of the 	radio 	frequency 
communication according to the frequency calculation method predetermined by the two parties 

30 and based on the first random number and the maximum number of frequency points supported 
by the radio frequency channel; 

Step c2, the requesting party calculates the first radio frequency communication address 
according to the address calculation method predetermined by the two parties and based on the 

IS first random number; 

Step c3, the requesting party receives said activation response message on the first radio 
frequency communication 	address 	at the calculated 	frequency of the radio frequency 
communication through the radio frequency channel; 

20 
Step c4, the requesting party uses the second random number, the identity identifier of the 

requested party and said first encryption identifier in said activation response message as the 
encryption input, uses said first random number and second random number as the encryption 
key, adopts a predetermined algorithm to perform the encryption operation, takes the first 4 bytes 

25 of the encryption result as the first check code, and then compares said first check code with the 
first check code contained in said activation response message, if the two are identical, then the 
verification is passed, and go to Step c5; otherwise, the access is incorrect and this access process 
is terminated; 

30 Step c5, the requesting party generates a third random number; 

Step c6, the requesting party generates a second encryption identifier, said second 
encryption identifier containing the method to encrypt transaction sessions selected by the 
requesting party and the supporting encryption algorithm; 

35 
Step c7, the requesting party uses said third random number, the identity identifier of the 

requesting party and said second encryption identifier as the encryption input, uses said first 
random number, second random number and third random number as the encryption key, adopts 
a predetermined encryption algorithm to perform the encryption operation, and takes the first 4 

40 bytes of the encryption result as the second check code; 

Step c8, the requesting party generates a connection request, said connection request 
containing said third random number, the identity identifier of the requesting party, the second 
encryption identifier and the second check code; 
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Step c9, the requesting party calculates the second radio frequency communication 
address according to the address calculation method predetemiined by the two parties and based 
on the first random number and second random number; 

5 
Stop c10, the requesting party sends said connection request on the second radio 

frequency communication address at the frequency of the radio frequency communication 
through the radio frequency channel 

10 Furthermore, the above method may further have the following features: in said Step c5, 
the length of said third random number is 3 bytes. 

1.5 

Furthermore, the above method may further have the following features: 	said Step c7, 

the encryption input is 	R-N 3 	11)11 	ALC 2  , and the encryption key is 	Ni  c 	RN2 I f RN3, 

wherein " I" represents concatenation. 

Furthermore, the above method may further have the following features: in said Step c9, 
said calculation method of the second radio frequency communication address is: with said first 
random number and second random number as input, performing a predetermined one-way 

20 function operation, and making all or a part of the obtained operational results as the second 
radio frequency communication address. 

Furthermore, the above method may further have the following features: in said Step c9, 
said calculation method of the second radio frequency communication address is: taking all or a , 

25 part of RN] I I RN 2  as the second radio frequency communication address, wherein "1 1" 
represents concatenation. 

Furthermore, the above method may further have the following features: said Step d 
comprises: 

30 
Step dl, the requested party calculates the second radio frequency communication 

address according to the address calculation method predetermined by the two parties and based 
on the first random number and second random number; 

35 Step d2, the requested party receives said connection request on the second radio 
frequency communication address at the frequency of the radio frequency communication 
through the radio frequency channel; 

Step d3, the requested party uses the third random number, the identity identifier of the 
40 requesting party and the second encryption identifier in said connection request as the encryption 

input, uses said first random number, second random number and third random number as the 
encryption key, adopts a predetermined encryption algorithm to perform the encryption operation, 
takes the first 4 bytes of the encryption result as the second check code, and then compares said 
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second check code with the second check code contained in said connection request, if the two 
are identical, then the verification is passed; otherwise, the verification is failed; 

Step d4, the requested party sets a status identifier of connection successful/failed 
5 	according to the verification result of the second check code. If the second check code passes the 

verification, then said status identifier of connection successful/failed is set to connection 
successful, and go to Step d5; otherwise, said status identifier of connection successful/failed is 
set to connection failed, and go to Step d6; 

I 0 Step d5, the requested party generates a third encryption identifier, said third encryption 
identifier containing the method to encrypt transaction sessions finally selected by the requested 
party and the supporting encryption algorithm; 

Step d6, the requested party uses the third random number, the status identifier of 
15 	connection successful/failed and the third encryption identifier as the encryption input, uses said 

first random number, second random number and third random number as the encryption key, 
adopts a predetermined encryption algorithm to perform the encryption operation, and takes the 
first 4 bytes of the encryption result as the third check code; 

20 Step d7, the requested party generates a connection response message, said connection 
response message containing the status identifier of connection successful/failed, the third 
encryption identifier and the third check code; 

Step d8, the requested party sends said connection response message on the second radio 
25 	frequency communication address through the radio frequency channel. 

the 
Furthermore, the above method may further have the following features: in said Step d6, 

encryption input is 0131 ISFF1 I A-C3 , and the encryption key is RN1 I I RN2 1 I RN 3 , 
wherein "I 1" represents concatenation. 

30 
Furthermore, the above method may further have the following features: said Step e 

comprises: 

Step el, the requesting party receives said connection response message on the second 
35 	radio frequency communication address through the radio frequency channel; 	 . 

Step e2, the requesting party uses the third random number, the status identifier of 
connection successful/failed and the third encryption identifier in said connection response 
message as the encryption input, uses said first random number, second random number and 

40 	third random number as the encryption key, adopts a predetermined encryption algorithm to 
perform the encryption operation, takes the first 4 bytes of the encryption result as the third 
check code, and then compares said third check code with the third check code contained in said 
connection response message, if the two are identical, then the verification is passed. and go to 
Step e3; otherwise, the verification is failed and this access process is terminated; 
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Step e3, the requesting party determines whether the access by the requested party is 
successful or not based on the status identifier of connection successful/failed in said 
connection response message, if the access fails, then this access process is terminated; 
otherwise, go to Step e4; 

Step e4, the requesting party and the requested party conduct transactions on the 
second radio frequency communication address through the radio frequency channel. 

Furthermore, the above method may further have the following features: in said Step 
e4, a session encryption key is used in said transactions. 

Furthermore, the above method may further have the following features: said session 
encryption key is 8-bytes RN1 I iRN2 I I RN3 or 16aN:11ruizi MOH RI I IRN2I WO "I -bytes 	 wherein . 
" represents concatenation and 	t IN, I 1 R.N2 1  I R N 3 	is the bit-by-bit inversion of R NI I IRN2 I 1 RN3 .  

According to one aspect, 	there 	is provided 	a method 	for accessing to radio 	frequency 
communication with low-frequency magnetic communication, comprising: 
Step a: a requesting party, through a low-frequency channel, sends an activation request 
which is a low-frequency characteristic code, wherein said low-frequency characteristic code 
comprises a first random number generated by the requesting party, wherein the length of 
said low-frequency characteristic code is shorter than or equal to 2 bytes, and the length of 
said first random number is 1 byte; 
Step b: a requested party receives the activation request through the low-frequency channel, 
generates an activation response message and sends the activation response message on a first 
radio frequency communication address through the radio frequency channel, wherein the 
activation response message comprises a second random number generated by the requested 
party and an identity identifier of the requested party; 
Step c: the requesting party receives the activation response message on the first radio 
frequency communication address through the radio frequency channel and performs the 
verification, generates a connection request if the verification is passed, and sends the 
connection request on a second radio frequency communication address through the radio 
frequency channel, wherein the connection request comprises a third random number; 
Step d: the requested party receives the connection request on the second radio frequency 
communication address through the radio frequency channel and performs the verification, 
generates a connection response message if the verification is passed, and sends the 
connection response message on the second radio frequency communication address through 
the radio frequency channel; and 
Step e: the requesting party receives the connection response message on the second radio 
frequency communication address through the radio frequency channel, verifies whether a 
connection is successful, and trades with the requested party on the second radio frequency 
communication address through the radio frequency channel if the connection is successful. 
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The method for accessing radio frequency communication with low-frequency 
magnetic communication according to the present invention can speed up the radio frequency 
communication access rate of a short-range communication system with low-frequency 
magnetic communication and improve user satisfaction. 

Brief Description of the Drawings 
Fig. 1 is a block diagram of the structure of the requesting party; 

Fig. 2 is a block diagram of the structure of the requested party; 

Fig. 3 is a flow chart of the method for accessing radio frequency communication 
with low-frequency magnetic communication according to an embodiment of the present 
invention. 

Detailed Description of the Preferred Embodiments 
The principles and features of the present invention will be described below with 

reference to the accompanying drawings. The embodiment is only to describe the present 
invention, and not to limit the scope of the present invention. 

First, structures of the requesting party and the requested party in the system that 
employs the method for accessing radio frequency communication with low-frequency 
magnetic communication according to the present invention will be described. Fig. 1 is a 
block diagram of the structure of the requesting party. As shown in Fig. 1, the requesting 
party 100 comprises at least one first control module 101, at least one first radio frequency 
communication module 102, and at least one first low-frequency magnetic communication 
module 103. The first control module 101 is at least connected to one first radio frequency 
communication module 102 and at least one first low-frequency magnetic communication 
module 103. Fig. 2 is a block diagram of the structure of the requested party. As shown in 
Fig. 2, the requested party 200 comprises at least one second control module 201, at least one 
second radio frequency communication module 
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202, and at least one second low-frequency magnetic communication module 203. The second 
control module 201 is at least connected to one second radio frequency communication module 
202 and at least one second low-frequency magnetic communication module 203. Of course, 
only representative structures of the requesting party and the requested party are provided herein. 

5 In other embodiments, a plurality of modules of the requesting party and the requested party can 
be combined into a large module, and alternatively, one module can be divided into a plurality of 
small modules. 

Fig. 3 is a flow chart of the method for accessing radio frequency communication with 
10 low-frequency magnetic communication according to an embodiment of the present invention. 

As shown in 	Fig. 3, 	in this embodiment, the method for accessing radio frequency 
communication with low-frequency magnetic communication comprises the following steps: 

Step 301: the requesting party generates and sends an activation request, namely a low- 
15 frequency characteristic code; 

The activation request herein is sent through a low-frequency channel, the activation 
request is namely a low-frequency characteristic code, wherein said low-frequency characteristic 
code comprises a first random number RN I generated by the requesting party. Preferably, the 

20 length of said low-frequency characteristic code is shorter than or equal to 2 bytes. More 
preferably, to speed up the access rate, the low-frequency characteristic code may comprise only 
the first random number &NI, and the length of the first random number RN] is 1 byte. Since the 
low-frequency characteristic code comprises a random number, and the random number 
constantly changes, it can be ensured that the low-frequency characteristic code is different in 

25 every access authentication. 

The requesting party keeps sending the activation request, and when the requested party 
enters the allowed access range, the requested party begins to respond. 

30 Step 302: the requested party receives the activation request; 

The requested party receives the activation request through the low-frequency channel. 

Step 303: the requested party generates and sends an activation response message; 
35 

The requested party sends the activation response message on a first radio frequency 
communication address addl through the radio frequency channel, wherein the activation 
response message comprises a second random number RN2 generated by the requested party and 
an identity identifier of the requested party ID2. 

40 
Specifically, Step 303 may comprise the following sub-steps: 

Step 31, the requested party generates a second random number RN2; 

45 Preferably, the length of said second random number RN2 may be 4 bytes. 
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Step 	32, 	the 	requested 	party 	calculates 	the 	frequency 	of 	the 	radio 	frequency 
communication according to the frequency calculation method predetermined by the two parties 
and based on the first random number RNI in said activation request and the maximum number 

5 of frequency points supported by the radio frequency channel; 

Preferably, said frequency calculation method is: with the maximum number of 
frequency points supported by the radio frequency channel as the mode, performing an operation 
to obtain remainder on said first random number RNI, the obtained remainder corresponds to the 

10 numbering of the frequency used by the radio frequency communication, and said frequency of 
the radio frequency communication is obtained according to said numbering. 

Step 33, the requested party calculates the first radio frequency communication address 
addl according to the address calculation method predetermined by the two parties and based on 

15 the first random number RN1; 

Preferably, said address calculation method of the first radio frequency communication 
address addl is: with said first random number RN1 as input, performing a predetermined one-
way function operation, and making all or a part of the obtained operational results as the first 

20 radio frequency communication address addl. Furthermore, the SHA-1 algorithm can be used as 
the calculation method for the first radio frequency communication address addl, and the first 5 
bytes of the result are taken as the first radio frequency communication address add 1. 

Step 34, the requested party generates a first encryption identifier ALG1, said first 
25 encryption identifier ALGA. containing the method to encrypt transaction sessions selected by the 

requested party (i.e. whether or not encrypt) and the supporting encryption algorithm; 

Preferably, if ALGI = 0, it means that there is no encryption; if ALG1 # 0, it means that 
encryption is carried out using the algorithm identified by ALG1. 

30 
Step 35, the requested party uses said second random number RN2, the identity identifier 

of the requested party ID2 and the first encryption identifier ALG1 as the encryption input, uses 
said first random number RN1 and second random number RN2 as the encryption key, adopts a 
predetermined encryption algorithm to perform the encryption operation, and takes the first 4 

35 bytes of the encryption result as the first check code MAC1; 

Preferably, the encryption input is ( RN12 	1112 [ I ALGI ), 	and the 	encryption key is 

(R.N1 1 I RN2), wherein "I I" represents concatenation. 

40 Step 36, the requested party generates an activation response message, said activation 
response message comprising said second random number RN2, the identity identifier of the 
requested party ID2, the first encryption identifier ALG1 and the first check code MAC 1; 
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Step 37, the requested party sends said activation response message on the first radio 
frequency communication address addl at the frequency of the radio frequency communication 
through the radio frequency channel. 

5 Step 304: the requesting party receives and verifies the activation response message; 

The requesting party receives the activation response message sent by the requested party 
on the first radio frequency communication address addl through the radio frequency channel, 
and performs the verification. If the verification is passed, then go to Step 305; otherwise, this 

10 access process is terminated. 

Specifically, Step 304 may comprise the following sub-steps: 

Step 41, 	the requesting party calculates the 	frequency of the 	radio frequency 
15 communication according to the frequency calculation method predetermined by the two parties 

and based on the first random number RNI and the maximum number of frequency points 
supported by the radio frequency channel, wherein the frequency calculation method is the same 
as the frequency calculation method in Step 32; 

20 Step 42, the requesting party calculates the first radio frequency communication address 
addl according to the address calculation method predetermined by the two parties and based on 
the first random number RN1; 

Step 43, the requesting party receives said activation response message sent by the 
25 requested party on the first radio frequency communication address addl at the frequency of the 

radio frequency communication through the radio frequency channel; 

Step 44, the requesting party uses the second random number RN2, the identity identifier 
of the requested party 1D2 and the first encryption identifier ALGI in said activation response 

30 message as the encryption input, uses said first random number RN1 and second random number 
RN2 as the encryption key, adopts a predetermined algorithm to perform the encryption 
operation, takes the first 4 bytes of the encryption result as the first check code MAC1, and then 
compares said first check code MAC1 with the first check code MAC1 contained in said 
activation response message, if the two are identical, then the verification is passed, and go to 

35 Step 305; otherwise, the access is incorrect and this access process is terminated. 

Step 305, the requesting party generates and sends a connection request; 

The requesting party sends the connection request on the second radio frequency 
40 communication address add2 through the radio frequency channel, the connection request 

containing a third random number RN3 generated by the requesting party. 

Specifically, Step 305 may comprise the following sub-steps: 

45 Step 51, the requesting party generates a third random number RN3; 
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Step 52, the requesting party generates a second encryption identifier ALG2, said second 
encryption identifier ALG2 containing the method to encrypt transaction sessions selected by the 
requesting party and the supporting encryption algorithm; 

5 
Preferably, the same encryption method and algorithm are selected for the second 

encryption identifier ALG2 as for the first encryption identifier ALG1. If it is impossible to keep 
them the same, a new same encryption method and algorithm will be selected. If the requesting 
party agrees with the encryption selection made by the requested party, then ALG2=ALG I is set. 

10 In such a circumstance, if ALG2=-0, it means that the requesting party similarly chooses not to 
encrypt if ALG2#0, it means that the requesting party chooses the same algorithm as the 
requested party does for encryption. If the requesting party does not agree with the encryption 
selection made by the requested party, then another ALG2 can be selected (ALG2#ALG1). In 
such a circumstance, if ALG2=0, it means that the requesting party chooses not to encrypt; if 

15 ALG2t-0, it means that the requesting party chooses a different algorithm from the one selected 
by the requested party for encryption. 

20 

Step 53, the requesting party uses said third random number RN3, the identity identifier 
of the requesting party ID I and said second encryption identifier ALG2 as the encryption input, 
uses said first random number RN 1, second random number RN2 and third random number RN3 
as the encryption key, adopts a predetermined encryption algorithm to perform the encryption 
operation, and takes the first 4 bytes of the encryption result as the second check code MAC2; 

Preferably, the encryption input is ( RN3i i I DI. I I ALG2 ), and the encryption key is 
25 ( RNI I I RN2 I I RN 3), wherein "; I" represents concatenation. 

Step 54, the requesting party generates a connection request, said connection request 
containing said third random number RN3, the identity identifier of the requesting party ID I , the 
second encryption identifier ALG2 and the second check code MAC2; 

30 
Step 55, the requesting party calculates the second radio frequency communication 

address add2 according to the address calculation method predetennined by the two parties and 
based on the first random number RNI and second random number RN2; 

35 The calculation method of the second radio frequency communication address add2 is: 
with said first random number RNI and second random number RN2 as input, performing a 
predetermined one-way function operation, and making all or a part of the obtained operational 
results as the second radio frequency communication address add2. Preferably, the SHA-1 
algorithm can be used as the calculation method for the second radio frequency communication 

40 address add2, the input is (ItN1 I I RN2), and the first 5 bytes of the result are taken as the second 
radio frequency communication address add2. Alternatively, the calculation method of the 
second radio frequency communication address add2 may also be: intercepting all or a part of 
( RNI  I IRE) as the second radio frequency communication address add2. Preferably, ( RN! I  'RN2)  iS 

5 bytes and directly used as add2. 
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Step 56, the requesting party sends said connection request on the second radio frequency 
communication address add2 at the frequency of the radio frequency communication through the 
radio frequency channel. 

5 
Step 306: the requested party receives and verifies the connection request; 

The requested party receives the connection request sent by the requesting party on the 
second radio frequency communication address add2 through the radio frequency channel, and 

10 performs the verification, if the verification is passed, then go to Step 307; otherwise, this access 
process is terminated. 

Specifically, Step 306 may comprise the following sub-steps: 

15 Step 61, the requested party calculates the second radio frequency communication 
address add2 according to the address calculation method predetermined by the two parties and 
based on the first random number RN1 and second random number RN2; the address calculation 
method in Step 61 is the same as the address calculation method in Step 55. 

20 Step 62, the requested party receives said connection request on the second radio 
frequency communication address add2 at the frequency of the radio frequency communication 
through the radio frequency channel; 

Step 63, the requested party uses the third random number RN3, the identity identifier of 
25 the requesting party IDI and the second encryption identifier ALG2 in said connection request as 

the encryption input, uses said first random number RN1, second random number RN2 and third 
random number RN3 as the encryption key, adopts a predetermined encryption algorithm to 
perform the encryption operation, takes the first 4 bytes of the encryption result as the second 
check code MAC2, and then compares said second check code MAC2 with the second check 

30 code MAC2 contained in said connection request, if the two are identical, then the verification is 
passed; otherwise, the verification is failed. 

Step 307, the requested party generates and sends a connection response message; 

35 The requested party sends said connection response message on the second radio 
frequency communication address add2 through the radio frequency channel. 

Specifically, Step 307 may comprise the following sub-steps: 

40 Step 71, the requested party sets a status identifier SFF of connection successful/failed 
according to the verification result of the second check code MAC2. If the second check code 
MAC2 passes the verification, then said status identifier SFF of connection successful/failed is 
set to connection successful, and go to Step 72; otherwise, said status identifier SFF of 
connection successful/failed is set to connection failed, and go to Step 73; 

45 
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Step 72, the requested party generates a third encryption identifier ALG3, said third 
encryption identifier ALG3 containing the method to encrypt transaction sessions finally selected 
by the requested party and the supporting encryption algorithm; 

5 The third encryption identifier ALG3 can either be the same as or different from the 
second encryption identifier ALG2 selected by the requesting party in the connection request. If 
the requested party agrees with the encryption selection made by the requesting party, then 
ALG3=ALG2 is set. In such a circumstance, if ALG3-0, it means that the requested party 
ultimately chooses not to encrypt, just as the requesting party does; if ALG3#0, it means that the 

10 requested party ultimately chooses the same algorithm as the one specified by ALG2 selected by 
the requesting party in the connection request for encryption. If the requested party does not 
agree with the encryption selection made by the requesting party, then only ALG3=0 can be set, 
which means that the requested party ultimately chooses not to encrypt. Therefore, it can be seen 
that the strategy that the requested party has the priority is adopted in the session encryption 

15 algorithm consultation process according to the present invention. 

Step 73, the requested party uses the third random number RN3, the status identifier SFF 
of connection successful/failed and the third encryption identifier ALG3 as the encryption input, 
uses said first random number RNI, second random number RN2 and third random number RN3 

20 as the encryption key, adopts a predetermined encryption algorithm to perform the encryption 
operation, and takes the first 4 bytes of the encryption result as the third check code MAC3; 

Preferably, the encryption input is ( 1043118Fr 1 I ALC3 ), and the encryption key is 
( RN1 I i RN2 I I RN3), wherein "I I" represents concatenation. 

25 
Step 74, the requested party generates a connection response message, said connection 

response message containing the status identifier SFF of connection successful/failed, the third 
encryption identifier ALG3 and the third check code MAC3; 

30 Step 75, the requested party sends said connection response message on the second radio 
frequency communication address add2 through the radio frequency channel. 

Step 308: the requesting party receives and verifies the connection response message; 

35 The requesting party receives the connection response message on the second radio 
frequency communication address add2 through the radio frequency channel, and verifies 
whether the access is successful, if the access is successful, then go to Step 309; otherwise, this 
access process is terminated. 

40 Specifically, Step 308 may comprise the following sub-steps: 

Step 81, the requesting party receives said connection response message on the second 
radio frequency communication address add2 through the radio frequency channel; 



14 

Step 82, the requesting party uses the third random number RN3, the status identifier SFF 
of connection successful/failed and the third encryption identifier ALG3 in said connection 
response message as the encryption input, uses said first random number RN1, second random 
number RN2 and third random number RN3 as the encryption key, adopts a predetermined 

5 encryption algorithm to perform the encryption operation, takes the first 4 bytes of the 
encryption result as the third check code MAC3, and then compares said third check code MAC3 
with the third check code MAC3 contained in said connection response message, if the two are 
identical, then the verification is passed, and go to Step 83; otherwise, the verification is failed 
and this access process is terminated; 

10 
Step 83, the requesting party determines whether the access by the requested party is 

snernsful or not based on the status identifier of connection successful/failed in said connection 
response message, if the access fails, then this access process is terminated; otherwise, go to Step 
309. 

15 
At this point, both the requesting party and the requested party have completed rapid and 

secure access authentication and the consultation process of the encryption algorithm and session 
keys, and enter the subsequent transaction process flow. 

20 Step 309, enter the anti-conflict transaction flow; 

The requesting party and the requested party conduct transactions on the second radio 
frequency communication address add2 through the radio frequency channel. if the transaction 
session needs to be encrypted, the random numbers (RN1, RN2, and RN3) that the two parties 

25 have exchanged in the access authentication phase may be used to generate a session encryption 
key in a certain way. Preferably, said session encryption key is 8-bytes ( RNI I I ItN2 I IRN3) or  16_ 
byres  (IN11111211111131l RN1! 110121 I RN3)

,  evhereio  ( RN1 I IR)121 I RN3 ) is the bitinversion -by-bit 	of 
( RNI I I R142 I I RN3).  

30 Step 310, the transaction is completed; 

Step 311, disconnect the connection and exit. 

It can be seen from the above description that the present invention not only makes full 
35 use of the advantages of low-frequency magnetic communication in range control, but also 

speeds up the access rate as much as possible, thereby increasing the response rate of the entire 
transaction, improving user satisfaction and ensuring the access security and the confidentiality 
of transaction session data transmission. 

40 The above description is only a preferred embodiment of the present invention, which is 
not used to limit the present invention. All changes, equivalent substitutions and improvements 
made within the spirit and principle of the present invention shall be encompassed in the claims 
of the present invention. 
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CLAIMS: 

1. A method for accessing to radio frequency communication with low-frequency magnetic 

communication, comprising: 

Step a: a requesting party, through a low-frequency channel, sends an activation request which is 

a low-frequency characteristic code, wherein said low-frequency characteristic code comprises a 

first 	random 	number 	generated 	by the 	requesting 	party, 	wherein 	the 	length 	of said 

low-frequency characteristic code is shorter than or equal to 2 bytes, and the length of said first 

random number is 1 byte; 

Step b: a requested party receives the activation request through the low-frequency channel, 

generates an activation response message and sends the activation response message on a first 

radio frequency communication address through the radio frequency channel, wherein the 

activation response message comprises a second random number generated by the requested 

party and an identity identifier of the requested party; 

Step c: the requesting party receives the activation response message on the first radio 

frequency communication address through the radio frequency channel and performs the 

verification, generates a connection 	request if the verification 	is passed, and sends the 

connection request on a second radio frequency communication address through the radio 

frequency channel, wherein the connection request comprises a third random number; 

Step d: the requested party receives the connection request on the second radio frequency 

communication address through the radio frequency channel and performs the verification, 

generates a connection response message if the verification is passed, and sends the connection 

response message on the second radio frequency communication address through the radio 

frequency channel; and 

Step e: the requesting party receives the connection response message on the second radio 

frequency communication address through the radio frequency channel, verifies whether a 

connection is successful, and trades with the requested party on the second radio frequency 

communication address through the radio frequency channel if the connection is successful. 

2. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 1, wherein said low-frequency characteristic code only 

comprises said first random number. 

3. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 1, wherein said Step b comprises: 

Step IA., the requested party receives the activation request through the low-frequency channel; 

Step b2, the requested party generates the second random number; 

Step b3, the requested party calculates the frequency of the radio frequency communication 

according to a frequency calculation method predetermined by the two parties and based on the 

first random number in said activation request and a maximum number of frequency points 

supported by the radio frequency channel; 
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Step b4, the requested 	party calculates the first radio frequency communication address 

according to an address calculation method predetermined by the two parties and based on the 

first random number; 

Step b5, the requested party generates a first encryption identifier, said first encryption identifier 

containing a method to encrypt transaction sessions selected by the requested party and an 

encryption algorithm supported by the requested party; 

Step b6, the requested party uses said second random number, the identity identifier of the 

requested party and said first encryption identifier as an encryption input, uses said first random 

number and said second random number as an encryption key, adopts a predetermined 

encryption algorithm to perform an encryption operation, and takes the first 4 bytes of the 

encryption result as a first check code; 

Step b7, the requested party generates said activation response message, said activation 

response message comprising said second random 	number, the identity identifier of the 

requested party, the first encryption identifier and the first check code; and 

Step b8, the requested party sends said activation response message on the first radio frequency 

communication address using the calculated frequency of the radio frequency communication 

through the radio frequency channel. 

4. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 3, wherein in said Step b2, the length of said second random 

number is 4 bytes. 

5. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 3, wherein in said Step b3, said predetermined frequency 

calculation method comprises: with the maximum number of frequency points supported by the 

radio frequency channel as a mode, performing an operation to obtain remainder on said first 

random number, the obtained remainder corresponds to the numbering of the frequency used 

by 	the 	radio 	frequency 	communication, 	and 	said 	frequency 	of 	the 	radio 	frequency 

communication is obtained according to said numbering. 

6. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 3, wherein in said Step b5, there is no encryption when said 

first encryption identifier equals to 0, and there is encryption and the encryption is performed 

with an algorithm identified by the first encryption identifier when said first encryption identifier 

does not equal to 0. 

7. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 3, wherein in said Step b6, the encryption input is 

RN2IlID21IALG1, and the encryption key is RN11113N2, wherein 	"If" 	represents concatenation, 

RN2 is said second random number, 102 is said identity identifier of the requested party, ALG1 is 

said first encryption identifier, and RN1 is said first random number. 
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8. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 3, wherein said Step c comprises: 

Step ci, the requesting party calculates the frequency of the radio frequency communication 

according to the frequency calculation method predetermined by the two parties and based on 

the first random number and the maximum number of frequency points supported by the radio 

frequency channel; 

Step c2, the requesting party calculates the first radio frequency communication address 

according to the address calculation method predetermined by the two parties and based on the 

first random number; 

Step c3, the requesting party receives said activation response message on the first radio 

frequency communication address using the calculated frequency of the radio frequency 

communication through the radio frequency channel; 

Step c4, the requesting party uses the second random number, the identity identifier of the 

requested party and said first encryption identifier in said activation response message as the 

encryption input, uses said first random number and said second random number as the 

encryption key, adopts a predetermined algorithm to perform the encryption operation, takes 

the first 4 bytes of the encryption result as a first check code, and compares said first check code 

with the first check code contained in said activation response message; 

Step c5, if the first check code is not identical with the first check code contained in said 

activation response message, the access is incorrect and the access process is terminated; and if 

the first check code is identical with the first check code contained in said activation response 

message, the verification is passed and the requesting party generates the third random number; 

Step c6, the requesting party generates a second encryption identifier, said second encryption 

identifier containing a method to encrypt transaction sessions selected by the requesting party 

and an encryption algorithm supported by the requesting party; 

Step c7, the requesting party uses said third random number, the identity identifier of the 

requesting party and said second encryption identifier as the encryption input, uses said first 

random number, said second random number and said third random number as the encryption 

key, adopts a predetermined encryption algorithm to perform the encryption operation, and 

takes the first 4 bytes of the encryption result as a second check code; 

Step c8, the requesting party generates said connection request, said connection request 

containing said third random number, the identity identifier of the requesting party, the second 

encryption identifier and the second check code; 

Step c9, the requesting party calculates the second radio frequency communication address 

according to the address calculation method predetermined by the two parties and based on the 

first random number and the second random number; and 

Step c10, the requesting party sends said connection request on the second radio frequency 

communication address at the frequency of the radio frequency communication through the 

radio frequency channel. 

9. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 8, wherein in said Step c5, the length of said third random 

number is 3 bytes. 
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10. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 8, wherein in said Step c7, the encryption input is 

RN3 1l  ID1 it  ALG2, 	and the encryption 	key 	is 	RN1IIRN2 If RN3, 	wherein 	" fi " 	represents 

concatenation, RN3 is said third random number, ID1 is said identity identifier of the requesting 

party, AL62 is said second encryption identifier, RN1 is said first random number, and RN2 is said 

second random number. 

11. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 8, wherein in said Step c9, said calculation method of the 

second radio frequency communication address comprises: with said first random number and 

second random number as input, performing a predetermined one-way function operation, and 

making all or a part of the obtained operational results as the second 	radio frequency 

communication address. 

12. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 8, wherein in said Step c9, said calculation method of the 

second radio frequency communication address comprises: taking all or a part of RN1IIRN2 as 

the second radio frequency communication address, wherein 	'1" 	represents concatenation, 

RN1 is said first random number, and RN2 is said second random number. 

13. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 3 or 8, wherein said Step d comprises: 

Step dl, the requested party calculates the second radio frequency communication address 

according to the address calculation method predetermined by the two parties and based on the 

first random number and the second random number; 

Step d2, the requested party receives said connection request on the second radio frequency 

communication address at the frequency of the radio frequency communication through the 

radio frequency channel; 

Step d3, the requested party uses the third random number, the identity identifier of the 

requesting party and the second 	encryption 	identifier in said connection 	request as the 

encryption input, uses said first random number, said second random number and said third 

random number as the encryption key, adopts a predetermined encryption algorithm to perform 

the encryption operation, takes the first 4 bytes of the encryption result as the second check 

code, and compares said second check code with the second check code contained in said 

connection request, if the two are identical, the verification is passed; otherwise, the verification 

is failed; 

Step d4, the requested party sets a status identifier of connection successful/failed according to 

the verification result of the second check code; if the second check code p===e=  the verification, 

said status identifier of connection successful/failed is set to connection successful; otherwise, 

said status identifier of connection successful/failed is set to connection failed; 

Step d5, the requested party generates a third encryption identifier, said third encryption 

identifier containing a method to encrypt transaction sessions finally selected by the requested 

party and an encryption algorithm supported by the requested party; 
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Step d6, the requested party uses the third random number, the status identifier of connection 

successful/failed and the third encryption identifier as the encryption input, uses said first 

random number, said second random number and said third random number as the encryption 

key, adopts a predetermined encryption algorithm to perform the encryption operation, and 

takes the first 4 bytes of the encryption result as a third check code; 

Step d7, the requested party generates a connection response message, said connection 

response message containing the status identifier of connection successful/failed, the third 

encryption identifier and the third check code; and 

Step d8, the requested party sends said connection response message on the second radio 

frequency communication address through the radio frequency channel. 

14. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 13, wherein in said Step d6, the encryption input is 

RN3 It SFF II ALG3, 	and 	the 	encryption 	key 	is 	RN1H RN2 8 RN3, 	wherein 	" 9➢ " 	represents 

concatenation, RN3 is said third random number, SFF is said status identifier of connection 

successful/failed, ALG3 is said third encryption identifier, RN1 is said first random number, and 

RN2 is said second random number. 

15. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 1, wherein said Step e comprises: 

Step el, the requesting party receives said connection response message on the second radio 

frequency communication address through the radio frequency channel; 

Step e2, the requesting party uses the third random number, a status identifier of connection 

successful/failed and a third encryption identifier in said connection response message as an 

encryption input, uses said first random number, said second random number and said third 

random number as an encryption key, adopts a predetermined encryption algorithm to perform 

the encryption operation, takes the first 4 bytes of the encryption result as a third check code, 

and compares said third check code with a third check code contained in said connection 

response message; 

Step e3, if the third check code is not identical with the third check code contained in said 

connection response message, the verification is failed and the access process is terminated; and 

if the third check code is identical with the third check code contained in said connection 

response message, the requesting party determines whether the connection by the requested 

party is successful or not based on the status identifier of connection successful/failed in said 

connection response message; 

Step e4, if the connection by the requested party is not successful, the connection process is 

terminated; and if the connection by the requested party is successful, the requesting party and 

the requested party conduct transactions on the second radio frequency rnmmuniratinn address 

through the radio frequency channel. 
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16. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 15, wherein in said Step e4, a session encryption key is used 

in said transactions. 

17. The method for accessing to radio frequency communication with low-frequency magnetic 

communication as set forth in claim 	16, wherein said session 	encryption 	key is 8-bytes 

RN1 If RN2 ll RN3 	or 	16-bytes 	RN1 H RN2 If RN3 fi RN1 fi RN2 ll RN3 	wherein 	" H " 	represents 

concatenation, RN1IIRN2IRN3 is the bit-by-bit inversion of RN1I1RN28RN3, RN1 is said first 

random number, RN2 is said second random number, and RN3 is said third random number. 
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Method for Accessing Radio Frequency Communication with Low-Frequency Magnetic 
Communication 

5 
ABSTRACT 

The 	present 	invention 	deals 	with 	a 	method 	for 	accessing 	to 	radio 	frequency 
communication with low-frequency electromagnetic communication. The method includes: a 

10 

15 

request side sends an activation request including the first random data via a low frequency 
channel; a requested side receives the activation request, generates an activation response 
message including the second random data and an identifier of the requested side, and sends the 
activation response message according to the first radio frequency communication address; the 
request side receives and verifies the activation response message. If the verification is passed, 
the request side generates a connection request including the third random data, and sends the 
connection request according to the second radio frequency communication address; the 
requested side receives and verifies the connection request. If the verification is passed, the 
requested side generates a connection response message, and sends the connection response 
message according to the second radio frequency communication address; the request side 

20 receives the connection response message to verify whether the connection is successful. If the 
connection is successful, the request side trades with the requested side, according to the second 
radio frequency address, via a radio channel. The present invention accelerates the access speed 
of the radio frequency communication with low-frequency electromagnetic communication. 

25 Figure 3 


