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Nervousness: None (0)
Nervousness: Low (State 1)
Nervousness: Moderate (State 2)
----- Nervousness: High (State 3)

---------------

Figure 1: Network Nervousness Assessment
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Figure 2: Systemigram for Emergent Network Defense
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Figure 4: Nervous Example
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Figure 5: Theoretical Context Diagram for Block One

Figure 6: State Change
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Figure 7: Theoretical Context Diagram for Block Two f
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Figure 9: Theoretical Context Diagram for Block Three
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Feedback Data: State Data:

F1: Level of Internal Nervousness S1: Agent exists on node

F2: Level of Network Nervousness | S2: System Defenses (HBSS, AV, IDS) at latest
F3: Level of Paranoia signature level

F4: Attack Surface S3: System Baseline (OS, Applications) at
latest patch/configuration level

S4: Inbound services restricted (services
disabled, ports blocked)

S5: Outbound services restricted (blocked IP,
subnets, URLs)

S6: Number of Neighbors
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Figure 10: Reciuired Data Elements



