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Redistribution of secret sharings

Technical Field

The present invention pertains to a computer-
implemented method for redistribution of a pre-existing
secret sharing of a secret from a set of dealers to a set
of receivers.

Further aspects relate to a distributed net-
work, a node of a distributed network, a corresponding
computer program product and a software architecture en-

coded on a non-transitory medium,

Background Art

In distributed networks a plurality of nodes
are arranged in a distributed fashion. In distributed
networks computing, software and data are spread out
across the plurality of nodes. The nodes establish compu-
ting resources and the distributed networks may use dis-
tributed computing techniques.

An example of distributed networks are block-
chain networks. Blockchain networks are consensus-based,
electronic ledgers based on blocks. Each block comprises
transactions and other information. Furthermore, each
block contains a hash of the previous block so that
blocks become chained together to create a permanent, un-
alterable record of all transactions which have been
written to the blockchain. Transactions may contain small
programs known e.g. as smart contracts.

In order for a transaction to be written to
the blockchain, it must be "validated" by the network. In
other words, the network nodes have to gain consent on
blocks to be written to the blockchain. Such consent may

be achieved by various consensus protocols.
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One type of consensus protocols are proof-of-
work consensus protocols. A proof-of-work consensus pro-
tocol generally requires some work from the parties that
participate in the consensus protocol, usually corre-
sponding to processing time by a computer.

Proof-of-work-based cryptocurrency systems
such as Bitcoin involve the solving of computationally
intensive puzzles to validate transactions and to create
new blocks.

Another type of consensus protocols are
proof-of-stake-consensus protocols. Such proof-of-stake
protocols have the advantage that they do not require
time-consuming and energy-intensive computing. In proof-
of-stake based blockchain networks e.g. the creator of
the next block is chosen via combinations of random se-
lection as well as the stake of the respective node in
the network.

Apart from cryptocurrencies, distributed net-
works may be used for various other applications. In par-
ticular, they may be used for providing decentralized and
distributed computing capabilities and services.

One problem of distributed networks is to
provide efficient and secure methods for key management
of the nodes of the network.

Distributed networks may use in particular
public key cryptography for encrypting and decrypting
messages and/or for issuing and verifying digital signa-
tures.

In case of changing network configurations as
well as for security reasons it is often desirable to re-
share or in other words redistribute key material associ-
ated to the used encryption/decryption schemes, in par-

ticular secrets of key material.

Disclosure of the Invention
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One object of an aspect of the invention is to
provide an advanced method for redistribution of a pre-
existing secret sharing, in particular in terms of effi-
ciency and/or security.

According to an embodiment of a first aspect
of the invention, there is provided a computer~implemented
method for redistribution of a (n,t)-secret sharing of a
secret s from a set of dealers to a set of receivers. The
(n,t)-secret sharing comprises n secret shares, wherein a
threshold number t £ n of the secret shares are sufficient
to reconstruct the secret s. The method comprises perform-
ing, by each of at least the threshold number t of dealers,
the step of creating a (n’,t’)-secret sharing of its re-
spective secret share, the (n’,t’)-secret sharing compris-
ing n’ secret sub-shares of its respective secret share,
wherein a threshold number t’ £ n’ of the secret sub-shares
is sufficient to reconstruct the secret share. The method
further comprises performing, by each of at least the
threshold number t of dealers, the step of creating a set
of ciphertexts, the set of ciphertexts comprising for each
receiver one encrypted sub-share of the n’ secret sub-
shares of its respective secret share, the encrypted secret
sub-share being encrypted with respect to a public encryp-
tion key of the respective receiver. The public encryption
key is a key of a public-key encryption scheme. The method
comprises further performing, by each of at least the
threshold number t of dealers, a step of generating a non-
interactive zero-knowledge proof that the set of cipher-
texts jointly contain a redistribution of its secret share
and a step of broadcasting a dealing to the set of receiv-
ers, the dealing comprising the set of ciphertexts for the
set of receivers and the corresponding non-interactive
zero-knowledge proof.

Embodiments of the method allow to reshare or
redistribute an existing secret sharing from a set of deal-

ers to a set of receivers. Hence methods according to em-
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bodiments of the invention provide a method that redis-
tributes a secret sharing from multiple dealers to multiple
receivers.

According to such an embodied method a redis-
tribution of a secret sharing may be performed in an effi-
cient and secure way. More particularly, the broadcasting
of the encrypted sub-shares and of the corresponding zero-
knowledge proof facilitates an efficient communication be-
tween the set of dealers and the set of receivers. In
particular, the redistribution may be performed in a non-
interactive manner, i.e. each of the dealers only generates
a single dealing and broadcasts this single dealing to the
set of receivers which read the broadcasted dealings.

Apart from the broadcasting there is no further
interaction needed between the set of dealers and the set
of receivers. This includes that there is no bilateral
communication needed between the dealers and the receivers
and no complaint phase either.

In particular, there is no interaction needed
between the receivers. The receivers can verify the broad-
casted dealings independently from each other and do not
have to interact with anybody.

The non-interactive characteristic of the em-
bodied method, in particular the characteristic that the
receivers do not have to interact with anybody, is in par-
ticular facilitated by providing separate non-interactive
zero-knowledge proofs by each of the respective dealers
for each of the single dealings. The non-interactive zero-
knowledge proofs guarantee that each receiver can decrypt
and get its correct share. Hence the set of receivers can
verify the correctness of the secret sharings in an inde-
pendent manner.

According to embodiments a non-interactive
zero-knowledge proof shall be defined as a zero-knowledge
proof which is configured such that the set of receivers

do not have to interact with anybody, i.e. neither with
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the prover nor with any other receiver to verify the
proof.

The zero-knowledge proof provides a proof that
the set of ciphertexts jointly contain a redistribution of
the secret share of the respective dealer. In other words,
the =zero-knowledge proof provides a proof that the set of
ciphertexts produced by each dealer comprises a correct
sharing of the secret share of the dealer, i.e. that the
set of ciphertexts are valid encryptions of correct secret
shares.

According to an embodiment the method further
comprising checking, by a predefined set of parties, in
particular by the set of receivers, the non-interactive
zero-knowledge proofs of the dealings. Once a sufficient
number t of proofs have been successfully checked or in
other words verified, each of the receivers may decrypt
its encrypted sub-shares across the dealings. In other
words, each receiver may receive and decrypt one sub-share
from each of the dealings broadcasted by the set of deal-
ers. Then each of the receivers may combine the decrypted
sub-shares to a new secret share of the secret.

According to another embodiment, each of the
zero-knowledge proofs are configured in a non-interactive
manner such that each of the dealers may create its zero-
knowledge proof without interacting with any of the other
dealers.

Hence according to such an embodiment a non-
interactive zero-knowledge proof is a proof which is con-
figured such that not only the receivers, but also the
dealers do not have to interact with each other and they
do not have to interact with the receivers, except by cre-
ating an output that is later broadcasted to the receivers.

This further increases the efficiency.

According to a further embodiment, the zero-
knowledge proofs are publicly verifiable zero-knowledge
proofs. A publicly verifiable zero-knowledge proof may be

defined as a proof which can be verified by anybody, in
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particular by any interested party. Hence when a dealing
is complete and is broadcasted, anybody can check with the
proof that the dealing is correct and that all receivers
are able to obtain correct shares from the dealing.

According to an embodiment, the secret sharing
is a linear secret sharing, in particular a Shamir secret
sharing.

According to an embodiment, the method com-
prises steps of creating, by each dealer, associated public
key material associated to its secret share and its secret
sharing of said secret share and adding the associated
public key material to the dealing.

In general associated public key material may
be defined as a material which is a function of the secret
sharing.

The associated public key material may comprise
according to embodiments public group elements which are
related/associated to the secret sharing created by the
respective dealer.

The associated public key material may comprise
according to embodiments a public group element which is
related/associated to the secret share of the respective
dealer.

According to an embodiment the secret the deal-
ers have a secret sharing of is a secret key corresponding
to a public verification key of a public key signature
scheme.

According to an embodiment the method further
comprises creating, by any participant or party, in par-
ticular by a receiver, from the associated public key ma-
terial created by the set of dealers new associated public
key material associated to the receivers’ new secret shar-
ing and the receivers’ new secret shares.

According to embodiments the new associated
public key material may be computed by a Lagrange interpo-

lation.
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According to an embodiment the creating of the
new associated public key material comprises deriving the
new associated public key material from the associated
public key material created by the set of dealers.

According to embodiments the new associated
public key material may comprise public share verification
keys which are associated to the new secret shares of the
receivers.

According to embodiments the new assocociated
public key material may comprise a public verification key
related to the secret key.

According to embodiments the new associated
public key material may comprise elements from which the
public share verification keys of the receivers and/or the
public verification key may be derived.

In case of a public key signature scheme the
public verification key may be used to verify a signature,
in particular a threshold signature that has been commonly
produced by the set of receivers with their new secret
shares,

And the public share verification keys may be
used to verify the individual signatures that have been
produced by a respective receiver with its new secret
share.

According to an embodiment, the method further
comprises using a public-key encryption scheme with chosen
ciphertext attack security for encrypting the secret sub-
shares for the receivers.

This further increases the security of the
method.

According to an embodiment, the method further
comprises using a public-key encryption scheme with forward
secrecy for encrypting the secret sub-shares for the re-
ceivers.

In such an encryption scheme with forward se-

crecy the time is divided into epochs and the messages/sub-
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shares are encrypted to a specific epoch. In the corre-
sponding redistribution scheme of the secret sharing the
set of receivers may update its decryption keys to match
the current epoch and they may delete the decryption keys
for former epochs. Such a scheme ensures that even 1if a
receiver is compromised, it cannot decrypt an old cipher-
text comprising secret sub-shares of a past epoch.

This increases the security of the method.

According to embodiments, the encryption
scheme with forward secrecy may be implemented as a binary
tree encryption scheme. Such a binary tree encryption
scheme takes a plaintext as input and encrypts it to a leaf
of a binary tree of height A. To each leaf may be associated
a decryption key, and a holder of that decryption key can
recover the plaintext. There are also decryption keys as-
sociated with internal nodes. A decryption key for an in-
ternal node lets you derive a decryption key for any chil-
dren of that node. This means, if you have the decryption
key for the root you can derive decryption keys for all
leaves. But if you do not have the decryption key for the
root, you can only decrypt ciphertexts pertaining to leaves
in the subtrees of the decryption keys you hold.

According to a further embodiment the method
comprises performing the decrypting of the encrypted sub-
shares on a virtual hardware security module or a hardware
security module, in particular on a separate process.

The provisioning of such a hardware security
module can prevent that an adversary may learn the decryp-
tion keys. According to such an embodiment the decryption
process including the storage of the decryption key is
performed within a hardened, tamper-resistant environment.
According to embodiments a hardware security module in-
cludes one or more secure Crypto-processors.

According to embodiments a combination of such
a hardware security module with a public key encryption
scheme with CCA-security provides an encryption scheme with

proactive security.
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According to embodiments, the public-key en-
cryption scheme is a multi-receiver encryption scheme. The
multi-receiver encryption scheme is configured to encrypt
the sub-shares of a dealer to the public encryption keys
of the set of receivers.

According to embodiments, the multi-receiver
encryption scheme uses shared randomness to encrypt the
sub-shares of the set of dealers to the public encryption
keys of the set of receivers. This is particularly effi-
cient.

According to embodiments, the encryption
scheme is configured to perform a chunked encryption of
the sub-shares, wherein each sub-share is split into a
plurality of plaintexts, in particular small plaintexts or
in other words plaintexts of modest size, each representing
a chunk.

According to an embodiment the method comprises
generating, by the set of dealers, a further non-interac-
tive zero-knowledge procof, the further zero-knowledge
preoof being configured to prove that the chunked encryption
is correct. The further zero-knowledge proof may alsoc be
denoted as second zero-knowledge proof and the proof that
the set of ciphertexts jointly contain a redistribution of
a secret share may be denoted as first zero-knowledge
proof. According to embodiments the first and the second
zero-knowledge proof may also be combined in one common
proof.

According to an embodiment, the step of broad-
casting the dealings comprises putting the dealings on a
bulletin board, i.e., a permanent digital record the re-
ceivers can read. According to embodiments such a bulletin
board can be implemented e.g. via a blockchain/distributed
ledger.

According to embodiments the bulletin board is
configured in such a way that the dealings which are placed
on the bulletin board are impossible to delete.
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According to embodiments the bulletin board is
configured in such a way that the dealings authenticate
the sender.

According to embodiments the bulletin board is
configured in such a way that the dealings that are placed
on the bulletin board havé a defined order.

According to an embodiment of another aspect
a distributed network comprising a plurality of nodes is
provided, wherein the distributed network is configured
to perform a computer-implemented method for
redistribution of a (n,t)-secret sharing according to
any of the embodiments as presented above.

According to an embodiment of another aspect
of the invention, a node of a distributed network is pro-
vided.

According to an embodiment of another aspect
of the invention, a computer program product for operating
a distributed network is provided. The computer program
product comprises a computer readable storage medium having
program instructions embodied therewith, the program in-
structions executable by one or more of a plurality of
nodes of the distributed network to cause the one or more
of the plurality of nodes to perform steps of the method
aspect of the invention.

According to an embodiment of another aspect
of the invention, a computer program product for operating
a node of a distributed network is provided.

According to an embodiment of another aspect
of the invention, a software architecture encoded on a non-
transitory computer readable medium is provided. The soft-
ware architecture is configured to operate one or more
nodes of a distributed network. The encoded software ar-
chitecture comprises program instructions executable by
one or more of the plurality of nodes to cause the one or
more of the plurality of nodes to perform a method com-

prising steps of the method aspects of the invention.
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Features and advantages of one aspect of the
invention may be applied to the other aspects of the in-

vention as appropriate.

Other advantageous embodiments are listed in

the dependent claims as well as in the description below.

Brief Description of the Drawings

The invention will be better understood and
objects other than those set forth above will become ap-
parent from the fcollowing detailed description thereof.
Such description makes reference to the annexed drawings,
wherein:

FIG. 1 shows an exemplary block diagram of a
distributed network according to an embodiment of the in-
vention;

FIG. 2 shows the evolvement of a subnet over
time;

FIG. 3 shows a corresponding table comprising
a corresponding evolvement of sets of secrets/secret keys
of a subnet as well as of the decryption keys of a set of
receivers;

FIG. 4 illustrates in a more detailed way com-
putational units running on nodes of the network;

FIG. 5 illustrates the creation and broadcast-
ing of a dealing of a method for redistribution of a secret-
sharing;

FIG. 6 illustrates how receivers of the dealing
of FIG. 5 can verify, decrypt and combine their new shares
from the broadcasted dealing;

FIG. 7 illustrates the creation and broadcast-
ing of a dealing of a method for redistribution of a secret-

sharing which uses a multi-receiver encryption;
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FIG. 8 illustrates how receivers of the dealing
of FIG. 7 may verify, decrypt and combine their new shares
from the broadcasted dealing;

FIG. 9 shows a flow chart of method steps of a
method according to an embodiment of the invention;

FIG. 10 shows a flow chart of further method
steps of a method according to an embodiment of the inven-

tion;
FIG. 11 illustrates embodiments of the veri-

fication keys and its corresponding secret key shares
which may be used according to embodiments of the inven-
tion; and

Fig. 12 shows a more detailed block diagram
of a network node according to embodiments of the inven-

tion.

Modes for Carrying Out the Invention

At first, some general aspects and terms of
embodiments of the invention will be introduced.

According to embodiments, a distributed net-
work comprises a plurality of nodes that are arranged in
a distributed fashion. In such a distributed network com-
puting, software and data is distributed across the plu-
rality of nodes. The nodes establish computing resources
and the distributed network may use in particular dis-
tributed computing techniques.

According to embodiments, distributed net-
works may be in particular embodied as blockchain net-
works. The term “blockchain” shall include all forms of
electronic, computer- based, distributed ledgers. Accord-
ing to some embodiments, the blockchain network may be
empbodied as proof-of-work blockchain network. According
to other embodiments, the blockchain network may be em-

bodied as proof-of-stake blockchain network.
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Participants: implemented as pieces of soft-
ware on distinct physical machines and assumed to have
network access to communicate with each other.

Dealers: a set of participants

Receivers: another set of participants, may
or may not overlap with the set of dealers

Linear secret sharing: a secret sharing
scheme where the shares can be computed with a matrix op-
eration of a matrix M applied to the secret s and to some
random group elements r, i.e., (S1,...,80)=(S,T1, ..., t-

1) M.

Shamir secret sharing: a type of threshold
secret sharing scheme. Shamir secret sharing is linear.

A verification key is a bit-string of a pub-
lic key signature scheme intended to be widely publi-
cized. A verification key may also be denoted as public
key and may be used e.g. for the verification of digital
signatures of the public key signature scheme.

A public encryption key is a bit-string of a
public-key encryption scheme.

A public-key signature scheme according to
embodiments of the invention may comprise e.g. keys of a
public-key signature and encryption scheme such as RSA or
keys of a public-key signature scheme such as Schnorr or
DSA.

Secret key (sk): a bit-string related to a
public key, in particular a verification key or an en-
cryption key, enabling some cryptographic operation, in
particular digitally signing a message and/or decrypting
a ciphertext.

Distributed key generation (DKG): a protocol
enabling a set of dealers to create a public key, in par-
ticular a verification key, and provide a set of receiv-
ers with a secret share/secret key share of the corre-

sponding secret key.



WO 2022/069035 PCT/EP2020/077414
14

Secret redistribution protocol: A secret re-
distribution protocol may also be denoted as a secret re-
sharing protocol. A protocol to update the secret key
shares of a secret key or more generally the secret share
of a secret. According to some embodiments the protocol
may provide the new or updated secret (key) shares to the
former holders of the secret (key) shares. According to
other embodiments, the protocol may provide the new or
updated secret (key) shares to a new, in particular a
different set of receivers.

(n,t)~threshold key/threshold secret key:
Such a threshold key has a threshold t and a number of
secret key shares sl,...,sn such that any t secret key
shares enable reconstruction of the secret key, while t-1
shares do not suffice to determine the secret key. In
case of a threshold public key signature scheme, any t
secret key shares enable the execution of a valid signa-
ture under the threshold public key/verification key,
while t-1 shares do not suffice to execute a valid signa-
ture.

A (n,t)-secret sharing of a secret: A sharing
comprising n secret shares, wherein a threshold number t
£ n of the secret shares is sufficient to reconstruct the
secret, while t-1 shares do not suffice to determine the
secret.

Verifiable secret sharing (VSS): a protocol
enabling a single dealer to generate a random secret s, a
threshold secret sharing sl,...,sn to the set of receiv-
ers, and evidence each receiver can use to verify its
share si is correct

Proactive security: a security notion captur-
ing a multi-party system tolerating at any time the com-
promise of t-1 parties. Time is divided into epochs, and
in each epoch at most t-1 parties are compromised, but
the attacker is mobile in the sense that the set of com-

promised parties may differ from epoch to epoch.
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A distributed key management system with pro-
active security can be made by dividing time into epochs
and using a fresh threshold secret sharing of the secret
key in each epoch.

Public~-key encryption with forward secrecy: a
public~key encryption scheme where time is divided into
epochs and the private decryption key evolves over time
so that, even if it is compromised it does not aid in de-
crypting ciphertexts from a previous epoch.

Bulletin board: A system to broadcast incom-
ing messages to all relevant parties. A bulletin board
can be implemented e.g. via a blockchain/distributed
ledger. A bulletin board may be also denoted as ledger.
According to embodiments the messages which are placed on
the bulletin board are impossible to delete, they authen-
ticate the sender and they have a well-defined order.

Non-interactive zero-knowledge (NIZK) proof:
a proof or proof system, where a single party (prover)
generates a cryptographic proof for a claim (statement)
such that at least a set of receivers (verifiers) can as-
certain that the claim is true, yet learn nothing (zero
knowledge) about the underlying reasons (witness) why it
is true. Furthermore, the set of receivers do not have to
interact with anybody, i.e. neither with the prover nor
with any other receiver to verify the proof.

A binary tree encryption scheme: An encryp-
tion scheme that takes a plaintext as input and encrypts
it to a leaf of a binary tree of height A.

Such a binary tree encryption scheme is e.g.
described in [Ran Canetti, Shai Halevi, Jonathan Katz: A
Forward-Secure Public-Key Encryption Scheme. J. Cryptol-
ogy (2007) 20, 265-294].

A multi-receiver encryption scheme: A scheme
according to which there is a set of n receivers 1,

, n. Each of the i receivers has a secret decryption key
and public key pair denoted by (dki, pki). A sender then
encrypts a set of messages M1,..,Mn, where Mi is directed
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to receiver i, using pkl,..,pkn to get a ciphertext C.
Upon receiving the ciphertext C, receiver i decrypts it

using its decryption key dki to get message Mi.

FIG. 1 shows an exemplary block diagram of a
distributed network 100 according to an embodiment of the
invention.

The distributed network 100 comprises a plu-
rality of nodes 10, which may also be denoted as network
nodes 10. The plurality of nodes 10 are distributed over a
plurality of subnetworks 11. The subnetworks 11 may also
be denoted as subnets. In the example of FIG. 1, four
subnets 11 denoted with SNA, SNB, SNC and SND are provided.

Each of the plurality of subnets 11 is config-
ured to run a set of computational units on each node 10
of the respective subnet 11. According to embodiments a
computational unit shall be understood as a piece of soft-
ware, 1in particular as a piece of software that comprises
or has its own unit state. The unit state may also be
denoted as execution state.

The network 100 comprises communication links
12 for intra-subnet communication within the respective
subnet 11, in particular for intra-subnet unit-to-unit mes-
sages to be exchanged between computational units assigned
to the same subnet.

Furthermore, the network 100 comprises commu-
nication links 13 for inter-subnet communication between
different ones of the subnets 11, in particular for inter-
subnet unit-to-unit messages to be exchanged between com-
putational units assigned to different subnets.

Accordingly, the communication links 12 may
also be denoted as intra-subnet or Peer-to-Peer (P2P) com=-
munications links and the communication links 13 may also
be denoted as inter-subnet or Subnet-to-Subnet (SN2SN) com-
munications links.

The network 100 is configured to exchange unit-

to-unit messages between the computational units of the
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network via a messaging protocol based on the subnet-as-
signment.

According to embodiments, the distributed net-
work may be in particular configured to exchange inter-
subnet messages 16 between the subnets SNA, SNB, SNC and
SND via a messaging protocol. The inter-subnet messages 16
may be in particular embodied as inter-subnet unit-to-unit
messages 1l6a to be exchanged between computational units
that have been assigned to different subnets according to
the subnet-assignment. As an example, the distributed net-
work 100 may be configured to exchange a unit-to-unit mes-
sage l6a between the computational unit CUa as sending
computational unit running on the subnet SNA and the com~
putational unit CUpz as receiving computational unit run-
ning on the subnet SNB (see FIG. 4). In addition, the
inter-subnet messages 16 may be embodied as signalling
messages 16b. The signalling messages 16b may encompass
acknowledgement messages (ACK) adapted to acknowledge an
acceptance or receipt of the unit-to-unit messages or non-
acknowledgement messages (NACK) adapted to not-acknowledge
an acceptance (corresponding to a rejection) of the unit-
to-unit messages, e.g. to indicate a transmission failure.

According to embodiments, a unit state or ex-
ecution state shall be understood as all the data or in-
formation that is used by the computational unit, in par-
ticular the data that the computational unit stores in
variables, but also data the computational units get from
remote calls. The unit state may represent in particular
storage locations in the respective memory locations of
the respective node.

According to embodiments of the invention the
subnets 11 are configured to replicate the set of computa-
tional units across the respective subnet 11. More partic-
ularly, the subnets 11 are configured to replicate the unit
state/execution state of the computational units across

the respective subnet 11.
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The network 100 may comprise a plurality of
interfaces 101 that may be used to exchange information
with users U of the distributed network. As an example,
the users U may send read request via the interface 101 to
the distributed network and receive a read response, e.d.
execution state information comprising computational re-
sults. According to preferred embodiments, the user does
not need to be aware of the internal structure of the
distributed network 100. In particular, the user may pref-
erably not be aware of the subnet configuration and the
respective subnet that is handling her read request.

The subnets 11 may be reconfigured over time.
More particularly, the number of nodes of the subnets 11
may change over time. As an example, nodes may be added to
the subnets 11 and/or nodes may be removed from the subnets
11. Hence the subnets 11 comprise a changeable set of
nodes.

FEach of the subnets 11 hold an individual or
in other words separate static verification key of a pub-
lic-key signature scheme. In this example the subnet SNA
holds a static verification key pka, the subnet SNB holds
a static verification key pks, the subnet SNC holds a static
verification key pke and the subnet SND holds a static
verification key pks. A static verification key may be in
the following generally referred to as pkx, wherein X de-
notes a corresponding subnet. According to embodiments the
static verification keys pkx are constant or in other words
fixed over the whole lifetime of the respective subnet 11.

The static verification keys pkx and the cor-
responding secret shares may be initially generated by a
distributed key generation protocol.

While the static verification keys pkx of the
distributed network 100 do not change over time, the cor-
responding secret key shares s; may change over time.

Such a change of the secret key shares may be
performed in case the set of nodes of the respective subnet

has changed or it may be performed even if there is no
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change of the nodes of the subnet. The latter may be used
to provide proactive security.

The change/update of the secret key shares may
be performed by a secret-sharing or in other words a secret
redistribution protocol.

The distributed key generation protoccl may be
in particular a threshold key generation protocol. The se-
cret-redistribution protocol may be in particular a thresh-
old secret redistribution protocol.

The distributed key generation protocol may
generate a first set of corresponding secret shares si, sz,
Sp, 1.e. a first set of secret shares that correspond to
the respective static verification key pkx and a secret s.
The first set of secret key shares may be assigned to a
first set of nodes of the respective subnet. The first set
of secret shares may be used to issue a signature which
can be verified with the static verification key. The first
set of nodes may be in particular the nodes of the respec-
tive subnet at a time tp or an epoch e¢. The time to may be
e.g. the time of the creation of the respective subnet.
The verification keys pkx are verification keys of a pub-
lic-key signature scheme. Accordingly, the verification
keys pkx may be used to verify a Jjoint signature that has
been created by the respective nodes which hold the secret
shares si, Sz,.. Sn.

In order to change the secret key shares, the
distributed network 100 performs a secret-redistribution
protocol. As mentioned the secret redistribution protocol
may be in particular a threshold protccol and may be gen-
erally embodied as a method for redistribution ¢of a (n,t)-
secret sharing of a secret s from a set of dealers to a
set of receivers. The set of dealers and the set of re-
ceivers may be in particular nodes of the distributed net-
work. Hence the secret-redistribution protocol may redis-
tribute the secret shares of the first set of nodes of a
respective subnet to a second set of nodes of the respec-

tive subnet. This creates a second set of secret shares
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which corresponds to the same static verification key of
the respective subnet. As a result, each node or a subset
of the second set of nodes holds one of the secret shares
of the second set of shares.

The nodes of the distributed network 100 may
use according to embodiments threshold signatures to cer-
tify results produced by the distributed network 100.

The nodes of the distributed network 100 may
use long-term public encryption keys in order to minimize
interaction.

This will be illustrated in more detail with
reference to FIG. 2 and FIG. 3.

FIG. 2 shows the evolvement of a subnet SNA
over time. FIG. 3 shows a corresponding table comprising a
corresponding evolvement of sets of secret keys of the
subnet SNA.

Referring now to FIG. 2, the subnet SNA has
initially at a time to, e.g. at the time of its creation,
a subnet configuration 201. The respective subnet config-
uration is valid for a corresponding epoch eg. According
to the subnet configuration 201, the subnet SNA comprises
4 nodes N1, N2, N3 and N4. The subnet SNA has a static
verification key pka of a public key signature scheme. The
nodes N1, N2, N3 and N4 establish a first or in other words
an initial set of nodes. Each of the nodes of the distrib-
uted network 100 has registered a public encryption key to
the distributed network 100. Other nodes or users of the
distributed network 100 can throughout the lifetime of the
node use this public encryption key to encrypt messages to
the node.

Accordingly, the nodes N1, N2, N3 and N4 have
registered public encryption keys pkm, pkmz, pkss and pkw
respectively. Furthermore, nodes N5, N6 and N7 of future
network configurations have registered public encryption
keys pkss, pkwe and pkw. As the public encryption keys are
also used long-time, they may be denoted as static encryp-

tion keys.
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While the static verification key pka of the
subnet SNA as well as the static encryption keys pkwi, pkwz,
pku3, pkne, pPkrns, pkwse and pkys are used long-term, the secret
key shares s; corresponding to the static verification key
pka as well as decryption keys dkwi, dkwz, dkws, dkws, dkus,
dkns and dkwxy corresponding to static encryption keys pkni,
pknz, pkus, pkws, pkys, pkns and pkss may change over time. More
particularly, according to embodiments the time is divided
into epochs and the decryption keys and the secret keys
shares are changed regularly and are only used/valid for a
particular epoch. In the following the secret key shares
si will be denoted for ease of simplicity Jjust as secret
shares sj.

Referring now to FIG. 3, the left column 301
comprises a corresponding number of nodes of the subnet
SNA, more particularly the nodes N1, N2, N3, N4, N5, N6
and N7. The columns 302, 303, 304, 305 and 306 comprises
the respective secret shares of the corresponding nodes at
different points in time. More particularly, column 302
corresponds to the epoch ep extending from a time to to a
time t;, column 303 corresponds to an epoch e; extending
from the time t; to a time t2, column 304 corresponds to an
epoch ez extending from the time t2 to a time t3, column 305
corresponds to an epoch es; and column 306 corresponds to
an epoch e4. The rows 311, 312, 313, 314, 315, 316 and 317
comprise the secret shares of the nodes N1, N2, N3, N4,
N5, N6 and N7 respectively as well as the decryption keys
of the respective nodes.

As mentioned the public verification key pka of
the subnet SNA and the corresponding secret s which may
also be denoted as secret signing key sk remain constant.

During epoch eg the nodes N1, N2, N3 and N4 of
the subnet SNA hold secret shares si,0, S2,0, S3,0, and S0
respectively. In this notation the first number of the
subscript denotes the respective node and the second number
of the subscript the respective epoch. The secret shares

S1,0, Sz,0, S3,0, and Sg¢,0 may be considered as initial shares
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which have been generated e.g. with a distributed key gen-
eration protocol.

At a subsequent epoch e:, the subnet SNA has
still the same set of nodes. Nevertheless, the distributed
network has performed a redistribution of the secret shares
S1,0, S2,0, S3,0 and s4,0 to a second set of nodes, which is in
this example formed by the same set of nodes N1, N2, N3
and N4,

The redistribution has created or generated a
second set of secret shares si,1, S2,1, S3,1 and si,1 which are
different from the first set. The second set of secret
shares corresponds to the same static verification key pka
of the subnet SNA and to the same secret s corresponding
to the static verification key pka.

The secret redistribution proteccol which 1is
performed for redistributing the secret shares si1,0, s2,0,
s3,0 and sg,0 to the secret shares si1,1, S2,1, 83,1 and ss4,1 will
now be explained in more detail with reference to FIGS. 5
and 6.

As mentioned, in general the shares are redis-
tributed from a set of dealers to a set of receivers. In
this example the set of dealers is equal to the set of
receivers and is formed each by the nodes N1, N2, N3 and
N4. If the nodes N1, N2, N3 and N4 act as dealers, we will
in the following denote them as D1, D2, D3 and D4. Likewise,
if they act as receivers, we will refer to them as R1l, R2,
R3 and R4.

Accordingly, the dealers D1, D2, D3 and D4 aim
at redistributing their secret shares of epoch es to the
receivers R1, R2, R3 and R4 for the next epoch e:.

Assuming that the threshold number t of the
secret sharing is 3, at least 3 of the n dealers D1, D2,
D3 and D4 will perform the following steps, wherein in FIG.
5 and 6 it is assumed that all the dealers D1, D2, D3 and
D4 will perform these steps.

At first, the dealers D1, D2, D3 and D4 create

a (3,4)-secret sharing of its respective secret shares or
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in general a (n’,t’)-secret sharing comprising n’ secret
sub-shares of its respective secret share. Generally a
threshold number t’ £ n’ of the secret sub-shares is suf-
ficient to reconstruct the secret share and in this example
it is assumed that 3 of the 4 sub-shares are sufficient to
reconstruct the secret share.

As an example, the dealer D1 (node N1l) creates
4 sub-shares ss1,0,1, $S1,0,2, SS1,0,3 and ssi1,0,4 0of the share si,0.
In this notation the last subscript indicates the respec-
tive receiver of the sub-share.

Each of the 4 sub-shares 1is encrypted to a
different one of the receivers R1, R2, R3 and R4. More
particularly, the dealer D1 creates a set of ciphertexts
which comprises for each receiver an encrypted sub-share
of the secret share Si,0.

According to an embodiment the dealers use an
encryption scheme with forward secrecy, i.e the dealers
encrypt the sub-shares to a specific epoch 1. Accordingly,
the nodes acting as receivers have to update their decryp-
tion keys to match the current epoch and to delete decryp-
tion keys for old epochs. This way, even if the node is
compromised, it cannot decrypt an old ciphertext for a past
epoch. This reduces the information an adversary may learn.

In the example of FIG. 5, the sub-share ssi1,0,1
is encrypted with respect to the public encryption key
pkri,1 for the next epoch e:1 in such a way that a correspond-
ing decryption key dkgri,1 of receiver Rl is needed which is
only valid for epoch ei1. The first subscript of the encryp-
tion and decryption keys indicate the respective receiver
and the second subscript the epoch. In a corresponding
manner the sub-share ssi,0,2 is encrypted for epoch e: in
such a way that a corresponding decryption key dkgrz,1 of
receiver R2 is needed which is also only valid for epoch
e1. And the sub-shares ssi,0,2 and ssi1,0,4 are encrypted for
epoch e: in such a way that corresponding decryption keys
dkrs,1 of receiver R3 and dkes,1 0of receiver R4 respectively

are needed which are also only valid for epoch 1. As a
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result, the dealer D1 has created 4 ciphertexts
(ss1,0,1) pkr1,1, (5S1,0,2)pkr2,1, (SS1,0,3)pkr3,1 and (SSi1,0,4) pkre,1,
which form a set of ciphertexts 501. The subscript of the
term in brackets indicates the used public encryption key
and the targeted epoch for the decryption.

As an example, the ciphertext (ssi1,0,1)pkri,1 18
encrypted by the encryption key pkri of receiver Rl (corre-
sponding to node N1) for the epoch e: and may hence be
decrypted by receiver R1 with the decryption key of epoch
e: and the ciphertext (ssi1,0,2)pxre,1 may be decrypted by re-
ceiver R2 with the decryption key of epoch e:.

In a corresponding manner the other nodes N2,
N3 and N4 create, in their function as dealers, also 4 sub-
shares of their respective share of the epoch 0 and encrypt
each of these 4 shares for one of the receivers R1, RZ, R3
and R4. As a result, the dealers D2, D3 and D4 have created
sets of ciphertexts 502, 503 and 504.

In addition, each of the dealers D1, D2, D3 and
D4 generates a zero-knowledge proof that the set of ci-
phertexts Jjointly contain a redistribution of its secret
share. The zero-knowledge proofs may be in particular non-
interactive zero-knowledge proofs (NIZK) embodied in par-
ticular as proofs which do not require any interaction of
the receivers with anyone else, i.e. they can be inde-
pendently verified by each of the receivers. The non-in-
teractive zero-knowledge proofs may be publicly verifiable
such that anybody, receiver or not, can verify them.

’ As an example, the dealer D1 creates a non-
interactive zero-knowledge proof NIZKpi, 511 that the 4 en-
crypted sub-shares (ssi,0,1)pxr1,1, (SS1,0,2)pkr2,1, (SS1,0,3)pkr3,1
and (ssi1,0,4)pkrse,1 Jointly contain a redistribution of the
share si3,0. Correspondingly, the other dealers D2, D3 and
D4 create non-interactive zero-knowledge proofs 512, 513
and 514.

Furthermore, =ach of the dealers D1, D2, D3 and
D4 may generate some associated public key material APKMpi,
521; APKMp2, 522; APKMp3, 523 and APKMps, 524.
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Then each of the dealers D1, D2, D4 and D4
broadcasts a dealing to the receivers R1, R2, R3 and R4.
Each of the dealings comprises the set of ciphertexts for
the set of receivers, the corresponding zero-knowledge
proof and the associated public key material.

Referring to FIG. 5, the dealer D1 broadcasts
a dealing DL1, 531 which comprises the 4 encrypted secret
sub-shares (ss1,0,1)pkr1,1,  (8S1,0,2) pxr2,1, (SS1,0,3)pkr3,1 and
(ss1,0,4)Pxra,1, the non-interactive =zero-knowledge proof
NIZKp: and the asscociated public key material APKMp:.

Likewise, the dealer D2 broadcasts a dealing
DL2, 532 which comprises the 4 encrypted secret sub-shares
(ss2,0,1)pxr1,1, (S52,0,2)pkr2,1, (SS2,0,3)pkr3,1 and (SS2,0,4)pkrs,1,, the
non-interactive zero-knowledge proof NIZKp: and the asso-
ciated public key material APKMp:. And the dealers D3 and
D4 broadcast dealings DL3, 533 and DL4, 534 respectively.

The broadcasting may be implemented according
to embodiments by putting the dealings DL1, DL2, DL3 and
DL4 of the 4 dealers D1, D2, D3 and D4 respectively on a
bulletin board 50. The bulletin board 50 may be accessed
at least by the set of receivers, in this example by the
receivers R1, R2, R3 and R4. According to embodiments the
bulletin board may be publicly available. According to em-
bodiments, the bulletin board may be implemented as dis-
tributed ledger.

Referring now to FIG. 6, it is illustrated how
the receivers R1, R2, R3 and R4 reconstruct their new
shares from the broadcasted information presented on the
bulletin board 50.

At first, the receivers R1l, R2, R3 and R4 check
or in other words verify the non-interactive zero-knowledge
proofs NIZKpi, NIZKp2, NIZKps and NIZKp: of the dealings DLI,
DLZ, DL3 and DL4 respectively. According to some embodi-
ments, each of the receivers may check/verify the proofs.
According to other embodiments, an assigned set of receiv-

ers or more generally an assigned set of parties may check
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the proofs and provide a verification confirmation of the
proofs to the set of receivers.

Once a sufficient number t of proofs have been
successfully checked/verified, the receivers R1l, R2, R3
and R4 may start to reconstruct their new shares. In the
example of FIGS. 5 and 6 only 3 of the 4 proofs need to be
successfully checked/verified. This 1is indicated by a
crossing of the respective fourth share.

Then each of the 4 receivers R1, R2, R3 and R4
may decrypt its set of ciphertexts across the dealings DL1,
DLZ2, DL3 and DL4. As an example, the receiver R1 may take
the ciphertexts (ss1,0,1)pxr1,1, {552,0,1)pkr1,1 and  ($53,0,1) pkri,1
from the dealings DL1, DL2 and DL3 respectively and decrypt
these ciphertexts with the decryption key dkR1, 1, 1i.e.
the decryption key of receiver R1 for the epoch e:.

Likewise, the receiver R2 may take the cipher-
texts (ss1,0,2)pkr2,1, (SS2,0,2)pxr2,1 and (SsS3,0,2)pkr2,1 from the
dealings DL1, DL2 and DL3 respectively and decrypt these
ciphertexts with the decryption key dkR2, 1, i.e. the de-
cryption key of receiver R2 for the epoch e;.

After decrypting 3 of the 4 sub-shares, each
of the receivers R1, R2, R3 and R4 may combine their de-
crypted ciphertexts to a new secret share of the secret.
As an example, the receiver R1 may combine the decrypted
sub-shares ss1,0,1, SS2,0,1, and s$S3,0,1 to a new secret share
s1,1 ©of the next (new) epoch e;, Likewise, the receiver R2
may combine the decrypted sub-shares ss1,0,2, SS2,0,2 and ss3,0,2
to a new secret share sz,1 of the new epoch e:.

Referring now to FIGS. 7 and 8, a redistribu-
tion of a secret sharing according to another embodiment
of the invention is explained. Like in the example of FIGS.
5 and 6, the redistribution protocol is performed for re-
distributing the secret shares si,0, S2,0, S3,0 and s4,0 of epoch
ep to the secret shares si,1, sz,1, 83,1 and si,1 of epoch e:.

However, instead of creating separate cipher-
texts for each receiver, the embodiment of FIGS. 7 and 8

uses a multi-receiver encryption (MRE). With such a multi-
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receiver encryption the whole set of sub-shares of each
dealer is encrypted together. As an example, the set of
sub-shares ssi1,0,1, SSi1,0,2, SS1,0,3 and ssi,0,4 of the first
dealer D1 is commonly encrypted by means of a multi-re-
ceiver encryption MRE;, wherein the subscript denotes the
epoch of the multi-receiver encryption/decryption scheme.
Likewise, the whole set of sub-shares ss2,0,1, $S2,0,2, S52,0,3
and ssz2,0,4 of the second dealer D2 is commonly encrypted by
means of a multi-receiver encryption MRE:, wherein the sub-
script denotes the epoch of the encryption/decryption
scheme. As a result, 4 commonly encrypted ciphertexts 711,
712, 713 and 714 are created and placed on the bulletin
board 50.

Like in the embodiment as illustrated in FIGS.
5 and 6, each of the dealers D1, D2, D3 and D4 generates a
non-interactive zero-knowledge proof that the set of ci-
phertexts jointly contain a redistribution of its secret
share. Furthermore, each of the dealers D1, D2, D3 and D4
may generate some associated public key material.

Referring now to FIG. 8, it is illustrated how
the receivers R1l, R2, R3 and R4 reconstruct their new
shares from the broadcasted information presented on the
bulletin board 50.

At first, like in the example as illustrated
in FIGS. 5 and 6, the receivers R1, R2, R3 and R4 check or
in other words verify the non-interactive zero-knowledge
proofs NIZKpi, NIZKp2, NIZKpz and NIZKps of the dealings DL1,
DL2, DL3 and DL4 respectively.

Once a sufficient number t of proofs have been
successfully checked/verified, the receivers R1, R2, R3
and R4 may start to reconstruct their new shares from the
commonly encrypted ciphertexts 711-714, Each of the 4 re-
ceivers R1, RZ, R3 and R4 may decrypt its set of ciphertexts
across the dealings DL1, DL2, DL3 and DL4. As an example,
the receiver Rl decrypts at least 3 of the commonly en-

crypted sub-shares ssi1,0,1 $S2,0,1, SS3,0,1 and sSs4,0,1 from the
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dealings DL1, DL2, DL3 and DL4 respectively with the de-
cryption key dkR1l,1 of the multi-receiver encryption
scheme MRE;, i.e. the decryption key dkR1l, 1 of receiver
Rl of the multi-receiver encryption scheme for the epoch
€1 .

Likewise, the receiver R2 decrypts at least 3
of the sub-shares ssi,0,2, $S2,0,2 SS3,0,2 and sss,0,2 from the
dealings DL1, DL2, DL3 and DL4 respectively with the de-
cryption key dkR2,1 of the multi-receiver encryption scheme
MRE; of epoch el.

After decrypting at least 3 of the 4 sub-
shares, each of the receivers R1, R2, R3 and R4 may combine
their decrypted ciphertexts to a new secret share of the
secret.

Referring now to FIG. 2, a second subnet con-
figuration 202 of the subnet SNA is shown which comprises
additional nodes N5 and N6 in addition to the former nodes
N1, N2, N3 and N4. This subnet configuration 202 is wvalid
for epochs e:2 and es.

Referring now to FIG. 3, column 304 shows the
secret key shares of the new node set at epoch es.

The distributed network has performed the se-
cret redistribution protocol to redistribute the secret
key shares sl1,1, s2,1, s3,1, and s4,1 to another set of
nodes, which is in this example formed by the enhanced set
of nodes N1, N2, N3, N4, N5 and N6.

The redistribution of the secret sharing has
created or generated a set of secret shares si,2, S22, S3,2,
S4,2, Ss,2 and sg,2 which are different from the second set
and in particular comprise 6 key shares instead of the
former 4 key shares. Again, the set of key shares corre-
sponds to the same static verification key pka of the subnet
SNA.

At a subsequent epoch es, the subnet SNA has
still the same set of nodes N1, N2, N3, N4, N5 and N6. The
distributed network has performed the secret redistribu-

tion protocol to redistribute the secret shares si,2, S2,2,
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S3,2, S4,2, S5,2 and sSe,2. Accordingly, the secret-redistribu-
tion protocol has created or generated another new set of
secret shares s1,3, S2,3, $3,3, S4,3, 85,3 and 86,3 which are dif-
ferent from the previous set. The new set of key shares
corresponds again to the same static verification key pka
of the subnet SNA.

Referring now to FIG. 2, a third subnet con-
figuration 203 of the subnet SNA is shown which comprises
an additional node N7, while the former node N3 has been
removed. This subnet configuration 203 is wvalid for an
epoch ed.

Referring back to FIG. 3, column 306 shows the
secret key shares of the new node set at time ts.

The distributed network has performed the se-
cret redistribution protocol to redistribute the secret
shares si1,3, 52,3, 53,3, S4,3, 85,3 and ss,3 to the new set of
nodes N1, N2, N4, N5, N6 and N7.

Accordingly, the secret-redistribution proto-
col has created or generated another new set of secret
shares s1,4, S2,4, S4,2, S5,4, S6,4 and 57,4 which are again dif-
ferent from the previous set and which corresponds again
to the same static verification key pka of the subnet SNA.

FIG. 4 illustrates in a more detailed way com-
putational units 15 running on nodes 10 of the network 100.
The network 100 is configured to assign each of the compu-
tational units which are running on the network 100 to one
of the plurality of subnets, in this example to one of the
subnets SNA, SNB, SNC or SND according to a subnet-assign-
ment. The subnet-assignment of the distributed network 100
creates an assigned subset of the whole set of computa-
tional units for each of the subnets SNA, SNB, SNC and SND.

More particularly, FIG. 4 shows on the left
side 401 a node 10 of the subnet SNA of FIG. 1. The subnet
assignment of the distributed network 100 has assigned a
subset of five computational units 15 to the subnet SNA
more particularly the subset of computational units CUas,
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CUaz, CUas, CUas and CUas. The assigned subset of computa-
tional units CUai, CUa2, CUas, CUas and CUas runs on each node
10 of the subnet SNA. Furthermore, the assigned subset of
computational units CUai, CUa2, CUaz, CUnq and CUas is replicated
across the whole subnet SNA such that each of the computa-
tional units CUai, CUaz, CUaz, CUas and CUas traverses the same
unit states/execution states. This may be implemented in
particular by performing an active replication in space of
the unit states of the computational units CUai, CUaz, CUas,
CUas and CUas on each of the nodes 10 of the subnet SNA.

Furthermore, FIG. 4 shows on the right side 402
a node 10 of the subnet SNB of FIG. 1 on which four compu-
tational units 15 are run, more particularly the set of
computational units CUgi1, CUs2, CUss and CUps, The set of com-
putational units CUs;, CUsz, CUss and CUgs runs on each node 10
of the subnet SNB. Furthermore, the set of computational
units CUsi, CUsz, CUs3z and CUrs is replicated across the whole
subnet SNB such that each of the computational units CUs;,
CUsz, CUps and CUss has the same unit state, e.g. by performing
an active replication in space of the unit state as men-
tioned above.

FIG. 9 shows a flow chart of method steps of a
method according to an embodiment of the invention. The
method performs a redistribution of a (n,t)-secret sharing
of a secret s from a set of dealers to a set of receivers.
The (n,t)-secret sharing comprises n secret shares, wherein
a threshold number t £ n of the secret shares is sufficient
to reconstruct the secret s, wherein n and t are integers.
Each of the n secret shares is held by one of the dealers.

The method performs a plurality of processing
loops 9210 in a sequential order with an increasing index
N. N is an increasing integer, i.e. e.g. 0, 1, 2, 3 .. N.

The processing loops 910 encompass a first loop
step 911, a second loop step 912, a third loop step 913, a
fourth loop step 914, a fifth loop step 915 and a sixth
loop step 916.
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The loop-steps 911-916 are performed by each
of at least the threshold number t of dealers.

At the loop-step 911, the respective dealer,
e.g. a node of a distributed network, creates a (n’,t’)-
secret sharing of 1its respective secret share, wherein
n“and t’are integers and the (n’,t’)-secret sharing com-
prises n’secret sub-shares of its respective secret share.
A thresheold number t' £ n’ of the secret sub-shares is
sufficient to reconstruct the dealer’s secret share.

At the loop-step 912, the respective dealer
encrypts for each receiver a sub-share of the n’secret sub-
shares and thereby creates a set of ciphertexts. The en-
crypted secret sub-share 1is encrypted to/with respect to
a public encryption key of the respective receiver. The
public encryption keys of the receivers are preferably
long-term public encryption keys which have been activated
e.g. for communication between nodes of a distributed net-
work.

According to embodiments a public-key encryp-
tion scheme with forward secrecy may be used at the loop
step 912. According to embodiments, the encryption scheme
with forward secrecy is a binary tree encryption scheme.
According to further embodiments, the public-key encryp-
tion scheme is a multi-receiver encryption scheme.

According to some embodiments the multi-re-
ceiver encryption scheme may perform a chunked encryption
of the sub-shares, wherein the plaintext of each sub-share
represents a chunk.

At the loop-step 913, each dealer creates pub-
lic key material associated to its secret share. The asso-
ciated public key material may generally comprise public
group elements which are related to the secret shares and
a public group element related to the secret. As mentioned
above, the secret may be in particular a secret key corre-
sponding to a public verification key of a public key sig-

nature scheme. According to such an embodiment the associ-
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ated public key material may comprise public share verifi-
cation keys which are related to the secret shares and a
public verification key related to the secret.

At the loop-step 914, each of the dealers gen-
erates a non-interactive zero-knowledge proof that the set
of ciphertexts that it has created jointly contain a re-
distribution of its secret share. In case of a chunked
encryption as mentiocned each of the dealers generates a
further or in other words second non-interactive zero-
knowledge proof to prove that the chunked encryption is
correct.

A detailed embodiment of a non-interactive
zero-knowledge (NIZK) proof for correct secret sharing
that may be used according to embodiments of the inven-
tion is presented in chapter 3.3 of the Annex further be-
low.

A detailed embodiment of a non-interactive
zero-knowledge (NIZK) proof for correct chunking that may
be used according to embodiments of the invention is pre-
sented in chapter 3.4 of the Annex further below.

However, according to embodiments other non-
interactive zero-knowledge proofs for correct secret
sharing and correct chunking may be used. A

As an example, non-interactive zero-knowledge
proofs as described e.g. in [De Santis, Di Crescenzo, Os-
trovsky, Persiano, Sahai: Robust Non-interactive Zero
Knowledge: Crypto 2001: 566-598] or [Groth, Maller:
Snarky Signatures: Minimal Signatures of Knowledge from
Simulation-Extractable SNARKs. Crypto 2017: 581-612] may
be used according to embecdiments of the invention.

Then, at a loop-step 915, each of the dealers
broadcasts a dealing to the set of receivers. Each of the
dealings comprises encrypted sub-shares forming the set of
ciphertexts, the corresponding non-interactive =zero-
knowledge proof or proofs as well as the associated public

key material.
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Next, at a loop step 916, the epoch may be
increased by 1 and the steps of the loop 910 may be repeated

for the new epoch.

FIG. 10 shows a flow chart of further method
steps of a method according to an embodiment of the inven-
tion. More particularly it illustrates how the set of re-
ceivers can reconstruct a new share from the broadcasted
dealings.

The method performs a plurality of processing
loops 1010 in a sequential order with an increasing index
N. N is an increasing integer, i.e. e.g. 0, 1, 2, 3 .. N.

The processing loops 1010 encompass a first
loop step 1011, a second loop step 1012, a third loop step
1013 and a fourth loop step 1014.

At the loop-step 1011 the set of receivers
check the non-interactive zero-knowledge proofs of the
dealings. Once a sufficient number t’ of proofs correspond-
ing to the threshold of the new secret sharing has been
successfully checked, each of the receivers may, at the
locp step 1012 decrypt its encrypted sub-shares across the
dealings, more particularly at least the threshold number
of its sub-shares.

Then, at the loop-step 1013, each of the re-
ceivers combines the decrypted sub-shares to a new secret
share of the secret.

Next, at a loop step 1014, the epoch may be
increased by 1 and the loop 1010 may perform the above

described steps again for the new epoch.
FIG. 11 illustrates embodiments of the veri-

fication keys and its corresponding secret key shares
which may be used according to embodiments of the inven-
tion. FIG. 11 shows an embodiment of a key set 1110

which is generated by a distributed key generation proto-
col according to an embodiment of the invention. The dis-
tributed key generation protocol is embodied as distrib-

uted threshold key generation protocol.
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It is assumed for this example that a number
N of nodes participate in the distributed key generation
protocol. The nodes may generally be the nodes of any
subnet or in particular the nodes of a governance subnet
which has been assigned for the initial generation of the
static verification keys of the subnets and an initial
subset of corresponding secret key shares.

Each of the N nodes have a secret key share
ski, wherein 1 = 1,.., N. The N nodes generate jointly a
common static verification key (public key) pkx for a re-
spective subnet X, wherein a predefined threshold, e.qg.
at least two thirds or a third of the nodes need to agree
on the static verification key and jointly sign the new
static verification key to generate a threshold signa-

ture opkx.

Referring now to Fig. 12, a more detailed block
diagram of a network node 10 according to embodiments of
the invention is shown, e.g. of the network 100 of FIG. 1.
The network node 10 establishes a computing node that may
perform computing functions and may hence be generally em-
bodied as computing system or computer. The network node
10 may be e.g. a server computer. The network node 10 may
be configured to perform or participate in a computer-
implemented method according to embodiments of the inven-
tion. The network node 10 may be operational with numerous
other general purpose or special purpose computing system
environments or configurations.

The network node 10 may be described in the
general context of computer system-executable instruc-
tions, such as program modules, being executed by a com-
puter system. Generally, program modules may include rou-
tines, programs, objects, components, logic, data struc-
tures, and so on that perform particular tasks or implement
particular abstract data types. The network node 10 is

shown in the form of a general-purpose computing device.
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The components of network node 10 may include, but are not
limited to, one or more pProcessors or processing units
1215, a system memory 1220, and a bus 1216 that couples
various system components including system memory 1220 to
processor 1215.

Bus 1216 represents one or more of any of sev-
eral types of bus structures, including a memory bus or
memory controller, a peripheral bus, an accelerated
graphics port, and a processor or local bus using any of a
variety of bus architectures. By way of example, and not
limitation, such architectures include Industry Standard
Architecture (ISA) bus, Micro Channel Architecture (MCA)
bus, Enhanced ISA (EISA) bus, Video Electronics Standards
Association (VESA) local bus, and Peripheral Component In-
terconnect (PCI) bus.

Network node 10 typically includes a variety
of computer system readable media. Such media may be any
available media that is accessible by network node 10, and
it includes both veolatile and non-volatile media, removable
and non-removable media.

System memory 1220 can include computer system
readable media in the form of volatile memory, such as
random access memory (RAM) 1221 and/or cache memory 1222.
Network node 1210 may further include other removable/non-
removable, volatile/non-volatile computer system storage
media. By way of example only, storage system 1223 can be
provided for reading from and writing to a non-removable,
non-volatile magnetic media (not shown and typically called
a "hard drive"). As will be further depicted and described
below, memory 1220 may include at least one computer pro-
gram product having a set (e.g., at least one) of program
modules that are configured to carry out the functions of
embodiments of the invention.

Program/utility 1230, having a set (at least
one) of program modules 1231, may be stored in memory 1220

by way of example, and not limitation, as well as an oper-
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ating system, one or more application programs, other pro-
gram modules, and program data. Each of the operating sys-
tem, one or more application programs, other program mod-
ules, and program data or. some combination thereof, may
include an implementation of a networking environment. Pro-
gram modules 1231 generally carry out the functions and/or
methodologies of embodiments of the invention as described
herein. Program modules 1231 may carry out in particular
one or more steps of a computer-implemented method for
performing inter-subnet communication including a consen-
sus protocol in a distributed network, e.g. of one or more
steps of the methods as described above.

Network node 10 may also communicate with one
or more external devices 1217 such as a keyboard or a
pointing device as well as a display 1218. Such communica-
tion can occur via Input/Output (I/0) interfaces 1218.
Still yet, network node 10 can communicate with one or more
networks 40 such as a local area network (LAN), a general
wide area network (WAN), and/or a public network (e.g.,
the Internet) via network adapter 1241. According to em-
bodiments the network 1240 may be in particular a distrib-
uted network comprising a plurality of network nodes 10,
e.g. the network 100 as shown in FIG. 1. As depicted,
network adapter 1241 communicates with the other components
of network node 10 via bus 1216.

Aspects of the present invention may be embod-
ied as a system, in partidular a distributed network com-
prising a plurality of subnets, a method, and/or a computer
program product. The computer program product may include
a computer readable storage medium (or media) having com-
puter readable program instructions thereon for causing a
processor to carry out aspects of the present invention.

The computer readable storage medium can be a
tangible device that can retain and store instructions for
use by an instruction execution device. The computer read-

able storage medium may be, for example, but is not limited



WO 2022/069035 PCT/EP2020/077414
37

to, an electronic storage device, a magnetic storage de-
vice, an optical storage device, an electromagnetic storage
device, a semiconductor storage device, or any suitable
combination of the foregoing. A computer readable storage
medium, as used herein, is not to be construed as being
transitory signals per se, such as radio waves or other
freely propagating electromagnetic waves.

Computer readable program instructions de-
scribed herein can be downloaded to respective c¢compu-
ting/processing devices from a computer readable storage
medium or to an external computer or external storage de-
vice via a network, for example, the Internet, a local area
network, a wide area network and/or a wireless network.

Computer readable program instructions for
carrying out operations of the present invention may be
assembler instructions, instruction-set-architecture (ISA)
instructions, machine instructions, machine dependent in-
structions, microcode, firmware instructions, state-set-
ting data, or either source code or object code written in
any combination of one or more programming languages.

Aspects of the present invention are described
herein with reference to flowchart illustrations and/or
block diagrams of methods, networks, apparatus (systems),
and computer program products according to embodiments of
the invention.

Computer readable program instructions accord-
ing to embodiments of the invention may be provided to a
processor of a general purpose compuﬁer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other pro-
grammable data processing apparatus, create means for im-
plementing the functions/acts specified in the flowchart
and/or block diagram block or blocks. These computer read-
able program instructions may also be stored in a computer
readable storage medium that can direct a computer, a pro-

grammable data processing apparatus, and/or other devices



WO 2022/069035 PCT/EP2020/077414
38

to function in a particular manner, such that the computer
readable storage medium having instructions stored therein
comprises an article of manufacture including instructions
which implement aspects of the function/act specified in
the flowchart and/or block diagram block or blocks.

The computer readable program instructions may
also be loaded onto a computer, other programmable data
processing apparatus, or other device to cause a series of
operational steps to be performed on the computer, other
programmable apparatus or other device to produce a com-
puter implemented process, such that the instructions which
execute on the computer, other programmable apparatus, or
other device implement the functions/acts specified in the
flowchart and/or block diagram block or blocks.

The flowchart and block diagrams in the figures
illustrate the architecture, functionality, and operation
of possible implementations of networks, systems, methods,
and computer program products according to various embod-
iments of the present invention. In this regard, each block
in the flowchart or block diagrams may represent a module,
segment, or portion of instructions, which comprises one
or more executable instructions for implementing the spec-
ified logical function(s). In some alternative implementa-
tions, the functions noted in the block may occur out of
the order noted in the figures. For example, two blocks
shown in succession may, in fact, be executed substantially
concurrently, or the blocks may sometimes be executed in
the reverse order, depending upon the functionality in-
volved.

While above and in the annex there are shown
and described presently preferred embodiments of the
invention, it is to be distinctly understood that the
invention is not limited thereto but may be otherwise
variously embodied and practiced within the scope of the

claims.
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Annex with protocol details

In the following a detailed embodiment of a non-intersctive distributed key
generation and key redistribution protocol with forward secrecy according to an
embodiment of the invention is described in detail.

1 Technical background

1.1 Notation

In the following we write y := z for assigning y the value x. Sampling from a
probability distribution, we write y « D. When D samples uniformly at random
from a set S, we write y - 5. For repeated independent and uniformly random
sampling we write y1,...,¥n ¢ 9. In practice, sampling will not be uniformly
random but instead pseudorandom done through the use of a pseudorandom
number generator, which will work fine in instantiations of our protocol.

Let A be an algorithm, which may be randomized. We write y ¢ A(z) for
assigning y the output of A running on input z. If the algorithm is deterministic
there is only one possible output, and we will sometimes write y := A(z). We
may also think of a randomized algorithm as a deterministic computation based
on the input z and some randomness r, in which case we can write y := A(z;7).

We write AT for an algorithm that has access to an oracle H, which may be
thought of as a subroutine. The oracle provides some interface to the algorithm
to which it can send an input and get back an output from the oracle. If for
instance H is a hash function, we can write 47 for an algorithm that can call
the hash function on a message and get back a message digest.

Many protocols depend on parameters, e.g., a hash function may have output
length A = 256. In general we use A to denote a parameter that indicates the
size of an object, e.g., A could be the bit-length of an integer e. It depends on
the setting whether it is more natural to consider a value a parameter that is
implicitly known to all and part of the setup of a protocol, or whether it is more
natural to give it as explicit input to algorithms.

1.2 Fields, groups and pairings

We write Z, for integers modulo p. In this article, p will always be a known
prime and therefore Z, is a finite field (also sometimes written Fp). Z, comes
with a canonical representation of field elements as integers 0,1,...,p — 1 and
accordingly there are efficient algorithms to compute the field operations. We
write Zy, for the multiplicative subgroup of the field, i.e., {1,...,p—1}. We write
y = x mod p for assigning to y the canonical representation of x modulo p.

We write G for a group of known prime order p. All prime order groups are
eyclic, so using multiplicative notation G = {1,4%,...,g7"*} for some generator
g, where the unit is 1 = ¢°. When we refer to groups we always assume they have
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known prime order, a canonical and compact representation of group elements,
and efficient algorithms to compute group operations and decide membership.

We use pairing-based cryptography, where we have two source groups G, G
and a target group G of known prime order p. A pairing (in cryptographic par-
lance, deviating from standard mathematical terminology) is a non-degenerate
bilinear map e : G; x Gy — Gr. This means if g1, g2 are generators of G, Gy,
when e(g1,g2) generates Gr and for all a,b € Z,, we have e(gf, g5) = e(g1, 92)%.
We require that the pairing be efficiently computable.

In embodiments, we instantiate the pairing groups using BLS12-381 where
the group order p ~ 2255, The source groups are elliptic curves over a field of
size ¢ = 295! and the target group is an order p multiplicative subgroup of Fy.,.
But one can also make other choices of groups with pairings.

1.3 Hash functions and extendable output functions

We rely on cryptographic hash functions to compress data. A standard crypto-
graphic hash functions is an efficiently computable function H : {0, 1}* —= {0, BT
that takes arbitrary length input and maps it to a A-bit string, where X is a fixed
value. An example is SHA-256, which hashes arbitrary input into 256-bit strings.

We will not just hash to fixed length outputs though. We therefore write
Hy : {0,1}* — {0,1}* for a function that maps arbitrary length input to a
string of specified length \. We also sometimes map into a group and write
Hg :{0,1}* — G for a function that maps into the group G. And we may map
into a field, which we write as Hg, : {0,1}* — Z,. When the codomain is clear
from context we will often omit it and simply write H instead of e.g. Hz,.

There are known technique to convert regular hash functions to hash func-
tions with particular output domains. For instance to get a hash function H :
{0,1}* — Z, apply a hash function such as SHA256 to the input x giving you a
256-bit value A. Use 3 PRNG, e.g. ChaCha20 to extend the message digest h to
Ip| + 256 bits r. Then return y = » mod p.

1.4 Shamir secret sharing and Lagrange interpolation

According to embodiments, a linear secret sharing scheme such as Shamir se-
cret sharing can be used to share the secret key of a signature scheme. In this
subsection we detail Shamir secret sharing and Lagrange interpolation.

Threshold secret sharing enables a dealer with a secret s to create shares
$1,...,5, such that any ¢ shares suffice to compute the secret s, while ¢ ~ 1
shares reveal no information about the secret.

Shamir secret sharing (Adi Shamir: How to Share a Secret. Commun. ACM
22(11): 612-613 (1979)) is a popular secret sharing scheme for secrets in a field
Z,. The idea is to choose a random degree t — 1 polynomial a(z) such that
a(0) = 5 and let the shares be sy = a(1),...,8, = a(n).! The idea behind

! It is straightforward to generalize Shamir secret sharing to use any n + 1 distinct
indices in Z, for the secret and the n shares, and our constructions can easily be
extended to do so, but for simplicity we just use the indices 0,1, ..., 7n in this annex.
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this secret sharing is that any ¢ distinct points on a degree ¢ — 1 polynomial
uniquely determines it and allows reconstruction of the secret. On the other
hand, given t—1 distinct points (with non-zero 2-coordinate) there are p possible
polynomials through them, each yielding a different secret, so they do not give
any information about the secret.

To describe Shamir secret sharing formally, let us first define the Lagrange
interpolation polynomials over Z,. Given aset I = {i,...,4;} of distinct indices
and an index i; € I, we define

T —1

ij (z) = mod p.

i —1
i€ {iz} 7

We observe, that all the Lagrange polynomials have degree t — 1 and satisfy
ij(u) =1for k= j and L;,(i;) = 0 for k # j. Consequently, given points and
shares (i1,a(é1)),. .., (i1, a(i;)) on a degree t — 1 polynomial a(z), we see

a(z) = Z Lf)_ (z)a(i;) mod p.

i€l

With a secret sharing where s;, = a(i1),..., S, = a(i;) this means the shared
secret s = a(0) can be reconstructed as

s = Z ij (0)ss; mod p.

el

Which gives us the following algorithms for an (n,t)-Shamir secret sharing:

Share(n, t,s) = ($1,...,5,): Given s € Z;, set ag := s. Pick a1,..., 611 & Z,
and define a(z) = Z,tc;t agz® mod p. Return (sy,...,8,) = (a(1),...,a(n)).

Reconstruct(l, s;,, ..., 8;,): Givenaset I of distinct indices 1 <43 <... <z <n
and shares s;,,...,5;, € Zp return

§ = Z Lfl, (0)s;; mod p.
i€l

Suppose now we want to convert an (n,t)-Shamir secret sharing of a secret
s into an (n/,#')-Shamir secret sharing of the same secret s. In embodiments
of our invention, a redistribution protocol gets input from ¢ dealers holding the
original shares does this and outputs the new shares to n’ receivers. The idea
is that dealer i creates an (n/,t’) secret sub-sharing of her secret share s;. Then
we give these n’ sub-shares to the receivers. The idea can be expressed in the
following redistribution scheme:

Setup: Assume s1,...,S8y, is an (n,t)-secret sharing of s € Zj,.
Reshare(n’,t,s;) : Return (s;,1,...,8i,ns) ¢ Share(n’, ', ;).
Combine(I, i, 5, .., i,,5): Return s = Reconstruct(Z, si; j, ..., 8i,,5)-
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The important property is for all 1 < # < n' and index sets I of size t and J of
size ' we have

fori €l (sijy,...,5i;, )  Reshare(n’,t', 5;)

Py {for j € J: &} ¢ Combine(l, 5, j, .-, 84,,5) 18 =s] =1
L A

s’ + Reconstruct(J, s}, ..., $},)
A key observation to see this is true is that Lagrange interpolation is linear.
The original secret shares can be recombined using Lagrange interpolation to
reconstruct the secret. But applying the same reconstruction procedure to the
sub-shares also yields a secret sharing of the same secret. The receivers, provided
they know the indices of the dealers, can therefore locally reconstruct (n',t')-
shares of their new shares using Lagrange interpolation. To see this, we calculate:

o = Z LI (0)s}, = Z L7 (0) (}: Lfk(o)sik,ﬁ)

Je€d Je€J ix €l

= Z L,{k(O) Z Lﬁ{;(o)sik,jc = Z L{k (O)Sik =8

ix€l je€d k€l

There are redistribution schemes that work for special cases, for instance
if the set of dealers is the same as the set of receivers, the can instead jointly
create a secret sharing of 0 and add it to their existing shares, to get a fresh (n, t)-
secret sharing. Or they can increase the threshold by adding an (n,t + 1)-secret
sharing of 0 to their shares. A redistribution scheme according to embodiments is
general and may handle all cases, but can be extended to incorporate existing
special case handling for greater efficiency.

Secret sharing poses a problem for the receiver: did she get a correct share?
The dealer may give her a bad share. The dealer may even distribute 'shares’ that
do not correspond to a real dealing. Feldman (Paul Feldman: A Practical Scheme
for Non-interactive Verifiable Secret Sharing. FOCS 1987: 427-437) proposed
verifiable secret sharing to deal with this problem. His scheme uses a group G
of order p. The dealers distributes shares together with public group elements
Ap=g",..., Ai_1 = g%, Receiver ¢ is supposed to get share s; = a(¢), which

can now be checked since if the secret sharing is correct we should have

t—1
g = [] AL = gDz = g,
k=0

Most verifiable secret sharing schemes use related ideas. They then let the re-
ceiver issue a complaint in case her share is wrong. Having a complaint phase
means there is interaction with the receivers. The  key redistribution protocol
according to embodiments avoids interaction with the receivers and there is no
interaction with dealers either.
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1.5 Bulletin board - authenticated broadcast

According to embodiments, nodes communicate over a bulletin board. Here we
define the properties of a bulletin board also known as an authenticated or-
dered broadcast channel. We have a set of dealers and a set of receivers. Each
dealer constructs a message and broadcasts it (perhaps seeing a delay before it
is broadcast). Each receiver may read the transcript of all broadcast messages in
the order they were posted on the bulletin board (perhaps lagging a bit behind)
and from those extract her resulting secret shares.

1.6 Signatures

One application of key redistribution is the redistribution of shares of a public
verification key in a digital signature scheme. For completeness, we recap that
a signature scheme (KGen, Sign, SigVfy) is perfectly correct if for all m € {0, 1}*
we have

Pr[(vk, sk) « KGen; o « Sign(sk, m) : SigVfy(vk,m,0) = T] = 1.

For security purposes, one usually wants a signature scheme to be existentially
unforgeable against adaptive chosen message attack.

BLS signatures. As a concrete example of a signature scheme, BLS signatures
(Dan Boneh, Ben Lynn, Hovav Shacham: Short Signatures from the Weil Pairing.
J. Cryptol. 17(4): 297-319 {2004)) work as follows:

Setup: We assume parameters available to the participants include groups Gy, Ga, Gr
of known prime order p, generator gz of Go, and a pairing e : G1 x G2 — Gr.
They also include a hash function Hg, : {0,1}" — G;.

KGen: Sample sk « Z,, sct vk = g3*, and return (vk, sk)

Sign(sk,m): Return o + Hg, (m)**

SigVfy(sk,m,o): Check whether vk € Gz, o € Gy and e(Hg, (m),vk) = e(o, ga).
If all checks pass return T, else return L.

It is easy to see the BLS signature scheme is perfectly correct. BLS signatures
are also unique.

Uniqueness. A signature scheme is said to have unique signatures if there is at
most one valid signature on a given message satisfying the verification algorithm.
For all vk, m,o1,0, with SigVfy(vk,m,a:1) = T and SigVfy(vk,m, oa) =T it
must be the case that o1 = 9.

1.7 Threshold signatures

According to embodiments, the invention may be used to redistribute shares
of the secret key in a digital signature scheme. A threshold signature scheme
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enables a threshold of ¢ signers out of n potential contributors to come together
and produce signature shares for a message m. Given ¢ signature shares, they
can be combined to a digital signature on the message. We define the syntax
of threshold signatures by describing the constituent efficient algorithms below.
The threshold signature scheme takes parameters and keys as inputs. We will
later describe distributed key generation protocols for generating parameters and
keys, but here they are just taken for granted.

VKVfy(t, vk, shvky, ..., shuk,) — b: Deterministic algorithm that on a setup with
threshold ¢, a verification key vk, and share verification keys shvky, ..., shvk,
returns T if the setup is considered valid, and else returns L. It can only
return T if £,n are positive integers with t < n.

SKVfy(sk, shuk) —+ L: Deterministic algorithm that on a share-signing key sk
returns T if sk is considered a valid share-signing key with respect to share-
verification key shvk, and else returns L.

SigShare(sk, m) — sh: Deterministic or randomized algorithm that given a share-
signing key sk and a message m € {0, 1}* produces a signature share sh.

SigShVfy(shvk, m, sh) — b: Deterministic algorithm that given a share-verification
key wk;, a message m and a signature share sh retwrns T if the signature
share is to be considered valid, and else returns L.

SigShCombine(I, shi, ..., sh:) = o: Deterministic algorithm that takes a set I
of distinct indices 41 < ... < 4; and t signature shares shi,...,sh; and
combines them to a signature o.

SigVfy(vk,m, o) — b: Deterministic algorithm that given a verification key vk,
a message m € {0,1}* and a signature o returns T if the signature is to be
considered valid, and else returns L.

Correctness. The threshold signature scheme is perfectly correct if:

— VKVfy(t, vk, shvky, ..., shvk,) = Lift ¢ {1,...,n}

— Valid share-signing keys produce valid signature shares. For all sk, shvk,m
where SKVfy(sk, shvk) =T

Pr[sh + SigShare(sk,m) : SigShVfy(shvk,m,sh) = T] = 1.

— Combining valid shares for a threshold of distinct indices yields a valid signa-
ture. For all vk, shvky, . .., shvkn, I, shy,, ..., shy,, m where VKViy(t, vk, shvky, . . ., shvky) =
T, I is aset of ¢ distinct indices 4 < ... < 3; < n and SigShVfy(shvk;, m, sh;) =
T,foralliel

Pr[o + SigShCombine(I, shs,, ..., shs,) : SigVfy(vk,m, o) = T} = 1.

Uniqueness. The unique signature property can be defined as for standard
signatures schemes as it only depends on SigVfy.
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BLS threshold signatures, According to embodiments, the invention may
be used to redistribute shares of the secret key in BLS signatures and associ-
ated key material in BLS signatures. We now describe BLS threshold signatures
(Alexandra Boldyreva: Threshold Signatures, Multisignatures and Blind Signa-
tures Based on the Gap-Diffie-Hellman-Group Signature Scheme. Public Key
Cryptography 2003: 31-46). We reuse the signature verification algorithm from
standard BLS signatures but enable a situation where the secret key is secret
shared into multiple secret share-signing keys. These share-signing keys can pro-
duce signature shares, and given enough signature shares they can be combined
to a signature. The following algorithms can therefore be seen as a replacement
of the signing algorithm, while we do not describe key generation here.

Setup: The parameters available to participants include groups Gy, Gz, Gr of
known prime order p with a pairing € : G; x G2 — G7 and generators g1, g2
for G1, Gg. The parameters also include a hash function Hg, : {0,1}* — G;.
VKVFy(t, vk, shvki, . .., shvk,): Check t € {1..n] and vk, shuki, . .., shvk, € Go.
Set shwkp := vk and [ = {0,...,t —1}. For j =t,...,n check whether
shvk; = Hka'm),
i€l

Return T if all checks pass, else return L.
SKViy(sk, shuk) : If sk € Z,, and shuk = g§* return T, else return L.
SigShare(sk, m) : Return
sh = Hg, (m)**.
SigShVfy(shvk, m, sh) : Check shuk € Gg and sh € G1. Check whether e(Hg, (m), shvk) =
e(sh, ga). Return T if all checks pass, else return L.
SigShCombine(!, shvki,, ..., shi,): Parse I as a set of distinet indices 43 < ... <
iz and shy,, ..., sh;, as elements in Gy. Return

o= Hshf’{(ﬂ).
i€l
SigVfy(vk,m,0): Check whether vk € Gg, 0 € Gy and
e(Hg, (m), vk) = e{o, g2).
If all checks pass return T, else return L.

Here the secret key is the discrete logarithm of vk and the shares of the thresh-
old signers are the discrete logarithms of shuk;. The group elements vk and
shvky,...,shvk, are associated public key material. In SKVfy, sk is a secret
share of the secret key and shvk matching associated key material for the secret
share.
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1.8 Concrete parameter choices

According to embodiments, there are many ways we can choose parameters of
our protocol for non-interactive key redistribution. One possibility for the reader
who wants to consider concrete values when reading the following sections is:

— Security parameter A = 256

— BLS12-381 has p = 2%°

— Number of share holders n = 28

— Threshold ¢ = 10

~ Honest chunk size B = 216

— Number of chunks we split a field element into m = 16 satisfying B™ > p
— Number of challenges in chunk proofs £ = 16

— Challenge space in chunk proofs E = 2[2/£] = 916

— Combined input size in chunk proofs § = nm(E — 1)(B - 1) = 24

— Total range in chunk proofs Z = 269 = 246

2 Public-key encryption schemes

According to embodiments we use a novel CCA-secure multi-receiver public-
key encryption scheme with forward secrecy. Here we explain step by step the
construction of such an encryption scheme.

One object is to present a distributed key generation and key redistribution
protocol to maintain individual nodes’ threshold shares of the signing key. In an
embodied  protocol, nodes will need long-term public encryption keys since we want
to minimize interaction and we encrypt shares to individual nodes. Other
participants can throughout the node’s life use this public key to encrypt messages
to the node.

In the key redistribution protocol, the node will receive multiple messages. The
protocol is resilient towards attack, we assume some of the messages maybe
maliciously generated. It is therefore prudent to aim for security againstchosen
ciphertext attack. Moreover, since the key is in long-term use there isa risk that
the node will be compromised and the decryption key be revealed. Embodiments
take defensive action by using an encryption scheme with forward secrecy. Forward
secrecy means dividing time into epochs and encrypting messages to aspecific epoch.
The node correspondingly updates its decryption key to matchthe current epoch
and deletes decryption keys for old epochs. This way, even ifthe node is
compromised, it cannot deerypt an old ciphertext for a past epochso we reduce the
information the adversary may learn.

Embodiments encrypt threshold shares of the signing key to multiple shareholders.
Accordingly  a multi-receiver encryption scheme that allows us to encrypt
multiple messages to a group of receivers in one ciphertext is advantageous. In this
section, we build step by step a novel multi-receiverpublic-key encryption schemethat is
indistinguishable under chosen ciphertextattack and has forward secrecy.
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2.1 Binary tree encryption

According to embodiments, we can use binary tree encryption. In BTE the pa-
rameters specify a binary tree of height A\.2 The encryption algorithm takes a
plaintext and encrypts it to a leaf in the tree. To each leaf may be associated a
decryption key, and a holder of that decryption key can recover the plaintext.
There are also decryption keys associated with internal nodes. A decryption key
for an internal node lets you derive a decryption key for any children of that
node. This means, if you have the decryption key for the root you can derive
decryption keys for all leaves. But if you do not have the decryption key for the
root, you can only decrypt ciphertexts pertaining to leaves in the subtrees of the
decryption keys you hold.?
A BTE scheme has the following efficient algorithms:

Setup: The parameters specify a message space M and and height A for a binary
tree. We will write a path to a node in the tree as ... 7 with £ < X and
for a leaf £ =X

KGen — (pk,dk): Randomized key generation algorithm that produces a public
key and a decryption key for the root of the tree

KVfy(pk) — b: Deterministic key verification algorithm that returns T if the
public key is considered valid, and otherwise returns L

Derive(dkr,...7e_y,7¢) =+ dkry,... 7.): Randomized update algorithm that given a
decryption key for the node 71 ...7¢—; and a bit 7y returns a decryption key
for the node 71...7.. If £ > A or 7z ¢ {0,1} or something else goes wrong
the derivation algorithm returns L.

We will throughout the paper use the convention that dk is a decryption key
and dk;, . 5, is & pair (71,...,7¢, dk) that explicitly indicates the decryption
key’s intended node 7y ... 7y

Enc(pk,m,1,...,7\) — ¢t Randomized encryption algorithm that given a pub-
lic key, message and a leaf returns a ciphertext (or L in case of failure, e.g.,
if one of the inputs is malformed)

Dec(dk-,,....r,,c) — m: Deterministic decryption algorithm that given a cipher-
text and decryption key for a leaf returns a plaintext m € M or 1L in case
of error.

Construction.

Setup: The parameters specify a message space M = [—R..S] C Z, that is small
enough to be searched by brute force, group elements fy, fi,..., f,h € G2
and a tree height A.

KGen — (y,dk): Pick = ¢ Z, and compute y := g7. Pick p < Z, and let
dk = (g{, 95 f§, J£, ..., 1§, hP). Return (y, dk).

? Larger branching factors are possible and give a modest performance improvement
at the cost of greater complexity in defining and describing BTE.

3 Binary tree encryption JCHKO7] is related to hierarchical identity-based encryption
but in HIBE identities can be arbitrary strings, while here we have a very small
"identity" space.



WO 2022/069035 PCT/EP2020/077414
48

KVfy(pk) — b: If pk =y € Gy return T else return L
Detive(dkr, .,.rp—1,7e) = dky,..r,t Given

Boryompy = (T4 Too1,00 0, dys€) € {0,117 x Gy x Gy~ H+2

and 7; € {0,1} pick § ¢ Z;, and return
[

dhry.ory o= (11 1eya- g0 df - (fo [ [ £7) des - flynse s fRoe-hO).
i=1

Enc(y,m,71...7a) —+ c: Giveny € Gy,m € M,7r...7\ € {0, l})‘ pick 7,5 < Z,

and return N ,
ci= (y”g;”,g;',gf, (foH‘ff") h:‘)
i=1

Dec(dk,...r,c) — m: Parse

dkry.ro = (11, T gy bye) € {0,1} x Gy x G

and c = (C, R, S, Z) € GIxGs. Assert e (R, ATl f[")-e (8,h) = e (g1, Z).
Compute

M= e(cv 92) ° B(R, b)_—l ! 6((1, Z) ' 6(57 6)71‘
Search for m € M such that M = e(gy, g2)™. If everything succeeds return
m, else return L.

2.2 Multi-receiver binary tree-encryption

According to embodiments, in a multi-receiver BTE scheme the sender has mul-
tiple plaintexts to address to different receivers. Reuse of randomness in a multi-
receiver encryption scheme makes it more efficient than parallel repetition of a
single-receiver encryption scheme. Multi-receiver BTE has the following efficient
algorithms:

Setup: The parameters specify a message space M and a height A for a tree with
2% leaves. We will write a path to a node in the tree as 71 ...7¢ with £ < A
and for a leaf £ = A

KGen — (pk,dk): Randomized key generation algorithm that produces a public
key and a decryption key for the root

KVfy(pk) — b: Deterministic key verification algorithm that returns T if the
public key is considered valid, and otherwise returns L

Derive(dky, .. rp_yyTe) = dkry. .r,): Randomized update algorithm that given a
decryption key for the node 7y ... 7y returns a decryption key for the node
TL...TeTe.

Enc(pki,m1,...,Pkn, Mn, 71 ... Tx) = ¢: Randomized encryption algorithm that
given public keys and messages addressed to their owners and a leaf returns
a ciphertext (or L in case of failure, e.g., if one of the inputs is malformed)

Dec(i, dky, .7y, ) — m: Deterministic decryption algorithm that given a cipher-
text, an index to decrypt and a decryption key for a leaf returns a plaintext
m € M or L in case of error.
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Construction. We now give a construction of a novel multi-receiver BTE
scheme used in embodiments. Qur construction is almost the same as for a single
receiver, except we use the same randomness r, s to encrypt to multiple public
keys. To prove the BTE to a group scheme is secure, we want to reduce it to the
security of the single receiver BTE scheme. For the security proof to work, this
means that from a single receiver ciphertext we need to simulate an extension to
a multi-receiver ciphertext, and for this we need to know the discrete logarithm
of the public key. We therefore add to each public key y; a proof of knowledge
of the discrete logarithm.

Setup: The parameters specify a message space M = [—R..5] C Zj that is small
enough to be searched by brute force, group elements fy, f1,-..,fx,h € G2
and a tree height A.

They parameters also provide a setup for a simulation-extractable NIZK
proof of knowledge of a discrete logarithm (TBD: add details for the NIZK
of dlog).

KGen — (pk,dk): Pick x ¢+ Z, and compute y := gf. Generate a proof of knowl-
edge of the discrete logarithm  as m ¢ Provegiog (y; %) and set pk = (y, 7).
Pick p <& Z,, and let dk == (g, g% f5, f{,..., [{, h*). Retwrn (pk, dk).

KVfy(pk) — b: Parse pk = (y, 7). If y € Gy return PVfy,,(y, ), else return 1

Derive(dkr,...r,_,,T¢) —+ dkr,..rpt Given

hrymp s = (71 Tee1, @ byde, . dyse) € {0,171 X Gy x Gy~

and a bit 7 pick § ¢+ Z, and return
‘
dhiry r = (1orryae gl b dit (o [L 70 des - fyrsen - £, e 1),
i=1

Enc(pky,ma, ..., Pkn, My, 71 ... T5) = ¢ Given inputs pk; = (i, ™) with y; €
Gy and m; € M and 7.7y € {0,1}* pick r, s - Z, and return

A T
ci= (MW%---&M"&LQ? (fonf) hs)
=1
Dec(i,dky, .. .r,, €) = m: Parse

dkry..ry = (11... 72,0, b €) € {0, 1]»A x G1 X G%

and ¢ = (C1,...,Cn,R,S8,Z) € G x Gy. Assert e(R,fOszlfgi) .
e(S,h) = e(g1, Z). Assuming ¢ € [1..n] compute
M = e(Cy, g2) - e(R,b)" ! - ela, Z) - e(S, €)™ L.

Search for m € M such that M = e(g1, g2)™. If everything succeeds return
m, else return L.
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2.3 Multi-receiver tree-encryption with message space Z,

If m ¢+ Z, it is infeasible to compute the discrete logarithm of M = e{g1, g2)™
and decryption takes too long time. The natural solution is to use chunked
encryption. Take m and write it as m = Z;n:l m; B9~ with chunks m; € [0..B -
1] where the bound B on the chunk size is small enough to make it possible to
brute-force search through [0..B — 1] (in embodiments we use Small-step Giant-
step to save on the cost).

Let us formally write down the details of the multi-receiver BTE scheme
for message space Z; building on a BTE to a group scheme for message space
[-R..S1.

Setup: The parameters include the setup for the basic multi-receiver tree-encryption
scheme and positive integers B, m such that [0..B~1] C [-R..S]andp < B™.

KGen' — (pk,dk): Return (pk,dk) + KGen

KVFy'(pk) — b: Return KVfy(pk)

Derive' (dk, . 7y, 7e) — dk's Return Derive(dkr,,...,r_y»7e)

Enc’(pk1, M1, ..., PhnyMon, 71, .., Ta) = ¢t Given my,...,my € Z, chunk them
into pieces m;; € [0..B — 1] so that m; = Z;”:l m; ;B Forj =1,..,m
set ¢; « Enc(pky,m1j, ..., Pkn, M5, 71, .+, TA). Return ¢’ = (c1y v sCm)

Dec'(i, dkr,,...ms,¢) = m't Parse ¢’ = (c1,...,¢m) and for j = 1,.... m compute
my ; + Dec(i,dk,1,...,7x,¢;). If any mn; = L return L, else return m! =
T , L j~—1
2 j=1may BT mod p

Let us write out the full encryption algorithm with some rearrangement of
the group elements in order to observe that the encryption process and resulting
ciphertext can be split in two parts. The first part depends on the plaintexts and
the second part depends on the leaf (and both parts depend on the randomness).
We also write out the decryption algorithm in order to observe that the second
part of the ciphertext is unique given the first part and the leaf.

Enc(pky, ™1, ... Phny Min, T1 ... Ta) = ¢ = (€1, ¢2): Pick r1,81,. 00, Tm, Sm ¢ Zyp
and compute ¢; = Ency(pk1, M1, ..., Pkn, MuiT1,81, -, Tm, 8m) and ¢g 1=
Enca(T1,. .., 7A; 71,81, - -, 'm, Sm) Where

~ Ency(pk1,m1, ..., pkn, mn;T, 5) first parses pky, ..., pkn a8 pki = (y;, ™)
with y; € Gy and chunks ma,..., 7y, € Z, 85 m; = Z;-n:lmi,jBf“l
using chunks m; ; € [0..B — 1],
2
It returns ¢; = (Ci1,-..,Cnms Biseo oy R,y S1,....8m) € G¥(m+ ),
where
Cij=ulgi™ Rj=g¢  S=g7

— Encol(Ti, . oy TA3 71, 815+« « s T, Sm) 00 7, ..., A € {0,1} returns ¢y =
(Z1,...,2Zm) € G, where

A i
2= (fo Hff) .
i=1
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Return ¢ := (c1, ¢2) if everything worked. If ¢; = L or ¢ = L, the encryption
algorithm instead returns c:= L.

Dec(i, dkry...ry,€) = m: Parsec= (c1,¢2) and ¢y = (C11,.--,Crpny R1, ooy By 51, -+, Sm) €
G?‘"LH) and ¢; = (Z1, ..., Zm). Check that for all j = 1,...,m we have

A
elgr, Z;) = e(Ry, fo [ [ £7) - €(S;, ).

i=1

Assuming 1 < i < n parse dky,, o = (T1... Ty, a,b,€) € {0,1}* X Gy x G} as
in the tree-encryption to a group scheme for M = [-R..5]. Forj=1,...,m
compute

M; = e(Ciy,92) - e(R;,0) 7 - ela, Z;) - e(S, h) 7

and search for m; € [~R..S] such that M; = e(g1,92)™ . If everything

succeeds return m := Y- | m; B! mod p, else return L.

3

2.4 CCA-secure multi-receiver public-key encryption with forward
secrecy

A multi-receiver encryption scheme with forward secrecy consists of the following
efficient algorithms:

Setup: The parameters specify the message space M and a maximum number
of epochs T = 2*7

KGen — (pk, dko): Randomized key generation algorithm that produces a public
key and a decryption key for epoch 7 =0

KVfy(pk) — b: Deterministic key verification algorithm that returns T if the
public key is considered valid, and otherwise returns L

KUpd(dk,) — dk,+1: Randomized update algorithm that given a decryption key
for epoch 7 returns a decryption key for 7+ 1. If 7 + 1 = T it returns L
We will throughout the paper assume dk, implicitly defines the epoch 7 it
is intended for.

Enc(pki,my,-..,Pkn, Mn,7) — ¢: Randomized encryption algorithm that given
n public keys and messages together with an epoch returns a ciphertext (or
L in case of failure, e.g., if one of the inputs is malformed).

Dec(i, dk,s, ¢, 7) — m: Deterministic decryption algorithm that given a decryp-
tion key dk, for index i and a ciphertext for epoch 7 returns a plaintext
m € M or L in case of error. It always returns L in case 7 ¢ [+/.T — 1].

Construction. According to embodiments, we can use a novel CCA-secure
multi-receiver encryption scheme with forwards secrecy. It builds on the multi-
receiver tree-encryption scheme for Z, and we use the notation based on the
fact that the BTE encryption algorithm can be split into two parts, one that is
independent of the leaf and one that is independent of the plaintexts.
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Setup: The parameters specify the message space Z, and a maximum number
of epoch T = 2*7 and a hash function H : {0,1}* — {0,1}?#.

The setup includes group elements fo, ..., fr, h € Go for the tree-encryption
to a group scheme defined in the previous section, where A = Ar + Ag.

KGen — (pk,dkq): Pick x « Z, and compute y := g¥. Generate 1 + Proveqiog (¥, 7)
and let pk := (y, 7). Pick p « Z, and set dk := (g5, 9518, /1, ... f§, 7).
Let dko := (0,{dk}) and return (pk, dkq).

KVfy(pk) — b: Parse pk = (y,7) and if y € Gy return PVfyy,,(y, 7), else return
L

KUpd(dk,, ) — dk,41: Parse T =7y ..., 7\, in binary and dk; = (7, {dkr, .7 }ri..reeTss
where 7- is a minimal set of nodes such that their subtrees cover exactly the
leaves in [7..T' — 1] (7, has at most Ar nodes). Let 7;4; be the minimal
set of nodes whose subtrees cover the leaves [r + 1..T'— 1] and for all new
Ty...T¢ € Tr41 \ 77 derive a subkey dk,,. -,. Return

dkr+1 = (T +1, {dkﬁn-n}ﬂ--ﬁeé'ﬁr)

Enc(pki, m1,...,pkn, My, 7) — ¢ Parser = 7y ...7x, in binary. Pick 71, 81,.. ., 7m, Sm &
Zp and compute

c1 1= Ency(pky,my, . .., Phn, M3 71,81, oy Ty Sm)-
Compute Tapp1--. 7 = H{er, 7) and
¢y = Enca(T1, .- s TAIT1, 814 -+ Ty Sm)-

If everything succeeds return ¢ := (1, ¢2), else return L.

Dec(i, dky,c,7) — m: Parsec = (c1,c2) and 7 = 71 ... Ta,. Compute Topt1...7x ==
H{cy,7). Assuming 7 € [r'..T'~1] derive dkr, . , and return Dec(i, dk,, _,,¢).
If anything fails return L.

3 Non-interactive zero-knowledge proofs

3.1 NIZK proofs - background

We define a non-interactive zero-knowledge proof for an efficiently decidable bi-
nary relation R (which may depend on system-wide parameters) through three
efficient algorithms. We use the Fiat-Shamir heuristic to create NIZK proofs,
which means the prover uses a hash/extendable output function to create chal-
lenges in the proof.

Prove® (instance, witness) — #: Randomized algorithm that on an instance and
a witness returns a proof = (or error symbol L)

PnyH (instance, ) — b: Deterministic algorithm that on an instance and a proof
7 returns T if the proof is to be considered valid, and otherwise returns L.
If the verification algorithm gets L as input, whether in the instance, the
proof, or from the oracle, it returns L.

NIZK proofs satisfy standard correctness and security notions such as complete-
ness, soundness, zero knowledge; and depending on the situation stronger notions
such as simulation soundness and simulation extractability.
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3.2 Proof of discrete logarithm

In embodiments we use several NIZK proofs, one of which is a standard Schnorr
proof for knowledge of a discrete logarithm.

NIZK proof for knowledge of a discrete logarithm

Setup: Group G; of known prime order p with generator g;. A hash function
H:{0,1}* = Zy.
Instance: y € Gy
Statement: Knowledge of the unique discrete logarithm of y
Witness: = € Z, such that y = g
Prove” (instance, witness):
— Pick r ¢ Z, and compute a = g7
— Compute e := H(y,a)
— Compute z ;= ez + r mod p
— Let the proof be 7 = (a,z) € Gy x Zp
— Return 7 (and delete intermediate information created during proof)
PVHyH (instance, 7):
— Check that the instance and proof are correctly formatted with group
elements y,a € G; and field element z € Z,, as expected
— Compute e := H(y,a)
— Return T if all checks pass and

e z

ya=g,

else reject by returning L

3.8 Proof of correct secret sharing

According to embodiments, we use a novel NIZK proof of a correct secret sharing.
From a dealing (defined in the last section) anybody can compute combined
group elements

m m m
j 1 -1 51
rR=[[RF", a=]]cf . . co=1]cE;
i=1 i=1 g=1
These group elements uniquely define » € Z,, and s1,..., 8, € Z, such that R =
97,0 =y - g7*. The starting group elements from the dealing R;,C; ; can also

be written uniquely in terms of discrete logarithms R; = g7’ and Cy; = y;7 g7,

giving us the relationship » = 377, r;B77' and s; = Z;;l 83,789~

In a correct dealing, each s; = a(i) = ch;lo axi®. We now present an NIZK
proof for the statement that this equality holds for each 7 = 1,...,n. The idea
is to use the hash function to compute a challenge = € Z,, which we use to
compress the instance to

n N n N En
— 2t ot e ST
G'"HCL‘ —”?Ji 91 :
i=1 i=1
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If the statement is true, we have

n n t—1 =1 n

Zsiz" = Z ( akik> zt = Zak (Z ikxi)
i=1 i=1 \k=0 k=0 i=1

and if the statement is false, i.e., there is any s; # a(i), then there are at

most n possible values of « where the equality accidentally holds. After the

compression step we can therefore do a new Schnorr-style proof with a second

random oracle challenge z that the compressed s = Zfz 1 s;z® is identical to the

. "‘U)L
discrete logarithm of T}, (Hi;%) 4;?) .

NIZK proof for correct secret sharing

Setup: Groups Gi,G3,Gr of known prime order p with a pairing e : Gy x Gy —
G and with generators g1, g, e(g1, g2). Group element A € G\ {1}. A hash
function H : {0,1}* — Z,,.

Instance: yi,...,¥n € G1, Ao =¢5°,..., Aim1 = g5*~" and*

R:g’i ) Olzyi'gila ey Cn:y;g;“
Statement: The discrete logarithms in the instance satisfy for i =1,...,n
-1
8 = Z api® mod p
k=0
Witness: 1,381,...,5, € Zy satisfying s; = a(i), where a(i) = ZZ;%) ai® mod p
Prove™ (instance, witness):

— Compute z := H(instance)
— Generate random «, p ¢+ Z,, and compute

— Compute 2’ 1= H(z,F,A,Y)
— Compute

k(3
zp =1% + pmod p , 2, =2a Z st + ovmod p

i=1

— Let the proof be m = (F, A, Y, zr, 22) € G1 x G2 x Gy x Z2
— Return 7 (and delete intermediate information created during proof)

4 The instance just specifies the 2n + ¢ group elements, the exponents are not part
of the instance but uniquely defined by the group elements and indicated for later
reference.
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PVy (instance, ):

— Check that the instance and proof are correctly formatted with group
elements y1,...,Yn, R, C1,...,Co, B, Y € Gy, Ag,...,A¢1,A € Gy and
field elements z,, 2z € Zjp as expected

~ Compute z = H(instance) and =’ := H(z, F, A,Y)

— Verify
, t-1 S kg «
R* - F=g (HA;*””) A=gy
k=0
and

.

n . z N\ Zp
) +-i07 5
i=1

— Return T if all checks pass, else reject by returning L

According to embodiments, dealers act as provers in the NIZK proof for correct
secret sharing. The elements ay,...,a;—; are coefficients of a polynomial a(%)
defining a Shamir secret sharing chosen by the dealer. The dealer’s secret share
to be reshared is s = a(0) and s; = a(l),...,s, = a(n) are secret sub-shares.
The dealer provides associated key material Ag, ..., A;—1 that is related to the

Gt—1

secret sharing by Ao = ¢5°, ..., Ai_1 = gy

3.4 Proof of correct chunking

According to embodiments, we use a novel NIZK proof for correct chunkingin
a ciphertext. A dealer must provide evidence that it is possible to decrypt
ciphertexts in a dealing so the receivers can recover their shares of the signing key.
The ciphertexts we use in the dealings are for the most part publicly verifiable,
the only problem is that plaintexts are supposed to be chunked into small pieces
and to extract the chunks the receiver needs to compute discrete logarithms. A
receiver would therefore have a problem if the chunks it is supposed to extract
are too large. Hence embodiments provide an NIZK proof system that can ensure
all chunks are of modest size.

We start by observing that we need not consider the full ciphertexts, only
parts of them are critical for demonstrating that the encrypted chunks have cor-
rect size. Each receiver i sees a set of ElGamal ciphertexts (R1,Ci1),- . ., (Rm, Cim)

purportedly containing m chunks of her plaintext. We would like to show that

the ciphertexts are valid ElGamal encryptions to public key y; of modest size

plaintext chunks s;1, ..., 8;,m so the receiver can extract them and compute her
full plaintext s; = Z;n:l 8,871 mod p. Each ElGamal ciphertext (R;,Ci; )
can be uniquely written as (¢}7, v, g;*7), which can be decrypted to get g7"7. If
the dealer is honest, then s; ; € [0..B — 1] and the receiver can do a brute force
search for s; ;.

We want to avoid a dishonest dealer using s; j, which cannot be brute force
decrypted. We aim for a relaxed range-like proof, which will show there is a small
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A;; such that 4; ;s; ; belongs to a modest size range. This suflices to show s, ;
can be extracted, since the receiver can now do a brute force search for a suitable
A; ; that takes us inside the range. Due to the multiplicative factor A; ; and the
increase in the range, the brute force search is not as efficient as in an honest
dealing, but if there is modest difference between the ranges it is still feasible.
The idea behind the proof of correct chunking is to do many small chunking
proofs in parallel. Each of the sub-proofs has modest soundness but jointly they
leave the prover with a negligible chance of cheating. Each sub-proof will use a

challenge e 1,...,€n,m  [0.F — 1]. Taking the linear combination
n L n Z’IYI e P ZTI Zﬁ’l e s
€45 __ j=1 €i,375 il 2ag=1 €050,
[y =11w "9
i=1j=1 i=1

. . s S BT
we can derive the matching encoded randomness [17, R;"’ = g7 " for
n gim
) ) RS s
each y;, so we have a uniquely determined g;7”*™" Lim chdsid Now, we could

(without worrying about zero knowledge for the moment) ask the prover to reveal
2o = 3 1_y 3 1ey €i,3Si,5- 1l the prover is honest s;; € [0..B — 1] and therefore 2,
is in the range [0..5], where S > nm(E —1){(B—1). Now, what about a dishonest
prover providing z, € [0..5]7 Well, if the prover has ¢ > % chance of doing so,
then there exists for each (4,7) two sets of challenges (e1 1, .-, €, s €nm)
and (ey1,.. .,e;,j, .++senm) differing only in the (i,7) entry, where the prover
reveals z, and z. in the range [0..S]. If the prover is revealing the right z, 2,
this means (e5,; — €] ;)8ij = 3o sy it 5+ 5iyg7 = Do (oe o) Ehe g Si g* = Za ~ Zas
so (when wlog e;; > e/;) with 4;; = €;; — ef; € [LE ~ 1] we have that
Ay ;s ;) € [-S..5]. Repeating ¢ times, reduces the risk of fraud on entry (4,7)
toe< B4

The next question is how to force the prover in each parallel run, num-
bered k, to reveal the correct zs 5 = Y.y Z;rf__l €;,5,kSi,5. 1o verify this in a
communication-efficient manner, we use a challenge z to batch the £ parallel
runs together to show correctness of the z,;’s in one go.

We also have to avoid revealing the secret values in the witness. So we make
the proof zero knowledge by adding blinding factors oy, before revealing

n m
Zsk = E :; €;,4,kSi,5 + Ok-

i=1 j=1

Now, if o4 is too large though, we end up with z,; being too large, which
means we can 1o longer guarantee it is possible to do brute force search in the
exponent. On the other hand,.if oy is too small, perhaps it does not hide the
sum very well. To get around this problem we use rejection sampling. Consider
choosing o at random from [—S; Z — 1]. The resulting z; x belongs to the range
[-5;Z + S — 1]. We can split this range into two disjoint parts. In the range
[0..Z 1] the random choice of o makes each z, 3, equally likely, and in the other
part [-S;Z + S — 1]\ [0..Z — 1] each possible sum Y 7, 7 €i;8i; has the
same number of possible z, x’s it can hit when oy is added. So the idea is for
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the prover to check each z,x is within the range [0..Z — 1], and if not the prover
restarts the entire proof with fresh randomness and tries again. Restarting does
not leak information, since any sum Y i ; Z;’;l €;.4,k5i,; has equal probability
of resulting in a z,, outside the permitted range, and is invisible in the Fiat-
Shamir heuristic since it all happens locally on the prover’s side. The risk of
landing outside the range in run k is at most -*g—, which means over £ runs it is
at most QZ‘S— By choosing the parameter Z carefully, we can ensure the risk of
restarting is low enough that the prover on expectation has few restarts, yet also
the range [0..Z — 1] is small enough that A;;s;; € [1 — Z..Z — 1] can be found

by brute force when given gf #3803

NIZK proof for chunking

Setup: The parameters specify group G; of prime order p with generator g;.
The parameters include security parameter A and positive integers n,m,{,B,E, S, Z
such that E = 2%/4 § = nm(B — 1)(E — 1) and 245 < Z < p2~3¢
(Z = 28, or we can choose larger Z if we want to reduce rejection risk
below 1/2), and A, = nmf[A\/{].
They also include a hash function H : {0,1}* — Z, and a family of hash
functions Hy, : {0,1}* — {0,1}*.
Instance: Group elements in Gy
Yoo U By = 91 oo By = g7, Cog =40 68, i = 507"
The discrete logarithms are not part of the instance, but they are uniquely
determined by the group elements and indicated for later reference.
Statement: The discrete logarithms of the instance satisfy foralli=1,...,n
and j = 1,...,m that there is 4;; € [1; E — 1] such that

Aijsiye[l—2.Z2-1]
Witness: Discrete logarithms r1,...,7m, 81,1, .+, Sn,m € &y satisfying the con-
straint that all s;; € [0..B — 1]

Prove™ (instance, witness):
— Pick yo ¢+ Gy, 01,00 & [-S;Z2 = 1), B, .-, Be & Zy

— Compute
8
Bi=g , Ci=ufgl", ..., Be=gl* . Cr=yl'g7
— Query Hy, (instance, ¥, B1,Ch, . .., By, Cg), and parse the output as €1,1,1, .+, €mn,t €
(0.E—1]
— Compute
T e n £2
2= Y0 €1yt O e Zap= )Y eigusigtoe
i=1 j=1 i=1 j=1

and check whether they belong to the range [0..Z — 1]. If they do not,
pick fresh oy,...,00 ¢ [=8;Z — 1] and try again for a maximum of A
attempts. If A attempts fail, abort by returning 7 = L.
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— Pick 8q,...,0, < Zy
— Compute

Dy=g®, ..., Dp=g" | Y:I—_[yf"

— Query H(e11,1, s Enym,ts Zs,1s-- s 25,6 Doy, Dy, Y) to get z € Z,,

— Compute
m £ m L ¢
k & _ k
2p1 = Z Zelh,‘)krjm +61, ..y EZpp = ZZen,j,mm +6n, zZg= Zﬁkfﬁ +dp
j=1k=1 j=1k=1 k=1

— Let the proof be m = (yg, B1,C1, -+, Bty Ce, Doy oo, Dy Yo 2o,y Zsfy Ze1s e o5 Zrims 28)
— FErase all intermediate information created during the proof and return
k
PVfyH (instance, )
— Check that the instance belongs to G7™ ™™ and parse 7 = (1, ...,23) €
G%H’nr-’r? X Z£+n+l
— Check 2,1 ...,2,0 € (0.2 — 1]
— Compute ey,1,1,--.,€nm, and & by querying H as done by the prover

— Verify
m st N m 5 " £ .
g1 €15,k T T c=1En,5,kT — — B
HRJ'L R 'DlAglr ) ey ]:[Rj;h e 'Dn"gjrﬂv HBIJS 'DO’—gl
g=1 i=1 k=1
and
"
£ n m £ N n Zi "
€15,k 2" . Zp,i zg k=1 %3, kT
IV ITIIEs ) - IIee -y =TT ' s
k=1 \i=1j=1 k=1 i=1

— If all checks pass accept by returning T, else reject by returning L

4 Non-interactive distributed key generation and key
redistribution with forward secrecy

A distributed key generation protocol enables a set of parties to come together to
generate a public key together with shares of the secret key. The DKG protocol is
run by a set of dealers, and their goal is to generate a public key and provide a set
of receivers with matching secret shares of the secret key. The set of participants
that act as dealers and the set of participants acting as receivers may identical,
overlapping or disjoint.

Using our redistribution protocol on random secret shares chosen by the
dealers, we get a DKG protocol that is non-interactive, i.e., the dealers just
create and broadcast dealings and do not interact further with the receivers or



WO 2022/069035 PCT/EP2020/077414
59

each other. The receivers and other parties can combine public key material in
a set of broadcast dealings to get the public keys for the threshold signature
scheme. The receivers also retrieve their secret shares of the signing key from
the set of dealings. Beyond looking at broadcast dealings the receivers do not
interact with other participants.

When a public key has already been generated, we want to preserve it, but
redistribute a new secret sharing of the secret key. In this case, we assume the
dealers already have shares of the secret key, but they want to run a distributed
resharing protocol to provide a set of receivers with fresh shares of the secret
key. According to embodiments both possibilities exist; when the dealer wants
to create a fresh dealing they call the dealing algorithm with no input ’-* to
indicate they do not already have a share, while in redistribution they call the
dealing algorithm with their secret key.

Setup: The parameters specify a set of possible indices, which we for simplicity
will assume is [1..V] and a maximum number of epochs 7.

KGen — (pk,dko): Randomized key generation algorithm that returns a public
encryption key and a private decryption key initialized for epoch 7= 0.
KVfy(pk) — b: Deterministic key verification algorithm that returns T if the

public key is to be considered valid and L otherwise.

KUpd(dk.) — dk,.1: Takes as input a decryption key for epoch = (the decryp-
tion key uniquely determines the relevant epoch) and updates it to a de-
cryption key for epoch 7+ 1. In case the decryption key given as input is for
7 = T'—1, the update call returns L to indicate the epochs have reached the
limit.

Deal(?sk,t,pky, ..., pkn,7) = d: Randomized dealing algorithm that given a thresh-
old and a set of public keys with n < N produces a dealing for a given epoch.
It takes as optional input a secret key sk to be used in a redistribution dealing
and omits any secret key in a fresh dealing.

DVfy(?shuk, t, pk1, . . ., pkn, 7, d) — b: Deterministic dealing verification algorithm

that returns T if the dealing d is to be considered valid and L otherwise. It
takes as optional input a share verification key shvk. The intention is that
shuk can be included to test a redistribution dealing, while it is not included
when testing a fresh dealing.
It is natural to sanity check inputs, so we assume the dealing verification
algorithm can only return T on positive integers t < n < N and 7 € [0.7~1].
We also require the consistency property that inclusion of an optional share
verification key makes dealing verification as strict or stricter than dealing
verification without a share verification key.

VKCombine(t,n, I, d1, ..., de) — (vk,shvky,.. ., shvky): Deterministic algorithm
that given a set J of distinct indices 41 < ... < i and corresponding dealings
returns a public verification key vk and share-verification keys shvky, . .., shvk,.

VKVfy(t, vk, shvky, ..., shuk,) — bt Deterministic algorithm that given a thresh-
old t and a set of verification keys returns T if the keys are to be considered
valid, and otherwise returns L. The algorithm can only return T on positive
integers t <n < N.
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SKRetrieve(], dk,s, I, dy,. . .,dg, ) —+ sk: Deterministic algorithm that given a
decryption key, an index set I of size £, and matching dealings dy,...,d;
for an epoch 7 returns a secret share-signing key sk for a given index j.

SKVfy(sk, shuk) — b: Deterministic secret key verification algorithm that given
a secret share-signing key returns T if it is to be considered valid with respect
to a share-verification key shvk, and otherwise L.

Correctness. The protocol we construct will have the following correctness
properties:

— Key generation produces valid public keys
Pr[(pk, dko) + KGen : KVfy(pk) =T] =1

— Dealings made over valid public keys are valid. More precisely, if 1 < ¢ <
n < N and 7 € [0.7 — 1] and pky,...,pk, are valid public keys so that
KVfy(pk;) = T and SKVfy(sk,shvk) = T or alternatively (sk,shvk) =
(—,—) then

Pr{d + Deal(?sk,t,pk1, ... ,pkn,T) : DVfy(Tshuk,t, pky, ..., pkn,7,d) = T] = 1.

— Dealing verification is consistent. If DVfy(shvk,t,pk1,...,pkn,d) = T then
DVfy(—,t,pk1,...,Dkn, 7, d) = T.

— Valid dealings result in valid verification keys. If ¢, pk;, ..., pk,, 7 and deal-
ings di,...,de all satisfy DVfy(—,¢,pki,...,pkn,7,dr) = T and index set
I € [1..N] has size £, then

Pr (vk, shvki, ..., shvky,) +- VKCombine(t,n, I, dy, ..., d¢) 1] 1
VKVIy(t, vk, shvky,. .., shvky) =T -
- An honest receiver should be able to retrieve a valid secret key for herself
from a set of valid dealings. We define a retrieval adversary A’s advantage
to be

(pk, dko) « KGen; (4, I, pk1, . .., phn, di, .. ., dg, 7) + AP (pk, dkq)
(vk, shvky, ..., shuky) - VKCombine(t,n, I, dy, ..., d¢)
Pr sk + SKRetrieve(j, dk/, I, dy, ..., de,7) : ,
I ¢ [1.n] and |I| = £ and pk; = pk and all dealings are valid, i.e.,
DVfy(—,t,pk1,...,Pkn,7,d;) = T and 7" < 7, yet SKVfy(sk, shvk;) # T

where on each call to KUpd the oracle sets dkr+; := KUpd(dk,) and 7' :=
7/+1, and stops reacting to further calls once 7/+1 = T". The oracle responds
to the call by sending the decryption key to the adversary.’

® We assume all dealings operate with respect to the same target epoch. This can be
relaxed, it is conceivable the dealings are for different epochs, but the definitions
have to be tweaked a bit in that case.
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Verification-key preservation. The protocol preserves the verification key if

for positive integers t <n < N, ¥ < n’ < N, verification keys vk, shvky, ..., shvk,
with VKVfy(t, vk, shvk, . .., shvk,) = T, index set I containing iy < ...,% < n,

epoch 7 € [0..7 — 1], public keys pky, ..., pkn: and valid dealings dy, ..., d; with

DVfy(shvk;, ,t',pk1, ..., phw, 7, di) = T, we have

Pr[(vk’, shvkl, ..., shvkl,) + VKCombine(t',n',I,dy,...,ds) : vk’ = vk] = 1.
1 n

4.1 Construction.

According to embodiments, we have a non-interactive key redistribution proto-
col with forward secrecy. The protocol builds on the CCA-secure multi-receiver
encryption scheme with forward secrecy we described earlier, from which we
get the key generation, key verification and key update algorithms KGen, KVfy
and KUpd. In embodiments, the invention is used for BLS threshold signatures,
which use the VKVfy, SKVfy algorithms to verify the generated keys. We present
the full protocol in a self-contained manner here including those algorithms.

Setup: The setup includes groups Gi,Gg,Gr of known prime order p with a
pairing e : G1 X Gy — Gr and generators g1, g2, €(g1, g2). The BLS threshold
signature scheme uses a hash function Hg, : {0,1}* — G;.

The parameters define a maximal number of epochs T" = 2T and a bound
N < p defining the set of indices [1..N] the protocol may assign to partici-
pants, which means N is the maximal set of receivers we can have in a single

dealing.

The setup also specifies group elements fo, ..., fa,h € Gy, which are used
in our CCA-secure encryption scheme with forward secrecy. Implicitly the
group elements define a function f : Zz’} — Gy given by f(m,...,7\) =

fo- Hi;l f{* that we will make frequent use of.® As part of the parameters
for the encryption scheme there is a chunk size B > 2. We let m := [logg(p)],
which implies B™ > p. The encryption scheme makes use of a hash function
Hy, : {0,1}* — {0,1}*# and the parameter A should satisfy A = Ar + Ag.
The encryption scheme also uses a simulation-extractable NIZK proof of
knowledge of a discrete logarithm of an element in Gy.

The construction makes use of the simulation-sound NIZK proofs for correct
secret sharing and correct chunking that we presented in Section 3. The
NIZK proofs rely on a hash function Hz, : {0,1}* — Zj,. The NIZK proof for
chunking includes functions to compute additional parameters £, £, S, Z, A..
The NIZK proof for chunking also uses a family of hash functions H,, :
{0,1}* — {0,1}*<, where the length of the output A. may be chosen by the
user.

% The group elements fo,..., fo, h may be generated with a hash function Heetup :
{0,1}* = G3*? to convince third parties that we have nothing up our sleeve. In the
random oracle model, this gives us a set of random group elements (up to grinding).
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KGen — (pk,dkq): Pick & ¢ Z, and set
y = g7.

Construct a proof of knowledge of the discrete logarithm giog <~ Provediog (¥; z).
Set pk = (y, Tdiog)-
Pick p ¢+ Zj. Set

dk = (g8, g5 10, 1., FL,h*) € Gy x G3F?

and dkg := (0, dk).
Erase intermediate information and return (pk, dko).

KVfy(pk) — b: Parse pk = (y, Taiog) and if y € Gy return PVfy . (3, Taieg) = T,
else return L.

KUpd(dk.,k) — dk,.x: Before describing the update procedure, let us give the
high level structure of a decryption key dk..
The forward secure encryption scheme builds on a tree encryption scheme,
for a binary tree of size 2*. Messages are encrypted to leaves of the tree
and it should be the case that a decryption key for an internal node allows
you to derive decryption keys for all nodes in the subtree below that node.
The structure of a decryption key for a public key with y = gf and a node
71...7¢ at height £ < A in the binary tree is

dk'l’].."/', =(Tl o Te by de, -, da, 6)

[3
¥4 ”
= (Tl T, 7, 95 (fOHfin> N/ h”) € {0,1}¥ x Gy x Gy 42

i=1

If the decryption key has been generated with the algorithms from the pro-
tocol, p will have been chosen uniformly at random from Z,.7

From a decryption key dk,, . -, it is possible to derive a perfectly randomized
decryption key dk,...r,., for any node in the subtree by picking 6 <+ Z; and

setting
btk £tk
) 4 fl § 8
oy = (nv..m,avgl,b- TT @ G TT 7% desi - flunns v dn flre b )
d==f41 d=1

The new decryption key has randomness p -+ §, which is uniformly random
in Zy.

In the encryption scheme with forward secrecy the prefix 7y ... 7y, will in-
dicate the epoch the decryption key works for. The decryption key dk, with
7 € [0..7— 1] must therefore allow us to derive the key dkn--m\T and also en-
able us to derive keys for all subsequent leaves in the height Az subtree. For
any 7 € [0..T — 1} let 7 be the minimal set of nodes 71...7¢ (with £ < Ar)

7 In the key generation algorithm, dk'is a decryption key for the root of the binary
tree of this form.
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such that their subtrees are disjoint and cover all the leaves in [r.T — 1]. A
decryption key dk, is of the form

dby = (v, {dkrmbrr mer)

The key update algorithm works is given dk, and k such that 7+ %k < T
From the set of tree decryption keys {dkr, ...z }re }ry...rse7, it uses the relevant
keys in the subtree to derive randomized decryption keys dkr, .-, for all
Ti...7e € Togie \ 7. It then erases intermediate data and returns

dk7+k = (’f + k, {dkn.,,n}n...n({'ﬂ+k—)'

In case a decryption key is malformed or & ¢ [1.T — 7 — 1] the update
algorithm returns L.°
Deal(7sk, t,pky, ..., pkn, ) — d:
Parse the input as 7sk = — or sk € Zy, t € [L.n] with n S N, pki = (vi, )
with y; € Gy, 7 € [0..T — 1] and if it fails return L.1°
— If sk is not present, pick at random sk <+ Z,
— Parse 7 = 71 ... 7Ty, in binary.
— Set ag := sk and pick random ay,...,0:~1 & Zp

— Compute s1,...,8, a5 § = ZZ;:) azi® mod p

— Write each s; in B-ary notation, ie., 5; = Z;":I sijij”l with s;; €
[0..B-1]

— Pick randomness 71, 81, ..., m, Sm < Zp

- Compu’ﬁe Cl,l’ ey Cn,m; Ri, 51, .-, R, Sr a8
Cij=v 91" Rj=g S; =gy’

— Compute Tapi1 - Tag = Hag (Cr1s- o, Crmy B1,81, -+ Rony Sy 7)
— Compute f = f(71...72)

— Compute Z1,...,Zm as Z; := fTih%

— Compute Ag = g3°, ..., A1 1= g5* "

~ Compute 7 := 3 7., r; B/~ mod p

~ Compute R := g} and Cy =1} - g%,...,Cr =y - 41"
— Construct a correct secret sharing proof

Tsnare = Provesnare(y1, .- ¥n, Ao, -+, Aim1, By C1y oo, Gy 81,5 5n)
— Construct a correct chunking proof

Tchunk Provechunk(yla oy Yns B, R, C1,11 L ’Gn,m”"la oy T'my 81,1,

8 In the key generation algorithm, it can be seen that dko has this form.

9 Because decryption keys are perfectly randomized running dk,+x <+ KUpd(dk-, k)
is equivalent to dkr+1 ¢ KUpd(dk,,1),...,dkryr + KUpd(dkrik-1,1) so in the
security definitions we just use one-step updates and omit the jump k by defining
KUpd(dk.) = KUpd(dk-,1).

10 The dealing algorithm does not explicitly check the proofs ; of knowledge of discrete
logarithms of y; assuming such a check has already been performed elsewhere.

PCT/EP2020/077414
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— Erase intermediate information and return the dealing

d = C],Ia"'ﬂcﬂ,,maRlsS]"‘7Rm3$7‘n
Zy,. ooy Dy Ag,y -+ At—1, Tshare, Mehunk

DVfy(?shuvk, t,pky, . .., pkn, 7, d):

Parse the input as ?shvk = — or 7shvk € Go, t € [l.n] withn < N,
pk; = (yi,m;) with y; € Gy, 7 € [0..T — 1} and if the parsing fails return L

— Check the dealing is of the form

d:= Cl17“-ac'rs,,TlevSI:--'sRm:S'm
Zla sy Z‘ITM AO; L) At—h Tshare Mchunk
with CZ"J’,RJ‘,Sj € Gy and Zj,Ak € Gy
— If the optional shvk is present, check shvk = Ay
-~ Set TAr41--TA = H)\H (Cl,la sy Cn,me Rla Sl) L 7R1TL7 Sm,T)

-~ Set f = f(Tlr--)TA)

— Verify for each triple (R1,S51,2Z1)s. ., (Rm,Sm;Zm) that e(g1, Z;) =
e(R;, f) - e(S;, 1)

— Verify the proof for correct secret sharing by checking

m
1 1 -1
Pnyb'hare (ylv v Yny A()a .. At 1 H RB] H CBJ y H CBJ Wshale =T
— Verify the proof for chunking by checking
PVFYChunk(yl) s Yny Rl: cey Rnn Cl,la e 7Cn,m§ Wchlmk) =T

— Return T if all checks pass, else return L
VKCombine(t,n, I,dy,...,dg): Given 1 <t < n < N, and a set I of £ indices
1 <41 <... <ir <nand a set of dealings

dj = (.4.,Aj"0,...,Aj)tvl,...)

with all A;, € Gp compute Ay, ..., A;_1 as
L{, (0
Ay = HA ,(0)

— Set vk := Ag
— Compute shvks,..., shvk, as

Sh'l)kj = H A‘Zf

11 The dealing verification algorithm assumes the proofs pi; of knowledge of the discrete
logarithms of y; have already been done elsewhere.
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— If all works return (vk, shvky, ..., shvky), else return L.

VKVAy(t, vk, shvki, . .., shvuk,): We recap the validity condition for public key
material in the BLS threshold signature scheme. Check 1 < ¢t < n < N
and vk, shvky, ..., shvk, € Gy. Set shvky := vk and J = {0,...,t — 1}. For
i=1t,...,n check whether

LiG
shvk; = H shvkj it ).
ied

Return T if all checks pass, else return L
SKRetrieve(i, dk.r, K,d1,...,ds, 7): Parse each dealing as

dk = (Ck,l,h ey Ck.n,m: ey Ckfi,l, Rk,l, Sk,la v 1Rk,7n7 Sk,m: Zk,l» Cees Zk,hf,) . ')7

with Ch,ij, Ri.j, Sk,j € G1 and Zy j € Ga. Check 1<i<n <N,
For k=1,...,£ define 7,1 = 71,..., Tk, Ap = Tap and compute

Teagtt - Tha = Hag (Cht,1y oo Cronyms B 13 Sty -+ o5 Bisyms Skymo T)-

Let fe = f(Te,1: -« Thoon)-
Assuming 7’ < 7 derive as described in decryption key update from dk, a
BTE decryption key

dk =Tk Thx Ok b, ex) € {0,1}* x Gy x G}

PRy 1 Th A

fork=1,...,4
Foreachk=1,...,£and j =1,...,m compute

My j = e(Chiyjy 02) - €(Rij, b *) - e(a, fi) - (S h™H).

Then do a brute force scarch with the Baby-Step Giant-Step algorithm for
sk € {z/AlA € [1.E~1],z € [L— Z; Z— 1]} such that My, ; = e(g1, g2)**7.

Compute
m

Sk 1= Z sk,ij“l mod p.

=1

Parse K C [1..n] as distinct indices k1 < ... < k¢ and compute

¢
8= Zsk,ijKj(O),
=1

Frase intermediate data and if everything went well return sk = s; and
otherwise return L. )

SKVfy(sk, shvk): We recap the validity condition for secret share-signing keys
in the BLS threshold signature scheme. If sk € Z, and shvk = g5* erase
intermediate data and return T, else return 1.

According to embodiments we have the following correspondence in the Deal
algorithm
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— sk is the dealer’s secret share and ag, . . . , 0;—1 the coefficients of a polynomial
defining a Shamir secret sharing

— 81,...,8y are sub-shares created by the dealer to share the dealer’s sccret
share sk

— Ay is existing associated key material related to the dealer’s secret share by
Ag = g5*

— Ay,..., Ay is associated public key material generated by the dealer

—= $1,1,-- -, Sn,m are chunks of the sub-shares used in the encryption scheme

= {C11, .-, Cnm: B1,51, ..., Bm,Sm, 21, ..., Zpn } constitute a ciphertext in
a CCA-secure multi-receiver public-key encryption scheme with forward se-
crecy giving a chunked encryption of the dealer’s secret sharing

— Tehare 18 a first NIZK proof provided by the dealer to show the encrypted
secret sharing and associated public key material Ag, ..., A¢—1 is correct

— Tehunk 1S & second NIZK proof provided by the dealer to show the plaintexts
have been correctly chunked

According to embodiments we have the following relations in associate key
material in the VKCombine algorithm

— The input Ajp,...,A;j4—1 is associated key material in dealing d;

— The output vk is associated key material: the group element is the verification
key of the BLS signature scheme

— The outputs shvky, ..., shvky, is associated key material: the group elements
are share-verification keys in the BLS signature scheme
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Claims

1. A computer-implemented method for redistri-
bution of a (n,t)-secret sharing of a secret from a set of
dealers to a set of receivers, the (n,t)-secret sharing
comprising n secret shares, wherein a threshold number t <
n of the secret shares is sufficient to reconstruct the
secret, the method comprising:

performing, by each of at least the threshold
number t of dealers, the steps of:

creating a (n’,t’)-secret sharing of its
respective secret share, the (n’,t’)-secret sharing
comprising n’secret sub-shares of its respective se-
cret share, wherein a threshold number t’ £ n’ of the
secret sub-shares is sufficient to reconstruct the
gecret share;

creating a set of ciphertexts, the set of
ciphertexts comprising for each receiver one en-
crypted sub-share of the n’secret sub-shares of its
respective secret share, the encrypted secret sub-
share being encrypted with respect to a public en-
cryption key of a public-key encryption scheme of the
respective receiver;

generating a non-interactive zero-
knowledge proof that the set of ciphertexts jointly
contain a redistribution of its secret share; and

broadcasting a dealing to the set of re-
ceivers, the dealing comprising the set of ciphertexts
for the set of receivers and the corresponding non-
interactive zero-knowledge proof.

2. R computer-implemented method according to
claim 1, further comprising

checking, by a predefined set of parties, in
particular by the set of receivers, the non-interactive

zero-knowledge proofs of the dealings; and
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once a sufficient number t of proofs have been

successfully checked,
decrypting, by each of the receivers, its en-
crypted sub-shares across the dealings; and

combining, by each of the receivers, the de-
crypted sub-shares to a new secret share of the secret.

3. A computer-implemented method according to
any of the preceding claims, wherein the zero-knowledge
proofs are publicly verifiable zero-knowledge proofs such
that any party can verify them.

4. A computer-implemented method according to
any of the preceding claims, wherein the secret sharing is
a linear secret sharing, in particular a Shamir secret
sharing.

5. A computer-implemented method according to
any of the preceding claims, further comprising

creating, by each dealer, associated public key
material associated to its secret share and its secret
sharing of said secret share; and

adding the associated public key material to
the dealing.

6. A computer-implemented method according to
claim 5, wherein the associated public key material com-
prises

a public group element related to the secret
share of each dealer; and/or

public group elements which are related to the
secret sharing created by each dealer.

7. A computer-implemented method according to
any of the preceding claims, wherein the secret is a secret
key corresponding to a public verification key of a public
key signature scheme.

8. A computer-implemented method according to
any of the preceding claims 2 to 7, further comprising

creating, by any party, in particular a re-

ceiver, from the associated public key material created by
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the set of dealers new associated public key material as-
sociated to the new secret sharing and the new secret
shares of the set of receivers.

9. A computer—implemented method according to
claims 5, 6, 7 and/or 8, wherein the creating of the new
associated public key material comprises

deriving the new associated public key material
from the associated public key material created by the set
of dealers, the new associated public key material com-
prising

public share verification keys which are asso-
ciated to the new secret shares of the receivers;

a public verification key related to the secret
key; and/or

elements from which the public share verifica-
tion keys of the receivers and/or the public verification
key may be derived.

10. A computer-implemented method according to
any of the preceding claims, further comprising using a
public-key encryption scheme with chosen ciphertext attack
security for encrypting the secret sub-shares for the set
of receivers.

11. A computer-implemented method according to
any of the preceding claims, further comprising

using a public-key encryption scheme with for-
ward secrecy for encrypting the secret sub-shares for the
receivers.

12. A computer-implemented method according to
claim 11,

wherein the encryption scheme with forward se-
crecy is a binary tree encryption scheme.

13. A computer-implemented method according to
any of the preceding claims,

wherein the public-key encryption scheme is a
multi-receiver encryption scheme, the multi-receiver en-

cryption scheme being configured to encrypt the sub-shares
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of a dealer to the public encryption keys of the set of
receivers.

14. A computer-implemented method according to
claim 13,

wherein the multi-receiver encryption scheme
uses shared randomness to encrypt the sub-shares of the
set of dealers to the public encryption keys of the set of
receivers.

15. A computer-implemented method according to
any of the preceding claims,

wherein the encryption scheme is configured to
perform a chunked encryption of the sub-shares, wherein
each sub-share is split into a plurality of plaintexts each
representing a chunk.

16. A computer-implemented method according to
claim 15, further comprising

generating, by the set of dealers, a further
non-interactive zero-knowledge proof, the further =zero-
knowledge proof being configured to prove that the chunked
encryption is correct.

17. A computer—-implemented method according to
any of the claims 2 to 16, further comprising performing
the decrypting of the encrypted sub-shares in a separate
process, on a virtual hardware security module, or on a
hardware security module.

18. A computer-implemented method according to
any of the preceding claims, wherein the step of broad-
casting the dealings comprises putting the dealings on a
bulletin board.

19. A distributed network comprising a plural-
ity of nodes, wherein the network is configured to perform
a computer-implemented method for redistribution of a
(n,t)-secret sharing of a secret from a set of dealers to
a set of receivers, the (n,t)-secret sharing comprising n
secret shares, wherein a threshold number t £ n of the
secret shares is sufficient to reconstruct the secret s,

the method comprising:
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performing, by each of at least the threshold
number t of dealers, the steps of:

creating a (n’,t’)-secret sharing of its
respective secret share, the (n’,t’)-secret sharing
comprising n’secret sub-shares of its respective se-
cret share, wherein a threshold number t’ £ n’ of the
secret sub-shares is sufficient to reconstruct the
secret share;

creating a set of ciphertexts, the set of
ciphertexts comprising for each receiver one en-
crypted sub-share of the n’secret sub-shares of its
respective secret share, the encrypted secret sub-
share being encrypted with respect to a public en-
cryption key of a public-key encryption scheme of the
respective receiver;

generating a non-interactive zero-
knowledge proof that the set of ciphertexts jointly
contain a redistribution of its secret share; and

broadcasting a dealing to the set of re-
ceivers, the dealing comprising the set of ciphertexts
for the set of receivers and the corresponding non-
interactive zero-knowledge proof.

20. A node for a distributed network according
to claim 19.

21. A computer program product for redistribu-
tion of a (n,t)-secret sharing of a secret from a set of
dealers to a set of receivers, the (n,t)-secret sharing
comprising n secret shares, wherein a threshold number t <
n of the secret shares is sufficient to reconstruct the
secret, the computer program product comprising a computer
readable storage medium having program instructions embod-
ied therewith, the program instructions executable by one
or more nodes of a distributed network to cause the one or
more nodes to perform a method comprising

performing, by each of at least the threshold
number t of dealers, the steps of:
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creating a (n’,t’)-secret sharing of its
respective secret share, the (n’,t’)-secret sharing
comprising n’secret sub-shares of its respective se-
cret share, wherein a threshold number t’ £ n’ of the
secret sub-shares 1is sufficient to reconstruct the
secret share;

creating a set of ciphertexts, the set of
ciphertexts comprising for each receiver one en=-
crypted sub-share of the n’secret sub-shares of its
respective secret share, the encrypted secret sub-
share being encrypted with respect to a public en-
cryption key of a public-key encryption scheme of the
respective receiver;

generating a non-interactive zZero-
knowledge proof that the set of ciphertexts jointly
contain a redistribution of its secret share; and

broadcasting a dealing to the set of re-
ceivers, the dealing comprising the set of ciphertexts
for the set of receivers and the corresponding non-

interactive zero-knowledge proof.



