1 Miltinmedi a Device and Process for Data Transmission in a Miltinedia
Device Specification The invention relates to a nmultinedia device in
accordance with the generic part of daiml as well as to a process for
data transmission in a nmultinmedia device in accordance with the generic
part of Claim2. A device and process of this type are known from DE 198 58
310 B4. The current apparatuses of entkrtai nnent el ectronics such as, e.g.,
tel evision apparatuses, audi o apparatuses, DVD apparatuses, satellite
receivers, video recorders, set-top boxes, etc. are customarily operated
by a renote control that usually conmmunicates wirelessly with the
correspondi ng apparatuses. All these nultinedia apparatuses, which al so

i ncl ude conputers nowadays, are designated in the follow ng as

"apparat us”. AII these apparat uses as wel | _as increasingly al so qther
devi ces pl HSYISE eI Y SLTOGES dalg | ransgpmsiongdara duitimedia gl ar m
syst ens, eat | ng cont r ol S, househol d apparatuses and kitchen apparat uses
as well VCecommuni cati on devices such as tel ephone, fax, internet

access are currently networked to an increasing degree and control led to
the extent possible by only one single renote control. Many of the cited
appar atuses can be individually Specification

The invention relates to a multimedia device in accordance with the generic
part of Claim 1 as well as to a process for data transmission in a multimedia

device in accordance with the generic part of Claim 2.

A device and process of this type are known from DE 198 58 310 B4.

The current apparatuses of entertainment electronics such as, e.g., television
apparatuses, audio apparatuses, DVD apparatuses, satellite receivers, video
recorders, set-top boxes, etc. are customarily operated by a remote control
that usually communicates wirelessly with the corresponding apparatuses.
All these multimedia apparatuses, which also include computers nowadays,
are designated in the following as “apparatus”. All these apparatuses as well
as increasingly also other devices present in households such as, e.g,
garage-door controls, alarm systems, heating controls, household
apparatuses and kitchen apparatuses as well as telecommunication devices
such as telephone, fax, intermet access are currently networked to an
increasing degree and controlled to the extent possible by only one single

remote control. Many of the cited apparatuses can be individually



2 configured for different users and adapted to preferences of the
particular wuser. A few known adaptations wll be explained using the
exanple of a television receiver: - A "child safety” can be provided that
allows only selected television channels and/or allows a television
reception only at predefined tinmes; - television habits can be
preprogrammed, for exanple, in that a2certain user views certain

transm ssions on certain channels on certain days of the week at certain

times; - a list of preferred tel evision channels can be set up for each

user that are preferably displayed as favorites in a selection nenu; - the
i ndi vi dual key assignnent of the keys of the renote control can be changed
according to user and apparatus; - safeties can be provided in interactive

systens such_as interactive television, hone shopping, .hone bankjng, video
on demanccasdigured for hifferesyt esespsng, aq?a ¢ 4o eﬁeBFe%Pﬁé% Rﬁmﬂllﬁ% or

films, types o films (e.q.,, g-rate etc.. It .is.necessary f.or the above
reasons t‘bseéut%n%’tw (lg:ppx&p éaﬁlﬂtla%f’ﬁé Wﬂ%?eexl{l?ﬂteflo'flsm% tﬁﬁee }g]]ec%t 4 user
and to con]i ure and. rel ease individual access authorization.

television receiver.

- A “child safety” can be provided that allows only selected television
channels and/or allows a television reception only at predefined times;

- television habits can be preprogrammed, for example, in that a certain
user views certain transmissions on certain channels on certain days of
the week at certain times;

- a list of preferred television channels can be set up for each user that
are preferably displayed as favorites in a selection menu;

- the individual key assignment of the keys of the remote control can be
changed according to user and apparatus;

- safeties can be provided in interactive systems such as interactive
television, home shopping, home banking, video on demand or the
like, for example, limitations for orders of items or films, types of

films (e.g., g-rated), etc.

It is necessary for the above reasons to automatically adapt the remote
control to the particular user and to configure and release individual access

authorization.



3 To this end it has al ready been frequently suggested that the renote
control be provided with an identification device that recogni zes,
automatically if possible, a person with access authorization. Thus, DE
190 58 310 B4 suggests providing a fingerprint reader in the renote
control that detects bionetric data of the user by sensors and activates
an individual operating profile upongecognition of a person wth

aut hori zed access. Even ot her detection apparatuses for bionetric data such
as a voice recognition circuit, an iris scanning apparatus and a face
recognition apparatus have al ready been suggested (cf. WD 02/ 17627 A2).
The fingerprint of a person is used especially frequently for
identification such as described, e.g., in US 2001/007592 A, US

2005/ 0149870 A, US 5, 758, 257, US 5, 771, 307, US 5, 920, 642, US 6,

020, 882, Tesh, erkBt, hat2slrcadySbéen 1Rquehdy, sudgestedahdt tisd FerBdte tishtbol 968,
565 B1, or WO 01/56,213 Al. The follow ng problens are present in_al

t hese rerift Prevdedowith an Adenigfication slevide twduiccognisesupdtoseaticadlyr &d, whi ch

means that ap, apparatus can not be gperated by a forei r te control
and that ROSSHG, doPRrSomn Wit asecss auERRTIZatioTan T biay LHor iAb D SraiRePd 4

suggests providing a fingerprint reader in the remote control that detects
biometric data of the user by sensors and activates an individual operating

profile upon recognition of a person with authorized access.

Even other detection apparatuses for biometric data such as a voice
recognition circuit, an iris scanning apparatus and a face recognition

apparatus have already been suggested (cf. W0 02/17627 A2).

The fingerprint of a person is used especially frequently for identification
such as described, e.g., in US 2001/007592 A1, US 2005/0149870 A1, US 5,
758, 257, US 5, 771, 307, US 5, 920, 642, US 6, 020, 882, US 6, 130, 726,
US 6, 137, 539, US 6, 914, 517 B2, US 6, 968, 565 B1, or WO 01/56,213
Al.

The following problems are present in all these remote controls:
- A high degree of security should be insured, which means that an

apparatus can not be operated by a foreign remote control and that a

new user can not be created “in an unauthorized manner”;



t he hardware cost of the renote control

shoul d be as | ow as possi bl e;

t he

current consunption of the renote control should be as | ow as possible;
t he conmuni cati on between renote control and apparatus should be as

"t ap- proof"’

as possible, which is especially inportant because there are

plurality of programmable renote controls on the market that can record,

store and reproduce signals transmttgd by an original renmote control.
There are various suggestions for increasing security. Thus, US

2001/ 0007592 Al suggests scanning a series of several

fingerprints of

different fingers. EP 1 286 518 A2 suggests providing at |east one key of

the renote control
user is perforned each

with a fingerprint reader so a check of the authorized
time during the querying of certain functions such

as, e.g., change of channel, confirmation key or the like. In order to
i ncr ease -t hetlachesbvaeaast by thhrembiterontrodishpubl bebk lewes pEssibde;  Pat ent

Application 10 2006 042 014 of the Applicant suggested providing,

in

a

addition to a reading device for bionetric data, especially a fingerprint 5
anot her hardware device that identifies t?e reiﬁ)tbe cor\ltrol as such,

r eader,

- the current consumption of the remote control shou ¢ as low as

possible;

- the communication between remote control and apparatus should be as
“tap-proof” as possible, which is especially important because there are
a plurality of programmable remote controls on the market that can
record, store and reproduce signals transmitted by an original remote

control.

There are various suggestions for increasing security. Thus, US
2001/0007592 Al suggests scanning a series of several fingerprints of
different fingers.

EP 1 286 518 A2 suggests providing at least one key of the remote control
with a fingerprint reader so a check of the authorized user is performed each
time during the querying of certain functions such as, e.g., change of

channel, confirmation key or the like.

In order to increase the access security the older, non-pre-published German
Patent Application 10 2006 042 014 of the Applicant suggested providing, in

addition to a reading device for biometric data, especially a fingerprint



which is realized in the concrete exenplary enbodi nent by a so-called SIM
("Single Identity Mddul e") card. Thus, at |east the new creation of a user
profile or the changing of an existing user profile is only possible if the
SIM card is inserted into the renote control. The invention has the
probl em of inproving the initially cited nultimedia device as well as the
process for data transmission in a nulginedia device of the initially
cited type in such a manner that high transm ssion security of the data
fromthe renote control to the apparatus is ensured with a | ow hardware
cost. This problemis solved for the nmultinmedia device but the features
indicated in Caim1l and for the process by the features indicated in
Claim 2. Advant ageous enbodi nents and further devel opnents of the
invention can be gathered fromthe subclainms. In brief, the partial

pr obl em okadég e dandwdardewos thati idesfies ¢thé nembét contrel b sueh,ri ¢ dat a
detected by the renote control is transferred to the apparatus and is not
eval uat ecwﬁmh Is realized i e congiste oxgmplaryembodmentdyo Aver¢adleghd BMr equi r es

arelativ [ .0Cessor. power at i resent in any case in the
appar at u_f 5@’&3@?3@&3{%@%@&} _Sﬁrcbf t]ﬂ’d’éa @? éﬁ%‘iﬁrtﬁe NeYY greqtipn @% %Nl e,
wth a fT10aeet0t Me LRSS S EERHAY Bk PIRAIAT ity YposEibie if the STM

card is inserted into the remote control.

The invention has the problem of improving the initially cited multimedia
device as well as the process for data transmission in a multimedia device of
the initially cited type in such a manner that high transmission security of the
data from the remote control to the apparatus is ensured with a low hardware

cost.

This problem is solved for the multimedia device but the features indicated

in Claim 1 and for the process by the features indicated in Claim 2.

Advantageous embodiments and further developments of the invention can

be gathered from the subclaims.

In brief, the partial problem of the reduced hardware costs is solved in that
the biometric data detected by the remote control is transferred to the
apparatus and is not evaluated until it is there. The evaluation of the
biometric data requires a relatively high processor power, that is present in

any case in the apparatus, whereas the detection of the biometric data, for



conputer power so that a sinpler and therefore | ess expensive processor can
be used in the renote control, which processor then also has a | ower
current requirenent. The increased security of the data transm ssion is
ensured by a special encoding of the data transmtted fromthe renote
control to the apparatus with the inclusion of data stored on the SIM
card. The invention is explained in ngre detail in this connection in the
following using an exenplary enbodinment. Fig. 1 shows a bl ock schematic of
a multimedia device with renote control and nultinedia apparatus; Fig. 2
shows a flowchart of the processing steps of the process in the
initialization of a connection between renote control and apparatus; Fig.
3 shows a flowhart of the processing steps of the process in an
identification process. Fig. 1 shows a renmote control 1 that controls an
appar at uexamjpla; woth ia sfipgetprindarrceden rn@lquafepl onkyt | egmpharaitviedy less

appar atuses, as indicated above. In fj only the conponents decisive
for the dmmp@ﬂer PosvasHevifat ?FWémp g@mﬁ%ﬁ? qSS&%Pﬁflﬁlg/@sprQCﬁsiS@F &BRocessor

3, a nemogry Mcard rea boa vice 7 fqr
det ect i @ %ﬁije’fr’r ﬁt" wrapete qantiol, B’é‘r‘@? &’E‘P%{')r/s ?‘3 af ettt 'ng a
Fingerpri ik ulrléﬂlretntee'f € Qereh 08 géacrlrlnﬁty of the data transmission is ensured by a

special encoding of the data transmitted from the remote control to the

apparatus with the inclusion of data stored on the SIM card.

The invention is explained in more detail in this connection in the following

using an exemplary embodiment.

Fig. 1 shows a block schematic of a multimedia device with remote
control and multimedia apparatus;

Fig.2 shows a flowchart of the processing steps of the process in the
initialization of a connection between remote control and apparatus;

Fig.3 shows a flowchart of the processing steps of the process in an

identification process.

Fig. 1 shows a remote control 1 that controls an apparatus 2 that for its part
can control a plurality of other apparatuses, as indicated above. In fig. 1

only the components decisive for the control are shown.

The remote control 1 comprises a microprocessor 3, a memory 4, a SIM card

reader 5, a keyboard 6 and a device 7 for detecting biometric data, in



control conprises a transmtting/receiving device 8, preferably for sending
and receiving infrared signals. The cited conponents 4-8 are connected to
m croprocessor 3. Menory 4 can be divided into several subgroups and
conprise, for exanple, a read-only nenory for prograns and a processing
menory. A SIMcard to be set into the SIMcard reader 5 also contains one
or nore nenories in a known manner. Sending/receiving unit 8 comunicates
via a bidirectional wreless radio connection 9 with apparatus 2.
Apparatus 2 al so conprises a mcroprocessor 10, a nenory 11, that al so
conprises a programmnmenory and a processing nenory as well as anot her
menory that is designated here as a user databank 12 and, finally, a
sending/receiving unit 13 that conmunicates wirelessly with

sendi ng/receiving unit 8 of the renote control. Mcroprocessor 10 has an
out put 14artiatlac amapparatussforidetegtingacifgarprinb.  FairtHeromwee pthenmmeote
apparatuses tqQ be controlled. Any desired nunber of different apparatuses
to be corfandlaleeproprisgfea teaHmRittiRglTofININg BaMiceohnpisieably for gendingcarT"
cable, "USB' connecti.on or.the like tg interface 15. .8 It shoul.d be
rhasi 2k HEE NG, IFRGELSIBIS. TR Ciled SOt 1-hase dosgected to

microprocessor 3.

Memory 4 can be divided into several subgroups and comprise, for example,
a read-only memory for programs and a processing memory. A SIM card to
be set into the SIM card reader 5 also contains one or more memories in a
known manner. Sending/receiving unit 8 communicates via a bidirectional
wireless radio connection 9 with apparatus 2. Apparatus 2 also comprises a
microprocessor 10, a memory 11, that also comprises a program memory
and a processing memory as well as another memory that is designated
here as a user databank 12 and, finally, a sending/receiving unit 13 that
communicates wirelessly with sending/receiving unit 8 of the remote

control.

Microprocessor 10 has an output 14 that communicates via an interface 15

with one or more apparatuses to be controlled.

Any desired number of different apparatuses to be controlled can be
connected with known connections, e.g., "SCART” cable, “USB"

connection or the like to interface 15.



conput er power than m croprocessor 10 of the apparatus. It therefore al so
has | ess current consunption and is nore economcal. The initialization
phase wi Il now be described with reference made to Fig. 2. At first, the
SIMcard nust be inserted in a step 20 into the SIMcard reader 5 of Fig.
1. The SIMcard contains the followi ng stored data: 1. A personal
identification nunber (so-called PIN),g 2. personal data of a user such as,
e.g., nane, date of birth, sex, credlt card nunber, etc., 3. a first
private code (PrivK 1), vvlth WhICh the data cited under 2. and 3. is only
accessible after the inputting of the PIN cited under 1. Furthernore, the .
SIMcard contains the followng freely accessible data: 4. a second private
code (PrivK 2), 5. a personal identification code (PIC), 6. a first public
code (PubK 1) and 7. a second public code (PubK 2). As will be explained in
even nor dtdhbald bé wempleasizel that miwopmtessdrublotiremid dontrok 11havlensa fir st
and the codes PubK 2 and PrivkK 2 forma second 9 pair of codes that are
used for csmapudienoaver thasomieppracessor i @ﬁth%ﬁpﬁ%ﬁuﬁ dt dheistensr alsay i s

used here Ir“iWhI ch a code of .one gf the cited
ess current consumption and is more economical.

The initialization phase will now be described with reference made to Fig. 2.
At first, the SIM card must be inserted in a step 20 into the SIM card reader
5 of Fig. 1. The SIM card contains the following stored data:

1. A personal identification number (so-called PIN),

2. personal data of a user such as, e.g., name, date of birth, sex, credit
card number, etc.,

3. afirst private code (PrivK 1), with which the data cited under 2. and 3.

is only accessible after the inputting ol the PIN cited under 1.
Furthermore, the SIM card contains the following freely accessible data:
a second private code (PrivK 2),

4

5.  apersonal identification code (P1C),

6 a first public code (PubK 1) and

7 a second public code (PubK 2).

As will be explained in even more detail further below, the codes PubK 1

and PrivK 1 form a first and the codes PubK 2 and PrivK 2 form a second



pairs, usually the so-called public code, is used for encodi ng data and for
decodi ng the other code of the pair, usually the so-called private code, is
used for decoding. Thus, different codes are used for encoding and for
decodi ng. A decoding of data with the code that was used for the encoding
is not possible. The algorithnms for encodi ng and decodi ng are known in
principle. Refer, for exanple, to thegasymetric encoding al gorithm RSA,
the Rabin cryptosystemor the Elganal cryptosystem After the insertion of
the SiMcard the PINis queried at first (step 21), that is inputted via
the keyboard 6 (fig. 1) and is usually a four-digit nunber. This clears
the SIM card and the personal data, cited above and bl ocked by the PIN,
and the private first code PrivK 1 are accessi ble. The renote control then
sends the first private code PrivKl via the sending/receiving unit 8 (step
22) and tpaar selc eadeputhial careossedulsio eneedipg anyl decegipgr at As sg-calledre it is
recei ved by sending/receiving, unit 13 and stored yia mcroprocessor 10 in
menory 1RSYSUBRYIO STYINPLIapiynis wird i e ovligh ghcade ot oRe @€dhe icatefead i n
via the fingerpript reading,device 7 tep 27%) .and transmtted .t
appar at udwy areplyaheraned Abfic codiba el fdietndddie dret ek ved and
stored p .G P ) mnal N g ar, - . onal
oLor ed, PURS: RURC ohal o ) oyl " udlihe o SRRV BBAROR7
appar at ug;e2d( freBecfling "N Iheis! WiffSredl SORICALCH sl UBr tehRoBiY lahd for

decoding. A decoding of data with the code that was used for the encoding

is not possible. The algorithms for encoding and decoding are known in

principle. Refer, for example, to the asymmetric encoding algorithm RSA,

the Rabin cryptosystem or the Elgamal cryptosystem. After the insertion of

the SIM card the PIN is queried at first (step 21), that is inputted via the

keyboard 6 (fig. 1) and is usually a four-digit number. This clears the SIM

card and the personal data, cited above and blocked by the PIN, and the

private first code PrivK 1 are accessible.

The remote control then sends the first private code PrivK1l via the
sending/receiving unit 8 (step 22) and the second public code PubK2 (step
24) to apparatus 2, where it is received by sending/receiving unit 13 and
stored via microprocessor 10 in memory 11 (steps 22-25). Then, the
biometric data of the user is read in via the fingerprint reading device 7 (step
27) and transmitted to apparatus 2 (step 28) where it is encoded with the
previously received and stored public code PubK2 (step 29). In a similar
manner the personal identification code PIC is queried by the SIM card and

transmitted to apparatus 2 (step 30), where it is also encoded with the public



10 code PubK 2 (step 31). Then the personal data of the user is either
queried by the SIMcard or inputted via the keyboard and transmtted to
apparatus 2 (step 32), where it is also encoded with the second public
code PubK 2 in step 33. The second public code PubK 2, that was stored in
apparatus 2 in step 25 is canceled after these procedures in step 34. A
user profile is then created and stofgd in user databank 12 that contains
the following data at first: - the non-encoded first private code PrivK 1,
- the bionmetric data of the user encoded with the code PubK 2, - the
encoded personal identification code (PIC) and the encoded personal data,
each encoded with PubK 2. In addition, the user can add other data to the
personal data such as, e.g., a channel |ist of preferred tel evision
channel s, individual key assignnments of the keys of the renote control,

bl ocks t alcelei BulbK 2 l{sheped k), Thenethiespersonalndaia ofethe. usends géther iquetied

initialization procedure is tqQ he classjfied as critical to the extent
that the by st SV careorcismutiof Wik the keybparkad tinsuitted & SPHARS dan

t her ef be = d de if i t abl i Vi t iS,i.n th
range _oftSiePaAZ WarBnit ilenengadd ofitains SEFond G PRHRLRRE 2 HE danger
that a

step 33.

The second public code PubK 2, that was stored in apparatus 2 in step 25 is
canceled after these procedures in step 34. A user profile is then created and

stored in user databank 12 that contains the following data at first:

- the non-encoded first private code PrivK 1,
- the biometric data of the user encoded with the code PubK 2,
- the encoded personal identification code (PIC) and the encoded

personal data, each encoded with PubK 2.

In addition, the user can add other data to the personal data such as, e.g., a
channel list of preferred television channels, individual key assignments of
the keys of the remote control, blocks television channels, television times,

etc.

The described initialization procedure is to be classified as critical to the
extent that the first private code PrivK 1 is transmitted wirelessly and can
therefore be “eavesdropped” if a suitable receiving apparatus is in the range

of transmission. In the case of an infrared transmission the danger that a



11 suitable receiving apparatus is in the range of transm ssion is,
however, very small since the range of transmssion is sharply limted and
an undi sturbed sight connection is required. Subsequently, however, there
is great security since the remaining data is encoded with the public code
PubK 2, that is cancelled after the initialization in apparatus 2 and this
data can not be decoded with the private first code PrivK 1. For a further
i ncreasi ng of security even code PrivK 1 on the SIMcard can be cancelled
so that it can be designated as a "private" code that is still available
only for the apparatus. Now the normal identification process will be
described in conjunction with fig. 3, with which a connection is
establ i shed between renote control 1 and the initialized apparatus 2. It
is assuned that renote control 1 is ready to send and apparatus 2 is ready
to recei atitabhe m@@vma appargfiugriedn the mnge @f trﬂn&mwsseon is Crf ¥TYex arrpl e,

in that the user aces a |nger on the I’I n adi n p tus 7,
t hat reacﬁéﬂfnﬂx Jf%b?o HRRgMiSHRR l%lé 17§“Pﬁié§§ %ﬂ-‘g‘db‘g 1&?@

conpr essed n a stgl ‘ih t akes pl ace |n accordance wth known data
corrpressrqé 8§1S§8%Wf% e.g., the Huffman code.

Subsequently, however, there is great security since the remaining data is
encoded with the public code PubK 2, that is cancelled after the initialization
in apparatus 2 and this data can not be decoded with the private first code

PrivK 1.

For a further increasing of security even code PrivK 1 on the SIM card can
be cancelled so that it can be designated as a “private” code that is still

available only for the apparatus.

Now the normal identification process will be described in conjunction with
fig. 3, with which a connection is established between remote control 1 and
the initialized apparatus 2. It is assumed that remote control 1 is ready to

send and apparatus 2 is ready to receive.

In step 35 the biometric data of the user is read, for example, in that the user
places a finger on the fingerprint reading apparatus 7, that reads in the
corresponding image data. This image data can be compressed in a step 36,
which takes place in accordance with known data compression processes

such as, e.g., the Huffman code.



12 This conpressed image data is added in step 37 to the personal
identification code PICthat is read out either fromthe SIMcard or from
menory 4 (fig. 1). This entire data packet consists of the conpressed
bionetric data, the PIC and the code PrivK 2. This data packet is encoded
with the first public key PubK 1 in step 39. In addition, a block coding
and a so-called forward error correcgpon (in short, FEC, from English
"forward error correction”) can be optionally carried out (step 40). The
data produced in this manner is then transmtted to apparatus 2 via radio
link 9 (step 41) and received by apparatus 2 (step 42). There, this data is
at first decoded with the private code PrivK 1 stored in the user databank
(step 43), fromwhich a data set with PrivK 2, PIC and the bionetric data
is obtained (block 44), fromwhich the second private code PrivK 2 is

ext r act edlhisrcosnpiesss] imnge driaristaddeddatsien 37 taéhepersosal klepoifwatioy st or ed

and encoels BIG e fs08l 0w i Bkt SIvbRaidooh Bom eapea s e
oL, 9955 A0 DG e o e SRR R R,
w th one PlinapidBechAE BREK % IRIHOREHETTs ERCTINER PR, B pUPIRT 7o
as it doggy pubK 1 in step 39. In addition, a block coding and a so-called forward

error correction (in short, FEC, from English "forward error correction”) can

be optionally carried out (step 40).

The data produced in this manner is then transmitted to apparatus 2 via radio
link 9 (step 41) and received by apparatus 2 (step 42). There, this data is at
first decoded with the private code PrivK 1 stored in the user databank (step
43), from which a data set with PrivK 2, PIC and the biometric data is
obtained (block 44), from which the second private code PrivK 2 is extracted
in step 45. The biometric data in the PIC is temporarily stored in working
memory 11. The data, namely the PIC, stored in user databank 12 and
encoded with the public code PubK 2 prior to being stored, the biometric
data and the personal data are decoded with the now decoded and extracted
second private code PrivK 2 and in the following step 47 the now decoded
data from the user databank and the received data are compared with one
another. The PIC is advantageously compared at first. In as far as it does
not coincide, the received data does not stem from an authorized remote
control, so that further processing steps can be broken off. A request for a

repeated sending can optionally be generated that is displayed, for example,



not coincide, the received data does not stemfroman authorized renote
control, so that further processing steps can be broken off. A request for
a repeated sending can optionally be generated that is displayed, for
exanple, 13 on a screen of the television apparatus or is transmtted to
renote control 1 as a return signal via radio link 9 and displayed there.

| f a conparison of the PIC yields an agthorized renote control, then the
bionetric data is conpared (step 47) and upon agreenent m croprocessor 10
emts a release signal at its output 14 to interface 15 (step 8). Then, a
secured, authorized operation of apparatus 2 and of the other apparatuses
connected to it can be carried out by renpte control 1. Furthernore, the

i ndi vi dual key assignnment of the keys of renote control 1 can also be set
via radio link 9 corresponding to the identified user. Al so, an

acknow edyea ssrepmpf the televisioreppaiatusogr is fransmaliedite remnole gontal d 1 nk 9
to the renote contro] which si I ncel s nsitive data in nmenory 4 in
therwﬁ@a@%m@@@%@%@@&@5@@&ﬁ&' i onetric data. In a
simlar manner the data to be conpared with each other in nmenory 11 of the
apparatus are also cancelled so that nenories 11 and 4 of renote control 1

o0, OF S8R A B 1 I BT Ul PRt B3 U,

then be rgsHiRc dabls EMRpatRP(step 47) and upon agreement microprocessor 10
emits a release signal at its output 14 to interface 15 (step §). Then, a
secured, authorized operation of apparatus 2 and of the other apparatuses
connected to it can be carried out by remote control 1. Furthermore, the
individual key assignment of the keys of remote control 1 can also be set via
radio link 9 corresponding to the identified uset. Also, an acknowledge
signal for a successful login is transmitted via radio link 9 to the remote
control which signal cancels sensitive data in memory 4 in the remote
control, in particular the detected biometric data. In a similar manner the
data to be compared with each other in memory 11 of the apparatus are also
cancelled so that memories 11 and 4 of remote control 1 and of apparatus 2
are back in their initial state after the successful login. The normal operation

between remote control 1 and apparatus 2 can then be resumed, that can also

be bidirectional.

It can also be provided for reasons of safety that the authorized connection
is interrupted after a set time and a new login is to be made in accordance
with the steps described in conjunction with fig. 3. It can also be provided

that a new identification is to be made for certain control procedures relevant



be bidirectional. It can also be provided for reasons of safety that the
aut hori zed connection 1is interrupted after a set tine and a newlogin is
to be nade in accordance wth the steps described in conjunction with fig.
3. It can also be provided that a newidentification is to be made for
certain control procedures relevant 14 for security, for exanple, in the
transm ssi on of nanme, address or credi4 card nunber via connected

comuni cati on apparatuses. In the case of the personal data of the
particul ar user, user rights can also be given during the initialization

I n accordance with the processing steps described in conjunction with fig.
2, for exanple, regarding the creating or changing of user profiles so
that, for exanple, only certain persons identified via their bionetric
data are entitled to create new users in the user databank or to change

ri ghts asfor gaeurityp foeexample, dnithe duasmisses ofoameyadsirpss omenisdit ¢ard can be
stipulated for other data that is also stored in the personal data that the
i ndi vi dudrumBel Vigommestad CURAREUCAHOMAPRATARISSS| dent i fi cati on, such as,
e.g., individual key assignment of the keys of the renote control,
favorites list of individual television transmtters, to the extent that

ey, 2 AARERAS ot he ARerBL KB oA RRATE M SR g 10
of unaut hggkgeduring the initialization in accordance with the processing steps
described in conjunction with fig. 2, for example, regarding the creating or
changing of user profiles so that, for example, only certain persons identified
via their biometric data are entitled to create new users in the user databank
or to change rights assigned to certain individual users. On the other hand, it
can be stipulated for other data that is also stored in the personal data that the
individual user can freely change it after his identification, such as, e.g.,
individual key assignment of the keys of the remote control, favorites list of

individual television transmiiters, to the extent that they are approved.

In sum, a very high degree of security is achieved with the invention. Even
if the apparatus without an SIM card gets in the hands of unauthorized
persons it is not possible to access the protected biometric data and the
protected personal data. Only if an authorized person has the apparatus and
the SIM card is it theoretically possible to decode the protected data stored
in the user databank with the first key PubK 1 stored on the SIM card.
However, in order to do this the user must then have direct access to the user
databank, which requires a great technical expenditure. It can be provided

by the manufacturer here that the corresponding memory is protected in such



persons it is not possible to access the protected bionetric data and the
protected personal data. Only if an authorized person has the apparatus and
the SiIMcard is it theoretically possible to decode the protected data
stored in the user databank with the first key PubK 1 stored on the SIM
card. However, in order to do this the user nust then have direct access
to the user databank, which requiresjg great technical expenditure. It can
be provided by the nanufacturer here that the correspondi ng nmenory is
protected in such 15 a manner that either no access fromthe outside as
possible or that its contents are automatically canceled if an attenpt is
made to configure the nenory. In any case it is recormended to cancel the
menory containing the user databank before the apparatus is given to third
parties. 16 Caims 1. A mul timedi a device with a renmpte control (1), that
conpri sesa mandr that mthetropooae@@ar fro®) the @uﬂsidestasha‘b%ﬁlblﬁeodéhﬂtéts( 5) for
identifying the renote cont second hard e deV| é}for

det ect | N OMEHEHPAHATRLGALY %@&ﬁd iR atterapt 15 €8) for
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the user databank before the apparatus is given to third parties.



- a receiving device (13) for receiving the data, a nenory (11, 12) and a
second m croprocessor (10), characterized in that the first hardware
device is a SIMcard (5) on which the following data is stored: - a first
pair of digital codes (PubK 1, PrivK 1), - a second pair of digital codes
(PubK 2, PrivkK 2), - a personal identification code (PIC), and - personal
data of at |east one user, that the npgory (12) of the nultinedia apparatus
(2) holds the following data stored after a first initialization: - only
one code (PrivkK 1) of the first pair of digital codes, - only one code
(PubK 2) of the second pair of digital codes, 17 - bionmetric data and
personal data of a user, as well as the personal identification code (PIC
encoded with the only one code (PubK 2) of the second pair of digital
codes, that the second hardware device (7) reads in bionetric data of the
user upon an established connectiofléi#sveen the remote control (1) and the
mul ti nmedi a

1. A multimedia device with a remote control (1), that comprises

a first microprocessor (3),

a first hardware device (5) for identifying the remote control (1),

a second hardware device (7) for detecting biometric data of a person, and

a transmitting device (8) for transmitting data,

and with a multimedia apparatus (2} that comprises

- areceiving device (13) for receiving the data,

a memory (11, 12} and

a second microprocessor (10),

characterized in that

the first hardware device is a SIM card (5) on which the following data is
stored:

a first pair of digital codes (PubK 1, PrivK 1),

a second pair of digital codes (PubK 2, PrivK 2),

a personal identification code (PIC), and

1

personal data of at least one user,

that the memory (12) of the multimedia apparatus (2) holds the following
data stored after a first initialization:

- only one code (PrivK 1) of the first pair of digital codes,

- only one code (PubK 2) of the second pair of digital codes,



apparatus (2), adds to themthe personal identification code (PIC) and the
other code (PrivK 2) of the second pair of digital codes, encodes a data
packet formed in this manner with the other code (PubK 1) of the first
pair of digital codes and transmts the data set encoded in this manner to
the multinmedi a device (2), that the nultinmedi a device (2) decodes the

recei ved, encoded data set with the gyored one code (PrivK 1) of the first
pair of digital codes, extracts fromit the other code (PrivK 2) of the
second pair of digital codes, the personal identification cod (PIC) and
the bionetric data, extracts fromthe nmenory (12) the encoded bionetric
data, the encoded personal data and the encoded personal identification
code (PIC) and decodes themw th the other code (PrivK 2) of the second
pair of digital codes, conpares the received, decoded persona

i denti fi cat biomette datal artde pedevwdedatasobraedispyr 8oruelli aedbe fparaonan code

bi oot 11 gt Hoatien 9o RIS dncodedonh Becemlsr oke daa (DI daa Bener and

only clears the nmultinedia ,apparatus (2) upon agreenent. 18 2. A process
for dat a ¥FIAEMES? ngltﬁi&oﬁjr?ﬁeti nmedi a device in accordance

that the second hardware device (7) reads in biometric data of the user upon
an established connection between the remote control (1) and the multimedia
apparatus (2),

adds to them the personal identification code (PIC) and the other code
(PrivK 2) of the second pair of digital codes,

encodes a data packet formed in this manner with the other code (PubK 1) of
the first pair of digital codes and transmits the data set encoded in this
manner to the multimedia device (2),

that the multimedia device (2) decodes the received, encoded data set with
the stored one code (PrivK 1) of the first pair of digital codes,

extracts from it the other code (PrivK 2} of the second pair of digital codes,
the personal identification cod (PIC) and the biometric data,

extracts from the memory (12) the encoded biometric data, the encoded
personal data and the encoded personal identification code (PIC) and
decodes them with the other code (PrivK 2) of the second pair of digital
codes, compares the received, decoded personal identification code and the
decoded, stored personal identification code with one another and upon
agreement compares the received, decoded biometric data and the stored,
decoded biometric data with each other and only clears the multimedia

apparatus (2) upon agreement.



with Caiml with the follow ng process steps: Storing of a first code
(PrivkKk 1) of a first pair of digital codes in a nenory of a nultinedia
device, Storing of user data encoded with a first code (PubK 2) of a second
pair of digital codes which data contains bionetric data, a personal
identification code (PIC) and personal data, Reading in bionetric data of
a user into a renote control, Adding agpersonal identification code (PlIC)
froma nmenory as well as adding a second code (PrivK 2) of the second pair
of digital codes for formng a data set, encoding this data set with the
second code of the first pair of digital codes, Transmitting the data set
encoded in this manner to a nmultinedia device, Decoding the received data
set with the stored first code (Privk 1) of the first pair of digital
codes, Extracting conmponents (PrivkK 2, PIC, bionetric data) fromthe
decoded data set, Decoding the encoded data stor ed in the nenory of the
mul timedi a device wth the extracted, demg co d.code of the second
pair of c@glAaﬂﬂ’O@Q%@r defsnpansidssior et SYdee LUASEPFALEI on code

th the d d I f
Wi eretﬁo a1m1w11%rt% @)ﬁros‘ﬁgg pr'oggsnstslteﬂscatl on code and, upon agreenent,

Storing of a first code (PrivK 1) of a first pair of digital codes in a memory
of a multimedia device,

Storing of user data encoded with a first code (PubK 2) of a second pair of
digital codes which data contains biometric data, a personal identification
code (PIC) and personal data,

Reading in biometric data of a user into a remote control,

Adding a personal identification code (PIC) from a memory as well as
adding a second code (PrivK 2) of the second pair of digital codes for
forming a data set, encoding this data set with the second code of the first
pair of digital codes,

Transmitting the data set encoded in this manner to a multimedia device,
Decoding the received data set with the stored first code (PrivK 1) of the
first pair of digital codes,

Extracting components (PrivK 2, PIC, biometric data) from the decoded data
set,

Decoding the encoded data stored in the memory of the multimedia device
with the extracted, decoded second code of the second pair of digital codes,
Comparing the decoded, received identification code with the decoded,

stored personal identification code and, upon agreement,



19 Conparing the received, decoded bionetric data with the stored, decoded
bi onetric data, and Cearing the multinedia device if the conparison of the
bionetric data results in an agreenent. 3. The process according to claim
2, characterized in that the bionetric data read into the renote control
is conmpressed before the form ng of the data set. 4. The process according
to CQaim3, characterized in that thejgonpression takes place according to
the Huf fman code. .5. The process according to one of Clainms 2 to 4,
characterized in that the data set to be transmtted fromthe renote
control to the nultinedia device is block-coded. 6. The process according
to one or nore of Clains 2 to 5, characterized in that the data set to be
transmtted fromthe renote control to the nultinedia device is provided
with a forward error correction.

Comparing the received, decoded biometric data with the stored, decoded

biometric data, and

Clearing the multimedia device if the comparison of the biometric data

results in an agreement.

3. The process according to claim 2, characterized in that the biometric data

read into the remote control is compressed before the forming of the data set.

4. The process according to Claim 3, characterized in that the compression

takes place according to the Huffman code.

5. The process according to one of Claims 2 to 4, characterized in that the
data set to be transmitted from the remote control to the multimedia device 1s

block-coded.

6. The process according to one or more of Claims 2 to 5, characterized in
that the data set to be transmitted from the remote control to the multimedia

device is provided with a forward error correction.



