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COMVUNI CATI ONS METHOD. AND DEVI CE FI ELD OF | NVENTI ON

The present invention relates to .comrunications
particularly in the fiel BCDAU2006/000530

power |ine networks. The invention has a nunber of
aspects, which in one form relate to a comuni cation
devi ce and/ or nethods adapted for the automatic neter
readi ng, data concentrator, thome gateway, |R gateway
and honme automation, such as by way of exanple power
poi nt, |ight COMMUNGATIONS METHOMAND DEYICE val ve

t -1 ditioner & heater control, renote
gg}'lé:@ﬂ”?ﬁé‘rﬁ‘ggpl i ance control and/or industrial
cont rie prsket Bivemtionarepec td cemfanizatidrizedévicesnand metinds,
n [ .any. C ination. of |ts aspects may reside in a
§%@5‘3%‘¥Wé"%ﬁ§§r‘ﬁ%wﬂ nf’lneh“éorlés()nveni ent to hereinafter
descrTHeeinvbetidnmias bi rumbn df idspects p@hich ih roneefoarh) mnat% @0 a
r lLine npde however it shoul d be appreciated,. -
BorRR Ot G SRLRFTEEE ptim e ERREC FibE" Gogine
?a‘tb;con&%ﬂé@%@ef @&Ewﬁ?ﬁlﬁl@d@a)ﬁénd ﬂﬁmyé'a‘sxtmh tH8UIch as by
or information technol.o in their hopes hav .
HFLSLPTRE PoRRE PRTL AN RIieheS, SURAR OPER) gesvave it
evreiitionbe 18e heater demkroh gemioteh davior cahdgsreapgiany®| cantolofnd/or
I nfar.mation, than evey before and they. need the ,
EREAT TRy RetSy Olned e g i (e Wheitpneaih pa 5, 2
tamisinatenl of e dspdmtd map eestdeoin @gdwer lisendidemct i on of new
hous i, the installation of upgraded wirin ile .
by Tl de e vifigina halora tentlls R husobBute esbans
fetatibn tdapovesiira mbdem Umyeadeitlshauld bg appreeistesitthatghe present
t r i ner.al | onsi dered cost-prohibitive,
fiyéqqféhxseicﬁﬂagﬁﬁeg%? ﬁﬂaﬁg%%orﬁ)bne aut onati on features,
BACKGROWNDtARBe t hat deal wi th conmunications, added
to exy st .. Lhere is.a.need to provide.this,n
2 eTE Bt OPRERy s PRSI 1o ST atioP aBHbloY M Hiefdiothes
havpedrapitigallgdncieased evaruthedast! fewayeark abPeofl® evegivheki sre
0 ion upqr ades, namel ower li.ne
e, A A PP bl vBRHAPE rrorRliSh Aot &Frc btTBfecgn they
fited thevwapahtiities tywecesadl maetdfasfeat PLC technol ogy may be
util ‘R %Jeﬂto'?lsoﬂgve realised that one choice for construction of new houses
is the installation of upgraded wiring while they have the chance during
construction. Despite the fact that installing upgraded wiring in existing structures
is generally considered  cost-prohibitive, it is desirable to have home automation
features, especially those that deal with communications, added to existing
homes. There is a need to provide this in a relatively cost effective and simple
manner.
~ Three types of products are currently available for retrofit home automation
(HA) upgrades, namely power line communication (PLC), infrared, and radio
frequency.
' The inventors have realised that PLC technology may be utilised in Home
Automation '(HA) applications because it enables the installation of a control-
oriented communication network without the need to tear down walls in order to
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toinstall dedicated wiring. PLC is al so considered

| ess expensive than existing IR and RF sol utions.
However, in many hones, electrical interference can
prevent PLC receiver nodul eg from operating properly.
EI ectroni c equipnment found in virtually every

s uc %@@ic%@ %@E\g ﬁtﬁcgé %fsﬂ%hyael%‘a' [e&s évgﬁe%&g L C&dsting IR

1’0 equl pnent rsonal
@f_@ﬂTBﬁtS@IUQOF@nd peri pherals, FAX machi nes eI ectronic
| ghtHdWan\a S|’r|1 ?r%'hi HBRs ”@Q%fnégl g'ﬁéra{r%ﬁ QﬁWL@q%celver

There 1s a eed to
roiWes$ émasomrewtgen@paéxsoEies;treuﬁc\muipmmﬁ él?tfndrle nméiallsrmfery

(AKERLE' RN Sl b ieliBiel foch el A9 R b
¢quinmenie peosomal @mnum agindutpetipharels, vﬁ»% Hmaghinesr lediiedic
IE?‘PWE%%ST‘&?% andRaty bltel %iéﬂ?rBﬁ%SdéWJegetTﬁ@? iD8RD a need to

thre separate sectors
ppwde PLE; ttewnogmsz thatdlowiates problesns assphiatas) \wﬁt infegference.

uti | iy lh\fb%’(ﬁf& v §is§vr}gﬁrsgﬁ gt sl dﬁiﬂhol@%}?bé‘?ﬁé U85 in the

structura anges unbun enerati on,

" AVIB (v“qumnmat@rMaheﬂ Repdinghingtded fromatheraint QﬁfVleeW etutiliies which

Q@ g@% {0%e hihel | TSR Fe @@ré’fr@r bt $%8'BeBh Hgllo‘éﬁrlh’toq ree

usl ness processes 0ose areas current Yy
fmiafege pecipraveamely elegbisity, iges aad materaoetesol | ection. Wth

i ncr §gi digkt r?fﬁﬁlﬁ? ifcRstr ﬁﬂéérg&ﬁg Nhdit %s‘i&s?ﬁqhoﬁﬁmturat

electric ut ties are | oo I so utlons

ahgnoes- 2 &Vittbiter unipeding ehgenaratiano istduition and traswenission, as
6f%le&@d#ﬁ@ﬂé% AL 'aPéqé\bseﬁ)f @(élﬁﬁﬁ}? Jﬂaﬁm%ﬁexr business

custoners wat er and gas ut stries are
AreeasAes.i Roeaddioss areesaurrently being wewedithe moskis. metar data

c%ﬂ%ftﬂﬁs With libdrb&sinf BEMARA ‘P& ;%B?r réé%ilﬁﬁeﬁénd?{sg BRktric

I C expectatlons regard |ng I Ng wat er gqua
umtye@ are leoking &r sphsions at opﬁ@mﬁhtey O@ﬁwt@m.equvgmce

WA bodRY! Snébfdvﬂgﬁgiﬁingﬁéﬂ%éﬂé@g% FRfURId s, While

mai nt al i n ust oner sat [ sf action and

an effhe @\reé@ftambsasamﬂtbh mdwxatulay arﬁéagmqa instpesisgi iressure to do
rﬁcl)r@%gm%ssl ‘AWE\@F ai@?a&@tﬁlﬂé@ tgeér' %éo‘\gwrﬁl%thwﬁr ?Hbllc
expectalians rp@@'dmgdﬁmkng mrmlityeww ttag%tmgaq BeRig. security

a"f\H% %é@eﬁ%m IInSFéngﬁnge-ﬁg ver arﬁ@ritﬁ/%zéulgﬁdﬁ% \Ilefet M&intaining a

rea ISG there are conmuni cat1 on

highdpyr obglistemensatisiapticeandoarreféeaatrmperaisnmuni cat i ons,

Today, many progressive electric, water and gas utilities are finding that
implementing an Automatic Meter Reading (AMR) system can help position

themselves better against today's and future challenges. .

The inventors have further realised that there are several AMR
communication technologies, namely Radio Frequency Communications,
Telephone Line Reading, Broadband (Fibre/Coax Cable) and Power Line
Communication (PLC). PLC uses the existing wires that deliver electricity to
consumers as a communications link for AMR. This makes PLC AMR very
attractive for AMR systems, especially for high density countries like China, India
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as a communications link for AVR This nakes PLC AMR
very attractive for AVMR systens, especially for high
density countries |like China, |Indiaand nost of Europe.
The drawback of- conventional PLC AVR is that signals
may be easily affected by power |ine noise. The power

SRSt M Ro Sk STH R Ewh &k &Icah&érﬁuhémooﬁzw;s mé& sagﬁ&is may

necessarily for data applications as is needed
PR &RAM Bigcteq Ry thgwer H'egamse t hBe inpwenicables rgre designed for

szﬁBhMg s@kmémut riof ﬁé&s@é@y %rmam%bpm‘anérpsesé sl feeded in PLC

{‘)?60 namely: 1. Noise A power line is a very
@hwronment AII sorts' of noises exist not only

i N the tARPlebhridd ened PBADBrL HaveAldRAtifdy IhB? u{e% Brdfa R&\ﬁé@r of

di stortion. During a mains power cycle the anount

$Rsictie Pe%memayrqanwlsf dly. It is often the case that

cert aigisglevi ces on the power line present different

noi se and |oads at different parts of the cycle. This

nmaked* PIrerdinedha Ve iriat envisarmert. 8k sosiglof nases gxipiot only

ithél binpiyiaa fofmainThle aidoR thefpi df%hhé@ﬂﬁmrﬁona RS mains

can often be | onger than many mains cycles. This neans
ROV SvHiE th%awoaﬁfopfrf@r%w@ﬁ@ﬂgwﬂd%ﬁys pﬁ%&ﬂeo@p@e thafecertain

dwc@tslmh@fp@vewﬁg %?es’éhﬁ&ﬁf@?eﬁ? h6iBe ohd IGARSH SIRrBRE bAR of
en wi'thin the domain of power-line communications

th? elenorT Mg M@S fosan rirpERen thet fininel ZRY; Aeiek bt Agidly

dVRbR. KShe Qmﬂﬂaﬁémt@ ranbrhita phaee cé%ﬁ@@%sloﬁjé? tHah Mehny
for communj cating between each ot her. Phase

AN CHees: oﬁhlﬁén%%nﬁ Rleat the load apd | nokse %\ng@% Megy gmesipppethe
d@atﬁin@'aypd%%ttﬁdﬁ@mis@foﬂr mation easily available (eg
acce%5| bility to wiring diagrams for building). It is
Zrost POPERACERONCase that between phase coupling is

weak Offeh heietin Qmomaﬁﬁopboﬁértlfrﬁé astHRfineakids| M3s Hot always

caréker fre%enm es. Is considered that in order to.
neesiRieder a keehpisian 'B%Iﬁ'fmﬁw networksde detasine which ghase two nodes

A6 VSIRG ATRrimiridating S8fvdeRalach 88! PhESTMItNGASPistdrhBenot
on a . simlar phase. Phase detection is also

vVery
Ighaded corteelly 0B e ishaigtn got thesdnjaimation ealit3iable (eg

 dBEedRIbiIRY tto SWIRAE Wagkars BAbuld)d ReisT Rb&r b%h tR 38sé that

separated sol yti on’
between phase coupling is weak without some kind of extra added coupling at

carrier frequencies. It is considered that in order to produce the best
communications result it is advantageous for nodes that need to communicate to
be on a similar phase. Phase detection is also very useful for trouble shooting.
3. Separated solution

Prior art systems use what couid be referred to as a ‘separated solution’.
That is, there are several separate devices provided, namely a power line
transceiver, a MCU, a non-volatile memory and some peripherals such as UART,
SPI and RTC etc. This at least increases the cost of practically implementing a
PLC system and maintaining or fault finding.
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That is, there are several separate devices provided,
nanely a power |line transceiver, a MCU, a non-volatile

woretwony3dehd sone peripherals such as UART, SPIPEnauRID&@000530

etc. This at |east increases the cost of practically

i mpl ementing a PLC system and mai ntai ning or fault

finding.4, Signal To Noise Estimation In the domain of

power |ine communications agdetermnistic nethod of

finding where the best point to point comrunication

gm st§gﬁaqmq\ﬁg§ed53tm0@0| se on the power line is :
dynamc. A different time of day often produces a very

di f f df dhie desiaie oppewen ne pempinigetions audai¢ratristicomethod” of

fRAY B ROILRS ﬁlﬂftblpﬁln@@bﬁlnﬁh(kﬂ& ELioR IQBeeded The noise
i nstallation as the network not conrmuni ca

Pothes pevaklitriés gyantie A thﬁecmtutmge abideg. oﬁwmmoqhges a very

&ﬁé}%ﬁ! ﬁt')i&é’ pﬂﬁiﬁed g |svﬂ?r%83tq4%(e%"sﬁlt6‘ s Waed ﬁ%fgé’ EFo‘ﬁre %rﬂ¥ §it the

be placed. The inventors have realise
ffr@e af instadlation asethapietwar mayanl cemuinitetaindarshaymatime due to

' tﬁé rﬂgﬂt%tﬂtﬁ Abis&MiHid @eép@cxéﬁ&?ﬁeé’de@yﬁﬁéﬂ 89t8W|hﬁ1ﬁrWFPe'?é roters

Power Line conmmuni cati ons conmuni cat 1 ons

Heve be Riresd. The inveabr b@vw@@ﬂzﬁd 1hawf@m is @ aeed to be able to
rﬁ@é@ﬁr’é‘ hélﬁé LR §tgﬁé‘l‘§t;%ﬁé}ﬁ§ & arﬁé@ﬁ{e iR 'su@rPQ!d r?eﬁﬁnb %ﬂﬁrdmc‘nent

need Donestic and conmer power nes
%erhgﬁglefh'@eﬁémqﬁ’t@t@ﬂse envi ronnment for data

COMMAN Sty 'hﬁé‘ %om%ﬁic&t?o%s%@i‘&@ Q\fltﬂdché %dbhfé b 5P loWecgzﬁQ e

i nject signals into power |1 ne mhlc |nde

. CopupENgatioNs ANef gmﬁr@ cqrttroi applieatiage ds tnegded.heDomestic and

ORmRsHibAhbRBY SfMéi e VHe'rfllarﬁ%‘aHé Hbs{ %%ﬂlt@V&\/ﬁ@ﬁlﬁbﬁtr for, data

frequenC|es in the prese e I cant nol se
cemmunications,; Pevises penusctad do Het matmémeﬁwprk trdegtisignagdnt the

pohvePdinbd vHRGURRREr thd tl%h%fssifoﬂro@dﬁ vvegT hd r}ﬁended that the

communi cati on device to unctlon rell a
depiediigtion gystemiwill havg utelriaye oaplies ffezﬂuga@@sem thhepresence of

S ﬁ@&é ormarfwbﬁ th@@@' Hofbet %réésa%abﬁnn@ HeV B 8662

have reali sed that the nmain not t nol se
sigpdpriedoqumant. eM per %mﬁtlm@mwmmgn §@vusg|t@ dunction

ré!i%B@Qms RSh&8eraf ‘ihaft ‘&'%ﬁb gsa%le Randesy iy r%%cn*ﬂéatl?ns outlined

consi ETEd one of est to overco

inc Hier eapdyyd. rB*&féir\Y?WgrSd'aw resfigect theg dles imsin @sut not the only)
n6i86 WHRRLES, thﬂ?%ﬁ@(ﬁsdenﬂ)% d@ﬁ é?&qwqpﬁgg%c%je Cr%hc?oem noiﬁe and

specification is include
tPRLNPiRGe ANEAM noiseds sansidered ope Otfén@ehardgstdﬂ cxglieDBsi inrihe

cofiglt ARYceRind digamaterial -forms a part of the prior art
base or the conmon general know edge in the rel evant

art ANy Alisqussiph aofodogirgenipedevisas.oacts or knowledge in this
specification is Included to explain the context of the invention. It should not be

taken as an admission that any of the material forms a part of the prior art base or
the common general knowledge in the relevant art in Australia or elsewhere on or
before the priority date of the disclosure and claims herein. .

An object of the present invention is to provide an enhanced PLC
technology, device and/or method of operation. '

A further object of the present invention is to alleyiate at least one

disadvantage associated with the prior art.
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before the priority date of the disclosure and cl ains
herein. An object of the present invention is to

w@e@eilt®enn enhanced PLC technol ogy, devi ce anedDAU2006/000530

met hod of operation. A further object of the present
invention is to alleviate at .|l east one di sadvant age
associated with the prior art.SUVMARY OF | NVENTI ON The
present invention provides,sin one aspect of
invention a method of, device and/or apparatus for

ﬁmqrblpqgvﬁm‘qonprl sing the steps of providing a

ura Ity of possible transm ssion frequenm es

seI eJﬁTﬁﬂ@'ew ifveatiprepayides ol eneeaiieat ol Pigntin. B saethed &f
sel i r%?ga%‘ﬂ% fof %Qﬁéﬁu&h'gr&té Bempiry tlﬁélsmbst(hq)mwdmg a

fre quency. Thé pr esent jnventijon al ?
purality dd posbihleaansspesian Bequengiest SYRCING qnet frestegey from the

agaéh.@%fgegé,&é f@@@&{c@ésuané QLndlekmgThatag Jshe 1Be lsék‘abie@ ne

qguency use In the transm ssion of data,
frémieneit. hod conpri si ng the steps of determ ning an

est ' 'ﬁ%%r@gn?%n 880 ¥ Bdes, H8ER HBPEUL RE iBnESH, | TRethod

recei'ved signal strength, and selecting a fre%uen
cnfag@dca)aﬂd/wmeteéwpnéﬂewnmﬁbe pelactiontof aitpaHER Y 0511%%'“

lQEOtYérgﬁﬁs (f/nooiaﬂé’ttah%{e s cSthplidE i Sfeps ®F 'B%‘térﬁfh@% an

evi ce an r apparatus for conmuni cation  of dat?
ertimatrl otansrmoisengvelndeteinipiag gn astRaeRTrecapdRe B‘&%ﬁ

Y &idddh Ef&ﬂ@éﬁtﬁﬁtﬁgéébh%eﬂﬁéﬁhlﬁét%ﬁ the dat a, and

retrans ata based on a secon
char dbedresent @verntﬁ@ alsogyeyides. m@mﬂfhw%%\ﬂf iwentiqnyag

&H{h;)l? oF, da5iRE %dBF aﬂ);ﬂi‘f@tﬂ& 'f&r@:onﬁr\lﬂ‘ﬁtah@rd ofata, dRY | fiod

paratus for comruni cati ng data the

met h
womising the stene oL FRITIENG HBEITPR PR @ ThS! ABAECIESU eiving
tﬁé%ﬁd Bad AltraPRRitRAPE dafa Bdt8d RAWRIecoREEIRIraRIBIdNS. a

el Ime, transmtting the data, on the risi.n ﬁ]
and @B&]@?anVﬁP@Wng%'ﬁ@ fHIFtRRR ﬁlsﬁé"tz‘gr“?)"e@ﬂ@gﬁ H% od
h@e\ﬁéeeéﬁd%r éébéﬁ"?hb @dF @n%ﬁu:ﬂéét%b% the nf’rbtﬁdd tdmprising the

Urt er aspect of i1nvention, a met hod of ,

senly Grdetgspiieg a geodevel srassino o onaghasa of the H%W‘Ffegﬂ@a“'“‘"g
§85@¥ iifel Qaﬁé?ﬁ it ngﬁé dafa, ﬁttﬁé ARG ’é@g@ drivddlayed I:WOthéeielay

mtting ata once the voltage exceeds th
fmﬁ”@mltl@@é%fo CW%‘(?“]SF esent invention al so provides, | n

an aﬁﬂ@%?e&fﬁt thé’rﬁBh'a% prévil®d, o8 saif furtiendspectat d’lv@htlon a
apparatus for providing error correction,, the ge hod
roeipe ok ideyice and/or apparatus for communicafing data, the met
comprising the steps of determining a level of noise, transmitting the data once
the voltage exceeds the nolse level.

The present invention also provides, in an aspect of invention, a method
of, device and/or apparatus for providing error correction, the method comprising
imposing reed-solomon error correction to at least some data received.

The present invention also provides, in an aspect of invention, a method

_ of, device and/or apparatus for transmitting data, in a power line system, the

method comprising the step of encrypting the data prior to transmitting the data.
The present invention also provides, in an aspect of invention, a method

of, device andfor apparatus for determining if two nodes are coupled to the same

phase, the method comprising the steps of forwarding a data packet to a selected
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I mposi ng reed-sol onon error correction to at |east
sone data received. The present invention al so

w@e@eilt®sy in an aspect of invention, a nethodP@f/AU2006/000530

devi ce and/ or apparatus for transmtting data, in a
power |ine system the nethod conprising the step of
encrypting the data prior to transmtting the data.
The present invention also grovides, in an aspect of
i nvention, a mat hod of, device and/or apparatus for

lg(ﬁ}aes? gﬁ'@ ?ﬁg %al:!( o i g&g%ftrgﬁﬁmgﬂ ﬁirs{ Qyt% %fdgf%q%aresentmg

rrsin orwar
hat phasackfes tltaosralttml e@deednoemngtthe pdiake;t gatbketelected node

&&QHM% glhe gﬁ?ier d?'ﬂﬁ@s%%c@aanc?i of 4"RE 1 t&‘r r%E%JGﬂb 3he packet,

repr ese ransm t

qieie@nmm ghe Hlé‘ewacek betvegentthe fissé Ibytet ce‘cdatm dmd tHetselasteadi nogle
cphase of the selected node at the tine of

FeCei Vi ng the packet, determning the difference

bet wdder mrlseerftun\santlbrytaésmbrcovmea, iraAd ashectsel veriibrmeddata

BRRE 16 5 8l RS 58 U8 Fens 0 o
nqdeaett%@r pepheh g:omwmpb afiret daﬁaf mmtnmatthmahasmfrtbd gwde
q ;
R She SRR et Bl Boral Rbfese L 1 bh3 (fing node
rgesivng de dferat thegtinodef fekeiving dfe pankehode recei ving the
dat a;rpgt r@%%t vaﬁtlo‘?lf alk§ ‘f)?(%vxde'%gmt he agg?é%lf?? inv-lénf??rpr eﬁ]@ﬂi‘bd

i nvent 1
afedeMing md/orma@éu%iqmetermm @hasg changaleatnhings |tmgmethod

DRTEGIAE IRpED SOhiting 08 SRL SRTREBLIR SRR
gsigaa sa@m ammp%rmﬂ &@tnmttrw@ga ip aarsleumiﬁangeeﬂfrneasamer with a
rél%h@c%lﬁl ¥rﬁhl r Ms@%hgtggfeeln%aéénll&rthat\?‘fats I?iﬁ%e nﬁg V& ¥

i npodbe pmsent anEﬂﬁ@nrﬁ’!@g e?qv?daerﬁ:/@ﬁan aspegt gbfrwgggwsrgesmethnd
d'f‘ndé’\r?d?eegﬁd ?rf ﬁr%)’ﬁﬂé 'ftﬂ it é\/ﬁEﬁHﬁ%@tl&{ !in %eﬂb\ﬁe?r Ifﬂédé)%'iem the

ar at us sync ronl sat

megige@aeMpIiRinaae ktey of uRipgies! l)'rgit@ hmogtwa@bn usi ng
ear | Ygé ?Pé‘seﬁ‘é’ MQQ&BH'Q@J Br‘?}'@tdeg—h‘?\ al Ssc‘;?e'&{ of ﬁ({gﬂﬁdn?% ALH8d

n an as I nven

Oﬁedﬂvé}“@ qwmroappam ﬁxr lmﬁ\ase; fogsings eomoraﬁmm gompaing thei phgse
W%Q%@@aﬁmﬁ% 88 d tfasﬁanﬁi@g%rém@ed that the

ase i's substanti al sta resSent invention
aI soThe oveseid, invention atspe@rovafes; noeani aspech of invention, a

sSbAShENY 'flﬁl#l :Meérgﬂg\bbé éi e?.ﬂﬁ@f:@rmn%nﬂg s delidE.

communi cat I ons resent 1 nventlon al so
Tpe @wa@etmverwoaralsasp@wea;ﬂn amleenﬁot ohinvemiopnareintertase device

ad5MbE Bf use in a power line system, comprising & low pass portion and high
pass portion.
The present invention also provides, in an aspect of invention, a method

. of, device and/qr apparatus for communicating, the method comprising the steps

of addressing a message to a router node with a payload code and a final
destination address pre-pended to the message payload.
In one embodiment, the present invention is used in-a power line system.
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. protoco

adapted of use in a power |line system conprising a
| ow pass portion and hi gh pass portion. The present

wOo pwentideh al so provides, in an aspect of i nventT/an2008/000530

nmet hod of, device and/or appar atus for conmuni cati ng,
t he nethod conprising the steps of addressing a
message to a router node with a payload code and a
final destination address pfe-pended to the nmessage
payl oad. In one enbodi nent, the present invention is

useddtﬁ‘eraaeg)%%r ard E?eféﬁ/e?f %Qbéatsh%&‘e %&B@@é@ lﬁ”lﬁe specification

preferred aspects are disclosed i cation

angdrr otefiged wmtm anpened ﬁ@ﬁ%ﬁd@iﬂm@g a’t‘l m‘f of @\enqi%@"%iloaaqftthe

iflertibg, description of the invention. The present

I nvention has been found to result in a nupb

advaifhagessensingntian hashaen HRY iaresuiNgG 9 'Bl"ﬂb@f@é a@vantages
ARki ant core with an ANSI/ElIA 709.2 conpliant povver ‘
I'ne transceiver into a single chip CENELEC EN50065

“~  20Gombiting ParMNSEEIHr 63 arﬁwllén& Mﬁszs@noﬁNS'/E'A 700.2

f r eqUBAGiAR pElBAREIRN LIRSS LUplcRe offyal carri er

fr equen Ies Forward Error Correction enbedded Very"
*hi gh CEARMECARN5008501: 280hepmeliantmuni ty  DSP t echni ques
util | 85 @iaplibdny sElebtR 1

b?&%@ﬁﬂ%&gﬁn%mﬁj\%@r{ts ug?é'cr g%ﬂ e ‘ne\?stl A709. 1

"net whiurkCaKiigriiresyaFaied 300al one Effici ent STAPLM.300
Ar ch Y EG-RAEL UG ioh@tablEd Processi ng of network
packg%@:atr Eﬁo ﬁfl catol on code Standard GNU C interface
*or Agpi h'@'&toiné ndoapulse BgisamMYGING ngl e 32-bit EI SC

P 0CeEFOBHibuesQtiy | cation code processing o
Event - drlven&tas schedul er processing o ElI A709

"or ot Bdegratesreasdly dntpr dsdiogi Rig 7094 sRrosaE P@mE"%r’lﬁ%‘Prés or

. MdulRSite ndv EAVRD. 1L hBvolAREL ST ARIM-300 alone

" Efficient STAPLM-300 architecture allows reliable processing of network
packets and application code
" Standard GNU C interface for application code programming

*  Single 32-bit EISC processor for:

o Application code processing

o Event-driven task scheduler processing

o EIA709.1 protocol firmware processing
s Task specific hardware modules:

o Power Line Transceiver

o MAC Layer'

o User configurable 1O Interface

Programmable Real Time Clock with battery backup
Watch Dog Timer | |
Reset and Clocking

o Two 16-bit Timer/Counters
= ANSVEIA 709.2 symbol rate support, 5.4 kbps at 131.98kHz
" -80dBV receiver sensitivity

o o O
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o MAC Layer o User configurable IO Interface o
Progranmmabl e Real Tinme Cock with battery backup o

wOaioeh1Pexy Ti mer o Reset and C ocking o Two 16P@I/AU2006/000530

Ti mer/ Counters ANSI/EI A 709.2 synbol rate support, 5.4
kbps at 13 1.98kHz -8CdBV receiver sensitivity
Ability to operate as a tw sted pair transceiver.
Menory resources: o On chi pg96K Byte Flash for

El A709. 1 protocol firmnare, configuration data,

i : fieinf . n
ohP o AL R AP S B e R otk and. appl ©oat i on
Hat a Mem@ry eedosidabsd UART' s Enbedded Low I\/oI t age
BECAVA i L h .

o-bi G Oy L WOEOBy B ech, et JERan! ShBeot el
PQFP packeapdiguggeniatauappiogtiondode abe noile speniftc ioformation

d i -
based o EEbaroats Pl I SnSngn itk & spipd e
YevellgprasmheddedyARIte may becorme a repeater through
pnbe@qﬁ%dplgéj%b\gfgmﬁ%y%&egm Furt her scope of

appl ica resent invention wll becone
appaleivt vaitepersuprly with &Vitedradbiri pti on gi ven

hereiznaf_ er, it should be understood that the
det ai5lr;§jbigfe3§<l:drj?éﬁ|¥on and specific exanples, while

1 ndi €all MagtepBéfverSRiodnbodi nents of the invention, are
Jive i j stration oniy, since various

chanqgg%g\rﬁdﬂg ia!f%éggti ons within the spirit and scope
of t A8-bitmwigoeilldmumber ineeacbebipapparent to those skill ed

0 BRSO QoS AL gy on, o
"obj ed2\@ based Medadisyelaner sefpant toobibr appdicpticrsdavelopment
n Any node may become a repeater through embedded routing mechanism

Further scope of appficability of the present invention will become apparent
from the detailed description given hereinafter. However, it should be understood
that the detailed description and specific examples, while indicating preferred
embodiments of the invention, are given by way of illustration only, since various
changes and modifications within the spirit and scope of the invention will become
apparent to those skilled in the art from this detailed description. '
BRIEF DESCRIPTION OF THE DRAWINGS

Further disclosure, -objects,  advantages and aspects of thHe present
application may be better understood by those skilled in the relevant art by
reference to the following description of preferred embodiments taken in
conjunction with the accompanying drawings, which are given by way of
illustration only, and thus are not limitative of the present invention, and in which:

Figure 1 illustrates a system block diagram of an embodiment of the
present invention implemented for Power Line Communication (PLC) user
applications such as Automated Meter Reading (AMR) and Home Automation
(HA),

Figure 2 illustrates a block diagram of an embodiment of the present

invention rendered on ASIC,
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-as Automat ed Meter Readi n

application may be better understood by those skilled
in the relevant art by reference to the follow ng

waele®eni13ess on of preferred enbodi nents taken i NnPCT/AU2006/000530

conjunction with the acconpanyi ng draw rigs, which are
given by way of illustration only, and thus are not
limtative of the present invention, and in which:
Figure 1 illustrates a systgm bl ock di agram of an
enbodi nent of the present invention inplenented for

Pom’erFuédrB%lﬁ%fFﬁlé@.'a%Hh&'bl&&le@ é&ﬁ@épréwltémafgn@a/ﬁlgh

( HA) ,Figyrg dadiustrates gae eatbe fn&%Pchawargbfa% HRIAR.

enboq: 8t4bQTIU§tr%?e906r€‘e3Sﬁxboéjaﬂu‘éﬁﬂbﬂ 9'?969%%?'%%@%&%cewer block
fgure 3 illustrates a further- bl ock di agram

'éﬁ‘ia@%ent ation of the ASIC, Figure 4a illustrates one

e”boqilé(ﬁgt%qfluéra'i&cﬁ rofhh@giﬁagé AR mawmgec&mts for an
illusttates one enb msnt of a receiver and

eliexpatingihitqatipingnd %ﬁt%tgr am Figure 4c illustrates a
pl ot mhyrkhg flRJ%%t%sCSLFﬁU&ﬁorﬂTB@tBGﬂ %m&@%ﬂé%h&?e Rbhase signal

al ternating {oattern and data, Figure 4
(qelt%r@f‘?%)@@d@% BACBONEFHPURIOSPRSWI ng t he change in

phas%gi!rs%huu%f#&b% Hﬂ*‘s@/ﬁ&)mﬁ@&homﬁoéysb synchroni sati on

process, ure ustrates a bit synchronisation
pr oc dugure rér‘@wf@feﬁphasp@@mpaﬂ%@sphase conpari sons,

Fi gursggipeid [1ustied %ﬁe%é"@%m@%@ tb@ANinfI&h&fation of the
i npl enentation of the present invention, Figure 6

Preperdtinventian. an AI\/R system according to an aspect of

I nverﬁxglﬁ@ 6 nEasﬁuttes ah ANMIR @?été@ta%éoramelt@@h adped R mveitionne
enbodi nent_ of transcei ver accord %@P‘?’ an a pect of

i nvertigwe,’ '#Pﬁ[ﬂt%g 8 hlogk dipgrateaf %”%8 meﬁéo transcewer
mlﬁq]{aaéﬁ e Mvefiodi gure 9 illustrates the use of
dual

annel s in accordance with an as ect of
i nvermtigusn 8 "Mﬂj@ﬁeé aewer fingseqrameRicaion iy &% associ at ed

W t h FHB8 oriliGaRBahé IBE b dudficBifrialslih ddcbrithEa Wit an aspect
counter operation, Figure 12 illustrates

cfyveRtiomi sat i on,
Figure 10 illustrates a problem associated with high rise apartments,

Figure 11 illustrates a counter operatiori,

Figure 12 illustrates synchronisation,

Figure 13 illustrates noise around zero crossing,

Figure 14 shows how the phase counter relates to the mains cycle as well
as the noise,

Figure 15 shows how the packet mode system sends a packet but halts
transmission around the distorted areas,

Figure 16 illustrates the phase detection system in the context of a
network,

Figure 17 illustrates a prior art zero crossing detector system,

Figure 18 illustrates phase detection according to an aspect of the present
invention,

Figure 19 demonstrates the relative counts between the phases,
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Figure 13 illustrates noi se around zero crossing,
Fi gure 14 shows how t he phase counter relates to the

woraios1ytl e as well as the noise, Figure 15 shOmaUN®E/000530

t he packet node system sends a packet but halts
transm ssion around the distorted areas, Figure 16
illustrates the phase detection systemin the context
of a network, Figure 17 illygstrates a prior art zero
crossing detector system Figure 18 illustrates phase

det eﬁq o) fbcqms%{é%g'éofr@&u&%@e%speﬁsé s I &f@Ptnetwork, in

i nvent ure denonstrates the rel ative counts
dseoiienee wrﬁfeovrma@égdImgmféhqgrqsemtu@qua@@sarﬁ frequency

r esp%@ge Hen Létr%fegtaeécna%\ﬁe Idfagraf AORE SR EmMLIR 200 Uit

e present 1nvention, and Figure 2 1
aﬂplimff@t’:é@ura@chenatl c di agram of one enbodi nent of a

%/-E&HEW R to Figure 20. DETAILED DESCRI PTI ON
resent i nvention, in one enbodinment is
QYERVEEW as a h| ghly integrat ed System on-a-chip (SoC)

prod 0 p rd Poser ol dddaRsCRI
nd_ahe PSP ﬁe[”&%”tﬁfﬂné"fé"‘é?oe”‘%"d s & T s, Aost nal e,
inlebptedrRystgpONsaLipi(8AC] Brogysts i it eprabings agpavariuy PPW@‘U‘C‘BQ

'ﬁQﬁéce%FrQ@tf Eshtio ?Hm%ngsﬂgmdcéfﬂrmﬁjé‘ﬁﬁ&a sWaieCehip. e’ﬂﬁé S@C

ower |ine transceiver

severa [
aésiog n@qonsafe@%knagreaﬂwedump@ﬁ cgBwared forth %rrﬁ}mﬂafrm%tct&
v@%ﬁc%éqbirélsé\% ﬂ@gn DSP techni ques to deliver reI iable -

conmmuni cat | referably conforns to th
ANS| TBe gnizgded @ﬁwedzm RIS NS0 (R gesionesht91 oRATAlRdA raytarh

p-BQ/eP rh dUbGir &ﬂg@ﬂqﬁﬁ uliRInyOBaER EDS PS8l Stot NfivaPidiatle

ect| n ual “band fransm ssion, various_carrier

q‘at@qqmmwga IOﬂorV\lérQre'@F&th copfaragt foodhe ANEIEIA K02esend
(EEI@EI%@%NS@Q%‘?%OWQ%W%@ encryption and vari ous

transmtter output voltages. These options ensure the
t r andeetroduceopriianced negPiedIop, Users wesieperiion ¢f q‘»ﬁéectmg

RAY iba AR TRIMs mdaidnS tvaRb &0 cBRH RRqLERid | fbiviard t &rdt OdrREBn,
CENELEC Access Protocol, packet mode, data encryption and various
transmitter output voltages. These options ensure the transceiver operates
reliably in a noisy power fine environment whilst also having the ability to conform
to local regulations. ' _

One embodiment of the present invention utilizes a 32-bit processor to
process application code and network traffic. Its embedded protocol conforms to
ANSI/EIA 709.1, the LonTalk® Control Network Protocol.

Figure 1 llustrates one embadiment of the present invention which has
been designed with an emphasis on Automated  Meter Readmg (AMR)
applications where the low cost and high performance features are needed.

Figure 2 illustrates a block diagram of an embodiment of the present
invention rendered on ASIC. In the Figure 2:

. PLI — Power line interface: This is circuitry needed for the ASIC to

interface with the mains power network.
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to local regulations. One enbodi nent of the present
invention utilizes a 32-bit processor to process

wa@ppbilcati on code and network traffic. Its enbeddat2006/000530

protocol conforms to ANSI/EIA 709.1, the LonTal k(r)
Control Network Protocol. Figure 1 illustrates one
enbodi nent of the present invention which has been
designed with an enphasis o4y Automated Meter Reading
(AMR) applications where the | ow cost and high

erf neede [ | tes .
E e o ey M e Beschp S FEmerd e i e,
i nvenkheyrare eeaponsitiiediar Adedy taking tiengritied eighal frdeh lthe power
Powery Li |t i N St S Gil i I
a0 e vk i Barill drb it Shid, HBRERR vl Sobdifie
Pr i ndeseinsl (BisandndySRevddyethis-diiews sirbigthneousmceptions on
det aidiﬁér%t%n@fr ein. They are responsible for reliably
taking transmited signal fromthe power |ine network
and dhiaraghitter + ts ieapansibigidr ahaunlzingtheTdigitat dataeintot awsignal that
separ r ' [ jar S this allag
ot i e s Sp YT adrBk R poyRr e BERRACHHL roedheinfled Btfhe
Tr angegaivegend. | s- responsi ble for changing the digital

dat a 4, pt j | that be tr. d t.h
0o P B OB Ak 20k BR8P LGB b one
end. ruling rgrdletatstdckpr ocessors - Responsi bl e for
i nt i t d ' th r ot.ocol ac
o B TR LR RI ST o2
b regseh e blochdiaghenASI C. Wth regard to the bl ock
di E £ SPl - t full .
St EAT M) &, SRR Se s b ropch sestel B spve, S8 (sera
bet wleriptETallfkrface) hatwesn STALGN ahd bth8Pthips @fth ©PPorts -
Th fi -bit L I / ut
" ol BPRRPASOT TBPE o8 TVeop Dl esTsiA reraede snstoBiRut (GPIO)
bi ; dbmﬁfmlérslnlall ofithe pkmyfts?r@&@r\fg,stalmlirﬁctioﬁapéc}ncpme aléiére_géable.
i nt egn up_resistor nmakjn e un-drjven | ogi
val uBagh PR hap atinterag Al GRitor Thaking e ypriapionvelue of

dupl exiresynchr onous receiver/ transmtters (UARTS).

Thei a f or is: 1 start bit, 8 data bits, no
. [JAHI‘ r}E%rts -~ There are two %ull duplex asynchronous receiver/

transmitters (UARTS). Their frame format is: 1 start bit, 8 data bits, no
parity, and 1 stop bit. The baud rate is from 153 baud to 1.25M baud.

. Battery Backed Real Time Clock ~ Is a 32-bit Real Time Clock (RTC). It

has a battery backup in the case of a device power failure. In this mode it
consumes less than 30A from its backup battery.

. 32,768KHz Clock Input - The Real Time Clock runs off of its own'oscillator

32,768KHz from the RTCClock Pin.

) Low Voltage Monitor — There are two voltage monitors. One protects the

device from logic errors caused by low voltage. It resets the logic in the
device as well as the Phase Lock Loop. It trips between 2.7 and 3 volts.
Another one is used fo signal external devices of a low voltage failure, it
controls the VDD_SENSE pin. This monitor switches between 1.2 and 1.3
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parity, and 1 stop bit. The baud rate is from 153 baud
to 1. 25M baud. Battery Backed Real Tine Clock - Is a

w@2e0bi11396%kal Tinme Cock (RTC). It has a batt erpChavkuep/000530

in the case of a device power failure. In this node it
consunes | ess than 3DA fromits backup battery.
32, 768KHz C ock Input - The Real Tinme O ock runs off

.of its own oscillator 32, 768KHz fromthe RTCCl ock Pin.

Low Vol tage Monitor - There are two. voltage nonitors.

One Woﬁé Cft Ll EH@‘e @?ev'v@% %E‘N@é P&' ﬁorﬁr%@lﬁstoc@%ﬁéj IP¥a o

| ow vol t'age. resets the devi ce as we
as th@PWiﬁéh%tﬁwﬂ@'@bw | t tr| ps between 2.7 and 3

ol t n | I
Lt T ) T
pi N. rafmvgrfr@mutbewta&vm tches between 1.2 and 1.3volts,

b oL VRRSESE 81 Bl BILVRB Gt A e

It ha f on e 1 nternal
- Is caeeb@ aezb tal edunt miows to 0 driwyclir modssWhehasarﬁt’rahérerdaches

and C. 16-bit User Tiners -
TherétgaZ?gJ \%Yﬁi%fngéﬁub L?%bgﬂgk)evc\jh timers. Each tiner can
be sdebugged@inl —dN delouggingrstatyci i ¢ node. Whenever a

| : . '
;Lﬁ?g{bz@%%efg%%aéﬁ%rro v é’f?ﬁ[ﬁ%@%ﬁ%&t#ﬁ%ﬂ@% Jpstruction Set
32- biConipuf) Fooessesfor: - A 32-bit EI SC (Extendabl e

Instructlgn Set Conputer) processor for: o Application
code %r ocerrlicalp "bc"@@é’r'i?ceéﬁ‘ ¥en task schedul er
processi nﬁvmtﬁhmtgslismedul@cpﬁocéwmgmr e processing

MAC - MedEATHHQGREBSIPRh ingub layer (Sub |ayer

B 2o AR e UAC, S S5 o g

| i ne Qudiimed rin dRA7 0% 1 nediionms thkeMaGhsltalpger arcmnieprzm/iadms

cor BEF o 8 408, SRELT SRR el 0 ESah o, o

14Ok providgsfdonpiiande witie theo BEBIELECastdaaard ENDISR065-Datignalling

Li ”ke{{{e\é@pr&tb@éﬁ%r b bt dr 138RHE Yo TG (deriBES i BktBn 5)

standard,

. DLL — Data Link Layer (Layer 2): Outlined in EIA709.1 section 6, the DLL

is responsible for data error detection using CRC16 and interfacing to
higher level layers situated in a control microprocessor which includes
buffering between layers.

. Power Line Transceiver — Physical Layer (Layer 1): Incorporates the whole

EIA709.2 and CENELEC EN50065-1:2001 standards. It constitutes to the
greatest complexity of the layers and incorporates the aspects of Power
Line coupling, transmission power line drive circuitry, madulation,
demodulation, data framing, simple error detection/ correction and analog
circuitry interfacing. It includes its special features like dual band
transmission, various carrier frequencies, forward error correction,
CENELEC Access Protocol, packet mode, data encryption and various
transmitter output voltages. These advanced options ensure the

1
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Pr ot fesIote Bagteker mevetstiga g GNE g

I's responsible for data error detection using CRCL6
and interfacing to higher level layers situated in a

W@ o0vb1 9631 cr opr ocessor whi ch incl udes buf f er i POI/AU2006/000530

bet ween | ayers. ‘Power Line Transceiver - Physical
Layer (Layer 1): Incorporates the whole ElIA709.2 and
CENELEC EN50065- 1: 2001 standards. It constitutes to

.the greatest conplexity of i3he | ayers and incorporates

the aspects of Power Line coupling, transm ssion power

N netrdhéoe%/e@iobétatésr r)elzalmotduzh abiswpowdemuﬂelﬂ\\mbhmam whilshalso

fram n rror on/ c¢orrection and anal og
ci rclif ?pgﬁ’,%ﬁyg)c rmletf’ U‘i%l%‘ﬁ °%s speci al

§ eat @H@gndl llﬂﬁ@rrd;btahpl.h@n$etebwb%(ﬁﬁl m@gewarmamts: arrier
frequenm es, forward error correcbl on, CENELEC Acces

WgQsH - 4RO vara! gpiocol:
dranghidee! Faiiie Y 9ht ageship THESE irdflie 5 GRUSIARAI TWBS!, the

ensure thetransceiver o erates reliably in a noisy
pove Lo TaE® EopfrelMefwark Riptocdk al so having the ability

Jo C@Bk@ﬁ%‘ #18sH OQ?A cﬁlﬁ%kaéyté’ﬁ%sh é . S E 7081 ;srsfoas;rﬂamvare

|nputs- | ect abeegq’ trlggere nterru Renot e
2\

Boot senfigyratiopsista epaljsaliohcadqandewdgseecitic {f fﬁ’@t‘%rl al

t I
Phol SRBle G-I g BHBFN (R R Bk i bopiation
Net wdete. Pr ot ocol . 96KByte Fl ash- On chip 96K Byte '

Flash,fo %&%n s f gf\gbla id emé%é@if Frlfbgefégf tﬁég{ aPBccess

data app i cation co I on.

dKBytcemmm On chip 8K Byte RAM for buffering network
Menory Protection - Menory

Vi OFQ?'%IP’C’R{ g@sﬂé{t@{\“ ggered by illegal access to

nenoifhie pcasenammloe utlqualsai&!rﬂraglccnﬂgmat!qm‘r@@eﬁpn the EIA709

SRR RBT L 08 REBSR A TRl GG EaRRR e -

Ibgigad mind grestywa e of wmmm. ateriwglementiag a domenidatianspEse!
I%X?ocoﬁéﬁ'rfeln& tﬂ@la&grsad?gcbﬁ@hﬁgﬁgtl ng a conmmuni cations -

nbod the layers are configured

Layer No. 1 Qsfl bayerd efaskdi nent of t he present invention is

rl Ahysieal c on diea eleelrien! spogifipatiops and meguliafion schemep

| Lavaidwe
Layes 20f |IDgte ldelt a rRateEocsdng ApEERaGrpEen. Frequency Selection, Data

Validity Checks, Collision Detection, Data Framing

Layer 3 Network Addressing

Layer 4 Transport Message Resending, Sending Acknowledgements Duplicate
‘ Detection

Layer 5 Session Request/ Response Handling, Authentication

Layer 6 Presentation | Command Interpretation: Determines if messages are for
Application Layer, Network Management, or Network

Variables.

Layer 7 Application | Handles User Code and provides APls

A preferred erﬁbodiment of the present invention is a power line
communications device with the intended use of low data rate communications
and general control applications. The device incorporates a dynamic multi-band,
multi-receiver transceiver, which is believed to be the first of its kind within the
context of power line communications. The present invention was designed with
the aim of flexibility in mind to alleviate some of the problems associated with
power line communications. During the process of overcoming these obstacles
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W0 p@escvver ,

and genera! control applications. The device
i ncorporates a dynamc nulti-band, nulti-receiver

kind within the context of power |ine comrunications.
The present invention was designed wth the ai m of
flexibility in mnd to alleviate sone of the problens
associated with power I|ine nmuni cati ons. During the
process of overcom ng these obstacl esmany features

e c? f%%%g wér Hﬁ’ecp ef; ;se HQ@V%&" ?\Lat Hé%é ‘?%n%@'e Séeéﬁe&§ REFIR. but

not
gfeviet Qrinttgd tam ds ‘meguemlv |duwepsltv and dﬁﬁbﬁtydatcemamnmtet ¢rpmgltipie

Eﬁ?d?l@%l Simiilt ohgiggoﬁxﬁtﬂ r ﬁﬁe‘ffth@ th@SBRES tol iehdlfe B lrﬁetd}én

to neasure t haracteristics rn ter
efaninekchanicieristinglindpigreadf sfsmp@ﬁ@nﬁgugna! stremgthenodul at i on

Syst &0 {ierﬁg&lé’tfo‘ﬁsgﬁi h‘?ﬁ‘é PLb llﬂvepf?é/ eMIP?é\%;{r']d't fetfeve

carrier reguenci e esenc .
casriel fr¢cmeep:ee rig rthaep@nelnqqufml@*eﬂqaot wahmt@‘ﬁqmnqee@d impulse

ﬁ&\?e H &n?ﬁe% r?n tﬁé EP@ 1254l Qfé%%% 'curqg S[Bérﬁes?i@%nd commercial

commer ciI al | nes are e nosS
powerlioasane pémapeléneamehmamecmwronmenﬁev detascarmurdeatiods.

DL TR RE P g R HR Shal ) 150l i
hinderftoe travgmigeice of datel Pelalls are fgrt@ezrr@smﬁoadl hengjor at es

grgg?‘%?g ha% \Ml%tr s@n%@ﬁ'ﬁbéﬁ @pﬁ %&gﬂ?ﬁﬁg\r’t as@é@%(block
diggrem ULMVlﬂlply needed for the ASICto interface with the
e N$p1 P OWRS,, AP i rlhten@@# nsn%/qé ecwc%k%e L::@nf@ the %SIC to

Condi t1 oni ng - ‘he mains s oma hi

vol ta“ge'fmwl‘tﬂjemalmﬁ/\mwar@letvagle fi I ters and cl anps
®Q§S glgal ready to enter the STALON. Miins cycle

e Yron - A rising zero crossing is detected in this
sect iMains Jigralz&oralitoningsi Glgeriges tﬂmmamesagrlabfrmmsaeltzglavoltage

i SOHY P P EB1dget Bl ragh YRS e ST e Rciepr e

pack&fAhDlle system Packet nopde sub-syst em - This

oL P SRR I3 3l AGHIEBERAR sector

ReceiTie zercBamdsiRg ssthleh | used itt geset Yatonnteatnatwebpd track nfgthe

doesp(r)]s(?ttior!ir?gt of {r%nr%!m%s %%lgl dﬁ\lst geused for phase detection and the
packet mode system. ‘

. Packet mode sub-system - This system us used to avoid noise and is
discussed in great deal in the packet mode patent application.

Receiver

J Band Pass Filtering — Very narrow filtering does not let signals outside the
frequency range to use be used through. This enables rejection. of noise
on the power line network.

. Impulse correlation and detection — this section searches within the signal

coming in if there is an impulse present'. Impulses are large transient
voltages that have the effect of destroying the wanted signal. The impulse
must be detected early in the system to have minimal effect.

which is believed to be the firspPCDAURIS/000530
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frequency range to use be used through. This enabl es
rejection of noise on the power |line network. |npulse

w@eooskixss on and detection - this section searpPtBAU2006/000530

within the signal coming inif there is an inpulse
present. Inpulses are |large transient voltages that
have the effect of destroying the wanted signal. The
i mpul se nust be detected eagy in the systemto have
m ni mal effect. Inpulse cancellation - The inpulse is

f b =N s -
Pt *nEBHRE GRHEDP ThENplte Slb el SR IRE e

an i rifpeibysien dedausect kab the eifeetnd draping Sut bwmulses arisgigon as
and tect i ' [ e I :

o NPT LR o RS L S pectr
can dim émpulsreisreawpellst qub drogy thedhand rssdiltr B the mgfiected

ai dsis§ Sglgﬁﬁ)fgépé@%k&poﬂhg% SSm. Bl U and channel
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o AR 0% BRESE RS RSN el Bihel. e i
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for ANNIITLRETRHe Ft bit sequence. Then the data

sneedpehddRtdrI-aMal RIREs Che Giaehif® Isigharl ahd - colipased It agEte

dat arelfgre?rgg tphase that it has acquired. When the phase is compared it is
able to determine the data that is coming through the receiver.

. Data Decoding and Detection — The coming in is of a raw form. The data

needs to firstly be checked for the start of packet bit sequence. Then the

- data needs to be framed and checked for parity. This framed data is sent

to the high layers for extra processing such as CRC's and addressing.

Transmitter ,

. Data Framing — The data coming from the upper layer processor must be
serialized and framed. This framing includes parity and polarity checks.
The preamble, start and end of packet fields are also added to the packet.
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to the high layers for extra processing such as CRCs
and addressing. Transmtter Data Fram ng - The data

W@ wbnpobs om t he upper | ayer processor must bePCT/AU2006/000530

serialized and framed. This fram ng includes parity
and polarity checks. The preanble, start and end of
packet fields are al so added to the packet. Modul ator -
The nodul ator superinposes jhe serial data onto a
carrier frequency in the formof BPSK. This enables

the b tran b (th .
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ear | I@frc;érhesmsawuéypes of noise that are found on the
power..l i ne di,um are: Qi se; uratio
Do bR B oA, RGBS 46 ne
facelet tsrgpehmmlyr@ignsedo tcbmbat thestybes oft hseffatate fafund on
war f i ng . smal |

& o< g egiud 80 aSorRuBd BRI s btSe T bl hahare
folndhoh tmaepcﬁ@éreldeemdiumaretn t he recel ver chain. Due to -

rotqcol one. off inpul ses .su I|g rni.ng_op
§i 71 TiBuis8 i b Rirlon o SEbmnvatser Y oeSd e dmBfhuce.
packatheWnk/éntbe, h&&e rdalisdd atidlt ettvisl nw&tseeseﬁe:fteofpawamdg csmall
I n natur

n t the praobapil,it ckets ..
ot el A pran o RS mesfur RS Rorb ¥euSft 0 Hekhtating o
ﬁssemﬁé @ehmdﬁheoraﬁpfﬁﬂrr&mdobamephgﬂ& d@ét@n@e ohaipe De to-
as passed thr [ ng e ut do ot
cor r RS auf o P el A Rkl o Wil Pss problems
c ?r glt@rcoﬁi’mmwﬂwge theTbacRemwll de rebsm. hﬂ@ﬁtehg ireddlsast are
o} i storting .the se es rder t
et o BNt T Rt s RORSE St i SobRitY e bR Aind frauen
Cﬂan 9l Iﬂiléylo@f f G'ﬂtgl iplige Siag ebdentinlty et e]?;béawhdeSﬂﬂ\eakhase
The | se ca e not ccoun r in,the
par t FBRE gl RS Rrese TR BeGRY St R e By Siftate el
bur sWith@he prfdoteti wavsfdrivefoe a chiieriphusntisrgehdve impulse also
(r:gﬁ.lpbse?‘gt h ttoft] dlsstoor{n%genwel a_'acsguc %gggél m%ﬁi\r/lbclteﬁar%gtp E) gg’(ect
and therefore demodulate. An impulse on a phase change may effectively
snub it and detection is weak. The impulse can be noted and accounted

. for in the particular position.

. Tonal noise: Constant or bursting, periodic voltage. The inventors have

realised that this often is caused by devices such as computers that
contain switch mode power supplies. They place a tone of a specific
frequency onto the power line. It is often varying in amplitude and can be .
very large in amplitude. Devices such as intercoms can also place tones
on the power line that are also modulated. This modulation has the effect

of hindering communications.
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Random noi se: Random noi se 475 as the nanme describes
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mat ching or phase change correlation
%@Pﬂll&@%‘s devel oped (after considerable researchy
Carrier phesse maéd:lymgel iablle in the face of consi derable
jitter and other noise. Traditional techpi

15 si npRemadyiating ipsohetent birasophase st kewing @n@?’“ﬁ@?&%’cg be'a

REQl prRibSs bl Wﬁwf ReR opfmtséx phadel Iﬂfbn‘ﬁ@t‘dﬂ ep efgdmleSphase
Jitter and noise has the effect of nmekin aPLLu bl e

must| keclouns defore dererwalifiaea oty d R iRaE shangs wa @9 or
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to oberariatively seliakla dnt thenfacet %fc ﬁﬁ”%ﬁ‘?ﬁé’%b'ﬁsﬁiﬂrean ﬁmqr 'PO'SG

20 Tradfendt 'Ped?ﬁﬁgu@é‘%&érﬁﬁis Qlkﬂpléiélbﬁkg AL &dse® s@l@hd)r@ére considered
I ntegrate and t echni conmon

usyeliebledin the facwéﬁ@ of GAISF ﬁ'ﬁ@aIﬁ hé'ﬁﬁheraﬂﬁ%e E%%Wﬁe%ffect of

making a PLL unable to lock and therefore unable to demodulate. This was
considered unsuitable for the power line application and more signal conditioning
would be needed in order to make these traditional techniques usable.

25 Initial research was carried out using the (so called) ‘integrate and dump’
technique, common in BPSK systems. It involves comparing the incoming carrier
signal with the phase of an internal clock of the same frequency. The phase is
compared over a bit period, incrementing a counter when the phase is the same
and not incrementing the counter if they are different. The end accumulation is

30 then compared with haif of the maximum possible count to determine the phase
of the carrier. This accumulation over the bit period has the effect of averaging
and therefore makes demodulation less prone to noise. This technique has a
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not increnenting the counter if they are different.
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Thus. the function of the phase change matching system for continuous
time can be defined as:

") -7 (2) }s(z)|-—s(t)
2r(t) 25(¢)

Hy{r) = J.
............................. equation 1
Asina OS!>I

where s(t) = { 2

-Asina,t 54>T

A decision must be made as to the point at which a correlation is
sufficiently high to determine a phase change has occurred. This system is
substantially immune to noise due to the fact that it is comparing a wanted signal
over a longer period of time. This has the effect of averaging out jitter and other
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{ /TAlssmwm1l il vOl-t - sinb -< 1T A decision nust
be nade as to the point at which a correlation is

waedobiicident |y high to determ ne a phase changeP¢EAU2006/000530

occurred. This systemis substantially inmune to noise
due to the fact that it is conparing a wanted signal
over a longer period of tinme. This has the effect of
averagi ng out jitter and otfgerunwanted noi se. Figure
4c denonstrates the output of the phase change
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se c eci'sion |l evel can be change if
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aval | for determning the difference betwee

Rhear gease defasiipa. ankhese e orlgo dﬁ@ltlp'¢h1f§es£18WSb@V@J@Ql9 for
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hase change has occurred. This phase change afso
SI gnithe ééifl%tﬂcqfaﬂ‘igephaﬁet% et?é!f’& syalem Reldety esdhph @ phase

c\?gﬁ@%é’ géé/ o&iftedl MRlsYpHase ERendeRRIEd 5ifGiied a 8haideah Xhé HEB@Ind
therefore data recovery can simply be the toggling of a binary signal when a
phase change occurs. Another method is the dual correllator method used for
demodulation. It is important that there is no DC offset at the point of
demodulation due to the fact that the phase change matching éystem reljes on
the zero crossings of the incoming signal. After the threshold has been reached
by the phase change matching count a signal is produces to signify the change in
phase (delta-phase). This signal is used to toggle lock onto the phase of the
carrier and is also used in the bit synchronisation phase discussed in the next
section. In the example shown in Figure 4d, an impulse was added at
approximately time=0.0125s to demonstrate its effect on demodulation. From the
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denodul ati on due to the fact that the phase change
mat chi ng systemrelies on the zero crossings of the
incomng signal. After the threshold has been reached
by the phase change matchiggg count a signal is
produces to signify the change in phase (delta-phase).
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Bit synefuordsation abl e as a denpdul ation techni qu
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correlat .mathdof n
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cgéé,]g%g %@gﬂgﬁéérgxg?lﬁfd %Hféc}aﬁhf ﬁ@ét tﬂle Qféﬁ%cﬁl@até@%ata output as
phase changes might occur just before the clock on some cycles and just after on
others. The header of the packet contains an alternating 1 and '0 pattern for 24
cycles, which has been designed specifically for bit synchronisation. The phase
change rﬁatching stage outputs a change in phase signal (delta-phase) to
praduce a definite time at which a phase change occurred. Using the alternating
1 and 0 sequence of the packet header plus the delta-phase signal, the interal
clock can be aligned with the asynchronous data. An early-late decision process
is used to carry out the clock alignment. Early-late synchronisation works by_
looking for rising edges in both the internal clock and the oufput of the phase”
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Is considered inportant to ensure the reliability of
t he deci sions nade on incomng data. If the clock

weodwed13me¥F e to occur at a simlar tine to the PEEAB2006/000530

change signal, jitter would significantly affect the
denodul at ed data out put as phase changes m ght occur
just before the clock on sone cycles and just after on
others. The header of the packet contains an
alternating 1 and O pattern for 24 cycles, which has
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actual |y occurs .on dge He 1 nterna
thg AvhEMIisalian erasers (et Rel qvccwmr@y ther@@t@amn@fi of ffie internal

da@@@hbaewmokgeec&rﬁklaasy%ah m§ h‘F‘Mhré R FEhOWSE @nélsﬁ s%ﬂ—d?ﬂréwaéa‘fion
ecause it rep resents t gest tine in

RIPGESE N BRLe q%?"?ﬂﬁ@%ﬂd@%e"@ﬁ' circuitry to make a
ﬂ%él@éklﬂ’gn' m si ng the effect of jitter. Bit

sync occurs whi i s, active

oni sat
ol e 5 et piPed serbisiasterod i Mhrossifa el Whkf dhe
plhasé of Bbm;arrﬁémvaymmnhalwtamé @hg thmmart shasbasgle. b'lrhns
es that,,are non nd theref.or nsuj t
AR s P B EAT STRe ok e Mt do@iou P a8t 43 Mt ey
amtesrt?b p&)ieﬁeu of ther ¢andert \hl&?erﬂfhtk&mpﬁ tHeOchraiéer ibllns%el iststabiabnd
cl,ock, wi e_contipua chan
nghhfeT IRCPe 1 sRERTRNT ERSE | Soi TR e oty wimo for
tmhpimsbwfilther eareiery es tiadomgldemiste rbzﬂ@l*thétg udheliablengs theldctual
ase Si s_assert.e Se ‘a tinme en
PRRE B ST Sk hetBESs 1P dysc TRURESDT g phede TS Braee
chamer hahingteghinage iaaodaernmihisiic way of determining the phase and
is very robust against jitter and other effects due to noise.
To actually recover the data, a technique similar to the dual correlator
method may be used. The dual correlator method compares the incoming signal
to two phases (sine and cosine). These two phases are multiplied by the

“incoming signal. The phase that correlates the strongest with the incoming signal

is used to determine which is closest to actual phase. The two reference phases
are then changed to more closely match the signal. This method still continuously

- “fishes” for the correct phase match. The method developed in the present
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techni que i s considered superior to other techniques
due to the fact that it only acquires the phase of the

w@aroeitedemhen it knows the carrier phase is stedl/au2000000530

not when the phase is changing. Phase Lock Loops are
continually hunting for the phase of the carrier, this
is considered to make themunreliable as the actua
phase is never found becauze it is always "fishing"
for the phase. The phase change nmat ching technique is

infeStRINSE b@oﬂ%uééﬂe@ rﬂ@t')é d&erﬁﬁilﬁrcmwhﬁgoktabéfi?barflﬁaugddv%lesl it is
very robous agal ns | r a er. e S ue (0] '
knryys that top ABRSPals @uqs%’@a%@ 3he Qﬁi%de'QO?@emﬂ ugarried out
uﬁth&}a'rﬁdreta@lc&rtﬁ% rﬂéﬁ?% @gmpabatmm tﬁﬂdﬂ@ﬁé stRy ahe coshel. [lllTeh’@
ual correlator ne 0 coO ar €s e 0 n
hevact RSt Waoae Go5E PHESE ST Rpae Bl g siebf
aRd el i @shedip 4 Bartichigophare @hg@ahe cé’dneseimaﬁreartgmtulanty of

correlates the stron est Wi

phased referafseeriei FRMRAT cﬁo is @Pogg@?dﬂ%t%gacﬂgqm%r}ggepﬁase

ré'f&%n&é@oﬁeel‘hﬁf RIELs EB@%@%hé&@oi ireruebangedetestimatecand one
[ osely match the si naI

e P 06U9s bEBIGLIe fioss SUEI: JEsE e dnHiplien, byrihe

ineBhiHesisey ah@ pedondiof the twb ﬂ%@ﬁbﬁrélﬁi@@th@@tmr&gesueﬁwdm
nore determni sti Slélsgﬁfég orrpared when it is

th@rfeﬁmpfﬁa’ﬁgtesméteph Isil Pr§| y stable. The
demﬂ’ﬁé aldtom drisufRy thhEtheObifernss Ipﬁ@s@emhﬁeamus abwy closely

: d d wth f th
126 o R PHEYS Phie BEOTRABWYien |t ReIR P LS Bog i fer

bé@au?é Steérﬁt?@ﬁemt)& RhARR the pﬁb@@%eﬂﬂds}dﬁo@n&haﬂ tbelephaef is
articul ar we can i ner granul ari
S%‘?St%'éﬂléﬁ?@'?é?%?ﬁi@%@%%ﬁ’B%tr"lé‘aF %ﬁe dermgul at or d
HONE AUTOMAPION1ase references one that is 22.5 degree
ahead of th t st i_mat i.s.

oo s el RURCH BRH s g ekt o
gQ‘HélAh%l ﬁb Ittl%i wk?é/mléh f'rhu@c@@r@\m sdrgnabs andet hestoioe tref deviess it

at correl ates nge IS, C
cMRieaEb pldvs Gor i ecss e TtieagShiRan s Buaghet

ey %&r@éﬁhﬁa‘?swne&énh@ésﬂy h&)nltrat €, gabwmtﬁt@ o®&iff) nights br dokse
very closely that

of h
aplenges, §Pf ABYHATe HIN HEGFF%%@C%?PS (rer T ch s of e
eﬁg}ﬂyd pyy.enpt s tg track Itlhe phagle V\,hen |td| sfknovvn t hat
hase i stanti a st i nst ead, 0 0
cont THRUBRTYSES BERIS PReRIFIAAPD S o Lol he RA &%
sw@t@% &Tbutﬁﬁwnl@EQ@meﬂ! (Eggnilecd BLTO@O)sqm Seh ToprB@i with
ateway to

V\ﬁébﬁqﬁygg qa@pblﬁlqz@ dgﬁﬂec Egrdyvta:];eh a9 SV & ot Ssophisfleated

devuce(s) or even a home PC for added functionality. Connection of the devices
to the gateway can be achieved by either simply plugging an external Power Line
Modem (PLM) unit (which is an aspect of the present invention) into a power
outlet, or through the internal or integral PLM circuit embedded in one or more
house appliances. '

The PLM HA solution, in accordance with an aspect of the present
invention is an open system. Itis capable of interfacing easily with most of home
appliances, hand-held computers, Set Top Boxes and PCs. Moreover, the PLM
technology is considered to resolve difficulties associated with networking. OEMs
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controls and allows users to access the devices
directly fromthe internet. Thus, the consuner can

house appliances from anywhere with internet access
(fromeither a PC or internet enabled TV). The
hardware for the gateway may sinply be cheap device(s)
such as a single board conpster with Ethernet (e.qg.
W dcat BL2000) or a Set Top Box with web hosting

AR RAGY Rl 5o T SR PRSP ol Betrolony. e

- PulNcmayirsiudeya sebahpewartuh nefworking flinctienss relievingethe designer

; L by ol .
o U RIS BRSSP BEABALI S
agoects tothetdnd-yseesent i nvention) into a power outlet,

SuCHBHEERER AR i T S0l LU UL

in one Or nore e appl i ances.
sol utTherg aiersexetd Adhcamminibatan tegpebigiast i.¢.Headie Esanency
. . : < Tt bl
ORI TS e RERing, BrRIuERRA ek oax Cable) and
Rawerliee Goronmiradies (PIS8t Top Boxes and PCs. Moreover,
t he j l.ge
i i CEes o kg JRERMASIARel BidolRRY 4 gonsumers s
eerpinuUyicatints liak fatl AMide Jhigris powistered topmelkkl PLE vt dttradfive for

| ' de f
R, SRe Rrnl 6 ARl BBHYEE 1 S nd U ikt o
EowpeeVibe drewbacksofiesnentiohalgPlde AMR és thab digoglsenanbe easily
ful d - .
RRNEES Wy pRRRISRASHRL0NES Dokt Eife el siioud IMI St
distihutiniomwennot fecdatel ogi es, i.e. Radi o Frequency
(P o opfcs, S trah SSRRACRCaccbREnEE 3t n HSpOfrS Atksicy, i
ngidgtagistot makee RLEtAMB aviaadily. tThet unigiie dgnaraicalivt ehappesble 8

; . . This ig. -
ERNERG UTRES oAip SOPTAPLO0NS ERdodd s S, i1 e
eopaneniegtion sipder thie Inpisy envirdngrent eMete will beueseiikas! latek berein.
Chi na. Y . .

conv eS8 ifsRRfe TR qrilladntbReP o PEAE AMIEAEK 1 apcordance
ittt ea tasgedsyof govantioni nhenBiMeAMRaysisowbias Ghlieast thesfallowing

'ﬁQ*}"if@é@'eg' designed for distributing power not for
at a. power |ine transceiver, in accordance with an

«s peConphtibiavde tiie open LON protocol, the de facto standard for AMR and
control network. The protocol has the benefit of being flexible and proven
in systems over the world. STALON can communicate with any devices
using the same protocol. The protocol has also been utilised by the ltalian
hation wide AMR system currently containing 27 million meters.

. Meets CENELEC EN50065-1 regulation for international operation.
CENELEC conformance means that it is able to be used in many

European countries.

o  High performance with features targeted at huge Asian market including

lucrative Chinese market

. Low cost with single.chip solution
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considered to nmake PLC AMR a reality. The unique
dynam cal |l y changeabl e 8 frequency bands enabl e

wWGIRlMIBD0 t o choose the best channel for rel PebAB2006/000530

conmuni cati on under the noisy environnent. Mre wll
be described |later herein. Figure 6 illustrates one
enbodi nent of a PLM AMR systemin accordance with an
aspect of invention. The PLM AMR system has at | east
the following main features: Conpatible to the open

LON pf. ot | de f.

‘cont ?{69% 'ﬁ"gf%“v‘ﬁ& hgoé‘ﬁg'%g%%q[ &E&g[‘ﬁﬁ%‘?{g‘gﬁ@e{ﬁb@ {]ygf bei ng
« | exHidrerezaide pensitvityi nnepasehsormmenicatinswelidkility ShderaNgh
can cgmmqli cate with any devices . using the sane
protS1 Bva '%8”%?08{]188 ' has al so been utilised by the

Jd t al Band-makiron coreioAVR Abylint € selfr earddt Yermentiaithe rfgee? of
(é‘,_EN LEC EN5O065-1 regul at 'l%@cgﬁg”

million ters. Meet.

for PRECPRK: NG CORUTAI oRMOCREREC RRTS neEL"

t hat rdliabiliy. abl e to be used in many European countries.
Hi gh f ith f t t h '

s KGR ID o a5 e s W B3k Redee matlre 08t ey
Wi t hdgiieglcan . shindividilaly i zeardseed withose complivatddy or Frefficient

i ncreased ,con‘rrgqni cations reliability. Hi gh receive.
sensPEFREPEI0Y B¥FB3sed communi cations reliability under

hi gh AgéikenH 3harRRirgNie @HAMRARSHcingBoldiembN s@vices, developing
correction. Ability to self correct errors in the face

i
of eREVERENG ORKINSFNEdRBIVINGPRErAHRRR agai n i ncreases

£ ONMERREGREE RBnitdnga&Itiol oF the bindtemer démami & @aeh devi ce.
A Unique IDin each devi ce neans t hat every devi ce can

*ve i Aime/&dleney padadir essed without conplicated or
J nef M%@Hgn AioRS S EBEh SHURICRTER - mafSd Bhikd! & diRIE R at

t he g‘rl , enhanci ng custoner services, devel opi ng new
pri cHifgrevptimes of ﬁlﬁcﬂa}’rﬁﬁ W\(ﬁﬁkrﬁé& 69 ENEPWABE POVRISage ptimes
nmoni j : | of the custoner denmand & | oad .

Ti rreB@rdIOb@ig{/l&%! g Milti-tariff function. Each
scust bawty meier defeption & decording.f Eawltst withmetess and in the grid are

detected immediately proViding prompt maintenance and customer service.
. Increased packet success rate with built in smart repeater capabilities.

Smart repeater function means that the transceiver is able to communicate

over longer distances and more reliably.

. Ability to control, configure and upgrade meters through network. The
system has be aﬁility to be dynamic. It can be configured fo behave
differently or its functions can also bé changed or added by uploading and

. changing code over the power line network.

. High data security with data encrypted. DES encryption stops people
reading and tampering with sensitive data that is transferred over a public
medium. .

Referring to Figure 8, in the PLM AMR system, meter data is péssed from
the meter to a PLM node which is either integrated into or attached to the meter.
From the power line modem, data is transmitted over power lines to a
concentrator. The concentrator may be an industrial PC or a single board
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different tinmes of the day or week etc, to encourage
power usage in times of lighter grid |loading. Faulty

woredoen13¥et ecti on & recording. Faults w th net ePGT/anezhos/00530

the grid are detected i medi ately providi ng pronpt
mai nt enance and custoner service. |ncreased packet
success rate with buiit in smart repeater
capabilities. Smart repeateg function nmeans that the
transceiver is able to communi cate over | onger

P%'FW ﬁ’d’rg d@J SolaBl vl the Mbick idkie Qy§iAIlysRbred until a
con

I gure and grade neters throu h net wor k

ssheduled fims, pad S it iy uplgadedl gy e HUBty serverdly ggwf“ BPRS or
lﬁ@ﬂe‘t guf@g c‘oﬂc@rﬁ%@c\/rexsdhétf ﬁhéﬁaﬁtbby Biit ist sorfshtrw@d @RS W& of
so be changed or ad | oadi ng and L Ng
Goiseoies eBemIRENeNicHe NAIPGGHRY deRihgR dhdhe SRaEaTey
Wi t hTﬁétsfereﬁqum%oluaﬁﬁs%@émprbteano;sérp@mep@qms&apable to

reading and tanpering with sensiti've data that is

intederst @asi Withe pther YBIENt CRBWPOSATS HEF léi"FQ ngetess: Al

c@wgh{érg h&d %%@é{ﬁeﬁ)ggﬁ@gﬁe meter data is passed from
<t

neter to a PLM node which is either integrated

INBUSTRIAL CONHRALt 0 the neter. Fromthe power |ine

nModefhe GANR id BcbdrBATE \?Jﬁf?%é)]é%rselﬁko‘ﬁ@éntioh ﬁﬂ&y he @ed in the
concentrator. The concentrator ';1 dustr.i al

iegusiial porgral masketde ipplie reqnd\,ﬁopﬁo}%vgze& Usgd Q\/ﬁ%‘?t? l
dWende ttrﬁfﬂcqlghﬁ inRubti éi@drhétloﬁts‘yét@%std?ﬁl dat@nﬁﬁl‘t@'ﬁw datices

tinme, enit is uploaded fo the utility server by

tQSBM“e@fR’S or Internet. The concentrator is not

Mandah @kym Fk&t ofivier P& \Q&m@@e Q@@d Wd@éma:rmhwemwmw or
t he resen i nventi on. s inclusion d

baxswles%ar@nhsﬂtlonrh@eﬁw ﬁ@m b&l\%ﬁegéf? AYteBRS | "&S %‘&ﬁ‘i‘pﬁse“t"er’*i)""

ﬁ%@éﬁ%t@ Dué to faRtoradBEhE ete@tricany&s&@c@waﬁmbmtsmu kRables
er system conponents including neters, hand-hel.d

Qﬁéﬁﬁ‘@v@ﬁ% barianGraHaGe di 828 6f {3RATES QoORPRIPRR AEOTETNTRRYNS

sﬁeﬁ aE’lé%érﬂetavﬁr%réégwgynérafytm n@f REA/N THOWRBEMtErNBBYIVers
be used in the industti al rket to rmm}

sHREriQr Gaisedmmusily aad senSﬂtWEaﬁ'ag% ﬁﬁ@%ffﬂ%ﬁﬁ? | ggntro

SW' t $hR%d Péﬁﬂfdbfes' thbiSo Hendé&i INs®ladasit SovRdri e cables for
stens .and data npnitoring devices to

(ki SoTolvERolL PIVHISE RPIBEAT bR o 1 AUkIERY 1 pter usd i
Wil trO bibleSo BeliA§ eBEN. TLM can run on both media without changing the

hardware and by using EIA709.2 protocol.

MODEM
One embodiment of the Power Line Modem technology is based on a

highly integrated System-on-a-chip (SoC) product. It combines a powerful Power
Line Transceiver, EIA709.1 control networking protocol firmware and ample

‘'embedded flash memory into a single chip. Other features and functions may

also be provided. The SoC solufion greatly reduces costs compared to other
similar products, which require several chips.

The embedded power line transceiver is designed to operate in a harsh
power line environment by utilizing modern DSP techniques to deliver reliable
data communication. Preferably, it conforms to the ANSIEIA 708.2 and.
CENELEC EN50065-1:2001 standards.
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busi ness application. The PLM may be used to autonmate
itens such as conveyor belts, robot etc. Due to

wo awbor3ives bei ng el ectrically noi sy environnmenpPGI/anebos/000530

cabl es often have to be long due to the size of
factories conventional comunications such as

Et hernet, wireless etc generally will not work. The
present transceivers superpgr noise immunity and
sensitivity make it ideal for industrial contro

Twi SF’FeQ'erB@i'yr t a&ld@ée CARarRkE pbBrisas, uueatse@d/eqﬁe mpwm of

line cables for industrial control
Seleiing. Ahelb B8 aPT e KTDGS ST TR oS, or
c‘BPrleﬁ &OCENELECQA&@% PbbtocBl— Mastan nﬁdd@ ostaleat p’m?darﬂi var;ous

out changing the _hardware a us El A7
eneTBED IO IBDENRGS o JABBIRERROSD: ORTRSS DR 1S, BaRRsaRY

o?%@?éhohrp%ym@ %%?’ iR chvifdihént WAle S8 @dving the abllity to
stem on- a- c g@_@ SoC) product. It conbines a powerful

Cpbﬂﬁaém tg [ogal regdAdQNSi ver, EI A709.1 control networking
pr ot §‘?Q|DLF‘~AL3‘U@"@%%@JPP uﬁfi@é & Shheger@sidras primep ra)bpﬁdatlm

GBS MBI TN SO PP orl S PERERYEd Gioed. EoRpEs to

ANSTRAA 8o 1 LoplrbfenddRpldtscapr oduct s, whi ch require
several chip enbedded power Ilne trg(g I?rjver

desi gHE@ t%ﬂ%‘é‘f%t‘sea 'ﬁo%itolﬁ'ﬁgsef'ﬂ do e RrRie %ﬁﬁeﬁ?en

Byhddtd |prdtb B8l thRARENAER fpteaqdw WeeSorhPariehdnvar Eciediorabirie
data comruni cation. Pre

I T deviags, iligig) th rm@%&%ﬁ@ b@%gr%%%‘ggtanpa'fy Since the
:.%Fo%m%’rﬁ& ths 8fseprlalits it msnr wbgﬁ@xlmatwm dmnmf Echigmmisrand

users have the option of sel ect,

Neugans hirs bad QF&Fl Jirpedans o rmidy 2@9‘@ '@islélgng Ry Hgugsgnds of
p%ddéfs GQEHQ apls Sfen %@E@\ %Cmﬁ;ﬁe&" W @ection art kaiplications

encrgptlo rious transmtt

WhR g oA B4 A RTRIRER & ARG ES T Ga BN iston SEVRES tht
a‘ilémﬁ@ %lme!aﬂ@@ Yr@r@P ih™h deied &Y s@ﬁdl\@hd Irecf@vee MmessapesErdm
whi havi ng t he abllltg%%o cor]T t o, f ocal f th

Qtf'@jm@’é{tq%r@/er éh?\wﬂw%*bo'v'wplé? areding tacknow; topQI58 qf the
rebviiR oF Qhe tHANRYSO %@é@s@é&o Iolr Q‘aﬂidtl@ﬁs Qﬁdﬁh@%xﬁt@bv\nskpport for
traffic. Preferabl eddedd%)rotr?(c conf or ;{Eolscfo

NANGITK [panageoent sey P%Ia‘?l‘@étf%ﬁ{“?f? mapggRrHETt 19

iREREOGAh LSvided TR0 Hel REtwRRE m@muarngl rewbaﬂgwaxton bt rieﬁwork -
an "open standard" protocq] that develo

agevasaety aNAMAPERRE diqun}pﬁgmg of apphcatnon progr s regor’?ng of

network problems, and start/stop/reset of device application programs.

The PLM of the present invention is preferably compatible with the
EIA709.1 protocol and all these of applications are interoperable with the PLM of
the present invention.

STAPLM-300 has been designed with an emphasis on Automated Meter
Reading (AMR) and Home Automation (HA) applications where the low cost and
high performance features of STAPLM-300 are very atiractive. However, the
present invention may equally be adapted for use in oth’er applications, such as
Home Gateway, IR Gateway, Power Point, Light Switches, Curtain Control, Gas
Valve Control, Air Conditioner & Meater Control and Any Control of Parameters,
Sensor Interfaces, Robotic Control etc. in Industrial Automation. V
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mar ket for devices utilising this control protocol has
grown substantially since the introduction of the

w0 peost1139sdduct s in 1991. Approxi mately 54 ni | | PONAU2006/000530

Echel on brand Neuron Chi ps had been shipped as of md
2004, resulting in thousands of products using this
open protocol in an inpressive coflection of
applications worldw de. ThevEl A709.1 protocol provides
a set of conmunication services that allow the
appl 'F%ﬂf\éro AL OB ABY ufhd dBN! R0t Bﬁsﬁé’&j Ei‘ﬁ'd{naﬁgcﬁ?]lv%ontrol
ges from ot her "devices over the network

arp@emmg wntbw twistad pdireast topmsmiggionanedinas neted@brver t he
namasrh ea%ﬁ?r%ﬂn b tfhténgﬁwb&ﬂr%eﬂf iR AABE 4 ﬁly thE&Sof features,
Su ppor for Pk nagenent services a for
suehwse net wor k rmnagemsnt tools to interact vvlth
Do SN shIRNSRHACRDD, 1 BmpUAE oFeeevﬂngangﬁemggmnr@é 2
net wor esses an par anet ownl oa ‘
app! compaidre pa\@@rlamﬁranﬁwmt@g stfglenetimor k pr obl ens,
ﬁnd &sxet tapplication programs.

ngyéLfE%E Ei%dsreser%t%;l %ﬁék@on is prefer able/ :
c onp&tprmremmabre transissiondgequepeios dpimieaild selectabléese  of
appl roperable with the PLM of the

resﬁejr?f? #érw%r{ ﬁe'l](pgAPLM 300 has been designed with
'an eﬁpmdﬁn@nCAue@watembewée@r Readi ng (AVR) and -Home
Aut o t the | ow cost and
hi gh%gé) Iﬁgr mance bfgr@gg%gﬁm@@%%m 300 are very
'attrﬁ)aﬂteehnlmmmed the present invention may equally
be a f I
be. eﬂﬂggsrﬁféﬁ SR éﬂgﬁ%@m@@@ doﬂﬂfhéﬁtt WS ﬁggﬁea'r@mn
Curt aeWOO@n\lVIﬂDSTAM-WQIameCont rol, A| r Conditioner &
Jleat 0 &degsing® Sf¥twork
e B ARSI B RO OhIl, AR s S Rt
Aut opathethalanrieationsogde STAPLM 300 can al so be used in
,I ndu t I i air as
Fans andRla SR horR o atotcb b PO G 1 o ng
'to tﬁlmlaa%bltlEmPFOﬁﬂféﬁOuﬂEs a nunber of features, such
as: iAy 709. 1 conpatible core wth
an ARISI/ Afn'%‘g’"%dé:ﬁp% %ﬁ% power |ine transceiver
i nt ooa s@\@%dwﬁnﬁamme%@mﬁgl 2001 conpliant "
8 prqgr amlggﬁ cﬁ@éﬂ‘ﬁm%@g&?é&gﬁ cies dynamcally
q

sel eCtabl'e carrier uenCI
. Task specific hardware modules: -
e Power Line Transceiver
o  MAC Layer
o . User configurable IO Interface
o Programmable Real Time Clock with battery backup
o Watch Dog Timer
o Reset and Clocking

o Two 16-bit Timer/Counters
. ANSI/EIA 709.2 symbol rate support, 5.4 kbps at 131.98kHz
. -80dBYV receiver sensitivity
. Ability to operate as a twisted pair transceiver.

" Memory resources:
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" Forward Error Correction enbedded Very high tonal
and i npul se noise inmmunity DSP techniques utilized

WO nicegLwbes easily into existing ElA709. 1 conpPCEHAU2006/000530
networ ks or create own networks wi th STAPLM 300 al one
Efficient STAPLM 300 architecture allows reliable
processi ng of network packets and application code
Standard GNU C interface fgg application code .
programm ng Single 32-bit ElISC processor for: o
Appl 4 cat ign QQQGQBKOCB%@I Hl@s!@ Ejterﬂmmg veprdt@csix firmware,

schedul er processi rotoco

processi fgnf '%I@”%&cf"f’ﬁ@aﬁ WG’ISQ@C‘ 'n}?‘%ﬁw& ion
Li ne, Tr ansicariy 8K ByidMAMvLiayisuTefing nbisdrk sithéipriivatival datd O
Interface o Prol?% mrabl e Real . Tinme Cock with battery
back-[l\ﬁoémaﬁ % T$i ner o Reset and O ocking o Two

«16- bEﬁqbgdjd’g@jrumtagé%etM| /[ EI A 709. 2 synbol rate
support, -8QdBV recei ver

"sens$- @V\)’PF@Be %Plyl"t"V‘ QVtO@é%thgé as a twisted pair

ot ransgeLMESPIO Mﬁg)ry resources: o0 On chip 96K Byte

Fl ash for EI A709, rotocol firmmvare, configuration
“dat aFUHﬁE?‘?%%‘FY%ﬁPEngé and node specific information o
-On ciu .glﬁcﬁg{:tga for buffering network and

pllcatlon | RT ded L
VoI t‘ﬁ’@ta B¢ @%?cﬂ"mbg' rgtg %P?%ﬁ“ @Fpﬁ‘”a\%ggg %’S toIO\(/evr ant
=1 O "4&bik ulighe 1D FthEemRehéh chip

. Industrial temperature range of — 40°C {o 86°C
" Java based Node Developer software tool for application development
POWER LINE TRANSCEIVER

The embedded power line transceiver, in accordance with an aspect of
invention, is designed to operate in a harsh power line environment by utilizing
modern DSP techniques to deliver reliable data communication.

Carrier Frequencies

The STAPLM-300 carrier frequencies are considered flexible giving the
user control of the transmission spectrum without needing to change oscillator
frequencies. Not only can the user choose between eight different carrier
frequencies but they also can be controlled dynamically through software even on
a packet-by-packet basis. This control can achieved in two ways:

1) The user can place a request over the power line for another node
in the network to change the band it is aperating on. This is done by
placing a special network management packet out onto the power
line addressed for the other node.

2) The user can change the local transceiver (eg itself) by calling a
special software function that has the ability to change the bands.
This function can be called just before a backet is sent to change
the band in which the packet will be sent on. This is known as a

packet by packet basis.
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t ngrXI%EMSéOr(T)Uéetfgu tes t%sé mev}h f?e'bu‘éﬁé}és' %}" F=8 andol£1 d}-\%ng ﬁ'ﬂﬁdthe
communications medium metric estimation networks can dynamically determine
the optimum communications frequencies to use for a particular installation. STA-
PL.Ms can communicate with other EIA709.1 protocol based systems when either
the FO or F4 carriers are selected and all other relevant features are correctly
configured.

Figure 7 shows a block diagram of a transceiver according to the present
invention. With regard to Figure 7.
) PLI - Power line interface: This is circuitry needed for the ASIC to

interface with the mains power network.

. Primary and Secondary Receivers — Described in more detail later herein.

They are responsible for reliably taking transmitted signal from the power

line network and changing it into digital data. There are two separate
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ty}@esrsity, Dual band receiver and channel metrics estimation, which will be
described more fully below.
Multi band frequency diversity

An embodiment of the present invention has 8 possible carrier frequencieé
at which data communications can occur. More or fewer frequencies may be
employed without departing from the spirit of this aspect of invention. For this
embodiment, the follow table documents these 8 frequencies:
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raiRiomly KrohD the last time communications were initiated. A simple case |s
somebody plugging in a computer which blocks the frequency at which
communications were possible only a few minutes before. The dynamic aspects
of the present invention go some way to overcoming these problems.
Communication Medium Metrics Estimation

Each STAPLM-300 has the ability to estimate two communications
medium metrics. These are how much noise is present in the communications
band and the sighal strength of each packet received. This allows a network to
create more accurate decisions of where to put repeaters and routers and which
frequencies to use. Also users are able to diagnose a network by looking at each
nodes individual metrics. The. metrics are based on a running average of the
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fr@&@&ﬁes simultaneously. - It is to be noted that the present invention may be
configured to operate on more than 2 frequencles simply by providing more
receivers, and still in accordance with this aspect of invention.

In a preferred embodiment, whilst transmitting you can only send data on
one channel but you are able to receive on both channels at one (eg from two
different nodes). ‘

The Transceiver contains two receiver modules known as the Primary and
secondary receivers. This dual receiver configuration gives the present invention
the capabillity to communicate on two frequencies simultaneously. This opens up
the possibility for many modes of operation that are beneficial in the context of
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The Transcei ver contains two receiver nodul es known as
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effectively isolate the
were common ychannel repeatpng is needed. Parts of a network can be

segregated into different frequencies in order to effectively isolate the
communication channels. PLMs may then be configured to repeat packets
across the different carrier frequencies. The two carrier frequencies may be
“configured as any of the eight frequencies outlined in the carrier frequencies

section.
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communi cation channels. PLMs may then be configured to
repeat packets across the different carrier

configured as any of the eight frequencies outlined in
the carrier frequencies section.Dual Band receiver
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The STAPLM-300 has selectable medium access profocols to keep it in .
fine with local regulatory bodies. STAPLM-300 can be configured to use either
the CENELEC or EIA709.1 ‘aocess protocols. When CENELEC mode is selected
it is compliant with the Access protocol outlined in the EN 50065-1:2001 standard,
sub-clause 5. Maximum theoretical throughput is reduced whilst in this mode.

CENELEC outlines that every power line communications device must
monitor the band from 131.5kHz to 133.5kHz and be able to detect the presence
of a signal that is asserted for at least 4ms and of at least 86dBuVrms amplitude.
A power line signalling device is permitted to transmit if the band-in-use (BIU)

The two carrier frequenci es nmay BET/AU2006/000530
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transferred in the harshest envi ron

t. )
iméhe MRS sisle YWiare myeklemn @ra ishelp agaub qad yiigh wil the further

RBsbriRaWRlovk | THs FeHRES BelikEihobdaT eohedRs Rae teng trbbferred

plication specific integrated circuit
20 in the harshest of environment.

Definitions, acronyms and abbreviations

PL Power Line

PLI ~ Power Line Interface

Tx Transmit

Rx Recelve

ASIC Application specific integrated circuit

SNR Signal to Noise Ratio :

MAC Medium Access Control
-Node A single end-point on the power line network that is capable of

transmitting and receiving data.
BPSK Binary Phase Shift Keying

STALON Semiconductor Technologies Australian LON
STAPLM Semiconductor Technologies Australian Power Line Modem

Each node according to the preserit invention has the ability to sense the
current position of the mains power 50/60Hz cycle. This is done through a zero
25 crossing sensor. The mains power is taken through an isolation device (either an
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SNR Signal to Noise Rati o MAC Medi um Access Control
Node A single end-point on the power |ine network that

Bi nary Phase Shift Keying STALON Sem conduct or
Technol ogi es Australian LON STAPLM Sem conduct or
Technol ogi es Austral i an Power Line Mbdem Each node
according to the present inyention has the ability to
sense the current position of the nains power 50/60Hz
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'S SI grven so
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s%té}rc S¥1 4280 'c%sﬁﬂb dotheS@lete 3R E?'Fdl'?ﬂe fdc!lgeef:édqgause

a rantees the-consi stency zer SS|n olrn
Weért@ @ﬁydﬂﬁqwnf peigti@n ythamsiare gi\am dmis}emtw tr@cwrate

&%Hfﬁggl TheRal ﬁaﬁ .samént&f]aﬁw u%ﬁ aﬁ%glo@ ﬂt@snhs@cngs a

I nac urater Is t y rising
Bnghrogisatien @qn&kﬁb’pmhqut the mgs.e@t sistem. synchr oni sati on

Si gn@,qh ibRUYReHE IBEQ HES gé‘éﬂ 8@?6 EAGh Héf‘ﬁai%ounter is

r|S|ng Zero Ccros |ng et ecte an |1 nterna
estihee@ feferpaeseto e ahaseef @?*m@ecountef heTblsa@@n(mhla@ea fine

%Hﬂ\%ﬁﬁ/)to ehtii® tﬁQ Pﬁ{er RRS-réhd LRE K ﬂ@*’t' @ind YeroCerossing is

ensure he counter ree-(gns unti | . e next r|S|ng
reaphede rlb§smngrtar§ that dlcin @dising zere cmﬁgag eadtnot Biply jusy & zegro

&b SdiMProf ?Jf&‘eﬁéé)r%%&% angra llﬁfsﬂgeé’ ﬁ érooperates

CrOSSIng or reference Teasons US rates
how fThe Beduaney @fpepareden l$h%e!$€ﬁ%dqdéﬂ@§h (ﬂﬂﬂwpf-ﬁ aturipg the

éo?ﬂgﬁhﬁcgfe @iane gﬁb h%nﬁnﬂ%‘t‘é Fﬂe%g(h Gs DM RLE @khé}gyo or

on where t e i's Delng use
@QHzis ;selsgtesy h|s mode selection determines the maximum count that can

be reached for that frequency. This added in case small surges occur in the
power and therefore the rising zero crossing is delayed. Using this condition
synchronisation is m‘aintained and the next rising zero crossing is ignored. This is
illustrated in Figure 12. ‘

In some countries, such as Australia, the timing of the mains cycle is very
accurate and therefore will almost always reset on the same count each time. In
such countries the above mechanism may not be needed due to the consistent
accuracy of the mains cycle. However the above mechanism is more relevant in
countries where this consistency does not exist and therefore compromises
reliability. This phase counter is used by many subsystems in the transceiver.
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60Hz is selected. This node selection determnes the
maxi mum count that can be reached for that frequency.
surges occur in the ponap2@ndoos3o
therefore the rising zero crossing is delayed. Using
this condition synchronisation is maintained and the
next rising zero crossing is ignored. This is
illustrated in Figure 12. I4% some countries, such as
Australia, the timng of the mains cycle is very.
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ippuisivel naige a'iﬁiéeft‘fﬁé?éﬂfo\ﬂ@lqi pe eﬂdﬁ'@fdﬁgwsytos@@!ﬁs thgupast ef the
mahs c§ae Mtdoﬂféu%] ﬁ@ rﬁ@s? nbf%@ %\@l&%\f@% e;féck@tf mBte System

attenuating s as nol se sl ve nol se
| |t%p@§emtr@veé¥f@!m M@ﬂ'tSh eTh@eq%‘@S% codeifabisipievielsdy dascribed is
[ [
A RN S O
tigneynl hip @awraterﬁ@ms@ imashasrs @llpwebe i aydiéthe oisfpen theprower
e

R PR PRRS B4 Bl o Bidse FophOF 1S S B iy S5t
apynalleas tBe nplse. present i nvention works. The phase
COUNYRE Hodhn Iof f%ﬁ?e?"?guéérﬁor%%@s' R&H éﬁ R YRR P pa?két.wiﬂ
relatively accur measure where the nalns eis
geograly aﬁbalswedn;/\& pf@@louafmnsera@e@ﬁ at thesmaxian Bflienof

e ln%% d&féleta%fﬁ't’lﬁedaﬁ a@Q H%ﬁ)r&ﬁ)el%r?ﬁrﬂb\fi@a td {h%ecameir signal.

net Wor ure hase counter rel ates
Fr@ﬂtﬁwrﬁﬁﬂngweyl@l ke %ctvawéwcméo @M@d s gegas where the distortion

is introduced. This would be around the phase counts of 10 to 20 and 42 to 52.
Figure 16 shows how the packet mode system sends a packet but halts
transmission around the distorted areas. The mode (and therefore the halting) is
préferably enabled through software where a flag is set to enable the packet'
mode. The user sets the places where the packet is to be automatically halted.
For example, in the above examples, phase counts 10 (start) and 20 (end) would
be programmed into the configuration section of the chip. The halting will then
accur in the 10 to 20 section.
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The bottom of figure 14 denonstrates how and where a
packet will generally get distorted. As previously

woreovbi1avesl at the maxi ma and minima of the mai PET/AY2106/000530

anpl i'tude and phase distortion is introduced to t he
carrier signal. FromFigure 14, it would be

“advant ageous to avoid the areas where the distortion

is introduced. This.would bg around the phase counts
of 10 to 20 and 42 to 52. Figure 15 shows how t he

PRELR CARABCTIGN (BBENds a packet but halts
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sffarehoi se. |f the noise is also repetitive in nature

t hen peQpmuR Rt MRSai MY IsBE ¥ ¥roR Qér'f‘@étlbﬁ nbéih&ﬁth%t ?Q'kﬂown as
When error ‘correction node is enabled a PLM
rapd-sPiplon Brivs oeEeetiang althrHah; giher erFeroraiTacan m@eﬂda may be
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he data throughput rate is |lo

%wrwreﬁmr\elwuwmugﬂ@ dhe é’éf“’f‘t&%tﬁ@ﬁ agketsea é%|e@aw8nfae
Shaeb sded Phokah Sel %gtecorﬁhsﬁ G{?ﬁgiyyof FRa-dol RS R ¥aled

uses a error _correction nethod

PeEa0ISORD (25 &2 or THBTPEER Ao Mers ponE Y RIOSK L 208 tuise, 229
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present invention. A special formof ree -soltg
yndmesoThe epITBRioNsYIdeMas & EEANGE! HWER 5P i BF fugnt of an
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ed
th@rea2 byes Absyndsssmednend tohgjsent efhg %am%et\'ﬁév%e%r@?ﬁ’faolamon
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tes are I's known as the error correction

@9}% F%WEW’SEFN@& waFieget ifbe BprRIpdiRewsdray hegrigadiiaroughout
the/ b&cket %\?ﬂér '?hérh@pp%‘ﬁ@@& td)tfhe%‘ﬂld & tHeY pdcRel OTHIE %tto Ini!mmTe@ the

I s consi dered wasteful because even jf
effept of cyclic noise that is more than likely (in practice) to goi g to knock out 4

bytes in a row.
ENCRYPTION MODE -
The present invention; for example includes an integrated Triple DES

encryption/decryption core. Due to the power line being an open medium any
individual has the ability to read transmitted packets. There is even the possibility
of intercepting packets, then manipulating data to falsify information. The strong
encryption overcomes the problems of packet sniffing and manipulating data.
Although the EIA709.1 protocol claims to have encryption it is not the case. It is
simply uses a one way encoding of data that is very easy to decipher. The three
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then 32 bytes of syndronmes need to be sent. The
transcei ver uses reed-solonon (11,15), this neans it

w0 200bas®es on a 15 byte block with 4 bytes of SPOTAU2M®6/000530

This seeks to mninmse the wastage. Al so the syndrones
may be spread throughout the packet rather than
appended to the end of the.packet. This is to mnimse
the effect of cyclic noise ddhat is nore than likely
(in practice) to going to knock out 4 bytes in a row
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The present invention has the ability to detect if two nodes are connected
to the same phase. The present invention is able to provide the relative phase
angle difference between the two nodes. The sensor (ACSYNC pin) may be
connected as shown in the mains synchronisation configuration setting. The
node may send a phase detection packet addressed to a particular known node.
The remote node will then respond with the relative phase. This can be used in
the field, as often in installations we are unable to ascertain if two power lines are
on the same phase. Inter-phase communications are -often difficult due fo the
large amounts of attenuation across phase couplings. During installation it is
considered to be almost always best to communicate on the same phase.
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a STA-PLMis able to synchronise to the phase of the
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certain sources of noise on the power |ines by

transmtting at a user defined point of the AC power
cycle. PHASE DETECTI ON The present invention has the
ability to detect if two noglgs are connected to the
same phase. The present invention is able to provide

the r‘ﬁ{eaﬁée\égntpméﬁuoﬁgﬂeﬁs Q';fh‘é@é %@E&tl&?%&’)&&% Nigtttiﬁﬁ@ every
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AP 1O olisin iR o, RIS ot &S BERH RL0RBS IR BP e to

coup I NgS. rlng I NSt ation it I's considere
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systeminbuilt into every chip. This neans that no
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netpor k accopdiyggLih® the present invention to

detgrim ne a phageLifs fi&fpRrce between nodes.
Techpi ci ans fppdmiot even be called out to the site to

- seerkf the phasggs have been wired up correctly as they

canpde di agnpgeftatieiEieRli intddtatdrnaegit det ect i on

- mecdri sm hagjiRddh fidRhtighf or mat i on embedded into the

SYSRM i N or HRHiIUkPASI88 BN Nt to point readi ngs
ratjpgde than Raw wertoopd.ﬁramﬁe ﬁb\l'vexoﬁﬁéeﬁet\ﬁ&ﬂ%atfli QAP ablREof

networ k. Fi gyg,ean,ﬁmg h@Ycdkhi ngddiat es the phase
detection systemin the context of a network.

Def i Biabh @B8e has tHa bRy &ébnab BieViradrt PBSitioh-oFiPWeRaihd ﬁ@wer
%‘?ﬂ"r eoL“Il'ne Interface Tx Transmit RXx Recel ve ASIC
n

kip iscianedhiongfe g 2RILEros$ing §ERSCERR (g gﬁ%{pplpbthe
ADdype piitdn@d an example of this is described above in relation to the ‘Packet

Mode”.

The traditional detection system consist of transmitting on a zero crossing
and measuring the time that elapses since the last zero crossing. This Is
illustrated in Figure 17.

Although the traditional method is simple, it has a problem in the fact that it
breaks the medium access algorithm. This algorithm is specified in the EIA709.2
and CENELEC standards. It basically says that if there is a presence of a carrier

- on the power line then you are not allowed to transmit as it would cause a

25

collision. The traditional method breaks this algorithm because it transmits at a
specific point in time regardless of whether there is a packet being fransmitted.
This is considered to have the shortcoming of causing collisions on the common
power line medium within & network that is already commissioned. The present -
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MAC Medi um Access Control Node A single end-point on
the power line network that is capable of transmtting

wa@paenewes vi ng data. Each node has the abilityPCDAB2I06000530

the current position of the nains power 50/60Hz cycle.
This is done through a zero crossing sensor on (for
exanpl e) the ACsync pin, and an exanple of this is
descri bed above in relatiogito the ' Packet Mbde". The
tradi tional detection systemconsist of transmtting
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since the last zero crossing. This is illustrated in.
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thdet ré?)beéhﬁ r@%h@e Lbhb@élcbbaﬁks V\F@nrd Hgsd@ammessthe relatlve

received ad resse{zlﬁ nod ﬁ%‘ld% se count at the

QMRS W@%@%P B3PS Whendg r(?rgg ‘ed with the
pack@k.it ddrend besea delbfivy enme of 53 tden sipmifiesltadtddis the same

sey deativs chD e T OGS haP R % h 26 BHRBS ofPH Bhase
and 33 to 52 signifies 240 degrees out of phase.

It can be seen that this method does not affect the medium access
algorithm therefore making it useful to a network that has already been
commissioned and running in the field.

TWISTED PAIR OPERATION

Although the STAPLM-300 is d‘esigned for power line networks it also has
the ability to provide excellent communications over twisted pair networks. Due to
the high sensitivity of the receiver, communications over large distances is
possible. This is ideal for buildings that have existing twisted pair or wired

communications.
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and the phase count when the packet was received.

Figure 18 illustrates this. There is a small anount of
waledoas13ves ore the recei ver acknow edges that tPET/aU2006/000530

of packet field has been reached. This delay is

relatively constant and accounted for by sinply

subtracting the delay fromthe phase count. Due to

there being only three possjble phases in power |ine

transm ssion networks, there are three ranges of

rel 3% S2@3:)13\4)(;30unts, Fl gure 19 denonstrates the
rel BRHI5SUPPIieReWih Adack i Rattery et ableto transmit
oVRRASE sAme poivkr fiRE cQSleS WheR!tRE t1;36(l)§ve9 ﬁ il P was a

11 signifies that it Is e sane p itive
twistrehpaibf 12 to 32 si gn|f| es that it is 120 degr ees out

G‘ﬁ]ﬂf 33 to 52 signifies 240 degrees out of
'NgEase. IKP can be seen that this nmethod does not -affect

t he Tinedpresentirwestian Fosutistantialie falfyointegradebley  Nsidesfedml new

tegiihefodlEs Mfatibos 1R e Sy SNehtRR, RNSHERARA Y Siip 1 dgrianed
to tfdn@ @WhMoBtB.@ op%ncht@nm@ L ONWORNS (E1lAT708. 18bitRebH poler line

has the ability to provide excel | ent

COEHHHWH?%R% Brﬁgocebe!t qap; ke By jateerated wihiany atber devigaeusing
th@lﬁi‘négﬁéﬂobbw | thheRdforel 6t Eﬁﬁ%@ﬁbgefa‘?&wm eag.beg%x%wﬁg ina

stances I's possib eal
P“B‘!H q@r Agbvarkat have existing twisted pair or wired

5"@?{0%& LM 300 is supplied with a back
up Eat*(ery B of?r ansmit over the same power

1i nén dtsbimost \basionmodet 8EAPLMe30Q) medeo fdre mnpaftlbié withsother

LoRiAERE ERRLIa 1,1 PR e sy SvsRE cid ; Bl b " EVA700.2

cohmpadtible devieesi NErBF woRdctién) epadies anddé fb\fﬂnbhmptlon must be
nt ed, on chi is deS|%ned to fully conformtao

l e
tur@%@ Bhen Stdendar anqkijearrmupicationso frony ofes b Wptkss: based
syblehes. CNBESUQS‘» BﬂérQQEWr%@%QEed hbdé@@aﬁ%niw}e'célve and transmit

I ntegrate th any ot her devi ces usi ng
orpﬂazgdz)landm@klé: ®agjeri frequenciest wsing gbe aEINﬂBth pm@wai dhese

fr%@%%%?ﬁ%%&ﬁ?‘g to 8 S%M%g*si?rgbrm TAPLM 300

noddhedhigh integratiom (lewvdystenocost) and powerful power line transceiver

| make the STA-PLM is the winner of using power line for Automatic Meter Reading

(AMR) and Home Automation (HA). -
POWER LINE INTERFACE CIRCUIT :

~ The STAPLM-300 Power Line Interface Module consists of all of the
necessary circuitry to interface the digital ASIC to the analogue power line.

'In one embodiment, the analog front end contains two sections comprising

of a low paés and high pass Component. It is specifically designed to have a
small impuise response and wide pass-band to incorporate all the carrier
frequencies that.the present invention operates at. It also must act as an ahti—

SUBSTITUTE SHEET (RULE 26) RO/AU
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Lonworks(r) (EIA709.1 protocol) based systens and all
ot her EI A709.2 conpati bl e devices. Error correction,

wpawka13oebde and encryption nust be turned of fPCTYAUR@EH000530

to enabl e comuni cations from other LonWrks(r) based
systenms. Al so as other LonWirks(r) based nodes can
only receive and transmt on 132kHz and 86kHz carrier
frequencies using the ElIA7Q09. 2 protocol these
frequenci es nust also be selected to enable

éh@%iﬁ? Cfﬂ’t%l‘ @cb'réjéét)’any-rﬁ’&u@h@@s laBbRy frRt highist kv f§|y fhtaeéﬁmphng
cost power f ul’ power e transceiver

eoE PR ﬁgsom@omwem ore a@{}ﬁ@t%e@hq idhfof i Operates as a

tivar f@ﬁ‘?éﬁé&m Bk B@l@ﬂhd‘i& GANER tr chridy iR gher lﬁhd@”
(HA L| | NTERFACE gl RCU T The STA LM 3

Povve SPefified it ihg £ & Wirasleadrgnisi & gcq;vpmgnqedo‘fon@h gejection

msmss Sﬁ{eyp@fureqy Ibbéyd b8 somkestithE Romfntdioghlt Mise flufad tam the
t he ana power |ine. In one enbodi ment the %wﬁ%h

W‘(ﬁﬁt"“@na%@dﬁﬂﬁmﬁb( qaxises 8eef BhUNBRPE AEPYRy I K

REGS p&Rél dubBifesNA e BW@P%Q% It hbis b0 YRR u&tefamtrﬂem that there
desi ned to have a small I'npul se response, a

wwggn BeFE achual feise it teePardr lingetham et is ﬂﬁé&% é‘i%qde@ the

dopfitatid StaREATS. ntl’his@ﬁ@ﬂ% 't&ﬁ n%@rcfétvﬁzés @berahhg ah8e pY&ér are
act as an antjaliasing te

r re
ok geftiereing ¥ithpSuedr @mwﬁw'a at@@awd@@g <or Vg iSIapin iy front

é‘nﬁeq\]ga%nt@éf.ﬁﬁé@ Ofol BBSE Ui ||Mterfbfén@életrﬁppé>dc@@§ i PR, mdimum
ac

at |t operates as a filter for re
distitsag0s b ouliacth b S0EA IR g0 gt iaS PR R &g Obstate i
abﬂ-ifé‘lj%nw%@f%rﬂl @dséd‘bnﬁhﬁd&' £hliéR%ey fibogtEdtde iviasiused for its
recommn%g o%f ﬁectlon profile. Ther\)orof Ie|s Th
Wity §aine ftebiibeanst its RBNIYJRRSHUSEGHRI $log'e LOMELARI' DH5tqhe The
fiReMBrovided @ sebBhé ofder Bama bé(ssjﬁﬁbtfdhs 16 16Cdhodsn B ties Bestrade
above 15CkHz and switch Fyower supplies in the

quﬁg«feepé]q%gerfqrfnaﬁg%agq! EFH“'B'@E determined that there
is offgere n@@ﬁo@@m@#reql@h@)er&@ohieefopwnétwm irhagcondumice

is ideally stated in t fe Ellcable t andar ds., Thi.s
WROWRS PrEk rr%ﬁvba@meeteg BisePraeeHd T PRe 'Swéd Bapant§fre
Mﬁ%t"&db@o%ét@ly%&@&' éncﬁﬂ@d)kﬁzabh'%ss'%aﬁdéﬂsdref MG .carrier

th this in mnd ront end sdes ned to 5
fwntlﬂnqt@ﬂ Fpmot éﬁ%@amatfv e ditebii abhese & PUsHATRR Baise
dsiflidrba® Pbsditled The fﬁeaaerﬁﬁl&egkﬂfrﬂé i$ @lsb ha@tany tnomﬁ@d pitteonly

able to operate in r eal 3 |ro%£e . A second (?rder
t%.qoawon@ sfhaedgd t%tqh%%r EHFEPIS eUrf?rtX/CB“a‘“
f@auéhcyaiaaaas il t%(e aQéHTIh Tﬁief mﬁr lchi }betr@rrbwealwmxcrdasa t@nag gbige
power rail system e filter S g3 Sec orde

’%ﬁﬁiﬂ’”pé@“@ %n?ﬁstfr% engl glsp adgih adds 0§§eﬁm¢ G2 %drfaa@e Aoc
to operate correctly. The schematic diagram is show in Figure 21.
ROUTING

The inventors have realised that a STAPLM-300 node may not be able fo
communicate directly with another node at all times due to reasons of noise,
interference, and signal attenuation. Because of this, it is sometimes necessary
for nodes to communicate indirectly.

It is preferred that every (or at least some) devices of the present invention
(STAPLM-300) can act as a router, routing is implemented as a Network
Management command. A message is addressed to the router node with a
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of between cost, performance and conplexity. Figure 20
shows the frequency response for filter network, in

waewendmete with one preferred enbodi nent of tPEI/AU2006/000530

present invention. The -3dB points are placed at
approxi mately 65kHz and 140kHz. This is to ensure that
all carrier frequencies are not attenuated by the
filter but at the same tinggattenuating noise as nuch
as possible. The frequency response is also easily

;SI%EBafd' e W LY APB &M_ﬁALW?W&&?@eE% A Orirfell 3d“e%ﬁ‘na ion

i S advant ageous en only certain Trequency S
g dressp dnforgation TIPF@ Rendeer toc #ie peessass ovvtbado thﬁcwoelé@gethen

%R@H éséhd &@t td hfﬁeaﬁéétﬂ%ttgrf Onﬁseé‘zﬂge {h%O r&ﬁ’ ds is

needed for

rmer@emw m tl”ﬁ‘eAdel@ém it Cel @gr@wnarrgcaﬁh@wnpmactpgm off as
Wﬂ;&@ngh&g (g,\éﬁg%ors have realised that a STAPLM 300

not |l e to comunicate directly with
anot Néhem@deotaer aote t feveiyediue rovter gpsepge df Stiisséhe route

1hf6‘%tﬁétfcﬁ{ %Bﬁxethé"%‘t"arﬁ'o@”t% %%E@Ab‘éagh&’%w%?&é‘%ﬁé r%§u|¥ Rb Sthe

sonet | nes necessar or no to conmmuni cate
den;zdnat@@tnogie The idestnatioe naé@l\mﬂme tey BrCgMingrmegsage gsthaving

lfé%ﬂ@eng%\’éocﬁsth@fro&@? ﬁ&ﬁé&é&mém% GBsh Eﬁ%&gg%e will

can —act router, routing Is I np enen

be dlifented smﬁwgmtnqs@mwes& r’ﬁbgsragf@r ingde daere &ywardsothe

r% 5 era%%{a\l ?/I{GS %\I\MOR%H?%‘ géégoangearﬁfretymed by the destination

thesarriva et ba lrat@mre'mewwmhmut@"mqgeé asdr$ed to the
o b8 REld Hdo | BtrioP doftat 1R1aEAUI 01t | BRINENThESRe

packet to the destination. Because routing Is
STAEPM EBMONIRANE lﬁﬂgl todaitiaterthe reute.ad hisctelis H‘&mﬂé'ﬁtqf)that

tﬁé"tr%ﬁ&%qoﬁfb OI%%&J fudi %ﬁrY‘rﬁﬁuBatFoﬂQ QrhduRes b‘éﬂﬁé@?mu{éﬁ%ﬂd

router node receives a route nessage It strips the
d%m%lonmr@rneébe@ﬁzeﬂﬁtmennttn@r@ndmut@f the nessage and

f or WRGHRs il Heeﬁégtéci f; £ 5%5@5& Ldhd %téboﬂ?ougwhenumber of

desti nation see I Nncom ng nessage as

nﬁdw ﬁgqu%érfe@@mrtae @@swtipn}e TrOo@ﬁdean exfratreite to an outgoing
t h{p%rg%ﬁd LRSiRePRRitd ttéﬁuéﬁ PERDF %bmg’tﬁ'\g ones.

he router node''s ress e roduter
Emwml@ nEA Rogtevar ds the response to the initiator node.

W“*”Tﬁr%éﬁ’l@@%ﬁ R, Bl @t ur ned by the destination they
arrive at the initrator node with the router node's

addr $8n commynicataWityBnode cannot contact its
dest gRah cOmuhlcateSiitf AS the code

B can communicate with C.

C can communicate with B.

A cannot communicate with C. -

C cannot communicate with A.

Node A can forward a message from B to C, the message response (if
any) will return via B to A.
Routing Issues

Because a route increases the packet size, it will impact on the maximum

size the user can make a packet,
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STALON _NM STALON ROUTE used to initiate the route.
This tells the initiator that the transaction failure

wor®edsdes o conmuni cations di fficulties betweePCT/AUL@®G/000530

and destination, and not between the initiator and
router. Routes may be nested (i.e. a nessage can be
routed through a nunber of nodes before it reaches the
destination). To add an exysa route to an outgoing
message sinply pre-pend another route request in front

of ampuxd Skill NSro@IRRS exﬁéaﬂmvlﬁ.@rkofraﬁhc F@at:l& &h@@eofntrréeSoute
A, B, and C: Ac?n conmuni

cat
ipGRATAR ©RERSIRN K forwarg %Emsw.%ﬁﬁ'm %tﬂ@f%ﬁ respopse.tifpe (the
B QIEILRd ckad Qaldst iamger z% eemﬁome Qw@mmaoaaér@ Wiet hasﬁonsfé takes

cannot conmuni cate wit

IRRaRE dg gt Mon{-Bre Blgtdg ﬁ%éews@aa@err ?’}S&H‘é@w?‘“’grﬂﬁge If &
Wide! refrigh Y friduintly e Mirid8ushidlidé SwHase Repansepacketfren
I ncreases the packet size, it will inpact on the

¥9Hefm si ze the user can make a packet, Routing will
ReRdus@niié ra network traffic (each stage of the route
i ncreases congestion to forward a nessage,
| or S88 GRIOHISHBREIR PN § eS8 Ut Mo ao Phjeat to send
d SiYREt el RAIREsb encdeadd A4 OfreadibldgodeeThe rmy:otaak@se
nmust Be taken to . tune

Ionger to return

AdesT5e 8 RopP B CLRSHACRR O A B Faepo contens
thé @ﬁ&g@& ]{)Mhb @ﬂrda@ﬁéblf&eﬁ@gﬂ@?h|itls dedisiss habi@ﬁftalellsmma
packets fro ut er ou he fol |l ow n
exan‘&eé "@'i'%@dgr%ﬁ Héﬁ“?’ bYREr e toﬁ%'nq)ﬂlﬂ A4 PEF Rant s tg 0

send R%uﬁa%ﬁdﬂ@ém r(m.d-gwaﬂcb"s@s sed nmMesGAYE dx@4 @GR4 0x05
The payload to be delivered is a

unr eacha
gabl?argsgg “HB@a of Ox1 0. A router node is
wmws T Cont arns T hel BaicaEom { NEpayioaaDatbl €

destination in its address table at table index—1:

KAt PX0 GG OKABPERS (i n| PR bytes): qk®f1%xo00 Ox44 .
RBted PakRet (If Address Index Supplied)

Address Payload Code Payload Data
0x01 0x02 0x44 0x44 0x05 Ox7E 0x01 0x20 0x10

Routed Packet (If Full Address Supplied)
Address Payload Code Payload Data

0x01 0x02 0x44 0x44 0x05 Ox7E Ox0F 0x01 Ox00 Ox44
0Ox44 0x05 0x20 0x10

ASYNCHRONOUS RECEIVER/TRANSMITTER (UART)

There are two full duplex asynchronous receiver/transmitters (UART's) in
the STAPLM-300. They support baud rates from 1.25 mega baud down to 300
baud. The frame format is: 1 start bit, 8 data bits, no parity, and 1 stop bit. Each
UART can generate a receive buffer full or transmit buffer empty interrupt.
HARDWARE TIMERS |

There are two 16-bit count down timers, they can each generate an
interrupt. The timers have a 50 ns time base.
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Route Addressi (in raw bytes): 0x01 0x02 0x44 0x44
Ox05 Original Packet (No Routing) Address Payl oad Code

woeabosdeDat a 0x01 0x00 O0x44 0x44 0x05 0x20 OxrCOr/Rut0ewl00530

Packet (If Address Index Supplied) Address Payl oad
Code Payl oad Data 0x01 0x02 0x44 0x44 0x05 Ox7E 0x01
0x20 0x10 Routed Packet (If Full Address Supplied)
Addr ess Payfoad Code Payl oagd Data O0x01 0x02 0x44 0x44
0x05 Ox7E OxOF 0x01 0x00 0Ox44 0x44 0x05 0x20 0x10

ASYW%@E%!@W@W&W&B theJAETRUIt TRRIRasa! Thi \wee

full dupl ex asynchronous receiver/transmtt

SE@JEF??“WS AN Pﬁé"og*rﬁfﬂﬂﬁ/rf@%@"e'sﬁﬁl?{/ tag Fsat s M Glack Ypibeor the
(jgmbau@,%wﬁ}ggr baud down to 300 baud. The frame format
i S: start bit, 8 data b r|t 1 st

br . TERURCUARN HesiptaBe cavE THoTues o §GH Brarabr g the
cﬂlﬁe’ﬂﬁﬁért ivHé figter& Bh Yod Béteor dyRlic nfddBDWAREe THeyERRorhbfialy

ar e -bit count down tiner.s, they can each
’@’Qﬁ‘ér“ﬁ@’@’%ﬁ’i‘emn‘is@w fpseeriqgie tningdiuctinige a 50 ns time
dm@mee. There are pre-scal e settings for nodifying the

default tinme base, The pre scale settings be fro
a on&herg i‘f?eﬂ‘@c%bﬁrGe‘i‘?{él ﬁgrgpsqﬁ J@“&Q}E (Qrc?%) Pgfis "P]gi]‘e

SARLMREOE TREE atd réaénedThetmtoug}E & EC aAll betrfee;sﬁsoa@oe 3V, 5V
from

(PTHEh D RO AN A Gasseble. | G {PEioPE AR e Hsahd s a
lédéeyer%uw@ rméﬁr@pﬂhdpwt ted m}supﬂpéﬂang id hrogranaranie. for
DB el oy BT Gl Ao e
ShiftRb M3 @éﬂal'@?ﬁﬂ/ecﬁo Bigpl | pd Real Mineiglack ealfbratidinl  of
ARk kY Uyt |01 ere pz:td;;ﬁca';a:"edazs ,
I ev ethis eostkdiiey Rill mb@ulétéﬁhpmt%uéwaté&ﬁy QPO IFAHE, or from the
T AR o S R RE N TN L
useful for activities like Infra Red communications.
SERIAL SHIFT OUTPUT
This is a buffered timer driven output. The output updates exactly at the
timer rate. This produces a high precision for timing/phase sensitive applications.
Without buffered timer driven output the microprocessor execution time is .
added to the phase error (jitter) of the pin, this phase error will be many orders of
magnitude greater than the latent error in the input clock.
SPI INPUT/QUTPUT
Pins can be configured as the Serlal Peripheral Interface (SPI) port.
STAPLM-300 includes a full Master/Slave SPI module with following features:
= Master or slave mode

Ll Multi-master bus contention detection and interrupt

" Four transfer protocols available with selectable clock 'polarity and clock
phase

" Variable length of transfer word up to 16 bits

= Is compatible with SPI (a. trademark of Motorola Semiconductor) and

Microwire/Plus (a trademark of National Semiconductor)
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wa@omwsnodober wil |

Shift Keying, Serial Shifted CQutput, SPI, and Real
Time Cock calibration. AVMPLI TUDE SH FT KEY UNIT Thi s

E, or fromthe UART transmt pin with a carrier
generated by one of the user tinmers. This unit is
useful for activities like Infra Red comuni cati ons.
SERI AL SHI FT OQUTPUT This i47a buffered timer driven
out put. The out put updates exactly at the tinmer rate.
“Thi s BjpratdugereratetiigMaptee cioge:ore dawn toi A2Gogdf[Syatem clock

f d
Bl B8 St ekl S R Bl L L
BREAKPOINTREGBTERI tter) of the pin, this phase error

will V. Qr e
e ARl BO B R QRS ot i
beeakpbigit mmfupgmrgedemd RaisSegistar isResed bl ¢heaGNUNdabuggere
Vgg?bﬁgﬁtﬂ{itﬂlw APLM 300 includes. a full Mster/ Sl ave

h following features: Master or slave
nodeThiMiilvier cambber a lpasod: bettvean i1o1s athdtsdd. dreaarke: configured

P avai l able with
tég%; %?%bq% mtgfrgétk e}re? he%ﬁa&ﬂg\ﬁ’ 9( phase Vari able
INﬁﬁgRbermeN‘ﬁR@LEERWord up to 16 bits |Is conpatible

W cr B v 2] BBl ) 8B PR, e B e

bBifered at the eyenteofait renl interivps baing geaated wahilenantaxistibg indgrrupt

g

GRICrivjerraptes Sioer teuis) « Realt Bmedtjock slatrirdenyyi 3 watchdag

. pPoI ' generated. This register is
"ﬁé@%@“ﬁ‘é“%kﬁ’@*éﬁ‘hegfg@t WATCH DOG TI MER This ti ner
can Wiile thispaveotibrb dﬂawebeerfl neserivdd 2ins eonnddtion a\mtfb especific

S A e L Oa e b R P LR A

niddifcktiah(s)c| Ghisedppicatimt is intaraiet war mvefﬂmyl V&r@tml&qwses or

‘ a@é&aﬁons of the invention following in general, the principles of the invention

and Including such departures from the present disclosure as come within known
or customary practice within the art to which the invention pertains and as may be
applied to the essential features hereinbefore set forth.

As the present invention may be embodied in several forms without
departing from the spirit of the essential characteristics of the invention, it should
be understood that the above described embodiments are not to limit the preseh’t
invention unless otherwise specified, but rather should be construed broadly
within the spirit and scopé of the invention as defined in the appended claims.
Various modifications and equivalent arrangements are intended to be included
within the spirit and scope of the invention and appended claims. Therefore, the
specific embodiments are to be understood to be illustrative of the many ways in
which the principles of the present invention may be p'racticed. In the following
claims, means-plus-function clauses are intended to cover structures as
performing the defined function and not only structural equivalents, but also
equivalent structures. For example, although a nail and a screw may not be

nodul at e i nput generated by GRIT2AP2005/000530
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whanwdiiexdss The i nterrupts include:

buffered in the event of a new interrupt being
generated while an existing interrupt is being

interrupts, SPI interrupts, GPlIO interrupts, Tiner
interrupts, a Real Tine Clock alarminterrupt, a

wat chdog interrupt, and a break point interrupt. Wile
this invention has been desggibed in connection wth
speci fic enbodi nents thereof, .it will be understood

stnadturiat e'qslva:laptabinethaf d wal henplomedi f ¢ygiadrican (sifacd b Ssecure -
to cover varjations uses

gllcatloQ [ an

BBBUSIE BT FosicTre WEREES 4, SerEM PG Bubaiigal #iTeRdp decure

wheder partsi tpyetsernfh thbenvironaidnt offagtefing Rebteh Parts Watail and a

g g %ures fmggh & resent disclosure as conme wthi

ul %?Q%ﬁﬁ? H ﬁgactlce within the art to which

t he |“ﬁmmphseslloq®mrtsﬂ19hwhaﬂdlsé@ in"Rls él%ciﬁ@éﬁdneig tél@nttb%pecify
rei.nbefore set forth

ssent i al e e
B ad Bt R Pallfo dMeapsaslaRs: o Suinghis Bitngoos no
wictlodel thedpreasridengs afdanmtdﬂ @népr fioke ofhet h@t@% eiﬁfega;ls steps,
ﬁyaractgrlstlcs 0 h ol n¥ent|on it sh

NS S50 8" (HAPS ove 'H@sc‘ﬂ‘%@d“@nﬁ%@?ﬁ% ﬁ\egr Y rgauires

othérwtise, | thraughddtether eeanbmrn\aaat the nclalzms@age cw&snaé Wb@rapnse
e construye

| ed ath ar shoul bro
SRERIAE aneh ik ai T, EcSaundTo R AR seiods Obpose to
ateéxchestlei an ekhaustipp eardesthel &Itﬂan,Wﬁe@éﬁsﬁbﬂhrﬁdlm‘cﬁﬁg, ®06not
lﬁﬂ&P3%U|va!en; arrangenents are intended to be _

éd wthin the spirit and scope of the invention
and appended cl ai ms. Therefore, the specific
enbodi nents are to be understood to be illustrative of
the many ways in which the principles of the present
i nvention may be practiced. In the follow ng clains,
nmeans- pi us-function clauses are intended to cover
structures as perform ng the defined function and not
only structural equival ents, but al so equival ent
structures. For exanple, although a nail and a screw
may not bestructural equivalents in that a nai
enpl oys a cylindrical surface to secure wooden parts
toget her, whereas a screw enploys a helical surface to
secure wooden parts together, in the environnent of
fasteni ng wooden parts, a nail and a screw are
equi val ent structures. "Conprises/conprising” when
used in this specification is taken to specify the
presence of stated features, integers, steps or
conmponents but does not preclude the presence or
addi tion of one or nore other features, integers,
steps, conponents or groups thereof." Thus, unless the
context clearly requires

UART buf fer PCT/AU2006/000530
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w0 eooer13ehst rued in an inclusive sense as oppoBETAUR008/00530
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excl usi ve or exhaustive sense; that is to say, in the
sense of "including, but not limted to". THE CLAI M5
DEFI NI NG THE | NVENTI ON ARE AS FOLLOWS: 1. A net hod of
transmtting data conprising the steps of providing a
plurality of possible transm ssion frequencies,
FAERAIAING FEANINEG TUENRWENTIONIARE PEW@LLOWSf possibl e
frequencies transmtting the data using the selected
one frequency. 2. A nmethod as clainmed in claiml,

wher el pielidg ﬁ%ﬁ&wnmg deta &d?ﬁprfsfn@CtH@ BeYs ber

transm ssion i s base nmeasurenent of noise in the
syst éieviding a pisaiRvaf %S@Feaﬁ“ Fstnissondreguanaiedr 2,

wher %récﬁrkbeoﬁeeir@@bneffreﬁq tRe EI[JFHHW%Msélﬁle g 8shcid

least in part, on a trequency which has a relatively
| ow Itepemitistg theidgta using ‘;&eﬁék‘ﬁ@ﬁ ORe frepEeN¥d in claim 1,
2 or 3, conprising the further step of transmtting
the data or further at the one frequency or,_another

21 equemgiiod @iscdaiggdin gigin ﬁewlmramh% gslegiory ofdle é’ﬁ‘&‘r‘%@y for

BanshifBd e $a8sd 6h airmBuldhedbyr g Aftheb@iem. 1 to 4,
further conprising the step of transmtting the data

~at a plurality of frequencies sinultaneously, the

§r equeReid ak},edlﬁﬁwea% %Fa?rﬁq drr0wnbRgh ﬂ@sﬁiéﬁt@n of a frequency
frequencies. 6. A nmethod of as clained

iwvaped, @t femat ip @aru @walfreeverms wdiich; *@sr?ersayvgu?%@é%i b Roise.

the idle noise | evel over a period of tinme. 7. A
met hod as clained in claim6, wherein the gfﬁr_ri{%?‘ of
fi me A geffod anglaimedrieslaig 1, & PokeFOTPHRING eneiesnef

FARIAThG QAP dath & fUBRN St f1RE O WbGidHEy B0l bHbtAkE Heqdéncy
possi ble frequencies, transmtting neans adapted to

sqlegtechirem dha RluritvR] leauenci&st ed one of the pl urality of
possi bl e frequencies.9. A systemas clained in claim
wherein the transm ssion of data is af a frequer r}%@e

8,
Sel edt Bathedasiclaimed iney RenRirtaips hin defurthier compHS

ﬁfep e tiRinEniiRY thdh @a&e heat ;bl@r%l@fofafréc{u%%i@@ Céimﬁwnebﬁﬁy,l fhe
he transm ssion of data, the method conprising the

fgqoyﬁgm@sf beipe salerieAifog ke PesthlpERaUCESand noi se level,

6. A method of as claimed in claim 3; wherein the low level of noise is .

measured based on the idle noise level over a period of time.

7. A method as claimed in claim 6, wherein the period of time is at least 2

imsec.

8. A power line communication system comprising:
means for providing a plurality of possible frequencies,
transmitting means adapted to transmit data using a selected one of the

plurality of possible frequencies.
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determ ning an estimate of received signal strength,

and selecting a frequency based on the determ nati on.
w@2006A13%e3 hod as clainmed in claim10, wherein BPECEAU2006/000530

sel ection of frequency is based on a relatively |ow

noi se level, and relatively high signal strength. 12.

A nethod as clainmed in claim10, wherein nore than one

frequency is selected. 13. g nmethod of communication

data, the nethod conprising the steps of:

d.r an%"%fs%énpgs Q:?qﬁe@fﬁ?%%wﬁ’% Ahbldi r?%hecttﬁé\{s@%séé 8t i&fa is at a

recel vin refransmttlng the data based
feaguan d:med(,%e& mepswement of RCISEt hod as cl ai med in
claim 13, wherein-the first or second characteristic
is a frequenc 15. A nmethod as clained in claim 13,
Wher & methed of determininge thenaelestionaet ar fregyancy Jopmse in the

t?‘a‘ﬁgﬁﬁ%ﬁm ojfgatara‘tﬁé%%gd %mgﬁ’ﬁﬁg‘fﬁb?&%dsﬁ data, the

riSin ermning a Zero
I eveﬂef@rfb@mrﬁ@ @ﬁl”@ﬁ%ﬁphﬁaééolﬁﬁ leved power, determi ning

a dehét\érrguhlﬁg’an H%'E@ %ag&g %JQgrgﬁgﬁ‘e?g‘m drige rising

edge, | aye t ay tinme fromthe zero

cr os §¢lagfinuA frequesch basegfordbanpisioleliony data, the

nmet hod conprising the steps of: determning a | evel of
noi se, transmtting the data once the voltage exceeds
flhe dbmsthadeseclaimed inclaim H8dwaerel Kiengalegtian @f dieqrancy is

d
Hgggﬁ 6h 8 rbiGRARA ol AdRS ISV&,A éjrﬁit nrgltaﬁgﬂyggh‘%ﬁbrél &ihetigh edge

he power ‘cycfe. prOV|d|ng error
correction, the nethod conprising inposing

1r2eedAs,%mg9 rhseéiéﬂfeoﬁ R EI8 4 @nwhé’refht n*lo?é‘?ﬁarﬁ@ﬂ@ fidgliéhey is

recei ved as claimed in claim19, wherein
selestes ror correction is reedsoi onon (255,223). 21. A
nmet hod of transmitting data, in a power |ine system

t he nethod conprising the step of encrypting the data
1B of Mac i PV PRonRBa enottod Ca RS thessgeps of

C'Sa' #ESSrhifting Wt Bedbd oPRFK&l dhafictdrgad,s three keys are

receiving the data, and retransmitting the data based on a second

characteristic.

14, A method as claimed in claim 13, wherein the first or second characteristic

is a frequency.

15. A method as claimed in claim 13, wherein the first or second characieristic

is an address.

16. A method of communicating data, the method comprising the steps of:
determining a zero level crossing of one phase of the power,

determining a delay time,
transmitting the data, on the rising edge, and delayed by the delay time

from the zero crossing.



and the keys are changed periodicaliy. 23. A nmethod of
determning if two nodes are coupled to the sane

wp@basa139she net hod conprising the steps of: foP@EAURING000530
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a data packet to a selected node, the data packet
including, at transm ssion, a first byte of data
representing the phase of a transmtting node,

recei ving the packet at theisel ected node, determ ning
the phase of the selected node at the tine of

1R Ceiahatiol Bechasktatirdalsts, Mdindthol Remiribihe tiensteps of:
bet ween t he f?r@t" o(g)éte of data, and the sel ected node
phas &eteFpining BRI "9E8cl ai med in claim23, wherein a

 secomn@nditiitighe dataronice eRMBy S exdeedp krastoisy letdle

sel ected node at the time of receiving the packet. 25.
A nmethod as clainmed tn claim?24, wherein if the.

4.1 f armewed I@@tcwa@d infesairhi 175 whéevah tegRaitng Headbta 8ccurs on a
between: 53 to 1 the nodes are on the same power

QRETASE e G.LQOVY%OXQIG the nodes are 120 degrees out of

phase and 33 to 52, the nodes are 240 degrees out of

A dat ket adapted,to b
Bt oPrmaifing ¥ rigopHRe e FPErakBe soreleH TR RBgEPosing

rbE@ sBRMOATereP BB GibA S atfibdst bordadatarrepsies®nt i ng t he
phase of the node transmtting the data, and Second

data representing the phase of the node receiving the

aat aa metHoliead crmnad i egd MbN@hbfen PRCERLr c@fectidn is reed-
thod gféﬁggterm ni ng phase change matching, the :
2 I'si ng the steps of: separating the

anplitude and quadrature conponents of a signal, and
conp phase change, in a relatively noise-fr
darr ?\e %‘vﬁdt of rqr@rngﬁ'?qgéﬁ%?’s'f‘n?l %C%W%hﬁ“s% Sé'ﬁtgﬁ‘geé’fe '%gthc’d

cRRpiEIRY tﬁehﬁta? BRENEIRItBG thaas fload tishsmifng theriatedhod as
claimed in claim27, wherein the phase matching is

determ ned substantially in accordance with 0 J 2r(t)
225( 1 )A method as claimed in claim 21, wherein at leats three keys are used,

and the keys are changed periodically.

23. A method of determining if two nodes are coupled fo the same phase, the

method comprising the steps of;
forwarding a data packet to a selected node, the data packet including, at

transmission, a first byte of data representing the phase of a transmitting node,
receiving the packet at the selected node,
determining the phase of the selected node at the time of receiving the

packet, .
determining the difference between the first byte of data, and the selected

nade phase.

24, A method as claimed in claim 23, wherein a second byte of data
represents the phase of the selected node at the time of receiving the packet.
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weowpni®shg the step of using early-late

wheres( =i t 2" - JiiHV -<t T 29. A nethod of bit
synchroni sation, in a power |line system the nethod

synchroni sation. 30. A nethod of phase | ocking,
conprising conparing the phase when it is determ ned
that the phase is substantially stable.3 1, A nethod
as claimed in claim30, furgher conprising the steps
of when the delta phase signal is asserted, using a
p&! atd ¥eINedfHstedimBl FNUAIRT 24, Wh@tesr@ﬁ%@duﬁ@r"eﬁé@ﬁé}t@éer‘i fhe first
corrpare to. 32. A nmethod as clained in claim3
AMLFPAD PHES fihletweef erences a first references that
IS suhsgh amtﬂhaldoueggre%rﬁﬁsgsﬁé p%h@ﬁﬂweoﬁhe[?@e current

is

phase esti mate and a second reference t

subst18rie B4l thg npdessargelZfsiograsspuhef Raseptitse esti mat e,

and gRqeshNEe Addds HRWRNRZRBDUL HBiase! rOom the first
or the second reference, the reference that correl ates

the strongest. . 33. A'substantially fully
pEt egy aétﬁbbé?:kep\é@éptédi R& b%%'@@dlnvhcn?été%ﬁmg aMé ase""(‘jxffe%nce
device as clained in claim33, wherein evice Is

bRIVBSN MW%o@mpas@t CRMPIIFREr f ace devi ce adapted of
use irfs@dReVeeddniify HEYnase oﬁﬂ%ﬁbé ltraas,ﬁ.ntn%@aé@ and

portion and high pass portion. devi cé as cl ai nmed
in cﬁspw@@awc,r@wg?wmagh%pl@%s@cﬁfdh%ﬂa@ recgivirgribg ggta, at the

tfrhébﬁécéhﬁg%&k@pd a second order band pass
function A nmet hod of communi cating, the nethod

conprising the steps of: addressing a nessage to a

JPUt ArmBMeee ofidbibrAintRyprRad c@uggé”e AR, tfhethod comprising
destination address pre-pended to the nessage payl oad.

thgsteps Rkt hod as clainmed in claim37, further
CONMPE&Sdratth gtths afiphitde @hd @.quraﬁﬁé BSmbSKerE SRS, Oarfél

rout er, the router then forwards the encl osed
packé@mfl%fm deBhpsfarchange 39 a seigiyalynaise-keeicqaier with a

Elagldl) Silaf phifde CWB@\IeeinQa ééﬂt‘férﬁﬁé&'h‘é@%oi&%Qﬁgbs?ed on it.
substantially STAL NM _STALON ROUTE In a

power |ine system a nethod as clai rred in any one of
% ai ABmbtidd &s claimed in claim 27, wherein the phase matching is

determined substantially in accordance with

Hy(t) = ]‘"’(‘)l ~r(?) N |s()] - s()
TS 2y T 2s()

ostaT
2

Asines, ¢
where () = { T
Asina,t 5-<12T

29. A method of bit synchronisation, in a power line system, the method
comprising the step of using early-late synchronisation.

. 30. A method of phase locking, comprising comparing the phase when it is

determined that the phase is substantiélly stable.

PCT/AU2006/000530
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10 to 25, 27 to 32, 37 to 39. 4 1. A device adapted to

operate in accordance with the nethod as clained in
waeyseonm®edf clainms 1 to 8, 10 to 25, 27 to 32, PGTAUR006/000530

39. 42. A power |ine system adapted to operate in
~accordance with the nethod as clained in any one of

claims 1 to 8, 10 to 25, 27 to 32, 37 to 39. 43.

Appar at us adapted to operab@ in a power tine system

sai d apparatus including: processor neans adapted to

dper Atrgethod a clainthio elaivh 830, fartperedetpasing Aedstepsofr uct i on

set, said a rat . in .conj ti i Sal :
st VG0 fon PR S sigh g 33kt b A bR e granuterty
ofiphadeaiefepehden tanympare tf clains 1 to 8, 10 to 25, 27
to 32, 37 to 39. 44. A conputer program product

i ncl udi ng: a conputer usabl e medi um havi ng conput er -
Ieadabhethpd cgr daineaddie cdaich 8tnpherein theaulwskaefeyaoema first

code enmphaodi ed ' [ U ' ‘ .
Saiegar 4t oA BANGEE Srtis Elrcfidh e Bhprt phess agtimate
gpu og)rsavomt oefaeihcé rodtuidi supstanballyu2b degaeksbbehinddke phase
e\é\%t hin s(gi d comput er usabl e nmedi um for enabling

07%t P&h in accordance with the method as claimed in
any cmsing a3l ahew phat@e®imde, fran fs firdl7ort the 32¢orgirefasence,

R oned IR SRRk sclgoed. 46 A apparatus

.33. A substantially fully integratable power line communications device.

34, A device as claimed in claim 33, wherein the device is a power line

modem.

35.  Aninterface device adapted of use in a power line system, comprising
a low pass portion and high pass portion.

36. A device as claimed in claim 35, comprising a second order sallen-key filter
structure and a second order band pass function.

37. A method of communicating, the method comprising the steps of:
addressing a message to a router node with a payload code and a final

destination address pre-pended fo the message payioad.

38. A method as claimed in claim 37, further comprising the steps of
addressing the message to a router, and the router then forwards the enclosed

packet to a destination.

39. A method as claimed in claim 37 or 38, wherein the payload code is
substantially STALON_NM_STALON_ROUTE (0x7E).
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40.  In a power line system, a method as claimed in any one of claims 1 to 8,
10 to 25, 27 to 32, 37 to 39.

41. A device adapted to operate in accordance with the method as claimed in
any one of claims 1 to 8, 10 to 25, 27 to 32, 37 to 39.

42. A power line system adapted to operate in accordance with the method as
claimed in any one of claims 1 to 8, 10 to 25, 27 to 32, 37 to 39.

43. - Apparatus adapted to operate in a power line system, said apparatus
including:

processor means adapted to operate in accordance with a predetermined
instruction set,

said apparatus, in conjunction with said instruction set, being adapted to
perform the method as claimed in any one of claims 1 to 8, 10 to 25, 27 to 32, 37

o 39.

44, A computer program product including:

a computer usable medium having computer readable program code and
computer readable system code embodied on said medium for enabling
communication in a power line system, said computer program product including:

computer readable code within said computer usable medium for enabling
operation in accordance with the method as claimed in any one of claims 1 to 8,
10 to 25, 27 to 32, 37 to 39.

45, A method as herein disclosed.

46.  An apparatus and/or device as herein disclosed.

PCT/AU2006/000530



