WD 2005/ 091551 PCT/ KR2005/ 000522 Descri pti on AUTHENTI CATI ON BETWEEN
DEVI CE AND PORTABLE STORAGE Technical Field [1] The present

i nvention digital rights managenent (DRM te d
nore parti gﬁa? (?)1%5,?0 a technique for authentication beggﬁgrllfg@@(’gﬁce
and a portable storage for DRM Background Art [2] Recently, digital
ri ghts managenent (DRM has been ﬁ:tl vely _resear ched and devel oped.
Commer ci al services using DRM are ﬂSCBlap Yy bei ng used. DRM needs

to be used rlstlcs of

i gital cod BRI TCATIONB W EER ESIER AND FORTARLE
can be copl ed without | oss and can reused, processed, and
distributed, and only a snall amu&qegiiécgﬁi S needed to copy and
distribute the digital content. Howevgichnfral #&gg anount of cost,

| abor, [n time are needed to produce the digital content. Thus

when t hell igital worresst ml"%‘“%?&ﬁi"lé@s et rights FTEE}E’*W‘*\'M QR technology, and
perm ssion, a rmre@ameulaﬂf/ tb hecotlhigi:é fdr acthedtation Beywdensieichics Aites portable
profit, and hi FJI {aﬁk&]m asm for creation may be discouraged. As a
result, de- digital content business nay be hanpered.

[ 3] Ther e were several efforts to prBaekgroundiAei content.
Conventipnpal |y, ﬂé&hi@ldlgaenhgm maR% h{éﬁtt ma%beaﬁé‘cﬁ(aﬂp%sﬁgc@a

pr eventi ng un%‘?t OI’I 28 acc S to I nt ent SucC
t hose peopl e WFECIARES éeraf% e dcEeapingly beigemssd. DM é‘?ﬁds
[ 4] Thus, peopb be uded bpeaude bha btlessng drnelods ¢latatericustof digitalr @neehi. aWwads to

to access the ? unﬁl@@%ﬂé%etﬂtad H%F}t‘élaéoaﬁ:ﬁpéaﬁ e ’cg%l’gd vath(ﬂ.ﬁ ?cﬁ% %nm% bg'egmﬂpt

pay are not aI
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to ot her peoplaad dhaweweahe dtghels:enehh ElowRea DA erg:eaamduﬁtaoftoba Eb&H, & time are

content w thout troduced

o b any oneed Rt piiucelRe Aokt 1RO Rk e Ine Y bl SRR B
but a |i cense distilafedeviithayt aermussidng i produtsr of theidigitahesathatimay lode bister and
execute the di ﬁt%nd%&@hthuﬁﬁﬁﬂfdi“cf&hb’n m 9i‘@e ﬂll's&iuﬁ'@k:d G @RI, GRD  be

nore effecti veI b oncept of digital
rights nanageﬁ@?%’?g'(eﬁiﬁ/)dt} (Ynﬁ h'ésg?:eﬁ? B@HL ‘l‘rﬂpet“eference to FIG 1.
DRM rel di3és to nﬁhmgemtvml efforts enprete¢thdigied toment. Cafventiondlly, aigiml content

encrypted co %&?g}tﬁ}l hed Eﬁrfb@&g{ga‘?esdtb%] ;{}Qveﬂtlfgﬁﬁgﬁoﬁk%rhc@%g ?dgﬁ%ﬁ(ﬂ E:blﬂgntosruch

scranbl i ng, OW Ng~ access
contents. [6] EPR Yrq“h"ﬁ PF@PIW@ hgve ppidypaRrlowsddmarsses Yig éeﬂalsf@mn& 10
and 150 Manting Teusapopisvhamid Ritccds diceﬁgxeﬁcdmerﬁﬁilvlallaws@mtaeéﬁssthc un-
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130 issuing a ri
digital content. In this case, when a person who paid mtentzonally dlstnbutes the digital

conlent o other people, however, these other people can use the digital conient without
paying. To solve this problem, DRM was introduced. In DRM, any one is allowed to
freely access encoded digital content, but a license referred to as a rights object is
needed to decode and execute the digital content. Accordingly, the digital content can
be more effectively protected by using DRM.

[5] The concept of digital rights management (DRM) will be described with reference
to FIG. 1. DRM relates to management of contents (hereafter, referred to as encrypted
contents) protected using a method such as encryption or scrambling, and rights
objects allowing access to the encrypted contents.

[6] Referring to FIG. 1, a DRM system includes users 110 and 150 wanting to access
content protected by DRM, a contents issuer 120 issuing content protected through
DRM, a rights issuer 130 issuing a rights object containing a right to access the
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authority 140 issuing a certificate. [7] In operation, the user 110
can obtai } ontent fromthe contents issuer 120,-4

encrypt ed orn%s?ﬁgsrsgt ected by DRM The user 110 can obt%ﬁ{ a Is;fgﬁgazge
to play the encrypted content froma rights object received fromthe
rights issuer . . . ncrypt ed

content. Si ncé:%gtgrtl:tf %ﬁg&;ccfrté%%ﬁgﬁ?@ﬁgﬁ%@%&@%%ﬁ@%t&or di stri buted
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t hose producing g}r1 ypr 8%5?8? i g%laﬁg%gﬁttgr?%%%ﬁ%ﬁﬁ\%gyr}%Qi)%ftﬁetﬂﬁ? la
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be easily novddisblesueeofdaventon when a portable storage is used. In

this situation, authentication is n@gq}e{g g@,ab@re- condition for
enabl ing safe data transm ssion bet e ¢ and a portabl e

st or age [8i nt er medl§ daserpedabove &M gitertsthe Padiriidedse Soildutingnr proyidiige
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device and a . portable storage. [10] "Th resen ention al so
provi des a de d&‘é*%ﬁ%?“é?vﬁroﬂtcgeo‘ﬁé‘{@?%eﬁ&é‘ée 1grticady aihough 2 Tights gpicetri on.

[ 11] The abovensyptédombijtead se amsiurlet bersveert the usab] Hrdm, 150 @sing mesiland
advant ages, Ofg.lip& R%ﬁ-l?sstﬁ)' fs dﬁ}i%p&mgd %dt%qtp&ﬁ%@%aﬁlg%%veﬁ Betwa&fﬁevices
on rev e fo ng de e

skilled in the art u I ew o _ follow lescription
attached dr awi"hi§s 2antatipperiae i usedilidhis fimptonaabenticaipntipneedediase ore- of
the present i regdifibrofor clidbBhg sdfS dfth Guhshaskich Hobldead deice @ttt a portable storage
thentication bett vvegpati% gevi ce.and a portabl e storage, whi cﬂ i's

per formed by the "devi %e?tw‘?ﬁneder}%%eﬁ'od i ncludes transmtting a first

key to the portable storage, receivifnghnicat$olntiohey and a first
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using the first k rom -t rtabl e storage an ecrypting t
first encrypt&Bdapaiabiisioigdber using a second key related with the
first key0] generHie pigseal ineaniod alse peividet adeviedham pomiable klobyge Enceypt iagg
a second randem.puper using the third key
[11] The above stated objects as well as other objects, features and advantages, of the
present invention will become clear to those skilled in the art upon review of the
following description, the attached drawings and appended claims.
[12] According to an aspect of the present invention, there is provided a method for au-
thentication between a device and a portable storage, which is performed by the
device. The method includes transmitting a first key to the portable storage, receiving a
third key and a first encrypted random number obtained by encrypting a first random
number using the first key from the portable storage and decrypting the first encrypted
random number using a second key related with the first key, generating a second
encrypled random number by encrypting a second random number using the third key
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encrypted random nunber to the portable storage, and generating a

sessi on ke bddspe first random nunmber and the secon
nunber . [1?]&%0%%5?@ to anot her aspect of the present{;l?fnvent|g[;!())0rl1),522

there is provided a method for authentication between a device and a
portable storagg. Wit RES doerngﬁ/&lrgma&cfaﬁ}mﬂ%r& i é&a%[e%go agd. Qnedt
met hod conprising recel \gl_ng arirs ey, obtaining a Firs en%ryp ed
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second random nunber. [14] According to still another as ec} of th
present i nventeP‘brﬁ?tegﬁaé'&dgmi mMPERRY ‘H’é?ﬂ%éﬂng Przlfﬁ%ﬁldf’@rnu?g‘%usb‘&taauﬁ key an
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conpri sing setgt] AT .
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whi | e i ncreasifagti g, SNEn&RAMCN &8s 6OKAL @ingdHe first fah@¢th hli@bériint k@ second
val ue after qu)ned% inn btmhe val ue of the send sequence counter in the
APDU, and receiving the ‘APDU at the portable storage and determ ning
whet her Ittt val fecopding estidleneithsragnenh o&the prasers inventiud thett is pravided a

recei ved APDU pheshdd0of 68 datd &RlsnGeRdii@n taleyied atnoidableeRaR! heeta
present invention, there is proyi ciied ) rr(gt hod for safe d?i[t-‘f'g{g' Jlue of
transmi ssi on GEPREURE Sthpg ArdBitihyplue ?{2&3{32\ FEAULTICE FAEET: qpRe Aaglue ©
conpri si ng sethd segd sqyuemictcoamttenialan epicagorsgnbcsleltiamid ACDUN t@bg
enbedding a v | ' p - j J i

P ot ocol dat a G T NS PR SGERERES, OGRET l BrideqitRle GRRPHY 1

i ncr easi ng t hdroskiig indtiglyalie sfterrimesding jhevatye g fherrand seqpgnce powpsgr i the
af tCI er enbeddi rPDheand atdedigf the APDIEadhstabRGOIGR WAL Eételinﬁningevhéﬁ’la*ihe
an receivin - AP i 3 1nin e

val e of the Sangor BeetndlegbiiSe O BRGHEH B NahoP ARERE AREd) | o
correct.l1pli6] Actesoringtoyst ancthar asneet ofShrepresest iny¢naioprtaere i prpyidesha i on,

there is provinkgithdfoPaird @l fansbliRIATRIRAR deSibdghd porAbRIstoMR, MB nfethod
for connecti nggvm th a

encrypts a 11 Fetepsphst Aaer S B S R wntRes Wi R g o of
devi ce certi fitkeascrd paspedogadufieroman hppliteNdrcrroworinktuwd (ARDONIghbe he
interface uni tranahitlc@RE@E BSVi@ WIRRARG 4 EsH RRREn RYcoBREF P DS RN
encrypted se_colglld ra (g%n n r%gr rece vxggi]gr om t he devi ce tHhr o_lig%)é he
interface uni t™4d, HB’ & tF‘bed?%E gyhe thesieBL FYHETICE FORUTTR Hei »and
nodul e whi ch gesaieg he ARDS Eashodeviceyand getagnihing whethst the suldo of tha werider
and the s eCO”Qec{u%H&%HMPQﬁBedded in the received APDU is correct.

[16] According to a further aspect of the present invention, there is provided a portable
storage comprising an interface unit for connecting with a device, a public-key
encryption module which encrypts a first random number using a first key obtained
from a device certificate received from the device connected through the interface unit
and obtains a second random number by decrypting an encrypted second random
number received from the device through the interface unit using a fourth key, and a
session key generation module which generates a session key using the first random
number and the second random number.

[17] According to another aspect of the present invention, there is provided a device
comprising an interface unit for connecting with a portable storage, a public-key



[17] According to another aspect of the present invention, there is
provi ded a device conprising an interface unit for connecting with a
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descri bing i ndgtaid fu@@&%ﬁ%n@ﬁﬂmﬁ‘éﬂﬁ&ﬂ%‘%@éﬁd%ﬂ&ﬁﬂfunﬂ& h reference to
the attached draw ngs in which 1.1s a conceptual diagram

of conventional digital rights mﬂ&@‘&%ﬁ*ﬂn pORKgWiNgs20] FIG 2 is a
schenat i[ggdi agr amhd dbous kdPdthérFedtines SQNEORIALRS oPihe @resdbrg lidv@htiér Giitbebdine

nmbodi
1 ustrati ng dRageREAE PEAECHR B R E el ribomimé® BrobhBB fene
of the presento thowipthieddrawie@)in wbh&h: 4 is a diagramillustrati ng a DRM

procedurggj n whi gl a i$£Bshe Qﬂ%l'i'ég?arﬁgpéﬁn%nnohﬁ SRl i'ﬂs ﬁﬁn :
of the %6 ent i t.ion is.a functiona ck. di agram

of a seddlb mul (Fikbdin? ecaf% S e s B0 e SRR By H&ﬁqn an

present i nventmbandimendoftBelprefdnGinvénticm; a functi onal bl ock di agram of a

devi ce gg {)r di Ngri 330, § H?t%ﬂf ggﬂfc?u%aﬁ Bﬁh@%ﬁ%&z&ode&&r@@&do?&ln% (g for

| nvention [25] Hereina nts esent 1nvention wll
be described A HWTOW?PF"S%F@F@%@ to the attached draw ngs. [26]
Bef or e t[b2] det ai FieH 4des diapfatn illBstiating @ DRM hideeddre in®hidls € eerideduthée counter

specification, y\%slehnpgl n(ill?o%ig{-dfnt?%flthg r?%[ﬂ]lt){me};pgn foll ow ng description

of terms is to T Ue n-"derstandi ng of the

speci fi dadi on andG: &ine mpdenabblecihdingrampifiasreursy mylimediacraracepmingte an
not i nt ended elBodikd¥hi ofithe @g&aﬂl\,@ﬁpﬁcglﬁ of the invention. [27] -

Pl -, P gB bS5 6o BRI B BRBPLTR ¢ e

di fferent frompraackKaeyensed for decryption. A public-key algorithmis

open to the public, but it is |rrposl§]!0laL3 \‘antifohcmt to decrypt
ori ginal content with only acrytora al gorithm an encrcétlon
t

key, and2el pher dereiggiter, Erbodypenys ﬁthapmt ;rwent@yw@@@pwgcbm ail with
syst em i ncl udeefbiehid ©tidedtlaomdd GawipgQsyst ens, RSA crypt osystens,

[26] Before the detailed description is set forth, terms used in this specification will be
described briefly. The following description of terms is to be construed for a better un-
derstanding of the specification and terms that are not explicitly defined herein are not
intended to limit the broad aspects of the invention.

[27] - Public-Key Cryptography

[28] Public-key cryptography is referred to as an asymmetric cipher in which a key used
for encryption is different from a key used for decryption. A public-key algorithm is
open to the public, but it is impossible or difficult to decrypt original content with only
a cryptographic algorithin, an encryption key, and ciphered text. Examples of a public-
key cryptographic system include Diffie-Hellman cryptosystems, RSA cryptosystems,
ElGamal cryptosystems, and elliptic curve cryptosystems. Public-key cryptography is
about 100-1000 times slower than symmetric-key cryptography. Consequently, public-
key cryptography is usually used for key exchange and digital signature, and not for



El Gamal cryptosystens, and elliptic curve cryptosystens. Public-key
cryptography is about 100-1000 tines slower than symretric-key
crypt ograp uently, public- key cryptography is d
for key exgﬁﬁﬁgg@éﬁﬂ digital signature, and not for 4 V&#§38%%é8@§§1
PCT/ KR2005/ 000522 encryption of content. [29] - Symetric-Key
Crypt ogr aphy [ 3 P&;t | c-key cryptography is a symetric cipher
referred to a§%§&8§% -Qﬁ@kg%ryptography using the sanme key for
encrypt i BAl and dedyypeirerey raptoaraghtr ypti on standard (DES) is a

vel | - knog@g) sy mregymmeichee e pﬁ%‘? b liya syaBdi€ Biph@nefeH&d Bhs 3bret-key
advanced encrycgié on s}&andar %ﬁgﬁ IrI]ave i ncr e,a%lgjg. LB%JD -, Certificate
[32] A certifi QRSP RIERSHG Y 19T eaeryga dhd gecrybtion, i, datacuoryption,
respect to a ptankdard<{REY) isqivpdielnowh syemidtifid gpltee. Resemlynegdiagieons using an
containing a pWbidced E@;ﬁf&ﬂ sBn®El RS ShavEl §ldtdabeq. | N- formation which
are si gn@&i] by the certiTication authority using a private key. Ac-

cor di ngl the i nt&§FFHG of the certificate can be easily considered
by appl yi38p t he Apuahificatideeantolity feetif@ndsérd bEaputdine kay id réspyctt®a piitdic-key

Lo, OSSRVl A
signature is Jemeianamichars siencddiehe pertiicatign suherify upag a peeae igy. tAen

3_y a Igen_ui ne @f@@;,.théaéﬁaa{y&?tgé ce;atiﬁt%a&i @ﬁbe?&sﬂ?@bﬁﬁ&rs}r _a@pityﬁl%‘\he
Igital signatu an .diglta I gnat ur.e, a dgital _
si gnat ur e, and’uéﬁc‘sléﬁnog}l?e%rgﬁctag?n %%[%?{5%’ ?ﬁ‘gc Ccrg\h%%e’taﬂcg% Orfy Afpgkers are
signature is wsegned oandeduldingraysess publiekgage with his/her private
key and [gends thepgmeryiphfeemessage to a recipient. The recipient
decrypts tEe encrypted nessage. In this case, it is proved that the
message been‘gé%@fﬂgﬁg%urﬁ geppiated dp fgjcaterthyp dpc‘%%%i‘ﬁ DQemyEften E%j‘
A random nunbeenuise sigegirempiesaf ardigitabsignature etean R edigitalisighatesenatom

properties. j | {0 60S: I : g

number o pseuioinal el e PhshYARTAL A R VRPN
Devi ce [38] A YWaethpReAddigiahgenaegituscdsynie cpesptp a swssege with dithenn
ianI udes a nomprivaledty e schBME Yn@iAsbd ﬁﬁ?sagef tb&&bbi}?/lm&!imﬁh/e I‘Aﬁb%ﬁt dEREyPtsQBd
e witten to, . t. i.ch, can be

connect et oSS0 e ARThiEELE C oro B MAE S piaEl G IR freryateaty,
smart medi a, MEnsagersti cks, compact flash (CF) cards, xD cards, and
mul ti medizg; car ds. RifgibeI M@hbgr . a secure nmultinmedia card (MMC) will be

G Bor eI st 1 R PHPHE S SR ONT-l SrUhog 7 Shrpei g o propetc.

Since it costs a lot to generale a complete random number, a pseudo-random number

may be used.
[37] - Portable Storage Device
[38] A portable storage device used in the present invention includes a non-volatile

memory such as a flash memory which data can be written to, read from, and deleted
from and which can be connected to a device. Examples of such portable storage
device are smart media, memory sticks, compact flash (CF) cards, xD cards, and
multimedia cards. Hereinafter, a secure multimedia card (MMC) will be explained as a
portable storage device.

[39] FIG. 2 is a schematic diagram illustrating the conception of a digital right in an
embodiment of the present invention.

[40] A user 210 can obtain encrypted content from a contents issuer 220. The encrypted
content is content protected through digital rights management (DRM). To play the
encrypted content, a rights object for the encrypted content is needed. A rights object
contains a definition of a right to the content and constraints to the right, and may



enbodi nent of the present invention. [40] A user 210 can obtain
encrypted content froma contents issuer 220. The encrypted content

I's contentyhy t hrough digital rights nanagenent gﬁwhz
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the encrypt content, a rights object for the encrypt
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[42] FIG. 3 is a diagram illustrating an authentication procedure according to an
embodiment of the present invention. In the authentication procedure, a device 310 and
a secure multimedia card 320 authenticate each other's genuineness and exchange
random numbers for generation of a session key. The session key can be generated
using these random numbers obtained through the authentication. In FIG. 3, de-
scriptions above arrowed lines relate to a command requesting another device to
perform a certain operation and descriptions below the arrow-headed lines relate to a
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digital signature of the certification authority. Based on the device cerl:1f1cateH the
secure multimedia card 320 can authenticate the device 310 and obtain the device
public keyH. A device IDH may be sent together with the device certiﬁcateH.

[45] In operation S312, the secure multimedia card 320 determines whether the device
certificateH is expired and verifies whether the device certificatc:H is valid using a
certificate revocation list (CRL)). If the device certiﬁcateH is expired or is registered in
the CRL, the secure multimedia card 320 may reject mutual authentication with the
device 310. In this case, the secure multimedia card 320 reports the rejection to the
device 310 and then the device 310 stops a DRM procedure. Meanwhile, when the
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encrypted random numberS using its session key, such that, whether the session key is
generated properly can be verified. In an embodiment of the present invention, if the
session key is not properly generated, the authentication is performed all over again. In
another embodiment of the present invention, il the session key is not properly
generated, the DRM procedure between the device 310 and the secure multimedia card
320 is terminated.

[50] In an embodiment of the present invention, a random number may be generated
using a random number generation module (not shown) or may be selected from a
plurality of numbers that have been generated and stored in a device or a secure
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(APDU) and increases whenever the APDU is transmitted. For example, if one or more
of the APDUs are intercepted, the send sequence counter included in the APDU has
discontinuity. In addition, if an unauthorized user inserts an APDU, the send sequence
counter also has discontinuity. An APDU is a unit used to transmit data such as an in-
struction, a rights object, or content and has a predetermined size. If the size of the data
to be transmitted is smaller than the predetermined size of an APDU, the data is
transmitted using a single APDU. If the size of the data to be transmitted is larger than

10



mul ti media card 420. Operations such as a nove, a copy, and a
deletion of a rights object are involved with a DRMprocedure for

the right S‘Tam @%;9 a7d a playback operation is involved,u @g%
procedure tor e content. Authentication between the deV| ce @41 and
the secure multinmedia card 420 is the prem se of these DRM

procedures. |n,othgr A‘”ﬁﬁlﬁ'sa qlﬁrcc)dn@ d{fqufﬂf'Jsaarpﬁ%ld% %r?s%{ e data. A DRM

aut henticati on nmust be
secure nul ti w@m@d@amnazeer(@&emnce pEunier “fﬂél?%uﬂ‘is%bedt\ﬁél reference to FIG. 4
aut hent i catl oneloishe device 410 and the secure nultinedia card 420

gener at ent| C sessi.on_keys ct.ivel 0 and 4 Af t
The: dovi 4 10 antet 5 GBS (SHEPRES e g e b Rl Mt Bl Sioo
key, DRM pr océuitialézs theinsepé sequendeontdrs fdion BB bbprptddste (DM anidt3422). In an

excel | ent sechib¥imeat §ﬁH@|p1%§'ﬁ%' BRERIROHRLEd ézawencé)@m&i&?% inilify §8Fh
sequence counter . 1S 1 Nn¢c data unjt

an _appljcati t oco)
(ARDL) and | ndPBkEs o Reh T ifg CABBIR s P o u opg iiehnBTe,
if one or m)rexarnplei\hhaemm&sxdae@enm(mnmepiseﬁo bytheinsimdit sagbe irdgally sct to

counter i ncl uded Jjufh.Lbe oﬁ'ﬁpﬂsp%%é)y% ﬁ‘iﬁ’%tg.h% h¥mbdrMa Pk tsCdhe HzFe e

unaut hori zed user inserts _an equenege counter
has di scont i n&tRdpm mpmbeppber examplenifthe jag@ne byte P§ﬁ§ﬁqud0@dtuglb§{ﬁdﬁ as an

in- struction '01@101(11hir5:l tﬂé)laemns bote c;f@m:eﬁdonamdnmSmalmﬂdet ek Rémed

size. If the %I %ngc n%r IHB%ZH)E %t PeOtdl%Téerlil L angmﬁlhf:ggn m?tEaAtM Le o}tﬁe

predet er m ned <1780 e data’i s

si ngl e APDU. |S¢nct&¢eue3m éomertih@t@ia%usmg theranfdem swinbere dnd éietremdg@rnmnba

igD\OSO 2005/ 095&?&&6&%&8@9%&%&&%&%&6% whén ﬂilé‘@engip enée d?JuH{eaishﬁMalg?
are used to a cedur e usin

sequence count&r® Vgtof) m&b@@@@ ?Q/ﬁréf?ﬂrer e gﬁgﬁ é’éoc{i‘i)‘“‘??‘tg be%’e?fﬂﬂ?wom

[54] After t hee@mtlppent i cati on (S400), the device 410 and the secure

mul ti medis d]urcar d 2 tﬁeraetu'c@h%@ﬁs&epsthmeﬂgaﬁﬁkbetﬂggecﬁﬁqﬂ&lﬁﬁﬁd& QLrd@20,

DRM pr oce . In an
i nvention, t héhes‘éﬁﬁr&n%‘ﬁ’&t?éﬁé]ée LBt FRAYFNGESOIHEL IF Hicl We%@ta“t‘%‘g) U (Méff ten
that is, a comiDiad iromramdmided ﬁnndmrDRerﬂnﬁfmaaﬂﬂhasd’ndméﬁlﬁhmﬂmb@lﬁr mcrE@’es H

S exanpl e, ?Q)n& B‘%n‘ftﬁ@ ﬂut%a?%él%@ fvt flrl ) Lﬁ) %vﬂ%epgr ach &fthe fBUS hd

may be initial |on one yte of the
r andom nunber t!lsmsaw&e@ Hehe [sg@ye @hlémwtaecatﬁ 4X0rrlecks Sedtern ﬁwgd fgpence

exanmpl e, if tReulieSh caeetdited DU taﬁd Aaed0fasWHERRF ad ﬁlautﬁé{%()smju isand
the | ast one byt randam nu the s

h
sequence cou nf'éfﬁf ‘fr%’igt%faﬁ'fﬂ?mgré?r o a“ﬂf‘ffﬂ‘ié‘f B%lli ir%?i%"d by heaiorized

initial val ueusdr (BH8). send sequence counter is obtained using the

random (rj[lss]ber anﬂ’h’&ﬂi‘ ﬁmersééiﬂ@ﬁihﬁiﬁﬁ’éaﬁar card h@sz@@QQWé&nﬁ% B¢hd R&{ea3ed
conpar e

' 000000000000 ffe“ L SrE geeq“g%g%tﬂ%r\ﬁd? ickiled B P e %‘tﬁ‘?’? dF fied

nore securel y:mbodlment of the present invention, a value of the send sequence counter included in
a first APDU for the DRM command may be the initial value to which the send
sequence counter is initially set to. For example, when ten APDUs are transmitted for
the DRM command, the send sequence counter may be increased by one from the
initial value '0101010111111110" whenever each APDU is transmitted. In another
embodiment of the present invention, the value of the send sequence counter included
in the first APDU f{or the DRM command may be set based on a latest value of the
send sequence counter. For example, when the latest value of the send sequence
counter is '1000000000000000," a value of the send sequence counter included in the
first APDU for the DRM command becomes '1000000000000001." The device 410
checks the value of the send sequence counter in each received APDU and determines
whether an inauthentic APDU is inserted during transmission or an authentic APDU is

il



[ 55] When the device 410 issues a DRM conmand to the secure

mul ti media card 420, the current value of the send sequence counter
is incl “deﬁrd{d S AFDU (S430). If ten APDUs are transn}é#&ﬂld‘o%%%ﬂe
DRM comman Ple send sequence counter increases by one tfromthe
initial value '0101010111111110" whenever each of the APDUs is
transmtted | timedia card 420 checks the value of the
send sequence-”l]tgm%ﬁt Fse%‘%}jeach recei ved APDU and det erm nes whet her
an i nautlRéhti c APRUentllyjippseasingdharsnd aruencgrewiiersh pist ayexampluTheesend

APDU i s i nt er geqicack &&ﬁn@ﬁnﬁ?%b‘ﬁg&édsé’&ﬁqu&ﬁﬁﬂy 61541&%&33(1 bP&dcridiars 'J"@alue

| t d 42 to t d
The current vl %Z&%?rﬂflﬁ HECPRT 08" 6 G SO L aRTERe R

(S440). [Pl an eHléodiisre fitnctdnal hlechdiegrnt ofiarseant mutimealiaakdig0lofccordimg to

send sequenceaﬁ@%b@ﬁnenngﬂtﬁéiﬁl@sén@mvenddnr st APDU for the DRM command
ue to equence counter is

may be t initi e send
initial I[gsket tofjIll qi%ﬁ %%Wﬁle@bogﬂ?ﬁt F@ﬁerﬂpﬂ%h‘]g 85 Ysed AerRiny mggnsy yt is not
t he DRM communihitetihe a%ft@a&&qdnemharmumoﬁentmyh e FinldiFeagedimayle dhue

f th t
ransmtted. T {EPRA or RPAGAOE SOkl Ter BRARR SR Al s
val ue of the §éﬂ%ﬂn§9éli%é§q@@dlé@)mwéﬁvﬁn%P%b’dDe qopfigyred fojTpside oxpm adilesssable

t he DRM comma @d)r@yn@ﬁnﬁ ahd Etﬁrﬁfgdreﬂ o axebﬁté %ﬁ fony ad 1ﬁ6re<¥:ﬁ’ode§£@rs $ﬁ\ﬁda module
sequence counter

Q test, va
sequence count® rmcflgée” %6&%3886’@5@8%68’3[’ Oneg S RCH 8 %%L’l‘”%aﬁ" Coggjﬁﬂergﬁq?}’é‘f% e
count er i ncl udsanteh selhvare £ompanemRLiss cpmponenBRMI takrpempbrionts,ressses,

1000000000006 tibns, Iﬂﬁbﬂ@%fb@ecﬂé& s&t’&(ﬁlﬁ@s kdpenevdl dt Srotant BRIcSENrs,

sequence count.er in eac recelved det er m nes et her an
i naut hent i ¢ APBDYRLE: FH%TB?‘{dSu"%HWnGat? r‘iéﬁg?ﬁe%éjﬁlﬁ‘ﬁ”&i‘r‘mf&ﬁ %@%%ﬁﬁmc&nﬂpw
is 11 WO 2005k08165TheURLERR0GT OG0T ini the eorommbtd afShdd)les thiyhe

Sequentially i-BeheRI MY fé%‘? cGift %H@ch‘)ﬁu} O el sép & mﬁ)”ad‘aﬁfi‘aﬂﬁl €.

oAReR o

The send sequence counter ecrease sequentia ¥ I ncr eased
or decreased B§MBCRERISEd “&dﬁlﬁﬁ Inpdditighdhe %WH‘?B%R‘S YupBedY %gﬂfﬂ/rh&’mm he
spirit and scoepeneafedtshen mﬁﬁﬁ%éxemﬁw end brafore[cbBputtls@ a 5omﬁ1uﬂlcat10n system.

functi Og%pgebl oc ch?sz;%lﬁgﬁt% %;clé Sre nﬁHL q*u?lti{%%ﬁlgc ?%g 3 éec%ntty

an enbodi nt of sen ven |oh
enbodi ment , t henctien,n ﬁﬁwmcéstonagcwg@w onerl tﬁobm@am@ncmoﬂeschmmg data

limted to, avwiffidRie, Md NORMRL&IHOTH PEEIHN théd BihcRdnd iHeishie multtmedla
G reut CAS! CFIaROaReIGs b Eﬁ?m%@c?%fﬂn%%%ékﬁ eSS ERpE Ay 4565
advant ageous| ypdiracedberfcryptioa dlandarg é&lﬁ%ben@dmleaiﬁ%fddlﬂaeswabtydumstoor agentent/
medi um and conf hﬁ%ﬁa@!t Q&aﬁéﬁ%&'ﬁl@ Sﬂ?wﬁﬁ'ﬁ s%ag@%rﬁ‘cn@ﬁ %%&@a{cé unil @P@ a
components, | %ﬁ'a%{ni oAb YR SR R BB tri R onssTip et o
and task conpomentesp pprfacets &RM ptacndire.dn addidod, thdpat as mu;trmszi%ktur@SOO
subrouti nes, mgﬁ%ﬁfseeﬁéﬁ% %ﬂnﬁa?gl%ragg Ho\éﬁfe%vo to detect unauthorized insertion

or deletion of an APDU during transmission in the DRM procedure,

TW

[61] The interface unit 510 allows the secure multimedia card 500 to be connected with
the device. When the secure MMC 500 is connected with the device, the interface unit
510 of the secure MMC 500 may be electrically connected with an interface unit of the
device. However, the electrical connection is just an example, and the connection may
indicate a state in which the secure MMC 500 can communicate with the device
through a wireless medium without a physical contact. The interface unit 510 allows
the secure MMC 500 to be connected with a device. A value of a send sequence
counter of the secure MMC 500 is included in an APDU transferred between the
secure MMC 500 and the device via the interface unit 510 to manage malicious
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firmvare, mcrocode, circuitry, data, databases, data structures,
tabl es, arrays, and variables. The functionality provided for in the
conponent SW?'% gules may be conbined into fewer conpgagpt.s

nodul es or urﬁ@r Separated into additional conponentg(’g"gor?%ﬁ@rﬂezs.
In addition, the conponents and nodul es may be im plenented such

t hat they execut 8. one or nore conputers in a conmuni cation system

[60] To |rr]t:>I enen DRM procedure, the secure multinedia card 500
needs a B8cturi tyThef Bhomashle HOmerfermsaribe-key encrypiosdvieremertisnlagdy rthgRE4

]gbj etct a f Unqﬁéc?'_[b sﬁot%mhﬁmsmn@l%@oﬂ a‘ﬁb&rﬁm@ usigyquﬁt fr%ﬂﬁh@c&)@tﬂ umt 520.

unctil on. rm unc ns (S cure I meal a I‘

ol utes an’ RARCHIORIES 25 HepreeaC sy i i el B tes. BERSAana

an advanced encrypiti onsstanksr (dndaBSembed ekehabgOorfdigital kignaweuiowgver,

function, a c / e
QR RSA/encryp@H i %ﬁph@%n%ﬁ@ EWQhéaﬂUh@kéﬁgeW\R}i%ﬂiaZBQ L&Y

function, _an interface unit exch
device, RAH a coRRGSFSIOMKGY asperaiemmpde paSBARUFS aipule upepreor m
t he DRM pr ocedtangnitted tcauftd devicayndideaeraes u session kéy weneh the gﬁfeﬁhtéiﬂ@ndom

i ncludes a Se%ﬂnﬁ@féﬁ%&cﬁn&o‘i’}ﬂﬂlﬁrﬁ%er%c%f g?roW%%kﬁéé?&eg&vﬂ%t fiSkead of

unaut hori zed insertion or d 1 on o transm Ssion
t he DRM pr ocedgh@atingghe rapdeminymbes indle sgasien lsayczemraw%ée ¥k thegandom

nul timedi a can@nbePmhphdelcearast e glumii of lah@nt 8vihs®s prihRIBd thRveRe Wse
MMC 500 is co neclbe with the device, the interface unit 510 of the

secure MMC 50 3b “Sfectricall y connected with an interface unit
of the I[8éVice. 'Fhﬁ/véﬁémodvhé6@|perfomnsaanmmml@mmmypi1@ isirgt thapenerated

exanpl e, and %Q@l&%?%&fe%t{&}éﬂy' ﬂBQ%(E%trﬁocﬁnleSS@td%eé REW@h tidd 8o SRV G

MMC 500 can conmunj cate w w r.el ess nedi u
M Choot o P SPRaN Btk k- o skl phics! Do BiBe HefiohEs PG SRR e
MVC 500 to be otteniBepdradt Mdﬂnaﬁord@mnge:orrﬁuna:laum wfth mesiewde Sequdisce

counter of the

bet ween t he seaﬁgwlﬁﬁ%% (ﬁﬁe hmﬁ%gg{n{\}lngﬂt{ agEE%J%IQF 510
to manage nal |68?IBH%°TEL123X/@%G®5/ 091551 PCT/ KR2005/ 000522 at t acks.

[62] ThgeRSA rmdnlheeccﬁéblﬂt/ﬂgm o8& s@iﬂ@elrﬁodﬁ%yﬁ@%ﬁfrés%tzﬁpted Ibritents and rights

particularly, t %ts se@ﬁ)? Xt eR n? Crr%r%ngr‘réB} glﬁ:gpgaruon ugng

to a request from t he Eon un|t
present i nventall@rﬂuedtm lhﬂgcmﬂkmlre@hmh@rldéa@%@md dehB/pRSh@ Rensmgshd on

is used for éﬁ:é ﬁ@)dWHIIBW@RD t8%€ mg@oﬁopﬁﬂ% hithe® HOVIEL, Uh€ encrypting
However, the R ust ot her puhljc-key

[ 1 on |1 S
ot on met BarRONEEhe Sak e URtartila B BB B ke B s horse i b
gener at es a r analople ndiitdyeatively, bieROtmanisnanctygtdiusing la@ridav keyolahelsecure
generates a SesHicOshokey n&aglaagie&#; A SRRE %ﬁ&&ép%@{ﬂe sEEﬁ?PﬁfMé?@O @hen

random nunber recelved fromthe eV| ce: anwhi e, instead o
gener ati ng t h&*f¥&Gdbm nunber in the session key generation nodul e
550, thd66pndom Fitushes fumayoraébbel giagadh dfrachviae phluicabiding totin eabeditent

nunbers provi %?%eipqesggtv%%m_as descri bed above.

[67] To implement a DRM procedure, the device 600 needs a security function, a

function of storing content or a rights object, a function of exchanging data with
another device, a data transmit/receive function allowing communication with a
contents issuer or a rights issuer, and a DRM function. To perform these functions, the
device 600 includes an RSA module 640, a session key generation module 650, and an
AES module 660 for the security function, a content/rights object storage module 630
with a storage function, a multimedia card (MMC) interface unit 610 allowing data
exchange with a secure multimedia card, and a control unit 620 controlling each
module to perform the DRM procedure. In addition, the device 600 includes a
transceiver module 690 for the data transmit/receive function and a display module 670
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[ 64] The AES nodul e 560 perforns symmetric-key encryption using the
generated session key. Mre particularly, the AES nodul e 560 uses

AES encrypiicPiod g @icrypt a content encryption key fropraxkb@bhssze
object (RO wth the session key and to encrypt other |nportant

i nformation during comruni cation with the device. The AES encryption
IS just an ex ; I [FYoe? s L YA

ncr ypti on sy DD meproficafienERTRL Lfiofi e ARALYRI AN EhedRelliner
530 stores encPyPtoRENadite oghsoringhyauc ¢ sbd sequanee carkdr Shighvis userd
encrypts an R® deeandhnBorizd iheridor a¢letionfiag AR 8gingarafiEtien kee

t hat cannot b%)f?fla(%m%ﬁur%t her devi ces, and decrypts the RO using the
uni que key toa oW the RO to be moved or copi ed to anot her devi ce.
The encrigpting Bhe eansrdvarsiaslyletd98 allowe the dreige Biktorcdinmynicatctvith a contents
symret ri c-key g6l oRtrighs ikshel. ThE déice 600AR h&irlatrBhRabje¥€réncdPielRO
be” decr ypt ed GOMRY M ABPREIR AgATeR TOHen de PR ROt hen
necessarlp?] [ 66] FhaGVMC irgerfack unit 61 @ alidwsthoddviati € tabe amnectabwitlc @ s@0fR
accor di ng 0 aNRTPRTRAkevi@f60h A ARESENit MSBAKODME 4 infrace unit 610

i npl enent a DRM procedure, evi ce 600 needs a security function,
a function ofof &teglevicg OBQ My he clortrigally rnectesyyigein inferfagais of ghegyecure
exchangi ng datMMd. Howeaapihhelectizyl @ancction &tjast afi aXEP1E,/ah€ dRickBnection may
function all ow 1N] } it h j qr ght s
i ssuer, and a%#%%%%%g#gg%%%ﬁ%rﬂof %‘gg(}en?ﬁ%%%%@%#@hc% ﬁ%u% yel\gl ce
600 i ncl udes dkrorgpa wFaighemeliom withoukassaginck &y vaerd rgerbisanege FeungB Ef

and an AES napdd&iR@00ionclbal 586 WHDTY whrbiiGidd®iwean aRHci0¢ 600 Hatise
o o P5sB e D3 MR iR B DR B RS  ° ¢
mul t i medi78) car d, TS A mewinier P parfpimsgadlicseyt eshipting Mar Iparticoiddy ght BSA
perform the DRMd fBrmd RSALHEL piRM ac&é}&mg% ERubP Boimhd LGSR emta 620.

transcei ver dul 90 for the data transm.t/recejve function and

di spl ay rodul é78 Ogﬁﬂ‘@@f BE P58y 1RSI PE IS YRR geatigndh¢ Byfing

repr oduced corhemptior v usaidiot keyn(rantibe nieben ex@@0gd araligidesgmngendowever,
sequence cou tori . .

Setuonce. countieRsREAABETIDAL S SAR Bld AflorbubAeLS AlnBuSERy bo usco.

del etiod7&F an ABRUesien kry senaradon wedulp 63hepates PRVIASHGRERGF ©.be[ 68]
The transcei vefansmigod & B 6ecatd MMC hilibgedieiices @ s&0dn oy GOARFMMBIzE@RedM t h

a contents issuer or .a rights.issuer. The device 600 uire a
i ohts oby ect Taith, Bl MRt BaoRRShe G AT RS R T s
t he transcei venmbpoganeragd®py hegpsimhkeynvreianerempdide 63this en@igedby baRRSA

the devi ce 60Qndd10GaAN ARG LRI tths SeufeaMMMaroubh et NINR" BR\¥ac unit
600 is connect ?gelw th.t h_e1 secure MV[% t Hee j| Et erf %ge uni t 6}0 _eof t he
devi co 600 may BMEEIF LAY ESRTEREItS whiom HPPHIBeSe By of
t he secure generation module 650, the random number may be selected from a plurality of
random numbers provided in advance, as described above.
[72] The AES module 660 performs symmetric-key encryption using the generated
session key. More particularly, the AES module 660 uses AES encryption to encrypt a
content encryption key from a rights object (RO) with the session key and to encrypt
other important information during communication with the secure MMC. The AES
encryption is just an example, and other symmetric-key encryption such as DES
encryption may be used.
[73] The content/rights object storage module 630 stores encrypted contents and rights
objects. The device 600 encrypts an RO according to the AES encryption using a
unique key that cannot be read by another device or the secure MMC, and decrypts the
RO using the unique key to allow the RO to be moved or copied to the device. The
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MMC. However, the electrical connection is just an exanple, and the
connection may indicate a state in which the device 600 can
comruni catgv obdlo 5#}5 secure MMC through a wrel ess nedi Hm%%

cont act . a ugg a send sequence counter of the dev%ce @Efﬁbf)"szz
i ncl uded |n an APDU transferred between the device 600 and the

secure MMVC

att ;c ks. | 7\65 %ﬁ&ﬁﬁ% gi (ﬁ ELE‘%@&HM# %gagcgf)dllnyggg%geysn%r?ﬁ:e?nc ?lyoeﬁl YRB lon
particul arly, 18jet @saxarnﬁbdﬁitérn@m )p@ni%}my stcamdwmg@rpra@'@ckﬁﬂ pﬁ@e
to a request fdeont bO@akDALY B ddéRiptedhfhe a fubliE€ RO M &e @00 When necessary.

t t RSA t
< used VA1 “key Treiin ot 70 dRem el sy Bickear Surginapraiall ot
However, the peSAtepeybapk.iThn display wsiduiert7/@xeaydiesmpendnet Her exaulpld, by key
encryption may;f 4o&sl. dls{pya%](L(_Eb? dSA&SIeR ﬁ@bﬁ@ﬁﬂ@&%ﬁ@d} (TPeu €p ﬁégce or

generates a r andom hu e fransmtted to the secure MVC a
generates a s@ﬂ%ﬁ?‘%ﬁf”&ginﬁﬁesﬁﬁé(@e}éf'%%y Vifandom number and a
random nunber received fromthe sdadnsridVApplicabilapdom nunber

generated_by the,session ke eration c? 0.is encr.y ted b

Phe Ron ibaul o ASGHTRER TRl T AN PRt Riondepitn SRREYE i iable
t he MMC i nt er fstigegeuwhich i6the funiderapnthi fremise nEPBM caf bgpanioraed seguriehe In
random number Zaiibi! %aﬁ%ﬁi @dﬁsﬂﬁﬁ)ﬁongﬁ{‘ﬁ‘é ALbAPiTRAR FiefRdf a kBRI §eaﬁuﬁeén
number nay be selected froma plurality of random nunbers provided
in advance, a<°8¥&cribed above. [72] The AES npdul e 660 perforns
symet ri[§ékey enbropptinding tiei degpilet desgapdrmatiese skdlgslsn dre akeyill aM)nce:atc that

particul arly, ,@E§ %?g%]

cont ent encryﬁ%#@ cﬂ??@%ﬁgﬁﬁgmﬁﬁﬁ% ecﬁﬂﬁ%é§&h&mkggﬁ£ﬁgﬁ |on key
and to encryptbodigt %rwﬂi?ﬁbﬁbéﬁ%“ Wfd@P%?ﬁ’clE 3ﬁmd’ﬂﬁ PHG LGS AN REeCRIgRYGRRIPR
t he secur ek MMT heigre ARSdis€losd \epibotitngns Jf sl inddntiex mlscgi margdg@tc{e%] de-
synmetri c- key may be use

The content/rls(g L¥%%h%% ®%§gpgégpﬁ%€uﬁ$%%%@ihfores encrypt ed
contents and rlghts objects The devi ce 600 encrypts an RO according
to the AES encryption using a unique key that cannot be read by

anot her device or the secure MMC, and decrypts the RO using the

uni que key to allow the ROto be noved or copied to the device. The
14 WD 2005/ 091551 PCT/ KR2005/ 000522 encrypting of an RO using the
uni que key according to the symmetric-key encryption 1is just an
exanple. Alternatively, an RO may be encrypted using a private key of
the device 600 and may be decrypted using a public key of the device
600 when necessary. [74] The display nodule 670 visually displays

pl ayback of content whose rights object permts playback. The

di spl ay nodul e 670 may be inplenmented, for exanple, by a liquid
crystal display (LCD) device such as a thin-filmtransistor (TFT) LCD
device or an organic electrolum nescent (EL) display device.

I ndustrial Applicability
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[ 75] According to the present invention, authentication between a
device and a portabl e storage, which is the fundanental prem se of

DRM can bgv ﬁﬁ) ﬁ;gﬁd securely. In addition, safe data Ef@%ﬁﬂsﬁﬁdﬁﬁn
e

can be acconpll by neans of a send sequence counter

concluding the detail ed description, those skilled in the art wl|
appreciate that many variations and pogli fi cations can be nmade to the
di scl osed exenplary em bodinments wiChalms ubst ant i al | y departl ng

f th l e t nt Ther gf

AR o i T L SV R,
scriptive sense omnhchaingeriormeflby thpdepms emngkisingmi t ati on. 15 WO

2005/ 091551 PCT/ KrgQQri@Q0PR2 tl@yfﬂo%;thﬂz %ﬂawé: %ﬁh@g&tafbférst&%é or mhng

aut henti cati on between a &Tgw ce and tora
performed by the dJEFIIRE 2 BYREEY g?%@gfmf ?ﬂ&ﬁ&tﬁdtrﬁv#sﬁn aurfﬂpqrsqb%%ﬂ bfyrom
the device to the epmypmtg efist andge numbe aeiny itegfiat kelyi frdnkl&ypoanablleatorage

first ted i
nunber Cusi g the Ang Sreraltithe nAChEHBRA ion ERGRUR LURE Socohd Roy KBRAD T
the first encryptedtriy %E}@h{‘%rrber using a second key related wth

the first key; gergeﬁcaﬁtt @c@ﬂc&wp@a@ﬁw@mnﬁ@ﬂﬂpaﬂoﬂmgﬁ s836nd random
encryptlng a seco

transmitting the &élgéﬁﬁlsg}%mg‘fnggé}‘ 3%%%%Smﬂﬁ%&ﬁ S??OS&%{'?%&%WQ%‘W 0
the portabl e stor agebeninen gerdsvint knde possadsitongkepd usi ng the first

random nunber and Lh&aHRCARGLISARY Ring MEESI rand o2 nJrH@er@fﬁ(tl R deQhd FArdbm

1, wherein the first key and the second key are a related device
public key and deVi'®®hrivate key, respectively, and the third key is
a portaklle storaghemetiadolkchym 1] \Byleraihehmfm'sﬁcny anfl tled sacomd key wiearrelared

the first key is bﬁﬁ}_ -
portabl e storage, td%@l@é%&f&(ﬁygﬁi%*%glpgvgg& ggﬁvgll% gg}fﬁ@éﬁpz‘sa
storage through a PRBRtlapPees ptlisd€ycertifi cate. [4] The method of
cl ai m 1, [3dher ei n tThe nfcitlicgltof RGO vidieh elie ﬂiﬁtl@@ﬂ@fr@isﬁﬁittéaﬁhﬁobghadewce

portabl e storage, @1?‘%0%}@ ﬁgﬁggﬂjﬂl&&ggénta (&J%?hlrd Reyd§ RS cﬁ&ia gorg)fhc Yetable

device. [5] The aim npri'si ng:” rece
i nformation regar dt%@eéhlppghdmﬁdhmwa@@érftcﬂ‘fel cate revocatl on I | st

(CRL) of4phe port athk gnetidacRGRirh 3, WRSGHB e fikOAhdde nabdadL e%eﬁtea
together with the first encr ra do nunbr andthe [
and transnmitting PRFBPREPIESH %83& SHEHG et Wﬁeﬂ‘ﬁatﬁdé&@ ‘”Fgre
device i®lissued The ntdﬁmdpxﬁlclaabllefush@'rcag@n‘smget her with the second
encrypted random puIR&de information regarding a time at which a certificate revocation list
(CRL) of the portable storage is issued, from the portable storage, together with
the first encrypted random number and the third key; and
transmitting information regarding a time at which a CRL of the device is issued
to the portable storage together with the second encrypted random number,
[6] The method of claim 1, further comprising:
receiving information indicating a session key generated by the portable storage;
and
verifying whether the session key generated by the device is identical with the
session key generated by the portable storage.
[7] A method for performing authentication between a device and a portable storage,
which is performed by the portable storage, comprising:
receiving a first key from the device;
obtaining a first encrypted random number by encrypting a first random number
using the first key and transmitting the first encrypted random number and a third
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[6] The method of claim1, further conprising: receiving informtion
i ndi cating a session key generated by the portable storage; and
verifying whether the session key generated by the device is
identical with the session key generated by the portabl e storage.
[7] A nethod for perform ng authentication between a device and a
portable storage, which is performed by the portable storage,
conprising: receiving a first key fromthe device; obtaining a first
encrypt ed random nunisesttoiydeiser ypting a first random nunber using

the first key and tr gasifthddsbddsh chdich ahddh nGRRE m&@weaappq ARE addnd
;a third 16 key to the dEVlCﬁ té ei \(%? gﬁPa seco d encry 'E%Ed random
nunber, obtai ned by SHEFBEAY WS dRE Padidsh r‘?Eﬁ’Pi?E‘F‘g erfgd erqepted -
third key, fromthe é?@ﬂﬂt@maﬁdmm(fwytphymgdthe second encrypted
{ﬁnd?m nfrrberdua ng @enf%@ﬂl&fgh&s&&ﬂkeyuﬁﬁéihﬁﬁsﬂﬁﬁd%hﬂ&eénM&&Q&mWnd&n%%R g
e first randomnu omn e, .met ho
of claim 7, V\/ne:%]l ﬁ i rs}[dakey i %f“&fhagvﬁ s bFPBF?P:“bk"e{? ]a%firﬁfﬂfl
third and fourth ke%"‘ﬂalfeésBaﬁ#relFta‘iI@da%MaamUElwé@mégretalﬂuwmgcpxi@etyk&and
portabl e storage pri wsgecivigy, respectively. [9] The nethod of claim
7, wherein the thirdogey .3 o“l:f“rﬁsl tﬁ}em%:e t[?{dt he1s_ SV e dté?\lga%r; thioueha

portable storage certifilcate 'S Téc
device through a devPible giesee F?‘If’éﬁ‘t’ gnd the @@’]keYFWeCGW@tﬁh@éheéﬂfvwethlavmdkwce
wherein the first rastfraunber is generated by the portable

storage, and th 6210? ec Qﬂbqneql‘@@ Qt‘?:mnf‘ﬁ Wﬂg‘gm et I‘ggglg&l? ll‘iu%(ger Sgrﬁle{e}edgbt\(m po?table

[11] The nethod claim 7 er conpri sing
i nformation regardi nio8& %théf“%ﬁfa&‘f?md'w@@f{Sﬁff‘Ffét&‘Ué’ﬂ?ee*@‘G@at| on |ist
(CRL) of the pdii]able n¢thod efgin 3 furths coaghrisiigd t he devi ce, toget her

with the first encr yf?&]@’ﬁ’iﬁﬂx@i%%im@%&@ﬁéétig@lehgcﬁg(%hl\fbﬂg‘eJacatlor%l&?%ﬁL?&

regarding. a tinme at_whic Ice1s
portabl e storage, toJ&PHEre sirries BrifierddR e firfice ferlp tistthe B BRmIDiS e
and the first key. fuhps FHe method of claim7, further conpri sing

transmtting infor MafebemgiisHngh &eggdlﬁ%%ﬁ%ﬁmm kB Yr ﬂ@&%@& gﬂmpxt deNe

portable storage to the device t device to ve %%/
whet her a session ke§P BAHE %48 %/WFWB”B@WG(’?@YH‘?W“H@H“P’@%{P“ etfit ehe
sessi on gener at @ byThetripthop of ¢lzib|7efugheo raugesing thimitfngpofb tratidneinddg age

conprising: an._interfaes kd&@brferaﬁé@lﬁy@lﬁ pﬁﬁgl@Q&r hes déhcg RABfe TtHc Bicih bl @

devi ce; a public-key eﬂmas LI« du w}(}h ts a first random
nunber using a first Fecel 3(/%8” "i’jg 4%‘“(3% @ﬁﬁéeést“@éenﬁ‘ﬁ‘f’%gh
the interface unit athﬁpoﬁﬁﬂfa#me a second
[13] A portable storage comprising:
an interface unit which establishes a connection with a device;
a public-key encryption module which enci’ypts a first random number using a first key
received from the device connected through the interface unit and obtains a second
random number by decrypting an encrypted second ran&om number received from the
device through the interface unit using a fourth key; and
a session key generation module which generates a session key using the first random
number and the second random number.
[14]  The portable storage of claim 13, wherein the first key is transmitted through adevice
certificate sent from thé device to the portable storage. _
[15]  The portable storage of claim 13, wherein the first random number is generated by the

session key generation module.
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random nunber by decrypting an encrypted second random nunber
received fromthe device through the interface unit using a fourth
key; and a session key generation nodul e which generates a session
key using the first random nunber and the second random nunber. [ 14]
The portable storage of claim 13, wherein the first key is
transmtted through adevice certificate sent fromthe device to the
:portabl e storage. [15] The portable storage of claim 13, wherein the
first random nunbél |Bieguhkle seread ofyjain e furthee gwipdsingleesnd g@maeeabuingnstorage

-nodul e. 17 [16] The padatuieMnen Sibed @}g%r ﬁﬁre@lﬂ@ésm’g-génd géc[ﬁetn&%uxﬁép%ﬁént?a\[@g
=a send sequence counte

val ues. of a send sequER %dé 6’6?5’%?%?”9@&??&%“’3? ”f}’%&}é)rfﬁséﬁcﬂ‘éeﬁ' ‘?fﬂata ansmited
fappl i cation protocol bgaiesn tharottable(siRBUBY the devptachdbipabtyctionnd! adedstane of an
transmtted between dnmmﬂ@ah@é&loemﬁtdaétﬁgef@wsamgtﬂ@ﬁfdnﬁﬁssfoﬁ) enabl e
‘detection of at { st, ghe. of a an . unaut hori zed insertion and del etion
-of APDUs duri ng e t'ransm S&i Of. [17] A device conprising: an
interface unit whi ch %&tapeiugiwkchgsteblithesacerineptionavithia pertaple storags| e
st ?7{3 ageb adpubl ic- kewpem&mmrﬁﬂmfm?MWmeﬁlgsﬁia&ahdaﬁmanlfewy?d&cqr dgpm
inunber ecryptin irs n er rece
it he por t ;bl e s%/gr agg co ﬁeggggﬁﬂ{’ﬁgumberﬁm‘%ﬁdgomtR pm‘#’g(s:em il ec{ﬁas/tgrﬁ“ B
second key and-encrypugise wikushgd syean fensiyet a%&%‘ﬁ“ﬁ@“@”‘tﬂhﬂreduslﬂke?ﬂrd
recei ved fromthe pOﬁ&ﬁﬂéieﬁec’sﬁf@ft&gﬁnﬂ:&ﬁtﬁﬁ@&cﬁﬁe&éﬂwmt% hermca bty fndce
unit; and a session sj.on
I%%Xssx&%? E&Lr b3 mg&g'\”hﬁh w&&g I’ ot n‘%%%lﬁl ﬁ}lnﬁ %tsrand?nl 8]

key using the first random nunber an e secon
The device of clai m FFrbhEMeEssondmadamumgery ey is transmitted to the
devi ce through al8lporthalidviee stcirinatfe whedit thé thiedite isSidinitfed Mctdacepivsupiob| €

storage. [19] The de b%le%ﬁm@c@ﬂhﬂ@at@l&ﬁm&ﬁe‘%}oﬁzﬁe@t@rﬂ&econd random
nunber is gener d b%?{% e session generation nodule. [20] The
f

device of claim Mot ey r- |W§?rﬁ©’¥%1se%°é?f6“d§‘éﬁ‘ifé’ﬁ‘6%ge%‘} Eife session

st orage nodul e whi clirexsgenaration mewgleor nore val ues of a send sequence

icounter sequent i)l y Relgddadiaia, ﬁmlrb&@héu%& sa{d%q%gé coglﬁ'érémlu&'.ﬁoﬁ
(APDUS) respecti veI X‘?‘{&ggﬂ&at a transmtted betwee devi ce an

ithe portabl e storage PR FRie A e BF B Sea't‘enf"éa‘gl{” i&ﬂf@m{ﬂiy epedded in
unaut hori zed i nser t iaprticatieropretecblaleta onits PR Dkdpectitelyi afdatd thagsmitted between the

transm ssion. OI[ 51% hAdEﬁQ%ﬂhd}Bnm%Q{ok&Qé t@%l@%te@tm‘ﬁ?f@%%s?ﬁne Q%Srai%g@ﬁz?d
program r-ecor de ereo or executing the nmethod o
claim1l. [22] A recort ?rpnd“?#;%leﬁ%°gé%&méf‘g% &¥°"r eadabl e program
recorded t her eori2lit hé rgpesige amlmlmvlnmmmrw@bbh@grmmd thefreog, ke prograf
118 for executing the method of claim 1.

[22]  Arecording medium having a computer readable program recorded thereon, the program

for executing the method of claim 7.
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