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USER AUTHENTICATION

Cross-Reference to Related Applications

[001] The present application claims priority from Aulama Provisional Patent
Application No 2013901504 filed on 30 April 2018gtcontent of which is incorporated
herein by reference.

Field of Invention
[002] The present invention relates to a server procgssystem, method, computer

readable medium, and system for user authentication

Background
[003] Generally when a user requires access to a seoummm®ment, such as a secure
webpage, authentication of the user is requiredrpo granting access to the secure

environment. A number of methods currently exist.

[004] A very common technique is to request the userrbvige a user identity and
password. In most instances, the user identitypassword are encrypted and transferred
to a server processing system for user autherdicaProblems exist with this type of
authentication technique. For example, maliciouiwsoe (i.e. keylogging software)
operating on a terminal can log the user input, reinethe captured user identity and

password can be maliciously used in later fraududetivities.

[005] Biometric authentication techniques have also besed to authenticate a user
requesting access to a secure environment. Howavdripmetric features of a user cannot
be altered, there are significant drawbacks inetvent that the biometric feature(s) of the

user has been compromised.

[006] Physical tokens such as smart cards and the like &lso been used as a means to
authenticate a user requesting access to a secureranent. However, such devices are

inconvenient to a user who may not carry the dewith them at all times, and do not
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actually confirm that the user presenting the ptaistoken is actually the correct user
requesting authentication, merely that the devicas wresent at the moment of

authentication.

[007] It is generally desirable to overcome or ameliorate or more of the above

described difficulties, or to at least provide afusalternative.

Summary
[008] The present invention provides a server processyatem for authenticating a user
attempting to access a secure environment cordrdde a remote server processing
system, wherein the server processing system fggcoed to:

receive, from the remote server processing systemauthentication request to
authenticate the user attempting to access theeseouironment;

transfer, to the user or a user device associagd the user, an index
corresponding to a selected key from a keymap, evhehe keymap is stored in memory
of the user device and in server accessible memory;

receive data indicative of a code, wherein the degermines the code based on the
selected key presented by the user device andsar@ridentifier;

determine a hash value of the personal identifigng the code and the selected
key stored in the server accessible memory;

compare the determined hash value against a sharg value associated with a
user account stored in the server accessible merandy

transfer an authentication response to the rensst@isprocessing system, wherein
the response is indicative of whether the useruibemticated for accessing the secure

environment based on the comparison.

[009] In certain embodiments, the user attempts to adtessecure environment from
one of:
a user processing system which is independehketader device; or

the user device.
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[010] In certain embodiments, the user device is a plarfatmcessing system.

[011] In certain embodiments, the server processing systeonfigured to:
receive a registration request indicative of:
identity data which attempts to prove the identityhe user; and
a unique device profile identifying the user deyice
verify the identity of the user based on the idgmtata; and
generate the user account based on a positiviicaéon of the identity of the user,
wherein the user device is associated with the aseount based on the unique device

profile.

[012] In certain embodiments, upon user registration dbever processing system is
configured to:

associate the keymap including a plurality of etk keys with the user account;
and

transfer, to the user device, data indicativehefkeymap for storage in memory of

the user device.

[013] In certain embodiments, the server processing systeonfigured to:

receive a personal identifier registration reqfiesh the user;

transfer, to the user device or the user, an indéicative of a selected key from
the keymap;

receive a registration code, wherein the userates the registration code based
on the selected key presented by the user devita desired personal identifier;

determine, based on the registration code anddleeted key, a hash value of the
desired personal identifier; and

store the hash value in the user account.

[014] In certain embodiments, the server processing systeonfigured to:
receive a personal identifier registration reqéiesh the user;
transfer, to the user device or the user, aifidgx indicative of a first selected key



from the keymap;

receive a registration code, wherein the userates the registration code based
on the first selected key presented by the usdceend a desired personal identifier;

determine, based on the registration code anditteselected key, a first hash
value of the desired personal identifier;

transfer, to the user device or user, a seconekimbicative of a second selected
key from the keymap;

receive a second registration code, wherein ther aetermines the second
registration code based on the second selectedriéthe desired personal identifier;

determine a second hash value using the secomstratign code and the second
selected key corresponding to the second index fhenkeymap; and

store the first or second hash value in the useount in response to the first hash

value corresponding to the second hash value.

[015] In certain embodiments, the server processing systeonfigured to:

receive, from the user, a reset personal identifiguest;

facilitate verification of the user's identity;

in response to successful verification, transterthe user device or the user, an
index of a selected key from the keymap;

receive a reset code, wherein the user deterntmegeset code based on the
selected key presented by the user device and paeswonal identifier;

determine, based on the reset code and the sklkeye a hash value of the new
personal identifier; and

store the hash value of the new personal identifiéine user account.

[016] In certain embodiments, the server processing sys&econfigured to store, in the
user account, data indicative of the identity of tiser indicated by a digital certificate of

the user.

[017] In certain embodiments, the server processing sys&onfigured to receive, from
the user device, an index request, wherein in respdo receiving the index request the
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server processing system transfers to the useceléve index of the selected key from the

keymap.

[018] The present invention also provides a method fthemticating a user attempting
to access a secure environment controlled by ateserver processing system, wherein
the method includes the server processing system:

receiving, from the remote server processing sysen authentication request to
authenticate the user attempting to access theeseouironment;

transferring, to the user or a user device aswtiavith the user, an index
corresponding to a selected key from a keymap, evhehe keymap is stored in memory
of the user device and in server accessible memory;

receiving data indicative of a code, wherein teerwdetermines the code based on
the selected key presented by the user device patsanal identifier;

determining, a hash value of the personal idemtiising the code and the selected
key stored in the server accessible memory;

comparing the determined hash value against adstwash value associated with a
user account stored in the server accessible memody

transferring an authentication response to the terserver processing system,
wherein the response is indicative of whether tber iis authenticated for accessing the

secure environment based on the comparison.

[019] In certain embodiments, the user attempts to adtessecure environment from
one of:
a user processing system which is independehketagder device; or

the user device.
[020] In certain embodiments, the user device is a plarfatmcessing system.
[021] In certain embodiments, the method includes theesgarocessing system:

receiving a registration request indicative of:

identity data which attempts to prove the identityhe user; and
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a unique device profile identifying the user deyice
verifying the identity of the user based on thenitity data; and
generating the user account based on a positingcadon of the identity of the
user, wherein the user device is associated wihutter account based on the unique

device profile.

[022] In certain embodiments, upon user registration, rtethod includes the server
processing system:

associating the keymap including a plurality afered keys with the user account;
and

transferring, to the user device, data indicatofethe keymap for storage in

memory of the user device.

[023] In certain embodiments, the method includes theesgarocessing system:
receiving a personal identifier registration resjufeom the user,
transferring, to the user device or the user,ra®x indicative of a selected key
from the keymap;
receiving a registration code, wherein the usderd@nes the registration code
based on the selected key presented by the useedew a desired personal identifier;
determining, based on the registration code ardsthlected key, a hash value of
the desired personal identifier; and

storing the hash value in the user account.

[024] In certain embodiments, the method includes theesgarocessing system:

receiving a personal identifier registration resjufeom the user;

transferring, to the user device or the usensh iindex indicative of a first selected
key from the keymap;

receiving a first registration code, wherein tiserudetermines the first registration
code based on the first selected key presentethdoyiger device and a desired personal
identifier;

determining, based on the first registration cadd the first selected key, a first
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hash value of the desired personal identifier;

transferring, to the user or user device, a sedoddx indicative of a second
selected key from the keymap;

receiving a second registration code, wherein uker determines the second
registration code based on the second selectegiesgnted by the user device and the
desired personal identifier;

determining a second hash value using the se@msitmration code and the second
selected key corresponding to the second index thenkeymap; and

storing the first or second hash value in the @®ount in response to the first

hash value corresponding to the second hash value.

[025] In certain embodiments, the method includes theesgarocessing system:

receiving, from the user, a reset personal identiequest;

facilitating verification of the user's identity;

in response to successful verification, trangherrto the user device or the user, an
index of a selected key from the keymap;

receiving a reset code, wherein the user detesnine reset code based on the
selected key and a new personal identifier;

determining, based on the reset code and thetedlkey, a hash value of the new
personal identifier; and

store the hash value of the new personal identiiiéine user account.

[026] In certain embodiments, the method includes theesgrocessing system storing,
in the user account, data indicative of the idgntif the user indicated by a digital

certificate of the user.

[027] In certain embodiments, the method includes theveseprocessing system
receiving, from the user device, an index requesigrein in response to receiving the
index request the server processing system trantbethe user device the index of the

selected key from the keymap.
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[028] The present invention also provides a computerai@admedium for configuring a
server processing system to authenticate a usamjiing to access a secure environment
controlled by a remote server processing systenereuh the computer readable medium
includes executable instructions which, upon exenutconfigure the server processing

system to perform the method of the second aspect.

[029] The present invention also provides a system ftireaticating a user attempting to
access a secure environment controlled by a resgoter processing system, wherein the
system includes a server processing system anitvease application, wherein:
the server processing system configured to:
receive, from the remote server processing sysa@nauthentication request
to authenticate the user attempting to accessiti@e environment;
transfer, to the user or a user device associitid the user, an index
corresponding to a selected key from a keymap, ewheghe keymap is stored in
memory of the user device and in server accessiblaory;
receive data indicative of a code, wherein ther ustermines the code
based on the selected key presented by the usieedad a personal identifier;
determine a hash value of the personal identifs@ng the code and the
selected key stored in the server accessible memory
compare the determined hash value against a shagu value associated
with a user account stored in the server accessiblaory; and
transfer an authentication response to the renmesteis processing system,
wherein the response is indicative of whether #er is authenticated for accessing
the secure environment based on the comparison; and
the software application is executable by the wssice to configure the
user device to:
receive the keymap;
store the keymap in memory of the user device; and
present the selected key to the user from the kpymaged on the

index.
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[030] The present invention also provides a server peegsystem for enabling a user
to reset a personal identifier used for authentigad user to access a secure environment
controlled by a remote server processing systenereum the server processing system is
configured to:

receive, from the user, a reset personal identifiguest;

facilitate verification of the user's identity;

in response to successful verification, transterthe user device or the user, an
index corresponding to a selected key from a keymsgociated with a user account,
wherein the keymap is stored in the memory of tber uwlevice and in server accessible
memory;

receive a reset code, wherein the user deternthmegeset code based on the
selected keymap and a new personal identifier;

determine, based on the reset code and the stleeye a hash value of the new
personal identifier; and

store the hash value of the new personal identifiéine user account.

[031] The present invention also provides a method feetteng a personal identifier for
authenticating a user to access a secure envirdnpwerolled by a remote server
processing system, wherein the method includeseheer processing system:

receiving, from the user, a reset personal identiequest;

facilitating verification of the user's identity;

in response to successful verification, trangherrio the user device or the user, an
index corresponding to a selected key from a keym@sgociated with a user account,
wherein the keymap is stored in the memory of tber uwlevice and in server accessible
memory;

receiving a reset code, wherein the user detesnine reset code based on the
selected keymap and a new personal identifier;

determining, based on the reset code and thetsdlkey, a hash value of the new
personal identifier; and

storing the hash value of the new personal identifi the user account.
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[032] The present invention also provides a computerai@admedium for configuring a
server processing system for enabling a user tet raspersonal identifier used for
authenticating a user to access a secure envirdnpwenrolled by a remote server
processing system, wherein the computer readabléiume includes executable
instructions which, upon execution, configure tbever processing system to perform the

method of the sixth aspect.

[033] Other aspects and embodiments will be realiseditfivout the detailed description.
Brief Description of the Figures

[034] Preferred embodiments of the invention are hereaféscribed, by way of non-

limiting example only, with reference to the acca@mying drawings, in which:

[035] Figure 1 illustrates a functional block diagramasf example processing system
that can be utilised to embody or give effect fuadicular embodiment;

[036] Figure 2 illustrates an example network infrasuuetthat can be utilised to

embody or give effect to a particular embodiment;

[037] Figure 3 illustrates a system diagram of a system duthenticating a user

attempting to access a secure environment;

[038] Figure 4 illustrates a flow chart representing aaneple method performed by the

server processing system to authenticate a usenjgiiing to access a secure environment;

[039] Figure 5 illustrates a flow chart representing ganeple method of user registering
to use an authentication service offered by theesgrocessing system;

[040] Figure 6A illustrates an example keymap;
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[041] Figure 6B illustrates an example user interfacéuliog a graphical representation

of a key and an identifier reference; and

[042] Figure 7 illustrates a flow chart representing aaneple method of a user resetting

a personal identifier for use in authenticatinguker.

Description of the Preferred Embodiments

[043] The following modes, given by way of example ordye described in order to
provide a more precise understanding of the sulojexdter of a preferred embodiment or
embodiments. In the figures, incorporated to ilatst features of an example embodiment,
like reference numerals are used to identify ligetpthroughout the figures.

Example Processing System

[044] A particular embodiment can be realised using @gssing system, an example of
which is shown in Fig. 1. In particular, the presmg system 100 generally includes at
least one processor 102, or processing unit oafptyiof processors, memory 104, at least
one input device 106 and at least one output deld® coupled together via a bus or
group of buses 110. In certain embodiments, idputce 106 and output device 108 could
be the same device. An interface 112 also can beidad for coupling the processing
system 100 to one or more peripheral devices, xamgple interface 112 could be a PCI
card or PC card. At least one storage device 1lidhMmouses at least one database 116
can also be provided. The memory 104 can be amy & memory device, for example,
volatile or non-volatile memory, solid state sta@adevices, magnetic devices, etc. The
processor 102 could include more than one dismotessing device, for example to

handle different functions within the processingteyn 100.

[045] Input device 106 receives input data 118 and celude, for example, a keyboard,
a pointer device such as a pen-like device or aseoaudio receiving device for voice
controlled activation such as a microphone, dataiver or antenna such as a modem or
wireless data adaptor, data acquisition card, eébtput data 118 could come from different

sources, for example keyboard instructions in caoctjon with data received via a
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network. Output device 108 produces or generatgsubwata 120 and can include, for
example, a display device or monitor in which castput data 120 is visual, a printer in
which case output data 120 is printed, a port foangple a USB port, a peripheral
component adaptor, a data transmitter or antenola a8 a modem or wireless network
adaptor, etc.. Output data 120 could be distindt@gerived from different output devices,
for example a visual display on a monitor in comwfion with data transmitted to a
network. A user could view data output, or an iptetation of the data output, on, for
example, a monitor or using a printer. The stordgéce 114 can be any form of data or
information storage means, for example, volatilenon-volatiie memory, solid state

storage devices, magnetic devices, etc..

[046] In use, the processing system 100 is adapted a@ov alata or information to be
stored in and/or retrieved from, via wired or wegd communication means, the at least
one database 116 and/or the memory 104. The acterf12 may allow wired and/or
wireless communication between the processing 10ft and peripheral components that
may serve a specialised purpose. The processaret@Res instructions as input data 118
via input device 106 and can display processedtsesuother output to a user by utilising
output device 108. More than one input device a@6€/or output device 108 can be
provided. It should be appreciated that the proogssystem 100 may be any form of

terminal, server, specialised hardware, or the like

[047] The processing device 100 may be a part of a nkegocommunications system
200, as shown in Fig. 2. Processing device 100damnnect to network 202, for example
the Internet or a WAN. Input data 118 and outpua d20 could be communicated to other
devices via network 202. Other terminals, for exEmnihin client 204, further processing
systems 206 and 208, notebook computer 210, maefreomputer 212, PDA 214, pen-
based computer 216, server 218, etc., can be cmthecnetwork 202. A large variety of
other types of terminals or configurations couldutiéised. The transfer of information
and/or data over network 202 can be achieved ugiregl communications means 220 or

wireless communications means 222. Server 218amilitdte the transfer of data between
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network 202 and one or more databases 224. Seb8a2d one or more databases 224

provide an example of an information source.

[048] Other networks may communicate with network 202.r Fexample,
telecommunications network 230 could facilitate tt@nsfer of data between network 202
and mobile or cellular telephone 232 or a PDA-tgmvice 234, by utilising wireless
communication means 236 and receiving/transmittiggation 238. Satellite
communications network 240 could communicate witellite signal receiver 242 which
receives data signals from satellite 244 whichumtis in remote communication with
satellite signal transmitter 246. Terminals, foraele further processing system 248,
notebook computer 250 or satellite telephone 2&8&,thereby communicate with network
202. A local network 260, which for example mayaberivate network, LAN, etc., may
also be connected to network 202. For example, or&t@02 could be connected with
ethernet 262 which connects terminals 264, ser@érvihich controls the transfer of data
to and/or from database 268, and printer 270. Variother types of networks could be

utilised.

[049] The processing device 100 is adapted to communiedte other terminals, for
example further processing systems 206, 208, bgisgrand receiving data, 118, 120, to
and from the network 202, thereby facilitating pbls communication with other

components of the networked communications syst@dn 2

[050] Thus, for example, the networks 202, 230, 240 noasn fpart of, or be connected
to, the Internet, in which case, the terminals 20862, 218, for example, may be web
servers, Internet terminals or the like. The neksd202, 230, 240, 260 may be or form
part of other communication networks, such as LAWAN, ethernet, token ring, FDDI
ring, star, etc., networks, or mobile telephonevogks, such as GSM, CDMA or 3G, etc.,
networks, and may be wholly or partially wired, luding for example optical fibre, or

wireless networks, depending on a particular imgletation.

Overview of System
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[051] Referring to Figure 3 there is shown a system diagrepresenting an example

system 300 for authenticating a user 350 attemptiragcess a secure environment 325.

[052] In particular, the system 300 includes a servercgssing system 310 in data
communication, via a data communication means, witkmote server processing system
320. The server processing system 310 has assbtieewith server accessible memory
315, provided in the form of a database, whichest@ccount data for authenticating the
user 350. The remote processing system 320 comicobss to the secure environment 325
which is restricted to authorised users. Exampleshe secure environment 325 may
include digital environments such as secure wekyssiecure server services, and the like,
or potentially physical environments such as amedaor in the building or the like.

[053] The system 300 can also include a user processisigns 340 that is in data

communication, via a data communication means, \h#h remote server processing
system 320. The user 350 interacts with the usecgssing system 340 to transfer a
request to the remote server processing systemn3@@der to gain access to the secure
environment 325. Examples of the user processistesy 340 may include a desktop

terminal, a laptop, a tablet computer, or the like.

[054] The system 300 also includes a user device 338pamtlent to the user processing
system 340, which is associated with the user 3BDisin data communication, via data
communication means, with the server processingesys310. The user device 330 is
preferably a portable processing system associatddthe user 350, such as a mobile
telephone (i.e. such as a "smart phone"), a weagabkessing system (i.e. such as Google
GlassM), or any other interactive device which is sepatatthe user processing system
340 and associated with the user 350. The usec@&&a0 has stored in memory a software
application 335 (commonly referred to as an "apyijch presents an interface to the user

for authentication.
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[055] In one form, the user processing system is notireduln particular, the user can
interact with the user device 330 to transfer auest| to the remote server processing
system 320 in order to gain access to the secwisbament 325.

Reaqistration
[056] Referring to Figure 4 there is shown a flowchagresenting an example method

400 of a user 350 registering with the server psicg system 310 for authenticating the
user 350 when accessing the secure environmentc82&olled by the remote server

processing system 320.

[057] In particular, at step 405, the method 400 incluthes user 350 transferring a
registration request to the server processing sy&#0. The registration request may be
transferred from the user device 330 and/or a pg®ressing system 340 operated by the
user 350. In particular, in the event that the gtegtion request is submitted at least
partially using the user device 330, this may beasponse to the user installing the
software application 335 on the user device 33ndhing the software application 335,
and then the user interacting with the softwareliegjon 335 to submit the registration
request. The registration request can be indicativdentity data which attempts to prove
the identity of the user 350, and a unique deuisntifier indicative of the user device
330. The identity data may be indicative of crexditd numbers, passport numbers, utility
bills, addresses and other like information. Intipatar embodiments, the unique device
identifier is a unique device profile which is gested by the software application 335.
The software application 335 determines a numbehafacteristics of the user device 330
and uses the determined characteristics to genenateunique device profile. The
determined characteristics may include one or mbegacteristics of hardware of the user
device 330 (such as the CPU, memory), a MAC addrese user device 330, a software
profile which may be indicative of a digital ceitédite associated with the user and one or
more identifiers associated with the user devide 3Be software application 335 applies
a hashing algorithm to the determined charactesist generate the unique device profile
in the form of a hash value. The unique deviceilgra$ then transferred to the server
processing system for storage. The unique devioélgracts as a device signature to
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uniquely identify the user device 330 based on iplelicharacteristics of the user device
330. In particular embodiments, the unique devic#ilp is also stored in memory of the
user device 330 and may be used for implementsegrarity check as will be explained in

further detail later herein.

[058] At step 410, the method 400 includes the servergssing system 310 facilitating
verification of the identity of the user 350 basedthe identity data. In particular, a server
processing system 310 may utilise an identity 1@r{iDV) in an attempt to verify that the
set of information is associated with a single useresponse to a positive verification, the
method proceeds to step 415. Otherwise the semoeegsing system 310 may request
further identification information from the user@®5

[059] At step 415, the method 400 includes the servargasing system 310 generating a
user account in the memory 315 associated withsémeer processing system 310. The
memory 315 is preferably a database accessibladgdrver processing system 310. The
server processing system 310 associates the ugee @30 with the user account based on

the unique device identifier which in particular@mdiments is the unique device profile.

[060] At step 420, the method 400 includes the servecgasing system 310 storing an
association between a keymap 600 and the user rcdauparticular, each keymap 600
includes plurality of unique keys 620 associatestatvith a unique index number 610 (i.e.
serial number). An example of a graphical repregent of a keymap 600 including a
plurality of keys 620 and associated indexes 6&hawvn in Figure 6A. In particular, each
key 620 includes a plurality of unique key portidd®0. In this example, each key 620

comprises alphabetic key portions, however othen$oof keys could be utilised.

[061] At step 425, the method 400 includes the servergmsing system 310 transferring,
to the user device 330, keymap data indicativehef glurality of indexed keys of the

keymap 600 associated with the user's account.
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[062] At step 430, the method 400 includes the user de¥80 storing in local memory
the keymap data.

[063] At step 435, the method 400 includes the servergasing system 310 receiving a
personal identifier registration request from thseru 350. The personal identifier

registration request may be received from the psecessing system 340 or the user
device 330. In response, the server processingraystansfers to the user processing
system 340 or the user device 330 a code requisface for presentation to the user
requesting that the user input a code indirectbyasenting the desired personal identifier.
The code request interface may be presented viabalbwowser, web-enabled application
or the like. The code request interface may belapage or a portion of a webpage that is
presented to the user 350. For example, the caogigese interface may be a frame or
window located within a webpage hosted by the rens®rver processing system 320,
wherein the code request interface can be geneeaigchosted by the server processing
system 325. As will be discussed in detail beldw, ¢ode that is input by the user 350 into

the code request interface is transferred to thees@rocessing system 310.

[064] At step 437, the method 400 includes the user stonge via the software
application 335 of the user device 330, an indexnfthe server processing system. The
request is herein referred to as an index requiést.index request is transferred from the
user device 330 to the server processing systenereivh the index request can be
indicative of the user device profile and/or thentity of the user. The index request may
be digitally signed using a private key associatéth a digital certificate of the user as

will be discussed in more detail herein.

[065] At step 440, in response to receiving the indexiest) the method 400 includes the
server processing system 310 transferring, to ffee device 330, an index 610 indicative
of a selected key 620 from the keymap 600 assaciaith the user account. The user
device profile and/or the user identity can be usgdhe server processing system 310 to
determine the user account and appropriate keymagituations where the code request
interface is presented via the user processing@sy8%0 and the user device 330 is not in
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communication with the server processing system 8 server processing system 310
can provide the index 610 to the user via the psaressing system 340. The user can then
manually input the index 610 into the software aggtion 335 using an input device of the

user device 330. The user may be required to icitevdh the user processing system 340

to request transfer and presentation of the ind€xt6 the user processing system 340.

[066] At step 445, the method includes the user devi€erd8ieving the corresponding
key 620 from the keymap 600 stored in the local wmrbased on the received index 610.

[067] At step 450, the method 400 includes the user de80 generating and displaying
a user interface 640 on the user device 330, winéhei user interface 640 of the software
application 335 presents a graphical representatiothe key 620 and an identifier
reference 650. Referring to Figure 6B, there isnghan example user interface 640 which
presents the identifier reference 650 as a nuniahisplay including ten keys for the digits
0 to 9 in ascending order. As shown in Figure 6B,key 620 can include a corresponding
number of random alphabetic characters. Preferaddyshown in Figure 6, the user
interface 640 presents each key portion 630 adjac@orresponding identifier reference
portion 660 such that each digit of the identifieference 650 aligns with and is adjacent
to the corresponding key portion 630 of the key.6@20will be appreciated that other
configurations of alphanumerical data can be usedthe key 620 and the identifier

reference 650.

[068] At step 455, the method 400 includes the user #€rohining the code using the
presented key and the desired personal identifiezne form, the user can visually inspect
the interface 640 presented and determine the demteexample, for each digit of the
desired personal identifier, the user 350 iderdtifiee key portion 630 which corresponds
to this digit 660 in the identifier reference 65(he key portions 630 are concatenated
together by the user to form the code. Based omtb&ace presented in Figure 6B, if the
user's desired personal identifier is "1032", tbdecfor the user 350 is "QRSL". In the
event that the user 350 is using the user devifet@3et the personal identifier, the user
can interact with an input device of the user de\880 to input the code into the code
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request interface wherein the code indirectly regnés the desired personal identifier.
Alternatively, if the user is using the user praieg system 340 to obtain access to the
secure environment, the user can input, using ur ievice of the user processing system

340, the code into the code request interface pteddy the user processing system 340.

[069] At step 460, the method 400 includes the user de380 or the user processing
system 340 transferring, to the server processystes 310, a response indicative of the
code input by the user 350 into the code requdstfate. The code request interface
presented by the user device 330 or user procesyisigm 340 can include a submit
button, wherein the code can be transferred froenuter device 330 or user processing
system 340 to the server processing system 3lseiaselection of the submit button

[070] At step 465, the method 400 includes the servergsging system 310 determining
a hash value based on the code and the selected2@yIn particular, the server
processing system 310 provides input variableh®fréceived code, the selected key 620
from the keymap 600 which corresponds to the irlEXx sent in step 440, and a salt value
associated with the user 350, into a hashing dlguriexecuted by the server processing
system 310 to generate the hash value. Preferti@yhashing algorithm is a one-way
hashing algorithm such as SHA-3, MD5 or variantzebf. It will be appreciated that the
hashing algorithm can utilise commutative ciphechteques such that the personal

identifier does not need to be identified by theveeprocessing system 310.

[071] At step 470 the method 400 includes the servergssing system 310 storing the
hash value in the user account in the databaseamidgeously, the server processing
system 310 never stores the personal identifieh@fuser, nor does the server processing
system 310 receive data directly indicative of gegsonal identifier, thereby providing
significant security benefits. These security besdahclude, in some embodiments, an
outcome where the user 350 knows their personattiftlr but no one else is able to
determine the personal identifier, not even an eygd of the secure environment 325

which the user 350 is attempting to access.
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[072] It will be appreciated that the server processigiesn 310 may repeat steps 440 to
465 to obtain two hash values. In particular, thevar processing system 310 can transfer
to the user device 330 (or the user via the usmgssing system if the user device 330 is
not in communication with the server processingesys310) another index 610 which is
different to the initial index. The server procegssystem 310 then calculates a second
hash value based on a further code received frenusler, wherein in the event that the
hash values are congruent (i.e. match), the hdsie {ae. the first or second hash value
since both are the same) is stored in the databasiee event that the hash values do not
match, this indicates that the user 350 has inctlyrendicated non-congruent desired
personal identifiers. The registration processehgrends or the user 350 is requested to
repeat the registration process again.

Authentication
[073] Referring to Figure 5 there is shown a flowchagresenting an example method
of the server processing system 310 authenticatimger 350 attempting to access the

secure environment 325 hosted by the remote spraeessing system 320.

[074] In particular, at step 505, the method 500 incluthesuser 350 operating the user
processing system 340 or the user device 330 tsferra request to access the secure
environment 325 from the remote server processyggesn 320. The request may be

submitted via a web-browser, web-enabled applinaticthe like.

[075] At step 510, the method 500 includes the remoteesgsrocessing system 320
transferring an authentication request to the sgmecessing system 310 to authenticate
the user 350. The authentication request is ingeaif the user requesting access to the
secure environment. In a preferable form, the tenserver processing system 320 may
digitally sign the request using a digital cerdfie verifying the identity of the remote
server processing system 320 to the server praxggesystem 310. The server processing
system 310 may then facilitate verification of ttentity of the remote server processing
system 320 based on the digitally signed requesnsure the request has been received
from an identifiable entity. The server processsiygtem 310 records in the database 315
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that an authentication request has been receivedhf® user 350 and associates a

timestamp with this request.

[076] In response to request to access the secure emerdar825 from the remote server

processing system 320, the remote server procesgatgm 320 transfers to the requesting
device 330 or 340 an interface including the coebpuest interface hosted by the server
processing system 310. The code request interfagel® presented via a web-browser,

web-enabled application or the like.

[077] As step 515, the method 500 includes the user Bf&Dacting with the software
application 335 of user device 330 to transfer radex request to the server processing
system 310, such that the server processing sysédeuts of an index 610 of a key 620
from the user's keymap 600 for authenticating $er 350. In a preferable form, the server
processing system 310 is required to receive teximequest from the user 350 within a
temporal threshold period, otherwise the servercgssing system 310 will send an
authentication response to the remote server psogesystem 320 indicating that the user
350 is not authenticated to access the secureoemvent 325. To send the request, the
user 350 may launch the software application 333henuser device 330 to initiate the
transfer of the index request. At this time, therudevice 330 may also digitally sign the
index request by using a private key of the usdiggal certificate to enable the server
processing system 310 to verify the user's idenisiyng the corresponding public key. In
the event that the digital signature does not sstally verify the identity of the user 350,
the server processing system 310 can transfer #nergication response to the remote
server processing system 320 indicating that tlee 850 is not authenticated to access the

secure environment 325.

[078] At step 520, the method 500 includes the servergmsing system 310 transferring,
to the software application of the user device &38ociated with the user 350, data
indicative of the index 610 of the selected key &20n the keymap 600 associated with
the user's account. The server processing systénrédords in the user account a
challenge being issued indicative of the seleateléx 610. As discussed previously, in the
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event that the user device 330 is not in data conation with the server processing

system 310, the server processing system 310 aasfér data indicative of the index of

the selected index 610 to the user processingray34€ for presentation to the user 350.
The user 350 can then manually input into the sariévapplication 335 the presented index
via an input device of the user device 330 such tthe user device 330 has successfully
received the index. The user 350 may be requireshteyact with the user processing

system 340 to request transfer of the index 61Baaiser processing system 340.

[079] Optionally at step 522, the method includes ther ulvice 330 performing a

security check. In particular, the software appiama335 determines the one or more user
device characteristics to generate the user dgvimile as previously discussed earlier in
this document. The software application 335 themmares the newly generated user
device profile against the user device profile esom memory of the user device 330. In
the event of a successful comparison, the methodepds to step 525, otherwise the
method ends. This process can identify if tampehiag occurred to the user device 330.

[080] At step 525, the method 500 includes the softwamgi@ation 335 of the user
device 330 retrieving from local memory the key @@@responding to the index 610 from
the keymap 600.

[081] At step 530, the method 500 includes the softwamali@ation 335 of the user
device 330 generating and displaying a user inter&00 on the user device 330, wherein
the user interface 600 presents a graphical remiasen of the key 620 and the identifier

reference 650. This process is performed similaristep 450 discussed above.

[082] At step 535, the method 500 includes the user 3tfguhe user interface 640 of

the software application 335 presented by usercde¥80 to determine the code. The step
is performed similarly to step 455 discussed abexeept the user inputs, via the code
request interface, key portions that corresponithéoportions of the set personal identifier

rather than the desired personal identifier.



-23 -

[083] At step 540, the method 500 includes the user peicg system 340 or the user
device 330 transferring, via the code request fimterand to the server processing system
310, data indicative of the code input by the (B&f).

[084] The server processing system 310 may be configoreétermine if the challenge
response has been received within a temporal thickgieriod of the initial authentication
request being received and/or the challenge rechmsg issued. In the event that the
response has not been received within the tempmedhold period, the server processing
system 310 may transfer an authentication respintbe remote server processing system

320 indicating that the user is not authenticatechtcessing the secure environment 325.

[085] At step 545, the method 500 includes the servergsging system 310 determining
a hash value based on the code and the selected2&yIn particular, the server
processing system 310 provides input variableh®fréceived code, the selected key 620
corresponding to the index 610 received by the deeice 330, and a salt value associated
with the user 350, into a hashing algorithm exetuy the server processing system 310
to generate the hash value. Preferably, the hasalgorithm is a one-way hashing
algorithm such as SHA-3, MD5 or variants therebfwill be appreciated that the hashing
algorithm can utilise commutative cipher techniqaash that the personal identifier does
not need to be identified by the server processystem 310.

[086] At step 550, the method 500 includes the servergasing system 310 comparing
the determined hash value against the stored hadbe vin the user account.
Advantageously, the server processing system 34@rrabtains or receives the personal
identifier of the user thereby providing signifitaecurity benefits. These security benefits
include, in some embodiments, an outcome whereuteg 350 knows their personal
identifier but no one else is able to determinep@esonal identifier, not even an employee

of the secure environment 325 which the user 3afténpting to access.

[087] At step 555, the method 500 includes the servergssing system 310 generating
and transferring an authentication response tordh®te server processing system 320,
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wherein the authentication response is indicativevitether the user 350 is authenticated
to access to the secure environment 325 based thgoromparison in step 550. In

particular, in the event that the hash values daaoespond in the comparison performed
in step 550, the server processing system 310 geseand transfers an authentication
response indicating that the user 350 should notgtmted access to the secure
environment 325 controlled by the remote servecgssing system 320. However, in the
event that the hash values do correspond in thepaoson performed in step 560, the
server processing system 310 generates and tramsferuthentication response indicating
that the user 350 should be granted access t@theesenvironment 325 controlled by the

remote server processing system 320.

[088] At step 560, the method 500 includes the servergasing system 310 recording in
the user account that the challenge response has leeeived and the authentication

response has been transferred to the remote ggon@Fssing system 320.

[089] It will be appreciated that if the user 350 incathe enters the code via the user
processing system 340, the server processing sy&l@rmay re-issue one or more further
challenge requests, wherein a unique and diffenedéx 610 is transferred in each

challenge request. Upon a threshold number of recbrcodes being identified by the

server processing system 310 for the single autiegimn request by the remote server
processing system 320, the server processing sy3iémcan generate and transfer an
authentication response to the remote server mowesystem 320 indicating that the user
350 should not be granted access to the securmament 325.

Resetting the Personal Identifier

[090] Referring to Figure 7 there is shown a flowchagresenting a method of a user
350 transferring a reset request to the serveregsieg system 310.

[091] In particular, at step 705, the method includes uker 350 transferring a reset
request to the server processing system 310 totteseser's personal identifier. The reset
request can be sent from the user processing sy&téror the user device 330 potentially
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via the software application 335. The reset requastinclude data which can be used by

the server processing system, or the IDV, to vehéyidentity of the user.

[092] At step 710, the server processing system 310itkes verification of the user's

identity. In response to successful verificatiohtloe user's identity, a code request
interface, hosted by the server processing sysgepresented to the user 350 via the user
device 330 or the user processing system 340 andndthod 700 proceeds to step 712,

otherwise the resetting process ends.

[093] At step 712, the user 350 interacts with the saftwapplication 335 of the user
device 335 to transfer an index request to theesgmmocessing system 340.

[094] At step 715, the method 700 includes the servargmsing system 310 transferring,

to the user device 330, an index 610 of a seldagd®b20 from the keymap 600 associated
with the user account. As discussed previouslyhénevent that the user device 330 is not
in data communication with the server processingtesy 310, the server processing
system 310 can transfer data indicative of thexr@lO of the selected key 620 to the user
processing system 340 for presentation to the 88@r The user 350 can then manually
input the presented index 610 via an input devicén® user device 330 into the software

application 335 such that the user device 330 hesessfully received the index 610. The
user may be required to interact with the user gssing system 340 to request transfer of

the index 610 to the user processing system 340.

[095] The server processing system 310 can store indtadase 315 a record of the reset
request being received and the index 610 beingsfeared to the user, wherein a
timestamp is recorded in the database 315 indeatithe time which each of these events

occurred.

[096] At step 720, the method 700 includes the softwamali@ation 335 of the user
device 330 retrieving from local memory the key 6&firesponding with the received
index 610 from the keymap 600 stored in the menobthe user device 330.
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[097] At step 725, the method 700 includes the user de80 generating and displaying
a user interface 600 on the user device 330, wihehe user interface 600 presents a
graphical representation of the key 620 and thetifier reference 650. This step is

performed similarly to step 450 discussed above.

[098] At step 730, the method 700 includes the user 3&@guthe user interface
presented by the user device to determine the ceslet For example, for each digit of the
new personal identifier, the user 350 identifiesheley portion 630 which corresponds to
the respective digit in the identifier referencé® &hd concatenates the corresponding key
portions 630 together to form the reset code. Basetthe interface presented in Figure 6B,
if the user's new personal identifier is "5732" tteset code input by the user 350 is
"XKSL".

[099] At step 735, the method 700 includes the user peieg system 340 or the user
device transferring, to the server processing sys3@0 via the code request interface, a

response indicative of the reset code input byuer 350.

[0100] The server processing system 310 may be configorddtermine if the reset code
has been received within a temporal threshold desfahe reset request or the transfer of
the index. In the event that the reset code hasbeen received within the temporal
threshold period, the server processing system rBa refuse to reset the personal
identifier based on the received reset code.

[0101] At step 740, the method 700 includes the servergsging system 310 determining
a hash value based on the reset code and theesktlkey. In particular, the server
processing system 310 provides input variableb®ftéceived reset code, the key from the
keymap corresponding to the index transferred eéoutder, and a salt value associated with
the user 350, into a hashing algorithm executedhbyserver processing system 310 to
generate the hash value. Preferably, the haskgogitam is a one-way hashing algorithm
such as SHA-3, MD5, or variants thereof.
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[0102] At step 745, the method 700 includes the servergssing system 310 storing the
determined hash value of the user's new persoeatifer in the user account and deleting
the previous hash value corresponding to the ugemvious personal identifier.

Advantageously, the server processing system 3\€r rstores the new personal identifier
of the user, nor does the server processing sy3féhreceive data directly indicative of
the new personal identifier, thereby providing gfigant security benefits. These security
benefits include, in some embodiments, an outconteersv the user 350 knows
their personal identifier but no one else is ableétermine the personal identifier, not
even an employee of the secure environment 325hmie user 350 is attempting to

access.

[0103] It will be appreciated that steps 710 to 740 maydpeated in order to confirm the
user 350 has indirectly identified the same nevsqaal identifier. In the event that the
two hash values correspond, the hash value comdsmpto the new personal identifier is

stored in the user account.

[0104] It will be appreciated that although parts of thewe process have been described
in relation to the user interacting with a usergessing system 340, it is possible that the

user may use the user device 330 to perform the steps.

Variations

[0105] It will be appreciated that the system illustrated=igure 3 only depicts a single
user 350 and a single remote server processingmy320. It will be appreciated that the
server processing system 310 is preferably in datamunication with a plurality of
remote server processing systems 320, whereinreaobte server processing system 320
controls user access to a respective secure envaan325.

[0106] It will also be appreciated that the server proogssystem 310 is preferably in
data communication with a plurality of user devi@30 associated with a respective
plurality of users 350, wherein the memory 325 asded with the server processing
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system 310 stores a plurality of user accountsderao authenticate the plurality of users
350.

[0107] It will be appreciated that the server processiygiesn 310 may be provided in the

form of a distributed processing system or a sidgi@icated processing system.

[0108] It will be appreciated that data transferred betwgarious components of the

system may utilise encryption and digital signateahniques.

[0109] It will be appreciated that other hashing processes be applied by the server
processing system 310. In particular, the servecgasing system 310 may alternatively
determine the user's personal identifier by revgrapplying the selected key associated
with the index sent in the request to the useraedB0. Upon determination, the server
processing system 310 may immediately hash thesupersonal identifier. The user's
personal identifier can then be immediately purfjedh RAM of the server processing

system 310 so that no data is stored by the spreeessing system 310 which is directly

indicative of the user's personal identifier.

[0110] It will be appreciated that the IDV may be partloé server processing system 310
or a separate processing system in data commuomcaith the server processing system
310.

[0111] Whilst the keys and personal identifiers have bexemplified above as a series
alphabetic characters and/or numerical digitss passible that other forms of data could

be used, such as unique graphical icons, shaplesirsoaudible sounds, and the like.

[0112] Whilst the security checking process performedtep $22 has been described in
relation to the authentication process, it is guesthat the security checking process is
also performed in methods 400 and 700 to ensutenthmalicious tampering has occurred

to the user device.
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[0113] The above embodiments may take the form of anedptirardware embodiment,
an entirely software embodiment, firmware, or arbediment combining software and

hardware aspects.

[0114] Many modifications will be apparent to those skille the art without departing
from the scope of the present invention.

[0115] Throughout this specification, unless the conteequires otherwise, the word
"comprise”, and variations such as "comprises" 'awinprising”, will be understood to
imply the inclusion of a stated integer or stepgovup of integers or steps but not the

exclusion of any other integer or step or grouptégers or steps.

[0116] The reference to any prior art in this specificatis not, and should not be taken
as, an acknowledgment or any form of suggestion ttie prior art forms part of the

common general knowledge.
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Claims

1. A server processing system for authenticatingexr attempting to access a secure
environment controlled by a remote server procgsssygstem, wherein the server
processing system is configured to:

receive, from the remote server processing systamauthentication request to
authenticate the user attempting to access theeseouironment;

transfer, to the user or a user device associagd the user, an index
corresponding to a selected key from a keymap, ewhehe keymap is stored in memory
of the user device and in server accessible memory;

receive data indicative of a code, wherein the degermines the code based on the
selected key presented by the user device andsarridentifier;

determine a hash value of the personal identifséng the code and the selected
key stored in the server accessible memory;

compare the determined hash value against a shagd value associated with a
user account stored in the server accessible memody

transfer an authentication response to the rensst@isprocessing system, wherein
the response is indicative of whether the useruihemticated for accessing the secure

environment based on the comparison.

2. The server processing system according to clginvherein the user attempts to
access the secure environment from one of:
a user processing system which is independehetager device; or

the user device.

3. The server processing system according to claon2, wherein the user device is

a portable processing system.

4. The server processing system according to aeyobrtlaims 1 to 3, wherein the
server processing system is configured to:

receive a registration request indicative of:
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identity data which attempts to prove the identityhe user; and
a unique device profile identifying the user deyice
verify the identity of the user based on the idgmtata; and
generate the user account based on a positiviicaéon of the identity of the user,
wherein the user device is associated with the aseount based on the unique device

profile.

5. The server processing system according to claimherein upon user registration
the server processing system is configured to:

associate the keymap including a plurality of etk keys with the user account;
and

transfer, to the user device, data indicativehefkeymap for storage in memory of

the user device.

6. The server processing system according to claimherein the server processing
system is configured to:

receive a personal identifier registration reqfesh the user;

transfer, to the user device or the user, anainitidex indicative of an initially
selected key from the keymap;

receive a registration code, wherein the userates the registration code based
on the initially selected key presented by the dssice and a desired personal identifier;

determine, based on the registration code anohifiely selected key, a hash value
of the desired personal identifier; and

store the hash value in the user account.

7. The server processing system according to claimherein the server processing
system is configured to:

receive a personal identifier registration reqfesh the user;

transfer, to the user device or the user, aifidgx indicative of a first selected key
from the keymap;

receive a registration code, wherein the userates the registration code based
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on the first selected key presented by the usdce@nd a desired personal identifier;

determine, based on the registration code andit$teselected key, a first hash
value of the desired personal identifier;

transfer, to the user device or user, a seconekimbticative of a second selected
key from the keymap;

receive a second registration code, wherein ther aetermines the second
registration code based on the second selectedratthe desired personal identifier;

determine a second hash value using the secoistratign code and the second
selected key corresponding to the second index thenkeymap; and

store the first or second hash value in the useownt in response to the first hash

value corresponding to the second hash value.

8. The server processing system according to aeyobrelaims 6 or 7, wherein the
server processing system is configured to:

receive, from the user, a reset personal identiéguest;

facilitate verification of the user's identity;

in response to successful verification, transterthe user device or the user, an
additional index of an additional selected key fritva keymap;

receive a reset code, wherein the user deternthmegeset code based on the
additional selected key presented by the user dand a new personal identifier;

determine, based on the reset code and the stleeye a hash value of the new
personal identifier; and

store the hash value of the new personal identifiéine user account.

9. The server processing system according to aeyobrtlaims 4 to 8, wherein the
server processing system is configured to storéhenuser account, data indicative of the
identity of the user indicated by a digital cedé#te of the user.

10. The server processing system according to aeyod claims 1 to 9, wherein the
server processing system is configured to recéiva) the user device, an index request,
wherein in response to receiving the index reqtesserver processing system transfers to
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the user device the index of the selected key ttmrkeymap.

11. A method for authenticating a user attemptingatcess a secure environment
controlled by a remote server processing systenereu the method includes the server
processing system:

receiving, from the remote server processing sysen authentication request to
authenticate the user attempting to access theeseouironment;

transferring, to the user or a user device aswtiavith the user, an index
corresponding to a selected key from a keymap, ewhehe keymap is stored in memory
of the user device and in server accessible memory;

receiving data indicative of a code, wherein teerwdetermines the code based on
the selected key presented by the user device patsanal identifier;

determining, a hash value of the personal idemtiising the code and the selected
key stored in the server accessible memory;

comparing the determined hash value against adstwash value associated with a
user account stored in the server accessible memody

transferring an authentication response to the rerserver processing system,
wherein the response is indicative of whether tber iis authenticated for accessing the

secure environment based on the comparison.

12. The method according to claim 11, wherein ther @attempts to access the secure
environment from one of:
a user processing system which is independehetager device; or

the user device.

13. The method according to claim 11 or 12, wheth user device is a portable
processing system.

14. The method according to any one of claims 113towherein the method includes
the server processing system:

receiving a registration request indicative of:
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identity data which attempts to prove the identityhe user; and
a unique device profile identifying the user deyice
verifying the identity of the user based on thenitity data; and
generating the user account based on a positiwgcadon of the identity of the
user, wherein the user device is associated wihutter account based on the unique

device profile.

15. The method according to claim 14, wherein upear registration, the method
includes the server processing system:

associating the keymap including a plurality afesed keys with the user account;
and

transferring, to the user device, data indicatofethe keymap for storage in

memory of the user device.

16. The method according to claim 15, wherein thethod includes the server
processing system:

receiving a personal identifier registration resjufeom the user;

transferring, to the user device or the user, f@roindex indicative of another
selected key from the keymap;

receiving a registration code, wherein the usderdenes the registration code
based on the another selected key presented bystredevice and a desired personal
identifier;

determining, based on the registration code amdatiother selected key, a hash
value of the desired personal identifier; and

storing the hash value in the user account.

17. The method according to claim 15, wherein thethod includes the server
processing system:

receiving a personal identifier registration resjufeom the user;

transferring, to the user device or the usensh iindex indicative of a first selected
key from the keymap;
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receiving a first registration code, wherein tiserudetermines the first registration
code based on the first selected key presentethdoyider device and a desired personal
identifier;

determining, based on the first registration cadd the first selected key, a first
hash value of the desired personal identifier;

transferring, to the user or user device, a sedoddx indicative of a second
selected key from the keymap;

receiving a second registration code, wherein uker determines the second
registration code based on the second selectegiesgnted by the user device and the
desired personal identifier;

determining a second hash value using the se@msitmration code and the second
selected key corresponding to the second index thenkeymap; and

storing the first or second hash value in the @®®ount in response to the first

hash value corresponding to the second hash value.

18. The method according to any one of claims 1679mwherein the method includes
the server processing system:

receiving, from the user, a reset personal identrequest;

facilitating verification of the user's identity;

in response to successful verification, trangherrio the user device or the user, an
additional index of an additional selected key fribva keymap;

receiving a reset code, wherein the user detesnine reset code based on the
additional selected key and a new personal identifi

determining, based on the reset code and thetsdlkey, a hash value of the new
personal identifier; and

store the hash value of the new personal identifiéine user account.

19. The method according to any one of claims 188towherein the method includes
the server processing system storing, in the usaruent, data indicative of the identity of

the user indicated by a digital certificate of tiser.
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20. The method according to claim 19, wherein thethod includes the server
processing system receiving, from the user devaejndex request, wherein in response
to receiving the index request the server procgssystem transfers to the user device the

index of the selected key from the keymap.

21. A computer readable medium for configuring avee processing system to
authenticate a user attempting to access a seguire@ment controlled by a remote server
processing system, wherein the computer readabléiume includes executable
instructions which, upon execution, configure tbever processing system to perform the
method of any one of claims 11 to 20.

22. A system for authenticating a user attemptimgaccess a secure environment
controlled by a remote server processing systengrauh the system includes a server
processing system and a software application, viere
the server processing system configured to:
receive, from the remote server processing syst@emaputhentication request
to authenticate the user attempting to accessiti@e environment;
transfer, to the user or a user device assocwmttd the user, an index
corresponding to a selected key from a keymap, ewheghe keymap is stored in
memory of the user device and in server accessiblaory;
receive data indicative of a code, wherein ther ustermines the code
based on the selected key presented by the usieedewd a personal identifier;
determine a hash value of the personal identifs@ng the code and the
selected key stored in the server accessible memory
compare the determined hash value against a shagu value associated
with a user account stored in the server accessiblaory; and
transfer an authentication response to the renmesteis processing system,
wherein the response is indicative of whether #er is authenticated for accessing
the secure environment based on the comparison; and
the software application is executable by the wssice to configure the
user device to:
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receive the keymap;
store the keymap in memory of the user device; and
present the selected key to the user from the kpymaged on the

index.

23. A server processing system for enabling a tseeset a personal identifier used
for authenticating a user to access a secure emugnt controlled by a remote server
processing system, wherein the server processsigmyis configured to:

receive, from the user, a reset personal identifiguest;

facilitate verification of the user's identity;

in response to successful verification, transterthe user device or the user, an
index corresponding to a selected key from a keymsgociated with a user account,
wherein the keymap is stored in the memory of tber uwlevice and in server accessible
memory;

receive a reset code, wherein the user deternthmegeset code based on the
selected keymap and a new personal identifier;

determine, based on the reset code and the stleeye a hash value of the new
personal identifier; and

store the hash value of the new personal identifiéine user account.

24. A method for resetting a personal identifier &mthenticating a user to access a
secure environment controlled by a remote servecgssing system, wherein the method
includes the server processing system:

receiving, from the user, a reset personal identiequest;

facilitating verification of the user's identity;

in response to successful verification, trangherrto the user device or the user, an
index corresponding to a selected key from a keym@sgociated with a user account,
wherein the keymap is stored in the memory of tber uwlevice and in server accessible
memory;

receiving a reset code, wherein the user detesnine reset code based on the

selected keymap and a new personal identifier;
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determining, based on the reset code and thetsdlkey, a hash value of the new
personal identifier; and
storing the hash value of the new personal identifi the user account.

25. A computer readable medium for configuring avese processing system for
enabling a user to reset a personal identifier dsedauthenticating a user to access a
secure environment controlled by a remote servarcqssing system, wherein the
computer readable medium includes executable ktgtins which, upon execution,

configure the server processing system to perfoiemiethod of claim 24.



