;' () *+, e3enj Lr@d\, FRKBLTj L. P*' "~ 1 2 2 {NOV 2004 Patal’l el Mdul o Arithmetic
Using Bitw se Logical Operations The invention relates to a mt??dNQy
carrying out parallel nodulo 5 arithnetic cal cul ations on a devicCe a%qUéd
to performbitw se {ogical. operations. It further extends to a device for
carrying out such calculations. Particularly, although not exclusively,
such cal cul ations may be carried out within the encoding or decoding part
of a cryptosystem 10 The present invention, in its various aspects, nay

preferably be usdbhtiaﬂebMddlﬂotAﬂﬂaméﬁhU@iQ?Bit&ﬁé@Eo? fcal OFHeAiLYRt | ON and
decryption algorithnms disclosed in the NTRU PCT patent application WO

98/ 08323 ("the NTRU patent application"). However, it should be understood
t hat none of the-aspects,.of t?e.i nvention set out below, or defined in the

clains, are restrict &feRBOnJelates g %HB?th@Ee@ffqaéfYé%&t@%t parpHel imodwloi on,
in itsgvari C erext to,a c uter.programfor carrying
out a ?ret ho%?ﬁlé‘g&&gs%a??lgéﬂgérﬁ)%l(%%g(a&%’i?easqqﬁggerﬁ)r prpgé@ﬁ’t“a&il SBf li%%ﬁﬁ‘ a
conput er pr egé@BoneNdIit firtheP ksdieia! 1o CRHESBE EE?% j u ut er
program 20 The invention further e>c<)tendsI tgwglﬁ a g%:g{flﬁguczlngaf@agﬁggstem
whi ch i s adBprtavilarty, calttfaughr eot £relusiaelyyisagh atslcidaibna miet bedearridaceridi ng
to one aspect of the present invention there is provided a method of
decrypti ng YRS esodies dacodingpartoba gripiesystamy f conpri si ng: 25 (@)
Conputing a trial polynomal a, where a =f * a (nod q) and q is an
integer; (b) Determning, on the basis of the trial polynom al a, whether

the pegynonTgk Brdigs Giaendad, QHrﬁg%aWo sagﬂaeigis;z‘rﬁm%@%g olrt{gnglir#‘gl i\{\lhai ;?e

coefficient or coefficients of t tria

" likely to hevunetisedvithea fedration b6 theces@yplion ) ard] deekiptbnt REoifhths
coefficient or coefficients to define a newtrial 'polynomal; and (iii)
attenpting fischsedda tweNJiRdHePChopataninapplicatiosi MOt H&/0BARB t (il NTRU

patent application”). However, it should be understood that none of the aspects

of the invention set out below, or defined in the claims, are restricted to use in

15 that specific context.

The invention, in its various aspects, further extends to a computer program for
carrying out a method, as described below, a datastream representative of such a
computer program, and to a physical carrier which carries such a computer program.
20 The invention further extends to an apparatus and to a system which is adapted or

} conﬁgu'red‘for carrying out such a method.

According to one aspect of the present invention there is provided a method of
decrypting a cipher polynomial e using a private key f comprising:
25 (2) Computing a trial polynomial @, where a = f * e (mod g) and g is
an integer;
(b) Determining, on the basis of the trial polynomial a, whether the
polynomial e has decoded correctly, and if not:

(1) determining which coefficient or coefficients of the trial



5 10 15 20 25 pol ynorﬁ‘—bal. Thi s approach,_ of attenpt ﬁl@ to identify the

i ndi vi dual errors, and correcting them where possible, allows a spbgo el

increase in efficiency over prior art approaches of attenpting to correct.

the entirety of the trial polynomal a, all at once, w thout tracking

~..,.__individual errors. To increase efficiency further, the algorithm
preferably attenpts to eterrr'ine, Priori, whi ch coefficients of the trial

a )

pol ynomi al are |ikely POYRAYDR! ¢aldiainnbayesqusrdthe filise tradecodiren t hat
occurs). Preferablygpt hguarRefhd CiE oprding to their
respective expect at i(lé))_ngtﬁgf geflng t%?%%%r@g?%éetfﬁﬂgﬁggq ?%l}r@gdtr%?%é@gde. The
coefficients are then peakeomiah awlder of expectation, largest to small est,
and are adjusted one.by one. "After eagh adjustnent, a further attenpt to
decode the ci pher p@f)y%%ﬁlﬁ‘ig’lngit% Thode WS LiRhaT BelyRomaiehe Heing ithe nevadialist ed)
polynogi al . If that f3gidiyhontifte next coefficient is then tried. This is
repeated until the cipher polynom al decodes, or until the attenpt to
decode is abandoned. In an alternative arrangenent, a nore conpl ex ordering
of pol ynom @his apmyodsh, ofihtterhptirgdto identify! the ifdividubicePOSS hki l:bﬁrébtf&lﬁatheh"‘ﬂ or
nore of the %oeffic.ib nts may he incarrect. Wth this approach, the

it RS orJovns sibSianueldnemean inelisRarngvedriarappisshet of e
expect at i ONgreriptill 16 BfredtRhOERYRS of i G fak t9. decode.
The coeffici er_lt_f)t(ﬁ)}g group of co%ﬁ?c?%ﬁ?? %ﬂx{gﬂﬁﬂef‘ﬁg%@ & gitiﬁg‘%ttqéﬁm s
t hen a6j ust sdlividualematse a new trial polynonmial. If that fails, the next
coefficient or groups of coefficients is taken, and the appropriate
- adjustnments made. The process is repeated until the cipher polynoni al
+proper!y deTodasreaselefitirich fufferah¢ SEBHiPORREIP ahstpRt0 SBABAARES: priori 22 NOV
2004 The a priori expectation of a coefficient or of" a group o ’
coef fi ci ent ¥l sepfiicients pfdhe diialt prdytaaninlipre likelylde ddee maysedethd efaiterei wed

according t i oeffi-cient ,val ues. re specifically, .the
expect at i OHB%%)e@égvﬁ%g?] (e% Pn‘ycﬁlésg‘ aférce e;ral?lxgthg80?@1%{\4{)&%;9%{?@8;&%@ their
respedbi ve copédtiveicapéctativinges béiag thadéRAEb MRdat@ehtd idebaiRt YAl YBeffRent
pr edefi ned an%égglu%and m_ni num reqyi red val ues. Where the trial polynom al

has been re e Peorierpdiexprsdationy lrgesstodnallesioand ase adjustad ope biehened
coefficient aval ys : t ivel where the tria

pol ynomi al h\:@} be%%@arﬁggglggelgkateglrt@%gqfteagﬂoagés%?%tt%eerc}éjshiefj15’8 "REHIS B2%hen

t he expect abassdonrthynee trivd {atjusigl) potymemid. plifabet fiitsy thef ndxheocfAebAl igitgst S t o

g/2 and/or to - 2 +1. Ater ively, they could be based upon proximty
to the val u%éedq/ (Z]Ilh-IS_Llsarr‘?ae@tecg}"@ﬂ%}?ﬁé‘HS’Fb??WP?‘V‘%%eQ%S’C%Wméh‘*eﬁftemﬁi fes to
t he ppedefi aeshd¥a aAan@nedal ues may be used as the entry points to an

error-correction | ookup table which defines or assists in 15 defining the
order of expectation. In a preferred enbodi nent, the polynomal a is

centred abo e J xpectation is pased upon_.the abso] ute val ues
of the coef ﬁ éllﬁ e%%gﬁ%gc%%ﬁg?%ﬁgma R BgrnBGf‘u ﬂ@rd’?%ffdﬁ)g}“}?&u?{ﬁ gy gpe
- bubt ract i ngcdlewatetlf toaglldv fagthalpovsibiliey 170 tWhairanaRRHf BaRlcernd e ﬂ{égu&t by
whi ch the coefficiept is to be noved, up or down, may be determned in

advance accHIaIRg- t & 1ihrBissRProaeh, dhescoafficieni incthe polynomidlecoseted according

25 to their respective expectations, singly or in groups, of being the cause of failure to

coefficient

decode. The coefficient or group of coefficients with the largest expectation is then

adjusted to create a new trial polynomial. If that fails, the next coefficient or groups

of coefficients is taken, and the appropriate adjustments made. The process is

repeated until the cipher polynomial properly decodes, or until the attempt to decode is
30 abandoned.

R el
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-
the original nessage.. Typically, the exgct anount of('ff%he require ghNDV m@
be calculated in advance, along with the direction of the shift.

Accordi ng to anot her aspect of the invention there is provided a nethod of
val i dati ng an encrypted nessage conprising: (a) representing the nessage as
a nessage polynom al; (b) encrypting the nessage polynomal to forma

ci pher polynom al; (c) hashing together inputs representative of the
nmessage pol ynom al 30 and the cipher polynomal to create a hash output;
and ~ 22 NOWh@QQ#ioftxpteiancol 4 badfidiontadr ol Pognbt Btrheids BRMENRL 64 JreSsage
defined by the cipher polynom al and informati on based on the hash out put.
The hash f udcticofilprspiar decade nisyelfeedetpinyinesb accardingite dhe SesPeafver alffciethe

hash out putyj ra It plain text. to the recipient in_ association
with the en‘é#lé%st' edﬂ?r%%ssggcgﬁ?@gf t%)(gﬁ%chafhmadﬂ%yaggnie[tg 174 egorging to the

al ter nait i veprpxirhite ohdshrespativg covlicifie. vaRRE b PR nbd SOSEIVRY vRBE o5 &oPei ng
sent (eg it Cgut%.%dl tself be encrypted, although this would not

si gni fi cant PpaeigadapadeEm 3nd pinimm repered: tedueve Whers the tria gelynedial s

reci pi ent i |1t I { I 1 t.t ed rvpt ed. message by
checki ng t%ﬁ&?ﬂ&dgﬂﬁ,ﬂ? lgggjsgitplr)\gﬁv%ters léjﬁ %Salﬁ]&)@ﬂggétg{e eg%}fn%lac?g lcbef?%tvﬁg‘e
recei ved ciphprepakoprisrng/al Ahecinbtively] egeeaethermalSpgendalay AThedn. relificddg t wo

out puts matgh,, t he, decoded  nessa can -be accepted as correct. If they_do
not match, t%% 358 aB%‘)j‘(StaeraSlflr‘é?s%@‘gﬁ% Hotiel the exrsclatioas maphbe dpssdewpasothenoni al

may beor epr geeRhedoPihe 208@ikieas 9T,/ PidSod i"c(%yﬁgr g gﬁﬁ?&qti@%,f&é}mgmh%%

before transm ssion, and before i'nput into unction. ewi se, the
ci pher pol yeasail apomprpxiamtigiotosbe vapeseg@ntleeshdoygA. series of bits (preferably

two bits per 20 coefficient), and these nay be simlarly packed into bytes

bef ore being hashed. The nethod is not restricted to pol ynom al - based

Crypt osyst el pRéniex bethd S obficRneN8Eab e pRdSHERINALE &f vaYtﬂ:'sin‘I%} %@Qsefa”
encrypted nmessage conprising: (a) encrypting the messagetext t orma

ci phert ext ; 32 the( HDhAGKISNG bgueherTdctiputleokupplableewhizhi defines o hmsists in

t ext ' : t hash out.put: .and L
raneirt o) notiind B GUBISE CElalith, N0 Broderi A Sulifehey oA by i
ci phert ext, cannediabbor pab] aid kigs egbeatatibh6s hasdl apdd e aBDlute values of the

coefficients.

A coefficient may be adjusted by adding to it or subtracting from it an integral value.
20 Where applicable, the amount by which the coefficient is to be moved, up or down,

may be determined in advance according to the parameters that were used to decode

) the original message.  Typically, the exact amount of the required shift can be

calculated in advance, along with the direction of the shift.

25 According to another aspect of the invention there is provided a method of validating
an encrypted message comprising;
(a) representing the message as a message polynomial;
(b) encrypting the message polynomial to form a cipher polynomial;
() hashing together inputs representative of the message polynomial

30 and the cipher polynomial to create a hash output; and

-



5 22 NOV 2004 By hashing together the ssaget ext (pTaintext $§A0 nd
t he ciphertext, and transmtting the hagﬁed val ue to the reci%ir?gnt, 2@04&1
beconmes virtually inpossible for an attacker undetectably to nodify either
t he messagetext or the ciphertext. If either is nodified, the correspondi ng
hash created by the recipient wll fail to match, and the 5 systemthen

preferably rejectgytisg, 1o event this.information being passed
back to the atta_cEigr, ﬁﬁgﬁggg‘?ag’%e%’ae“@i?g%é%eawgteﬂ&eSﬁaae&eﬁn@dq@ sender of
whet her the recei veqhmipﬂmmbgmbmmanaﬁ{fbﬁlaﬁ'gh%agydgnr}hgﬁsh%ﬁ ge may, in
the preferred enbodi nent, be a binary representation of--" ‘a sequence of
bytes, each byte being representative of an al phanuneric or other character
in the nmessagg. khatnnesd mtted securely. According to a
further aspect of the pr ?@%Q?H%gﬁgﬁgﬁo?ﬁg@@teﬁs provi ded a method of
protectfng a cryptosystemfroma nultiple transnission attack, conprising:
15 (a) applyjng t.q a.plaintext message to be encrypted a protective cipher
havi ng a ci pl%{gferﬁbgg,, tlbg hpsh pyipwis dramspitist @s thdain e Sadls rechpient e atdontutibs oM

t he protect egithaesa A igher key k an encryption input nmessage; and
(c) encrypti nlg t he igﬁ%%tgrlrﬁeés%g%ggegazé( 'S C@Efﬂg@%eéjxg'ﬁ‘:he&tﬁ goihely.dRe t hat

i s” bei ng endiashiostpuniial beirhérpulated 4 seta g RERDHEINMAYneRE N LdIB it Q¥R | |
I S

an identical age. .l s nt_ multiple times. The input nmessage
preferably cernggt%%%g%&}ho&‘gﬁgla? @’ﬁé{}tdirf?éstgﬁgicﬂﬂ%ﬁ BRRrevE sesydge with 25 the

ci pherlkey. The cipher key may be the first part of the input nmessage or
the |last part of the input nessage. Alternatively, the cipher key may be

conbined | n Hngn Ber-adiococont ey hyeciohonties SRAA Buhdngeal

recei ved ms@gggwase%ge%}ﬁglgﬁlﬂ%ﬂl?;]"ag}hgmg%qgﬁinéﬁ% re-g3heulated pwpuhbassthonl d be

abl e t o ext rthetredeivedcdi rpok@idnaKl Oarfae L [;nt ext ssage
iptiee rpok@ionaida ﬂl_%ede%Qdécﬁﬁlgé’sﬁ?e GBI SKhnd"RES

fromthe protected Pr;gssage. Concatenation is nere
easi est and GHRHS PgiIethe AEOdRA Jressags eanibn goceied @i pivesct K €Y thzly @dthotidaicH, he

protected NBRSALGded L i asil.y avail able by the recipient.
o ngss]légé;gll{bgddréeecrr%eétegd, at random or at |east

Preferably, the cipher
substantially at random 5 for each new pl ai ntext nmessage. The ci pher key
may be generﬁlt ed 1% rrfans. f a suitably-seeded pseudo-random nunber

generat or or, &% HﬁYPWPE@qutbeﬁﬁyreﬁ@t%bﬁeﬁé@fe@ df\bitarwhith anel packahdofitl
entropy, SUGRtaaShald¥ tBe i€ fromthe.timng of keystrokes
or nouse rm\(?,eytnents. 10 %%g)%%)}ﬂ’otq%%?é%?%l g?‘“ﬂa@e tljlgghaﬁgl‘cﬁ% e it‘lfeé"&?ﬁﬁéb?)her.
In one convéhenpolippmishotay alfoebecieptesentbly bsctigest Big (FREGRyRSBUIR-JeaNdOM
nunberygener r . Whi hen nerates an output sequence of pseudo-random
nunberzs(}.ZJ Thggéﬁ%\gpsgﬁhn&ﬁ?ﬁ%&mm Y Bred aln byjssbrfose being hasheddi vi dual

el enents of the plaintext nmessage to produce the protected nessage. That
coul d be don[ﬁué f&hﬁixarrpl e, by adding or subtracting the pseudo 15 random
{ punbers to t R A% DpleissiEstedt torpplyimenipl-baset exyptomseage and Rxiches ARSs

~preferred e i t ' xt nmessage.is represented as a binary
sequence, V\/i@taﬁg?lgﬁgfbpasrg%@gg ?gﬁ%&ﬁﬂ%%@“é&ﬁ%wﬁ?ﬁe GRMRESIEET anged to create

a pseudo- r andom g@qerenpsingfthdinessagbiasad fHROR cliphen&itpher key as the seed.
The bi2t of 20 tEﬁ) Bl i ntext nessage are then XORed with the pseudo-random
bits t© produce te ?ﬁ%&géegwfﬁﬁ@é&g@ﬁmwm%qﬁhean approach, the
recipient, once he gf.sshe; Q?a} . he received nessage, sinply
extracts the cipher kegygkean dﬂ@%é%ﬁ%rg%t%oocr?%tﬁat %I’PWPWi’aI state of a
random nunber generandr. That random nunber generator nay then be used to

generate a sequeratae of random bits which will be identical wth those
¢) transmitting fo a recipient both an encrypted message defined by the

ciphertext, and information based on the hash output.
30

-l




25 originally used tio'create the prot ectsed rressage.ﬁhe pl ai nt ext nessage
may then be recovered sinply by XORi ng the pseudo-random sequenc@ Z)fN@Vtg]M
with the bits of the received protected nessage. ~. 22 NOV 2004 The

pl ai nt ext nmessage may, in the preferred enbodi nent, be a binary
representation of a sequence of bytes, each byte being representative of an

al phanunerig,; e ter in the nessage that, needs tp be transmtted
securel y. ﬁéolir‘aﬁgu %&%@%g{% glef)grag?t?f a{aql%}ntggtgwﬁaga) Gg‘fﬁge S'RBEHERtc apdy
ci pher, fortransanfiing the hadhedomlual to hias R lie becoReISirGAI BN s GOy an

however, be USﬁd - C{?or agg’arrpl e _ciphers based on elliptic curve technol ogy.
Accor di ng tHEEKFLIRIEFETOcodEy eiflier pheemessagaiens enttheopipbertextudb eitherdom

nunber 10 0 ' . lyrahity.of first-tier shi,ng neans
each capab%egwgéghgicé&?iﬁg@ggﬁr nl‘ga?%ﬁgea%%;bar?{h 55%21%18%%?'5[9 fahlgtoén?tg@paé’@t‘?‘% hash
out puty andsystem theageefanblyi rejeciaidimegap® ans prveneihid MkGatsn bR hads =
respective first-tier hash outputs and generates as output a pseudo-random
15 hunber . ket B Rifacken dhe preferred syptesy daes ept indemm the sradersofeletber the f or
addi tional Lk eP¥inhEait w%§v§ﬂ9 when necessary. Alternatively, additional.
entropy i nput may tge supplied en block, to all of the first-tier hashing
nmeans at once. 20 When further pseudo-random nunbers are required, one of
the first-tier hashing means 1 -~ preferably perforns a re-hash to create a
new hash ouT%%Pl.a““?r‘r‘iﬁP%%gB W?é’wnﬁagﬁfe souambodimendpeabisa representation of

secongigti era kaghnad rﬂﬂ%?e;sf WRLIE ByidS BSng treﬂ)r@segﬂﬁyg ed?eﬁr?ha-lp?ﬂm%er}cg 81‘2 ]:gld{etr her

pseudo-random nunbe erably, the second-tier hashi'ng nean

i ncor por at edharapéerrip dhelmedsagsuthpiuteeds tolbetttapsrhiisl seutrgdut s previ ously suppl i ed
by the other first tier hashing neans, hashing all of it together to create
t he further pseudorandom nunber. Preferably, the said one first-tier

hashi ng meanscosiingho iasfueer %9pB@ dTuthe bRGertanasbn 38erk REpHIREA aaﬁe@lgﬁt of the
re-hash, both its previous hash output and some further input 2004
from an assPief&tBE2£bRsE 308 2 MHEple drsunission htgacks trempresingashed out put

diffe each ting; : | v, I i,rst-tier. hashi means changes
V\hene\[/'sér a furt Egr) %@%Ig%@%réﬁlgée%?ﬁég%g? Iolbse etngrylggedgae?{gggﬁged, for exanpl e by
sel ecting it in rotegheohavingaripher leya, toafrbéudelalpradetlell nafssdges st - ti er hashing
means. Alternati eﬁl , the first-tier hashing nmeans could be sel ected at
random A counte n%ﬁarﬁglgﬁwﬂﬂgpé?@?ft?@léﬁsﬁaé? apdyihg cigher key kp st -ti er hashi ng

means or, -10 altergaky J e unter neans fmay be used to supply
counter input to all g);ﬁﬁ?h)e{@fl?;@ts%%’e? (ﬁashi ng nmeans. The first and
second-ti er hash{chgnewatisg theyinpw neesbagti ed as soft ware hash functi ons,

pr ef eﬁélbly sof tware hash function objects. Alternatively, the hashing neans
may b€~ 15 enbodi ed in hardware.

This method ensures-that the text that is being encrypted will differ in an unpredictable

way each time, even if an identical message is sent multiple times.

4 4
Sctirppar-

The input message is preferably created by concatenating the protected message with
25 the cipher key. The cipher key may be the first part of the input message or the last
part of the input message. Alternatively, the cipher key may be combined in any
other convenient way with the protected message to create the encryption input
message. The only requirement is that, when the received message has been decoded
by the récipient, the recipient should be able to extract the cipher key and hence

30 recover the plaintext message from the protected message. Concatenation is merely




The invention extends to a pseudo-randog nunber ger@r ator including an
entropy pool for supply entropy to the first-tier hashing neang.? ¥ Q08h
entropy pool is supplied, this may be split up into sub-pools, each of
which is arranged to supply 20 entropy to a respective first-tier hashing
means. q \Wen generating additional pseudo-random nunbers, the second-tier
hashi ng meahs ¢miest ak® rasst | PARIARTwaN! p ut..also the
previ ous hash outputs fromthe f?}fr?s\itv@?iogrSE agﬁﬁ}r%ég%%ﬁg&gt T&}Eejrrléjt‘wgﬁ tf”ﬁe sai d
one first tRTekCHAIRiSHpeninvimgibeady pyahbledy thashipiatitput s and the new hash
out put may ‘be concatenated for use as input to the second-tier hashing
means. Theinvention further extends, nore generally, to a nulti-tier

system | n Rrefehalely; the efphsyBéyeiredrofte %2 PRHEm, bh& lgés@‘églgsair@sﬂgmpfa%ﬁg tis

produced by.the third-tier hashing 30 neans which is uralrty of

second t i erfoh&a¢h RgV PEARiExt massAgnf Theosiphirskey may b geA&atdD\by2m04ns si5¢l
fed by a plgikabit £ -tier hashing nmeans. The first-tier hashing
means are prtq)f\%ﬂly e%e%dt ﬁgéeur%liior%%%l? n%Lﬂ?hbeésg%&%@%ﬂy.aIW@VelﬁndF ofjalisbe

mul ti-tier Systawsbaney tiulgauidotn pasebh] fich BeendybeadiyRl bubihgsle Fegnds to
a cor responglé ?lgjiangegnglg)%éﬁél@gener ating pseudo-random 5 nunbers. [t extends,

for exanpl € O EREFaPYRIgMeudo- r andom nunber s whi ch
conprises: (a) supplying an entropy input to a plurality of first-tier hash
functions and generating a respective plurality of hash outputs; and (b)

supp! Y ng tHe prasitedwiphet magdeanjpnpls streand cipReONTr 6ﬂeeéon|0@1§9ntfa?ﬂfﬂal:ﬁ’,rlhéo
whi ch gener at.es,as.out put a pseudo-random nunber. According to a further

aspect of tHFPHXEELTIeT IR 5 A Riedearadqm npmbex graerator véhivhothen enatates ad yi ng
the end of quslitdeldncd™BEsRUG-CAHBL Stiis. %e?ﬁﬂﬁ)tefs%ﬁttil&%gﬁlgfi [t gLring

froma plural |_t{¥ of nessage el enents of a first type, 8 AE R ai d
nmessage el épphed teidfe indiv uah clemdn®s| of ke pladftestthressmgswggodice! the westebyd zer o

or nore non: g | enent f the first type;.(b) applying a conversion
function t?{%@s“?u ?Elfa“&’?ﬁn%e ﬁ%“ec ﬂ’i/%’faﬁnﬂtl?= %ﬁ?@dl% §é<§8§taa%1flgithfg PEBIIOr i si ng
a pl Ursal i t yanlorshembet So ok rntREG8elaRR 1R AR CABKGEST on function being
arranged to map all possible strings to an output space which is smaller

than a space defined by all possible second type el enent conbinations; and

(c) selecti rker to.identify the position of the end
el ement of I? %}elérrqne(%g Beg q%?nlﬁg&gﬂ%gt all&ilet platgexd My slSJFP‘JET‘Fé‘teéle%ﬁ H4hHe 25

whi ch, in ceqirneat irth, theapdeudariidde hin@baUEMEratsd BeRgOhrddied CONMRLS! N
el erment by FERUIREHBIBASFaene o Bl ipi Wndlbeinkst kS teiseeh The oG oTngs
are, 1 allkhé pleMbs ARG EROBES XORed with the pseudo-random bits to produce the
‘protected message. ~ With such an approach, the recipient, once he or she has
} decrypted the received message, simply extracts the cipher key k and uses that to set
" the initial state of a random number generator. That random number generator may
then be used to generate a sequence of random bits which ﬁil be identical with those
25 originally used to create the protected message. The plaintext message may then be

recovered simply by XORing the pseudo-random sequence of bits with the bits of the

received protected message.

R -
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30 bi-directional, it*:'-Wi |1 of course be upderstood tﬁ;t t he expression

" "foll owed by" does 10 22 NOV 2004 not necessarily mean that th® 2 NOY 2004
ge

non- nessage el enents necessarily have to conme tenporarily after the ness

a
. elenments when the first string is transnmtted as a datastream they could

. a different base.

just as easily tenporarily proceed the nessage el enments. The conversion
function i s The g@dxi Qe ; i i : St L {0 _an _out put space
which is snall e?ﬂ?han a gsgg%clg&jéé??%g{ﬁ%@ega%rﬁ%db%é@i ]g?%bglé‘goﬁarets o ¥ent
conbi nat i ons@ YREFRISYOlIEIteni ergharyte bainy aiehribingitive PEfc en Wb HaAuhErd RRCGESSI b €
by the convegﬁ'rg&e;%qﬁéi an,. ng end of message marker is selected froma
plurality of elersnts of “tHec SBERids fahsdr d sequrelgnbi nation, fall within
that "inaccessible" r-' 10 space. Preferably, the first string conprises a
sequence of binary elenments, and the second string conprises a sequence of
t er nar y~el enéAE dnPYtmesseenis greforablyecrcepbteitiint mpublic kb clABN §6:S E:RfIEACt i On

is arranged I binary.el ements in 12 ternary I 5 elenents. |f
t he message f’@yﬁgﬁl\éag'rbtaf‘i]ndg%m&?} bi Rgﬁz cH We?&“i‘g(qupnu‘%amdy—vﬁot lexaraple | t
is first sepaiphtsasdlén dfipl aFeiteciopis, each bl ock being treated

separately fromthe others. The |last block, if not filled by the nessage,
may be padded with non-nessage el enents. 20 The end of nessage marker may

preferably b : I s the. length of the second, string. L
Speci fical | y%clts%%tlr%gm;ra e%@%lte]&&eeﬁ%(ggit%H?ffse’i'th’éw%‘ﬁ’c?nof‘ Reeudosredemy mapber

conpri $8s 12g¢reratar yorepréseent s. I n nore general aspects of the invention,
t he conversion fur(]éti on a(Tay convert 25 elenents in one base to elenents in

r RPRFEHY §f fixskrier haghing msansrach oappbleovf thesiviag | oner base

50 gher Dhse. Gnce The oL HEAPR PReRHBE kRGP AT N e e

i,

“tjhe non- mess#§ CratlE perlPEns g ferhash i gsats @ newphash oB@UBy That saiboe v batheoutpit

a higher base. Once the seto str may be

conbi ned for exanfhea bacoBd-ticohmshing madahgwhiet fakéshe iend tedf rebRegage marker, to
forma third string. -Were tFe 22 NOV 2004 nethod is used in the context
of encryption, the tﬁfSF'gleglﬂ%S QYRS ANE [gEReTBiEs aneUtpPtacRscudrirasderd t o t he

reci pi ¢ft. The spacepfmhéd Ng out si de the output space of the conversion
function may be divided 5 up into a plurality of parts, each part being
representative of a position within the first string, so that the position

of the end o sage be identified by selecting an end of
nmessage mar E%Ir%%lgh&fg:a?tsh@\%%?%%ﬁ hg%én%@fi?@%ﬁ’n‘a’hlrfgr B‘iqlfl?“ql RUEGRY ippélfasr r ed
enbodi ment, 4die whan hes@ang. | SARéMAElRE, WRAITLHA éfgfdﬂg.r itngut ﬁ.%? hheb&iR8ed en
representative of ope_of the positions within the binary rst ring.
-'-10 I'n such® ]ﬁtﬁraﬂé’lﬁ pirticrthyehingymeats atoseage market: nmay be chosen
substappi ally at randomfroma group of possible markers falling within the
said part. Preferably, within the first string, the end el enent of the

nmessage may Whenifwriedipatigloyrahddm adnbas aie feh§irdd0Bnd S5Ha Giest Aee ARy miezingany :

That is, however, .not essential, and it could for exanple be envisaged that

el ement s froth&epsed ESe 1 | i er.of el emen could
in certain aggtl i cations coﬁfag)inﬁ tﬁggg%?ngo%géd}%h‘&ﬂélé]?ﬁ?éo&ﬁna {h(e)rge?ef{g?mhg to

be transm t t Bathendiserdarmndginl nuiwher.i s riagferabdd il tseedndifie Besitd ofess t he
20 endsel ene; f the.message.may uni guely be determ ned fromthe end of
rressagzegmar k@%?l%%atéesi the di g?'ﬁhf ?fﬁ?‘ﬁe‘?’ﬂléilﬁéh@z PUPUS GERBHSEY SyRdigH s ther
carrying outoteyfistbr hhietned, RasRBSICH itG e&ﬁe‘?rto%?%aﬁé’opq@qﬁuﬁﬁ&;bs%ud -

conputer program and to a dat ast r eam 25 representativ suc carrier.
random number.,

Preferably, the said one first-tier hashing means which is carrying out the re-hash

30 includes, as part of the re-hash, both its previous hash output and some further input

%‘



_The invention further@xtends to a methodg of encrypt(,r;‘g a di gid 21 NB¥s2klde
including identifying the end of the nessage using a nethod as set out
above. Preferably, the encryption includes the step of encrypting the third
. string before passing the encrypted 30 information to the recipient. i a i
22 NOV 2004 2004 ..y 5.10 According to another aspect of the invention
there i s prottodean a’ssméatlad)domfterdﬁ&@&.mmanﬁlsﬁﬁagt}ﬁﬂgle%_hqs}@dgjugﬁltt ﬂ%sssa%s,
conpri si ng: g.a¥ appl ying an inverse conversion function to f“in &9 ng
conprising -a'Plurality of elements of a second type; the inverse conversion
function taking as input a plurality of elenents of the second type and
converting themto a-plurality of elenents of a first type and determ ni ng
that a pl uraPrefyrably, ehe saidt first-tiak amshasy R Cﬁéﬁgggﬁg‘.l{cﬁﬁfeglé)@unﬁepﬁ%%ﬂ I
conprisg an end of nessage narker when the output of the functio as nore .
si gni fi tant ﬁ’éhf“ém%fr lg 2 bej geggrategpfor emample i sedertinglitién ramibnl Fofbihe
taki ng, as agd; ¥ Sutput of the fynction. excludi ng that.
portion of thedi{glg%ep%lgﬁa\l}%%?8fﬁ\?\/§s&?ehgérﬁé%megﬁ'veXH?mP%%el%n eggrstﬁggsl'ga@gmg
mar ker, and detesy ¢nuld bgseldeeedpnsarddoan Within the first string of an end
el ement of the nessage according to the end of nessage marker. 20 25 This,
essentially, represents the inverse of the nmethod described above for
i dentifyi ng Aheowiteh afe : [ h i | e ed. by a recipient
who needs to extract tﬁaﬂ;eﬁglnag:eg?qgrr@gg%d;g&mg? of f&orﬁlftﬁber?ﬁ?ﬁgflﬁa@?%‘}ﬁ or,
recei ved andaltarnaitielih atsinglrecmmtrir mezah i map 08 ukd P K plyh@uh@s inpat ﬁ)nﬁ%g&fe the
nmessage. Wtﬁrg_ﬁﬁ;hétsﬂfnornatlon, the full extent of the nessage may be
. det erm ned ang the trasdifted nessage extracted. Preferably, the inverse
conversion function takes, as input, 12 ternary el enments and produces, as
out put, 19 bjr ary elenments. In a nore general formof the invention,
however, t he RUHEY PBhsseayd-Srmpashingonsaes maf rroramindiddas aoftaag: itish ffceBhs, base.

preferably software hash function objects. Alternatively, the hashing means may be
15 embodied in hardware.

The invention extends to a pseudo-random number generator including an entropy
pool for supply entropy to the first-tier hashing means. Where an entropy pool is
supplied, this may be split up into sub-pools, each of which is arranged to supply

20 entropy to a respective first-tier hashing means.

When generating additional pseudo-random numbers, the second-tier hashing means

g

may take as input not only the new hash output but also the previous hash outputs
from the first-tier hashing means other than the said one first tier hashing means. The

25 previous hash outputs and the new hash output may be concatenated for use as input to

the second-tier hashing means.

The mvention further extends, more generally, to a multi-tier system. In a three-tier
system, for example, the pseudo-random output is produced by the third-tier hashing

30 means which is fed by a plurality of second-tier hashing means. Each of those is,

T,



22 NOV 2004 Preferabl {l?:"the position of the end el enéiit. of the nessage may
be determ ned according to the anmount by Wwhich the output of the 2L2nwt[]'w?ﬂﬂ4
when provided with the end of nmessage marker as input, exceeds a given
.value. 5 The invention further extends to a conputer programfor carrying
out any such nethod, to a physical carrier carrying such a conputer

program and itselfafedaiyes ey hERLES i S ut er program
Accordi ng to another .as%ectm%f t he %J}{eag@hgﬁ?e%senrﬁ%nﬁfﬁg%ais 18 TBRANS SEE a

met hod of - PIBvide¢ WjiBtanigrainguyist mcessmys aQehck h@z{rb@juserﬂﬁl&jyﬂigr%?ﬂ?ﬁ%iapg of

conpri si ng: (c%hrsgﬁ%@fﬂgi ng the encrypted string to produce a string;
(b) applying an I nverse conversion function to a third string conprising a

plurality of Tdedmesitiondirtlar sReRRdo b \BSesobREnd nversion function
taking gs input a plyrality of 15 el erreésﬁtlglﬁ% H}\éﬁ@a?g%ﬁ%{a&l%@eﬁmffmdom

converti’ng t FEMREE altsrisnds. ifexexemplel tremetiodbf gerferatiily psyi®-ARGod el gtz NG
that a pl uraI\Q,I{-gh?gnr%gﬂiggrents, taken as input to the function, together
conprise an end 0 ssage marker when the output of the function has nore

significant el enentp suqul)tihgaribﬁt&bgﬁﬁﬁ%@té@@ﬂraﬁ’itﬂ&f’ uﬁ?{%]g%?%am (c) taking,

as a first string, the output of the function "exc t portion of the
out put whi ch was repf‘@ﬁ%?ﬂséipﬂ\géﬂe@ﬂmgheremdim‘plmﬁwmaﬁmw@ﬁts; and

determ ning the pQgy LM it first string of an end el enent of the
nmessage accor di ngqtjo t% Iﬁggﬂo@ Shn@@%‘gﬁgs ‘r‘?B'r“ﬁé??ge&HBdi‘Sf{l%ﬁﬁflﬂ@‘émeri ng the
messagd0f rom t he fi rwhichigenarges FRitpud ¥ 9ebideRafddit BEhbEXt ends to a

cryptosystem incorporating any one or conbination of the nethods mentioned

. above. 22 NOV 2004 According to anot her aspect of the invention there is

provi ded a nalchBeflisY toCARIHP Is R |l el .modul o arithmetic cal cul ations
on a device adapted to perfeorsr#%c%f\a\nﬁésgrﬁsgrgi%‘ﬁn 185@3%??%%",“%5@?‘16@%@@ (a)
r epr esent i ngideng&ripgtheehd nfiadigitelahessadelmpiiéingt 0 be operated 5 upon, by

respective bitws a first word (X o) fromone bit of

t . (b) form
each of the said gae)\é%eoglrs%?&g‘ﬁ((f s %@g%@@fel}@/)dm%mg&ms bit of each

ofthe daid vectors; @mdirsttype, one of the said message elements defining an

end element of the message, followed by zero or more non-message
elements of the first type;
(b) applying a conversion function to the first string to convert it into
a second string comprising a plurality of elements of a second type,
20 * the conversion function being arranged to map all possible strings to an
output space which is smaller than a space defined by all possible second

type element combinations; and

R

(c) selecting an end of message marker to identify the position of the end
clement of the message from a plurality of elements of the second type

25 which, in combination, fall outside the output space of the conversion
function. '

The first and/or second strings may but need not be treated on an element by element
basis, for example as a datastream. Since the strings are, to all intents and purposes

30 bi-directional, it will of course be understood that the expression “followed by” does

%;



-
(c) perforning bitwiise | ogical operatians on one or{Both of the words. 10
Preferably, the method described above ‘i*ncl udes: (d)-'representizhg hi[}#e?[][]@s
of further nunerical values (y), to be operated upon, by respective bitw se
vectors; 15 (e) form ng another first word (Y_o) fromsaid one bit of each
of said vectors, and another second word (Yi) fromsaid another bit of each

of the saidyye - f rform ng bitw se operations on both the
respective i rlgétcg\g/\%rr%;siﬁ%fé ot,}lagﬁl}:\e) ngp- Saﬁﬁtwelpﬁ%tsr’é@ﬁ@éﬂb\/éa‘@ed@ncbmr ds

(X,, Yi). 20mpérafiefaéenkiey mesdage fdldusdnt ther LeSReR Y8 [l L5t words
are stor ed&tao%et her .in one | ocgti on, awh?ﬁghgeﬁ(}gtnéﬁalgrg g%lnspHéecfﬁp"’ecti ve
second wor §1ERH1EAEt Hied govlggest Aeeasily tamprardy prevpet i, maspRradediocat i on.
First storage nmeans and second storage neans may be provided to achieve
that. In one enbodi nent, the nunerical values and/or the further nunerical

val ue® to Bédeoparesied fuptidn & grBedRAA ’ be
represented -lb¥ tens. ghe cal cul atgi ons nfg?/@B@ﬁg’éW%é&@&?@(%ﬁmﬁée or may
al t er nat i véryhelSe By rethap na hipegededined goybyalngassiblef s&ORd BN, cl@Renand NOT
gates. 30 codbidati | Ryent i extends .to.a. nethod of
encryption aﬁ%}%ﬁrlggsécl\‘%(ep‘t%?g#%gh ?(vélél%]ges%af:eﬂhlé‘dﬁé? Rsgcessidlecty dhpove.
The pr ef er cedversiphddnafonenThy phd o meghadatlaenerald-pg fokey [@f{a di pg,
subtractin%IS or r’ryltiﬁelgliﬁ oléinom:als havi ng coefficrents whicH are in
modul o N ( N-Enenty of e 3 htsBichs i fombinatiang fall avithin that ‘Ghaicessible’t fre
coef flOci entgaddf a first polynom al conprising the series of nunerical

val ues (x) and the coefficients of a second pol ynom al conprising the

- series of further nunerical values (y).

Preferably, the first string comprises a sequence of binary elements, and the second
string comprises a sequence of ternary elements. In the most preferred embodiment,
the conversion function is arrangéd to convert 19 binary elements into 12 ternary
15 elements. If the message is longer than 19 binary elements (as it usually will be), it is
first separated into 19-element blocks, each block being treated separately from the

others. The last block, if not filled by the message, may be padded with non-message

elements.

20 - The end of message marker may preferably be the same length as the length of the

second string.  Specifically, in the preferred embodiment, the end of message marker

comprises 12 ternary elements.

In more general aspects of the invention, the conversion function may convert
25 elements in one base to elements in a different base. Preferably, the input to the

function has a lower base (eg binary) than the output from the function (eg ternary);
but it may have a higher base. |

Once the second string has been created, this may be combined for example by

30 concatenation with the end of message marker, to form a third string. Where the

;




. concept of

" coef fi ci entgndeh - i : s Flgure .9 illustrates a
rORAROD DOosRORT S THURE Pl B SHAET 15 F gure 10

+ . VE
Ru—

10 The preferred nmethod of decryption ipcludes addi@, subtrﬁftgi ng., O,
mul tiplying polynom als having coefficients which are in nod N%(\NZHI]_% 3),
using a nethod as claimed in CCaiml1l or Claim2, the coefficients of a
first polynom al conprising the series of nunerical values (x) and the
coefficients of a second polynom al conprising the series of further

nunerical \athesd is(yskd inlthe EoRektY @A Qb etttﬁg& stFid b A th%:f Eeg?lfc%g(i g{;q yi ng

program for carrying out the above t hod, a physrca

such a conptbefo BessimeRt and to a datastream representative of such a
conputer program 20 According to a further aspect of the invention there
is provided a digital device for carrying out parallel nodulo arithnetic

cal cul ati orzhetypateefuliingofutddlid WeRitph@9hdlor MELALEQNS fu@&%ﬁr Ilnag%g 1{@% means
for representing a series of nunerical values (Xx) to bé operat di Ch by
respect i ve UBi ifitd S BIUGRkEK of partspeachipprtbempsreprosentmiveiofig posfion Stttk fesp) from

one bit of f i.d vectors,. and a second word (X,) from another
bit of each of’t é[hg‘stgﬁ%igéelg %Pi}heaﬂiﬂi %E‘Te%%fn € FIFSSeesy MY e rigdeifiedi ke

| ogi cal opeelatiimnsn anl dMBesBhioeh@hlReOf ' 4.
invention may. be carried i ntgo practi ?Eﬁgﬁ@ﬁlg%%er écg-fe%é%%@/%ﬁ 'or%qﬁ?)eci fic
and pr ef er PECBRb FambpdhReny the soids spacelds cdivided, umbyinteay 9 oparex aaph eheind t h

ref erence PR Fawi ngs. hn.,which: 5 Figure 1 illustrates
the key crtéggriwobﬁtﬁsgtgem i nt%ﬂgﬁltgorn;svg%ﬁ bnary iR $ees t he encrypti on
systd® Figure 3 illustrates the decryption system Figure 4 illustrates
the error qorr ction al orittplm;; --10 Figures 5, 6 and 7 illustrate the

% SEFL AR IAHRETHEE; the-epd; o0& meespage usarken wey theechosete subistantihlly ht

typical prior art pseudo random nu
illustrates the PRNG within Tunbler; Figure 11 illustrates a circuit

Subtr acti o aaitile SRR Fsisine. 5 Pu mepn o e Pemaemey o tomeety
o 1P L B sl KU SNSRI B P
could for example be” envisaged that the non-message elements will always be
separated by a fixed number of elements from the non-message elements. This fixed
number of elements could in certain applications contain header or other information
that needs to be transmitted each time. All that is required is that the position of the

20 end element of the message may uniquely be determined from the end of message

marker.

The invention further extends to a computer program for carrying out any such

method, to a physical carrier carrying such a computer program, and to a datastream
25 representative of such a carrier.

The invention further extends to a method of encrypting a digital message including
identifying the end of the message using a method as set out above. Preferably, the

encryption includes the step of encrypting the third string before passing the encrypted

30 information to the recipient.

Ry



non-al gori thnspecific APlIs, but is built primarily but not excl usi
around the NTRU PKCS 25 al gorithm as devel oped by the NTRU Corporati on.
- Details may be found in Hoffstein, Pipher and Silverman, NTRU. A Ri ng-Based
Public Key Cryptosystem JP Buhler (ed), Lecture Notes in Conputer Science
| 423, Spring-Verlag, Berlin, 1998, 267-288; and in PCT patent application
W98/ 08323 in the name of NTRU Cryptosystens, Inc. The latter docunment wl|
be referred £6CUHIEUhGatthas aspdse MTRY 30eptdrenherappl iptatid@n'a. metRRl NV
2004 This al Lthm.r nts .a, breakthrough in cryptography. Departing

e R ey FerrEgamt -

~from-the. tradition B88ed products, it provides

mor e- eFFTLi ent  anh)s@plig HYET@ RIS BhcRoR Y é/ﬁﬁf&ﬁhn%l xi ng nethod. Any
bare al gorlthm however, i1sfar 5 fromusable as a cryptographic product. In

bet ween’a great dealCCBPIifAE BiphbRlty iof claments 98r yecohd tpgee case of NTRU its

uni que style, whichjs. ource its superiority, ans that nuch of

this machi nery nust t e@“&%?%@%“r‘{f’ ré&?ﬂqg&"%ﬁﬂéﬁﬂﬁﬁ??‘flﬂ‘ét %Plﬁg‘iﬂf hnms. This

docunent descri bes tdﬁelem&hgldﬂ?t}ierﬁe&ﬂﬂ%#@éﬂd%nﬂirtih?ﬂlew{%u PKCS (Public Key J
Tu ' i

10 Cryptosysten) contained wthin er. It outTines the problens that
one faces in attenptdmgakity of gjsmentsiof atfhet tiyeRWdRIKESEENg real wor |l d

crypt ographi ¢ tool, L 3l Tupbl er._uses .i nhovative techni ques-i.n--
order to sol ve theséﬁ%%g@f&@ﬁ_o@?l{eﬂ%ﬁfgu %%“IB%@S?&CO@HC?%t many of the

i nnoval®@ve t echni quesgetiseedompiisti an ehd P hREsakb nakier WikaRBOGapt: of each ot her
and could be used singly.or. in any sel ected conbination. For exanple,

. al t hough the foll omoﬁgetf&&%mnrq{ﬁégloafr%égraﬁpmvé@mnwéﬁtm firpt ¥pEhe preferred
Tunbl er enbodi ment, tpeyeicQiNAudefdsed singly or in any conbination: error
correction, end of nessage narkér, checking nmechani sm |arge state pseudo
random nunber gen€rdaking, asig Eirsistrimgdibk outprt dhthefiretioasrclpdiagect i on from
multiple 20 transm §§£on att %It(?s. It should al so be understood that

al t hough Tumbler is prtir"%’tpf‘lofli1 Yt ‘Hastrﬁ%reﬁ?ﬂiﬂﬁlvlﬁb@%éheal gorithm as set
out inlshe NTRU pat eqg oﬂﬁ@isia%@ﬁlbﬂdér aﬂ@%‘&teﬁﬁinid%%épﬁ@ﬁﬁ&i Lgid echni ques have
a much wi der application. 1.1 The i gi nal NTRU PKCS Patent application 25
The NTRU pat ent applthechist gringiebarindetermentef thedndseagetaseordingadi on of two

rel ated pol ynom al s, | 4l ublic key and the private key. It goes on
to show how t he publt}llegéﬁgégq%e%%%ﬁgm%%d to transforma nessage, in the form
of a polynomal, into an encrypted form This encrypted nessage i s secure,
since the ta,gﬁ of re.t{i eving the original nessage, given the know edge of
the encrypt et seSeHR  BEPEratE Inversecyf the methaddesadedabpye fargdéntifyingo
conpl expto HYegk C UL ’ i .eas| Lepath_of tine.
The ensyypt ool ha o Wi iheC TS Bl SN bD seliBRL RSP e f b GrBec

storing) t hethresdafensergermirkesiromethk iofolasi: abeivhd apd, fahahkeYetesdl! v

-all ows recover o{. thF or,i gi al nessage. 5 1:2 An_Inconplete Sol ution
{5 the-position of the last element of the message.  With that information, the full extent

. : o . ok :
- toolkit. It contains da nunber of differept cryptograghic al gorlgpn&g’?’nd
2004

of the message may be determined and the transmitted message extracted.

25 Preferably, the inverse conversion function takes, as input, 12 ternary elements and
produces, as output, 19 binary elements. In a more general form of the invention,

however, the function may simply convert from one base to a different base.

Ty



~Using the private keygnd the encrypted figrm the ori@ﬁ?nal message can

usual ly be recovered. When the nessage cannot be recovered thig4
errors called wapping --or gap failures. It was originally be?ijewﬁlqg{)
.wapping failures were easily 10 recoverable with a given nmethod and t hat
gap failures occurred so rarely that they were discountable (NTRU patent
application PpPlefdrabB:. tBd i t ver,. that the nethod
suggested for fixi r[?g vvraﬁgglihhg ?ﬁ?ﬁﬁﬁagﬁ eeglp gitﬁg\g%ﬁ?a%eof?aé’clbet CTERRGS |
and that gap afedrflingdo Weesarommirby vericiLigh obipuedf Betfunaidl Wby pidvadidl WERMd V-
There was al %gdtﬁgg’lgl ssue qf error detectigon. Since the person attenpting to
decrypt the gec °h8t IRYl sXqeydsFoziEeslese original, it was
difficult for themto know whet her the nmessage had decrypted correctly or
not. In _conputing terns, an arbitrary data file is an arbitrary | ength
string 6f' bildaripventipnt Birthdhexenger a asnplesCpiopeth ifor heyiagi aitnaly NIRU

patent appli i O nervpts ternary. 20 polynomals of a tfixed length. It
i s theref ore%ﬁegﬂéoedgg%r f%Y%gadrCSWeaéa He SHGHa RATMEPET Dragsare, dulta 4 datesticano a

sequence of Eépt&éniaﬁﬂ@bfhuﬂ%ﬁ@@hx?u@?bﬁb@fé‘iﬂ_al s in such a way that the
resul ting sequence of polynom als can~be turned back into the original data
file. During a cipher's normal use nmany people, known as attackers,

constantly atyt k it. Wiere NTRU PK is.used, the task of
retrieving t ec@%%&?n&t %a%%ﬁﬁé%é glg%eé“*? 05 iﬂ'{?ewefq% REBHPR tege & provaded mgghasldof -

nessagd0and tbeyplit 4 dighshineisdas rdrk of hordi06] GABLEHokGnpE per for med by
current technol og¥q)|#ﬁa feasi ble length of tine. Thg sofution for an
i

attacker is to ga Petpg thsraparpesd stringojpuetuce hehishstringt ed message and

" the public key. ] th i n whi ch the cipher i
used 1t mmy | ndeed REP TR b o e kR ae B SRl PR 11 onel T

information useful fompuisegkplgratityeofeidphuts of BRcsHA le;apeWer is not to use
the cipher in a wa allows this, In _sone instances, however, 5 this

y .t hat ] }
can be too |initing FEFHTRCESIOR fupgtiop daldng asinaut pjuedit ebsed bel ow are
situatilgns where it digndesbf@bk&ch sage mul tiple.
times, or where one w shes to set0 gﬁg%ﬁ%g%ﬁ%ﬁ%&g@ﬁgﬁ rﬁgﬁ m ght be
accessed by a pot entdfglementsaaflecirst (Fpeandidittrpatiag th-appliraiédyiodn descri bes the

theoretical algorit I e cipher, but 1Q does not address how a real
wor | d nachi ne woul dhegacgﬁ%t%hapwﬁgﬁ P@Pﬁoﬁg"' %“rﬂcgo%lt%%ﬁﬂiquﬁﬁmpmﬁ%ari heor et i cal

al gori thm contains realaf inegdage heike? WaRa 1AWLHITRF YSHRBS tics that nodern
conputers are able to performquickly, and so is naturally fast. The
present applicants HBYE Signifitaperlementy phibd frgidypd thees ghenivahregase the speed

of thisggalgorith rag{ﬁﬁi ERA 3. Th n‘g_]uer.SquiQn Tunbler's

i npl enent ati on om(’?ﬁe I%%glgk&t%%’ é’&e"ﬁfﬂ‘ﬁ@}ﬂﬁ ’E)‘E{q}@eeé‘ﬁlt“fiﬁg theoretical and
the practical. It altbal portidnadfnke sutpitideich Yas RPYéstREh siigs that build on

t he advances cont ai neggi n NTRU and can even be used in other areas of

‘-—cr}‘raypt ography, 20 dat*8d8f gissiaep mesksssandgletemaininghetmonigionBathiny are det ai | ed
“.pet hods of detectin : | ot h_wrappi ng,.and gap failure.
In order for the ci g}kllifrifst? gtﬁgggggtg%?dea%éélg%g?}g’c F%?ggeoﬁ%gﬁjén% securing data
one nust be abl e t o thetnd afporssadeanirkéegindt y of the decrypted nessage. Using
t he or?gi nal 25 rrﬁdt)hods des&r@i bed in the NTRU patent application, together
with thé detecti ol aRe &0 BEIGRAsS iR Fcdirst Stile&l bel ow, this is finally
bel i eved to be the case. 20 22 NOV 2004 A coherent "bhit to tent’
conversion schepne works in conjunction with an original "end of nessage
mar ker' syst &h¢ inyentipnafufthereextendade a ciptosgsen incmpotating day and bi @SnEAsINTRU
PKCS pol ynom | er _cont ai ns processes that operate al ongside the
NTRU PKCS a%ﬂ\;\lﬁfnce%ogg (fvl\llg%eedo%gg?' to send exactly the same nessage
multiple tines, or to use an autonmated systemthat m ght be accessed by a
potential attacker, w thout ruining the cipher's security.



10 As wel |l as anal ysi ﬁa a full range of ?%andard mat i{érmat i cal to&kﬁ/ |2h]ﬂ
“order to find the optimum solution for processing the NTRU PI<22§, e b
devel opers of Tunbler's NTRU PKCS i npl enment ati on have created sone
~seemngly anti-intuitive original nethods which process nuch of the NTRU
PKCS data at a vastly increased rate. 15 In order to facilitate conmerci al

crypt ogr aphy i it i.s necessary to conbine this internal
al gori t hm wi ﬁ%égﬂglrg[e@?m %%a%gﬁ%fnﬁhg rlr%"eaﬁgff B'Wé?jystﬁoﬁ}dﬁgbé‘c@etthﬁé OfiCAfEINEs use
agai nst conmont pareAekaedul® atitinedtiaGeuldHens | ' ?%gy i .dat a
handl i ng, anfqggéﬁio to, over cc:rre_ plr obl (lalms inn'ﬁg:hg%?%ﬁlgctlge c}cgﬁgr .rglrhgl"’ﬁ)sgesent

appl i cant be SPHAMNSHOMESIsinghi s has been achi eved in Tunbler. 20 2.

Mat hemati cal Ter mpol | : rypt osyst nd,the Tunbl er version,
depends on thr eemi(ér}tée %%’(er%lgggrre Legrocs\fr% che )Vaglg%i("f%%}:’e%‘?@tegﬁf, Lg, L~, Lm
of pol yhom al s of degoegbynes @il Btwikdadidk:! W th integer coefficients.
Note that p and q it should 25 be assuned that

r}eg}fqmnot tbe prime, but _

aCD(p,g) = 1, and Whirmpes FIISt‘QPM%O)E@%mblﬂ@ﬁ@bhpftmrsgﬁ than p. In the

Tunbl er inpl enentati i I i [ ly 64, 128 or 256
Qdktdrs aﬂ%ar@édn}ﬂ rd ﬁ%ﬂt m g{ﬁ@ﬁg&%{ 6a¢

dependi ng on the size of N her 1nple ati o lé ot her val ues.

22 NOV 2004 21 One woftkssaid tvbétorsy hedri ng of truncated integer polynomials R
= Z[ XA (X" ~1). Aq element F E Rwll be witten as a polynom al or a
vector. N1 7 F=~f1°§' pe?%n'f}},”ﬁ,blt.“fl ogiral opgratiophomere duith afthesrerin R wor K3 i n
preci sey the sane way as in normal 5 polynom al arithnetic.

Mul tiplication, however, requires reduction nodulo (X v-1). The synbol *

~ denot es nul t Ppifsreblyi ba nethod deTtrited sbawe intiudéspl i cation is given explicitly

as a cyclic convolutjon product,. 1 *G=H wi t.h k I ~FCk-1 "+ ~,
Fi~ T Nek-;  ~, @de&esﬁlp&gia_s&ﬁﬁs qc%ﬂl’:‘ﬁtke(rinﬁﬁ’ﬁnﬁﬁl Vﬂglr‘_eﬁﬂﬂsWotEﬂ d be noted that

this is precisely thepsasussh, s wrbeddRb Hi@ealecidid. t i plication except that

the coefficients “wap around,' so that the coefficient of Xi~ is conbined

with (added to) tke leBRSEaRetheIst WeiddL.) frdme saidohé bitiofmachaff X' ~' + is

conbi ngg with the cagfifj.Gi and sq on | n_practice, one is
usual Iy i nterested %%{dtdﬁgﬂogsg%g 0 eé%%Pgﬁ"d’ﬁ‘? é%simé%g?laiae?‘@ﬁ&s nodul o p or
q. In effect many ofbitdfeadpefitat s0dseqtan; Bed consi dered to be occurring in

the rings Zp[ XJl (X ~- or Z9[XJI (X"'-1), but it is desirable to consider
the residue of a @ﬁﬁff;ﬁlzfﬁ%}’ﬁ&’ﬂﬁeé’meﬁ@aﬂﬁ:@db%ﬁhﬂ werpgtive frsand . 22 2 2

NOV 2004 words (X-o, Y~o) or on both the respective second words (X1, Y)).

20 Preferably, the first word or the respective first words are stored together in one
location, and the second word or the respective second words are stored together in

( } another, spaced, separate location.  First storage means and second storage means

may be provided to achieve that.

25 In one embodiment, the numerical values and/or the further numerical values to be

operated upon are on modulo 3 and may, for example, be represented by terts.

The calculations may be carried out in software or may alternatively be embodied in
hardware, eg by means of XOR, AND, OR, and NOT gates.
30



Wien one performs a nultiplication nmodujo (say) q, t'ﬁe intention is to
reduce the coefficients nodulo q. There are two useful rul t 0. r enenber
when reducing nodulo an integer p: 5 a (nmod p) + b (nod p§752_ '@%V ﬂlﬂf‘ (nod
p), (c (nod p) X a (md p)) (md p) _ (c X a) (nod p). Ris not a field.
However, the NTRU paraneters have been chosen in such a way that 10 it is
extrenely |Thkelnvedtn I cted polyngmals to, have inverses in
R Ris a unique fagt%ﬁ%ggﬁ g%&ﬂ&@aﬁénggp PP aPWégl EXYREOn Whicadnakesarees are
uni que. L",ofdbagiediod lisfed abdvepol ynonmials in R with coefficients nmodul o p.
The el enments of LJ, Lg and L~ al so have coefficients nodulo p, but are of a
predefined weight. Polynomals 15 in Lg and L~ are defined to have,

respecti velm Reie8 o ~ fficients with the value 1, dg(t-~
and d~(t~ coleefgiéci ent se\{hV\c/iQ%J (# ﬂgyﬁvgﬂﬁﬁe&@%%ﬁﬂﬁw%ai‘gmﬁ'rﬁdﬂ@gcé‘%tﬁcéﬂ%nts

all havi ng arteuliiplying @lyeotiyls davial Soéfficlehtsanifcld & ingeodu ﬂﬁﬁ‘ (s
value 1, and d~(11~-1 cgef feilc-i ent sovm' zsﬂéhs\}% ue -1,

coefficients W%tgthcﬁ . ] _

while al | thBF81asqilimgd 1B depim di enElrimakdhe lcecffislents 6f a Fire: pibyarami al s i n
Lf have onechfMBing2eCaeks i & P h. value 1, to allow.themto be

i nvertable. 3. O?egr vieevy The&ITﬁir]&%?rgra} éfrat)llﬁf ;tgglsatngnﬁ%lesc‘? #\ﬁv‘ﬁ%ﬁs oAt fnyasend

separ at e sypolwemialzokgyisiog dlat sedes Sf/fattRen nuaierRACAYREI(PY system and a

decrypting system This section briefly exam nes each of 25 these three
systens and outlines how each is constructed froma nunber of underlying

procedbes. THeepNTdRddpakent SPRLSHE LS ri encodi ng and decodi ng as
very sinple tvvg or three step E#%&%@&@geéﬁ%l%&ﬁa ferft ’ipg"ﬁn&as

. i ntr oduced PeBmpTHde heyibg abetficRAtsNOMCR A @8ttl6as (NNBK) Nt 18 $REPLESSES
consi der ablcy iﬁg{lﬁn %ﬁamll’ﬁlf cabgad. f&}%h of the three processes below s

descri bed wi e Help 8 “FUH owld resgheimts iof 2 firsi pelsnewmial nompdsiogribar e

t hese t hr egeifidsonf rlirREIEA R W | ks m the NIRU pat ent
application (figs.3, 4 & 5). tdg) %nﬁq?%ggégggﬂeéﬁ%%?Eaﬁggéin@ypoéjf%oﬂlﬁlo?? & the
process haéhf‘r@ﬁ*ﬁi;%@ﬂh@memalyvaﬁamy)e. It is, however, in the key creation

that ftshe greatest advances in efficiency have been achieved. 3.1 Key
Creation 10 Here the key creation systemis described, as it appears in

figure 1 (dhefingenBionffutther MNEB\IsPRt &N [ ' . reation
system takes jn the ﬁl gorithm Sar anet g?@&],ﬂ %ﬁ%ﬂangqrhé%é?%%f gﬁyﬁ‘%%eed in
the NTRU pZtdinrd: fhphedeal saties caryiag such beodputdopegean, aidwera dGastaates

coul d be usgfesentative of such a computer program.

20 According to a furthgr'aspect of the invention there is provided a digital device for
carrying out parallel modulo arithmetic calculations by means of bitwise logical
operations, comprising:

(2) means for representing a series of numerical values (x) to be
operated upon, by respective bitwise vectors;

25 (b) means for forming a first word X.o) from one bit of each of the

said vectors, and a second word (X;) from another bit of each of

the said vectors; and

(c) means for performing bitwise logical operations on one or both

of the words.
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102. The private ké;-'-pol ynomal, f, is osen randﬂy fromthe set G,
whi ch is dependent on N, as described in the NTRU patent appl zc%tlgﬁvll@ﬂ% 2,
p.31 ). 20 103. The inverse of f is calculated nodulo 3. Instéa (luls]
the "Euclidean Algorithm' the nore efficient "Alnost Inverse Algorithm is
used. This algorithmwas found in the paper 'Fast Key Exchange with
Elliptic Curve Systens' by Richard Schoeppel, et al (Advances in Cryptol ogy
- CRYPTO 9~, Lecture Notes in Conputer Science 973, ed D. Coppersmth,
Spri nger - Yellieaigyeriew nvr e cat8aBint@prachid Bba nirhbdrofA%ayRA5@ ol 8pddial afdie
inverse does not .exist. In this case, one returns to 102 and chooses a new
f. In inpl pred gmbAdizeat yakl inpWnbeadeserlbeds Hyorat o examplel withréferomet e
through pangt h@lonhahyiRP8FAihRN vector representation is used (see 12
for further dotarres RE et o8, 104, As for 103, except that the
inverse of f is calculated nodulo 2. In inplenenting this algorithma
process of fast I511)du| olarithmeti c through parallel bit operations on a
vector represent'dgion HUStiles dhe keyeereatiop systemams Tumblesn an i nver se nodul o a
prime, it is posgjhte ill@uealsehH @it @ dil,f he inverse nodul o a power of
that prinme, usi -nggt he wel | - I?nown mlhg%%ti&%’al techni que col'loquially called
boot st r appi ng. pge 3lillesirateg shet decogtionlsgdtems he i nverse nmodul o q (which is
al wvays a power qf. f.pomthe inverse npdulo 2. Bootstrapping uses the
fol | owi ng pri nci(%glgr“ll uslt—r#%‘?Q%eéTqrr?{‘?EF"stg’n@flgq‘“ﬂHﬁﬁuI o a power of a prife
p ", Mhen 2F - (Fifures 36 dvg Mikibtrdie teliBnl by 8F $ Grpisle U1 O P2 . 106. g is
chosen randomy, in a simlar way to f, but fromthe set Gg. 107. This is
. the same conput dtig¥a 8d8usteatesdhe endaeia Winich hesfNEIRLS pat erckabfor i capbsibld 5
- (fig. 3, step BQQQOEﬁixcept that the factor p (= 3) has been included for
ease of use. 108. e private key is the pair f, F3. 109. The public key h
may then be publhigired? illistaitdsas #pRAl HALE WrAhehdoNrHlER hlhber? Yertritor
Encryption Here Eﬂgﬁgpnbl er encryption systemis described, as it appears
in figure 2. Thil ul d be conpared and contrasted with the original
encrypet i on syst e dese i Redick t}k@q@[;ﬁg- .8 application (fig. 4). 25 In
figure 2, the s?g%ol 'S useed[hteo eno el{?he @?)eﬁ’catenati on of the objects to
ei ther side. 20Figurhé! dhotryies b oircwydingimt fkaddition tivdulrd;gi nal nessage data
(the plaintext),..P a inary). string of bytes wth an undefined
length; the pubﬁ‘%‘“&égﬁb‘lﬂf t%BmCH}/?ltal.agﬁaﬁéﬁrSubtwcgsnmdw;m al gori t hm
parameters N andigire 29 diustrhteD 8 CRESREMorath ' LRSd on Attack
protection key Ie%lgth (MFA key), k. T%re pﬁég(kﬁedé@}ffﬁgéﬁﬂn%%@%use of the SHA-1
hashing function, H(). SHA-1 is defined in the US Governnent's Nati onal
Instié(we ij ﬁt angar gs and Technol ogy' s Secure Hash Standards (FIPS 180-1).
oo httw d, of course, that the plaintext P represents the
actual al phanuneric (or other) message to be encrypted according to any
__conveni ent -standard binary representation. 10.202. |f the cipher requires
(JMultiple Tr@%abn?rssil%nthﬁ{%f%’gk“%?%f’g i Rsent gprliqeat’s spintesgenbéc t drvelopaisnt ext
before encadbiug, I s6aind b nufrder 6 BOEreAPE plogrp Y AIESr Bins ABIRM A ANGIO are
generated, and these bytes are used to ge t'he sequence generator (see
11) . 1f no wweeifie GRdst bunisi il peimarhe buk not @xclksivelydarond thehD TREH PCS S( K)

is |ogicall i der al,l .~1n practi a..sequence. of all
zerogégjhas ri%gog](f@gc?a @ %ﬁ’lﬂfsogfc?ebﬁothelm %gﬁﬁﬁfl?ﬂ‘ngcﬁgta‘éi F‘%V! be Found G
Hoffstein, Pipher and Silverman, NTRU. A Ring-Based Public Key Cryptosystem, J P
Buhler (ed), Lecture Notes in Computer Science 1423, Spring-Verlag, Berlin, 1998,
267-288; and in PCT patent application W098/08323 in the name of NTRU

Cryptosystems, Inc. The latter document will be referred to throughout as “the NTRU
30 patent application”.



203. The MTA key, K (forns the first k bytes of plaifitext for ?gésr%gi nt o

“the cipher (see 7). This is then follow@ .by the original by V 2004
pl ai ntext data XORed with the output of the sequence generator (see 11).

~ To encode the XORed plaintext it is 20 necessary to convert the binary data
into ternary, in order to fill the ternary polynomals (m that are used by
the ci pher (see 8). These ternary digits, or "tens,"” formthe nessage
pol ynom al s that are then processed by the PKCS cipher. If fewer than N
tens remain r : en_the remaining tens are placed in the next
nmessage pol ylr?ci}% %fg% glﬁﬁgarﬁﬁpreeﬁ?t%fa #ﬁé%ﬂﬁ%u Mk SFYRIPEFRPNe Pepagtieg fromode. 25
204. Provi detatifti@halefn@Wigdt '8 tl; } e : . omal is
constructed fromthe next N%glzld gt?{’]rgﬁéécei cryg%’egt.sﬁﬁyld??ﬁg%gfg;ﬁ%eg%yd;%etcgrehas
been exhaust 8iyAY basdoe aapelynemiat friixing metheh AArtyobdre lalgotitten,nievtevep Ssdge
pol ynomgzal , , S marker will _be created in 207. 30 22 NOV,
2004 205. A ?’éﬁﬁ@%@%ﬁﬁoﬁ?ﬁﬁg@%h@ﬁ‘ﬁaw%mﬁ@pa BB el fem3EHNEY Key .
The product pedegsmoynlalhe Gisé BENTRUNAS ubiQud : T als. b
process is i dentfmz;nl tQ that descri bedqi nﬂflﬁgﬁﬁﬁgﬁée%lg?gﬁ?eg%g{sisg Jf}liogﬁy’(fi g
4, step 4~0) MERpeihat MR ofithis machinest whnstbe heinvinteshtoi cope mithrthe @ldorithires. t he
public key. The resulting cipher polynomal is then 5 packed to fill bytes
and inputted into a check hash function, followed by the nessage pol ynomi al
usi ng 2 bi t s Thisrdocomtdt debaittes thdirdiud Snbmantapkartht MY PKDS @Rl L& Check
hash izocorrp ted and concatenated to the end of the cipher polynom al “"(see
6). The out prtYRPHHTHICENRAEH Withinsl ek Ihpwhnresgthe problews thatimnerfgees in

enorypt ed 2 gmsgan: BPLISLALLENeTRSBKES S LS MR RRLHPTHAL

usi ng the next tens of plalntext. isunlike

data wi Il fi kxplains bxediumbleriiees iohovatiss aganigodsyinomdeaits sslve i¢Nprablegkact
multiple of 19 bits for conversion into terts. Wen all the 15 pol ynom al s
that can be filled conpletely using the process described in 203, 204, 205

& 206 have beehopliatessiekiodd@al Asly Hﬁﬁéﬁﬁﬁ‘oﬁab Eb%ﬂiaﬁ'heé &setﬁ%ﬁliﬁ bg(?rit ng

t he end of rressage mechani sm (see "9). This nmechanismcreates a 1 end
of nmesdage navekbgepengansoitack other end pildie dsedrsinghe oplradnytseletted pdmbitioat fi t

in the | ast | lynomal. In this case the end of nessage
marker wi 1 S0 PRt RS AR YRE Refuioustu gUrpRGRred) ibindn mfored

pol ynoni al i Sumbkep| etiedimérith thandoimi tigy uSed inBRCOSSAr dhy 208bindfish:! a8kor
nmessage pol ynom al ( ossibly the | ast two nessage pol ynom als)

or
cont ai ni ng t AETIHER ?Wc%n‘ﬁ?séti%e preicht diecking seeshenipol langmitale saaie trmdemd of
message 25 nRikeE BerBQY GRET ¥Pt in t e ner,as all other, .nessage
pol ynom al s. 209.]_f %?eerconcateng?i Iglgd%lp eag@ﬁﬁeglr%r%c{]eﬁmpegﬁ?/ ofit & IB%H:‘R dto
fill byfes, bansmiption attreks. adt shonkicaiyl ¢ endeysteod dhbt dlthoagh Tumbles QTPiMbAE W th
zeros, foll oge.gt icr)n'rne;did' até\ﬁ% 2@%&2 s, associ ated check bl ock, forns the
encrypt ed me8¥adfE®y %‘ﬁ ¥ LS glgorithm, 3§ ot gubmothe NER Bansiapip epplicatiene t he
{ Tunbl er decr ki gMhSabaive SehBRGES , | Lo An figure 3. It
"sﬁoul d be conpared and cont r%stglg vatﬁ%at eCHo%dgf)ﬁgﬁ{Fg%ﬁ]ypti on system
described in the NTRU patent application (f g. 5). 5

1.1 The Original NTRU PKCS Patent application

25 The NTRU patent application describes a method for the creation of two related
polynomials, called the public key and the private key. It goes on to show how the
public key can be used to transform a message, in the form of a polynomial, into an
encrypted form. This encrypted message is secure, since the task of retrieving the

original message, given the knowledge of the encrypted message and the public key

ey



i/— T
301. The decryption systemtakes in the gorithm pbjr—_‘arret ers ‘
" ciphertext, E, the private key pol ynom a?és, f and F3, the errg!??(;%roﬁvegwgn
| evel, and, if necessary, the MIA key, k. The process al so nakes use of the
. SHA-1-1 hashing function, H(). In figure 3 the synbol 1is used to denote
t he concatenation of the objects to either side. 10 302. i is a counter

used to ref efnly) i3 fr @6~k 1% [ om al s ill contain
t he decrypt edll )[;I ai nt extcmcljllgt Q(St\?\n%t%ﬁfet reﬁﬁgﬁky(g’#%gte%?#% XM e fe&gﬁ% lepe soge
7). 303. Eachmenthsgicemiqsoioynenildlalsanproiide thehaisheRaskriqek sBfifg) the

reconstructe I he:l15 ciphertext by sinply reversing the packing
sequence us e@e%sﬁg%%ﬁ%gmcerﬂﬂmﬁé%‘éﬁ@ thesprinate ke pewliyyallowe resovent of they,

and then by ddignflmhesadge. key inverse. This is identical to the process
descri bfd in the NTRU patent application (fig. 5, steps 570,and 580),
except that the result of the first nultiplication is recorded in case 20
it is needed for error correction. 305. A hash is made of e; and b;, in the
same way as {ha o .in 205 (see 6), treating the decrypted

pol ynom al b; aén?&%o%n%lggg%dgh%%q ynom al m. This hash is conpared with the
transmtted Gh bl oc s he event that error correction needs 25 to

GBS hOPPileey il

be enpl oyed on & PpoPYho S CRGEPIeH e sthergyiginad anssergp ecan alsvallnbe d

usi ng the sa@Eowered. WheiBNe kRea6E 04 RES s : c state of the
hash function after_ the input agf. e; ,Oplgeut {)\}ee?%draﬁeﬁstl gu‘lgﬁop%foq%w%fi.maplﬁ‘ggﬂ-
NOV 2004 306 B#P tfdwes-als nvast edgioblésc koelibvalk thvnt whegpingh daihash vedreagty i n

305 th th I ial,..b;, s accepted as the original i h
mess aggm pol ;e/r ﬁglﬁl%g%%j %ﬁ@ %/gﬁrsynorfletp?l% gﬂé fhat £28 eftaﬁ?ff:? REFHEIds s Egel v t thathhey
converted basérei discountable (NETRU Datent HpPliCRRUCE BB OR. | f ' s of
12 tents. 07. The bit to tent qg(:ac;errllverpgilo_n co%vg’r?’s ?;lxgjtog{ gg&ﬁéjb p%l%lgllt’lto a
subset of t HEYWELitkt shesaethod pugeesied forstixivp avrappisg faibie dRert Riltd té soredrenber
of this subsgl ebbyi conversion back intg bhits: .otherwise it is
not a conver? &eghtsj%tﬁlg?ﬂ ?Ltgg%l iag[lﬁuﬁg%ﬁo%ﬁ"ﬁnoefm?@%é’a&ge%éisﬂ@}“}’(%15%‘ tegntly. 10
308. The tenflerawes clomvterisee dfrior BétkaidnS 8hice e &@%ﬁﬁ%ﬂpﬁ%ﬁ% db&ypt the
concatgsnat ed to R .Ris of course a binary string (representing a I%equence
S

. : ary.
of byt&s). 38552450 AY waabuRessesdhsprgindul vas djfhisrit £0r thers telkuow pitieter

system t hen (p¢ geeRds hidd e cEXh ypted polynom al. 310. If the
transmtted check gl ock %Ieg}éﬁs n%t m gﬁﬁéthe hash created in 305 then the

decoded polynonmial, b;, is not the original i h nmessage polynom al. 20 311.
I f the opti I . rrection is agtive the error correction system
attenpts t oqﬁggglg) g{n?% F?g&%rqng?rh’gqaryrfé%% %eelsﬁ’@l Ahigiaalengdetringsyt biary  digitse
error corr ecTheotipisetshetRsotibbd (LRI drigdd@e K NTHRU SHRAESSplicdfiod tenl ful
then the resulting b; (a_different b; fromthzjt ca?@%f atl,%d ?HEP@S%%?&Z?
acceptet as ROMAOREE ofgsHugsblepgthndl isnibaiedire renesartyetocprphide acmithiod elsickhs

‘gor mal . turns a data file into a sequence of fixed length ternary polynomials in such a way that

thg resulting sequence of polynomials can be turned back into the original data file.

During a cipher’s normal use many people, known as attackers, constantly attempt to
25 - break it. Where NTRU PKCS is used, the fask of retrieving the original message,
given the knowledge of the encrypted message a.nd the public key only, is far too
complex to be performed by current technology in a feasible length of time. The

solution for an attacker is to gain more information than just the encrypted message

and the public key.

R e



et
313. This point is reached if an error 6}? occurred(_élﬂid has not ?eﬁm\l 004
" corrected. The original pl ai ntext cannot "therefore be recovered. 12
cases the whole nessage is discarded at this stage. This is because nost
_uses of a PKCS require the whole intact 30 nessage. It is possible,

however, sinply to record which bytes of the resulting 22 NOV 2004
plaintext relate to the current incorrect nessage polynomal, skip to stage
306, and continue as norrmal. Only those plaintext bits directly converted

fromthe i naEpendiag vedbagey fokhivdninaloiphict |s aed af r&ﬁ?ﬁﬁﬁed Ebe%%émblp‘rfop'tﬁe of

range set of ]t2 terts lndl(fate an end of nessage narker. revi ous
bl ocks “of t ePfeCKSF 4 5 &l onfsrmatiom ysefoin &t bakiog tho dﬁ)l-eﬁ fiag Ignidkhi s

bl ock is intgrpratiedotsdivis i hani sm (see Thi s may
require the removal of SoME egf‘?pﬁqngwgetco%q@ ' @1 ﬁﬁmerwrlagceﬁhfé‘?wﬁ‘ﬁ’e not

yet beed conﬁéﬁ F@fdbfatoe ldmlgn@rfmiqﬂactic@l BitPoscATHeRS 8RS R dISy Eﬁ%lﬁhﬁhﬁ'ét ext
data with the |on applied. The first k bytes formthe

t
key K. These1‘1'r<3111re & 1[5 ges?rg Igég&g%d E’é"(‘jﬂ%ﬁ]@’esw@ﬁﬁ%{? ng{ligle tinfesnor Wiigre one
protection i svigieetb idhep akadtohateld systélﬂ’thﬁlﬂﬁlgﬂt%% a%&%gg }g ? Fsaétfétl;%zmlﬁ Cal Iy

considered to be all zeros. In practice a sequence o0
effect. This is not 15 the sane thing as S(QJ)! The output from S(K) |s

XORed with R sege .. 7 316. Th recgovered plaintext data is
the binary st Iill ngﬁgﬂpﬁ %%Ife%gﬁﬁt’r? )d[eﬁ%l]bﬁ/tt ‘PreEIF?é agariibm igp tieagipherpbutg ™

Decodi A Fai Hugsndtaddreds by 2zl PRAK he NTRU
algorithmt hehg IS a gns’al I ﬁo babi | In?i&h%ﬁgr{ﬂu?d 63@@9{}?9?1&@3@ c?émgﬁ%k to

_the original 1 ontangs ffbtldelarfywtstetplseand|epnﬁmyspﬁhthmma;l tha

ing the pr 0 <= - 22 NOV
236490 hoos:onig}%ta%\}gl éé)o f ﬁr% ?%ﬁaibsé {gf eéf%“ﬁp O;ijlhc ¥ ﬁP@rsQ/éﬁ nqtpr@ﬂy (f@%ﬂ%fl% PEgsont

Treating a aspmlicpotshavrnyilalvewtr devibdde@elinig@B1th 1ifdr8AE She %ﬁ&d%@%@w rithm
pol ynomi al gn usugﬂly be recovered by conputing Fn * a(nod p wher e Fp

is the i nver SET¥Rpdul o p( Fp * f=1 (nmod p)). The polynomal a
satisfigs a=f*e--__f*~*h+f*m(nodg) =f*p~*Fy*g+f*nm(nmod q) =p*g+f*m nod g)

1.3 The Tumbler Solution

Tumbler’s implementation of the NTRU PKCS bridges the gap between the
theoretical and the practical. It also contains a number of new techniques that build on

the advances contained in NTRU and can even be used in other areas of cryptography,

20 data signal processing and computing.

—

Below are detailed methods of detecting errors and correcting both wrapping and gap
failure. In order for the cipher to be usable as a practical means of securing data cne
must be able to rely upon the integrity of the decrypted message. Using the original
25 methods described in the NTRU patent application, together with the detection and

correction system outlined below, this is finally believed to be the case.

Ty



PN
Consi der this |astipolynonial p~ * g + é *m For ﬁbpr opri ate paraneter
choices, it is 10 possible to ensure th&t in al nost every caaeznq\m\l 2084
coefficients lie between -g/2+1 and g/2, so that it does not “change when
its coefficients are reduced nodul o g. This neans that reducing the
coefficients of f * a nobdulo q into the interval from-q/2+1 to g/2,

recovers e, nom al . a=P~*g+ ~*m_ 15 20  Appropriate paraneter
choi ces' réﬁ%&ilg%g{r :%r?rtat?ﬁ% ?Oéwfﬁgn\fﬁ]i‘ WaTFE R conjgagtion vaitllanjetiginal thefli ned i n

2. The | ovef ntehege maker syses td BBt dkBlech NG bAR: Qi coelflgients
in the pol q,mgk; g,.~ and f are zero. Aseea conélgjggge%l%@elbgatﬁ#@? atnﬁe
pr obabi | i t%‘ Sd’@é‘fnppé?ﬂé-nt in the above polynomal wll be close to

zero becones greater. However, these values al so dictate how many possible
pol ygjg’)rri als there are of each type, and therefore how effective the

ci phe¥' s sBemblet yoiitsins bfock4tes tha¥ 8RS 2RhSsiliakiE N8l LlioRe too
many possi bl e values of g, ~ and fora ggmattagﬁggqjgﬁgg agglwgu%,pbaléﬁ Ss
their exacf®VSFLE serdaexastyithy sarearmestagoimultipte. tirhés, ton &6 ais¥ Al URBoBkRd SO
smal |t hatgyhRe! ehak $nibdt 2004 chance that any of the coefficients in
t he above B’tgl ynor?i allgwi by %‘?Cleg@gulfys? Q%Pﬁa HRRGE Milouh ryiging the cimhenist he
security ocfcufg. ci pher will be conprom sed. The paraneter choices used in
Tunbl er give a probability of approximately 1 in 10000 5 that the

pol ynom al p~*g+f*mw ||l have a coefficient that |ies outside the range
-0/ 2L t 0 Q¢ ZellTRI SB[ Saﬁha{al n - ~- e, of so coefficients) wll be
translated by tg dur_?ﬁggt he fi ré‘{]gfs%t%rbdé?(ln%é%gﬁgﬁgﬁ%lsé’ﬁ(ﬁ?r‘gﬁrIt‘P fwlddhes or e
have an aldpéviedm sglutiennfod uproc3sinExAeNER B BKICES the dBvelisbry ogi’%"‘uﬁ—n@ie}"k sual
exanpl e Of-Nf.RW’ ﬁg@ ng_ﬂ rror. .15 Figure 5 graphs an exanple polynomal f * a
that has BeeROr eouCel RISMFNGIPE have sisaied; same sesmingly atintwitige oFipirtay

coef fi ci enhahadewhiel paseat QacHWF 1ROk Lghts, rel ative to their
val ue (between 0 and q). This is t eRBjo’]alf/ﬁgr%g%Iatl]?ﬁggﬁ%lﬁgeasggdﬁf& will
recover hal fway through the decodi ng process. The polynomal is 20

di spi;ayed sy 1k EAS iLive residue classes, as the sinplest
reducti on I@éﬁ%}ﬁ gﬁélgt\%%réog?ﬁ%‘nla Clgpﬂoé}?é’g?é‘rsmﬁitﬁ? NM@W& Bedepsarhese
cl asses. Iocomtize this inteany algotithen WA $AGEat N Ll 4.0 e shifted
into the Iﬁast absol ut e, resigdule cl asses %tbefﬁlv)\gglﬁ%g +de§;ég%ddgq?rfl§%c{ However
the currert® FEPRSOESS 3E195h COMBION Attagiess ta Iderfabeahe aimhet hvath @iztlat dsital

coeffici enfafn hfRAlingd! &nd" RS td ap_i.ncorrect are 25 collected
together in the ce%t re o? t%g%gﬂgy?%gjﬁ?\l@ﬁ Sfﬂl?eéje‘?olﬂeé‘%/é‘flﬁji’%hl N§HITE¥NbN t he
graph (théppkesat baliekesithasalb0fthis has been achieved in Tumbler.

20
2. Mathematiéal Terminology

The NTRU cryptosystem, and the Tumbler version, depends on three integer
parameters (N,p,q) and four sets (L Lg, Ly, L) of polynomials of degree no greater
than N-1 with integer coefficients. Note that p and g need not be prime, but it should
25 be assumed that GCD(p,q) = 1, and that g will always be considerably larger than p. In
the Tumbler implementation is normally 3, and g is normally 64, 128 or 256

depending on the size of N.  Other implementations could use other valyes,

e,



T :
Figure 6 shows the sane polynonmial as in_figure 5 efgépt that it has now
" been shifted into the |east absolute residue classes nodulo q. TiE2aNB% 2004
that was marked 22 NOV 2004 as 501 in figure 5 has now been split into
~two and is marked as 601 and 602. The coefficient that was marked as 502 in
figure 5 was just above the g/2 line and has therefore been shifted down by

g and now si a e t of t raph. (marked as 603). This is the form
of the pol yng%llea%m[‘l{%a‘f\rﬁgmﬁll ﬁg]bréngcfﬁﬁ\?mﬁ?ﬁt‘%dm&i&eh PR nPﬁn%IFG%r: BIX4F ddover t he
ori gi nal messhaeend@l & Romillde. wilittGhUs: | ynomal p~ * g + f *
yyt~ relating to the- polynom al s Sﬁgé#gxgﬁ?%%gﬁgﬁﬁ% This polynom al is not
reduced nodul o g, but it is hoped that its coefficients will all lie in
within the rangg,-q/2+1 to g/2 so that the polynomal 10 fromfigure 6 wll
be an exact nmEthJ:[F,m.,ﬁ;,_nen the nmessage will be recovered w thout error.
This will happenrs with appropriate paraneter choices, in all but a very
smal | fraction of cases. In this exanple the coefficient marked as 703 lies
outside the stated range, This neans that the polynomal f * a that was
shown in fi gD AR [ ubERRIOpaited wosks i Presidelinding shmeodey casqin imonnal t he
sanme ang not »d 4 ; TN fficient. 701 has beep w apped
to the posi tpoﬁnﬁgﬂrﬂl&égh%(%w?ﬁﬂ# hglﬁg%o%ﬂgﬁv%%ﬁge(ﬂwgf?d&ﬁgo? H&?“&’Hg}é)exi sts
some neans by which it is possible to know whether or not an error has

occurred. Th al yno | ~is known only to the encrypter, while the 20~
pol ynomi al s 3@8&%01& erkoﬁmuﬁ’ﬁﬁ%t{oé e T@@oﬁ@"e’tﬂ}“’%gmfo'? 5 divprosgilisitly t o
predi ct whet hes caclif BRPHOHor ﬁxioldhkﬁe wi |l occur. Detecting failure involves
. the use of some sort of a check hash that confirns the integrity of the
original data during the encryption/decryption process. Such a check is

al so nqpessay;y* EQ prevent sone forns of attack. 25 The nechani sm enpl oyed
by Tunbler to detect decoding failure is detailed in 6, and the neans of
correcting these errors follows in 5. N, N 22 NOV 2004 5. Error
correction Wapping errors were a recogni sed problemat the time that the
NTRU ci pher V\'&Tgl proposed ( NTRU patent application, 1.3, p. 31). However,
the routine suggested for resolving This was flawed, and did not correct
many i nstanc of appi ng #ailure. The 5 nmethod involved shifting the

pol ynomi al aifr oﬁwﬁﬁbFo@g-,-lgy Mt tiple of 3, FI@i;s changed the val ue of the
coefficient that Wds being Thidorrectly iwapped’so that it was not w apped,
and did not alter the value of any of the coefficients when they were
reduced nodul o 3. Unfortunately, this often caused a coefficient, whose
val ue Igy at_the other end of the range, to be wapped incorrectly, where
previ otidl y t Hishowdubedneted theo this e preciselyrthe sarfib @s wea [folghoatislomuBic edd on
t hat was sug o fatled to correct, an_error known as p failure.
This occurs gﬁghpglﬁﬁh%c%)re?%%ﬂq? R PR ox ?‘PEFh@rﬁoe%Qé%elﬁ Qfa%ﬁlé QORHingds at
| east as cl ositht(addedrto) de @no@At QRHident ALRSEEACRET bi &Nt Bfbtdld WS 9N

{ Bhi s was
-k : coefficient of X, and so on.

20 In practice, one is usually interested in the value of a polynomial’s coefficients modulo
p or q. In effect many of the operations can be considered to be occurring in the rings

ZP[X]I(XN-I) or Zy[X)/(X"-1), but it is desirable to consider the residue of a single
polynomial reduced both modulo p and .



" extrenely rare. A gap failure can actual

15 not originally cogl dered an issue, a?Zt hese fai Ifﬁ?“es wer e th‘,'_e?lég%l\!t gm}lie
y occur once in every ft§ I

pol ynom als, which is sufficiently often to be noticed by many

_applications. The principle behind Tunbler's error correction systemis

sinple. If there is an error 20 then find it and correct it. The difficulty
i's that therg@ntofd 68€ffdsCl I ch iewed.naiyely, could be wong in
two possible vvafys_ (V\Een treate t§pe{swrlrcl%ldla.'lo U1§V€@/|)Lﬁest¥l? BEQR otp tpdlre Hiepe
mul tipl e si nibalipeogsnaiuiog.s. Checking every possible error is therefore
equivalent to trying out 25 every possible ternary polynom al until one
works. Due to the nature of the cipher this would take an unfeasi bl e anount
of time. FurThekn® evo ddRful SIS0 RX en.have been caused by decoding
failure. but by an error in transm gg?l{)%ﬁe\érm%&g@ I?lﬁg'r%gtag EEEPat i on by an
att acke?. 22 NOV 2004 The Tunbler solution is based on the fact that not -~
all possible errors, ar orn equal . |f one orders the possible causes of
error from nf)sta@li‘qge‘f%fetfB“?Eﬁ%f@ﬂ%b@@ﬁen an extrenely efficient search
can be perfogngd §,86 ,4 ke e gryar. lLn practice the nost common
cause of a de(r:rgdi(ng ‘F?ﬁti I é@ﬂﬁ} Qﬁ%dtepgt h@ c@ﬂglgdgbpr oximately 9999 errors 5
in 10000 (for the paraneter choices currently used in Tunbler). Recalling
t he cause of decotdiﬁ% fﬁi |lure in__4, the algorithm paraneters have been |
chosen so t hats BOLRHE; HOPaYSndwiNI RY parsetetars hawet beeardhossninsuctah weysthatn ST de
the range - oft 2srdxticthedy BkelWisi,: : i thin.t ange a decodi ng

% p R e ol et S BB st i Fong

failure is said to_have 10 occu

. out si de t hi s2 paidgefactorisatiorpdardin se, if thbp utist] tHeke HOOREs AefunpekynoNM al . The

s,

chance of two coefficients falling outside this range sinultaneously is
|l ess than 1 in | 00000000 per polynom al, and so on for nore sinultaneous
errors. Al sol, Wossste of aebblyab@itls fnk Wth QULRCAtst AbGuth 3NFhe Loyt St
al ways fall outside by only a small amuntﬁi‘cﬁéﬁg ‘g?‘z‘é{ gfgﬁﬁgle&eg{saoﬁ%, %t he
less’ |'i kel y and 4 alse hanaroefficiafsimadubnp, Witlde b8k bradefibbivetins FMGRRMlsS| de
t he rapge. Fur her en,a coefficient falls 1Jé(ust above this range it

re

will be” wappe Efngn?%%rb Ipghi Ravenespestiely, mweiely &O¥X 104N coeffibenisust

bel ow this r@igghd {auk lil he . to n.the first case its value

will be 9 too smail, whi o Vé%lﬁgp aoglffi‘:l%tﬁ V'%Bethiv ®rdo 20l4hs roreRining 3

where x is tdveffoniedts edt hposg tthy ealuesd.dPelyRémBISRAY], Grd defifled 16 Ha@%]tcg{ezxpcase
e error.

it wll be x too.large, Thi rovi des a sinple nmeans of finding t

The val ués tﬁ?ﬁﬁﬂil?@s %thglé%f’%flg ltﬁ%ﬂfIJGB'hﬁ@Fr%@@W@W&theh@llrﬁ’aﬁbehfhibﬂzﬂ}l-ﬂletO
g/ 2 are checkahf taheidi&IPLSvALE r 25 their val ues modulo 3
by addi ng or subtracting x (depenégﬁgﬁo’%&v@&r{@g%ﬁ%%%ﬁvﬁggei‘ﬂr“éerat t he
bot t ordr t cipeficient avithaiadie T.ds plbaw theel )be iFvagtabke. 8 shows the sane graph as
that in figure 5 (explained in 4). The area surrounding the line gq/2 is

‘highlighted and marked as 80l. The coefficients that lie 30 within this

grea are the3,on@seitiey are nost likely to cause an error. In order of their

35 f. . ,. 22 NOV 2004 proximty to the line g/2 the first 5 coefficients

are | abel | edlts0umigensrypodysi@nss fmeBOfthrebhepataitsyblelts! ¥ keAMSEHAT syRRu! T OF
'

woul d be the c l.ci ent marked 802 having a _value that is x too small.
This is exact] %%ngltem%ls}’%?mtaﬂ {2 {R5E/Ptiag eysiead Tihis serHon Repfly examings eaohchf

addi n@X to thivesheosssiini il otiNa ny WRYH!IARAEEd SR £ BhrbB oA ying

processes.

The NTRU patent application describes encoding and decoding as very simple two or

three step processes. The Tumbler implementation has introduced many additional

R oty



~ 5 The exact nethod ttﬁt’ one shoul d enpl Oé to correct"fhese errors depends

" heavily on the use to which the cipher i 3bei ng put,-and the pl a@ NV 260
which it is being inplenented. An exanple algorithmis given below. The

. premise of this nethod is that efficiency can be achi eved by naking
mul tiple correction attenpts as fast as 10 possible. However, 9999 out of

10000 error Ss 3 on the fir attenpt. It is probably best,
interns of ge\é‘teder%ﬁ’ Qﬁ%ﬁ%g%% ;Egocteﬁgs §H%Sr“{ieé§1y eEE irgBP’é’liﬁtﬁ‘ia E%F;h th‘dﬂexrgﬂbmﬁ

| i kely errorpmoessenibylodoist Hecitbddk wit@C r A n he search if
that first attenpt fails. 15 Since thtgggl?%?égaf;&ep%%@ﬁgb%ufrsnﬁﬁe esﬁlﬂg{}ﬂe
order of onceMPAreVBesy hersoopotipgrensavish thmr speedents ffien ahe NTRUI phgnesmal |
on aver age i1 oml y.be ol pportant when constant flow speed is an issue.
The net hod ?i%g)é%#end (ﬁig%{é ‘ggéegphave sone advantages. G ven appropriate G |
tables §see below), it will fix all decoding errors in a reasonable tine.
After the fi)]hs% few steps the original data can be stored in a very 20 ;
efficient.f £ caseri theeyssagionastern otk pragesiates ravesidecheiaivelyesimpleertigd to
agai n. Figur j 0 . e.follow ng error, correction algorjthm -
No equi val enlfmﬁﬁdgg’r ?lt E\Hr% &%Q%E%aggﬁerf %dﬂiengrteﬁtgﬂl\%ﬁ@“ﬁét.’é‘nFﬁI%tﬁB‘PY CHIVEobEenThi s
flowchart i saddesiegned as a counterpart to the flowhart describing the
decodi ng system (see figure 3). 25 401. The error correction routine uses
t he al gorith%}pgraget ers Nand g. It also uses the private key inverse; F3,
but not the PriV& e"k&BPh tself. The correction | evel deternines how far the
error @rrechi on rckléti ne should continue. 30 The error correction nust be
non-zeth, orHeeME ey CreasoR Y bieBnisr dnseribed, woill ehpeesdn figuss 127 MOY QOd have
" been cal | ed N?RU‘I?atéﬂtraﬁ likage- Al nost all errors are fixed very rapidly.
The correction level alfows one to control how certain one can be that an
error is due to a cause other than decode failure. An arbitrarily high
correction |evel, when the cause of the error is in transm ssion, would
cause the pr%es@hq ey shtatiRnesySism dakearipi theaalgbythiopgranetdrsey ahdy geXihst i ng
errors are Lkel y .t rrected.in .t first fewattenpts. It
is therefor ?%%rgi?}b%g%d;ﬁlc%lﬁcﬁ e p\%gernyt/%ﬁlf}fc R?@/ ?E%Fd t*fhi’e éhaﬁ%""ﬂ}eﬂé’t@fét
undet ek ed evatups cosldibegised)i bl e and that the failure of the polynomal to
decode is nore likely to be caused by a problemthat occurred during the
transm ssion of the nessage. 10 IS 20 25 30 The correction routine takes in

the hal f de ed ; ] 2y ,» and the ci.pher .pol ynom al e;, . These
relate to tﬁféﬂboﬁﬁgﬁq%@g&e&&eg} Igt{}n 1? hd %e%lga?lhﬁang§@?yer§${1§ I8t fefr Whish 1se. ' g
only used f clependsat bmgy, asdesciierkinbhoNRRU fatdrs apglaaiibh e(§1Q, puah d repeat edl y
inputting e; into the hash instance by recording the state of "the hash
function after inputting e; and then returning to this state, instead of a

new hadh | nsfoSnCEe WhefeaongWsChnSlakd hEMS £ sl diablits Gk Ehaigean

.constructed from experimentation an ows one to contro

{ whi ch varyi nsatitser thegrore shcient éAtment loresseaklgorithn’ de ted. Blhis iBiorigns wiept hs.

'Si nce al nost -ery or re.corrected imediately it is hard to determ ne
i deal val uesfoﬁljtl)dr “fﬁil’lés) p? %%I Z’“ﬁ‘gﬁ%o’%ﬁcﬁ@"&% Wé’k‘ ‘é@ﬂé‘l’ 15¥e mtlemeshy Ifighartlact o
the exact valchespal e:al (Advaht& hmg, io@dlage-- cé?ﬁz*oﬁﬂ@@&k%&@.g i) %%u}e% _
sinply a counter used to conpare wth the correction level. fe Varue j is
used in conj§HEER 8RS vid W tGeppermies, Springertiedrlag, Newvifirkh! 995wpmf 43556)S It is
25 possible that the inverse does not exist. In this case, one returns to 102 and chooses a
new f. In implementing this algorithm a process of fast modulo arithmetic throﬁgh

parallel bit operations on a vector representation is used (see §12 for further details).



currently being used?fThe val ue of x tel bg one hOM/&azh a valgq;Ngv 2004
incorrectly wapped nodul o q, has been altered nodul o 3. More general IUQ/ if
the value of p fromthe NTRU patent application is chosen to be sonething
. other than 3, then x will be calculated as- 37 ("': 22 NOV 2004 .r = g rem
p. Centring a polynom al nodulo q refers to shifting it into the |east
absol ut e resil@deAs fasHSs ct@pnithethe TRHIG 979 Lalchhed MM, BE R
is not necessary.to use the 5 range -(?/ Zf?rtqaalz.e Inste%g' %mnfe?ﬁ@gﬁfggt%ﬁ%e
the range - qf¥s@iog D ¢ progsss ofafastmpdulpalithmetic thireugh pareledtieshenktiosl onid |
order the cogbfibfidssnt ; oximty of their values to -q/2 and
g/2. If values exactly g%%@ﬁ‘%@g%%?@m wr apped down in step 402, then
negative val ued coefficients should be |isted before positive y 10 val ued
coeffici.ents ﬁséa,the sane absolute value, and vice versa if values exactly
equal t 3 - q/ 3 V2R pEdsupodply & premeih ppassitisstor ¢abedate frdn guthe iByersde
l'ist woul d begidygvat Bedbe figients |abelled 802 803, 804, 805 and 806
in that order. It _iasB %ossioﬁlqggtt gﬁ}rng’cﬁ)l%agoﬁﬁ?/ W‘ﬂ’egﬁ‘?@f‘ aRekegatical Jgchnique
coef fi ci ent ' solajuialy caiedttvetsadgsingf Thibalibwoae tandidike e Ml enbdss! -
The whol e value. is used here as |t pekes it easier to follow the 15
process. 404WRERdS 2FAYS PRURICHdOnibem the nverssemodulgih dBootdtpbimgquses the
pol ynom al  afollswin® phefieR! IHYSE the ; (s~ hnitialised. Thi N U :
control_the n rrt?elrggf 's?rrul talneoeulégeelﬂgérjgfrfs&?dél?o %#‘%ﬁr%facﬂlgﬁpi st%ﬁ‘\ggt."ffo
begi n W0t h aFcmald e ithe invetee fmahio p¥icorrect |y wrapped coefficient. 406.
Here one takes the current depth at which checks should be made fromthe
:table. If one is on the first row of the table the checking procedure
shoul d start 186, dRRhbseR raddordy, ;8RAWL hat.if ,a.value is no |arger
t han the one foﬁgthe préviousﬁf thenﬂ?ﬁgwggg&%t%8§U%8ﬁg€%ed k-tuples in
407, and the algorithmw Il skip straight to the next value of k. 407. The
al gorithm segggf;@% Wﬂ%% all the k-tugl ez of coefficients with val ues
that 30 are no nore 't ©CEMPAN08; 88 1135 RO RN the niNT &R patapt apptisatigs nt
it is deéter nifgd, step 380NNRAARA MIRERED (L BERA 1RES RN £h UK ft that
have not yet been checked. % k-tuple t?Blz(it as beeh o S@&‘g&éﬁﬁf%a search
at a smaller depth need not be rechecked. 408. A k-tuple of coefficients,
whose val ues ;g4 I tiel £ Ml imen range, is chosen.5 This k-tuple
shoul d be dist#ag# ?%%#%kesgggﬁ% é%that has been chosen at a previous
iteration of the algorithm The values of the chosen k-tuple are then

3 for a possible m s-wapping nodulo q. 4009.

altered to c sat e..npdul. o g . )
Using the al 3@5 ed’,u,ghgﬁg’ derdaihag bp pekiished. | This barphasneelculaged in step 107.
20 3.2 Encryption

Here the Tumbler encryption system is described, as it appears in figure 2. This should

be compared and contrasted with the original encryption system described in the
NTRU patent application (fig. 4).

25 In figure 2, the symbol |f is used to denote the concatenation of the objects to either

side.

201. The encryption system takes in the original message data (the plaintext), P, as a
(binary) string of bytes with an undefined length; the public key polynomial, 4, the

Rl
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e,
410. A check is made to see whether thgsdecoded polynom al ang?[@g‘fi pher
pol ynom al pass the integrity check. 411. |f the integrity test @l04 hen
b; is accepted as the next decrypted polynomal. 15 412. The possible
k-tupl es havi ng been exhausted, the search is now extended to a greater
possi bl e distance fromtqg/2. 413. The value of the table G at (j, k) gi ves

t he depth aligoriting paminetesh lagd st Qpd 2F g stuple
for the current vhJ ue of k. 417 The ngaﬁﬁs[sgx?' ?hggﬁﬁpelggrrrgﬁgnﬁgﬁbéléfn s been
sear ched, Pt f‘r%uoa?%kne@ (MREA keit e dde peocesvrlscmakdsaiss eAthelSHA S liRBimgent ed.

There are gRhyiigys c l. npa achi eving this than having a

dedi cat ed cour%telgrm ﬁ%q % {}L%ﬁ gﬁlﬁnag Eéﬂ‘éfifﬂn]ﬂ iopg Lnstityte afhe

corrected Stamédirdhamd?ﬁﬂmﬁl@gﬁh@dcdr@%laws)@hdﬁ&ls @PS §86i19n level . 416. If

checking has been perforned as far as the correction l'evel specified ,

wi t hout 30 havi ng stopped at stage 411 with the decoded poI ynom al, then

t he sear chitivsill befunderstos OV, ned an nom al remains
| understo ?ﬁ?“%u U RS B S e e Akt ot 111

uncorrected. Realistically, wth a nm

only occur(owh@hen) heessageoto bs manyped RtosMEtdiang Q;n%ﬁleﬁthagn&egogh&?
failure. One increases the .nunber of. sinmultaneous errors for

whi ch the @8?93815‘?51% procedure is to be performed. -t18. The rows of Gare
zero term nated. Wien an end is reached, k is reset, and the search is_
begun for a singleton error again. 10 419. The al gorithm noves to the next
row 68 G 20% If Biel cmphengecemamf&’[uétl}ﬂhMsmﬁssfmrknﬂﬁtﬁb{ecﬁ&th@Qs h l

used. 15 Eéla XZ - 45x3 -117x4.

i ndexval ue S:El? Btﬁ%f breﬁrffnc%‘%ﬁgiée%ﬁé% bey ayngmpzatpde & bzt%o%rrelybmdstat(&)t he

coef fi Ci enire\gbhé}aﬁeb%nﬁrtﬁf?sk%?ks SR P é@'t}héeseg{félﬁe?@%%fo?gs%”&% 1! 1%“ | ndi ces

1 and 3 have the sanme absol ute val ue an IeteI y
ar bi trary WHifeprefectiomeiseusedothens 4 +50,6 +i@,sbut Fer setqhencreeS(tK)3& gidane

exanpl e 1 WidslaeRA this taﬁ(}elfo'srﬁltpracltlrc]:g Iacsgc?uencg ij alf'zero:\s/ }Ei\ast Itloee fe%qe’rﬁg ?soxlmutt ©
15 the same thing as S{@)!

203. The MTA key, K, forms the first & bytes of plaintext for entry into the cipher (see
§ 7). This is then followed by the original bytes of plaintext data XORed with the
output of the sequence generator (see § 11). To encode the XORed plaintext it is
20 necessary to convert the binary data into ternary, in order to fill the ternary
polynomials (m) that are used by the cipher (see § 8). These ternary digits, or “terts,”
form the message polynomials that are then processed by the PKCS cipher. If fewer
than N terts remain unprocessed then the remaining terts are placed in the next
message polynomial and an end of message marker will be created in 207.
25
204, Provided that enough terts remain unprocessed, a message polynomial is
constructed from the next N and then encrypted. If the plaintext data has been

exhausted and there are insufficient terts to fill the next message polynomial, an end of

message marker will be created in 207,
30
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22 NOV 2004 val ue and different si gns, 20, assum r((;t hat one uge% N[We Zyglpge
-127 to 128, 3 is listed first. The resulting ordering will theérefore
{(2,-127), (1,-117), (4,-117), (3,-45), 5 (0,45)}. g = 128 = 3 * 42 + 2.
Therefore x = 2. Consider the sinplified table G-k = 10 k=1 k=2 /c=3 k=4
j=1 320015 j)=211 11 40 j)=3 11 1150 j=4 15 12 11 1 20 This table

i ndi cat 208 Aestd KoMy : . L fL at t th
i ndi cat es o gelyndmiay @ﬁbs&&aﬁ&‘ﬁﬁhgﬁféﬁ 55 fh@ép%ghb ked T@mqsdlugﬁg €

error is discovered and corrected, then th eckin rocedure
st opped. 2BotyREm by gl pddest tarthe mestebe aolyaomadpThit prevesy Rddertias] &imed et on

errors tha on1il28 or 128.. There are none, so_ it proceeds to
si ngl et onsh?%E@EQ%EQ%ERplfgtefltoappflﬁafm&:}%&fqStFB %gé?chﬁbg’ét hgmgeametent ai n

one such, ashapdicat tbotpordwd i€ ifd piebllic KRG EXhd festilfifio SAMRY § NG pdy & 2
Since.this cqefficient is negati v_Ise tlﬁe gl‘gori tshlinzg ttenp gg{ng&é%prget%n it by
adding 2. P#ikeftie i hirsawd iaputiehiintoaxchepk bashtfu@icihdblioveel Wstherrmebsigat t hi s

fails. 4 | 1) =.3,, one should caontinue_trying to
correct -si %%%é?%!%/uéﬁg i[ﬁl ﬁgsﬁge?ﬁ%f%f: ’re%teaﬂléqlllssai?sr?gﬁ’aékﬁ‘ﬂéo %ﬂ RS Thngheck 128 to
-126 or 12Bashds t@3Rputthend caicatenfted®s fie%h i ; {his
point it is betég&lzéget rycto :orfect g pa??g{ﬂaog}éﬁer}@roq}tt}%g@a(g%§ %&A%% rsin

t he | ar gesPYPHh peh feEmepycheck blogk B: 4. G(1,3) 0, and therefore one nust
now switch to the next row of G and start searching for a singleton error
once nore. 10 The search starts where it left off in the previous row, with

a depfh of 269. Hadingooksyfted ®imeisageopslydominlt b [thed prbcdels aodaRt hef 10.
At 10 two rm]]rye Oaﬁ]enti&le ertrsﬁrs are found. Once nore it shall be assuned
t hat corree?'ﬁalgf Bype WengraVaers of plajgieiow anot her attenpt is nmade to
correct for a pair of errors, starting where the search left off, at a

depth of 4, Wien a depth of 10 is reached three coefficients are found in
that range?0%&nt shetikebyr thag thotpdaintest dgai widl fileeausaci ndeke? of médshgd i n

the Iist t i d_b ted i.n the foll ow der: (2,1),
(5o 0y and PEREPRRN G cYRkbEee FOIGRES S el For Srritn tcsisohem ol Rig: | one
of thése ppblysomads thadesdetied CampRdy uﬁiﬁ?t&rﬁrgéess Hleé'&%@& in 23, 294] FgROr t ant

to renenber that in practice an error” W lT al'nost always be coérrected in
the first FelotaeRpRIProgesses, thedgst mmasage pelysomial is comipleted using the end of

message mechanism (see § 9). This mechanism creates a 12 tert end of message
marker. This marker is included in the plaintext and may not fit in the last incomplete
message polynomial. In this case the end of message marker will spill over into

20 another message polynomial. The last polynomial is completed with random terts if

necessary.

208. The last message polynomial (or possibly the last two message polynomials)
containing the last incomplete plaintext message polynomial and the end of message

25 marker are now encrypted in the same manner as all other message polynomials.

209. The concatenation of each encrypted polynomial packed to fill bytes, but with the
last incomplete byte (if it exists) completed with zeros, followed immediately by its

associated check block, forms the encrypted message (ciphertext).
30
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If a cryptosystemisvable to determine whether the encrypted data is a
~ valid encoding of its associated plaintext, it is then said to bg 23I[ﬁ]\,ht2§§4
aware. This is usually achieved with sone sort of check hash. c,. 42
NOV 2004 Depending on their use, systens that are not plaintext aware may
be susceptible to attack. An attack that takes advantage of a system s |ack
of awar eness3 3op&§yphiod he following way: 5 An attacker intercepts an
encoded nessage. The attacker then nodifies the encoded nessage slightly

bef ore sendi [ i gi.nal .imtended recipient. . Thi | i ght
modi i cat i onﬁ%ﬁﬁﬁ%gﬁné‘?@rrr&e%%{ﬁoh% ﬂ%%%esﬂaﬁ%e » At ﬁ aaﬁe%rwaﬁs%e Si lgﬁfé?htlfékﬁ ,
i.e. one thatongmdlamiotonbasted wethabel 6dgihalr dBcBfntidh Yy Bl ~ ases
t he decoder 10 is Linabl e to decrypt the nes?fgge, 5ﬁtgﬁwd%sﬁ%egﬁg?g?mtgform
the sender (RAMGRBPHOAEOBIHE&CKer in this scenario) that the message failed
to decogle. Alternatively, the nodified nmessage might be a valid ciphertext.
In such a case the decoder will decode the nessage and attenpt to interpret
it. Since it30aghbdemyptinti dysech thkesihithesilgSapoedambRe ﬂ%ﬁ@gﬁfhe@ﬁfheﬁf&t, be

n e

able to nake atgg senss(éof {he message, but this is irrelevant tot
attack. The GtP&eRENe kepoabaomls /3pd Fasthe save careationdsyely axb ifthaugssaty, each

stage whi ch it ) i Vi i | phett ex v, anal ysi this, the
attacker is tg%iﬂgf%g&%b}ggﬁe rrrgnéérélse}ﬂg{))hn%kg# B{Lh"t’efttg? %Hﬁ’gl hai'ffg@ga‘é%&%‘f‘u%'é? .
takes this dgrodcie fymbohpis wadteadanowahé calchiensigas e shieest @thehamh. check
based both the plaintext and on the ciphertext. This allows us to
describe Tunbler, generally, as "text aware'. 25 Tunbl er preferably uses
the SHA-1 (SRQuF e HRsintdy gl )i o - each .
encoded polynom al. SHA-1 is tgre}?%e%elgto?%&t ﬁ%@‘%@%ﬁ%‘ﬂ?ﬁgﬂ@%ﬁﬁw”

I nstitute ofcostaamthadgerynisd plrauethxiclatigyitls teed TAaerblastioSstihapmlidd (fk BS)180- 1) .
43 22 NOV 2004 As each nessage polynom al is encoded, both the original
message polynom al and the resultant cipher polynom al are used as input
into an i nst¥EcBadf erichgtddhpdlfnortiglandtiBfelafed RUEINBIcER6RA Ohstrh e BLRNGE
polynog al is taken as ipput first, as this speeds up the decoding process
in thel ventCIP)l?ertSth@’c%@PWgreé‘i’fP@g thempekiag sereneronseddni28®. is first packed to
fill bytes as described below, for transm ssion. The bits required to
represent the first coefficient are placed in the |east significant end of
the first by30d, Tenuhessagois, malniglischisy thaptiviny ey fdindithereby Wetivansel iRldise. i f
necessary. ]ﬁ_HThe. messagge oI%non‘i al s then packed to fill bytes, each
coefficient tHf& {JeRRe -‘?FFSEP prse Sesrribad by thaydNBRUs  patsst spplicationr Higriset i f
t he correspaissgoaagikRict t lQap it } Ty he second
is onset if .It?ﬁje co'rres|¢g)%)rc’1g’ia}flg(f;)t E:h%teﬁ@ ir%ugn({}qlllésﬁfsﬁn%ﬁ%h%g? ﬁ?sf)ﬁe?(grg%r e set it
t he codt espdhiginggdeddef ¢irericomectian. 1. It is never the case that the 15

} 305. A hash is made of e; and b, in the same way as that of ¢; and m; in 205 (see § 6),
treating the decrypted polynomial 5; as the message polynomial m;. This hash is
compared with the transmitted check block B;. In the event that error correction needs

25 to be employed on a polynomial, many such hashes may need to be calculated using

the same e;. It may therefore be efficient to record the state of the hash function after

the input of e;, but before the input of ;.



20 25 second bit i{"s"'set while the firspgis onset.Ghe packed zghﬁb and
nmessage polynom als are concatenated, and are then hashed tog e Ms?ﬂﬁ]é
the SHA-1 algorithm The hashed output is then transnmtted to the recipient
(unencrypted) along with the ciphertext. Typically, the addition of the
hash will add around 20 bytes to the ampbunt of text to be transmtted.
Fever addi 36®@riAthehyinemitedwheckiflotis Beich@dihe tHAkES ¢804l dn 305 Widn 40 dl:&ﬂ(é%ﬁ
security. %an(gl e The nesse}e%e pol ynom a!th {-1,0,1,1 } would be encoded as
the byte 180FHABELPhdS Replegyasdhs grigingl Shmdssage holynemial bThesterts ofehassary.

In this en Lal. .S, concat enat ed the end of the
packed ci pﬁg%g;?@&%ﬁﬁﬁggﬁgé@ﬁﬁ&{? il Cé(slf‘{?ﬁbl%o(%‘?%é%?' HYENESIgos 44 22
NOV 2004 Dperforgnedamcsads ofgl2 tehe ci phertext and t he decoded nessage pol ynom al

ar_e;..cgncatenat ed and are inputted into the SHA-1. The output fromthe SHA-1
“is then conpared with the original hash conmputed during the encode process,

e o L A R A E ST T

encoded nessage therefore, even hée ™o

still conpof Bt feamalhen & seft @32 birs if @mehiver bomly Rbsdtheisdagedest RSsaQE t O
match the hash of the origi nal message. This nakes it essentially

i mpossi bl P45 BI% Bifs; OferwiSE Aeistioka eanaered pat ofakdsbithbut aeend of neFbrzesyst em
then rej ecigri@lkebe9gages whose hash fails to match the original, whilst
being careful not to informthe sender of whether the ciphertext was valid.
It i Opossi ble that wrapping failure may have caused the fault in the

decoded ne 5 polynom.al. If.error, correction is switched on, the

ci pher wil oqsggt% 8%% s E}r%x%rgfrepgi{m? EES gsﬁﬁﬁtggﬁi}dﬁllﬁ 158Ut Heconcyenatethin BesRBri bed
above. At BatbostegBinaty stidd (rBRREELS S Hieh@ & ute the check hash to
see whether the error has been rectified. Since’thé ciphertext remains the

sane and only the retrieved nessage polynom al differs for each check, it

20 hessage sty dep S e BROIE b et P kRl oG REpeer@ o |
ci phE¥ t extthamextteheryptedipotyestnidloget her to produce an integrity test for both

is not NTRU dependent, but works equally well for other ciphers. 25 7.
Mul ti pl e Transm ssions Tunbl er includes the option of adding protection

agai nst Mg, Bf fhe TFABSMASHR K HobRESSs bMTASkD the hash created in 305 then the

decoded polynomial, &y, is not the original i™ message polynomial.

20 311. If the optional error correction is active the error correction system attempts to

recover the original message polynomial (see § 5).

312. The error correction system will report back its success. If it is successful then the

resulting b; (a different b; from that calculated in 304) is accepted as the next message

25 polynomial, and the cipher continues as normal.

313. This point is reached if an error has occurred and has not been corrected. The
original plaintext cannot therefore be recovered. In most cases the whole message is
discarded at this stage. This is because most uses of a PKCS require the whole intact

30 message. It is possible, however, simply to record which bytes of the resulting

%



45 22 NOV 2004 Shoul 8§ the same nessage bg?encrypt ed @nd transm’té gd rf
" than once using the same public key and t hout MTA protection, Nﬁ@ #én
become susceptible to attack. It is inmportant to be aware of the

~ possibility of predictable simlarity between two 5 nessages. Most
obviously identifiable are nmessage headers, such as those used in email,

whi ch are of edictable. 1f the first few bytes of several nessages are
i dentical t h@ﬁ‘lﬂ}tﬁ’éi rrgfafei f?)s’the T EE R RoNEIY ﬁ’%ﬁ?ﬁa(ﬂequ}i}'qqmlal,sséillb@ stagenBP&adndand
hence susceptofilieta® RVIIAOREP thHadP PO Re it i I3 is.transmtted
on a regular basis. |f the :;1t)?ackerB na?(egﬂ{sh(grég{cl)f%gg{'er%gs%%ttb%hnﬁcﬁ%{% he
prices have H®ssaghaplysemial wil beefitadedal so all ow themto enploy a MIA. The

security of a single nessage polynom al is dependent on the random factor
used in 15 the encryption of that polynomal. If an attacker is able to .,

det er ni fie t ha14.andom dfasi@rseapd Nastsa L] P}gﬂy A oS5 en
trivial for themtaq retriggvsg t he orisgﬁg%&n%ggiﬂgﬁgégﬁg |m§"r'a1&‘ltl 585\1611%%5 i's

sent, the raRWsks Phdet arcscamweredrionbids and coheaténaped foiR. cRinkily2thip Mlydkots al .

Thi s neans t j it he sane nessage is sent re.than once it wll
contain a di p ?‘gelﬁeefrtletdezr&gﬁnﬂlct)pr{ﬁ fg%%togrn.lesﬁgealﬁe‘g}aflggk%eek%gasﬁ@rm@érrﬁ‘&ilﬁ theat
two or nore rem@mtefdont: ofehs BISSottaNSl BXRACtM thitehaSamst Pét%ieé}# Etbvertb G Can
conpar e thesgﬁggmges in an effort to determ ne the random factors used.

25 Even with protection it is not generally possible to determ né
the enyprety of the randomfactors fromjust two copies. However, even
sendi ng two copies mght significantly conprom se the security of the

nmessage, whi BES.sentlisrsgagaR tis Heeplainpixe data avitlatHeOM T rdd diag kall ép?li&ﬁt’ﬁ{em ne

nost (and ev Eﬁ% I allﬁ1 f the ssage. 46 22 2004 The Tunbl er MIA

protection 55 Ew&’% ez\’fsrﬁ]fﬂyglgsweéﬁﬁfec‘ﬂsﬁﬁéﬁﬂ s¢sle bIaenagi generatar S{HHM y

sel ect od keyIfOMIS! paidBRAN A dode™m DURbe ) AARHIALOLLS @I TSLIR! (e
0 s3a n

pl ai ntext nessage differs:randomy fromany other identical
with the santonsilgreditnde ellizeron b phdicedoeguannt oflall @etdsthaadd effoctt ThisSeasr i ty

of the ssa it 5 i dcast with jts, k nd. t hus need not be a
parti c&?grl yglgesgﬁlF éﬁltr:lg 6,3@@65!?@%@@%‘%9 §Qgigﬁg}6ﬁ$atwﬁb\,§ fogapdycsd (see §
plaintexts wr).l differ fromone another in an unpredictable nanner.

Encoding with the Tunbl er MIA protection option adds a random (or pseudo-'
10 random) MTA key to the start of the plaintext. This key is then used to

set the initt k. Sequence, Cenerator (see 1, a step
202 in fi gur%ﬁé)ﬁ%%%‘ﬁgeéﬂﬁiﬁ“%g@%gé Sﬁjél?aﬂégﬁn trzgp%?ﬁ?(t’lnﬁéhe ﬁ&%ﬂi}aﬂ h
out put from &dveal Begssgace Generator before being inputted into the PKCS

Ci pher'Osee step 203 of figure 2. 15 During decoding, (figure 3), the first
Kk byteg of data returned fromthe PKCS cipher are used to set the initial

state of the4SepdesiifsFeNRNRAL O (see 11). Subsequent bytes are XORed with
out put fromtThe Se ue"%_c_Géﬁe erator before being outputted as the decoded

“ plaintext: sBechsimpa3ifhenpolihemita iﬁdeca@ecﬁusi?; tte NPRTRAlESritWhemeRS s dahaul S
‘conventional | t.gre aswﬁi)é@, the preferred PKCS al gorithm handl es
nessages as B%P%ﬁ i tagtdt te de¢9de bpedniosthe grigingkmessage pelyuwniad, 1 or - 1.
The nessage polynomial is just a string of ternary digits (tens). A nethod
is required for converting the bits into tens and back again. 25

25 To decrypt the cipher polynomial e using the private key £, one first computes

a= f*e(mod g),

R =ty



-

Each conpl ete set 6; 19 bits of the rreaﬁage is corfvérted in %2 pr esent
invention to 12 tens. This gives a packRt¥ng efficiency of 98. S‘%M@mgﬁz,
allowing the arithmetic operations used in conversion to be perforne gl%fsi ng
32 bit integers: A nethod using 22 NOV 2004 integers of nmore than 64 bits
woul d be nore efficient, but would offer a gain in packing efficiency that

woul d be n i.Ql b when. c red with other packing issues. 8.1 Conversion
of bits toa eoﬁglg @gxcogﬁ%tﬁngsnggatlak‘gﬁ isnEs o -¢gRt-bdera/dhBsetihgasts a

si gni fi canpol¥fommial Swik eink@er | dde c i.qur ati as the bl ock, of 19
bits from%hi nessage, an mdgséﬂbg% é%i %}%@%gg E(%lb’g(g%{a%t%nzélf’l@?ly@?e tents
shoul d be E§8vaadiby eorhputingt egers taking the value 0,1 or -1. 1. x is

di vided by 3 and the renmi nder cal cul ated. This value can then be used to
10 determ ne the next tent. O determ nes that the value of the tent is 0, 1
determ nes Fhéata(inbé yplue of the tent is 1 and 2 determnes that the value
of the tent 1s -1. 2. x is divided by 3, discarding any remai nder. 15 3.
Performsteps | and 2 a total of twelve tines. Clearly, this process could
be actel erahed Ay tha isiesp of f¥odals A F) ﬂpglq%c,gij)j_nstead of 3, and the

remai nder then used with a table of the 81 posSible 4-tuples (ordered sets
with four elenents) of terts to determ ne the values of the next four
tents. x wprd GhiyhsRiabesARgEd vi ded by 81 in step 2. If this approach were
used, the process would only require three iterations instead of 12. "Even
greater speed could be achieved by a nethod that divided x by 729, taking

t he remai ngeL, rbef ar e «ugixng . a rtsapl f 729 possible 6-tuples of tents to
determ ne the f25 val ﬁeséof}gthkhé n@}f"°§i ﬁgtents, and then dividing x by 729.
Thi's option i d ¢ &qlij 2 anify* mrimodemi nder and one divi si on operati on.
However, each t*hOQ ff eri n? sbjch an inprovenent in speed would al so
suffer froma corr‘%spgncﬁ?rq’ém néfease in code size. The ultimate nethod in
terms of speed would use a straight | ookup on a table of all 531441

possi bl e 135t &Sic Plg\( 2004, Wiai.chever of the above nethods is
used, the conver ??%%asbpélgré%ré% es® \%JIA% ungLF PhaRpRPTalH garameter choices, it is

{0, 010, 0, Opdisi6leto@nllrd 1} i Ambosde®e cask all i cobfictends lid beceped LynThugn Nt

all possible 12-tuples of tents can be generate Is1Ts cause
531441 is YPewtiBet 1t degs notchange when #8@oetfiniestsiase radposd motiulay. Taissmadnst ent s

that lie I.de..1 hi re.used to signify the end of the nessage. The
| ast i nco%%é%eggcégmgf&%g%%n? ?ff f edﬁ?‘fﬁﬂ?g IB’éPdéEdn@U{al from og/Birl o wh t he
requi red neobers ebefathd@blyabisal The [ ength of the real nessage data,

excl uding the padding, is--'

a=pprg+ frm.

15 "Appropriate parameter choices’ refers primarily to the values dg(N), dfN) and d{(N),
defined in § 2. The lower these values are, the greater the proportion of coefficients in
the polynomials g, ¢ and f are zero. As a consequence of this, the probability that a
coefficient in the above polynomial will be close to zero becomes greater. However,
these values also dictate how many possible polynomials there are of each type, and
20 therefore how effective the cipher’s security is. If these values are large enough, there
will be too manj possible values of g, ¢ and f for an attacker to be able to guess their

exact value in a feasible amount of time. If these values are so small that there is no -



10 remenbered and used for determning ihe val ue of":the end ofzqﬁqﬁagQﬂGA
marker. See 9 for further details on t3 Exarrple 15 For the pur poses of
this exanple, it should be assunmed that the sequence of 19bits is

01 01101101001100010, ordered fromthe first and |l east significant bit tothe
| ast and nost significant bit. Regarded as a decimal integer, thissequenceof

bits is 14 tent can be calc ed as

fol | ows: 20@%& %%nn%?’lr:g% rgmﬁgcﬁ?{gwr\/@f:& O%Ffp yogpigr W d‘ﬁJﬂFﬁuEﬂfiebtWaam of of
tent x is diigtdadghlythdn tike {diSGdt | 144090 = 3 = 4803001
048030 = 3 = 160103% 516010 =% %%Heﬁgﬁéggg%&bﬁgﬁ‘gedgws 14 21778 = 3 =
592- 151592 = 3 = 19716 2197= 3 65 1 49 22 NOvV

200465=3=2 11100=3=00 Therefore the bit
sequence 0%8%%%%%5%5g@¥éﬁdpﬁ t W“%@r%ﬁﬁQQF% Bility, poanpreximetely & ey l06e

{0,0, 51, - 1that thk pollyinodid, 1, -1,0}. 5 8.2 Conversion of terts to bits Wen the
data has been decoded it will again take the formof a ternary pol ynom al,
and the bit to tert conversion process will need to be reversed in the
following manner: 1. y should be taken to be the value of x calculated from
t he preV|ou§¢%Eﬁ'btffzﬂtens 10 This is clearly not relevant for the first
bl ock, for which there is no previous set. x should be set to O initially.
2. The terts hn the t. shog q be nunpbered sequentially fromO to 11. If
the tert i &% 5}5“da6°fi cignt jthatilies joytsidefhel ragget-g/2¢ | targf2. This mepss that dud ™2 x

3" to x. 15 Wit i Lhcant .bi and is therefore
| ess t han alg‘)e Ortgorg%&t?eﬁgaﬁlr 9%31? Jsl%t @mﬂ} dﬁf tl'Hae téf@p Bt fecogdingt he

“ori gilflal n@lst‘a’détheneforﬁhhmanrdteeedm ﬁhedlﬂbgm ficant bits, then the end of

.
M

t he original nessage data has been reached. 20 The val ue of x can be used
to determ ne exactly how many of the bits of y are part of the original

message, and Iamnprany nust be discarded. See 9 for further details. o)
("~ 22 NOV 2004 s Exanple The set of 12 tents that were cal cul ated above,
{0,0,-1,-1; 1,1,-1,-1,0,1; 1,0}, can be converted back into bits as

foll ows Nuntﬁagureﬂf5t@lﬂ\k@u&a@’isuhl&‘ﬁaiﬂ@ldlﬁfat@rab@n dged to xNew val ue of
xOOO?glOOOZ 12x32=18183-12 x 33 = s4724-12 x 34 1622345135 = 2434776-12 X
4s8193s7-12 x 37 4374630980063099139 196382399210 12 x 3' =1

180981440901]}@@&6430@@13}150& example polynomial f * e that has been reduced to the least
positive residues modulo g. Fifty coefficients are represented by dots placed at

heights relative to their value (between 0 and q). This is the polynomial that the

decoder will recover halfway through the decoding process. The polynomial is

20 displayed using the least positive residue classes, as the simplest reduction modulo

a power of 2 in a computer will leave numbers in these classés. In order to recover

the message the polynomial must be shifted into the least absolute residue classes

(between —q/2 + 1 and q/2). However the current form of the polynomial has the

advantage that all the coefficients that are most likely to wrap incorrectly are

25 collected together in the centre of the polynomial. This zone is highlighted on the
graph (the area marked as 501).

Figure 6 shows the same polynomial as in figure 5 except that it has now been

shifted into the least absolute residue classes modulo ¢. The area that was ﬁmked

Ty




N .
x does not have nore than 19 signifi ca(rjr)t bits (1446&) < 2~9) ZQZSONG\W Zﬂnlfary
is represented by the 19 bits 01011011 12001100010. These are™t’he sane 19
bits that were converted into ternary in the previous exanple. 9. End of
Message Marker A binary nessage is converted into ternary for the purpose

of encoding (see 8). This is perforned using blocks of 19 bits. Cearly,

not every nesgagq] W .S .an .exact .mul tipl f 19 bits,
so, if necessary, ﬁfhﬂééﬁrgggﬁgﬁgtv%%gﬁl glillgtq@tfc’ttgv%vﬁnﬂlls B.E‘?kedﬁ %ﬂgéﬁz- %]é\?jded
out with randoefbiies. thathesemadad as50i irsfigure SNeds DA o0 HeF2 Uk ShARks

message and nﬂls?t e.re v.ﬁd a/nen decodi ng. - The encoded nessage nust
therefore inc Orgr{’g% 1154 3P YR by snanddiafe sié atithe betiere of (heviragth(tharked ar e
part of the nessgmerang mbiksth SR | Furthermre, the
encodi ng mschani%?n operates on terRgﬁg&lﬁ%g%g{r}’lﬂgﬁ%c%vtoﬁut#‘%g%ﬂ%Pngs,
where N i s antd iseexse thepaigine essage pelynbmed. by the key strength. The
nmessage, once converted into ternary digits, cannot be expected to fill an .
exact nunber of polynom als. As a consequence, it is probable that the | ast
pol ynom al W Fousd B 8raphslic B8Rk DG P gge, w th,random ternar igits.
Waen t he rressagge isgrdgchgg, Eﬁ? rru?? H§ Ogg,?rg{agnfgo %ﬁeéjlpg@f?\%ﬁf ﬁré"?ée“?erts.
An end of mesvafended.KBiis ipslhaddéd i mot hedures sagkilo heuefOfsehoped thel lis t he

decoder exactl%efﬁherte t.he lor.i %: na&l. d%tga termnated. 15 It shoul d be not.ed
that the met h8FHEFRSAT&SHOM Withis the reage eHd+hit B/Zhe thet Genpolanemial
12-tugl e of tgomafiyrdbaiilishd & 08t kARge - vk wilh i shno Ly o1} to
{-1,-1,-1,-1,-1 1,3-%,-1,1-1_; 1,-1,-1 ?’?E'T Bsc} tfer che bnd sw‘iia‘%eg%ecglfeéé%ll
used as end o‘f‘“’fhé%tsea@é ek evid hap@nAsvithrapyrapuiateypaiatedchdits, ol bl #ck of

t he message i to 19 bijs,i.f necessary, _and then convened to 12
terts. Irrms\digrgl%glq ﬁ %Fﬂ%g‘\%m“ r?g ‘s h@&?mﬁﬁ’g‘fﬁ@ry@gﬁmﬁﬂ markedas 703 ligtided t o

the message asutgide ethel stmidk@fige. Thes @B&hsBAKEE pbﬁnﬁﬂﬁeﬁ 2} gl WA KRSA @4 | oW ng
fashion: 25 1, B shoul d be assunmed to be a randominteger 1 n thé range

0-375, and A HEwCH il capivairat taghis pelyseméal biadulm gt endtribosphetadset of 19
bits.|s2. A+ i [ [ intg 12 tertg in exactly the sane
nmanner as setéslq(:h(ﬁ(dlél?)lslaﬁboi%l]f1 ?%J@S%g%@%%ﬁz%ﬂ%}éﬁﬁn 8‘5?\%%‘31&6‘@?@“#08%@#?419 set
of terts will60enifigutd® range s2 ~. {0,1,0,-1,1,0; 1,-1,1,-1,-1; 1} to
{-t,-1,-1,-1,-1,-1,-1,-1,-1,-1; 1; 1}. This is the end of nmessage marker.
The remai nder of the polyomal is then padded out with randomtents. s
Q her cal c @tiin@B%ark Ak thedf e GQYE i i nd. af.qessage
mar ker, provi deg t?lat thee r%sul t&ﬁgﬁ%aﬁwgﬁgﬁ{ﬁﬁ? Séﬁltgﬁ%gn Vél‘ﬁ?ﬁ%‘fﬂf’gi de
t he possi biet gpeieer has edeurted: dhe pslyndmint giageswn anly had e teRRvHiRtRE M ne,
from4he end, of nessa rker, which is the |ast bit of the nmessage. One
way tzg)hdo PRRFO nﬁ? 8 %ﬁvfg@ e galy| tanthe desadess sendls isalgepossibleetio pisdice up
into 19 pakftethepBGvrhshiseF8kie WRYoatur hal Ly 40 at random)
..a marker fromthe ap%jrlo%ri atee page‘%ué }Bér}g‘lgctﬁzﬁﬁ%{lﬁﬁgﬁ&ggtbﬁg%g@foﬁ? ts
i lrepresent sofhe digeludiaskenthabfconfisnaghe iftepripadeli nige ofrigime dms sagend! ek

could be a . inni.ng or at the end of the block:; and the end of
nessage natreﬁéerps té%ﬁ%&%élogfé%ﬁsﬁ' ogtuf:ﬁé‘ ‘?’FE}HS Yo perepsey Enpreyentispme forms
of attack. |
25

The mechanism employed by Tumbler to detect decoding failure is detailed in § 6, and

the means of correcting these errors follows in § 5.
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1 s resultant block af tents. The directéfn W t hin é?%lock is nore or |ess
arbitrary, and hence expressions such as ™"followed by" can eno?@pyyy'mmg
front of when the block is considered in reverse. Coding ExanpTe FOr the
pur poses of this exanple, it is supposed that there are only 4 bits of the
original nmessage left to encode when the final block is reached. In this

circunstances, 1&&%(}%&%@ are chosen and are concatenated with the 4

nmessage bits the O°h, IS, 2a, and 3rd bits of this block
of 19 2s belWigppigy thersondgi NakosRsasEy R " fhat - feliLs are

just random paddi n%. A is ther ef%rﬁe glgt to abeﬂg,ﬁgﬁ el t%%ﬁ%ﬁd]c‘x?:h?r &5t he
last bit thaffoBRIBRJEIRS peteat applightied, §tia1 p. 3 [ThHewpedded 6inc0hipdQidi fos i S

t hen convert : r.nal .. 53 2 2 NOV 2004 After this, an end of
nessage nar krggol%@ggﬁggéﬁ %ﬂg&’sa(%éhq BN FORFE MAYARYRRSES iO0F Vi tRpingfagure T8 5.

For the pur pasthsd dfivdldds siagam e, pdyidhihl berahVenva ¥al.u ., The
follow ng calculation js thgdng)per _d(?%,medl: 56%\%19%1%” ggf+%§@%%%‘39:@%609.
The conver siGANEFd R value of é‘@ﬁe‘?oeifﬁm@lttﬂm’mwg ibeimg ificorrectly wrapped so that it was

1,0,0,1,0, 1, 5o} nBrarded : e t.hat .this.i reater than

{0,1,0,-1,1 ,“6% -"ﬁ?p%di%?dl?jfcﬂ?“?t}ﬁlfel}gée 3lHe BE agy é’értli?%/%‘iﬁgglé%ﬁ% Whegntherevaract
that in the redusedmaddld pUafartinateny thiobfithealseadi G &h&@%%l&“laﬁr*&‘?
right) are s[jet tb% -1d ty\/ﬁile inthe latter 12-tuple the fourth tert Ts 1.
{1,0,0, 1,0, 1€ pthsr ed ofihe jange; tojbe wigppedaigenrastly evbenamridousivihenwotld message
i s decayed, 1gacBcapleqof 12 terts in turn is converted back into 19 15
bits.,If operating normally, the decoding process will eventually encounter
a block of 12 tens that lie outside the range for conversion back into 19

“bits. In other words, the inte,ger obt ai ned t hrough conversion back into

bi nary has nol"e"FRERS FHOLFYFIHPR M Was pugeestadalso gaijedtg chpes anmtregknows t he
end of MessagepHkes. THA b&surd fhs &7 {135, heen._convert ed
back to binar ?ﬁgiQ i's subt ract ed fr%&Qﬁ%ﬁﬁ%ggee&sﬁe?ﬁélg&g}a\slFd’ggmé&}ﬁ, and
the remai ndé¥ leagkasrtlosprp gerceana porrottly Sfrapped chaffividn offihd SndNi@c KThis was

i medi at el I he, end mar ker, .the.sequence of bits startin ith
Ithe ol‘lﬁt upytnléIE §ﬁg‘q?lﬁgf‘§1“&fdr? e“?ﬂ’elsﬁ{eha%ihﬁseaﬁagu g&ef%@oaghfép@alexmgla%ervgbi ts.
The remaini oy daptfailae cocheniaRdomup AL 19 cvilhl £ difflor? Bobfotliggaries 8l ong

wi th any rema'tfni_n tens. Decodi n%yExarrp e . 04
For the pur S8EEIGHYOfRE tekappiced bytmatyapplcatiensupposed t hat the bl ock of 12
terts calculated in the previous exanmple, {1,0,0,1,0,1,-21,0,-1,-1,-1, -1},

has just been received during the decoding process. \Wen these 12 tens are
convened badketminbipimbshind Membidrlseerf?@688ction sRIIRGIMPR 5 theredt 2h@ASE as

large ﬁ)s 2~%he(nofgnd itcl and correct it.

g 3 The difficulty is that there are N coefficients which, viewed naively, could be wrong in
two possible ways (Wheﬁ treated as modulo 3 values). There could also be multiple
simultaneous errors. Checking every possible error is therefore equivalent to trying out

25 every possible ternary polynomial until one works. Due to the nature of the cipher this
would take an unfeasible amount of time. F urthermore, the error may not even have

been caused by decoding failure, but by an error in transmission or a deliberate

alteration by an attacker.

Rty



5 other words has nore than 19 signifi c%nt bits in {t3 binary 4
representation). Subtracting 2~9 and ta 4ng the remai nder on didvé SNQ)\{] 2@9 19

gives the value 3. It is therefore concluded that the 0'h, 15r, 2"a, and
3'a bits of the previous block of 19 bits are valid nessage bits. The ot her
15 bits can then be discarded. 10 It will of course be understood that the

use of an en@}eo%u rr[glssagﬁ. mar ker fromw thin an _unusabl e space for
message- car r ISng TS e Heads Paset ap thesteptibatyat all possible conmmt bontesmnl. bigd
above, nor afneCOMdESEtht Spdskiblel Fukad |16 pxamle of 19 bits being
converted to 12 terts._%a here célnve?fsggﬁg?‘{@’@gﬁéﬁﬁr@‘e@ %ﬁ?ﬁjﬁ?@lynﬂﬁﬂl%
coul d be usedirepebiifeiant seatchche be perforsies oo GuUtd abihe ehBAgR gL ghSpace.
15 10. Pseu Nunber, ner.at or. Tunmbl er provi des two pseudo random
HosTA0MAD, cili2 odice -
number gener 2L g Al g SFTERTE E6tige faareswilbbriths fcavgei aphroxirmatplyeS9Aterrors
appl i cant  cangDOEy Gorlthe PRaRERE BEdiak! biTB utilise the SHA-1
to produce an unpredi ctgbl e and rlan g)ﬁfvﬁg]?%g%g%lg% it stream based on an
20 input seed. It is inportant to renenber that all Pseudo-random nunber

generators ( intrinsical Ly, deternmnjstjc and the output generated
will only evlgérgmggéégé gan‘f;%?e"éidé? & fallurg Hb§rsgeéhe_ algorifie parametery abe deen
al gorithm TEReqaTwahfH cciaRapsiomdmiaPpe ' h oG | 1.0, hany

_ AR pSIORdmiaPP b e Rnis ré aFﬁ)-{}lfISE'(t: aw edange ) g

ot her cormerC} al |y avail abl e hash-based cryptogra
MDSRandom pfavit de @ byViesathey g netrwithin the cameCautecedipg falurniuibadd fihhvd TC O

this egor, WK i IS hed, .and this hash output is SS
S o shgurielt ThEhBl of AR e PR 0wl 1 e i SrabiBebehaboridom

. bit stream iAtl08HY pst pojgndrhial. STHeoSBbEY 6f t0o RAErTARME FAMRY out!‘ﬂaiquisiﬁngl?sr‘ed
together with the current state. Figure 9 shows how a sinplified version of
how such a j‘gﬂ‘élﬁngo%hi\lé 2 tgflfb%..mg 00p90G penpelysemial, and seerd foramBRNG, or
i n other worsggultde®isV&rdr. i htd al 3 i.ch to base all subsequent
out put. Inputting %gt?%r%a$g?’sagi4 ? i"é’?gﬁﬁ“l%&(}%%s\ﬁg‘étaﬁﬁ%ttg‘ﬁ|f&“%i’c‘r‘ii%%émc% S,
thoEgh it mywmé"?s}li autdigerberoe:ﬂsog embld!@ﬁﬁiﬁnﬂﬁ@&@b%a@er&ﬁ? gﬁs&ﬂé@, tﬁ@[&@@ﬁkéﬂ?ti@h
Suc a is._MNSua obt ai. measuring real wor events such as the
tim ngl%t 10 ‘%ﬁ‘aﬂ*’e%"s%ﬁ%%é“@?ﬁw{}% digtansaeniside timranggat a i s cal l ed entropy.
902. A hash function is used to hash together an arbitrarily large quantity
of entropy. This gives an internal state, of defined size, that is based on
this ent ropfurtierEiogh pyleai & cesdiicientyfatl§ jushubopythis ghge itovilbe: Whgppsane tas its
size. 10 bi 15 only. ha 16 possible col] ective val ues and
will theref 2’?29‘%&’3@& %ﬁggﬁ'%?n %ﬁ%ﬁl}é}d{ﬁeﬁtt %ﬁ?l"i‘sf 5?101’33' Korahgh & YAH 8 WgPeedep one
can enter enotghoprihnipfirst casguRnraRicoiISh & it6d 8RALL UWAREE tHegh otk it%?‘ill 1ed3. The
out put, from 902, foggth r wth the value of the counter in 904, forns the
20 i nter nal %t el Ppdylpg Whees isgha smaliest pesitiveatesidve nf emddslas dd tholavar y
each bl ock Qgseqy@gpgexfggqm%gunter changes with each bl ock of random out put.
__Since each bl ock of output Is based on the counter this results in the
{_})roducti on of different outputs. 2s 905. Another hash instance conbines the
“result of the.first hash 90 e counter 904. This hash is used again

3 with_t
each time a HEABISEE HrP edﬁa%}%oggpgmgghq: 80f T8¢ values that lie closest to the top

and bottom of the range —g/2+1 to ¢/2 are checked, and attempts are made to correct
25 their values modulo 3 by adding or subtracting x (depending on -whether the values are

at the bottom or top of the range respectively).

Figure 8 shows the same graph as that in figure 5 (explained in § 4). The area
surrounding the line ¢/2 is highlighted and marked as 801. The coefficients that lie

30, within this area are the ones that are most likely to cause an error. In order of their

-



906. The result of (He hash in 905 is the pseudo rghdom data. Dependi ng
upon the 30 application this may (but need not) be a string O%? fN[l|V 004
pseudo-random bi ts. ~~, 56 22 NOV 2004 A precise descriptio SI—ZZ
follows: H() is defined to be the hash function; X~~Y to be the
concatenation of X and Y; Cto 5 be the integer counter; E, to be the i ™ ".
pool of ent . t.is. ad to the Random Nunber Cenerator; P;; to be the
j*" 106- bi tﬁfﬁg%frl‘ﬂﬂﬁ e %‘Srﬁqggf?ea&%gtco Kiegete derdled 592, 80hBH41 RBS ianput  of
E,and S; t d3Use Thbenckb0kdl ahdRtBran&kos tes PL. y. - Wen the
algorithmis first, ini ti%l i sed, therocg@%?eéé]%% C&%ﬁbﬁﬁ% nﬁ’r%léeds%)tz B3yingt o and
the wi0 st afdue WBaf is Kdeo sipall Bds isiexsctiyrnhe trror thivess 8dseribed inRRO kxQhpIEH ' OPY
is inputted§tjl% e E%\‘% su Posi l_,ngv hat the current state is S~; ,~, then
the new stat¢, g g%comssls f—ﬂ%‘?@}ti@ e wouldindeggheqirapbthe edear.a i s required
the counter Cis increnented by one and the new pool P~ becones H(S; ~~C).
Thi s net ho%acts as a secure nmechanismfor producing an indefinite ..
crypt ogr aphi e S5t Bethad fhat oamsbonld spyldynpubrretitheftagréridepingadeant,age of =
only possesgi Rge Leh.e .20 .state the sjize of one hash output. "SHA-1 has
the | argest di geg?"’&sh?ézhe{hgﬁél%}h? 1R Py %Qifpéﬁriﬁ%ﬁolﬁ%élﬁ%lvﬁb@h tthin being -
present, witiplehfitdd t An eXlhslerm@anthh Nabives 3R i8S L&Y 4 Of
ent r opy inpﬁt, her e can]r;ot be nore thglneZ "6 die%tﬁeiﬁ%{rﬁ%i?ﬂgﬁrlgs dﬁ?oduced
bet ween i npitt ?;E%‘F’é‘m 6 be Ashickedrby amking prudtplaptoyrettion atabpermsdesi kabi e
for am obj egksibieUgHwas [VF L..to be .chosen randonly out of_ an
extrenel y I%grsée space. & $b§§2%1®$gfgprsw— B e8rrertd oa the Gisbattermpisiip| e
NTRU PKCS prohabtyebdseyis terhfs afhepeedad chedRRNGhWishAhed ph iR Mk REhe H%Lc,t 2 "6,
with only ?ﬂ(e seedin %ﬁer tion, then at least 2'Z of the possible Keys
coul d never5H EETeHFCAY p fhe Work ngogssapo formesmtioningntheseanthrig tharefiat | ons
during theaﬁteﬁgﬂagg of an object is not always a trivial task. A seeding
operation requires entropy, and entropy is obtained through neasuring the
real world. It is therefore necessary for one to know exactly how the

| at fi1@r m o Wi i pher is being used interacts with the real world. 5
P 19 R 60 LD afd nﬁi occurring 1ngche order of once in every 10000 polynomials

the speed difference will be small on average and will only be important when
constant flow speed is an issue. The method described here does have some
advantages. Given appropriate G tables (see below), it will fix all decoding errors in a'
reasonable time. After the first few steps the original data can be stored in a very

20 efficient format, and the original modulo g data need never be referred to again.

Figure 4 is a flowchart of the following error correction algorithm. No equivalent
algorithm was presented in the NTRU patent application. This flowchart is designed as
a counterpart to the flowchart describing the decoding system (see figure 3).

25
401. The error correction routine uses the algorithm parameters N and g. It also uses

the private key inverse, F3, but not the private key itself.

The correction level determines how far the error correction routine should continue.

30 .The error correction must be non-zero, or the error correction routine would never

%g




W propose two sol itions to the probleg)of achi evi(ﬁj sufficiently random
data in a platformindependent manner.~7The first is a self re-g?eﬂigrvgzﬁﬁNG
This method i-s fairly sinple to explain, but places 10 an extr@a®requi rement
on the systemin which it is enployed and as such is only sem platform

i ndependent. The basic internal nechani smof the PRNG remains unchanged.

For each p f ich the PRNG | s expected to gperate, a function
exi sts thallg‘zzeaﬁ'g e&glaemﬁied&ﬁﬁrt%g %% ! AT @k diked Yyspovaridlyt Ade PRNG

Wi th entr opyrrectiog [RBNGIRIOMCRSOhBNRIW B8t 85 A E@;{hat ML AE LS, Lhe

gquantity of data produced. -This is conpared wth t I nternal state of the

PRNG, as wedyse gther fisngapndedridtrabin atbjtrasily high conectopylevd atharathe loasse of

provi ded. e P p ced as much data as the smaller out of
the inter n}aﬁ} S Oté[ﬂsgmé&r:%‘ﬁp eﬁjﬁh%&glgicé’tm&ﬁ% Prtoﬁeségo FRUIS ?ro?ﬁ’ﬁrb’tt‘ﬁ‘é‘LV fongcal I s
t he pbat f otimes pegiekisting eiforsiateraiehelERIES tShd WIrR cRALH ARV first 126 a':t%?xﬂﬁ’g
solution i diém) e(Fa{ajé)orrpl i cated, but has the advantage of being conpletely

platform i Ft Possihlerfe conglide vsry aeickly ehatrihelchascet dfex peteundteatePRNG

W th a ver y. bak3eqi; r;aal Lo robl em.in produci ng s a PRNG |ies
in making tocr yp%lg%{?lggﬁ?é%ﬂﬂse %g%%p) gtlg\%%oﬁyréo&laftg 4?5%%& “gpﬁgiﬁgﬁyftprhet e

out put t hataused hyeprabierh ket otduared diging tHe@faRghissibalbe tHeGdbs4ced. 22 NOV 2004
Tunbler's inplenentation of a large state PRNGis the TSRLS (Tao SHA-1

Random - Large State) algorithm (this being the second of the two Tunbl er

al gonpt hneTRERL-QMSH bt T: 1 o) L oul taneous hash

functions, and rgahasﬁesmtéﬁ%kegrl?gpéﬁa If'gigc?g%ﬁoﬁi %lﬁn%%ﬁi aéﬁgéjg‘fe’l YRher

oper at i on. paiyhemid veShése relateitother prdynostials @saf bybtha @éSoddg SistegD(skdapudeher e

are 2248 deti nct bit §tf{9eams 1t ha,lt1 can be . generat ed_between two input
3)-1esy PRIY; el 1 reating dher epeckblpcky i inpossibia tavaiddsenantedlal | y

oper ati ons:
reseedi ng RigN@ngA)Qhidethe 3dVIaNsaCe B SRS BY Slatd of WRARIG AN deasged! ng
PRNG is that the latter will use seed data piecenmeal, so the initral output
will not bEwpyEpErdent themretemingsd thihstaseindteadvf inFBRadlSpstahde, ohed haewut put

i s dggende ecﬁ'?s?;éﬁitré:’cf -~~ 10 the seed; any difference in the 2048-bit
statée has the potentiral to alter every bit of the output. TSR-LS uses a
systemof nultiple tiered hash functions. A sinplified version is depicted
in figure iﬁ e_hash functigons could be enbodied in software or, 15 '
al t er nat i veng 2biEy 1T eRNsHUelshHors expeEmeniation pad Allowys peaivscontiobthe oFtier

entropy i sjfiy}icd8enRas alinkel e unctions indthe first
tier. The 1nurrbecr of ask ?ﬁneﬁ@ﬁ@’%@%g‘ﬁ% a(})%lg?rﬁ%%shl JitevagPui a%pt%%tsé:l?%al

st at e t hat alomst aléqudnsese caietsldethaiintely dcie Sardiol detdrtisd idvairvatilze frome hash

f unct,jons ses,. but.on 20 going qQperation tinmes are independent of the
nunbé&r’ of ﬁaggehgqundl 2&?8{11'80%&9{ ‘gﬂ“ﬂ - Ig%fbhhcé‘f thty sxpE sYrlvasndei enbittlen t he
first tierihgshese.the entropy that it receives. 25 1004.. The second tier's
hash takes in the output fromall of the hashes 1002 in the first tier and

{ yhashes all of this together. This ensures that every bit of the final
T output is Q itial seed. 100 The output fromthe

second tier &%’Z@ﬁ%?gg%g‘; i(/?r"’ it fﬁ%’liggﬁﬁgﬂrﬁﬁﬁmwaﬁﬁw Jhe egarecen iRk

25 The value j is used in conjunction with the table G. It tells us which row. of G is

currently being used.

The value of x tells one how much a value, incorrectly wrapped modulo g, has been
altered modulo 3. More generally, if the value of p from the NTRU patent application

30 .is chosen to be something other than 3, then x will be calculated as

%g



22 NOV 2004 Each ti n{?rore data is requested, fromttre application that is
using the PRNG one of the hash function371002 (on a.rotation basis)
perforns a rehashing operation using a counter 1003. This rehasBing|Qy 2004
operation could be the sane as that used by the normal 5 state PRNG
descri bed above. 1003. This counter is used to ensure that each hash
function produces new output with every rehashing operation. Here, and in
the exanpl e BEIOWW"#Phe initial output is used as the counter increnent.
Each hash function 1002 may nmaintain its own counter 1003. - 10 The
re-hashed output of the particular re-hashing function is then fed to the
second-ti er ECantingenpdiPhmiaiicdilonashes ol si:tb ; it S .
previously received fromthe ot heré{funlcsfitﬂioosrllﬂs%flgégpﬁ?gH%:?eLedélttaebsf)ﬂZe Fesiiier ed
new out put dglta%tgeig‘é"@?fe R szevay It sholid empoted thatdt fsunett h@BsA0@2uneds to

re-hashsand pass_gdat t ond-tier function_15 1004 when a request
for new data | ng/ge?tél'ﬁ% §t§§‘?§%‘&‘{“ﬁ%}’ﬁf J‘?)@?g%bq/a?it?iqédhi tional entropy
fromthe pool 100l as and when they need it. Alternatively, additional

entropy may ? s‘ggﬁjl.i ed. en pblock to all the functions 1002 at once. 20 A.
preci se desc ‘?‘btl 1HPOHER. 118y i girpaieh WTRWLE ondek ethe useffiafierfis e of GRCer ent

instances of pRxshify L ect H, HZ H3() are defined

to be these Iﬁlash'f u%%%ﬁ?%ﬁggg%<§)~ﬁ/2a§% % g/rzr%l%&%é%ﬂycﬁgakio,q/éS’VeEZ“E@RPeéS to
be four 160-#wn dmsinp &3, then nepativel valawddeokBididhtPdshdulbe 18R elfork N BIRRES
E; to bg the il‘" %og . of enﬁr opy added to the Random Nunmber Generator; E; o,
E1, E7 E 2vy wsiicis wip! absolutgtvalysyaridoriceearsn i veluepyxaptipleqiml; P ;

to be the | {o whtel sipce the in of E;;
and Sk to be e e yRBPK b, TARe e B eI T P Bo i 56 world beglp. -
22 NOV 2004 WitiwHereopffiicaltiglebéltedrB0Rs803, 804, 308idhi 806 3@ that GRler. G is fodsibfedo | O
l;, 1Z and I%C&a%%l%%dléo biﬁs lﬂTnse% =0 and k = -1 . Wien the i h
pool of entrGpy s i NpUttEge ChEashioeetiisianes velve fom thepyep e themangesarst mitvi ded
so that the thehahygt selfs Thawksle ivajdeh r 4o B where a i s the
| owest gosi tive residue of n nodulo %,ﬁg%@ﬁafﬁ‘g”‘%@%e‘ti%%\ﬁ?? fglflo‘g t?1<‘?1st ,
incorrpi te SEPCSF 4, in which case the bits of this |ast set of bytes are
divided so that the nth bit is included in the entropy sub-pool E;a where a
is the Iomeatwpgztitib;/e residue of n nodulo 4. The last internal state bl ock
creat ed showld. Béedbéinpedivasd Blodulody, tRasheinal mddusf fungyi
Ha(), a SUb-LPO(ﬁl of entropy is concatenatged wth a 1&3?11({?1%?%#3\5}%%%}3&{1
entered i ntothat hash. The di gest for this concatenation is conputed, and
the result placed in Sk+o+~. Wien nore data is required, a should be taken
to be the | east positive residue of |]

20 05. £ is initialised. This will control the number of simultaneous errors for which a

check is made. To begin with a check is made for one incorrectly wrapped coefficient.

406. Here one takes the current depth at which checks should be made from the table.
If one is on the first row of the table the checking procedure should start at depth 0. It
25 should be noted that if a value is no larger than the one for the previous j then there are

no unchecked %-tuples in 407, and the algorithm will skip straight to the next value of
k. |

407. The algorithm searches through all the k-tuples of coefficients with values that

30 . are no more than a certain distance away from *¢/2. At this point it is determined

e agtee -



15 nodulo 4. Cais i(n_(:rerrent ed with the_jincrenent I&:" by addi ng this val ue
nodulo 2°6. Next, this value is concat eﬁgt ed to the input tha? §V 200
previ ously hashed by Ha(), and the result is conputed. It should be assuned
that the last internal state block created was Sk. In this case, the result
of this hash is placed in Sk+~, and the new pool P~ becones

H(SolISTIL. kLSk+:). 20 11., Sequenc nerator The seqguence generator is
used for th‘e‘}hﬁﬁ?1 rﬂ%’{ﬁ %r&ai“és#“H@g%%g%&é%vsmﬁéaetMMhe 8. Hurpplsethef hashi s
generat or i BednochetlendidieindR seaeRhd Dirhfles f andom bits in a
simlar manner to a PRNC;Eg except t§f1at et Eééﬁ?%%tnogggg&%&% own and the
stream nust be 25 determnistic. It nust still be conputationally

unf easi bl e find an i-nput. seed that will generate an arbitrarily chosen
sequence, O?QQ-OA(?‘;{F@&OS?@@ﬁlﬁgn SnPaPSer Yaoyss fhlylip Rithinthe tghengangsu is chosg@- NOV

2004 Sbnce PRNGstuplesidi®beidnkiat § c 0 nbe achi eved by
supplying a, knqm@seed to a spleci f?%ganzgﬁ%ﬁﬂ:l ﬁa@ﬁ%ﬁ%ﬁa %Og%rr%tlaepg%ﬁ%nce :
gener at or i ¥eidtipp|qfetde  HeeritbperBcesalsts ghithey clodeher-entié yard niem hherePRYG

(al though a e, used). .5 The initial seed is hashed using an
i nstance of C(FE)'%\' gﬁg\?ﬂioféiugon%%'qrrﬁ;}gs%@gﬁn%—wmmg §‘°§Pj§éﬂ-f used as the first 20

bytes of avail abl e sequence data. After that; new sequence data is provided
by concatengti E?,the previous output block with the hash input and
reconput i ng?®hdsingsthe altgred o/, the daceflisapravesiis completddnet i ¢ t hrough the Use of
Paral jgl Bit Qperations on a Vector Representation Tunbler nmakes use of a
new nmet hod of performng nodulo arithnmetic in small noduli using bit based
t echnol ogy. 416 Ahtleckeishoddal thoss ﬁ/ﬂ&hélotw@le@odtéﬁtp&lkﬁorﬁﬂap%bf)thga&?ﬂerde\/i ce
to perform m)ldul oj&?rit nmetic efficiently. This is achieved by storing
nunbers in BOVBURGr P38 M0 BiF#TIBeteek i ng ari t hneti cal operations on multiple
nunbers in parallel, using a sinple sequence of bitw se | ogical operations.
One can use this to performefficient nodulo arithnetic in any base.
However, t hélleff theiegrity itest paset theh bj in asovpled doalsesext Teurphted pRAQnoBRS, t hi s
met ho&'i for perform ng PKCS ternary operations. 12.1 A Mre lE)et ai l-ed
Description of Modulo Arithnetic Arithnmetic nodulo r, for sone positive

| nteger baselx. THOMEEBRSK ARRIAANS LA MERRSEAIIE sehiBF NG ShATAET 10 &
integers. A ‘residue class'" consists of those 'integers that shareée é% a
conmon r enmefiSaEF PRMEBI Hptanereliomygf2. For instance, in nodulo 7, 64 and 15
both reside in the sane residue cl ass: 22 NOV 2004 64=9x7+1, 15=2x7+1. The
remai nder on dividing the sumor product of two integers by any given

i nteger is diheuentluontythenabloes neqpbngees e diphditn@hichConCSRAE! sk
addengi or factors. by that, 5 sane integer. Therefore, it is possible’to
consi fler op i8St BRI arkciplefer the sumest vahuifki on, subtraction and
mul tiplication between residue classes work in the sane way as for nornal
_integer arithnetic between any chosen representatives fromthe residue

7 414. The counter that records how far has been searched, in relation to the intended

extent of the search, is incremented. There are obviously more economical means of
achieving this than having a dedicated counter.
25

4135. At this point a check is made to see if the corrected Jevel ﬁas yet reached the

supplied correction level. |

416. If checking has been performed as far as the correction level specified without

30 . having stopped at stage 411 with the decoded polynomial, then the search is

e



cl asses. Usually the(ﬁ"or mer involves chqgsing a set@f representatives, one
from each 10 residue class. These woul d Hformal |y be either t he 2spt Wt@
smal | est positive value (i.e. {0, 1, ..., r-11}, or the set with't I \%st
absolute value {[-r/2]+1, ..., O, ..., [r/2]}. Modulo arithnetic is
theoretically nmuch sinpler than generalised integer arithnetic. However,
nodern digital devi,ce re built to cope with generalised integer
arithmetic I ap(ﬂo%ef}c %atﬁﬁél??yé?mt‘% THERES t”i‘i*é‘i’l‘if‘i}:ée%y Keglisticaly.ewith £t mieinfuor ni ng
nmodul o ari t higefebGon kel2hNagi # i forhikel ty sumed that

t here exists_a device which usgs@fg‘?@;ﬁggéﬁﬁg&ilg C%%S%EPeS%g% 6%108?&1 ng
the fol |l owi rigabdesprisg fridgiecal operations: 20 The binary operation XOR
defined to return a word each bit of which is set if and only if the
corresponding bits of both input words are neither both set, nor both
clear. 25 . {ilte b aicYeRpLHRL | i 0 u wor gl . e it of
which is set if and only if t'Egﬂgélr\lrpggg%%%‘ﬁg%&sbﬁgﬁogoqb\gﬁ\éﬂit(ri}f)u %\/]\%B are
set. 63 (rprocedpre ijEwbOp@glomEhe bi nary operation OR defined to return a
word each bit of which is set if and only if the corresponding bits of
either, or both, input words are set. The unary operation NOT defined to
return a word8edah rbivi odG MBIk tefmingied] th | i ng
bit of the input word is clear. 12.3 Vect oréﬂ%ggpggge%?dgﬁ?%r?q%ﬁ%re%f%@qg? t he
met hod descrieeh iheseun forasingleopsmmoregaoy. bi twi se representation of nunbers.
10 Digigal devices will nornmally store integers in binary formin the

adj acent bits of one word. This is to permt the use of circuits such as
“hal f adder si19. Bhe algodihiromoferto elas ekt et ye@n bits. Wth a vector
representation the value of a nunber is represented by bits located in
correspondi ng | ocations within different words. The val ue of these bits
need not. el BlfoliguidiexBhBR doh OBl oS MNTBRNaML B £LBLLL I NG the bits in
a novel way, as 15 illustrated wth ternary nunbers 1n e |later exanpl e,
may | ead to greater efficiency as well as other incidental benefits.
Perforrg' ng a s'gng}ne nodul o arithnetic operation between two integers is
consi dler ably | 38 é’]lﬁ‘i cient using vector representation than using nornal

i nteger nmethods. This is

a;=45- 117x - 127x% - 45%° -117%".

g/2 =128
20 index value sign
0 45 +
» 1 17 -
2 127 -
3 45 -
25 4 117 -

Index 2 corresponds to the coefficient with the greatest absolute value. The
coefficients with indices 1 and 3 have the same absolute value and the same
sign, so it is completely arbitrary which of these two is listed first. For the rest

30 of the example 1 will be listed first. Indices 0 and 4 have the same absolute

e =



20 because conbiniég}the 2 X [loge r] ﬁﬁrds repreﬁéﬁting the nunbers wll
general ly involve 0(log3 r) operations.”The applicant has redld $6 2004
however, that the advantage of a vector representation lies inits
indefinite parallelisability. The nunber of identical operations that may
be 25 perfornmed concurrently is limted only by the word si ze. 64 2 2 NOV

2004 12.4 Ter -ation Henceforth it is assumed that the three
possi bl e val u@%@ﬁ@ﬁﬁ%p&é@m&% tgﬁtsonﬁfus%s ‘?@Fﬁ%&eyl%iﬁ)é}& 3dge zero,

one and mi nuslisterefisiThis is an arbitrary decision and the system applies
i ndependent of the nanes of the three tens. 5 The tens are represented by
two bits occupying corresponding locations in two distinct words. The bit

| ocated in t ' ; I j nd .on Lf-th ue, of the tent is
ot zero. The s { T ekt edete 3 el Rord LT A Phaie by O +4hne

val ueSof the ©e}.is one. Hence the three tens 0, 1 and -1 are represented
by the vectors <0,0>, <I,|I> and 10 <1,0>, respectively. I'n-this manner.n’
terts may be represented in two n-bit words. Exanple Let us.assume that we
wi sh to use vpestiog=bity s& tations of the four 15 tents 0, 0, -1
and 1. Using qtefle vectors gpﬁ%%ﬁi%a%bve gives us the followi ng table: Tent
Vector Vector 1st bit 2"d bit Now, taking and storing separately the 1 S

bits and the 2"d. bits all.o to treat this infornmation as two separate
4-bit words, (*Zn%‘\“ ‘H%&}hﬁéﬂpltﬁ{%ﬁfgﬁs@ﬁ ng the 15t bits), and 0001 o
(rept@senting the 2"a bits). W may then carry out nodulo 20 arithmetic not
on the individual tents, nor on the vectors, but on the words thensel ves,
for exanpl e using th&lbpetadi oks3 XOR4 AND, OR and NOT. This r 22 NOV 2004
avoi ds us having to deal with overflows or carries however many tens are

bei ng worked on sinultaneously. Apart from suggesting an efficient nethod
of perform ng mixdul o3arithnetig, thys

15 =2 11 11 4 0
=3 11 11 5 0

j=4 15 12 11 1

20
This table indicates the best order in which to check for errors. If at any stage
the error is discovered and corrected, then the checking procedure will be
stopped. |

25 The procedure starts with an attempt to correct the singleton errors that are

equal to ~128 or 128. There are none, so it proceeds to singletons in the ranges
-128 to -127 or 127 to 128. These ranges contain one such, as pointed to by the
first index in the sample ordering, i.e. 2. Since this coefficient is negative the

algorithim attempts to correct it by adding 2. For the purposes of this example it
30 shall be assumed that this fails.
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interpretation of t\he bits allows one tg determ neﬁfhe val ue of a tent
nodulo 2 sinply by examning the first 4 rray. Since algorith ah of ten
concerned with distinguishing zero and non-zero tents this tha @Neaﬂﬂlf
advant age over the usual binary form Were there is a pair of
corresponding bits, and the bit located in the first word is 10 clear, the
bit located in the second word is never set. However, the system need not
rely on this. Simlar principles could of course apply to nodulo arithnetic
on bases ot heginthai] BobnedaaRl netic i,n base 5 one
woul d operate. on t@Erg)e separ at gmlcgn&%} gg}']ﬁ%’h@ &h lﬁagﬁgp%gléthltqq? a8l the
first bits.intrcAel \ﬁélgﬂ%@nsrlepheelsagﬂsaﬂiz&m laﬁarse@wﬁzalﬂhe&m@e 86¢e4d bits and
the third all r The approach:iaoul d work for higher bases as
well. 12.5 I\/bdltlé]gto irnetgmbaégehmst| c 20"-Modil™d three arithmetic is performed
in thé foll owi ng manner X-0 and X, are the two n-bit words representing
the n tens xo ! where the word X o contains the bits set if the
cor r espondi ngA'E @t‘%PQl@t ibat better ¢ tmdo theeosarphirk Hosanteihsge drb@olials iset if the

correspondin y Y are the two n-bit 25 words
representi nggt%lh%%es ﬁanggg%e‘:%eglbyaé 12) %@a@géﬁi dhersepie A8° St mopai rs of

tens (X;, V: )s,w1mﬁ¢hthm¢utﬂw30fdi@ﬁdlstart er&}H R L)si g.and Zr
whi ch represent the tents xo+yo (nod S , né rxsmgtléﬁg)/"%&g%%%(ﬁ%m can then

be cal cul ated as foll ows: 66 22 NO\/ 2004 Zi - (X_0XOR Y,) AND (X, XOR
romy:, the walcenyre e tole bimed eisbicusrop. tu s gt o, aﬁégﬂf:i“z' o’

fromx;, the value ofy;,

and Z, which lpelrfesengletdne dbwntﬂse mup‘!@aﬂyg o)?;)ld% xy {)(3 tvbé)?mgre poté’ 1% ), 10 7

3), can be cal cuI ate Hﬂﬁ‘&? ows:  Z
- (Y_o XOR X,5TANEFY( nge @Rf%fo#wl,&rhg agsunedrihat r:@s@ntmgdhem:mrm ying the
n pairs of tqaﬁs(x,, y:), each nodulo three, for i O0.to (nl), to produce

Z o and Z, which represent the tens xo x yo (nod 3), o, X', x y" ., (nod

3), can be calculated as follows: 15 Z o - (X.0 AND Y_0), Z, - (NOT (X, XOR
Y:)) lf‘ND Z_0-Now another aftempt is made to correct for a pair of errors, starting where the

search left off, at a depth of 4. When a depth of 10 is reached three coefficients

are found in that range, and therefore 3 potential pairs. Because index 2 is first

in the list these pairs would be corrected in the following order: (2,1), (2,4) and
finally (1,4).

20
For this example it shall be assumed that one of these pairs was indeed the cause of the
error. However, it is important to remember that in practice an error will almost
always be corrected in the first few attempts.

25 6. Text Awareness

If a cryptosystem is able to determine whether the encrypted data is a valid encoding

of its associated plaintext, it is then said to be plaintext aware. This is usually achieved

with some sort of check hash.

ey



_In the field F3, the‘i.o‘nly two non-zero el ;grrents, 1 a"ﬁ'd‘-l, are both self
inverting. 20 Hence division is indi sting‘{;1 i shabl e from rrultipliza%i y
12. 6 Hardware and Software This method is sinple to inplenent i erdwagﬂ' ,
.as illustrated by the circuit diagranms shown in figures 11, 12 and 13.
Figure 11 shows a circuit diagramfor addition nmodulo 25 3, figure 12 shows

acircuit di for ction mpdul o 3 and figure 13 shows a circuit
di agram f or ?T%F)?]IE% i ((:)gt% ?ﬁﬁg%oa&ﬁ??}ng&ﬁ Areiat tﬁ%‘?t@f‘ tANYA5E FRaY sdsuskepdilede foor
scal abl e par atthek. iAspitta0R tha A& 287itd ! : of i khe full
width of a wor gég_f any | ength. ey %&%%%’8%%%%&‘)’32@%@%%&%%T‘P]éhe
Tunbl er PKCS BN o 3 pol ynom als, that is pol ynom als whose

coefficients all have values that are only significant nodulo 3. At various
stages in the 5 algorithmit is necessary . to add and subtract these

pol ynonfal . fAmoart-oher iatotdpey an &E&ﬁ%{ hﬁ@éaﬁ?’.’]’ﬁehﬁta(ﬁﬂfrr fiah tr%éﬁ?h%%@gteantglyg%dr of

the key creation system uses the nost "I nverse al gori

al t er nat i vel {Reg3age eligitlydkesere Apnsiing it hmo the ofiginakittandedeatipient3 pol ynoni al s.
These algorithnms in turn require the addition and subtraction wof

pol ynom al s. The decryption systemrequires the convol ution product (star

10 mul ti pl i c@hisosijghofotlifizativglilag s3rmRaM¥H Al Ihe meddGe B 4 tpLiganlan
al gorithmal so uses the addition and subtracti glr? Ofp()ﬁﬂyaﬁ%%lf&g’kfp%%ﬁ%ﬁ,d t

pol ynoni al s bfy ‘m&fg%t YN dr anrracedsr femn of amhplainte1t bl icasgs cledédodeEnt s

from eagh of i hesuRoty Ao Al T a he (fir coefficient fromthe
first 15 pol ynom al is ‘ac}%et etr%égﬁ%\é’ %/rghlewgf %nelrﬂly fr}sthg’E' Qﬁ%é?r’rdf’{: ®he idhe he
. second pol ynafiacker mghigsexhade) thhethe alesapofaileheo fédogt. coef ficient of the sum

‘and so on. If the first polynonmial is represented as the two bit arrays X,
and X o as described above, and the second polynomal is represented as the

two bit arransteMiatiggld, HeGnodifiem n?e@satggefniglﬁﬂ B@Qmaﬁbo I;){-([)Q\}-Mfgh tIQeSH{:ﬁA% S8 ¢ on

pol ynom al s can be cal cul ated by performng the ng no
oper ati ons ofc3oHEr Vildecads themesFige-and Xitem @R infedpraND Sinte QR bée® nodZid@l -

(X0 XeR Y_ o0 ~: AND Y Z,. 25 The sane.is true of_ subtraction.
Stori nglDQ eac hkvggﬁ yénl%&r%”(liéz?l’ Ia}fsd C\Ro%?brfl?y B?E%éﬁ%ﬁ? BiRke @RY sapw e Bresarge Hat

nmet hod t o bethisidrrtlovaakcthkatigcld he di fference of the two pol ynom al s. 2
2 NOV 2004

The attacker repeats this process seveial times, recording at each stage which

muodifications yield valid ciphertexts. By analysing this, the attacker is able to

20 determine some of the original message.

j Tumbler takes this approach further and automatically creates a regular hash check

based on both the plaintext and on the ciphertext. This allows us to describe Tumbler,

generally, as ‘text aware”.

25 .
Tumbler preferably uses the SHA-1 (Secure Hash Algorithm 1) to compute a check
hash for each encoded polynomial. SHA-1 is defined in the US Government’s

National Institute of Standards and Technology's Secure Hash Standard (FIPS 180-1).

ety



~ Since each pol ynom al(:'i‘n Tunbl er can havgsas nmany as@OS coefficients this
nmet hod produces a considerable increase in speed. This approact? Qonjdg{jﬁr
arithnmetic may find application in the field of digital data 5 processing
. generally, and is not restricted to use within cryptosystens. . ~, =~
22 NOV 2004 69 CLAIMS: 1. A nethod of carrying out parallel nodulo
ari thmet i ¢ calscuichthemageomlonaiel BeaasiRal Botn' e RELEON MALLYI S, Laglcaly
oper ati ons, ganriPi ng:.. (a) representing a series of nunerica R R
(x)-to be opEfafeHPorpissypolmasel 1o cuseil tasi mputy eud oS instable of Qh&T YA
first word (XooPihdyf Omone bit of each of the said vectors, and a second
word (X~) from another bit of each of the said vectors; and (c) performng
bitwi se | ogical operations on one or both of the words. 10 2. A nethod as
cl ai medcin Clrgi m1li ngj uding: (d) representing a series of further

nureri cal val g §Aacoding, e ciplisr aplvaomipbrs takisn pe st firsteasihisdpedy e gy S

(e) formng g List: ). fromsaid o bi.t of each of 15 said

vectors, and gt%gt%?;ogée%dﬁgﬂé\%yéi\(ﬁ% d?ciogl}ﬂgs%ﬁ?f' t feher grofynomiglaish fopt t he

sai d vect or spacked t¢ fijl bytes hodescrigedbel o Sfor Q%hﬁséi&{!mﬁrbé@%c{ﬁg%ﬁ?o FepRRggt i ve
wot ds

first words (X Y .or on poth the respective secon
(he—t?fst coe?i)iment are pgced in the least sFi)gniﬁcant end of the first byte, and so on,

and the last byte finished with unset bits if necessary. -

10
The message polynomial is then packed to fill bytes, each coefficient this time being
represented by two bits. Both bits are unset if the corresponding coefficient is zero;
the first bit is set and the second is unset if the corresponding coefficient is —1; and
both bits are set if the corresponding coefficient is 1. It is never the case that the
15 second bit is set while the first is unset.

The packed cipher and message polynomials are coucatenéted, and are then hashed
together using the SHA-1 élgorithm. ‘The hashed output is then transmitted to the
recipient (unencrypted) along with the ciphertext. Typically, the addition of the hash
20 will add around 20 bytes to the amount of text to be transmitted. Fewer additional

bytes could be used, but this would result in lower security.

Example

25 The message polynomial {-1,0,1,1} would be encoded as the byte 10001111.

The last byte is finished with unset bits if necessary. In this encoded form the

polynomial is concatenated to the end of the packed ciphertext, and hashed for

transmission to the recipient.

30
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Lol .
(Xi> YO 20 3. A method as claimed in Agim1l in \A/mfa‘l t he firié ﬁﬁgd%[ﬁﬁ(_o)
" is stored in one location and the second word (X,) in another Lsep t

| ocation. 4. A nmethod as clained in daim2 in which the respective first
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being careful not to inform the sender of whether the ciphertext was valid.

It is possible that wrapping failure may have caused the fault in the decoded message
15 polynomial. If error correction is switched on, the cipher will attempt to correct the
' fault by using the algorithm described above. At each stage it will be necessary to re-
compute the check hash to see whether the error has been rectified. Since the
ciphertext remains the same and only the retrieved message polynomial differs for

each check, it is possible to input the ciphertext into the hash only once and input the

20 message polynomial each time,
} The general method of hashing the ciphertext and the plaintext together to produce an
) integrity test for both is not NTRU dependent, but works equally well for other
ciphers.
25

7. Multiple Transmissions

Tumbler includes the option of adding protection against Multiple Transmission
Attacks (MTAs).
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10 Suppose that a list of prices is transmitted on a regular basis. If the attacker makes the

correct assumption that the prices have not changed, this would also allow them to
employ a MTA.

The security of a single message polynomial is dependent on the random factor used in
15 the encryption of that polynomial. If an attacker is able to determine the random factor

and has access to the public key, it is then trivial for them to retrieve the original

message.

Each time a message is sent, the random factor is determined ‘on the fly’ for each
20 polynomial. This means that if exactly the same message is sent more than once it will
contain a different random factor. If an attacker knows for certain that two or more

intercepted messages have exactly the same plaintext, they can compare these

messages in an effort to determine the random factors used.

25 Even without MTA protection it is not generally possible to determine the entirety of
the random factors from just two copies. However, even sending two copies might
significantly compromise the security of the message, while sending multiple copies

can allow the attacker to determine most (and eventually all) of the message.
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Encoding with the Tumbler MTA protection option adds a random (or pseudo-""""
10 random) MTA key to the start of the plaintext. This key is then used to set the initial

state of the Tumbler Sequence Generator (see § 11, and step 202 in figure 2).

Subsequent bytes of plaintext data are then XORed with output from the Sequence

Generator before being inputted into the PKCS cipher: see step 203 of figure 2.

15 During decoding, (figure 3), the first k bytes of data returned from the PKCS cipher
are used to set the initial state of the Sequence Generator (see § 11). Subsequent bytes

are XORed with output from the Sequence Generator before being outputted as the
decoded plaintext: see step 315 of figure 3.

20 8. Bits to Terts

e

Whereas data is conventionally stored as bits, the preferred PKCS algorithm handles
messages as polynomials whose coefficients can take the values 0, 1 or —1. The
message polynomial is just a string of ternary digits (terts). A method is required for
converting the bits into terts and back again.

25
Each complete set of 19 bits of the message is converted in the present invention to 12
terts. This gives a packing efficiency of 98.65%, while allowing thé arithmetic

operations used in conversion to be performed using 32 bit integers. A method using
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Whichever of the above methods is used, the conversion process gives values in the

range {0,0,0,0,0,0,0,0,0,0,0,0} to {-1,0,0,-1,1,0,-1,-1,1,-1,-1,-1}. Thus, not all possible
12-tuples of terts can be generated. This is because 3'% = 531441 is greater than 2!” =

5 524288. This is important as sets of terts that lie out51de this range are used to swmfy
the end of the message.

The last incomplete set of 19 bits, if any, is padded out to 19 bits with the required

number of random bits. The length of the real message data, excluding the padding, is~—"
10 remembered and used for determining the value of the end of message marker. See § 9
for further details on this.
Example
15 For the purposes of this example, it should be assumed that the sequence of 19

bits is 0101101101001100010, ordered from the first and least significant bit to
the last and most significant bit. Regarded as a decimal integer, this sequence

of bits is 144090. The value of each tert can be calculated as follows:

20
Number Remainder when New value of x after division by Value of
} of tert x is divided by 3 . 3 (discarding remainder) tert
0 0 144090 + 3 = 48030 0
1 0 48030 + 3 =16010 0
2 2 16010 + 3 = 5336 -1
3 2 -5336+3=1778 -1
4 2 1778 + 3 =592 -1
5 1 592 +3 =197 1
6 2 197 +3=65 -1
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Therefore the bit sequence 0101101101001100010 will be converted into the
tert sequence {0,0,-1,-1,-1,1,-1,-1,0,1,-1,03}.

5 8.2 Conversion of terts to bits

When the data has been decoded it will again take the form of a ternary polynomial,

and the bit to tert conversion process will need to be reversed in the following manner:

1. y should be taken to be the value of x calculated from the previous set of 12 terts.

10 This is clearly not relevant for the first block, for which there is no previous set.

x should be set to 0 initially.

2. The terts in the set should be numbered sequentially from 0 to 11. If the i™ tert is 0
add 0 tox, if it is 1 add 3" to x, and if it is -1 add 2 x 3" to x.

15
& } 3. If x has no more than 19 significant bits (and is therefore less than 2'°), then the
first 19 bits of y are the next 19 bits of the original message. If x has more than
-19 significant bits, then the end of the original message data has been reached.
20 The value of x can be used to determine exactly how many of the bits of y are part of

the original message, and how many must be discarded. See § 9 for further details.
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& ()-1X, $1098(8(& ()-!J1$10% (& ()- ! Q <&LOY%& ()-*!< p#l0% (& ()-!<

P#10% (& () - B9 seBof 12 tedOth¥ were calculated above, {0,0,-1,-1,-1,1,-1,-1,0,1,-1,0},

can be converted back into bits as follows.

5
Number of tert”  Value of tert  Value to be added to x - New value of x
0
0 0 0 o 7 i
1 0 0 0
2 -1 2x 3% =18 18
3 -1 2x 3 =54 72
4 -1 2x3*=162 234
5 1 3° =243 477
6 -1 2x36=1458 1935
7 -1 2x37=4374 6309
8 0 0 6309
9 1 3% = 19638 25992
10 -1 2x3'°=118098 144090
11 0 0 144090
) x does not have more than 19 significant bits (144090 < 2'°) and in binary is
‘ represented by the 19 bits 0101101101001100010. These are the same 19 bits
10 that were converted into ternary in the previous exémple.

9. End of Message Marker

A binary message is converted into ternary for the purpose of encoding (see § 8). This
is performed using blocks of 19 bits. Clearly, not every message will have a length

15 that is an exact multiple of 19 bits, so, if necessary, the last block of 19 bits will be
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Furthermore, the encoding mechanism operates on ternary polynomials with N
coefficients, where N is an integer parameter determined By the key strength. The
message, once converted into ternary digits, cannot be expected to fill an exact number
of polynomials. As a consequence, it is probable that the last polynomial will also™™"

10° need to be padded out with random temary digits. When the message is decoded, it
must be possible to disregard these terts.

An end of message marker is added to the message, therefore, to tell the decoder

exactly where the original data terminated.

15
It should be noted that the method for conversion of bits to terts will never generate a
12-tuple of ternary digits in the range {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1} to {-1,-1,-1,-1,-1,-

1,-1,-1,-1,-1,-1,-1}. The values in this range are all used as end of message markers.

20 As previously stated, the last block of the message is padded out to 19 bits if
necessary, and then converted to 12 terts. Immediately following this block, another

set of 12 terts is added to the message as an end marker. The end marker is calculated

in the following fashion:

25 1. B should be assumed to be a random integer in the range 0-375, and A the number

of the last rhessage bit in the incomplete set of 19 bits.

2. A+19x B +2" is converted into 12 terts in exactly the same manner as sets of 19

bits have previously been converted. The resulting set of terts will be in the range

Sy
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Other calculations could of course be used to create the e_.rld".of message marker,
provided that the result is a series of terts that falls outside the possible space used to
represent messages, and that one can determine, from the end of message marker,
which is the last bit of the message. One way to do that is to divide the available end
of message marker space up into 19 parts, and to select (eg at random, or substantially

10 at random,) a marker from the appropriate part to indicate which of the last 19 bits

represents the actual end of message.

The padding of the message block could be at the beginning or at the end of the block;
and the end of message marker could be added to the front or to the end of the
15 resultant block of terts. The direction within a block is more or less arbitrary, and

hence expressions such as “followed by” can encompass “in front of” when the block

is considered in reverse.

Coding Example
20

For the purposes of this example, it is supposed that there are only 4 bits of the
) original message left to encode when the final block is reached. In this
circumstance, 15 random bits are chosen and are concatenated with the 4
message bits. In other words, the 0", 1%, 2™, and 3" bits of this block of 19
25 belong to the original message and the 4% ..., 18" bits are just random
padding. A is therefore set to be 3, since the 3" bit is the last bit that belongs to

the original data. This padded set of 19 bits is then converted to terts as normal.

Ty
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the range 0-375. For the purposes of this example, B will be given a value of

122. The following calculation is then performed:
5 A+ 19xB+2"=34+19x 122 +2'% = 526609.
The conversion of this integer into terts gives {1,0,0.1,0,1,-1,0,-1,-1,-1,-1}.

Note that this is greater than {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1}, as can be clearly
10 seen from the fact that in the former 12-tuple all four of the leading terts (those

on the right) are set to —1, while in the latter 12-tuple the fourth tert is 1.

{1,0,0,1,0,1,-1,0,-1,-1,-1,-1} is the required end marker.

When the message is decoded, each set of 12 terts in turn is converted back into 19
15 bits..If operating normally, the decoding process will eventually encounter a block of
12 terts that lie outside the range for conversion back into 19 bits. In other words, the

integer obtained through conversion back into binary has more than 19 significant bits.
(See § 8)

20 This integer is the end of message marker. After this end of message marker has been
converted back to binary, 2'° is subtracted from it. The result is divided by 19, and the
remainder taken. This returns A. Of the 19 bits of the block immediately preceding the
end marker, the sequence of bits starting with the 0™ up to and including the A™ bit are

kept as original message bits. The remaining bits are the random padding, which can

25 be discarded along with any remaining terts.

Decoding Example

R -ty



F ol T . .

0*010%& () - Y! Jc<YB10%& ()-d! 4$10%& ()-J! €$109%&' () - IK@#10% {& ()-! @)#]NO%& (
Y-ziiOjFijijiii aVK@ 10 10 10 10310%& ()-VY B NOY 2004
? 210%&1' (J)J-J:JOJ:I.JO(V&' ()-'aFV-10%n& ()-+109%& ()- jjjskkll wa4vK@ 10! —‘Vd.%‘;e& P) -

=940%& ()-! Y#LOY<& ()- W#10%" & ()-W (Cl0%&' ()-'!yhCl0% .
& () - LT mYmm#n} 2?2VK@ 10! 109%& () -¢ 109%& () - c#10%& () -G #10%& () -G
\ 109 () - | =94 09BG&h¢ purffoderot tip praing 18 SHhod Rl bl élsfg?‘thaé g block of 12 terts
10m65#10% &' () - &, C) $109& g) - 1Q$10%& ()- F( 10%& () - 0 ‘
10%&' () - ppqr uss‘f%ﬂi@%ﬁgm the ‘previolls example, 11,0,0,1,0,1,-1,0,-1,-1,-1,-1}, has just been

o 78 Qv PRI R R ds RO Ey (Ul LR VLT )it
| $$10%& () - | QIBiRQYRIbE) vl ITHARD (i3 Eyieﬁﬁ:aoms(il 2P RN 22" (or in

W& () - W& ()-!r 10%8b8& () -
10t 10%8 §‘ ()-pL c}tge/fe wor(d)s has more than 19 s)igniﬁcant bits in its binary representation).

Subtracting 2! and taking the remainder on division by 19 gives the value 3. It
is therefore concluded that the 0™ 1% 2™ and 3™ bits of the previous block of

19 bits are valid message bits. The other 15 bits can then be discarded.

10 It will of course be understood that the use of an end of message marker from
within an unusable space for message-carrying is not res;:ricted to the bit-to-tert
example described above, nor of course is it limited to the specific example of 19
bits being converted to 12 terts. Other conversions involving a change of modulus
could be used, provided that there exists some suitable inaccessible space.

15

10. Pseudo Random Number Generator

-“Tumbler provides two pseudo random number generating algorithms (only the second
of which the present applicant considers to be protectable). Both algorithms utilise the

SHA-1 to produce an unpredictable and randomly distributed bit stream based on an
20 input seed.

Y
S

It is important to remember that all Pseudo-random number generators (PRNGs) are

intrinsically deterministic and the output generated will only ever be as unpredictable

as the seed.

25 |
The first Tumbler algorithm, TSR (Tao SHA-1 Random), operates in a similar manner
to many other commercially available hash-based cryptographic PRNGs.
-SHAIRandom and MD5Random, provided by RSA, and Yarrow, from Counterpane,
would fall into this category. The initial input is hashed, and this hash output is

R -ty
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Figure 9 shows how a simplified version of how such a generic PRNG operates,

901. It is necessary to ‘seed” a PRNG, or in other words to give it an initial state on
which to base all subsequent output. Inputting data that is sufficiently unpredictable
achieves this, though it may skew and therefore become unusable as pseudo random
data. Such data is usually obtained by measuring real world events such as the timing "

10 of keystrokes or mouse movements. This data is called entropy.

902. A hash function is used to hash together an arbitrarily large quantity of entropy.
This gives an internal state, of defined size, that is based on this entropy. The
unpredictability of entropy might not be the same as its size. 10 bits of entropy may
15 only have 16 possible collective values and will therefore have 4 bits of

unpredictability. Using this hashing step one can enter enough entropy to guarantee

sufficient unpredictability.

903. The output from 902, together with the value of the counter in 904, forms the
20 internal state of the PRNG. '

904. An internal counter is used to vary each block of output. The counter changes
with each block of random output. Since each block of output is based on the counter

this results in the production of different outputs.
25

90S. Another hash instance combines the result of the first hash 903 with the counter

904. This hash is used again each time a new block of random data is required.

906. The result of the hash in 905 is the pseudo random data. Depending upon the

30 application this may (but need not) be a string of pseudo-random bits.

%
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H() is defined to be the hash function; X||Y to be the concatenation of X and Y; Cto
5 be the integer counter; E; to be the i pool of entropy that is added to the Random
Number Generator; P; to be the /™ 106-bit pool of random data that has been generated
since the input of E;and S; to be the 160-bit internal state that creates P;.
&
- When the algorithm is first initialised, the counter C, / and j are set to zero and the ~—
10 state, Sgg, has all 160 bits unset.

- When the i pool of entropy is inputted into the PRNG, supposing that the current
. state 15 Sy, then the new state, S, becomes H(Sg-nlE:).

15 - When more data is required the counter C is incremented by one and the new pool
P;; becomes H(S/|C).

This method acts as a secure mechanism for producing an indefinite cryptographic bit
stream from entropy input, but has the disadvantage of dnly possessing an internal
20 state the size of one hash output. SHA-1 has the largest digest size of any commonly
supported hash algorithm at present, with 160 bits. This means that regardless of the

quantity of entropy input, there cannot be more than 2'*® distinct bit streams produced

between input operations.

25 In modern cryptography it is often desirable for an object (such as a private key) to be
chosen randomly out of an extremely large space. For example, for N = 503, there are
2™ possible NTRU PKCS private keys. If one used a PRNG with an internal state of

, with only one seeding operation, then at least 2°2° of the possible keys could

never be selected.

2[60
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5
We propose two solutions to the problem of achieving sufﬁéiently random data in a
platform independent manner.
The first is a self re-seeding PRNG. This method is fairly simple to explain, but places ™™~
10 an extra requirement on the system in which it is employed and as such is only semi-

platform independent.

The basic internal mechanism of the PRNG remains unchanged. For each platform on

which the PRNG is expected to operate, a function exists that can be called by the
15 PRNG and which will provide the PRNG with entropy.

The PRNG produces random data as normal, but records the quantity of data
produced. This is compared with the internal state of the PRNG, as well as the
unpredictability of the entropy that was last provided. When the PRNG has produced
20 as much data as the smaller out of the internal state and the unpredictability of the

entropy, then it calls the platform specific function and requests more entropy.

The second solution is more complicated, but has the advantage of being completely

platform independent.
25

The basic principle involves the use of a PRNG with a very large internal state. The
problem in producing such a PRNG lies in making it cryptographically secure when

secure hashes have a finite output that is much smaller than the internal state required.

ke
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mentioned above). TSR-LS uses multiple simultaneous hash functions, and rehashes

the original seed with each new generation operation. This gives it an internal state of

5 2048 bits, so that there are 22 distinct bit streams that can be generated between two

input operations. TSR-LS is slower than TSR, but not as slow as a dynamically re-

seeding PRNG. Another advantage of TSR-LS over a dynmﬁically re-seeding PRNG

is that the latter will use seed data piecemeal, so the initial output will not be

dependent on some of the seed. With TSR-LS, all of the output is dependent on all of ™

10 the seed; any difference in the 2048-bit state has the potential to alter every bit of the
output.

TSR-LS uses a system of multiple tiered hash functions. A simplified version is
depicted in figure 10.  The hash functions could be embodied in software or,

15 alternatively, they could comprise hardware hashing means.

1001. The entropy is divided equally between each of the hash functions in the first
tier. The number of hash functions depends of the size of the internal state that one
requires. The seeding process will be stower the more hash functions one uses, but on

20 going operation times are independent of the number of hashes.

1002. To begin with, each of the hash functions in the first tier hashes the entropy that

it receives.

| !
\ww" 4

25 . 1004, The second tier’s hash takes in the output from all of the hashes 1002 in the first
tier and hashes all of this together. This ensures that every bit of the final output is

based on every bit of the initial seed.

100S. The output from the second tier hash 1004 forms the pseudo random output for
30 the PRNG.
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iolog?iggﬁ 2rne more c(ata(?‘ IS(I)B é)ste]d f/ rom the apphcat?on that 1s(u)su1g the PRNG, one of

the hash functions 1002 (on a rotation basis) performs a rehashing operation using a

counter 1003. This rehashing operation could be the same as that used by the normal
5 state PRNG described above. )

1003. This counter is used to ensure that each hash functmn produces new output with

every rehashing operation. Here, and in the example below, the 1n1t1al output is used as

the counter increment. Each hash function 1002 may maintain its own counter 1003,
10

The re-hashed output of the particular re-hashing function is then fed to the second-tier

function 1004, which hashes it with the output it has previously received from the

other functions 1002, to create the required new output data 1005. In this way, only

one of the functions 1002 needs to re-hash and pass data to the second-tier function

15 1004 when a request for new data is made.

The hash functions 1002 obtain additional entropy from the pool 1001 as and when

they need it.  Alternatively, additional entropy may be supplied en block to all the
functions 1002 at once.

20
A precise description of TSR-LS follows:

TSR-LS makes use of five concurrent instances of a SHA-1 hash object. H(), Hy(),
Hi(), H20), Ha() are defined to be these hash functions; X||Y as for TRS above; Cy, Cy,
25 C and Cs to be four 160-bit counters; Iy, I, I and 15 to be four 160-bit increments; E;
to be the i pool of entropy added to the Random Number Generator; Ei, Enn, En, Eis
to be four sub-pools of entropy for each entropy pool E;; Pj to be the /M 106-bit pool of

random data generated since the input of E;; and S; to be the &™ 160-bit intermediate

state generated.
30
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- en the algorithm is first initialised, Cy, C;, C,, Cs, To, I1, I and I3 have all 160

bits unset, =0 and k= -1 .

~  When the pool of entropy is inputted into the PRNG, the entropy pool E; is
5 divided so that the nth byte is placed in the entropy sub-pool E;, where g is the
lowest positive residue of » modulo 4, unless the byte is part of a last, incomplete
set of 4, in which case the bits of this last set of bytes are divided so that the nth
bit is included in the entropy sub-pool E., where « is the lowest positive residue of
n modulo 4. The last internal state block created should be defined as St. For each ™™
10 of the hash functions H,(), a sub-pool of entropy is concatenated with all of the
previous data entered into that hash. The digest for this concatenation is

computed, and the result placed in Sj.q+;.

- When more data is required,  should be taken to be the least positive residue of ;

15 modulo 4. C, is incremented with the increment I, by adding this value modulo
2" Next, this value is concatenated to the input that was previously hashed by

Hz(), and the result is computed. It should be assumed that the last internal state
block created was S;. In this case, the result of this hash is placed in Sg+;, and the

new pool Pyybecomes H(So||S1]l...[|S+/).

20
11. Sequence Generator 7
The sequence generator is used for the MTA protection hash as explained above. The
purpose of this generator is to provide an indefinite stream of pseudo random bits in a
similar manner to a PRNG, except that the input seed is known and the stream must be
25 deterministic. It must still be computationally unfeasible to find an input seed that will

generate an arbitrarily chosen sequence, or to calculate the input from any part of the

output.
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Since PRNGs are deterministic, a sequence generator can be achieved by supplying a

known seed to a specified PRNG. In Tumbler a simple sequence generator is supplied

that operates slightly differently from the PRNG (although a PRNG could be used).

5 The initial seed is hashed using an instance of the SHA-1, and this hash output is itself
used as the first 20 bytes of available sequence data. After thaf, new sequence data is

provided by concatenating the previous output block with the hash input and re-

computing the hash.

10 12. Efficient Modulo Arithmetic through the Use of Parallel Bit
Operations on a Vector Representation

Tumbler makes use of a new method of performing modulo arithmetic in small moduli

using bit based technology.

15 This method allows one to use a bit (ie binary) based device to perform modulo
arithmetic efficiently. This is achieved by storing numbers in a vector form and
performing arithmetical operations on multiple numbers in parallel, using a simple
sequence of bitwise lbgical operations. One can use this to perform efficient modulo
arithmetic in any base. However, the efficiency is greatest in small bases. Tumbler

20 uses this method for performing PKCS ternary operations.

g

12.1 A More Detailed Description of Modulo Arithmetic

Arithmetic modulo 7, for some positive integer base , concerns operations between

the 7 ‘residue classes’ of integers. A ‘residue class’ consists of those integers that share

25 a common remainder when divided by 7.

For instance, in modulo 7, 64 and 15 both reside in the same residue class:

R iy
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Addition, subtraction and 'Iﬁultibligé:cion between residue classes work in the same way

as for normal integer arithmetic between any chosen representatives from the residue

classes. Usually the former involves choosing a set of representatives, one from each ™
10 residue class. These would normally be either the set with smallest positive value (i.e.

{0, 1, ..., #-1}, or the set with the lowest absolute value {[-+/2]+1, ..., 0, ..., [/2]}.

Modulo arithmetic is theoretically much simpler than generalised integer arithmetic.
However, modern digital devices are built to cope with generalised integer arithmetic

15 in such a way as to make them very inefficient at performing modulo arithmetic.

12.2  Machine Assumptions

Henceforth it is assumed that there exists a device which uses w-bit words and is

capable of performing the following bitwise logical operations:

20
7y * The binary operation XOR defined to return a word each bit of which is set if and
only if the corresponding bits of both input words are neither both set, nor both
clear.
25 ¢ The binary operation AND defined to return a word each bit of which is set if and

only if the corresponding bits of both input words are set.

Ty
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10 Digital devices will normally store integers in binary form in the adjacent bits of one
word. This is to permit the use of circuits such as ‘half adders,” which allow for carry
between bits. With a vector representation the value of a number is represented by bits
located in corresponding locations within different words. The value of these bits need
not relate to the binary form of the number. Interpreting the bits in a novel way, as

15 illustrated with ternary numbers in the later example, may lead to greater efficiency as

well as other incidental benefits,

Performing a single modulo arithmetic operation between two integers is considerably
less efficient using vector representation than using normal integer methods. This is
20 because combining the 2x[log; #] words representing the numbers will generally

involve O(logs #) operations.

The applicant has realised, however, that the advantage of a vector representation lies
in its indefinite parallelisability. The number of identical operations that may be

25 performed concurrently is limited only by the word size.
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15 terts 0, 0, -1 and 1. Using the vectors specified above gives us the following
table:

Tert Vector Vector

1* bit 2" bit
0 0 0
0 0 0
B -1 1 0
) i i i

Now, taking and storing sepafately the 1% bits and the 2™ bits allows us to treat
this information as two separate 4-bit words, namely 0011 (representing the 1°
bits), and 0001 (representing the 2 bits). We may then carry out modulo
20 arithmetic not on the individual terts, nor on the vectors, but on the words

themselves, for example using the operations XOR, AND, OR and NOT. This

R Y
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10

15

20

25

being worked on simultaneously.

Apart from suggesting an efficient method of performing modulo arithmetic, this
interpretation of the bits allows one to determine the value of a tert modulo 2 simply
by examining the first array. Since algorithms are often concerned with distinguishing

zero and non-zero terts this has a great advantage over the usual binary form.

Where there is a pair of corresponding bits, and the bit located in the first word is
clear, the bit located in the second word is never set. However, the system need not

rely on this.

Similar principles could of course apply to modulo arithmetic on bases other than 3 —
for example to carry out arithmetic in base 5 one would operate on three separate
words, the first representing all the first bits in the vector representation, the second all

the second bits and the third all the third bits. The approach would work for higher

bases as well.

12.5 Modulo Three Arithmetic

Modulo three arithmetic is performed in the following manner.

KXo and X, are the two »-bit words representing the » terts xy, ..., x,.;, where the word
X.o contains the bits set if the corresponding tert is not zero and the word X, contains
the bits set if the corresponding tert is one. Similarly Y.p and Y are the two n-bit

words representing the # terts yy, ..., ¥ 1.

The result of adding the » pairs of terts (x;, y;), each modulo 3, for i = 0 to (n-1), to
produce Z.gand Zy which represent the terts xo+ yo (mod 3), ..., X .y + ¥ .1 (mod 3),

can then be calculated as follows:

%;
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& ()-f#30 be calculated as follows:

Zoy (X0 XOR Y.g) OR (X, XOR Y)), e

10 Zi = (Y-0XORX;) AND (NOT Y;) OR X.5) AND Z,.

The result of multiplying the » pairs of terts (x;, y;), each modulo three, for i = 0 to (n-
1), to produce Z. and Z| which represent the terts xo x Yo (mod 3), ..., X1 X y,q (mod
3), can be calculated as follows: |
15
Zy
Zy

I

(X0 AND Y.o),
(NOT (X, XOR Y)) AND Z.

]

In the field F3, the only two non-zero elements, 1 and -1, are both self-inverting.

20 Hence division is indistinguishable from multiplication.

12.6 Hardware and Software

This method is simple to implement in hardware, as illustrated by the circuit diagrams
shown in figures 11, 12 and 13. Figure 11 shows a circuit diagram for addition modulo
25 3, figure 12 shows a circuit diagram for subtraction modulo 3 and figure 13 shows a

circuit diagram for multiplication modulo 3.

In software, this method allows for scalable parallelisation, since one is able to take

advantage of the full width of a word of any length.
;
'
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10 multiplication} of two modulo 3 polynomials. The star-multiplication algorithm also

uses the addition and subtraction of polynomials.

To add two polynomials one adds together the values of the corresponding coefficients
from each of the polynomials. The value of the first coefficient from the first
15 polynomial is added to the value of the first coefficient of the second polynomial to

produce the value of the first coefficient of the sumn, and so on.

If the first polynomial is represented as the two bit arrays X; and Xy as described
above, and the second polynomial is represented as the two bit arrays Y, and Y.o, then
20 the polynomial sum of the two polynomials can be calculated by performing the

() following modulo 3 addition operations on the four arrays.

Z (X0 XOR Y ) AND (X; XOR Y.g),
Zy = (X-0XOR Y_9) OR (X; AND Y;) OR Z,.
25
The same is true of subtraction. Storing each polynomial as two bit arrays allows the

above subtraction method to be used to calculate the difference of the two

polynomials.
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of the said vectors; and

{c) performing bitwise logical operations on one or both of the words,
10

2. A method as claimed in Claim 1 including:
(d) representing a series of further numerical values (y), to be
operated upon, by respective bitwise vectors;
(e) forming another first word (Y.o) from said one bit of each of
15 said vectors, and another second word (Y,) from said another
bit of each of the said vectors; and
(f) performing bitwise operations on both the respective first
words (X, Y.o) or on both the respective second words
(X1, Yy
20
} 3. A method as claimed in Claim 1 in which the first word (p) is stored in

one location and the second word (X;) in another separate location.

4, A method as claimed in Claim 2 in which the respective first words
25 (X.0, Yoo) are stored together in one location and the respective second words

(X, Yy) in another separate location.

5. A method as claimed in Claim 1 in which the numerical values (x) to be
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7. A method as claimed in Claim S and Claim 6 including calculating the
sums (mod 3) of respective pairs of values (x;, y;) from the series of numerical
values (x} and the further values (y) by determining Z.y and Z; as follows:
Z] = (Xo XOR Yl) AND (Xl XOR ng),
10 Z.u() = (X,o XOR Y.bg) OR (Xl AND Y;) OR Z]
where Z.; is a word representing one bit of the result, and 7, 1s a word

representing another bit of the result.

8. A method as claimed in Claim 5 and Claim 6 including calculating the
15 results of subtracting (mod 3) respective pairs of values (x;, y;,) from the series

of numerical values (x) and the further values (y) by determining Z., and Zy as

follows:
Zo =  (XoXORY.g)OR (X; XOR Yy,
Zy = (Y-XORX;) AND ((NOT Y,) OR X.g) AND Z,.
20 where Z. is a word representing one bit of the result, and Z,1s a word

representing another bit of the result.

9. A method as claimed in Claim 5 and Claim 6 including calculating the -

results of multiplying (mod 3) respective pairs of values (x;, y;) from the series

25 of numerical values (x) and the further values (y) by determining Z_y and Z, as
follows:
Zy = (X0 AND Y.p),
Z, = (NOT (X; XOR Y,)) AND Z..
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13. A method as claimed in Claim 12 in which N = 3.

20 14. A method of decryption including adding, subtracting or multiplying
polynomials having coefficients which are in modulo N (N = 3), using a
method as claimed in Claim 1 or Claim 2, the coefficients of a first polynomial
comprising the series of numerical values (x) and the coefficients of a second

polynomial comprising the series of further numerical values (¥).
25 |

15. A method as claimed in Claim 14 in which N = 3.
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A computer program for carrying out a method as claimed in any one of

the preceding claims.

17.

18.
16.

19.

A physical carrier carrying a computer program as claimed in Claim 16.

A datastream representative of a computer program as claimed in Claim

A digital device for carrying out parallel modulo arithmetic calculations

by means of bitwise logical operations, comprising:

20.

R -

(2) means for representing a series of numerical values
(x) to be operated upon, by respective bitwise vectors;
(b) means for forming a first word (X.p) from one bit of each
of the said vectors, and a second word (X,) from another
- bit of each of the said vectors; and
(c) means for performing bitwise logical operations on one or

both of the words.

A device as claimed in Claim 19 including:
(d) means for representing a series of further numerical
values (y), to be operated upon, by respectivé bitwise vectors;
(e) means for forming another first word (Y-o) from said one
bit of each of said vectors, and another second word (Y1)
from said another bit of each of the said vectors; and
(f) means for performing bitwise operations on both the
respective first words (X, Y.o) or on both the respective

second words (X,, Y;).
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21. A device as claimed in Claim 19 or Claim 20 including storage means at

one tocation for storing the first word, and storage means at another location

for storing the second word.

5
22. A device as claimed in Claim 19 or Claim 20 including storage means in
one location for storing, together, the respective first words, and storage means
in another location for storing, together, the respective second words. -
10
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