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asset may be removed from the wallet to fund the transaction. The blockchain nodes 

verify that the paying wallet has sufficient asset(s) to cover the transaction, and then 

the nodes delete the transferred asset from the paying wallet and add a 

corresponding asset to a recipient wallet.  

[56]  However, limitations still exist for such scheme. First, the scheme requires 

the user to maintain a persistent storage locally to manage the random numbers and 

plaintext balances corresponding to the encrypted account balance, and the 

management implementation is complicated; second, the storage of blinding factors 

(e.g., the random numbers) and the plaintext balances corresponding to the 

“Pedersen asset” in a single local node is prone to loss or corruption, while multi-

node backup storage is difficult to realize due to the frequent change of the account 

balance. 

[57]  The systems and method presented in this disclosure may overcome the 

above limitations and achieve robust privacy protection for transaction amounts, 

asset values, and blinding factors in commitment schemes. To that end, public-

private keys may be used to encrypt/decrypt the random numbers and the plaintext 

balances, thus providing convenient management. Further, storing the encrypted 

information in blockchain ensures that the transaction amounts, asset values, and 

blinding factors in commitment schemes are not easily lost or tampered with. 

[58]  In some embodiments, a commitment scheme (e.g., Pedersen commitment) 

may encrypt certain value a (e.g., transaction amount, asset value, key parameter) 

as follows: 

PC(a) = r×G + a×H 

[59]  where r is a random blinding factor (alternatively referred to as binding 

factor) that provides hiding, G and H are the publicly agreed generators/basepoints 

of the elliptic curve and may be chosen randomly, a is the value of the commitment, 

PC(a) is the curve point used as commitment and given to the counterparty, and H is 

another curve point. That is, G and H may be known parameters to nodes. A 

“nothing up my sleeve” generation of H may be generated by hashing the basepoint 

G with a hash function mapping from a point to another with H= Hash(G). H and G 

are the public parameters of the given system (e.g., randomly generated points on                             
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[63]  In one embodiment, a Pedersen commitment used to encrypt the input value 

may be constructed using elliptic curve points. Conventionally, an elliptic curve 

cryptography (ECC) pubkey is created by multiplying a generator for the group (G) 

with the secret key (r): Pub=rG. The result may be serialized as a 33-byte array. 

ECC public keys may obey the additively homomorphic property mentioned before 

with respect to Pedersen commitments. That is: Pub1+Pub2=(r1+r2(mod n))G. 

[64]  The Pedersen commitment for the input value may be created by picking an 

additional generator for the group (H, in the equations below) such that no one 

knows the discrete log for second generator H with respect to first generator G (or 

vice versa), meaning no one knows an x such that xG=H. This may be 

accomplished, for example, by using the cryptographic hash of G to pick H: 

H=to_point(SHA256(ENCODE(G))). 

[65]  Given the two generators G and H, an exemplary commitment scheme to 

encrypt the input value may be defined as: commitment=rG+aH. Here, r may be the 

secret blinding factor, and a may be the input value being committing to. Hence, if a 

is committed, the above-described commitment scheme PC(a) = r×G + a×H can be 

obtained. The Pedersen commitments are information-theoretically private: for any 

commitment, there exists some blinding factor which would make any amount match 

the commitment. The Pedersen commitments may be computationally secure 

against fake commitment, in that the arbitrary mapping may not be computed.  

[66]  The party (node) that committed the value may open the commitment by 

disclosing the original value a and the factor r that completes the commitment 

equation. The party wishing to open the value PC(a) will then compute the 

commitment again to verify that the original value shared indeed matches the 

commitment PC(a) initially received. Thus, the asset type information can be 

protected by mapping it to a unique serial number, and then encrypting it by 

Pedersen commitment. The random number r chosen when generating the 

commitment makes it almost impossible for anyone to infer the type of asset type 

that is committed according to the commitment value PC(a). 

[67]  During transactions, information protection is important to secure user 

privacy, and transaction amount is one type of information that has lacked protection. 
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[116]  Block 441 comprises: committing a transaction amount t of a transaction with 

a commitment scheme to obtain a transaction commitment value T, the commitment 

scheme comprising at least a transaction blinding factor r_t.  

[117]  Block 442 comprises: sending the transaction amount t, the transaction 

blinding factor r_t, and the transaction commitment value T to a recipient node 

associated with a recipient of the transaction for the recipient node to verify the 

transaction and to encrypt the transaction blinding factor r_t and the transaction 

amount t with a public key PK_B of the recipient (e.g., causing the recipient node to 

verify the transaction and to encrypt the transaction blinding factor r_t and the 

transaction amount t with a public key PK_B of the recipient). For example, node B 

may verify if T=PC(r_t, t), and node B may encrypt the combination with the public 

key PK_B to obtain E(PK_ B, r_t||t). 

[118]  Block 443 comprises: obtaining an encrypted combination (e.g., E(PK_B, 

r_t||t)) of the transaction blinding factor r_t and the transaction amount t from the 

recipient node.  

[119]  Block 444 comprises: transmitting the encrypted combination and the 

transaction commitment value T to a plurality of nodes in a blockchain for the 

plurality of nodes to verify the transaction (e.g., causing the plurality of nodes to 

verify the transaction). 

[120]  FIG. 4B illustrates a flowchart of an exemplary method 450 for information 

protection, according to various embodiments of the present disclosure. The method 

450 may be implemented by one or more components (e.g., node B, node 2, a 

combination of node B and node 2, etc.) of the system 100 of FIG. 1. The method 

450 may be implemented by a system or device (e.g., computer, server) comprising 

a processor and a non-transitory computer-readable storage medium (e.g., memory) 

storing instructions to be executed by the processor to cause the system or device 

(e.g., the processor) to perform the method 450. The operations of the method 450 

presented below are intended to be illustrative. Depending on the implementation, 

the exemplary method 450 may include additional, fewer, or alternative steps 

performed in various orders or in parallel. 
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accessible to processor(s) 504, render computer system 500 into a special-purpose 

machine that is customized to perform the operations specified in the instructions. 

The computer system 500 further includes a read only memory (ROM) 508 or other 

static storage device coupled to bus 502 for storing static information and 

instructions for processor(s) 504. A storage device 510, such as a magnetic disk, 

optical disk, or USB thumb drive (Flash drive), etc., is provided and coupled to bus 

502 for storing information and instructions.  

[132]  The computer system 500 may implement the techniques described herein 

using customized hard-wired logic, one or more ASICs or FPGAs, firmware and/or 

program logic which in combination with the computer system causes or programs 

computer system 500 to be a special-purpose machine. According to one 

embodiment, the operations, methods, and processes described herein are 

performed by computer system 500 in response to processor(s) 504 executing one 

or more sequences of one or more instructions contained in main memory 506. Such 

instructions may be read into main memory 506 from another storage medium, such 

as storage device 510. Execution of the sequences of instructions contained in main 

memory 506 causes processor(s) 504 to perform the process steps described 

herein. In alternative embodiments, hard-wired circuitry may be used in place of or in 

combination with software instructions. 

[133]  The main memory 506, the ROM 508, and/or the storage device 510 may 

include non-transitory storage media. The term “non-transitory media,” and similar 

terms, as used herein refers to media that store data and/or instructions that cause a 

machine to operate in a specific fashion, the media excludes transitory signals. Such 

non-transitory media may comprise non-volatile media and/or volatile media. Non-

volatile media includes, for example, optical or magnetic disks, such as storage 

device 510. Volatile media includes dynamic memory, such as main memory 506. 

Common forms of non-transitory media include, for example, a floppy disk, a flexible 

disk, hard disk, solid state drive, magnetic tape, or any other magnetic data storage 

medium, a CD-ROM, any other optical data storage medium, any physical medium 

with patterns of holes, a RAM, a PROM, and EPROM, a FLASH-EPROM, NVRAM, 

any other memory chip or cartridge, and networked versions of the same. 
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CLAIMS: 

 1. A computer-implemented method for information protection, comprising:

 committing a transaction amount t of a transaction with a commitment scheme 

based on a transaction blinding factor r_t to obtain a transaction commitment value T; 

 committing a change y of the transaction with the commitment scheme based 

on a change blinding factor r_y to obtain a change commitment value Y, wherein the 

change y is one or more assets of a sender of the transaction that are tapped for the 

transaction less the transaction amount t;  

 encrypting a combination of the transaction blinding factor r_t and the 

transaction amount t with a public key PK_B of a recipient of the transaction; 

 encrypting another combination of the change blinding factor r_y and the 

change y with a public key PK_A of the sender; and 

 transmitting the transaction commitment value T and the encrypted 

combination to a recipient node associated with the recipient, causing the recipient 

node to: 

  decrypt the encrypted combination with a private key SK_B of the 

recipient to obtain the transaction blinding factor r_t and the transaction amount t; 

  verify the transaction based at least on the transaction commitment 

value T, the transaction blinding factor r_t, and the transaction amount t; and 

  in response to determining that the transaction commitment value T does 

not match the commitment scheme of the transaction amount t based on the 

transaction blinding factor r_t, reject the transaction; or 

  in response to determining that the transaction commitment value T 

matches the commitment scheme of the transaction amount t based on the transaction 

blinding factor r_t, approve the transaction by signing the transaction with the private 

key SK_B of the recipient to generate a recipient signature SIGB. 

 

 2. The method of claim 1, wherein: the public key PK_B is an asymmetric 

encryption key. 

  

 3. The method of claim 1, wherein: for committing the transaction amount t, the 

commitment scheme comprises a Pedersen commitment based at least on the 
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transaction blinding factor r_t and with the transaction amount t being a committed 

value. 

  

 4. The method of claim 1, wherein: the combination of the transaction blinding 

factor r_t and the transaction amount t comprises a concatenation of the transaction 

blinding factor r_t and the transaction amount t. 

      

 5. The method of claim 1, further comprising: 

 in response to receiving the recipient signature SIGB, approving the transaction 

by signing the transaction with a private key SK_A of the sender to generate a sender 

signature SIGA; and 

 submitting a representation of the transaction comprising the encrypted 

combination, the encrypted another combination, the transaction commitment value T, 

the change commitment value Y, the sender signature SIGA, and the recipient 

signature SIGB to one or more nodes in a blockchain network for the one or more 

nodes to verify the transaction. 

  

 6. The method of claim 5, wherein submitting the representation of the 

transaction comprising the encrypted combination, the encrypted another combination, 

the transaction commitment value T, the change commitment value Y, the sender 

signature SIGA, and the recipient signature SIGB to the one or more nodes in the 

blockchain network for the one or more nodes to verify the transaction comprises: 

 submitting the representation of the transaction comprising the encrypted 

combination, the encrypted another combination, the transaction commitment value T, 

the change commitment value Y, the sender signature SIGA, and the recipient 

signature SIGB to the one or more nodes in the blockchain network, causing the one 

or more nodes to, in response to successfully verifying the representation of the 

transaction, issue the transaction amount t to the recipient, eliminate the one or more 

assets tapped for the transaction, and issue the change y to the sender.  

 

 7. A non-transitory computer-readable storage medium storing instructions to 

be executed by a processor to cause the processor to perform operations comprising: 

 committing a transaction amount t of a transaction with a commitment scheme 

based on a transaction blinding factor r_t to obtain a transaction commitment value T; 
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 committing a change y of the transaction with the commitment scheme based 

on a change blinding factor r_y to obtain a change commitment value Y, wherein the 

change y is one or more assets of a sender of the transaction that are tapped for the 

transaction less the transaction amount t;  

encrypting a combination of the transaction blinding factor r_t and the 

transaction amount t with a public key PK_B of a recipient of the transaction;  

encrypting another combination of the change blinding factor r_y and the 

change y with a public key PK_A of the sender; and 

 transmitting the transaction commitment value T and the encrypted 

combination to a recipient node associated with the recipient, causing the recipient 

node to: 

  decrypt the encrypted combination with a private key SK_B of the 

recipient to obtain the transaction blinding factor r_t and the transaction amount t;  

  verify the transaction based at least on the transaction commitment 

value T, the transaction blinding factor r_t, and the transaction amount t; and 

  in response to determining that the transaction commitment value T does 

not match the commitment scheme of the transaction amount t based on the 

transaction blinding factor r_t, reject the transaction; or 

  in response to determining that the transaction commitment value T 

matches the commitment scheme of the transaction amount t based on the transaction 

blinding factor r_t, approve the transaction by signing the transaction with the private 

key SK_B of the recipient to generate a recipient signature SIGB. 

  

8. The storage medium of claim 7, wherein: the public key PK_B is an 

asymmetric encryption key. 

  

 9. The storage medium of claim 7, wherein: for committing the transaction 

amount t, the commitment scheme comprises a Pedersen commitment based at least 

on the transaction blinding factor r_t and with the transaction amount t being a 

committed value. 

  

 10. The storage medium of claim 7, wherein: the combination of the transaction 

blinding factor r_t and the transaction amount t comprises a concatenation of the 

transaction blinding factor r_t and the transaction amount t.   
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 11. The storage medium of claim 7, wherein the operations further comprise: 

 in response to receiving the recipient signature SIGB, approving the transaction 

by signing the transaction with a private key SK_A of the sender to generate a sender 

signature SIGA; and 

 submitting a representation of the transaction comprising the encrypted 

combination, the encrypted another combination, the transaction commitment value T, 

the change commitment value Y, the sender signature SIGA, and the recipient 

signature SIGB to one or more nodes in a blockchain network for the one or more 

nodes to verify the transaction. 

 

 12. The storage medium of claim 11, wherein submitting the representation of 

the transaction comprising the encrypted combination, the encrypted another 

combination, the transaction commitment value T, the change commitment value Y, 

the sender signature SIGA, and the recipient signature SIGB to the one or more nodes 

in the blockchain network for the one or more nodes to verify the transaction comprises: 

 submitting the representation of the transaction comprising the encrypted 

combination, the encrypted another combination, the transaction commitment value T, 

the change commitment value Y, the sender signature SIGA, and the recipient 

signature SIGB to the one or more nodes in the blockchain network, causing the one 

or more nodes to, in response to successfully verifying the representation of the 

transaction, issue the transaction amount t to the recipient, eliminate the one or more 

assets tapped for the transaction, and issue the change y to the sender. 

 

 13. A system for information protection, comprising a processor and a non-

transitory computer-readable storage medium coupled to the processor, the storage 

medium storing instructions to be executed by the processor to cause the system to 

perform operations comprising: 

 committing a transaction amount t of a transaction with a commitment scheme 

based on a transaction blinding factor r_t to obtain a transaction commitment value T;  

committing a change y of the transaction with the commitment scheme based 

on a change blinding factor r_y to obtain a change commitment value Y, wherein the 

change y is one or more assets of a sender of the transaction that are tapped for the 

transaction less the transaction amount t;  
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 encrypting a combination of the transaction blinding factor r_t and the 

transaction amount t with a public key PK_B of a recipient of the transaction;  

encrypting another combination of the change blinding factor r_y and the 

change y with a public key PK_A of the sender; and 

 transmitting the transaction commitment value T and the encrypted 

combination to a recipient node associated with the recipient, causing the recipient 

node to: 

  decrypt the encrypted combination with a private key SK_B of the 

recipient to obtain the transaction blinding factor r_t and the transaction amount t; 

  verify the transaction based at least on the transaction commitment 

value T, the transaction blinding factor r_t, and the transaction amount t; and 

in response to determining that the transaction commitment value T does 

not match the commitment scheme of the transaction amount t based on the 

transaction blinding factor r_t, reject the transaction; or 

in response to determining that the transaction commitment value T 

matches the commitment scheme of the transaction amount t based on the transaction 

blinding factor r_t, approve the transaction by signing the transaction with the private 

key SK_B of the recipient to generate a recipient signature SIGB. 

 

 14. The system of claim 13, wherein: the public key PK_B is an asymmetric 

encryption key. 
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