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Rl GATS MANAGEMENT SYSTEM FOR STREAMED MULTI MEDI A
CONTENT TECHNI CAL FI ELD [ 0001] The present invention

Wo eltaties2¢ 0 a rights managenment (RM system whBCED$2006/009906

access to streamed d| g| tal content |s provided only in
accor dance [ Mor e
particul ar t} il ? C o&yaf E nd

met hods enpl oyed by MlﬂhrlmEme'ENTrfor handl i ng the

g\;ﬂa’g ent. BACKGROUND OF THE | NVENTI ON [ 0002]
ngm HEE; ment (RM) and enforcenent is highly
degooyb! ernmpn@@antenﬁvemmnvvetaltbsdioga hghtsqﬂamj&néﬂqhwﬂ%ystem
v\%lsltal audi o, 413 gital text, digit
Fa0y 26085 Lo SURATR Gl CoBicint S Bmulded Smbhinccgbrdance wih a
c@@éé;ﬁihﬁlrigsdlg%l heeskest Mobélbﬁﬂlcbl@rly’ ”tﬁe‘?ﬁvémbﬁ réfé?‘ésgto systems
ital content could be static, such as a
aaéglﬁ%?ﬁs emglpyes Byyeh anRM syséanfer haadling @@rﬁé@arrmmntent
BACKGROUN OFETHRYNVENIRON VI deo of a multinedia
presentation. Typical nodes of distribution of such

stIPR0Rted Righisemenagrneic(RMhgne enferaement mwglgblye?ewab& in
céM’?Jbtléﬁ vﬂfh ARfithC 8bntdhe Kuc rkﬁasuc#' ;%Q@Eazﬂ é?g%%% cﬁ&%l text,

froman el ectroni ¢ netwo
dfgéaudatawmléai nowlimedineetgi, where sdeadigjtaletanterttim to b@ursg-ubuted

tcf ﬁ@br"r?nGréoé(s S uﬁ)gg{lta%orgé‘ntao%pw %tgﬂoe sﬁgﬁggta! f{gg UGS, for

ereof, suC renders r ednme
en@nplenpr Wi eauld Ibe strephnudd, tdueh asnibet ﬂre;mmtm\/auep and video of a

i , ' ft .and .a aQpr,i at e out put
oA B e o AT B0CK St Ben
includertengiblereadiiotangibie fetme snetdas anbptidal diskda shblekidcesk feed,

2 el oot i, PEBP by o thB dMB leLI iroR ki B cvaptye-air
btdaeicadty ewred)ponbeiny reseided thyi @Llls%d atSarﬁlabbﬁUpnate computmg
e IR SRR
complitEdt dévicd, agpRpridieSehiéritigesbitwaré and upPb e Qufp‘af Hévices

t he case that the distributor primril
Sm%ﬁ%%eaﬁs'is e rediiEeiEont ent to be i nmedi at eI y

c ¢oo08)ed IRHeRBASIS dhe %ﬁgarﬂ@& cohRhER diBtriBOYd by a distributor

meani ngful retri evabl e form For exanpl e, the streane

2% At N sHPFCTRIOBrRENGPe ntieh astTPeaxamBle & disitaiielavisien service,
aﬁ’d ¢Hd &Peé?ﬁéﬁ @oﬁt@hteé(é ﬁlsﬁfbu%(%ﬁaélthtap BPotéc?te& Q Jl:fn ILfF eEfple

gital cable set-t ox and
by gﬂ'ﬂﬁ eaarypiask enig, urmﬁ@iectgdt ifdtis tthe @@effbatlxﬂile@ér@amdtdmetent is
u
B84 A L SRERRELR! oy 86 E2pa AR o
pivadly iatemderfoartbe stieameatie vettenietb theatmmeadiatatyl @edswhed eand

retnGSre%lt %ﬁa%‘? s‘f&@& qrr\]tangl%eétr%gful retrievable form. For example, the

streamed content may be one of many streams of content in a digital cable

television signal that is to be received by a digital cable set-top box and
immediately rendered thereby, and is then to be forwarded to the aforementioned
appropriate output devices.

[0004] However, it is to be appreciated that storage systems exist and/or
are being developed that can indeed store the streamed content for later

rendering and/or re-distribution to other computing devices. With regard to such
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rendering and/or re-distribution to other conputing
devices. Wth regard to suchstorage systens, then, the
waele@bnidsed or of the streanmed unprotected cont ePCT/vus2006009906
rather not have such unprotected content stored in the
rote%ted orm. an thou estri

e SIS heBU RSt PHOCH! B reaed) YisaiBele foptent would

réth@r ﬁlbtshét/é)%b@tﬁ tmprdttsaebldoatdmsstma hMntthe Mrfﬁﬁd)tbbtedtibﬂn and
user rontcopy n aned content to anot her

WPt YLy AR IEh e oo §1d Sesiidcou ™ pslciay the

dts@rlmyoﬂmbhlkbﬂﬂﬁgg vdh ﬁﬁﬂ/oﬂfblt%e' rﬂﬁsef fofT b&ﬁy‘ir@@uct%treamed
preci ated, by prohibiting

comieniot %@ﬂd@fmﬁ@rﬁge & Stﬁﬁborstf‘ﬁ dikpemial dishein allowthe user to copy
withStfripBE4) %Tndﬁﬁ‘rb&h’l? ‘ré%tﬂiétl%né' n&hﬁﬁhﬁ’(@ dAS R4S BE a?)fpremated by

copl es of he streaned conten

t
pgc{t%ﬁur'tgqgm@%omwmafém Staser! eamionh e Pbar b the
upEMEKEBREBHANf HiRNE AT el e SEaRRHRBhERL Wtbre such

uachitckedn dispresalii woridoanseunagg \withi  tusersr dvdrde farggoiogs from

sHESRing th S b il Lhi6Mn SGRHE LHERA"dyHILR didiurgranp! e,
P?te gl?‘trlb% WE %W Sg%er ﬁ iers of service,

wHe0es]hi gheaddltmnelthe idstriouter may pmahiut@gpquvu@@rvaau@b users with

BeRett TR e "Bt 8RS0 R Mot TEEEPr Lo el s of

setvtcxearvmére dtbgltmtle\fat dierdicgirespdndirgly comarandnhpighére stlestription

No h h f d
BB LUSH RSP G P DT T BUEL PO Uy to
abédds! s@reefneart;ontém Frofoiigher tiepy iBran irprotetedfedn.cont ent .

Thi aII robl.empti ¢ in view,of the fact, ..

! oBogys. NBES tibuol il B sheaad Gt Has hest iairiputed,
t@tdnsﬁi@ﬁﬂ%{a@ VRAERES #Mahylirealn®inGoPove? 1€ btréhried @bnedRY This is
of such streaned content, and to downl pad such exact

egPefiallyl PERhMals i néew; At theblact dhatniiest AnyueersgaalaFomputer

ifidesahe Fofttvard® Bnd Paffitte T16eBsFREd nflkai ArRbx&@RNgIRY @bpy of
a network such as the Internet to any destination.

specsteanyede 6aRiset: ard par download tsughsaxadt oWgideFemh o e re-
] Biﬁtﬁﬁqnﬁcﬂﬂﬁqeéﬁch' as ! i%élb&% t& tof Shddbsdr bkt Qﬁ%féﬂéopy

require the user reci pient of the streaned cont
over pnefmosiesyait ag tbterl@temej,ttq amﬂest@awn content in an

ng[gﬁb'gn q eggtlﬂ{}gé aﬁ'ﬁ \6?% &lo‘ﬂ \Pﬁé’rglnsﬁte'sstre%ﬂ%rg[i{) é’ontent is

Istributor may att
spbsaribad toutie detrdnuwr nnautreqwret heouger ér@mwentset/m%streamed

§ﬁt§¥\@ éo ﬁ?%{useynoq X' %eﬁstn&ﬁga#c% éd?nY tvltt :?glvﬁﬁ\&é%p&ieoﬁanner.

ion WEVET, SUCh seCuri
Howeeer, auch aspmiphm Boasasily |matdeeemi edtﬂllerhrdakera Tiné disjributor may

HEPLT e o hTBFor Tl ARk G SAeRd gy security
denides, hesuallg- ldt/dtnhg bariceymiafreand GGG@btld?iM a-HtﬂNamfrowtﬂtTeeturlty

archltecture and nmet ho ha be ded
dBVRe% T sRoSE Y PO o8 ais PirBiagH 10 Aoy e ariisad bfer who

viidHHst 18l deefypt @Akrypted content, save such content in an un-encrypted form,
and then re-distribute same.

[0008] RM and enforcement architectures and methods have thus been
provided to allow the controlled rendering of arbitrary forms of digital content

including streamed content, where such control is flexible and definable by the
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i ncludi ng streamed content, where such control is
flexi ble and definable by thedistributor or the |ike

w@boosacts2ai gital content. Such architectures aPCDUSHNE009906

facilitate such controlled rendering in the scenario
In on

dg,?rllb tefﬂg%éﬁ bovfe Fp&ﬂ%ﬂak&gp@gf P cgh@rmategtures allow and

fasﬂnwastalsubry c@nﬁtr@lteueam@ermb iis mo@aaﬁ@aé sof forh d@dvas a
e receiver selects a

d | to a receiver
SR 4R e pattRuRe EPESEN B SRTSICP O, & on of a

phR&litR of ¥R oRBAcHESMERtSSTOYiBEd %slaeéérﬁs”néa rsﬁ;ml Ecpa $e&diver.
medi a_system for further processing. 'y,

Tog recsived selectss@radicyiapene eatheostm@%lém wama@d from a media
sYSHOtRE! Bbvidelt thRl 58Bcted RRINY 18T QthdRddl0 s%é‘t@m”?di“ ﬁ:rther

systemthe selected streamis in fact protec
Prosessingr d¥Qiabini rioe t eplectphratiedm s Rvw\dded ytpt then receiver is

uﬁ iceiad, [bRP pRdr hYBiGS Ho\c({ %e'dr’(gglﬁ‘% gMéjﬁ"’g%pt ni & seibe ﬁ'@tream

e cont ent 1s protec accor
la ip fact penieetad byél’;e (asiejver amdmg Ito apagicntas RN encryptlon system

e tiop, ﬁc%ﬁy,okﬁca{rvw gﬁc.gﬁucﬁ\aésfs%ém gﬁe;&g{e %?ﬂedprbt%ffed by

pensi ve asymetric
bsinghenssypiedt amydn(lg}t)) & scanyeit c@yi yCKY mﬂatasnnuch Aés symmetric

ded .
oS0 bt SHBRRET Db ta bl ot BHSIE Wef Bpppe
ehd:’rgpimfdaad lestyption,Nswomn emterytpkeqd Cky i @pmtaﬂys spantettd. @lso

t
il b o RREFeRloALIE i B RO S R fecever
a;debrypﬁﬁd stioh be tmbsmgg@tlgd}em {d\hdremy;ﬁéd Pornt dved 3@95& tbf 8igital
nme S n e ClI re
I6qioE s dS LR T SneaTEs JoBpsey Ui, al TMupt Be &aligiadpefdre such
coritbnvs &Il@ﬁe@{w@h aécryﬂst@g aﬁf&)‘emd@r@d g?ﬁ{e awctrwaennbarat Stem.
a e Co n (0] e nedl a syste
i&iﬁ edp Z‘eeea"qw'm a@q?eWF%r@éF% steampd senf@ﬁb@&r@ooft%p'ura"ty

of e@amlé\w%aw £t (hgy r’f?@ﬁactsuétt@ﬁed ByttHQ erebé'iver at the
ferent digital signals on a fair basi s,

C‘B‘@F’Wﬁﬁsc’ dhe trdia sysleNpfit igstonkee ﬁplar§0'6¥ﬁ9eﬂ@¢réﬁ%/ reAGELER £AN be
ek cBitPtoSREERE coﬁﬁﬁ%sai’r&ﬁ thé nﬁ%ﬁfao emab Lhe] r{TBi?be‘ént digital

systemis in effect skimmng t or sur
sng@eléroall a éal@hsﬁgsllarmﬁméerha@mnrféedgmwfmy mnah aeazme every

oREWLY tb %%d?e%ogaales% Iiglfa?héau &Wo h%e,%a.a 5&{%@#}@ in effect

recelver recl ated t cons
sigmeting dbvoligls ens'suding’ sevetaingigsalae Howaverhandemsogmzmgdhat

oHPoFEY) RoBdCUSTI BB BT IBUEAEESR T BRRGRE'Y o ve
apprenieteds that nadnstresting duch trew dicgmsat ane, semdutd‘ueaMek&om the
Thus, . it |ikel annot be expected that the i ver .

resgifRl ta ey fia yEBMERGR PEEREEE R seprgabhE et fegse is
dst_xam_éd:ﬁndomrefleryptwhelea}e;ats;encm%est farlﬁglaal Cblsﬁrfe&?@mor h’the like.

i gi. si gna ecia e frequen of suc
TRtk (Enant pRobDRaEr et st Bresyier (o0 BRiN sreae a new
lig¥is8 levetyn@ie the mediss ¥yster cdhfmaRish@hfreéeildetortase avfferent
ditgi(%al signal, especially if the frequency of such commands is on the order of
seconds.

[0012] A need exists then, for a system and method for the receiver to

create a shortened version of requirements that would go into such a new license
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create a shortened version of requirenents that would
go into such a new |icensesuch that the receiver need

wmoeitegosee® t he burden of in fact conpl etely creaEl/Usm06/009906

such new |icense every tinme such receiver newy tunes

di | t | d t

Fof 1y B shodViaienr ot b thelhuroBudiin 65 demieialy ergting

sbeh (HenC kibahser @@ér?dtlrﬂﬁob@ﬁnﬁecéﬁ)eﬁ lnewryemr%ssasm?m e@gﬁht In
me the recei ver new nes a diqgital si

PRFICHIE 50850 T ATl Ao b CAGR JEr S Phaudt draiirgments that

cBRBE RURIYcreESLeaMdFent® théfthdid Sy sach tifkefe Qéd:é\?e“r newly
for such a shortened version of such requirenents t

tynescy Higditaksigngl: pren Hdbe uspeis %mmﬁnq}%%cheé‘ﬁﬁqub’??@n‘?@ef of
oh8é eﬁé‘r? sbh'&?tﬂordécg' A@ditiSlap38 nbéd éx@i‘s'?br“@lchad@%}fen@ﬁ version

space. " Fi nal , a need exists for such a shortened

of 8yal r@ﬁummgmé fihatde cencisreandsyetigscrings alldicenss wasiremants for
tRORMBAAR Ychbl B4 AR Arfthuhbr Soeninaly, BY Qd'8flsts for

di a system from sources ot
su@tea \ﬁé\ortep@m\zﬁrsnm sof suegienuiregenthathabaean mewemployed in
i r v,
AT BRLELAC b 0 G250 Fhap syt fom
sawpeeoﬂ@rﬁwrtthatrecran\fanrm ng the nedia system of such

SR, SR RN PhaLh i U Pl oS35 SBe o

the tesaiver aterdingtte ahdifferent cordentAgyi (GK), it id iokiee app:ramntﬁd that

RGBS fibeleSlasct s bef eyt Rk Sl pe R g 178 Hew

licediecarslysdnelingcsama s theabcegieerab\ties medlid systerd can likewise be

i FhfCisinadond oh e SRaGH be” skeesiet thebdhs) rokeiver
compRieXickéaies Renew flieense &Mﬁta3me\’wn§brﬂ@ﬁtfl€§§l {CK) ebaryitinge the

each new content ke CK t ween e recelver and the
MR%R 8 %PBPHW@W&&M'?F@) tunga @F%rgn ﬁlg't%'%la' (pspecially

iflth€ BB§Eertly Ioh se&F EoritaRdS RISt okddt 06‘ @Eéortoﬁer ei n. I n

particular, a need exists for a neth % whi ch_t

r d0814ler A RGeSt dpsy @h%%‘%&&’?ﬁd’@%“ha f‘Prn‘FW'éQ each new
coRBhERyY (W) reifed @R rbé’éﬁérehrféicmé %dl%@ﬁerh%%upfhet&%d for

|n|t|al content key. Additionally, a need exists for
CEARENG &N stuab icanse Métheachsuple santeBt keyr(GK) freragila particular, a

%&? %ﬁmsr foF alrReihBY %&"\Mﬁléh ﬁ%ofe‘ébﬂéf 85 fﬁ%?lm erbtel{n QQh¥xchange

urther recogni zin requi rene

ap dnitial sooieti hgy aind thenaniaje cherat keiyg rbasedmry theeinitiot eerdent key.
AW Bh |yt Q%e%ﬁ%“ s f4 sﬁclﬁ)gﬁlé}gf}& mﬁ%@?éb%z thQ ‘r‘éc(?ﬁ\%? nﬁ‘{ﬁé‘ media

peri o I ong
systennsrotame beysapmmr@hdddtf&siﬂont may be unreasonabl e to

h t |
B AR SR PR PR SR8 B e AR @ ey
tlhrmdamgdal\maWbe Iscatéd siithimathe sigratonad bgriodic theis, but that such
paiosiahy My Hach Selaell Fa Pelac G, Bk Ibe opfcileg fhat i
n’id?ﬂaemrdeasmfab@tonﬁm e roedie symermwamwdmad feldtively long period
cann

o?@géﬁ\?;ﬁps%gﬁe%[qmq a;eelpggqt\k;%qqietf wﬁlan such SIgnaJ1 Especially in

the situation where the receiver is tuning in different digital signals on a fairly
regular basis, perhaps on the order of as much as once every one-half to one
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period of tinme to |locate the requirenents within the
newy tuned signal. [0016] A need exists then, for a

waywbanicand met hod for the receiver to send a PBerf/astone6/009906

set of requirenments on a prelimnary basis, and then
an actual set of requirenments when actually | ocated.
secqual; itilikelyanannat be edpeoted that iy receiver isod wWayt i relativélg long

B Y ImE ANoREA IS L SRR Vi Y SR Rt

Sy TEem Un
r ec[00163rren¢t seed existsriben, Moh sysberalang methoe &t tee rexdedvet to send

el S8, A FeqliPEhRR, i WBfHaRely BRdSL SR ridran BelaP Sot o
wquhemotw\ivh@w actuaky Idcetgdi riemanicland nead oxidl fREa ndthod by

HBI e RO BER Lot D RSy CRELRRENE) B ghit e by the
Ry systen ngmhme é&l@alrfedwﬁerﬁefﬁﬁ are kémte! Adddidrallgt @lh@e@ exists

rel ativel r l.icenses corres ondln
Iy aribathd SRaFEy the Thedie ‘SR icenrget twggphsuch
Uéféaﬁsl%%uﬁémeﬁ@t aRgesgsh fc@l‘reé{;ﬁfrhdldgowtuéltrehﬁlrérﬁeﬁt@ and can
appreci ated that such licenses should for the nost

qceyibe defruliqeaviranents withdhg 6‘?%@35906%‘9@0“@11 é%qbufgma@ts upon
Iré‘beidf@néééﬁ.latl on where the receiver is tuning in
different digital signals on a fairl egul ar basi s,
perlf@d orﬁmﬁhf f@FQQéFZ'@@ thad thm@ﬁd@ssyé%@ehi@hewl Pk a latively

Lé’g@'éﬁ]o%ﬂf:ef‘ﬁ’cedsgs lcbk ér)(on‘a R ndif %rpé‘ocglgﬂglts ﬁtrt@g many if

t he correspon I nNg |cens S as C eat ed
nhtemqatonfaugwc@’megmndt rgeded douvasy langd # istcale amrecieted that

Sy EFARRSSEnARF i ol ARLEe oSBT Hh S 4 Rk, Onee
Iagaiet instbesitbatgenwbseredbe resgivards huningint different digitall signals on a

DAL B O B ks B BE it ofed £y one-haif o
ore sgeork ivilikelyhcadnnoebe expmm:ltrmﬁ kajl obmescmmondmg licenses as

R, Ste SIRERLBY 11 Pettechva ey S GE coliios ep avlibie on o

peitiafent bhgisstored |icenses. SUMVARY OF THE | NVENTI ON
O%& q]The af orenent j oned needs are sat beI ed_ at

t
oy BRSS ERBEMEN: T St AHORF BT T o iegTe Svstem

Rf%‘t’cbr@eﬁt st Sdthé ﬂ&eﬂsés?%ﬁé%r@ing3%ttaﬁéd k&iyials only on a
bet ween receiver of pieces of digital content and

W@ryn@a%w“& @aﬁﬁHWr'\/\ﬁlr@ﬁd teYiste Qi @ anetaesh P¥whiely tq%medla

B@stEANGRI REogriRe whRthelicéREe£RSEY Bﬁl§ RASBrd 6F & t@f‘nporary basis.
content according to a corresPon i ng content key

Pditigna|lYe AdEeA RIS fRliugh & me h@ﬁdﬂiﬁf?@d theomedia S}tséﬁnﬂ eletes
SO ﬂfgfoggd A stle conmputing device decrypts the

encr% ted content according to the corresponding

SHMMARYIQE THEOMYENHOMe net hod, the receiver
| nirpofdy! Y fﬁeagmhénﬁ&eﬁhﬁeém% | ARV b Geast in part by the

present invention in which a method is provided for sharing a sequence of content
keys between a receiver of pieces of digital content and a computing device upon
which the digital content is to be rendered. The receiver encrypts each piece of
content according to a corresponding content key in the sequence and forwards
the encrypted content to the computing device and the computing device decrypts

the encrypted content according to the corresponding content key.
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an initialization digital license with an initial

content key (CKO) therein encrypted in a manner
waeleasiipisabl e by the conputing device. Each of REEUS2006/009906

recei ver and the conputing device derive a new content

( BHodg ™ im'ofe ol eSS e ATl Fralehuls Blaas B5Ring Ryice
an dxﬁﬂaiizaﬁmeglgftashem witlnas initidl €ohteht ke Glﬁl)ltﬁérelri @r&fﬁﬁﬂed in
is required o

th nt ent
oy B9 ST R YAD P dhvolTGororRRlpSr b B a6 GRedlvercancs the
c@mpOﬂ'ﬁgeaéV|¢@6Ner‘i\@|"é< hel@ohteit R@yTF(BKX)ﬂﬂ tRe Ye@Rnce rfroﬁﬂ% initial

t BRI EF DESCRI PTI ON OF THE DRAW NGS
g PRTa Y SoiSOFmARN S RIS HE6I% W TR FoRidingled

fabnion. | AL esCiitRlizdonafceh§ iseisbaifedBA Sorek fbth@]el%e%gﬁéﬁée of

i nvention, will be better understood when read

CRRIRNU KRS @@Mh@hrqcﬁ@ewﬁ@%d@a eefp%ﬁmmg@mmt@rcatm@ Gontent key
(@Nﬁ)ﬁ@iﬂ@e @cﬁmbutldgsciévﬂfe'feeeédwpléw@mdn%t there are shown

dr aw odi nents which are presently

Bﬁ‘% Prﬁ%R' Mgg%TUE&RAM\ﬂNﬁﬁ ood, however, the
| M§ERM] ONrHeSroRRYoirld éﬂrﬁrﬁﬁ a/t 8s W%ﬁ aertﬁé\‘ I%wﬂ{#r @éiglfé(?et;gzs?ription

and |nstrumant |t|es S raw

ofthg. embcpcgmamtsmiélke areégnblnvci:répnewdlme bejternindeeatpacawhen read
.me&gbmbh'w.aq masémdeaw@e r fdw;a WBQ% toEi(ﬁlé{stratn?%the

nt 1 nvention may be
lr@(ebﬂltm; thu%gmﬁh¢wpr|edbﬂtdra\glnga emmqimantys whichoare presently

SRR R Ot o B H M I M g o

précipe éBrangemehtsoarid idstagnemtalitieswhoynain thef drawingent

:@% ec:ﬁre Of a§|ocféa¥%{§g10;%:?e§t.er ﬁtg;qbrﬁéggmspé%g %3}1 -limiting
ccmput&tgm‘wﬂbnmedt igivirath th@rlir&ﬁnt inveatsomagbeampldniented;

TR P50 R S, Sl ARt Soeb g oo

ehwmmekm&eﬁngxaammmf dangouuag dalides th whichitRel bedseBNPVEntion
a recel éer forwardi ng an encrypted stream of content

tem for rendering thereby in accordance

vvgb(m ar IFPQJSB @@@l@bmi&bﬁarﬁ)fshé\hiﬂg I@neéﬂakeh'ié\ﬁ?&tchﬁébture of an
is a block dlai%gams oW n

emwlevp%uaedr%m% Scyﬁtenhqtmp enes dagﬁtagdme%q ifen rengering
cér?&p%ﬂ&h&p&ﬁﬁalcéﬁﬁt@rﬂt lnoécc%r&ancé #ie \%?loﬁfrgm%lhgﬁts of the

recei ver of Fig. he nmedia systemof Fig
peesetiawetieni t h one enbodl ment of the present

sﬂdﬁ!ﬂl OrFl angs ORI fdialggna;'ra %3?%" &nf &M \}ﬂ% %grtﬁé"ﬁruat-%ased

e steps per e recel and e
S)ﬁ}@ﬂet?ﬁ Dig. B g@nd4ini naracldalr dbowee avredeivearfoesding an encrypted

st?ég?ﬁ’qif 'E%ﬂ ent 5tahﬁ}eﬁ m'fgy? de?ﬂg tb&%lbvgh {%cg%%nce with

recei ver sen qU|rene
various embodiments of the present invention;

[0026] Fig. 5 is a block diagram showing an abbreviated version of
requirements in connection with the encrypted content of Fig. 4 and as sent by the
receiver of Fig. 4 to the media system of Fig. 4 in accordance with one
embodiment of the present invention; and

[0027] Figs. 6-9 are flow diagrams showing key steps performed by the

receiver and media system of Fig. 4 in accordance with various embodiments of
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the nedia system (Fig. 6), the receiver and the nedia
system each deriving a content key (CK) for a newy

wo ewed1ser eam (Fig. 7), the receiver sendi ng aPcEis2006/009906

derived nessage with default requirenents to the nedia
systemfor a newy tuned streamprior to encountering

ither @rﬁﬁmtu@vﬁntlﬁnt nelugingdbereqedrer sRNANg dea teguirements of Fig. 5 to
'ii‘?eql"He'E:l % % ﬁ'%nféc(ef\’/a &fd (tﬁé gnetﬁg' Qtré& teQ@n deriving a
medi a s em e in npor ar lcense 5
gentent keg/ (s Kerla |newentsxesd Btﬂe&!mf(Flgm? byhe\mceo)fer aendmg a default

PP B E R bl St o el ekl hably tunec

atnelam heriéroltd oevhcmgmtﬁrmgusﬁd)rmatlan eini e nstedint ofrgen owhidl  actual

S eafiEn e SRR R o 2B 8y Rat Rt dnentaying o
tdmprhanyl icemse ustder ahd albletingwenaeted lidemisedaheliefoth by way of a
d..ot Qﬁge onputl ng devices of all kinds are

58%?92‘&5?'393” gigp n connection with the present

DETAILED DESORIRTION®R THE INVENXION conputer is
this is but one exanple, and the

b bel
gPEPé’h eE[er gﬁ'?'\év% requires only a thin client having

net[pozdy seviyer anﬂttﬁéqﬁlﬁfvﬁlb%ldis*chdss?@@ ardirRémddd @Nproliddsa brief
the present invention ma | enented in an

GFNATALARREHIPION Ot oIl CHBRUENS SBYRAERaDt i Wikeh: they wgntion

hidytdetinfleiémbaRlt sHouRMbe ﬁﬁ&é?%@&sh&ﬁeﬁle'r "fﬁéf I‘Péﬂo‘h@ld portable,
é@% a networked environnment 1 n which

other sempa§nensierices ot alk kinds ase poatemn!ﬁtgﬁ ff@rcteset i eamaection
Weh sk Miedeniig nt&aﬁo%?ﬂnle'% %;Qﬁ’é%gfbd}ﬁ&s% @&leutgfjrs deBribed below,

i nventi on can enented via an | cat

Bisdg BrhioRg exarune. aa,red (tbveplpyesenbrm\@@borbyewwvemlwerthm client
mﬁ\ﬁé@ ﬁe\}vﬁﬂk Eg@/gr WtérB%é}gBﬂﬁ( a{?‘ﬁjtlﬂfé‘?é%h%o%b@ gthéébﬁ'%%%'i favention

escr | eneral conte
o@ypes émplesneotedainl an enwtanumnntmﬁmetworkhd dostadoggraices in which

e u'hﬁl% ol?elrrﬁr(ﬁ %¥e&}éﬁ1?dre§é9|§8§sgrre At/ f%agggp ue‘t7$ Z@, gt%vl?)rked

as’cliéent vvork at i ons de
&avienaidrny jn whicribenclierd deeise iseolesdrereiuas adsowseragristedace to

b'\&ctlﬁq .éo nents, data structures and the |ike that

gl?'r 8t V%' Ft | ar tasks or inplenent particul ar

aEs{OWZﬁ;t dmﬂmugrylp'&ﬁ red’ymd;athé)dnvédmenfwmbeomﬂlemynteﬁ via an
t he. pr.ogr am nmodul es 0 |ne istri as

0 Bl PRI Pitibe BTN o7 (a6 baoh evBbiss dndior Thcluded

aathinl 8@ hatwidie tﬁé\t\lSM%l doftMRRs edHier Qvnll et dedsribedVviantieOBeneral
th ot her coahput er system

ract iced w
QJ?V$F¥t r SPTBHE-C¥eFEabIREN$ryGH8 %&?pﬁ%upr'i@g@%m%"es being

BRAGULE B BAS or MY %mﬁ@tefé duErhs esht Waazstémmsb&rvers or other
suitabl e for use with the invention include, but are

AeYices. ni enerady; ;ﬁ’é?gféWaldeMﬁﬁuﬂ@%de( podinesytRAgkases, objects,
ggblbgiesd@ceb{ae%truéﬁwseraneom&ﬂnméSthaha,s@fd?ﬁJ baPicul#PiRs or
lmplement particular abstract data types. Typically, the functionality of the
program modules may be combined or distributed as desired in various
embodiments. Moreover, those skilled in the art will appreciate that the invention
may be practiced with other computer system configurations. Other well known
computing systems, environments, and/or configurations that may be suitable for

use with the invention include, but are not limited to, personal computers (PCs),
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processor systens, m croprocessor-based systens,
progranmabl e consuner el ectronics, network PCs,

wonwsgosput ers, nai nframe conputers, and the |PREUSINE009906

|nvent|on may al so be practiced in distributed
nputi ng environnments where tas erfqrnmed
ald'(émﬁt@d BT ATV RIS Sopand PIRGE RAIP dgHoge: mult-

Efétél%s rietopPEdesEor-1sBaT syktéras ! bﬂf@gﬂnﬁ%w consumer
fum 1n a distributed conmput i ng environnment

elﬁﬁb'gﬁlam eErle £ Gy mINCOMRURTBd MaTT 56 COTHANeranand the like
SWe%tIGHFB%/% 0 Eé g?é}ﬁﬁeecﬂ'fﬁ\ddl@tnbﬁl%kj ERhipItiAG @ﬁ{/i)/orﬁﬁé}{té‘%ere

evi ces hus 1l lustrates an exanp
tasks wream@ormdpby |fﬁ@\0§!€y§f€é’ﬁﬁ%ﬁ9| deyiseenihal gee |"ﬁk%‘1|ﬂéﬂQU9h a

cbﬁ%drﬂ:\é@%& HRuIE¥ GCoinBPBIR FhRshisd@bhhAeanfsS IH"%’:Gj %lstrlbuted

ove, the computlng system environment
conrlpytlmeenwampetet cn‘rogramm@lule@ U@ypmllﬂ@at@%vnrbﬁthe'ﬁﬁal and

r%ﬁgte' c%éﬁ&)gﬁeﬂ s%r% é) m%tﬂ@gﬁ%fleﬁ[}%/ %tbﬂ&gbqfe\,f&gs as to

unc e I nvention.
Ne[00B@jr slﬁgundhuslellwstra’;eatamgx&npbr@fnarauttamgmqkutmg system

PTG 0 BB RO RET RE b e PR s mace

ddar ubovat e tompltmgexystarh aanywmxmeratt mfglsennlyrmmmmple of a

e oSO SRS ey FRBEIR) fikion st

1S BE6F oPUseP O mr@ﬁ@mty agthéemvemnonn Ndithef shouldftha computing
ter 110 ma

BUNOTFE TS0 s FIFBBIELES B UBL R g O aguirgméii Felating

t8 Béﬂ&%ﬂer@”éﬁrﬁblﬂagﬁbn an %ﬁp@ﬁﬁ@ Mubtisted 37 thér @kemplapy eperating
vari ous st em conponents i ncluding the system nenory

W'f@mefﬂir essing unit 120. The system bus 121 may be
anpr%)ggl S eygthakfdr¥mesStoHig by Sarﬁéié#ﬁﬁlérfyeﬁ/stdm lfcbrOih1”p>$l]an@ent|ng the

bus or nenory controller peri pheral bus
iavangen inaides & gﬁ@eraeggur@psqac%pthQypcedgghe form of a computer

ﬁbCh'dcﬁﬁ;%] énts o?ycdfﬁpyuté’rf 1%%{/ ancladél Bt a?é Mdkt Alrhif¥d, to, a

such architectures include Industry Standa
procassingcanit 82Q, 1ssystemsnenpsr B3Gadre FSWi?TE'hW%&?M@t counles

)

VS ifom SRSRTERS R e Bt g s praguig un
QBopiessystdnmbas d 8 meayt bg &G <)1f smygra(l a{m@ qt boasstrgetures including
Mezzani e bus 0
SRR B o Mempieihlo R e BbndAP o0l B Jokal BES LIRS any
df@@albétg ogﬂxtlsaamamedmgeanyBﬁmyl afbérampleli and inat ligétatidre such
accesse C ut e 0 _and nel | at.l.l e
SRR RS MR RIS SPoRD. REEE®, 840 (B, Al cremel
mﬁg@élljrsy(mw) ofs, Erhaptad IS (EISAY) busnVidat iBectranitspStaedards
readabl e 0 0 er sto e nedi
asaios SVESAS e n RS o Koo B RS ot 20 bus
@RbknbAhas Mgzﬁmm@cm)gyl atile, rem)vabl e and
non-r enovabl e nedi a i % n P

[0032] Computer 110 t%)lcally mcﬁl es a ¥le{m o) computer readable
media. Computer readable media can be any available media that can be
accessed by computer 110 and includes both volatile and nonvolatile media,
removable and non-removable media. By way of example, and not limitation,
computer readable media may comprise computer storage media and

communication media. Computer storage media includes both volatile and
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technol ogy for storage of information such as conputer
readabl e instructions, data structures, program

wor@ehes2or ot her data. Conputer storage medi aPCT/US2006/009906

i ncludes, but is not limted to, RAM ROV EEPROM
flash nenory or other nenory technol ogy, CDROM
apgyalatile viemayablecardi sdrsrenmwBhleomediahmplespentedilin dng knethod or

8095y AIEbE By RTARLEE Sy (TSP ARG ARGy, e
@trh@tureseunqgmmmmlm dﬂmerwlsamj Computer etdrdim nhediana@ludes but

TR 8 R SOfF EBEPRE BRSBTSl

ltm}’mdalbb?, C@ROM,Culgﬂalsversml@ diske UDMD) esF, otheo gptisal d|sk storage
S or her_ dat n a nodul at ed data si gnal

MEefE Bhaftaic midicts, Bef. MRgHeft fisk Slofads Bhoiner magneti
lstmd:jgeldelswgéud Orrényf other eredileh iwtaely cﬁﬁ(iilea;J?]éE?ﬁ)hbﬁfrénthe desired
at e t, a signa a as one or
Qranetipn ang ViTich Set Bﬁ.ag{sﬁ% Jyicopp HalGe LCOMMunication media
vy @ﬁbéd]e@%ﬁ#ﬁjtémfr@éd%w QRS thUBtiGME aétan§iruct§bésv\@fogram
of e@a@qﬁhqr d not limtation, conmmunication nedi a

taiyp anedwated datg’ signak gUsie ey sarder wave or other
tahSsort W\ercﬁgn@@ln Q%tlh(ﬂtﬁﬁesaﬁﬁiy WhbBh&oh BBeR $M&dia.2SThe term

acousti c, i nfrared, and ot her w rel ess 'nedi a.
GBH@H'ﬁtﬁﬂud@F%S'Sﬂa'aﬁ}P%ﬁ 2 fignak il dias epelal regre ®f e characteristics

bé‘l%r@\%ﬂﬁ% §hbieH Q%aﬁﬁﬁpﬁs ‘ﬁ; efl hfi{rm’éﬁ&ﬁj e [ aBé/ way

0033] The system nenory |nc es conputer or ag
ﬁ%amnplﬁ, AR npbhwt@HonJ@pmurucaénaﬂmdmmm@twnr@d media such

B8 et Py G QT Bltnectiolt Thnd il EFRHERuch s
acaistipl BE) lnftaﬁml,aamd wiher ndrdiess medmut iGoasbinatons hefl apnyt of the
Ryl 5O REHASAT R SoBERPLIbl a0 I EBREHH

ROPQ33] . TFMI\/S)mntmpmoey H@O ctmdnimtmesrsorg%ut:r :’Imti;:lég:f tmedla in the
B 0 S e LB A A i Qe 1

aad raridprmagcess mesmaory|(RAMHMAG2n @ bdsidtinpatouaput sE/ts@m 133 (BIOS),

T e

pMIfid4¢onieecanpubech 23 Murny @hRepi nmltyuitfanytsh@r@d in ROM 131.

Eﬁﬂ) 38 | e/ n & cggol ﬂagq ag&gﬁ{p}éﬁéﬁr%\éoh%ltk% gr%nlpmmedlately
abdessbreafo%ﬁnovorrrﬁégiermysd@mg bpRatbdlont ts},abrow%ilﬁg {in® Pmor By way

ites to non-renpvabl e, nonvol atil e nmagnetic nedi a,

grRoR'e, w%kotdmtﬁélomsﬁlgt hadlustrates Lreraimgaysiam 4, araphaatlon
hgs, diﬁérv&bgftam RobBIRS ek Carm &Bgﬂa'?@da@nf%ﬁn

optical disk drive 155 that reads mor wites to a
r ef@R3M| e Theorspomriten el ¥ht meyl alfioskinglede eothen aemavatte/non-

M\%Bgeo(/?%ﬁle%i\@% lgrﬁ%% r%&%g? media, By way of exam[ple only,

renova non-r enova at I
Eigoil dliystratesi aharldadlslcdnmveb@Au&letiraadstfnmm ev(wrrtslsetomon -removable,

HWO‘?%(’II(J]IQB Hé(tlicr r?l@H%n% nfusﬂg dﬁ?l&'lvgﬁg'l '?I%t d‘laé&g Frgr% r(\)ertes to
magneti c pe cassettes, ash nenory cards,

a removable nonvolatile magnetic disk 152, and an optical disk drive 155 that
reads from or writes to a removable, nonvolatile optical disk 156, such as a CD
ROM or other optical media. Other removable/non-removable, volatile/nonvolatile

computer storage media that can be used in the exemplary operating environment
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digital versatile disks, digital video tape, solid
state RAM solid state ROM and the like. The hard

waele@k/1tiseve 141 is typically connected to the BYBUS2W6/009906

bus 121 through a non-renovable nenory interface such
as interface 140, and magnetic di sk drjive

5 d
insticlen Ut re Kl Imitech i RGN qtlypt@egme\;s@mééﬁéd%?monhsards

dRiel \%Fbémé d.%?e& &?dta? vfd%ﬁ@é/;f& lsBlid TSRy RAMﬂ b@l[cf ﬁﬁfé RONE ind the
as Interface e drives and

s 5op Berstick ARG &1 Baisall GoBOPHR e PRsYBIETBYY 42 htough
d Adnu H&%s@ rh@maﬁnte%faeé QUEHISs P86 40f aﬁ@m%heﬁc disk drive

reada elnstructlons dat a struct ures, pro
10 dnndeaptigaldlight tidve thi areftwplcalwecqmﬁﬁsﬂ &9 ”Pl@yStfPfﬁ bsgl21 by a

ré‘mmf/é’Jle mg%te%ed sgér%s ﬂ'iérféece%%é Is illustrated as

storing operating system 144, application prograns
14[9035& heFhe degsaamdrhgir a;@omatsed campYieosfpeagedaediadiscussed

]['\Pzﬁ fust ?%?ﬁnql‘?@pp p&{1|d%g&§% t‘é'ec}f Q?@gﬁ?er r@?dactﬁg‘ﬁwsﬂ%ctlons

erent from appl'i cat
qatangnmmmre&wpgmm modpfensgamlmthercdﬁt@ $or1iB86 commpdtasridgr amFig. 1,

B h ORHBE 5 ) b o R RAIRBSHE 14

appRcetion eiroghiahise i 45t othem‘pmgsam enedules M#6,ushd pragramadata 147.

nlrrum t hey, are dj nt copies. usr ma .
ite halismtmmoctilts s tnet B T sroe emer el o dperating
syl gbu, laﬁipliéaﬁéﬁvpr@@@nm @Ehea pk(ﬁgrbm&hdddléQwﬁdend program
c{;Itlntlng devi ce 16]1 Tm ¥ ﬁerredtozi 'ﬂ) r’
acidBal IORSTatNSy SHS 5%1 RBPIIGEHRR tPrAg@MSe d 4pn Giher program
HERNEY 1480)An0bYden datdi1A7aRE @Ren differeht Mmb&re Mer® alillustrate
sat el I|te di sh, scanner, or the |ike. These and ot her

thatpat adeininees. ey ase Cliferem opise o 5% M@y ginbelecnimgnds and
MBFrH?ti'o%andﬂfh%U&ﬁn@tétSﬂo in lhﬁ@tedé‘vﬂﬂee skRR dshikeytsoard 162

coupl e he system bus 1, but may be connected
angl Reiniieg deﬁm@rwe@oramnwgfeﬂeﬂdeﬁa agBousy, #Releallpr touch pad.

(?Lﬁélagnlpﬁl 8%\9%6} 'EﬁoWHI Fnagrmélud’@ b‘ﬁﬁfc?tﬁ‘ihoﬁ@ﬂfo%tmﬁku ﬁame pad,

nmoni t or other type o
sitaliite edisls stappet opmthet B, t These &k other HoRUt devicas areeften

d
pEEHASE RSB JICER, LA 2580 Pyt HBGaS160 mat s
aopleddo ¢k systemeausytdie bubmsy b2 conneeied iy athkydntesfage and bus

SRR oh8f o VPR 0 St b LPF o ho Bl (g0
ac[ooBey at Adngmsqmmajsonpmher fypeR)f displayudedet iakso @mnaeded to
BB iRl 2 P S TR b b R AR ey A oromtics

ineeracsl 188PskachL 84 Nertrriaéy map cdisul ee cronabeipdntentheysystem bus

stora SUcC as reqj ster, stora
oot & & Dseh P isEateuity i CPU, or host
ﬁre&&\éﬁfg uAit & 2outang n@ss@m&e@p@ﬁsutﬁanﬁr eeeslsrted nfiafticss port

a variety of co-processing devices ma .be incl
(ESweBIMUNieations miHle Yrmeg108Phies H@Fe Spe upKs 6@@@%@4 may

ARNhGSicAte WS QPSHHIGC inBstdce 1432 fﬁi/%@%gé@ EHUy 184 ajenerally
Interface, such as a video interface 1
include on- chlp memory storage, such as register storage and GPUs 184

communicate with a video memory 186. GPUs 184, however, are but one
example of a coprocessor and thus a variety of co-processing devices may be

included in computer 110. A monitor 191 or other type of display device is also
10
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which may in turn communicate with video nmenory 186.
In addition to nonitor 191 , conputers may al so

wOo pwbadtes20t her peri pheral output devi ces such B&I/US2006/009906

speakers 197 and printer 196, which nmay be connected
t hrough an out put perlgheral interface 195. [0037 The
coomgniedio thecs bperial ¢ia an interéacRe SHEHAR ANIde e 190,

\A}Fﬁ’ét{‘&a qg't&r’ﬁ' ccﬁﬁrﬂﬂﬁﬁéﬂeo\ﬁﬁh URIcBHRe@bry P86 1€ BB&8on to monitor

conput suc renote conputer 180. The renote
1@dnmsmmutersomﬁuyalbe molyee selar RepRperiabroutRuls @pviees sych as

s 8 lEe% %V"Bﬁ erP Gopd i ec&{neefé&e'ihrﬁé? output
Hodne W e b |

k no pica es many or alTl o
aehph@ben’emﬁasedéﬁcrl bed above reI atlve to the conputer

o é@osﬁ t hﬂ"f@geﬁgh?ér ai,gﬁqﬂa{%péfa?é biked 1&irBA%ent using

| ustra 'ogi cal connecti ons
lolgigal cbprkdtions-itqgond of morejtwlcie lcorplitens, sach @swoieknate spinputer

0L R R B A Wb Pl Tl e o

ristveork O peeradevice afdtheresomreon eepdrs eode ,ccEndciypisalleincludes

RSB AL RS M 08 ot 8 Bl o,

aﬁtﬁﬁﬂ@ﬁ bAN d mdnhery lsfdadd Uevioe 08y hhas bedntingtrated ém Facel. The

iR b Spotelo o Ly Re Rl S oy 171 and

ATRAERRre&2 nBvoRt MBIANTE RIS erm@ystaebl llnﬁlhdégather networks Such
comuni cati ons over the WAN 173 gch as e | nt

PRUOTRBACITPDoRk €% FRIYTRRPACR bt AUKSE, SuRERRAYIE Agputer

rré%wsmenﬁﬁa@éisbﬁd&ﬁbenrﬁéfﬁétem bus 121 via the user input
Interface 160, or other appropriate, nechani

nel008Bk edVeni yssniB it LAD s aikingoeRYireBMeahi tﬁ% étampuﬁar 110 is
{)o?\hé&tba %ttﬁe tL R 99MRHidRGh el Aetwdirk RABFAGRN S bﬁﬁﬁt@@ﬁ 70 mSWhen

e stored e rennte nenory storage devi ce.

usiedeir eﬁrM//éN r:m\aorrkm enviiongend rihe mogputer; 1 1%%%'%51"0'”(163 a
@85@{1 9 7?%3[1?' dtﬁ%t r‘n@anf‘qg YstBHisHi é—’ cBm Lﬁﬁda‘ﬁbﬂg oP&r {HRIMARAN 173,

evi ce e apprecrated that the network
sichresdhé dnternshoine m@eﬁxﬁ@;lww BaY betinernahes gxtesnal, may be

%021&1%% Sy ﬁ% sctgmgé Cl%gogg thgnﬁ%rbi El‘ﬂ‘(eﬁﬁeﬁé}% 160, or other

rs nay be use rdinary ski
appeomtdte cewchapipme dnat eetivoedenyoapuest plogiammeduies dePICted

rleiea(tent Qqﬁ%/ :;I;%qu geﬂ'r f}g)a?ogpdcﬁ!oq% PRrddf! hna fbeaffo?eﬂ’ tH &e remote

e present 1 nvention
nnemt)ey sierdge devces OBp wiayr of syatreathe, reandi mag llantyatmml,nl’bgr 1 dfustrates

ry o t d nh
pte capiesn e ar b o TGull It feflerd devign, 181, be
é’épré&léttéagﬁatttﬁe tr@thBrk\U@thh%BJﬂs Bhewpraes erémplaveahd othemmyeans
0 an enviraon n ser t
ST o B BB dik PAVESRITRGPRPRIAR MM BB eed:
hayagu®) r e OHeSofWrdihasadkilsihaR@gr can gprickie tHat larboern:tut@m 10 or

mayal sO apply to a standal one co t d
gthégelmﬁd&@cey 671y ggggployed as part of gpc%n{pr& er nee\{\;vgr?( Irq is rggard

the present invention pertains to any computer system having any number of
memory or storage units, and any number of applications and processes occurting
across any number of storage units or volumes. The present invention may apply
to an environment with server computers and client computers deployed in a

network environment, having remote or local storage. The present invention may
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functionality, interpretation and execution
capabilities. [0040] Distributed conputing facilitates

W@ b@siing20f conputer resources and services byPdi/Dg2D6/009906

exchange between conputing devices and systens. These
resources and services include the exchange of
alsboapply itona stadadorst oomget,lngaddvude,s kawhgrrrggraimoming language

. D . ¢
Bt SR SR B P bR URE s T Tever age

t hgDe4ajol! | Ristributedpmmeputing fhmlﬂetbstshahmg efitomputer resources and
RRYBRE Bt sl P 88, Bob B Bebed GO e
vedoaraastaridosernipes WL&ieathéf‘EB(ﬁhaﬁgﬁ ofoinfor@ation ouaeae (ﬁrortaglj@ and

[ t i nventJ on f r ed hi ¢ n
?5’8 1]%?51 €. flgSoyi é%" bc'r'lfl%%ffé’l'fg’(‘ﬂ?g agﬁg a tacg% of network
exmaetidity am@m\ﬁ rcki€ts @b |eberdgel theit e@he@wmpéwagto benefit the entire
enV|ronnent e distributed conputlnﬁ envi r onpent

EBF?b‘?ffS&es“éhlﬁass?rﬁfgao\aﬂsmf deyices 1@y haye appliggtions, objects or

%ymmelsrtaatoﬂ%;mrﬁtéréet teimypieat dukRantichioh teciaila@@es%ﬁ@he present
These objects nprise pr ograms, met hods,

fvepiian foﬁfrégtﬁﬁrﬁﬁ%ﬂh'%s Piggfing(S)et c. The obj ects may
conpe4fe Hf?é 19 ?Fbinda‘s 4 BensRAR Qé?l%h'f bess @&?ﬁkgbé'rf R&tworked or

such as el evi si ons, ers, I S1 0ONS,
9@?@@#@! wmwun@rgnvw@nmenEac Fﬁhebjﬂlé ibutesin cemphting cﬁtve"onment

0 y Va ofof
U GARE R Bl RAG A BRLE bR o dovies
dd)m)u‘tmbg 1dBfeelcs anebecobipeisimay demptiss progiampr owethims, data

S5 58, B S Oy b S RAPOERLH fl same

oodifferent davieppbudaas B@A{shwje\nmug’rst, Ml%mpleserst tmwsuons personal

BphBRLe. 57 BFREL AT EorbipuheBs b RRcush R, Sualof e
oot s e et g
RHS R oL SRl Pk ervieh B ke S 2. In

tab@araamreamredn dgyeec:@strmw@mu; €dich otfjétﬁh 0i drl 1u$>tmay E@¥tain an

exe | ar SicC envi ronnent nay
SPRIGEHGR | e yTBRL RHE dhe or BURIcaTDR doEOMIRHA S B ghne. present
mbhmfoﬂtrqsttealgram(tsqﬁgelmé@d) as PDAs, televisions, M3
Kers et C. objects such as |nterfaces

G471 11t Sah o) AHPESCHIB0 40Tt ThObEchr I FariBymay be
ﬂf)stébfsdrﬁﬁﬁethﬁp%%ﬁﬁﬁi dedied TtPLMAME. CPAHS gélflﬂjbﬁntﬁe phyS|caI
that support distributed computing environments.
eRvrpIent cdpiied TR EoBnhemagnNRStec euices (Y @g@mnars such
PMst\“%tfo‘?l Alé gt%rrlglgut egﬁ‘J \%B?E@é S%crégﬁ? Rﬁ%erﬁ%%pélﬁnéiﬁ/ely be
deplvxi‘@dk@ar dessml@pﬂedompnslh@ vmmn@gltamﬂm%r Suthiegs PDAs,

t
Ee,tfﬁnéelﬁ@sgq\ﬁﬁé ?E@}éﬁsg r%/@trj wgotb?éc? Euéfﬁégﬂ\t&ﬁéﬂ% C¥M objects
and the llke

[0043] There are a variety of systems, components, and network

configurations that support distributed computing environments. For example,
computing systems may be connected together by wireline or wireless systems,

by local networks or widely distributed networks. Currently, many of the networks
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[0044] In honme networking environnents, there are at
| east four disparate network transport nedia that may

weawh/1swpport a uni que protocol such as Power PCTES2006/009906

data (both wireless and wired), voice (e.g.,

t el ephone) and entertai nnent nedia. Most honme control

asy Coupdedstocthe disterrieghwhishvpravites the infeasprlictarectes widsly distributed
. ices may enter

PP IR Bosi REE et e SR RS °5F Cat 6

nod@044jandn dromeanetasskibg envwdrinmarnta;,rtbeﬂeoare atdeas} fout disparate

b i i B gt 3o h R o v

tingf data (bat;h entless tame Wined), &oichefe.dis teMepirihe] @nd. entéiddinment

I ess one nd. be .
e+ BleeEome, i e sU0L R qloblnTige, 7 appliances may
Ea% plbwér nfa%m cm]iéoﬁvm&gyl;)ﬁt@:%wkéf lnﬁcyr&nt@ thgelf)n{efws)bk?ﬁdband

ate ca and j s i ca ri ed in e

e Qb Lo S b AcE) | RSt ot B i thie, theaherps sing
@ﬂﬁérgmrwe@s edj IHbRERFNArag020NBe oF Hirk81e.gl, Wdres PNA, Cat 5, even
nmedi a_devices. Al of these network environnents and

Bower ine)ieanneetivitynefaies faffigrpavwenler dieahamedrither s wired (e.g.,

o2t 8 Gﬂﬂlﬂﬁé@gs d. Océlpdﬂ"ﬁnég ariyf r"nég%b diéi%ut@@)lwtﬁfﬁ the home using
connected to the outside worl he | nternet.

Gat Srvéring. Enipsiainspsnt snedia gparenter teelmoa&elmrémmﬂm satglite or
L 3M8 |§Q&a5ag9'&%@ﬂlt§tﬁécpl?ﬂ tﬂg Hoffeusi ? é@él%%ﬁ}éeﬁk'EE 1394 and
novi ng f mput 1 ng devi ces require way

phbeescalsn gmﬂﬁ@m@ﬁs ddﬁlta!allnterwrrteptm‘gr dﬂStﬁfﬁeOfda@Qha devices AII of

BAESRAR viBhiafie AP SHrd lifr Yl SiBRJe Jo GAUBENT dandards

mayl ez mterheﬂﬁmd o oontan mtrapetdhatmlas ba/\tarmlecmddo the outside
I\Q@lrlh beré{Wof e Ipnt%r t Iﬁ) h&d, n?tié)r?c{w %F E%ér@t& 90urIgsP é!(lgt for the

an-’acr’onym for ransport
Bropagec ehd tmahemisaiva dPrdzda,cand’ cdﬁsequmttyr metvirggionbard, computing
escri bed as st em.of r aphi, c i str.ibut
SENEEL Rl e RIS kol SERIER: a4, bR e cata

eraesing gipettevor ki ng protocol s that allow users to

i nt t hare jnformation over the WO
nedRES' or T, IRhiRSBmERY RS atien FOIBRLFY (g etworks and
@Qfmta?s it Wil li2esthe U P/ siteeof pfrbtebaetwmaw @ré Mmkﬁa\m in the art
neral ly evol ved i nt open system for
ggv%‘?"@ S BeiWOHERS g %% \I\Er M pPi PR | 691’5 FB%‘“SPO” Control
P%tB@cStht@ﬁaé@@bé\JahZ’Ed TABEMBdrh&N8ar®!beS BEYArHRA. as a system of
essentially wthout restriction. [0046] Thus, the
geesigpRicalf r distribytadur ©negtan| o8 Patd o setwpriset iftsreonnected by
tc@ﬂﬁh%@é %&Hﬁg rRefwrkin ?%rﬁﬁféﬁi‘éQHat AW u&&sﬁ@‘?ﬁteré%rt and share
brid architeCtures. client" 1s a
mf@rsrsah@n ayebtie netwerkgs decauge @fﬁumwge@pre&ddﬂwamrawrmg,
%m%%&&s\é’ﬂ{:ﬁgs 'tﬁe I'nﬁarﬂé’ctharv@ltmsefgr dietsy & nt1lved into an open
conput 1 ng, process, 8 , ro¥JgY1 y a
syster fmgwhlgbtdeynk)pers tcae MéeSIgmaoﬂWQQuesmlbaﬁorﬁefmi performing
r [ Ss
SpFniZEd opfatBEt HEbordleRd bt inblYosloBGE""
" kr{o046]anyThusy kiheg network infrastructure enables a host of network

topologies such as client/server, peer-to-peer, or hybrid architectures. The “client”
is a member of a class or group that uses the services of another class or group to

which it is not related. Thus, in computing, a client is a process, i.e., roughly a set
13
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details about the other programor the service itself.
In a client/server architecture, particularly a

waoedosorieedl system a client is usually a conpue€r/Us1vase/009906

accesses shared network resources provided by anot her
conputer e.g., a server. In the exanple of Fig. 2,
ebinpliyations o Gasks.1thelrequests asenvierpronisied hy asothes program The

ggéﬁﬁ?&m@@%%&% SequElbd ée?@cewit %utct?c{\]m%etot“m i nsypworklng

e server mhere erver
tibtailsl aakzout hiie iotherhprogram| prdhedsemicehéself.i et a client/server

?&'ﬁﬁé‘étﬁ!e pyt%ﬂlarlg;]aoﬁet\n%'f ed égg?e ]a%hg %ysg?lzy 8\Fé>f:npélter that

e co er SyStefn ac
pecEsSEes amm rriet\sazrkhesxmrcéssprbmtied rbgtanoﬂﬁua cohripeitdr e.g., a server.

F BEGA0 B 5P B LB Shof B B oL f v

apd cemputeo Mdani 0kt étogcan bé tkmsugham;ﬁbh é¢he @epRfer &vhere server 10a,

PP oA 1REoaH Thad fferl <At dn i et gofiputsrs 1102,

atdetage of the information-gathering capabilities of
nt and server conmmunicate wth

ondOF3 ek SRR o bRl TS (OIS SYBIa0 Afeassge over a

Wn%témltwd)rﬂ)@lbh a‘ECthe et e ThEVREAL Srobesy MBS THR! active in a first
Pr ot ocol a common protocol that 1S used in

EfemP'ﬂFﬁEPV%ﬁ"\maﬂﬁ thﬁéev&ﬂfmdowaén%lse(amw in By prGoAH| gpmputer
%léfélﬁpéérﬂhﬁ%ﬂﬁé Kyidehe aRoBEE By@Sa %oHﬁﬁLYrﬁééti%rﬂs (rPcle:glum, thus

esource Locator (URL) or an Internet Protoco
Ry idings distgibyteslifupetiqnadity: arfdy aliavdng erultinle elierds ite take advantage

Sﬂﬁg%fSFn%aﬂo‘ﬁ g?a’%gé}bt 'éblhﬂ_&eof”[ﬁé\é’gfvté address can be

referred to as i versal Resource Locator addr ess.
Fol0Q48d np|Cdient candu isetver | eammanicale writby ionedanether atilizing the

%W{Hhﬁgﬂ'(&f@eﬂgl ”bro't&op"’fé)’ércmF%F e%aﬂ'?p}%v}-lsgérté@-q'ransfer

server one "anot her
Emﬁ@@xtt(h*b’ﬁ@) fsoa chmmmnqarpmot lyuat: snomedi io abnjoinctigro@é® the World

égﬂ 6/(\4 W e p°’ Eé h? o%hlﬁ '@%\33{}( ?@q‘?ég\é) gtl}cehdaé) h Universal

Resmnrm tad;atom(URlI)h)r @hiletetnet Bngtute ( EP)\aldarals meus(rjw fo/iderstify the
in which t r se nve ma oye I n
it Sop iRl cbl lliro dng Mok Zuresb;aan belyegerred to

asbelmiversalcResburte Lacatonatdressit FOﬂéxmpMdeSmmw\wbﬂon can be

whi ch may be a LAN i ntranet, ternet, et

Ao fied Sk epmuirisatche mschn @sﬂﬁwhe‘n@"%@ne Sgrver may

Béoaouﬁlé@b,to 1506, ahbdfiér LibOeTCEIIP ,CORHEEOAS &opoh’gﬁ%ﬁamty
rrlF]uter handhel d conputer, thin client, networked

URiGalion.or ot her device, such as a VCR TV, oven,
| i gdnt49]hea1haé Figl phebirdes i an %@%ﬂ&?cﬁew&ﬁbd R# distributed

present invention. It is thus conte ated that the
ﬁm\@@@meinﬁvwﬁhu 8n SARGr dppFYmpwinigation oWIFJ'lth?lﬁgt oFdersnvia a

ﬁé’c%ﬂ%us"% thd?\ B CpEQsérﬁ Mv%nﬁﬁﬂagﬁééeeﬁn £8C 88 Snore detail, a

store or render secure content ed sour ce.
number of servers 10a, 10b, etc., are interconnected via a communications

network/bus 14, which may be a LAN, WAN, intranet, the Internet, etc., with a
number of client or remote computing devices 110a, 110b, 110c, 110d, 110e, etc.,
such as a portable computer, handheld computer, thin client, networked
appliance, or other device, such as a VCR, TV, oven, light, heater and the like in

accordance with the present invention. It is thus contemplated that the present
14
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[0050] In a network environnment in which the
conmuni cati ons network/bus 14 is the Internet, for

wex@iplw20 t he servers 10 can be Wb servers w P¢T/uk10061009906

the clients 110a, 110b, 1100 110d, 110e, etc.
comuni cat e V|a a@éyOf a r .of known protog

IRNGOEHOR AN BPPIYSER \ARY s CAPYH ?%e drp [Goonggetiony étﬁt‘é’h'Ch it is

dbdPabl@fo prteSE stdralonfdrifet Sédufe @bntdntirsrhd th!pﬂt&ﬂsource
COE%B““ ng environnent. Conuni cations

Bl o I Bl SPEATIRNG I WHCEre GeTEiCalizns peyiagibus

1W%¥ tﬁB’Fntérﬁngcﬂ" S@hpld 1tRe SOVERM F8dn PEVESEYREN \M%hswﬂviﬂ:h the
have | ndependent conmmuni cations associ at ed

qhﬁreiﬁ diben 10t @gaitiid, 1108, eite comsuinigate, vinamy ofarumber of
KnB&h & rPﬁ%ﬁer éJEf\Vas“HfrTbe SeES M 'ﬁ%@/ é!§6’%%f=vet§s tlhhts 110, as

contro Each client conputer 110 and server
reaype tcharapteristiy ob@ dgliibpied dcompuiing anvisormaptc| Cormustications

rﬁégggé A0 WikFoslr wﬂQJeeéH oﬂrféz a@ﬂerW Jeﬂnéégrﬂ”l%%éy BF 3 not

ess to vari ous rage
cobjrewticate ada @gmmwnlccailoﬁs |r@$w<rm$buae1 dstmdemayr ha\@ {nldiependent

BAHIAGhs BhsbbEn B RE #018l8R0ECN e BEE 3F 8 or VOR,
us, € pre FRventon' can 11Zed Tn a
tbenepude or nw/mtmeeamehmhmasﬂmmtmgme:borﬁml therepllut Bach client

Db andisvet ol LR LS G PRohe PR anBls Sgfaton

prbgram dMatiule® r objeetsat3s wnd hntb chﬂméctlonﬂ‘puhed:éssltdl Qarious types

10b, etc¢. and ot her devices dat bas
i o108 | srmBRest COiRRK. B50Rs U B TRKaDS Sttad i to which
poREbn(Sf 6 file® Gndione tdmiﬁncmdea orlhighdted "RNGE &fe rﬁreééﬂwmventlon
and enfor ement i s hi desjrabl e in, connecti on W

cher 120 T B oMl AW SV EP ARG, Sl peraputts Troa,

Miogeatc. dhal bah dcBdds afd hferdct dathea crapdtal n@t»wctrkmsaglﬂ and
etc., where such digital content 32 is_ to

SO 1SOMRUERN'S 0103, elfibs 186 Hhele ay gnierad awith Gb‘ﬂﬁ gunpgers 110a,

f1@Beét¥Se§1d)b{thbh§e\H§e%r 111546 dat88dsesepder s the digital
content 32 wth t aid of an appropriate rendering

F&I@bﬁsd\éafﬁg@ﬁ‘e@&(@\/‘h@&ﬁ%%ayer text displayer, etc. on
fgﬁ ];naJAs‘?QRH(’JWﬁr thﬁe%?érnhg%ol/‘)fé) [@OﬁgﬁtsWQﬁé‘g@rﬂéht (RM)

nt  owner or r I bu
e(ndeeréomaﬂleet is' kighly debinalde lr) cmrmctmrm withreigital eanignt B2 glich as

GO S0l gl 5ey daf . it DB Ry FaRarBc, whor
seiob whigitat bartenth3? lSthlE‘ldleBlBUieﬁ aroedistridhutadr fobautiser. | Upembeing
BEOGH B, 0D UREL ppEhofBMReS; np Mol Shieht, o2 ' Y eRd of an
apprapriste rdndering devide suoht asta @2dizoplayere dextddisydayer, efc. on a

may W sh to allow.distributed digital content 32 to be
R%%%@J%WBH?&E%OF W‘ﬁlﬁ(@d nunber of times, only for a

ce[ooae] t Tysitallyi e cortahty owneraor det/@lopﬂert tynpelrstnbmh(rﬁﬁemafter
‘gigtf%l‘l%g’i) aisfrfpbéﬁégu%]}gglgltgl&pé{seng §§ es tg trés?né?what tl¥e ué’er can
do with such distributed digital content 32, or at least ensure that the content 32 is
not redistributed in an unwanted manner. For example, the content distributor
may wish to restrict the user from copying and re-distributing such content 32 to a
second user, or may wish to allow distributed digital content 32 to be rendered

only a limited number of times, only for a certain total time, only on a certain type
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[ 0053] However, and as was set forth above, after
di stribution has occurred, such distributor has very

wo paobheseed any control over the digital conteneCBRS2006009906

RM system 30, then, allows the controlled rendering of
arbitrary forns of digital content 32, where such
ebmeachine; enly logxd peréaiafitbeddrendasing mgtiarme ootyrbyeatcertain type of
dist gfcbut or of such digital content. Typically, to
rofect the content 32, such content 32 is encrypted

vv| t[0038] sy rhieyvevet, @\ﬁldr;’apt van setdéartty mbioys, lkafier (#@Bribution has

Igbzflﬁ'red %5(9( 9.9&?“5%’?5‘9@93 ve nﬂttlésif Qr‘?f c?'ﬂg)g o%rt ﬁegtiigi%{ é;gntent 32.

ormatron relevan cont’e 'n a
28.R{18954M Jhahem, mvwbﬁﬂaembrﬂbﬂl&j/aandmlﬂ@oﬁadbdmy &;rms of digital

Shh P25 P Bl AU BB b Ghud oo
df gud:kadngdalndmﬂdzntSZT ypscally) tmv\md)tdoo tiee cortede 82 dsimh aontent 32 is
ut| ngﬁg_’ew ce 34 of a user ugl (#l ce se rul es

P,Itgg afPor RUREY N NCDPHBR 'PerE‘??ty " (e,
(d@\l'BBI‘SW)i}) ehavis packagedduith bthkr lnlf@ﬁml@n @&leVigrt to the content
Current L}{el nafter 'license') 36 that the user /
éﬂagaﬁ 3ng device 34 (hereinafter, such terns
ar goosyjer cm@nmwaeew RV 8 Fstérnl IUATAIANE Gﬁstr[tﬁw dfigital content
ot her wi se possess. Such license 36 al so

355 seRdiviatdeass évatlﬁceﬂswweS(ths mugk beygalisfigd ibefpre sech digital

ebietbhtad2 ROAIRRID Bdbe RAIIBARISHEA CoMpulfg dedies ‘3“34”(9‘ é Bsélf Such
key decryptable by the user''s conputing device .

leansejryl eﬁ.f@n leclug%fma afserettiongd kegppra aeqw@m%\t,k@w pRy be
bRBolie8 rw@mﬁ: %mmg&m NReASY bF ﬁg?j'ﬁoé Pﬂﬂjélqh@e?éiﬁaﬁé?ehééﬁgé 5%6 that

CO[TpUtI na devi c presuma correspond
e

HSEPR- gpn@ytnmm. dﬁVlerUs@( Kgreinadier, besuch terms are
AR i 100 AR A b W s
ticemnsea t36rajsal ingiuses ke vptryptidn khy MD)tfbedeajy;dmgaﬂld digital content

AN . - '

PE b EPERRENBRY hedefindto FiHel: SROYGRbIE Y Hle kfens Fapputing

Hevice Bder/is seen as Fig 3¢ such egcragtm% E%UISY erptmbtle; kmytohrthe user’s

3 t f ref er

baEp U e o P il Soer S PEDRUER o 52 preslnatyy has
ttmnmmeed pbncm?g pwrht 3akeys (ﬁ’B&)lblyaﬂhwh (RU-00KD))analebe dberypted.

[ en XC. ccor i n
L Th0sh) o Kot GABR: RS sie s ol eyt st trust
?ﬁgltigéilustéﬂﬂtoaﬁipuﬂag a{e@g:gb%@l\/\mefélblh& tﬁ%@heﬁrlﬁlés érﬁﬂﬁeﬁiuwements

e . trusted conponen ica as a licen

SRRTeSh ¥ SRk ERHENRARET IR i IgaTse a6 nihal flie igialgpntant 32
vl hat be RWdENR tihlEsd tHeeife drd %uﬁl&ﬂehﬁq}#ﬂtﬁlﬁﬁﬁé‘héedsﬁ 36 are
such valid |icense 36, and determ nes based on

raliFfiede cPrefarablye them die Alser's sampring: fewcerd ﬁePFQVH’@d with a
888 ohiHdnHSEbr Prﬂe%héﬁ@mr 58 att il R q@ﬁ&é}ethbe&iaﬁatc%%ent 32

digital content 32 in the manner sou% , anong
exfand accoxding e ihel hwserrul@ﬁﬁr@mmect imet eull@en@a%\a@lsmafed with

e digitdh bYStbARCs2 nd BEtaRMuDYTHE TS0 tO

[0056] The trusted component 38 typically has a license evaluator 40 that
determines whether the license 36 is valid, reviews the license rules and
requirements in such valid license 36, and determines based on the reviewed

license rules and requirements whether the requesting user has the right to render
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carry out the wishes of the owner of the digital
content 32 according to the rules and requirenents in

w0 bwellissense 36, and the user shoul d not be abbP@T/U82006/009906

easily alter such trusted el enent for any purpose,
nef ari ous or otherw se. [0057] As should be
thedeaquesied , digitad cooteat 3arinl thee mannefreoughti anohg ofherdhings. As

oty 83 BBRFAAY HORLDRE dRaltRelo D¥slodl e W1 5088 30 o

onh an ever al
tarcy outsthel \mshesjoﬁtyevwm&rm thoes dlgltalsconMIﬁraQ adwrdjegerto ire rules

e RS i el P AR i Sk S 2 i Sl oty aer

sycit must&ﬂ)eletﬂwt ﬂntaay piuhmstal nefari@iscor dtheraiid. ti on, the

rul e of t | ense36rra I'm'tt.e

| A" S A SR BE e Bionch Bie S fuTRingale 6 iense
36 niigiet-spetiey whatter fn%n.da%r hagrightsto rdneler teadigits coﬂ'thhﬁ?)z based
the tr sted %tqonen mav‘)é qﬁedtorefer to a

2 a5 9 RsVerl ey g 1RE sk ish Wifese e 5Bt R located,
whav typedef @dtﬁ;bhtﬁ‘nlgoﬁéﬁnéb?tﬁgiuséieismsﬁfgc wvr%t&bﬁ@éfnr@apmranon is

capnot be tanpered r in an effort

S i Rl ST 20t dhtes dhe sy o | lpeasiiian the rules and

Fdfdir8inehite of WheSicaid BEUMAY SNt TBahdae 36 ABCA fpredictdimined
the license 36 according to any appropriate |angua

aHabar ot redetings, ok arfyAetermined IrardRIRgimeyfos PXpNple. ehus the
ge&ea fc%ng{ohémbg% . eryaﬂﬁeo"fﬂ r"é?ér tB"%‘EloEk'%tz &?tr%aéérﬁﬁutﬁﬁ device

DATE mu require
¢r flbpusineleclor2fiamrevided sueh @labkmp mayabes ge&ﬂcureedlock 42 that

5B (B 5755k 1P, M . e empfbrition

Dﬁ@lld:erlseﬁ?@e 36 is valid and that the user satlsfl es

es d e rej i.qi t.al .
o085 TR RO NG ). od Wpptth 15 fcanso 6
aemid:ngttbarwoaﬁpeopneﬁ@ Iartgmegelmdyq;mtam Renye(é(ﬁ])le; the language

f I
PR AR B eR MRl e it asf BR:sEdd (RATE st be
tdrt]m' hah U?I e. gonbemay&iéquaadhé ipe]r:fanmam:leb@mmheﬁnﬁflcmﬁdmg to a
then.in fa t above e |icense
sesaliect BEIEDRRE Rtttk TENG ses GHdenti ty i1
pogeesg]i orupwin {HeRldensk cevanees4( iteranting B4t REPEES36 is
t he content 32 encr accordi ng to _such

t ed (KD)
walics andl datdhe g sat gfr?ét thepilesnan yrewea@tweaﬁqn the digital

E@rﬁtéhtt goRenahes Pe Feidebed. N i fpartlcu%enﬁﬁré*r@er [t@é)@ehtehlptsg the
hat a license 36 ty Blcall i ncl udes a

§¢@'Mattqmr &eyo(KRLtiGepPiangd diem thel il@%rtseor? p@ngo@sapphed to
df(@%ﬁ?EN@} *?Pdm iy H&nteﬁt Hédkbbé'%cte n&&awrht ﬁe%ﬁhl ontent 32,

iece of digit cont ent nmay al so have such

en@ihemctgalmatqmt §2ﬂ$)t%ntlhé@ﬁt|r@meir@h As wat foﬂatatme the license
B8 PR e RO Y cpbecibete Bt 3t FpblesBOBRIPER) o
asgesséKDD andk thesehyr adaessrihe content 32 encrypted according to such (KD),
presuming of course that the entity abides by all conditions as set forth in the
license 36.

[0060] Note that a license 36 typically includes a digital signature for
authentication / validation purposes. Likewise, other forms of digital constructs

such as a piece of digital content 32 may also have such a digital signature for
17



10

15

20

25

30

symmetric integrity key, for exanple by perform ng
sone sort of hash on the underlying data to which the

wer@aatsee is attached and then encrypting theP¢EEE2006/009906

with the key Thereafter, the signature is validated
bé aﬁ&a){ t he second key fromthe pair of asymetric
REpeniization & validadignipugpases. Aa@apwdfb@rkr@wanﬁm@ ayligital signature

r
ARy bépédrféﬁu&t% bR8Ed YA Efls q sh i¥ ﬁf’ﬁ?ﬁé{%@ﬁ%}ﬁﬁ keys or from a

decry P hash to anot her
BYNRE r@h'nf%é'tlé ikghataiirexample by spgitadmings seme sassbedash on the

Uﬁéé?ﬂlmg‘ EatS a8 vﬁ'ﬁcrpfr%séiﬁﬁéjtﬂrtnegightfalaﬁed‘ BA& Hhed Eﬁcr%ﬁﬁag }dShash

been altered constr
WH'@ﬂl@ff 6ey dderesdtesuthresignatureds varrqe[te«t@lyl apphamg BM second key

FYRL B0 B9 Wl ésﬁ‘%etﬁg s""mJ { e[?\?%e%ﬁ k%&htaaglﬁld% keextapnatle by

I's not authenticat celv
fegrmtingdhsenenpiad Mﬂhtands@nma@ogttmdeﬁypt[eﬂthﬁﬂsm td anathechash

tdﬁdghgn% %a a:trlcaf’\)@%ﬁ quéé glﬁr‘l%ré %Saetgaﬁbﬁ& d?fEtg 2\?! g%%{ngatch it

san:be swumedmah the paderiying datla)has wiot leekrf alteré@aﬁlﬂ rtmagurmerlymg

L R R e A Y

horamadicensd B6 oh ek tokhtds nottwth&nt:chl@wever such w |

R R Ib RRelvER ol HEBr RSl Eated Fllrabde Gontal 52hne

pr §6081] | Mueting arow (OTFEZ] 4) B Eyigerdys4 &6 4'écenhﬁ§ and handling

t ded by t
Bh B coRterh iz bt Shavipohs dobls”He riuanye pudrs syptean 44 s
mcm@lweuutap%mﬁém@hg 8 GRIUY ignadl tdamﬂnsrﬂ@pﬁ{uitipikg sirEQs of

spirit and _scope of the present invention

'BP@EI?H%Q%?“E&&@ C@@@hforeqe@mpéﬁr actglevisien signal frosn a muiti-
éh#ﬂﬁbll d?%lﬁb@t%? Helvebemansi WIIIH: s?éﬁ"iwfﬁ'rﬁa élgﬁﬂgﬁ%@o\fﬁér input

-Directional | e Recel
%l%"ﬁ'% WBE?W‘*@@U@GJ{%@ tfteosnifé@@id\séoae af e tpaesand frivention.

t efoperfi Ot ﬁ'iegd}%{enﬁ"@@j the g‘f@'él‘ﬁeﬁ dfnc? u’t‘c ﬂr\?ﬁgg% dev%e%y the

processi ng i ncludi ng renderi ng con erein
digtrikeipr Heeraphiee eppliest fo teh éeqee@m‘kﬁewhm maynbé eanyg agmopriate

|
r%@?ﬁ\)?nrrg@ﬁa&tgg%?aerﬁrﬁﬁa G@E} iyl tdnﬁpu o ételr gﬁgfe g fesent invention,

Aresymingsofseavisse such veaeiver qanqueefosinaghe Ifunclidds tsed fiortt herein.
A f

G plafio e tbbelfer 2o LAY 9 OR v RRebiRCadh B3 wocR)

sucbrasds baingvdevelmpedtto receivef adigitAl aabreetemmimb‘slgnélca“nd forward

L R R TN

mauo be a@pgﬁwdtedretye oscelRy 46QiponebefitL §¢ BoREhantB8 Rurids dritdof the

rticul ar f cont wi,thin the input
BuBG s, o il GaTen ai2 o e infuk fianel e forwards
saneg Wtfeldhétrwrob&sﬂig:f WPh&difEH BN ﬁ*ec%nf@i%?nérﬁ@tfo%érhmg the
e@;et forth innore detail below, or nerely encr

thpRe strgana AT FoNteIS2IRAY |f pesessanyeqnyertsush sipamr3a fren a native
fairhat tHe fﬁmﬁatfm@%méhawm gedrAiukin&edrBMesshigy. Was al | uded
t o[O%%%i/e As e?wnsmned each of the mulitiple streams of multimedia content
32 in the input signal may or may not be encrypted. Upon tuning a particular
stream of content 32 within the input signal, then, the receiver 46 decrypts such

stream if encrypted and re-encrypts same in a manner that will be set forth in
18
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receiver 46 encrypts the streamof content 32 as part
of ensuring that the streamis Rwvprotected. Thus, the

warooeanead content 32 is not avail able to be PCT/US2006/009906

redistributed in an unprotected form [0064] As also
shown in Fig. 4, a nedia system48 is provided to
necedetailt helowwryrper@w socrypis tbe sieatmeift @ 2erforypted,hagain in a

%b?’ flat %I ggef H)rrtthhiﬁ dn@rléqﬁeeéf?%%@% epPéD %gé léﬂ@t?écy to %tﬂﬁ/e the

nedia system
peneivier ABaancmptt@ﬁm sifeam) of eortter3BX apamiof khsurtngehahibatstream

R $lorol88ER2PST RO, GRINE 16 BaBhf PO SHAER"Y be

user aIt hmaybe appreci at
ceﬁlsmmdeduyarbenpmtdateaimdnby ot her sources wi t hout

SRS AL GBS, B RSO S DEBRER g recove

dmbam/pt’éa $trazm tdﬂecmlazefro#ﬁthet l‘m:eivedlcm ané trarhetBprocess

stores, sane |I.n appropr,i at stora vi ce .50

3uf; BrasUiEat B s, SR o Tl Eéracarer e tune the
pankular Netreafl . cddieit B2nerhi wahinf thbhﬁ'lp‘ﬁlt rml3§erﬁab§ upon
nmedi a system 48 forwards roprl a %nal s to one
FRAelINEL B (SoreaRng C%'HE}?“EJ rnﬂa@ BB/ mgyke QEPfec'ated

#Reaker 8 cothmAidRay 8k Hitia¥s b @thea@eurtcee lethB@t ddpa@fiel from the
Il nasmuch as the stored stream 32 is in th

ROHHAGH S6eRROF BeAroRaTs iMaBlion.s 36 EBYTAIS, VPR tRsebinahe stream
OP TBREANES RN Sretch%eF 'fAf'éSttrfé?| rﬁéH‘é’%?@t@ﬁ] 48, stbfe%eg‘ac'rﬁe in an

eval uat or 40, and cl ock
ﬁ@prropéaﬁen@rowgpacﬂewqm6arforstqtrm@i aad reh@ermgd |eah%rygmr@ﬂdlawy or

t
UBOf SEMmeRfE del, B shReARGR R GRedh '2, e media system 48
frwards mrwata@wam taging, ont herecoidpyipdayicestsushrasdenea gr more
t | B i 36
SRFIAR 4 ook BIFRE, Abbityd B et il o0o2, 30 50
| i 608 3Bnaswouch asidhe slosathsicdanaS2tinén mecRWbpr@mbczted &am, the

S sl RouRRTLETRRITNS St e shbledadariicht s,
acmtsbeéanmOM)am:Edlbak dpsdfeffiy48. sy epdelretngvmg a partlcular
amis en

ST, /b AR s lhs B TRniers Sind b e BCGaIBG with

lcﬁﬁémhlr@shdeh@e |36 G B@SEleloGﬂ réretdetaif béldiv. rmdd:o’itdlngly,
stem 48, such |icense 36 nay

db
T DRI H oGP T 15 SEEVEOB 68} TASSRIABNY Ba! Such Hoands 36 so
NELRs, SARP itht thaUedhtehtt kéRYCRE sbhorFa e tHeh AderisBe36.i r¥bte that

medi a system 48 can i ssue a sub-license 36 for the
dssegh as g Ansypied sheans c2oigPlorediah '%‘iﬁétt@ﬁf)@'@”'y on the (first)

PR3 §) 1emt 4 ef LEST tHERHT sy /i fh'ébﬂlscdp?y éeﬂné Q@%n@ﬁ%@%&mnd)
of doing so and the |icense 36 so ['ows.

smaslia sypRe4dornendesng tterehrs W%@aamgyata@mh@sstream is
biagf
t%gayg%geéﬁﬁt %@ﬁ%é%@a%r&w %@ng@gort ﬁlt\a@l'?ihéﬁ as the

tream e set | n nore
tieersiel 3 d$ digd to the first media system 48, such license 36 may not be
employed by the second media system 48.
[0066] As should be understood, though, it may be the case that the first
media system 48 can issue a sub-license 36 for the copied stream 32 to the
second media system 48, presuming the first media system 48 is in fact capable

of doing so and the license 36 so allows. If so, the sub-license 36 as tied to the
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Conmuni cati ng Li cense Requirenents from Receiver 46 to
Medi a System 48 [0067] As was set forth above, it is

W@ e00be13ppr eci ated that the receiver 46 can bePERpEIDEI06

to receive commands fromthe nedia system48 to tune
in different digital streans 32 fromthe input signal
secamdfraedia systemudcarbinsast, bqo@nhlapsd by thehgecond enedid sysiem 48

4 feoflp i Re e et el BB BB Poki mi g
Chrmugticating' Licenke rﬁ@qusevuenialfrm’l Reegiger3h toHdedia Qysterad8

' dbile Sk ST B TS iy BRI R b Feceiver 46

sa¢ Ihel exRietR] &6 resuiNg cbmmamﬂstfrmnttbel rhydib heystepe ei8v &y tune in

del i d 46 th '

3@&{%% ie| &4 B o e s &l of eda Pyl Bguat Pads, perhaps

OR: the% &@6t8bf érpm@\tﬁ s onte bﬁerﬁl@nbg%aﬂm@ gaé isat&ret, tebpécnauy if a user
nstru N ne ense an sen N

Sh et BT I8 i Ty tar SRS Lamials oF Mg geyard stBams

BOr GRAGIBE. ea@ﬁmé d@idn)édlstreamesd réaamé‘@a%w @ré@gp@hhlﬂg license

i ncl udes encr el enents, includes a

3P yvithra pew C@F ﬁ@ey (®E). Typigally, guohilicgnse é@mwld p@ constructed

By RRCiREivEP a6 ahB%leTn‘?é‘rSd Yidh the recdlvérBioethe Infe & B§StEMA8 just
a’ new |l icense for a newy tuned stream 32 every

Pf"hﬁetotq%VWﬂBeéWﬁdeﬁ#ﬁe@mﬁ%nds such receiver to in
gb?r ne 134Gy tlf?sa bog n%%rﬁbétédsth%@@r?ét@bhﬂ Euéf?né\b license

quency O SUC I's on the or
éémdcaendm sagne fr@nbﬁi@ereswert %tmﬂ@r@ﬁ@ﬁtsygm 4§maﬂ| heyquite

%Llltdléﬂgd)lﬂg, 4%% %Ilgff 1R ﬁgergﬁmbﬁj éﬂeHrMEIuP{-:‘s ERErypted elements,

recel ver
gichudies iacdigital cs«gmturenq theike. Ebumtylll@la/ mmesbaeype@ed that the

FERVEE 28 oo i EafOet £ nEH RRRCE ol 8 PR g Sream

€32 rm@ry/\mmiedthenpedna $istdm memnsdmisasucB2receivbreta antket dwhe such

BB o nhSHs e2pada e RS rBeBETS Sion S REAGE fsen the
beRdeeiof eecatals| bk dd thecaasedbr herdfo@nieetiohed emding 3Guationh This is
tinme a st s new | nst and

m 3 d d
el BoRAbRE ALY oy h 1 PG 463t iRIATOS At SRRegBHY Fionificant

chbeplifty podes et babhessatetd eonsthet tseishdlicspssi 38 in an
of requirenments 47 that woul d glo into su

n
exeeditiquspanngig AlRBY f8: § i ﬁ?ﬁ%‘”ﬂ’ﬁ@ﬂgm@@en‘w giieam 32 be
fHED WY lefq%’&? BlLish H@w'sﬁreér‘h@ Bbhdreniidred fa@u@%iré@énté'cﬁmtrﬁb more

construct such a new |license 36 on behalf of the
thened segorder tye aliantgicpminand hasebegindssfede onput i ng

POY8be rea@g? O%htﬁentm%trem\/@m% $ik@Y HahAdl SerfcPal¥y license 36

recel ver 46 Presumably, the’receiver 46
@echemmaqwtrea@ 3%¢§mewlryetnﬂgd 4ngtend, tand igtoneaampedimesinof the

B(El{s%hm%% etcgiv@r 48 %re%&éﬁ%@ﬂ %&d él;bre iated or shortened
erm nrng éuc requi renents eln ormati on

4ersian oheeqiresenis347 itkatkwowd ger inghsuchl abteew license 36, and the
media system 48 upon receiving such requirements 47 is trusted by the receiver
46 to construct such a new license 36 on behalf of the receiver 46, presumably
with the aid of computing power greater than that which is available to the receiver

46.
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apparent to the relevant public and therefore need not
be set forth herein in any detail, and accordingly any

woredohoseod det ermi ni ng such requirenments 47 frper/ukmo6/009906

stream 32 nmay be enpl oyed wi thout departing fromthe
spirit and scope of the present invention. For
exd0pr0d, iRresmyaliy, thheccaiew Wemﬂneestheeraqu@émasts 47 for the

g{ﬁ%’ﬁ 'n;gj?rg)ﬁ\ i{gorﬁfartigﬂdj}]§ &*1\ e A v n# ﬁtg%lgt O%‘termlmng such

fFéiditéinehtsed 7 g thermeiotraatioh é@ irs fhecstfaaad 32 ds kaown or should be

BEPam it o e o g g sora b i g5 o Bl in any

dptall] dnceactosdingle am/ rﬁétﬁo@ besaetmmmgecmbh ¢équ1?é3nmerﬁ§h17yrom the

A2 TRE e aleyes wilod{ oRBitng o et SRk e Bapesof the

Qes@ﬁt fvehtied. esH exadgieem ﬂn&%/ﬂﬂ? tIg@ daké etngteshet @treamh32 as
ac e Ccopl e o and

t media system 48
disisibuiecbacsofigall surplR Wik dne igrsiation 48 st knaa ferual and
festiorn copy r| ght may be st at ed as copy freely (CF),
copy once copy never and the |ike. [0072
ThL[§ 0714 t n r@%%@@ﬂ"ﬁ 47n@%ﬁpﬁ3‘6"19d fone pardieyigeptregm R2ehy the

rlélgel\/éP 4"60mtage‘oftﬁb’uﬁj&i1 b€farl nrefqﬁﬁ’éméﬁ’tgsl'f Wfth mp@déﬁ’&%@?ﬁﬂm the

cense 36 Very I me su recel ver t'unes a
Beirit ard)segpesef tearargsent mntlma g M@Wlélné”d)ugér theorrequrremn@ts 47

I
SFEY EE TERLP foft MhePble RS 40 ERRRIERICTIY device 50 of
adicgimeria sgstey 48 ard ag lisgnsedrio Sach finsk medfa syséern@rmayin fact
ndi t e
B8 BR8 1 8ol ERIRERAN & Seh i hedlo sME, LYy BRARGE. suen
aendy nightomhy belséated g8 icopyrératly (GF), @npy noce (C@),lcopgnseer (CN),
%ﬁ sq(ﬁJF t he receiver 46 need not be burdened with
Sj/rfoe fcular format of the license 36 itself. Thus,

i f [60720nmeThus] with dhenpresknt imaéntion, maaenecéwed% oeed imet go to the

i cense .3 such format need anly b ni cate
DHEERGT 1 Tag camud et i Agesecds SLFVARnS BuEH sgceiver 46
tﬁéwlyl tuh&y @peﬂnula{r etr&arg. §§4?nd thdt éhhdfrl@ﬂéd Vbl%tori4<56’f tAd ebqunr@rhents

Q recejvin re rom cei yer
e ff éug'g}é'tc%’%ﬁ%ﬁg 8'1"9‘?')5&5%*9‘?@85 Sepb %meemglaséystem 48
BHEHMIAE MRS rexeiver ﬂéwlyetuﬁélﬁé sHeERT2, Bvé if kilise®Gd b¥mmanding a
Such ot her sources may for exanple conprise an NTSC

chanite an BEATderat oRPBEVPTSOEo™ Bt and the | ike. A

595[0075 or eebvér Ald | faShay WEe éﬁb@é&atédgw Seh8ifg! Bﬁl? the
dlrectly, it may be the case that the nedia system4

rossiramentse 47 hand @06 dhelvisease 36 Brelluibe eeuaBBsgoed not be
bORfeAEH ?A/lth%n&z};arrn RSt Jf ik iensd %@ﬁtgé@ frﬂuéf"# Qt some point

convert a st 5 Wlthlnt e recel ve
vonaw &nmay ps espdaifiatafomibhe lgaesmbit sucht tﬁ@mﬁédnaed only be

SR Ao e e LiiGh A8 1Al DT evi at ed

ten Versi
[0oo74]  Still referrmg to Fig. 4, it is seen that in addition to receiving a stream

32 from the receiver 46, the media system 48 may additionally receive streams 32
from other sources, either directly or indirectly. Such other sources may for
example comprise an NTSC input signal, an ATSC input signal, and the like. As
seen, for each of at least some input signals received directly, it may be the case

that the media system 48 includes either a hardware or software gateway 58 that
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requi renents 47 for the stream 32 that would go into a
new | i cense 36 as created by the nedia system 48.

woiee/1136he gat eway 58 coul d determ ne the requPCEDRINE 009906

47 for the stream 32 fromthe information 49 within
the stream 32 itself, or could conpose default
Pel§UNr oremeBNer7of thenwceen b sl koth rapvet¢h sreamad? 3athin the

¥Rl |h;5ht%rtj?1aﬁg’9ﬁ'eﬂﬁ‘9ff§gf o?ﬁ‘éﬁ lﬂér%sﬁﬁ‘ér% | cuﬁp gﬁedlég stem

requi renents 47 as prov any par rea
45, ﬁnénﬁbﬁyt%&f%t@uam sendr ee ablyedisted or t$hartenad versnon of

| 48
%@e@%& ﬁﬁc& (tel#: Qt?e%eﬂh 39 t%(at vP&ﬁ(fj gﬁqﬁtgs S%&E/ fg]%rggn%he 3y created
by the mediactystesnd8 c ttere, Ithe ga’ewmﬁaiobmmwclatefmmbeh@ reepiBients
r
P15 g5 SOATER Bl B S A ot o
bempesectieiaulbradureimiehts 47 instrdvatiaisle fronmuoN élrlelemk(s:he
1 t.em 48 can |ikew s
e hor B B S B R 7 o
proxiveddor amdparticulangtreson3Rdrdnh @ny partictlar Sogeeraré et forth in a
PO AT esraundlia R R0 s e i B ot bS concetned with
pluﬁrptéefdrmeds écbrﬁésﬂ)bndﬁﬁbetofdlﬁéréﬁt gopcekef 'Iﬁ‘%ﬂeaénlﬁédlheﬁ\ﬁof the
'[]) rotection - This field specifies
Brr‘?S% fbwgi?fﬂ’ﬁum ﬁ%iP”E’BrfP@%?)tdﬁdg g F?'%'Vﬁlye%i&f@Y'ﬁﬁeﬁ'efwture such

mﬁﬂtﬁﬁ réquireRRnRALY iceH! B gGiekty &Md @ééﬂﬁ/eﬁﬁsﬁﬁtéﬂaWBFj within the
Sﬁcorresp nd| ng stream 32. " Such content protection

ofiSteR A% Rduthe medianpysterst 48 jgan: Wewise oMiskly consyuct a

KdeP¥e BB ¥h&relbpn IS specified for the stream 32, and no
RM based restrictions should be inposed on same.
Ha Q8] e TRE rex@MPlesnand furaingt Rewnto3bidi 5, Nbds eeesi that in one

IR b BEDrERF e 1 colftnbifiaRatta B Bhiegp imo
EﬂWé@BOfB)reWSBHEd fitlds.sThe felds arecdeftreidres fBBvsr ot ect i on

as specifie bl.e absD|

Cablg - Thqug%e%%%ﬁo\%%%ﬁ ﬂ%\toec{r Eﬁksd( ?%eﬁ'fgsgaébib't value
tUEIZEbArgerehdﬁ Iir]l_ élﬁbréa'&@rmméﬁ ¢rt'1§’(rfe€ @ﬁe’z Ptﬂﬂi%uﬂﬁ |ch15%h?9rdtébtlon
t vagpced Tel evj sion Systens mm ttee

gfiio! e Chphep e Sramt 2. rovRis bRl pralasion mafhads may
inEled®blt dredlollliinfie®®): to 1 if the input device (e.g., a
tuner card as the receiver 46) neets the r obust ness

rul es defined lﬂgnq hdNQ eRRtPretsstion issinesiied fomibe isggam 32, and
no RM-based restrictions should be imposed on same.

Hardware Macrovision — The stream 32 is Macrovision
(waveform) protected.

CGMS-A - The stream 32 contains CGMS-A content
protection as specified by IEC 61880 or EIA-608-B.

WSS - The stream 32 contains WSS protection as specified
by ITU-R BT 1119-1.

Cable Labs Digital Cable — The stream 32 was delivered to a
Cable Labs UDCR receiver 46.
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- Copy Default - This one-bit fieldis set to 1 if the
copy protection requirenents 47 are not yet known from

w0 bwedtseam 32 and default copy protection i s POI/D82006/009906

appl i ed. - Broadcast Flag/Restricted Content - This
one-bit field I@jém E §ATSCandis set to 1 if the
stream 32 is r&dicSt ri Bk | SeaRbi% dasedgelivereg Tin. thpniAgvanced
Delevigion Sysednts CoOMMTiER ATSC)Fakh&. Labs Digital Cable

and is set to 1 if the Constrained | mage has been

triggered.” -NREDevigH MeatsRopustnesseRules ep T biscamesbit field is set

i‘éﬂ‘ﬁlf(ﬂ@a in Qﬁ(%iﬂid St .y
e LM DI S AT e

k’ﬁytth‘f I'@PHCQF@W@?@H‘P%W&D he stream 32 may be
copi ed (SUb d)d);?)ﬁﬂél%@)t g Tﬁigrbh@% trﬂéfq 2 s}éﬁ & tﬁg ctbgyl protection

anot her nedi a system 48: copy

[EgeremeRisy /rare ot yetNgnowarfepm the $trelam 32 eeaa]efawmpy protection
iso bB@ppM&y. embodi nent shown in Fig. 5, 16 of the 32

bits are reserved for later use. Accordingly, features
uni que to-a EPf@aﬂQaﬁJé"laﬁ/Re&ipqteQrQnrm@ttl—omhismndglat field is unique

ool FTBna fesetto fifinb Sl Bl BRSO Mon Bty pes
of copy prot@dt+ dinis oAbt fread:i thn}questhIab‘le Calbd Dﬁgltbh@éblﬁ and
SEIV connection wt
%g%{t‘;onﬂf%hea%@q% dl?n%,gp&agg)teegg %ﬁ%‘pt her ef ore not of
use in comne‘tFtS e—nTbustﬂwoeblheeldt Mepessenis AﬂQMgDPQﬁ&ﬁBh@ystem
t n gonne ction with such
y%é’?ﬂgfﬁj&gfeﬁggt'@%‘ir?\@ﬂo?‘ ?ferent pur poses.
[0078] As - miBopyo@ohtolapaleci-arskig, thn?%id)YéMSé‘nts how the
%%%Eﬁg for t tooéeégﬁ%j%ﬁent the re ui renments
9 AL gepseal mth%mwa svslem 80 another

reedib sysigui ABNEY\STrédly (BF), b(ﬁ)p?ﬂﬁﬁ;'ef{ IcBpf ne ) and the
manner that is agnostic to any particul ar Porma

W&ch stream 32 as distributed. The requirenments 47 are

SURDOTTEt | MoSBBG i HRdohd embBRIMS s‘Pu%msiHelfigf 5C14 O f 132 bits

A?artl cul ar source content protection mechani’sm
BIregsrved o rs'??%IUéede@ﬁ?c@édlﬁgm,hfea@lreﬁelnlqeleetpvaame%type of copy

ISty i b GhBleRRI&T withihShE! Pégervég bitdN s gsrﬁgy be additional

ci rcunst ancesdi ct ate otherw se) can derivé t
?@H{ﬁsﬁ’érﬁ@ﬁy gresent ingwrgnt typpe of mm/ drotection. aAbbotriotatsy, aspecific

b‘ﬁ@rfﬁaﬂ éﬂr%rﬂgcé?mgerggé dé gﬁ,g/ c@ﬁﬁ%&t%g%ﬁvé:t@gtet eg/pes of

6, It I's seen that
caBy prrteetinne wse therefore mtvtraﬁ dse bmm’&acﬁom)awh @thblatypes of copy

TSR, Ty AR B8 SIS ARREAE R U e s o
capyi peotegfion éon differest mpp6&k) and then from the nedia

SYiob P 48ad ndy ol oEE! a\f)%FeCIa?ed by employing a common format to
represent the requirements 47 for a license 36 corresponding to a particular
stream 32, such requirements 47 can be specified in a common manner that is
agnostic to any particular format of such stream 32 as distributed. The
requirements 47 are succinctly specified in a manner not specific to any particular
source content protection mechanism, and a relatively simple device such as the
receiver 46 or a gateway 58 (hereinafter, ‘receiver 46’ unless circumstances
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(step 603), although the nedia systemmy alternately
i ssue such tuning command w t hout pronpting fromthe

was®e/1vicethout departing fromthe spirit and scPEEUSS006/009906

the present invention. At any rate, in response to the
t uni Q%hcomand, the receiver 46 in_fact tunes t

he
distate Aerwise) Gagsdpsivedhe geddEpments 44 QM iy $recific format and
e ngfeaédra(e mg%ommcﬁmm&. be apparent to the rel evant
p t

ublic and therefore need not be set forth herein in
arlPOERk ai Turnimecrepvditadiig:, 6.sitiéh seemitha) dinetied semrieyedely the
L any, Lot . . ‘. |
AEHAURREROS € SRR G1OK LiBSAAT g GShoun
Asunayi be epgrecisted, seich semaadyp typicati issuied dniially hyra user to the

HRES SN0 SRR ATy G YRR ST 45301 i
(stepi GOy sAltoudid thet oedE0 Sy stetnenaytdiisthaielys ssue ngrabu ddning

T i STl o 8BSt BBkl ion

ssopd ofririchmrd sene yinventienyp 1Ad ey rafet monespareseatot tha during eommingand,

051 P : oy e

T o R B 552 L ATLLABE 0008

géderaly khowatae hshbaldafq:)amrmemti togbeifréle‘ﬁm lm_mbli@ andgherefore need
t t he requi nts 47 for a.ljcense

roh bp b it BRSOl e banrssdipad sl WHPY Rey Be pegigme

i @inlyhagreyfate SHEMndrNligioRideparthg Wérhhtheugirit and scope of the

requi renments 47 may be periodically supplied within
pregend fnverlie™2 at a known i nterval and | ocation. For

EXRAEBOE, OHE tiMsMiné REEEIVEH 46TRECIBtsOthet Bfeah A8 if Afecessary
once every 20 seconds, and the |ocation na

| be
(BleptBO7PAH re@ERDPES S AERBHIND {0 P BATPEE RO key (CK) that
iflisghiedl Wik tRe PREdid GYs@M 48 Qﬁt@ggédy).ki Ofe IMéBBY A drbrih§Such

stream 32 is anal og.” As w | sét forth below in

apient Hey §EK) with thermegigseysigie 8 i¢ ret fosbdaley. ajhongl itigio be
%gré/cgér;cgg m&g WK .sﬁHﬁfnétlﬂ‘tfooﬁq%_tﬂeoéinﬁlgkléd“mﬁtﬁéut%épﬁﬁ{ﬁg from

re walting tor such”information 49 is no

the agiribérgd scdpe ofdeepresentdaventipnpr oceed by sendi ng
I efidoh £ et . Dba f .
ST SqflgheRg) B0, 9085 iS55 i o 40 may
locdte thatafaremédtioned ederimatidn séncklatingutel theetpgiuirementss47 for a

47.100Q82] At t it d | i

A0 oo dRInd B B M 28307 ALLREE i aove
gliéh Grformestipnddl wigh sucH lequisémertend32ng s be peddgallyviupplied within
(85 SPeRBntS Sk YOV SPAOR A BRa T L RN R known interval
ey Wer t@ﬁﬁﬁfz Soré<t¥r b? I?hb? dVEfy gosaﬁ:bﬂm,ﬂﬁm(s gﬁeélgbctﬁliqiwn ,may e a
in particular to ruste onen e ned a .
RapiqulAn identfeH AagkstIbine SRaMad i 0I90— 8 R st R panking
iftehict FRE s#baB3Ed aPBlogh A Will Wer TRAHBbBw (i inire @HI, in the

and stores such constructed license 36 in a 1J [ cetnse .
casg e the ecelyer 46 hag gol ag ket encountered such information 49 in the

stream 32, and where waiting for such information 49 is not feasible, the receiver
46 may proceed by sending requirements 47 based on some default set of
information 49 and at a later time when actual information 49 is received send
actual requirements 47.
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(step 619). [0083] Constructing such license 36 from
such requirenments 47 is generally known or shoul d be

wa@ppaneweot o the rel evant public and theref or ePCEE200€009906

be set forth herein in any detail. Accordingly, such
construction of such license 36 may be perforned in
any0e8A)r opxti any natenwith V\ihehbl@atedeyﬁmmai@nf ABmthe¢ereceiver 46

EBAJtr‘uf:tsaé‘%eP SPPee({uﬁ'EmteﬂFs Ry %8&8&;%42@‘{1@%' 8- stl%%['n 37 {step 613),

case where equl renen
whpree&mhdre@urremdntsgﬂ oayhee emrbssedcmnﬂrerafownmhoeed common

Eor t gfngove 8% SH%QE?({Qdéﬁﬁ%ﬁﬁgfﬂ{ﬁgﬁaégégsﬁleﬁ? 4?3&8? 615), and

hu pasticwdaratol the dnstedIBngoneniddsof the npedia dedtemetB. nBigeafier, the

rules. [00 Not e . t nst r,uct t he
b systanoap wobSifott A B R ARk TUb B Fed MEmeriE A7 Tster 617)
KRy s(drEs stiehi cohstrigtede icanseiBecin artiyerye stbicab0aberedf ar the like
gnn set forth below, within the |icense 36

5{9 Jed accor di ng to anot her key such as a public

key00g3]s Udbrsedtingsishaicedse $eHoMSucheddifmdénts ﬂ? is generally
PUI\/IS Thus, onI that medi a syste
r @g&d p

PERPRISD! ISterpievanio iR 4np TRRrRtoue Besinphbe set

?d?fh ﬁ’érgln% ahyRidtaipt Rcd"cﬁénnélppslﬁ@) cEHREUEIFIIOHE G Ifcense 36 may
2) As a'result, such [icense 36 nay be said to be

o8l R aRYdRRPTaRRAe MATNes HAkY JRBETIRG (B9 (B cpirit and
gé‘op%mbf Cth@%reﬁ@ﬁjt' fveNidrem B @iarﬁbl@eran@em Gfe daset WRere the

't cense 36 authorizes the nedia sy to i ssue a
saairementss4’ 26 pypreases Begorgipgite t@%@?é’ﬂh anm@n feiifert rset forth

LH6veS bf ﬂfcm »@:-IZ thé(‘ éhgala%@mm 885hay f@%@/ %%ﬁpﬁlhg MigSHHEh that

as cop or "co once
sya@smplztselnrof@rtem f figensec3tsadsordirgioepreglefined rrfappmg rules.

<P 8 (ISR, bS58, af He i Waom a0

aresumablynsidies thqsbeﬂenﬂﬁray @1 fohtae siream, mgdeht mucble ebtained in
PLU-

PRl g o SR 1R e Bt gn LRSI o antner

kee soohntaem pkiblic kEK)of fsaich anqexaa tsysteha # 8 SPLEkIB) 3@ mesilbin (PU-

WERIC: EiiG oot sh B REIHR WaneLAbsss, Crotiort FPms(cro)

gronT mtnctehge 8B atifpthechis of aagrivate ReN{PRAMB) ddrespending ¢o (PU-

HE” it Eultcouitdentenod Meviecard Brog e ek Tabte vpiom 46

taﬁd FRABhGtUSE emmprbysl q;»yeariyhﬁhéﬂ Heasesyeent 8 drafiferbdelicndif the
19. However, it shoul Erem ated that the stored

II'?%r@ﬁsf’eG @@th%@sof@eug@@awst@ﬁb Priiisgus AsTuhmiceRse f36rfgp gnother
*ﬁ?ecﬁé’sfs@érﬁ%%“t@ réﬁ@er‘%ﬁé‘kﬁé‘ém koY (oK xariplE @ta’%ﬁlgfa%opy(r h)t such

exanple medi a system 48 "sonmehow | oses “such
@8 .cpmgfraelwé@&i opeopyende (RE), sudhanpdia system Heinmgrgating the sub-

%f%{rsggr@eéf'@g\é/tlsfggﬂ @%?I)p ﬁz’l@% tbgﬁgﬁﬁégﬁ@ ﬁ?%efvéﬁm:de &nd then must
eagrype(Gheacnording de at (PohMwh of éhesamiherom)ediassww é’& and then
’ﬁkeﬁ/qnsert such a new (PU-MS(CK)) into the sub-license 36.

[0085] Note that the media system 48 is likely in possession of the content
key (CK) for a particular stream 32 prior to constructing a corresponding license
36 for same, and therefore may employ such content key (CK) to decrypt the

encrypted stream as sent from the receiver 46 and render such decrypted stream
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the license 36 is necessary to store and retrieve any
copy rights associated with the stream 32, as well as

W0 b@eotdser requirenents 47 correspondi ng to t hERCHUSB®a609906

32, which may need to be referred to at some future
0| nt 6{%08% Note that for any particul ar stream 32,
ne a”ay theseforenguesiiosrthatiesd fap theaesis system to

65\%@1@’( ohe gf?)rre Y RedrsBBS: at'éctep}?OL ?gﬁd %?QWO\p&/er it should be

apprecl ate he recelver I Ssue ne
awgplahﬁﬂeﬁag the7 stoeed lieense oBGamyshee use:rB bméh@tm@h@ [systeaB48 if

8958 ARG, T ATIHT S PRGNS, g v
ﬂ&eson@bewwgsesﬂfswh@mddmrmgamemtaﬂ tbeutlhe séilkemhse if the media
Yy T

basig dhe 3iRenshas inmay i@o tHeconly KeoptioBethees eu&e(IéKVrsrsté@d Also,

TIERTE Y QT X MEALR T ——

theestreaoeB2,eas welhds thdﬂ etheevequirenieats 47 coasspbhdinrcCioythé &tteam

erent content_ke and al so
%H@Hq}ﬂ"%éft”%a t%b %@BS%‘? ﬁfgsqné"qf&'i“fré@ngs 47. Thus,
t hgoossei \Nte 4ataodahy paniediad sH¥5h IR, 48may e ﬁ\@'@l&@What the
and in partlcular the nedi a

t key ,
@%&%ﬁﬁ@gﬁﬂ@feﬂfdﬁ# \Rh%fﬁgeceﬁ% Shim@eytines) 1t ge ard @svepy be

48prbaateeMhe YEEbiv & A%‘“‘shbﬁlﬁ @s@rnbwckéq%\'re%h%aﬁ? 38 the media
0088] However, and significantly, it is not presently

Bi48asiat sigps ©rle and@id end ihe mediaswyistens sbauld nensict and
kBhe 4 FKly Ifc@hs@@é réslfé@rsiép@dﬁrarﬂté@anme r?ﬁé Fe'&@nng% gﬂc}uld be

system 48, for exanple as part of equi renent
Bvarg efpashaset whidarmation) 49:@4’4&!@ the Strﬂgmv@% apétshpyldt rote when

aR‘P]Vs%t of fifor Sh‘égrhaQQPSWIﬂﬁﬁﬂ%%%%ﬁg bto construct

d send suc a typlica cense r each newy
Sbafm GeonteaiKeys Brivaer Receinet 4Giand MgdiauBystemi48cense 36

5@687'] ab%rs Wad gé‘lsi’o}’tﬁ #5800 %‘iﬂ%ﬁﬁ% e RRBIVRP 45 QSngsag %éfﬁerent

t a' ne funed stream can comrande
stseanm 32, the eegelwcsends the revly imed stream 32xemirysted éﬁcamm\g toa

éﬁgre?f:%;r?tfaﬁty g%f K&bg)B cﬂ%fatéf,oz %gﬁ%? ﬁgg ]%orsrgs(,:phon%%)ngt requwements
4:7)rr‘ﬁhm’s d:lan re:mnv[eﬂ@B@hdeDTedlanng;em 48 dnus’ﬂ somehow share content
t recei ver
R0 T R, POEHBH 36 Mot 576t 28, uSh KD Wik aspent key
@19rtke pateiver 6 dbs @mpl@wlta %Mcn@ﬂ%a@i}tulgﬁ?tﬁéém 2. o of
ca license an en each o
CniSsd i FERBP A sRBIRRda T porapiegerbs FodSRNARRat the

rReBieNt6 Kemsiitkeachl domterit Wl QoK) 16y ém paltic@st kiredth 32 to the
i ndj rect ln}éﬂéon an as-needed baS| s and I n a coordinated

mgdig; Syiste nfariexanis as PRE 9f ihe reguireganth 4 Rar | Wikt adypical
Rf1 icens& el I &8l W3 36t 35S abBYd, 'thélrﬂ@éehfér AES AR IbeadyipRBted to

is necessary, and accordingly t | abor -1 ntensive

eafsEpetsansk sénd such a typical R llcense 36 for each newly tuned stream 32
because constructing such a license 36 is so labor-intensive and because it can
be the case that a newly tuned stream 32 can be commanded as often as once
every second or so. Thus, the receiver 46 and the media system 48 must
somehow share such content key (CK) through a different method of

communication.
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such RM | icense 36 are encountered only once until
another initialization is necessary. Note that such an

WO piobitgdeeeat i on may be performed accordi ng to BEEUS2006/009906

appropriate interval wthout departing fromthe spirit
and scope of the present invention. For exanple, an
i n|[00&9]| z ddcordimgly, el peoheenbwdimed &vibeypresenthovergion, the

PleVBE 520 B, "B o Bt TR RS Bchd T e

ooﬂeaﬂt&yc{ﬂh@)tbym?a)t dfea moeg}entess yxpéozt Rdh|icerse 36, 1and tigen each

8pbleBeoiuetadnt B P Selesfisp SRS a B Shuepilfpy TR from

(CI@) ) elthdrbdifestip r 'I:Gl:ﬁbe.ctly\ﬁ‘tﬂ’r an Semeditad beabltawgit incan coordinated
tificate .or

t )
e sighfica e afe e afn My{penss 2 RGP P oner unti
Qﬁotﬁé? hiﬂralll%?'tldnr |tsﬁie©és§€%rytérﬁi é@ibﬁdm@? tlﬁ@labtor-mtenswe aspects of

niilLcan e sen | ne certitTicate
RV JBgneq 36, dranearaus: S0 ATy Pyl agrpth g igpaton is

ﬁ&éés%ﬂ“ry SNofe 23 $88S Iamnrﬁfanzamsﬁrrﬁ@s BE Y foemed 'a‘ééérﬂldge&’) any
(PR-M5). [0091] Thereafter, the receiver 46 satisfies

PPRIePFiatE eVl wihalt @@R?rt'l'?ﬂcfﬁ?rﬂ dhe gpirjtranda georen gt thengresent
iRehforsY Fof @(é'rﬁ%%aﬁn *ﬂﬁtlél&ﬁﬁ&rﬁﬁlay %@rb%,‘iffroHﬁéé ohB& every few hours

initialization | i cense , and sends the
Phiew gays at s@rPr mak Resesigrmed Pﬁ@e ﬁ‘ﬁ@h H”‘@y@? enedia SQ/§tP€b43 is

@ﬁ $i%b£ﬂ cantly, the initialization license 36
s an initial content key (CKO as decided upon

by 0090 edeionereramdimpel &f tae FeSet inventione ARG frmiggyiow to Fig.

?%r{ %r? m‘ﬁfb?i%é(tfgneé{/e%? Ocﬁé o %ﬁtérﬂ 98%%’5 GnkG¥alte Rquest

e machine certificate
(PlbevBeaixeD)46 (stepug0 1)t whereeslich I@Q@tzemmaaqmpehmcleldes aimachine

OBkt S0l A BB RT, on o
antﬂwoatyplruéﬂsi (U?thﬁ)ecellver d60 Signifieanilyt then sé@KMeachine eqertificate
70

s Y BB ey SR ne et e R S PIEe, Syetem s in
besmblohmfam?eém:mg?%g&iatikey (RB-MS). appr eci at e?| a: ge
odfbl octhefesitar bR 5% Bl e Sl SuRRo BB RARY buSpacnine

bettificdtbahatt the madibi SsteratdBanay beetrrted? womdlrudie the diitslization
E‘%ﬂ)t he receiver 46

liggnse” 5GP, 10 ARG RN, theay ARSI G4negr 944 the media

sigemME (e V052! SigAfitadtlyl tHeeiRRigliZRoR %888ke086 dhcludes an initial
symetric S|8n|n prot ocol such as a MAC. If so,

and
Pﬂntéﬁ‘ék%’ eCéﬂEdt yRon by BRtrespiver 4R Where isgeh |n|t|al content
REVIERD) [C¥ndriEd a%@grotl td ﬂ*eeﬂubl%ykéyeQPd M@) @&n"’me machine

Initral |nter|t é are both’encrypte
getitieate rig resy ttlﬁe( b’uMB( KQ)é\y Thpes-the)nedia systae %ynprhéecelvmg

ﬁﬁé ikt %ﬁfoﬁ l§8n§§§5|atnd' é}%&ﬁ;%é\@é A QIickHR Etr?ré"%beretneves such
t hen, e nme system on recelving t

(PG} trmnefmroeamleaal_ﬂle\se(tPrR -M5g sheigtd t¢ PEBWIS{NCIEKO0) (step
1759 )anh %él’?fsfo%@ @ﬂcgn ?@r@(‘))’ ifi%an appropriate secure location along with a
count, which here would be set to zero (step 709). As may be appreciated, the
receiver 46 also stores such (CKO0) in an appropriate secure location along with

the same zero count.
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(PR-M5) thereto to result in (CKO and (I KO as at
step 707, and then stores such (CKO and (I KO and

wQeme/1csant in an appropriate secure | ocation BSI/HSE2006/009906

step 709. In addition, the nmedia system 48 enpl oys
hinitial integrity. Kk 1 KO fy th ,

<1 19A8ELr NGt taLHE FEHAR b2 JeT R 4 EENGe Janed bigy repgiver

43U Whicﬁecésréuﬁlef r%'i:elvérhﬁféy éiﬁblby theymhmeRicvittegfify REM (k)90 in

medi a system 48 have stofed In a secure |ocation an

affert sign stishtieiielizeion dickeye, 3@bapad Onad SyRMAYHe signigy protocol
s&bﬁ@é aamca ﬁeanénosmto Jﬁsesa?mehpaﬁﬁennveﬁqnsn rtﬁ&%ff&ﬂrcontent

as not yet egunto send the stream 3 he nedi a

key s(C@) et nsewity dey ol Ay aroindie) intearinkek é¥K0) @y, both
e‘?l% ﬁfb}rﬁj QQ%Jr&ﬁggﬂqhQ Ubfié ge(ﬁ@nﬂ/lg 46m ﬁﬂeeﬁ’gémmey certificate to

stem at SO pol nt es conmman
rasuli ms(PUrM§(szdKei) Here, thes,i themadimsysiemats vpasyeseiging the

u‘ﬁ{ialﬁ'aﬂo ﬁceréﬁzc%g gétﬁ%ve%éo L{Cﬁ PLERRIERD, f?{d?fﬁ'%géfr%té?\dt%hes

pol nt ere’such recel
(PReMBD theretofto lreﬂultna\ACKQ)ram fIKO) avat siap 7R@yaridCiden, stores such

(ROE B P55 2R i Founs bR R SR Rschit R ER 3F sieBroo.
i b A gt b o
6@?'@5%%9{ %ﬁ%‘ﬁa\}%é ] (CK1) f fom t he

:jg[rdlo\?a] cPotstrimaee (GG, (tﬁémpodﬂfl&he réd*m\@srvm andttea media

t ent

VTP U Stk & 5.5pte pGbr ) G SR8 (rean inia
iRREHS W@K@pahd‘fae%um Yek @Y z&1d<X Holve(éiKide fré@mérhﬁns not yet
inrtial integ (SIK% (ste 715) . Lyoo?éldln one%
t@sﬂaav 567t Stroam ég efiiPosHeIeR ABtsRCHYPLSHL agsidiBe o any

%)(ckwdort 5:8 baﬁr@gfdnam k@zﬁu&éd%atsaﬁe pesdunfgbly, rtadugh,

respectlve t he

thﬁlme%a s\yaﬁema 4@@4(%9@6 W'WIQ@@@)‘)O“H“@%&F ré% nﬂg%wg Qi such a
ditll&t Vé’lscé’tuélé ‘6@3”& Flgabue,&é@ordtn gnﬂ;lbl r‘éeel(/e\!tabﬁb%@s with the

count For e anpl e, Such function may a one-way hash
stepsc of Gwch UED. £ t i pdininwheien sugeraegiverwiadyires a first new

SRGARE oA ol APRA 000D L ANESEKTR 05005502 R arean 2.
asadrsyeyt 6Q@he stream 32 as at step 609. [0096] In one

ggﬁ@giﬁfﬁ a ePJ a‘tplaeia R lBoduﬂgﬁtncr)f' tﬁ@ lpréé?a%t Erﬁ/%ﬁh%r? rthé ?’ecelver

es’’t ertvatron or ro
4@@ner¢t§s)suandontem kesICEapAICK) byhmrmadnmgs’q'\stc@unﬂ(atep 711)

when t.he r \V 4 nst uct he t
el ePdhanf8h 7 (ki BIRG T G, B (Gxhigtop 719)
Mefdsers N\ﬂig?gdﬁtwi rfggﬁgjht & clrftehbkén €CKe)dram 89}03['1 émitidi8content key

t eps _an I n rti
Bsdhnfieacrener a6 v dpiisscacormomisnriasy kel iy 0k
s WREERIitB ety Ky BN step 715).

[0095] In one embodiment of the present invention, both the content key
(CKx) and the integrity key (IKx) are derived from (CK(0)) and (IK(0)),
respectively, by applying the initial value (CK(0)) or (IK(0)) a function along with
the new count value:

value(x) = function (value(0), count) .
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steps 613 and 615 in fact constructs a derived nessage
62 with values therein that are based on the values in

W@ b@eiimieet al i zation |icense 36 sent as at st epP@DBS2006/009906

[0097] In particular for any particular stream 32
corresponding to a particular count x, such as for
é;f@&ﬁﬁ"@p'?h@ i fugetioft Naw mope-ve hashfonelionguch asaiBtATunction,

ﬁ]a'bs hvgﬁpigé&rleﬁgﬁ‘ﬁhﬁ%nsoralggﬁqﬁ?ﬁﬁguch l?e 6%—558 With, such

e reqU|renents eam
@oniﬁﬂt k@y (&ifck),dhe repeimen 4 nbysertbrym tlnehetream 8grastat skepy609.

ne?ébQé gH Z&%)emBGQnQSqutgﬁfE@&%ﬁ éﬁ&%ﬁ@T?%k%Y%%ewer 46

mhmmunmtﬁe derivetion sorgroéetioneofi sudbakseys (ﬁK)@ Iy )ramti rthe new

d
K5t 57T RS B0 By ot o
veduiremestsg4iatorespoadied to Meﬂstrwry mwwnuexucm RFEmMBAts 47

Rl BB 48553t Rt ioct 6188 RBaP. 1Syt Giargend i

oae enitreirerteartithe prdsant MverERy nick rw:e%menhh&fweﬁ&mg such

d d ow edge, of .1 he
E%Bﬁltéj'%‘e%?d é)(% 3(%“1(2 éﬁ%ét&“ S 7 JRdlyefecssg %ZOWGM@W)S therein
tHdﬁé@ Dasednsh the&afueaar trmmglezétlah lisdrfse 37alsfent b8 at step 705.

r{) | ar %'(gla] the receiver 46, the med
Cyabbflag ih oBaRiedoe don 2y PeRCER  SeAm | 1€ GryTesgeaging to a
Paﬂlbulaﬁ%UNﬁﬁ 6GHX)asaithl dxdakiple l?l’:{e Efi'l’@c' QY9 ﬂzhﬁoﬁééfﬁ)ndmg to

uncti on as the recei ver 46 and the current count
cayndpt.7 8 reggivers t48r €ensitiets derdeyivad (RRFagEN B nmokl;dmg the

A RAEMENi4 ﬁ%reﬁl%;%?rp@& nﬁ’\g dﬁﬁﬂ aﬁncﬂ‘%ysn@gature ba%ed on the

appropriate (step 7 I'n" a

me@mb key §IKghi (siep il éyreindyseindy tiie mr)stwtadederiv;edtmessage 62 to
FlRahyteh L p7  SROBENR il TR SRR g posed o

ste S gni e Co
acxpmmeisicr keyp osatistrgcting sheh st dedved3 esaage B sumohmearly as

blificheshe MEORE! MbeRBE | 460 Ss TERRRNEY YioY & Sleo8TyrddShmed on an

dia system
agymmetiiddkeeyng and/ or further processi ng (step

ey T S T —
62 dotaesmmtiw tHéreits tmmme:jl’a&eystm A8 ealﬁ fig@élgﬂ?\fsetlgé %drréétg)snd ing
B0kl 0T M el ke U atel iR S herihunh from

becraepeiosd dbmvbd inaesaty 62 qum;qnnqe))%cp%tfahétﬁmtds%d at step
e to construct he

? rements 47 that are enplo
778 hLeraeigh 26t a8 Wircis reeeaiTig. SimeRieTysjemikBHosstes cach
Bf (ctﬁqo» dnaV(ﬂ((b))C(ate@S?mtdér%é CREY S |K$<ﬁ6‘g(<éﬁﬁ’o% fthé%ame

need not explicit ¥ conmmuni cate a COﬂ ent

RURCHQ)T 76 e B30aHEaRAP 85 HRRCUTERTE £OUPIX 4PHPR T 26 -snsy slbyes such
HQWeYi {ORRY atid" §/X) 3glond "Rl afhe ©tBReSHMRINGE cofift MReGhay be

approprlate (step 725). In addition, the media system 48 employs such integrity
key (IKx) to verify the signature of the corresponding derived message 62 (step
727). Most significantly, with the content key (CKx) corresponding to the stream
32, and presuming the corresponding derived message 62 verifies and allows, the
media system 48 can decrypt the stream 32 for rendering and/or further

processing (step 729).
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establish initial values of such keys (CKO, 1KO wth
the nmedia system 48, and then each of the receiver 46

wa@nwetirs20medi a system 48 can i ndependent|y derP@EUSING6/009906

val ues (CKx, IKx) for each new stream 32 based on
prior know edge of (CK(O, IK(OQ) and the deriving
f uf@e99n. lrshesild beaoteddhatibe deaverbmgssage Ghbas teaetwed from the

t
| c?ﬁggéggl tfng ?ﬁ%dg% %y&gmcg@%tﬁd{qgéqger?se é'd?lz\ﬁ%truRMd and stored

new stream
awlﬁmertedla:watqm difcinymplicamse tstoreiG amet staps 6RKdndodtesef Fig. 6.

Lcal st t erlyer 46
REL, BRUTIE ho 8 49 epbftiEtd MR pr | MEnteBE o Shnlis e
requlremlenia 4fythat ahe emplayedita celysﬂtwmr%hceaeei 3bhefrseigh tstaps 617
GRPsFgnstruct a | ess-burdensone derived nessage 62 for
eacﬁ new stream 32, w thout (CKx) encrypted therein

an c[Otﬂﬂ]ng Wigtmiret priesent ipvesitipn e sdt 3aM hetddd, ehé hedeiver 48meed
AT AT R Rl o0 oo

6}’3‘@@)%& for wBQCMM?”NneCSQlSéBrﬁ @EKX) In)@i@dd ( Ih%xrbcté'&ﬁr b@ need only

an respective

ERbhit \B'E'agefﬁ'&&% (Oitsa)&?‘ Kgy r(ékg T g e e aﬁt%.‘iﬁg and

{Hekdacarst theé Wéel\fdrqm ér@K(h@) %e&@dsyéielﬁ:{ %)cahﬂncﬂ@bﬂndently derive

respects ept that (CK(x)) K(x)) need

BE8 PGS (b0 1<b UGideAT NE Ry 2CRaSER O yPrigh knowledge o

(¢K<(())< HiK( O)Lan@%e"@é’rlvﬁ}% RABKACT AR the{ %Ql%]ar h‘@'hﬁe& P8t g to the

hat in sharin he content keys between recelv

2@15&4%56‘ IRDUFRSR of cpsirusHinge typiseh R ldﬁ?@ﬁ@s?ﬁrfﬁyeach new stream
G2 MAI @G Hyhin&RedlyoER&p téé'tﬂgre?‘rﬁ%‘ﬁﬁeﬁm RQH SiceRSE Being

as for exanpl é aut hent| catlion and
%@Mﬂwpﬁ\MIgﬂed fIngiepdhe regrives Maedmnly @nnsﬁe@w@h a typical

B [T or B S, PR Sy o
cuet lasg-bardensoned de@@bgmssage:cﬁﬂ étzrpemh mgwt stream 32,
PRAGHTEKR] artifildo IEPER SRR SrambbEalNighed
r ed@1®1¢ mreMate #at froan al’hferndbrem!mﬂlmnes’sm‘gbe 6sksﬁanbnmverhtmn9 rather
|2, 1 n 4
D rRitg: S0 2hadia et et eSS I BePEeR il fudlh croo
and nKn) bg bstdedasd ﬁama(cmx« m)oamhdl}{(kal’))(aésmﬂvélpcatsIsﬂﬁuld be
t t rder ce e
SRR oY B8 Tt B et oRkDShe e Haga (e and
UE)) m;tmwt trdrzﬁ,eeasadebathat HEK(EF ehd gIK(4H Nddd toBé stored and
encount.er  suc

n the stream 32 w t hout
PRLiRvEg ferodslying (]9% g?a%ﬁ?aﬁ 1 )eﬂ@f‘"}?yche FnRRRCiatagvwever
SUgdM 0] WaiNoté Sod)eHat i 3BERMME theesaREMAdyY BtwbE® the receiver 46
receiver 46 is exgected to send such a derived nessage

87d et media gyste {S§CR lemanisi M@y CONEMINiIGHS Witktaash owr using
¥hduRd hdiisist 5idh A¢ firex@ipfe §@cﬁé’r’i‘tﬂ:a§?6n %ﬁd Hd fe. bﬁl‘tnfl’ﬂatlvely if

commanded to tune the stream 32 Accordin
SIFPUBTRANSEB Yriaah tUnoecUrReMethesls mayl ais@ he ieopjovied. t he

Default Derived Message 62

[0103] As was set forth and/or alluded to above, in constructing a derived
message 62 corresponding to a particular newly tuned stream 32, the receiver 46
locates the information 49 relating to the requirements 47 for the derived message

62 from the stream 32, as at step 611, where such information 49 with such
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receiver 46 is not in possession of the information 49
fromthe newy tuned stream 32 in tine to construct

w0 eweittspent s 47 based thereon, place sane i n BCT/US2006/009906

correspondi ng derived nessage 62, and send the derived
message 62 in a tinely manner, as at steps 715 and 717
gquiregients, 4T meay be dieviedically suprlied vithom¢he gtreamadRiat a known

RV B, B YRTRETRI ol oe 08 (BB of anepygrery 20

secpnds @ndonger,hd: dcgordingly i’nisljkalyemrylocﬁten\ﬂee casenthialithe, receiver

SO A3 J BRI EARAG PG Moo 1SS S 58 wait

celver IS 1IN N pOSSGSSI on o
corisiderable dengt® of timm thvavemAsyaclh anvedlt istnoe éaasBils, dsbecially if the
recej v 46 th onst,ruc ends an .yal .
[t 56 2 Sl T 6 0GR s1igh % B e FASbaBE 62l leaulrements 47
basetbbdn dach Indeinmation dgewifiith thectime éanecofla sestt & sbrafter being

that are in based_.qn such possessed i nfornmation
ggnmange ‘?h)aft“nﬁ(r:[ ﬁ@ 320 repl ace the requirements 47

fr qo104je cucoriimgndinngné edrabddimeat iof ebe l‘rﬁémemﬁ&tlon if the

0105 n rticular, a turnin
Lasiveh 46 el pesreRaIRaay g idivaden ag s Bsdjenty higled stream
B2CRI ViRle 46 donstrase rdirbRRn&Eount baskl dRéredRS pladeChéhe in a
and (I Kx) for the streamas at steps 709- 713 (ste

805§ SPORg e\erives message, @Ztmsqw;hafd@ﬂ%meﬁmfif in a timely
Hgnﬁé%%'é?%te‘b% S drid T 6k FIQ 1, hﬁe F&%We"r QBB t8ad Comdicts and

not as y been encountered’ | n he new Yy tuned stream
39ndsn aadefpuib derivesh maessagp eb2- ec/é$ veay be apniseiptesh sughdlefault

g@ﬂg%il ﬁegggﬁ%é m‘éﬁfd'egiqum4§%hétrb% hdr ﬁé‘tlveI in nature,

t re rements that are nost-restric
sachuae forsxempiescopyrneveat@Ne Togrpaitery whe( &M reasivep 46 is in fact

0] ' 4 .
FOss 085 87 1ol 8 s ol et Bhdim 5 rcoiver
ﬁacmeenmnstrueisealnc( sieaps 807 potvaheledvadichessagei 62) cAs may be

| i
g (08, Slof B SBR05) BlesBu6003 (RAIRE eBlirhBh 57
elrecamrﬁmcﬁ:rbeﬂ;@d:1 tre such q:dSBB?SBd %rmtlgne4$tar&?mae|323ret imeant to
46 .t hen c r s and sends u
Reane resmes A1 fiai s criaeralEingd b deedmessage 62
t4 gqowa]e in ﬁmtulbasmﬂ anrlnﬂ@clrnownwwgelszgmonf ?rrﬁmj iz0mewly
e ul r.emen I N e
SomiEnde stipein SPclie oD, 4he Tebdar ¢6 Toegments Méscount and
defidddl b (G BRIEIKD fb? fheOBkddIe &1t espes di0vg7 tef(gtept 803).

derived nessage 62. Significantly, and in one
Elowsyemgties ghing h@ab e @ifﬁremﬁvté?ﬂqdoﬁ‘fOFf'}?éloP et2iPgeRinkg to the

'rélqum@ﬁn%hfsu&ﬁ h&gneiel v HabA @ntbihtarel Yd thedSaviY @sha¥BS%39£32 in
as at step 815 does not increnent the count (step

am)ely B1RaneR dike raceivee e gonstasts gedisardssagefaglt defved message
Qrtﬁﬁsiﬁaﬂéﬂédé‘g Bt Lﬂé&uu%‘éﬁ%ﬁfﬁ? rfﬁétséfl%@s% rBQY@tuJehnﬁ |§a€t‘u , such

count note erel n now be appreciate

apfor exaowie/tony never (elNh(stap 8RO \T@greafter the receiver 46 waits until

the information 49 from the newly tuned stream 32 is in fact encountered (step

807), where such waiting can last as long as 20 seconds or even a manner of
minutes in certain circumstances.
[0106] Upon in fact encountering the information 49 in the stream 32, the

receiver 46 then constructs and sends an actual derived message 62 that includes
31
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nmessage 62, and as before, the nedia system 48 derives
the correspondi ng content key (CKx) and integrity key

W@ bx)i15820 at steps 721 and 723 of Fig. 7, enplRyBUS1006009906

integrity key (I1Kx) to verify the signature of such
default derived nessage 62 as at step 725, and with
aplvakigatisements 7 (tarigretim éaarbased @wgu@nea@mgmed dfoypation 49

gﬁ%ﬁ BY Bfasrﬂ‘cﬁza}dﬂ%l Q'Eﬂ@ n?élw(uﬁt@e . a&?%l derived message 62 are

i f1céant I nas as suc
messh e remah@sthe tefaldf eaguiremeqisi 4 rfeorn sih&?cdrtmpomheg default

OB el | DoBANUAT, P, T8, BYBHREALI e, prosen
aventhamdlee sicoiver 86 lraeorwtrusﬁr@omosﬂéhomgjthé]aﬁztuﬁl deriged Message

[,S n Li r i remne 47 ,.and t ha
2% 43487378 BB SUPFGLaH de FOB GRIPET), A B 5ot
desqmicmeésagepﬁBaﬂd)‘.he ¢aridsppnitiogrickial dehasd matsage 62 have the
receiyv E act.ual derived nmessage 62, and in
B%rp{alcgﬂrrﬁg}o %FEEW‘HBT ing that the count value in such
act[umnderAsx mhwaewa@@ pPratizted) omparh aagRdng tieen defdult derived

fbra0s §2i @nf e PR EnBBhRrBINGTD 14 RENJR< dim coresponding

cmemt k@ (@ma)eraﬁcu amtégntyh@eyuumapag%m stéwmvaérwen@ of Fig. 7,
E%(Phat t.he act ual ge 62 includes

SUsh untegrivnkey ﬂ'ix)c H)avergv ahg é'gné‘B{fﬁé?i Yush qpfaullderived

mgageee@ a6 @it 4iepl 7257ah8 wmﬁ@@bhteﬂ?kéwmkmﬁé ﬁ%.a@@ystem 48
(step 817 Al'ternati vel medi a system 4

a7 B0e Bl e ot Ra sl Sidn (o1 (olehBogkt lonBivant AEmush as
ts@éh daban 'dbrl\%%f ne8shdiess RAS 1R2ddhak rédlﬁr@nf@?l%sﬁﬁ?heﬁ?aré $nost-

in fact def aul in nature, and then await
ERSITICEY BnRRTHIE: Haﬁ maﬁla@ysﬁe@dswgw@@twd ftowgq default-version

HSHRE BeNA gyhceﬁg@ sioRd tbé‘ I?gié% %%{%s( K7 %@% 1004¢ ﬁg;é ﬁ%}t/ fased on

correspondi ng conten ) and i ntegri
(Stucrb()deﬁayltateqsurep@ntszﬂaarw T8 a$ arirgsuli7 js dighhp ugstristivenin a

loy the integrity ke | Kx) as
ﬁﬁ'\%@¥é¥rﬁ%@£??@n vnv.ipt hyt he dlef aulgt | dgri vgd( mes)sage
62 [0t08]er iHowaviee upogriaeuresevingtthe aattialiddrivedmessdge 62, and in
. at,, st nd. e 0 e.content k
PRS0 Rl ni B8 chlR vl niRh Btel BFGRhERiacs @f has
netschange® Zrono theoodun lvaluboofctbe Id}éf}?lu.nlttdWIved rrm@é G?s trat media
7 step 8 ant nas
Sl 3ol iR e of 68  hisbaet (aVENtEN. PRasrafngs the
telﬁcrtalrngtacil1 grmulhtd vhleel tesmear thati tgtal avcﬁuamdera/tedrreaeséldg% 62 dhdludes
stem a so ruc s and st or n actual - version
Al g e RS 47 ek plk IS arege bt ccbsements Apdrom the
8éf8updefiian n‘@s&é‘g’ﬁ 62 $stBpBad). 0Alt§M§ﬁvél§2ttHé|medla system 48 may
reqwrerrents 47 and that is to replace t

BefefEsph 6oRN Aefadibfialdiin ther renuirements ﬁ@en 3‘@9 ﬁgfgélﬂ dgrivachmessage
Q?ftﬁhl{ SuER AHESSIPRNES |§7m( He p%e&é&l? in [ih@] dvef %érh%%aﬁ the

for the anount of tine that the stream 32 can
PRIFRRPPBAING Getiat ey edinessragadRaul t - ver si on | | cense 36

bagetbain A oRf Y Ithe MR RIS ndéd not derive the corresponding
content key (CKx) and integrity key (IKx) as at steps 721 and 723 of Fig. 7,
although such media system 48 does employ the integrity key (IKx) as derived in
connection with the default derived message 62 to verify the signature of the

actual derived message 62 as at step 725, and employs the content key (CKx) as
32
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a user likely cannot do anything with such stream 32
in the nature of copying and the |ike. However,

WO p@s/rssko as t he correspondi ng actual derived PEEESZPE6/009906

62 should be received by the nedia system 48 at nost
about 20 seconds to a few mnutes after the default
derivedeid avessetgps With trendefatlt derdfedt messagees?2 to continue to decrypt

e Hfoaelor oy SleBCry s 38, s kAR ihaipusrue the aotual
Hemezdsmeé’é‘am Ha®thet ctual eréqumgaénelcrgq gz an ltgfi \lleegshestnct,ve

b e B MBBleC s itiegeft I entsths ant oRthiescrh bty version
llmSgrBGflh cAlllensé @fbté]aoéfs ars;epsame ar@yﬁwaﬂmdl & thait REbased on

| ¢ d h tem 48
Siicrbackal TR MeTTs a7 o ek s 1 TN e EPLRTRAg default
ﬂ@l‘smhlcdﬁéé 36 as@pongR %qu@mémglwqg?pt 4% t

stem 0

G103 Ve thasdBcinarameust obie Joatthe Sieampcsen Grendered

EB&B?@ihg 36 th1@éfalifQetsts licehss 86 balBdl oA tRY %b%mt‘}@qlﬁif'%?nents 47,
experience the rendered stream 32

anisghtialy ok dermsyHingyitly éu%tystrwg ﬁZSE éh%e@ﬁugﬁ of c0pymg and
Gh%f fieed %ﬁ/%%éng%n&%uc?\ §é’ e Hé‘rlrésﬁ)oﬂﬁﬂ | glahit rivBE rﬁ@é%iaae 62

stem 48, such ystem ca construct
U|@sb§dﬁ§GIMgd @dtthalmexba sysiem 4& ehmseebws%m segonddo a few

e’ﬁde{\g% ?ﬂ%ﬁé:‘d%n I censeﬂg% %@QG eﬂ qul[naeu‘hﬁ actual-version

lieense raénmsed ofirtheiachmlirequirgmeatd 47f wssld r@plape tizg gefault-version
N S O 0 chi t

I REGR B8k coiecdeply rendreidtiE ds. i e R Hhre suen
efreorB2 i s@ZestniotiNaly lbentanliedl iabletively ssall mwgweaspomh@f being
content 32 is available. Thus, if the content 32 is
]lngl,gngy(‘g | e a docunent that is expected to be present

f orf0O1EY] yedtrany rdten byi‘movidingett\pod&famlg derieath seessbge 62 to the

SRl SR BB Bkt P S0P £, R0uh s s

H@rve@meaéageaﬁrz edyere prlvideidg iRl regeivBr 26 o I6dst @S Zhe media
t hat Léaexcfected to be present for a very short period

gystem FRIKler flee egire i $iEPam S2r8 AMEXRAIAUS MpRRer so

Bfat RE S8 of Such MeBRNSRtEH WBeceﬁpeip%nehB@ el hEhdEPEY stream 32
short period of tine, ideally. [O Thus, in the

BEQERLYT ncoyithpL. A UniRsebis aeThaE Ge . CWepdheaséial egrived
%s&éﬁ@emévéﬁthﬁmr&%ed RE thERTedis sisih 46 é%!&ﬁ%@d’&fs\ystem

second or so, appreci ated that
can rtb@ap@ﬁdsstﬁgctlth@emwp@mm astust-welrsion tlwsmea(ﬁ dased on the

%Xt%taﬁ[@q tfeinBn® 47 SRATENSLALE: B @éfgulft QbrsidiCiidEAsE %%ésed on

used and once used are never to be used ag
m@faldt requitemehisad’ withautenyfeadipsh. | i censes 36 as

FER Sparg 'ctenge g{?o%% system 48 in a |license store 60
canpqw }é‘y H it

proach huge quantities.
[0112] In a typlcal RM architecture, a license 36 created for and

corresponding to a piece of content 32 should be available for as long as the
content 32 is available. Thus, if the content 32 is for example a document that is
expected to be present for ten years, then the corresponding license 36 should
also be present in a license store 60 for the same ten years. Correspondingly, if

the content 32 is for example an ephemeral signal such as a stream 32 that is
33
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Further, by storing so many |icenses 36 in such a
license store 60, searching for and finding those few

wo p@ens®s0 36 that are i ndeed needed for a rel apCTEE2006/009906

| ong period of time can be cunbersone and slow [0114]
Thus, in one enbodi nent of the present invention,
ereeqtied o B Rres@ntdPea Yoy shertraaicd of iseenthen tae @orresponding

H64Hs8 3 SKoAE %Wodbé%rés‘énf #l §tllb<¥ﬁzl]é/ stﬁgeopb i fﬁ%dsag%c_a very short

| icenses 36 and relatively long live Icenses” 3t
Refieboidimeiidealiych embodi nent, relatively short Iived

I qePFmS Al /i tﬁé%@ﬁar&dqof% {]ﬁlhﬁﬁé@%@eﬁ\y r 8 ©-can be expected

volatil'e license store 60 of -t medi a s
fetugeinanystreams B2vrathapsas iast a8énee evsnyosreedncu or 8o/ Iseto be

rrg‘g[lgg@gﬂs tthgﬂ]ﬁ# g%?r'ggg&?&l%(fénsg? ﬁé %ts eh%'gﬁ g)lyah eéﬂ% gystem 48
gt@hfeen@e stmgz Bfeark derethe dndsh pRAbErayrosed afid bhee maaﬂ &e never to

SLSKE By, Tt T SR Bt S PR e

redisabystenghs dan haehcetryﬁpaior@f 66 wan quckly )apbﬂ)echehuge quantities.
omthe spirit an

?Pmeﬁyﬁg rsgsf'b sl(’)t rﬂsﬁ\zf retd]',?[e]g r’sgrl_algj.xch A Igzﬁgs%ﬁ%%%geﬁ§£fg¢lng for
aib fipdiegethbse fervericenses 8é1¢hateste andosdt ABRdSY Riraé?élatlvely long
n the rmanent |icense store 60 th

é%rfordqcifgigr}]eggqrtb? SWEbg%Q@& A sloe 32 that a user or t he
| i fe11dqs dihuecCinecnd embedmmt df tthe HhRssept ﬂf\@agorsi%eﬁseé@s as

h t
5185, 5% fle Pl SVolone BoTE Sepitert e0RgaRo Sofelaivebpshor Ived
ienses 8 layid W@Iﬁh@el?ﬁ)rfgqrveﬁ h!@éﬂise]s' 366 dMoFBEJR/Sr &R REEE E@lbodlment
eﬁﬂteams 32, woul d be placed by the nedia system

Weh3arefyrst dFgnsesci e sldied 1803 Marenigynpiseary and volatile
iRIRAEE loRé 8D, oMAE ddie s?ﬁérﬁ%&r’i%%l&tﬁ%ﬁﬁloﬁb %?d gg?ﬂs%s 36 are

non volatile, the licenses 36 thereln’are®no
HACHdD armereeparR@nanisgnst ron-udatjle licensestiorefdo ofithe asatia system

d
o oahiEanY LSE00 a6, FER KEfe b 51y B¢ ookt p R gremory
ofdhe medmwtqm d@gwhile tre permeneridicBBse stoamn 60 sria;wejlobated ina
t r.e 60
458 RO RSBl K085 2l B
'eay ibe ewiplayed ewithmuhelepartinghfeorni thensmist 36d tdeepeiof theepresent
IH\%rﬁfoﬁd whenever the nedia system48 is turned off or

However, such a deletion is by inplication, and

it [01§5] 0 ona@;mﬁmdanm dfithé paesent envextibm,cthe rﬁ@@nb@sféﬁw 48
e eve%t that the nedi a

tl on_ i necessar
R ieBer s o e PR AR porie, 5i) (e poleesmondtiionglived
smamgs:wtnam uw:rmr trmm@ By ditd RN EELS bR ﬁﬂlﬁe%@ﬁ@ device
1! r]d/ or  cl o 0117] Thus, in one enbodi nent
Eg* Of fRlerp avhack qr yfpg angthgr ngqaasygﬁg@ éthorghe like. Thus, all
g liceinbéy |360Wmhd§rte%uﬁ1@b@t Welild He forl dioRNRBd3fhdre doREmeral
cense stor
strenPns 3‘?’5 X/voulld be placed by the media system 48 into the temporary license
store 60. As may be appreciated, when the permanent license store 60 is non-
volatile, the licenses 36 therein are not deleted whenever the media system 48 is
turned off or reset, and accordingly can be employed to render the corresponding

long-lived streams 32 on an indefinite basis. Note though that licenses 36 can
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60 at certain tinmes when such nedia system 48 deens
that such license 36 is no | onger needed. Such certain

WO poved 136y be any appropriate tinmes w thout deper/Us10096/009906

fromthe spirit and scope of the present invention.

For exanple, it may be the case that the nedia system

48d cahontth s digétetli ingmathkei perm@aeBt livdnse sthee 60 when no longer
%ggéeedspondl ng stream 32 is no | onger tuned by the

receiver 46, such as for exanple when the receiver 46

is [OMﬁ]andNﬁebyth’ehEnnmnta@ Bgensenstéaa teﬁ) usun/alaﬂmt hewever, the

TRAR 2% tereii e RIS HrionaVer BeBects Y8BT 2P ok Himeg ot or

besepr Eloweuere sudtoa debetiopishy m*tphﬁﬁbnbﬁndi h@é tol ma‘ apratinea that a

n such.to-b ted.license 36 is still nee

riveE AU RG] SbugBhon B BRG nrgess b dhensyeiictnat e media
@stemndslrird far sheldtivelgnoms peiiod bMme deﬁﬁiy WwRichisucHB¥mporary
ge t he case that aI ngagh one E‘F cess of the nedia

GeNsERIA8 G3p hesrge: fiPe€log9¢d-cense 36 and has

cororyded ﬁl&ehﬁéheﬂé\n@édlﬁhﬁhoﬂ thé RERNBAve i BRY media system
process may still require sane. 0119] Accor di ngl y, in

GRexBhaburemmangs a frelefipreekaticentecift inbie tgRworary dicagse store
B0t CErt&ih le& wﬁéﬁ’stﬁ’élpﬁ‘l%é@ 5§/§te 8 %Q:‘n@ tRASRMEEndd86 is no

wi shes to delete a |license fromthe tenporary
langendeededr e SBGhdeRIiIR dinpRR NBY ibe ﬁa)ctartpé@matﬁgtlr@@ﬁmmthout

h
DUba SRR R B O o 5R85R, A i R s  may
pe the cass theé thepmedisi systrm @mnmara:@ daigtirtgea fiegrsesdhwben the
%er@soﬁnhinlbeﬁt?éé’rﬁ%i s %Belohg&eﬂﬁl%fi?’@y ftlﬁ’c% ré&ﬁ@eruﬁ Qurkﬁl\ as for
appropriately set, may be a simlar’ bit rn a ref'erence
eaamplensinen dhen eebelier t4beist comproavded by diee seedia systeB048 do tune

Taﬂﬁtgg gtf q@%gel eas mar ked, such |icense 36 is not

ted and can be enployed by any other
pr Joet8) ome\M«a/emErH usatoslyesappned&teobmat in fagt dalnsﬁn@ @ﬂléﬁ)]a license
license

ARl mau B TRkt oL s b St
FREYIFOr MEE| &‘?rSWa L{rﬁe or SXMBiPel MAYHYS L (Torgglion I such
i pe-Oelessd mb@msseolé dtiendaridida of ih&ie theC sttbamr smwoﬁ@spondmg
se of su | icense 36, the nedia system 48
Hiet® uRu b SR I REETRE8 Sk 19 bykRKFYoR May be the case
&t GRhduth @ﬁ&@%‘é@é@@lﬁh@%éﬁ”@@ﬁﬁémﬂm rﬁdn@nberkr%qhﬁé@a license 36
903). In particul ar, ip ggr eci ated, such a

ﬁB@Me@ﬁFW@"B%@e%‘%@“ ohgudh efnotgenpiRcgspanay st
Pe&juiredaffl. | y actuated thereby to exam ne each |icense

36 in the tenporary |license store 60 Qste 905)

det[@“ﬁ]ne Ageofdieglyi dere sEbodiments afcthfmi?rf%é‘%ﬂtf tvention, and

@géﬂw can Pg Ah)proddld dffing heldfy é)%ﬁ%m qgltﬁé’lewéHQQto %elete a

e36fromthete orar I cense store
('@»Q@P epm frel emporenyhlicense ;stceigeﬁ& d@wemriqbrby inhent, deleting

SHFE0F ot 7o 0, RELE o'l 3 SEADIAE. gk Qn oo
Iﬂyg beiheglike (step 901). As may be appreciated, such flag may be represented
by a bit reserved in the license 36 for such use and appropriately set, may be a
similar bit in a reference table maintained by the temporary license store 60, or the
like. Thus, as marked, such license 36 is not immediately deleted and can be

employed by any other process of the media system 48 requiring same.
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stored in a tenporary license store 60 that is
volatile in nature. Moreover, to prevent the tenporary

wo pwensw26t ore 60 from beconm ng congested w t hP€DUS20861§09906

such licenses 36, such |licenses 36 are marked for
del eti on when no | onger needed, and a housekeeping
pr d8#2% pekti adatealtinye iafief i lickriset 8¢ haacih fast bedn marked for

lg%%ﬂpﬁ ecﬁer:% ﬁg%sh%bfy%%ﬁéryarw cﬁﬁ@rsﬁroﬁé & 8& @g media system

usi on rogranm fg nécessar
ebiild requirecusenef uchavarked lipanseddayiik mdraoswm i48rin \fsadt lleletes

Sl BiRB ok B4 e e Rl g B Blibd Btk e Ririiens of the ke
Gstéxd 1993).Aclnopatitioglay; , arsli @b mapgfeaappr@guataj mltchaétmh@ldeeplng

h ul
BrAsEss T Bt sl o WoRde bRt seras iy cRtumest oreby to
draainei G&@hﬂlb@'ﬁﬂd $&insthe térhparad) I&@ﬁ@@stbl‘tﬁﬁ@ ()eftep b0O3y. 3ktekmine if

BRisRASE 3P os e Tharkes 00 SRIEHOF (HEP 997b aRadivon indel delete such

mrrlsedmeafse eeqmrr m&amoﬂa? fickiMse Bfce 60 (S@p@MOY.Oyed to
qai}%ﬂ \& t ense 36 su t hat lt he recel ver 46 need

not {2 %P@éﬁmdf“"? jopglbencligeppes 86 yhat aesa nphpeeded for

é%l@atlﬂﬁw Ibh BBES 3P tifieh $dgiByated 'Froﬁ?%ﬁieY%eﬁs%sn%“by being
tunes a stream 32, The shortened version of such

slosrd ineAelemporary disansr siie G0 V‘a&ﬂfeéw'é‘ﬂ'ealﬁdn%tufﬂ fMpreoner, to
BRA bRy 1eciSe iR B o 68:0Hhg SonDELEd i85 many
swch H@enﬁe@e{%,oﬁuqﬁhb@er@@er% e onarked feo deMdhtwmmlrioylonger
e
hOSI R OUKEKREh Blocely pefEALERTRER BB uch prerked
ticenses 36 drom ﬂ@dmgrarwl@ﬁnmrstoral%armunt of space. The
B such requirenments 47 can be enployed in

connec:?l on with streans 32 as provided to the nedia
sy40428R]48 Theoprograummoing rEchesary hapffetteatedbeipvaceséés performed

ettt Wb b AEeSE T BT SRR iR B g shou

bé:lé))tht/\/&JetmarbEvaﬁtcmgmrﬁﬁgépﬂﬂilld,‘ haceardinglys yatie progBamming

0 h r cr ating an actual, |icense 36
18 2] lachog BTG o Tl SorREt aepraBing: e EAY Becarunlpved to
éﬁeamte nipei prefsrsat ermeﬁﬁorexmfmngejepartm%bml tHeoBp iR tange ¥cope
CKO. and then rotate content keys ( based on the
f%3fal cont ent key (CKO in a coordinated fashion.

g@ 3] MoNE &Y preseht ﬁwbéntﬁfne%eé}%ténﬂ‘éﬁ@tm&ﬁed %ré}éﬁivﬂ@d for the
nmet hod are provided for the receiver 46 to send a

ERQPB{GI' 465t crsaty &y sheréghash keraipnodl EequireMmenisn4r ythehere to be

emgnotyeemo %Bnﬁ?ddt' 3l nc%ﬁ&e @% §u%H WhAtGHE e Seivkr Wﬁé‘ed not go to the
act y@% ocat ed fault requl renents

baEED inpjact h@nmﬁqtpb/ §5ﬁ§(|@gns4@humw|hcense 36 every tlme such
receiver 46 newly tunes a stream 32. The shortened version of such

requirements 47 can be quickly created and sent to the media system 48 each
time the receiver 46 newly tunes a stream 32, even if the user is commanding a
change on the order of once every second or so. Additionally, the shortened
version of such requirements 47 is concise and yet describes all license
requirements for the tuned stream 32 in a minimal amount of space. The format
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the actual requirenents 47 are sent, and the nedi a
system 48 can di stingui sh between such default

WO emaitrseent s 47 and such correspondi ng act ual PCT/US2006/009906

requi renents 47 and can repl ace the default
requi renents 47 wth the correspondi ng act ual
e GUEH eaguitements ulﬁonam deeppployhe rie cfonnpAic@G itk stedanyg 32 as

G5 65 S BT e o

sorif124]cemsles lre’ﬂsleqmresm proediiony & systemeddshethadars ﬁrowded for

S5k o A AORe1L 80819 RRWEBE 28 g mese

spstpor 43 withest she ardd tfbe creating =8y atteah et e36 sithheach such

r|I ored ljcenses n np | er _.nee
PO Ry (B, ti PeRel af i e o stndR et ficnange an
dirmth% cbntehh?eﬁ(mmﬂ) mtmrﬂmmd@ménahew%@m)i&gef Iol on the initial
arf.i mthe in ve concepts thereo t
%SPU(GJ%C}{QSQ%PBW&'”E’S%@@F'SPE that this invention
I s [0925]! | MbrRAvérD ihhihePdFdsefit!lidven@oodi BRREM and method are
dISHJeH d, but it is intended to cover nodi fi cati ons

RIavifed faiethepraceivend i gpad & defrultpsels@infequireBipnisd? on a
?ﬁehﬁﬁﬁér?eﬂaéié’ ame tadPemndastusl abimer (Fbefum@nélnts %Wﬂé‘ﬁdactually

hari ng a sequence of content keys between

lasatady syuchrdeimdiceguisements 4y are @Bm!%/ﬁfi bamae wesidﬁrmﬁwrn 48 until

@@’b@tﬁalu%ﬁlr%bﬁﬁ ierdisght %lndctﬂgtrﬁé‘élﬁ sg/sfe?n b«@ can distinguish

render ed receiver encrypting eac I ece

eetesnt %’@Bordﬁfﬁ*@t tr@qalr@nemtés Bdendingy susht egar rqsggnqhng actual
C f Hae y Nt

FARISRANRICE 06 [RGB bh° GRAIVILASAHE T Ui e

gecesnonding achel epquingprents £bupemiecaipt thedeafg to t he

cor, ondi; c r : .

- edoFAg P Higy: b e St inle o) e AR nplod'art Bovides

fnihe media sysiem dBita stareat leagh gomte licenees 86 mtrhsmmndmg to tuned

iSRRI AT By iRl ot inP g SRR 58 cahftoggge which

tfertsbe Itenesd enlyabel stdred amrra uénnpgrad;e%ame dad itié mgedia system

ew, cont nt k uence fromthe initial
S5ifie8 o domp ey TureciiBota kL Vol ar SEPdedaded
bas[0$23nd |t r'shaumoc)edaﬁprteedatéoasﬂmtoahangeer ebyidt b€ made to the
|n|t|aI| se is, requjre ce, for the

eBtoufRartS detinash EBR% ezt dehand daselenisuhis: concepts

EEPEIC 1 $BOUIPBEURHSREDIAHRPETORY) thalf @Mis (riviékliont [ Adi9imited to the
conputi ng device for each piece of content. 2. The

ﬁ‘éft'ﬁB‘ér gMmbepimenty dm@seﬂ,nbwtnblsr'e@@ﬂ% fo pAYari rapdifjcations within

tHPEPHM dridl eBpé Of tHaSHre S8 iiveRfior8Y e by tﬂbtdp%lah&é’d tigihs.
digital license conprises: the conputing devic

sending an initialization request to the recei ver t he
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initialization request including a public key of the
conputi ng device (PU-C), the conputing device being in

wpomsasseon of a correspondi ng private key (PR@)/pPS100€009906

recei ver constructing and sending to the conputing
device the initialization |license including the
ini tiGLARSt ent key (CKO as decided upon by the

(P G« ahfibof o gt f ofefife o bpBLRRS hfleen
(deldivet @K@)ab:es bfmagntab mpmbnhgndje\comuhmdewcm gporiehich the digital

EABLE 1 O I e IO Ho0ef B bpprsporee

e sdraspogdisg dontebkK®ey ah ahg squénc& andl fidrwaeding ahe @neiypted

ANRCER N LN R T,

bherypteaetoraent Actoraingy td e dbricsporgdin® ddmeertt OKEIt had method
device an initialization digital |icense conprises:

CHBEPHYERi ver constructing and sending to the conputing

devi cetrgeil/df Irﬁt?dlly ?cﬁﬁdsﬁ{'ltlhg Q@ R8E cofputify RBvicBean |n|t|al|zat|on
initial content an initial mtepgrlt

clie) Issaciien BWahconbriesy Ge6P eran PR AR i g Hanner

&?bt@bﬁ%ﬁtﬁekﬁﬁpﬂﬁ% HEvik&¥andPU- C) fromthe
lalization request to result in (PU-C(CKO 1KO),

the i #aahi ol the seseoveriandehe somputing: feyine dadying asnew content key

f(]')%% l{ﬁﬁ S@é& fr&*ﬁs’c d nﬂf‘alté?)ﬁtén?'kékgbt(pg e $8qusR¥ on an

evi ce recel vi
apineeddd bagi$ and In a:ewdl,natwtfaslmon,ng (PUC( CKO 1KO)

th P te i

and (Viey Bl fadocrbad ek Ped Ry it tg! fhetsglbnce of

contant keys, tandziheorecaiver aepd owi reyplaithh comintunidate a content key

[ ' | 1 i f h [ t I t of

LD PR kot el RN 1 ' oo °

storidg SlJI'chHe mét{?)idcafn?ai(ﬂl K@he&éinrtgewebdsiva' mmanvy traasmiting to
. 4. The net haod,.o al,m rosin

BB Bimatiige devEE e BHALAPR G A EPRR FBPES send a

pl ecethefco@mmﬁgtdemetMdn@mtnumzﬂm euesthe theaetsiedr, the
the co utlngyaew ce each refrieving the initi

&btlﬂ“éﬁt"”kf@ﬁ BRIPEYFING; 3 EHBIRRIEY A theneoBRig devise ( F%:‘\u@) the

fash e apt kasol i omgns b KR

f unct 1Bn adseEeMStG tingoiend, seRding etaeithe r cemBytst idgyice the
iﬂ%lu@ét%ﬂnc@ﬁs& PeiRIHg ﬁ%%héﬁ' dbgntérﬁ’ ké%k%?@dé&&é@ﬁﬁérﬂ By the
the encrypted content to th rrgutl n evi
receiver and as encrypted according to the public key (PU-C) from the initialization
request to result in (PU-C(CKO0));

the computing device receiving the initialization license, retrieving (PU-
C(CKO0)) therefrom, applying (PR-C) thereto to result in (CKO0), and storing such

(CKO) along with a count set to zero; and

the receiver also storing such (CKO0) along with a count set to zero.

3. The method of claim 2 wherein the receiver initially transmitting to
the computing device an initialization digital license comprises:

the receiver constructing and sending to the computing device the

initialization license including the initial content key (CKO) and an initial integrity
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the conputing device decrypting the encrypted content
according to (CKx). 5. The nethod of claim4

w@eopniseng the receiver incrementing a count PCI/KSZNE009906

deriving a content key (CKx) fromthe initial content
key (CK(O) by applying (CK(O) and the count x to a
ésﬂ)é( a$a§¢pl<ﬂem dppmyt herreseiver and @skancryed Boeording to the

%fg de ?‘r\{}}epg'th%g@gg%n?@%deﬁ Megg?mr @gje Y&ko K0). the

ahz@twrnhcmgefurthet ummdng IaeSlgoahmre ﬁlemaﬁdbased on the initial
ﬁit%ﬂlﬁﬂé%f(lk?aed on the integrity key (I K?() 7. The

imd4 conprising: the conputing device
conmeihei egnpdimgr dedces eecdiving dhel iaitiglizatien drbensmttentevtr@ (PU-

CHEKECTR S Sy RS HEES NG5 AR FOTBRLAR o)

atodngsucimi( @K@d amch (IKQY aloyig kéth 4 tb(rd)skt to peroe er enipoyidtesuch

ﬁﬂﬁﬂtl ﬁeggt)é/n{( {(I@ﬁgnt%(a b;’t;-\eB%;gré%%r'eyCﬁ@e(r@é%owchamtlahzatlon

titensepamd xtoafunctlontoresult in (CKx), and

deri vj anlnterlt fro thelnltlal

| nt egPPUFCRYS TPRES rfﬂ%ﬁ%ﬁ%ﬁ) d Ik opipng with aecount set to
geont x to a function to result in (IKx); the receiver

sendi phg a ssa e to the conputing device, the
deri v mﬁ? %t?' Of @i d corwriebgnt x, and a signature

el enethé obﬁﬁ)@dn@ @Iehh@ cbﬁin@eﬁfdir{QYthEQ%céN/M sehB& piece of content
&115?”“ ng devi ce receiving the derived nessage and

tingdeYiefiti al integrity key (1Kx) to verify
the shanaddife? a%QI@B&mBﬁtlr@%IééeéécﬁergtrﬁﬁlQQHg|n dt eh‘éontent key

recej ver encryptl ng prece of content ccor
G@4R). insrementingr ierapunhio ¥nand geddng emoe\tﬁnttl@yt(ﬁ?&x) from the

ﬁ’é"%ﬁ"é‘?ﬁ"p?% (SRIOEBY PTIrEEEON L S5yt Sl B Llton to
@Uhdﬂj @éx)cl ai m 7 conpri sing ttr1]e receiver i P;:remsntl ng

" U ke GELD AesBRLEY KBS i an
foneardingrthe enciyptedorosian yo thesionfputiog idevicecardesul t i n
o+ e BOipEEq doick B0 lgthe et rehiiht pREG NG n 0.
t he cdount Thetroethod o€ chainy 4hmtprlflmgdhe mecdi\mrrmadnéntmg a count
fob Rt ey e oS R CBhm: eyl Siebb ey doxco) by

apving @K@I)Mrﬁﬂmetd@uhhetm@ﬁwww%adl@ﬁjrﬁ;ﬂon tRsUR GR{0KBY).
retrieving a count (x-1

and pri GPBCBRITER: Sicem GEne) pompHEnaBAPAYvemesnding a
garivat r*n@ssﬁagedﬁf the BEMBURNEeNEe, k¥ derived message including the
count x, and a signature based on the integrity key (IKx)

7. The method of claim 4 comprising:

the computing device commanding the receiver to send a piece of content
to the computing device;

the receiver and the computing device each retrieving the initial content key
(CK(0)) and an initial integrity key (IK(0)), incrementing the count to x, deriving a
content key (CKx) from the initial content key (CK(0)) by applying (CK(0)) and the

count x to a function to result in (CKXx), and deriving an integrity key (IKx) from the
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(CKx) fromthe prior content key (CK(x-1 )) by
applying (CK(x-1 )) and the count x to a function to

wo e®alitseen (CKx), and storing the count x and PCEK$2006/009906

the receiver encrypting the piece of content according

to (CKx) and forwarding the encrypted content to the

il integriy dey (1K€Q)) by @pplbivgdbs(p)) tand dhel estintex tdeciupptiamin result
ﬁrh{m?ncrypt ed content according to (CKx). 10. The

met hod of claim9 conprising: the conputing device
conmrathei regetvee seedmgvardelrweéenelsagpl tec theotompotirgnidevioe, the

d th ti
HEOYSE PRI LERIGT g’ bt 2Meng AEReR hishf on the
kregortCKéx (IKX)y, and a prior int egrlty key (I K(x- 1))
PRSP R SR B ERE 558 Floing e
fﬂeuidl yritegrity ki 4K) tb verity thbsighatuné elentent af sudicddrived tn‘ﬂassage

t t k l Kx
[ het ineoreckites sincrptinty T Risee 166 Foplht, Sebors ko KOKA and
Yorwartihg fhe eRtyptedcdritert th ma:édrﬁ;sumg dleé:él érgdhn (1 Kx),
e recejver

and sﬁ?orl ng the count X,
sendi "ﬁ’é‘F'F@éEV'ﬁ%Qg%{yeﬂ%’fhﬁ I?@CB’GFﬁﬂﬁqwt@éWr@m tp REKx).
deri vsd e RAABtHod Jf eHim T ééiﬁpﬁ%%ﬁ“tthe&ecél%’r |ﬁcr%h%ﬂﬁg‘5%ount

el ement based on the integrity key

ﬁpcéﬂrwﬁ@ Yeoniest ki) rﬁr@m m@ laélﬂ ‘(a@ﬁemfé@ya(@&(@»@y applying
foR O?))’éd%gthﬁt&%uh {d &bné- Wag Eﬁ g.:r*&%n dd I}QQJHEI’P%C%{) &N¥d deriving

nature el enent o erived nessa

eo bupoidy key OKybiremghe "@'qd)ir&@tbkescﬂﬁt%hby seriphgi Mgo» and the
E5thtk tB%%rfgS\\R/t%ﬁ%H‘%gE{kﬁu t%%émpumﬂosom ent to the

conput 1 ng i'ng’devi ce decrypting
t he e&cryp’ﬁl"@dﬂeﬁblnﬂewﬁclaandmom;mglngo (CKx). 11. A

S T

tcn‘mesdoamungg dewee;uence of content keys bet vveen a

dovi TSI Eh herkorti b Ho B8 weEhrePEVing £ 0T (1] and o
pﬂm?gcrrt&d)tctdg?(dclﬂﬁxel))(ergcrsmentyrlg trﬁg?ﬁﬂﬁ hogd elefiving a content key
[0 Tt EFE B BBy L HGT RSHETYR Bar B e the count

td& furetionltd RGulk BVICHE); amj $tBEnFPBIeLNY afE YTID);
decry@tl ng the en @% content according to the

cor r 9B ofFELIYET et B¢ piese %PHB@”B&?&P“’Q%@O (Gkx) and

FPWaINRY thterantcn@ltécvcdrrtém&mﬁé ¢dh§bdtiﬁgtdé9|céoﬁr'ﬁwt ing
device an initialization glta | rcense with an

i ni t e coppuEng drRwge (i@smvrtgnf@e@inﬁryemweéu aeporgling to (CKXx).
mannefg decrigthaibe o?%latn‘?@ oRiRidingng device; and each

of the receiver and the conputing device deriving a
new C’rbﬁtcgmpupa@g deVIce commanding the receiver to send a piece of content

to the computing device;

the receiver and the computing device each retrieving a count (x-1) a prior
content key (CK(x-1)), and a prior integrity key (IK(x-1)), incrementing the count to
X, deriving a content key (CKx) from the prior content key (CK(x-1)) by applying
(CK(x-1)) and the count x to a function to result in (CKx), deriving an integrity key
(IKx) from the prior integrity key (IK(x-1)) by applying (IK(x-1)) and the count x to a

function to result in (IKx), and storing the count x, (CKx), and (IKx);
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(CKx) in the sequence fromthe initial content key
(CK(O)) in the sequence on an as-needed basis and in a

weomsdissad ed fashi on, whereby the initializatiP€I/US2006/009906

license is required only once for the sequence of
content keys, and the receiver need not explicitly
conmuifecEAceIVEr SeReiagt a kigjivedngssaget i9e theospupiiing device, the

demieeP mic85adi@ I uirRE hebolr®X Rk -5 %épﬁt;/m? eﬁ@ﬁéﬁ{{@a}%ka on the

claim 1l wherein the receiver init ransm
fréegrite k@) i ng device an initialization digital

|'i Cenﬁ;@,Wtiinée&évi&ehi?ect%@@ﬁmen@er%ﬁi ﬁgsfa?e%déﬁ]cg efibloying the

initialization“request e receiver,
infial inearitn ke dkx)equesty thesigndiung elemenbbf sudbederivéd hessage;

co LN ' t 0 ' devi ce bei j
oobene ek ShehPiini e, ot DO SiE S BRhocye B anc
aswaiding the emstypteast ¢anferd ol tressotpuling device; arahput i ng

devi Lkt LAl Lon. li.cense including the .
i 1 2 Bebhd R BoorBhing G SRPublFS silenh porieing to (crco)
rgcei Vier ﬁwmm.ereyadlatpel mediandinagingo stohed ﬂhbll*étoﬁ. kéMputer-
i.nitialization request to result in
Pl g TS B E8 auDPbS AICayh 4 Sersience of content
keist ba\}véemaireceliw@rcrﬁlmss rcoetjrgi;;cal\/édﬁ@r(t RBde(a %@Qting(d&%)e upon
[om. in -C) .thereto tq result in .,
WHEh 308 FBlig B po PRy P TeC RN cainting sag migee of
eorerttaecorire) toed cossponting icositeptikdy nGKEsedhéte Md Bndarding
ount set to zero. 13. The nediumof claim 12 wherein
R SParvaiede Fomtant it ﬁﬁe £PHRYIAG deNiger 8nd hidec eamiatiing device
et bvald aed HSt \ Pt
Stymng s ot iR Uy AR vy
@85\%’&%@% tialization license including the
e _ it _
(1O e St thiefly tahiPhuRLLG 82 bbbl by Kk Rpton
gitalrligense watht are '@E@I ¢antend ykeyP(GKS) thersin ieherypted in @ manner

dUdidib 1Y he BorhBlitfAde i bR UL T 10 (P L CKO TTKO)),

he'initialization IYicensé further including a
si gn&agh of dhecrasaiven ane therpompetingnievice dénvirggainey danfent key

. i H.Ce T i Vi .

L SRR SRAESR N PB4 e smegpes on
aseeesieddiasisagnsl iniagpofdRatell fadnorgt o to result in (CKO
and CKO), and (I KO alo with a
o0 S 600 AR NebRETh B4 gL L oo o
Gontexgrieyy, aey tiié Kedeivey e hot EXicRly gratrnsicaleea®dhtedt key
@?@(51 it i6ti alization |license:. and_the receiver also

f%& SCBE!]P“?E%?V'% TEAROPIeSPOREONPER a count set to
zer 0.1214. Thibendvieh whckimcl1avmersih e ee6divertiRBalBl-Afhiting to
tﬁg ggrrnbat?r?g device an initialization digital license comprises:

the computing device sending an initialization request to the receiver, the
initialization request including a public key of the computing device (PU-C), the
computing device being in possession of a corresponding private key (PR-C);

the receiver constructing and sending to the computing device the
initialization license including the initial content key (CKO) as decided upon by the
receiver and as encrypted according to the public key (PU-C) from the initialization

request to result in (PU-C(CKO));
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the conputing device commandi ng the receiver to send a
pi ece of content to the conputing device; the receiver

wa@paetiis2€ onput i ng devi ce each retrieving the PEI/USA06/009906

content key (CK(O), increnmenting the count to x , and
deriving a content key (CKx) fromthe initial content
key (DE(@Mpiingagevige gedidrg thg iaitidlizatien disense, xretrieving (PU-

oK) R Sl A ke BB LcBBE S g s

t(@léO)alomg/]Mtba aouint saitto zerot hed conputl ng devi ce; and t he

accor e getiish i AL Sl AR By Bk Eldrepc

t he ntd.hodieompdiusesf ¢laien 12 edievesn thergcelveniritially drameitting to

key. (CKx) f the initial
i GorfiUting STebiet®y T RN HitE b oRs bomP RS e count
¥hto mgom@eei\my bmé‘nruﬁ:turﬁg:tarmh sfeﬁdlhgstﬂtthencérﬁbuﬂnglﬁjewce the
e .medi u

Fifrten Rse raduhd the lilar sgnish sy (GE0H e84 agdnite) inteartty
kb (KOst détﬂdéiﬁ\db@n@ byt fhe desiv¥eendessans ﬂ)t@é'é&bf&lg to the
t he. coun Li} ? % nat ure based on the _p%
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ggrz) age including the count x, and a signature el enment
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initi |nt rity key verify the signatu
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|n|t|al content key (CK(0)) by applying (CK(O)) and the count x to a function to
result in (CKx);

the receiver encrypting the piece of content according to (CKx) and
forwarding the encrypted content to the computing device; and

the computing device decrypting the encrypted content according to (CKx).

15.  The medium of claim 14 wherein the method comprises the receiver
incrementing a count to x and deriving a content key (CKx) from the initial content
key (CK(0)) by applying (CK(0)) and the count x to a one-way hash function to

result in (CKXx).
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19.  The medium of claim 11 wherein the method comprises:

the computing device commanding the receiver to send a piece of content
to the computing device;

the receiver and the computing device each retrieving a count (x-1) and a
prior content key (CK(x-1)), incrementing the count to x, deriving a content key
(CKx) from the prior content key (CK(x-1)) by applying (CK(x-1)) and the count x
to a function to result in (CKx), and storing the count x and (CKx);

the receiver encrypting the piece of content according to (CKx) and

forwarding the encrypted content to the computing device; and
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the computing device decrypting the encrypted content according to (CKx).
20.  The medium of claim 19 wherein the method comprises:
the computing device commanding the receiver to send a piece of content
to the computing device;
5 the receiver and the computing device each retrieving a count (x-1) a prior
content key (CK(x-1)), and a prior integrity key (IK(x-1)), incrementing the count to
X, deriving a content key (CKx) from the prior content key (CK(x-1)) by applying
(CK(x-1)) and the count x to a function to result in (CKx), deriving an integrity key
(IKx) from the prior integrity key (IK(x-1)) by applying (IK(x-1)) and the count x to a
10  function to result in (IKx), and storing the count x, (CKx), and (IKx);
the receiver sending a derived message to the computing device, the
derived message including the count x, and a signature element based on the
integrity key (IKx);
the computing device receiving the derived message and employing the
15 initial integrity key (IKx) to verify the signature element of such derived message;
the receiver encrypting the piece of content according to (CKx) and
forwarding the encrypted content to the computing device; and
the computing device decrypting the encrypted content according to (CKx).
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