- 1 PERSONAL | DENTI FI CATI ON DEVI CE AND METHOD BACKGROUND OF THE | NVENTI ON
The present invention relates to a personal identification device and
nmet hod for identifying individuals by using patterns of human bl ood
vessels, 5 and particularly to biological authentication using blood
vessel s of finger. People have attached a high value to the technol ogy of
security for personal bel ongings and jnformation, while the bionetrics
aut henti cati on using 10 human body informati on has attracted people's
attention as a personal identification technology excellent in convenience
and confidentiality. The conventional bionetrics authentication techniques
have so far been dEERSOVALhADENAPIEFAZATIOYePBVIIREs ANDr METHOGI ce, faces, 15
veins of the pal mand back of the hand, and veins of fingers. Particularly
in the authentication technique using veins of finger, the user sinply
hol ds his or her finger forth in order to be authenticated, and thus the
aut hent i cat i ACKEROEN ot T sIMEENHERR t hi ngs 20 psychol ogi cal |y
unconfortable. In addition, because of wusing organic interior information,
this technique is strbif) RERFARE tMEetRIQR fiebd toh. tohe BEEAGARLcati on
using veins of finger can be iqgle nteg q@ﬁ%ollg¥5. V%en infrared light is
25 irradi at bRt REFFHGEPD FVIEC sRRAT tBT i tPF L YPREDIYEPBger and it exits
to the OUtSIfﬁhiégdégﬂg é&ngéing patterns of human blood vessels,
5 and particularly to biological authentication using
blood vessels of finger.
People have attached a high value to the
technology of security for personal belongings and
information, while the biometrics authentication using
10 human body information has attracted people's attention
as a personal identification technology excellent in
convenience and confidentiality. The conventional
biometrics authentication techniques have so far been
devised that employ fingerprints, iris, voice, faces,
15 veins of the palm and back of the hand, and veins of
fingers. Particularly in the authentication technique
using veins of finger, the user simply holds his or her
finger forth in order to be authenticated, and thus the
authentication act almost does not make things
20 psychologically uncomfortable. In addition, because of
using organic interior information, this technique is
strong against the falsification.
The authentication using veins of finger can

be implemented as follows. When infrared light is

25 1irradiated on a finger, it is scattered within the



because the henogl obin within the bl ood nore absorbs the infrared |ight
than the nearby tissue, the inage of |ight passing through the finger
cushion is picked up. 5 Thus, the vessels distributed under the skin of the
finger cushion, or the veins of finger can be visualized as a pattern of
dark shadow. The characteristics data of the vein pattern of finger is
previously read fromthis inmage and registered. Wen a 10 finger is
presented for inspection, the characteristics data of the vein pattern can
be obtai ned fipgethenbmigeexotst be thagettandeconpar ediwi thmehe regi stered
one. Thus, the personal authentication can be nade by the judgnent of

whet her t he bzxaausedthenpemopgdopust wihkittSthegbdbpdntmoseonesothe bi onetrics
has so far been enployed for the entrance and exit managenent, clock-in

cl ock-out nahbgemefrar®@ Loghh, tATM &hd seavhy thssvst tbok tihege of
applications, the authentication termnal was separately provided at around
the facilitylhebbspasyiro tbroubk &hehéhnpeat ruphbpneiteddeleds ur -separate
modul e. Thus, it was necessary to conplete the authentication process
before thé eSbefti APpyveaespleddispaibbtefsunpgrt fhgl 8Ky PA the entrance and
exit managenent, the authentication process _as another 25 separate
operation isfargsri fEFDden i AradBrt V6AREoCSuEMRISR FAFUPE ve operation as to
open a door unlike th apglication field UCE as ATN&%nd PC in which

const ant inﬁﬁ?uagéFﬁ i BRs2aP8tFEqli PEd9aFKus aPR e hi dM&spect, - 3 the

convent ence Eﬁaégggg%QStfgg gé%gpg%’thgeggihspattern of finger is

previously read from this image and registered. When a

10 finger is presented for inspection, the characteristics
data of the vein pattern can be obtained from the image
of the finger and compared with the registered one.
Thus, the personal authentication can be made by the
judgment of whether the examined finger is just the

15 registrant's one. The biometrics has so far been
employed for the entrance and exit management, clock-in
clock-out management, PC login, ATM and so on. In most
of these applications, the authentication terminal was
separately provided at around the facility necessary

20 for the authentication or embedded as a separate
module. Thus, it was necessary to complete the
authentication process before the essentially desired
operations. Particularly in the entrance and exit
management, the authentication process as another

25 separate operation is also included in addition to such
an intuitive operation as to open a door unlike the
application field such as ATM and PC in which constant

input operations are required. Thus, in this aspect,



proposed a nethod to authenticate under the condition that the user grasps
the knob of a door at which a finger vein authentication device is provided
(for 5 exanple, see JP-A-2001-184507). In addition, there is another nethod
to authenticate under the condition that the user grasps the grip having an
infrared LED provided to pick up the inmage of the vein pattern on the back
side of the hand (for exanple, see JP-£-2003- 10 242492). SUMVARY OF THE

| NVENTION I n the conventional technique that provides the authentication

device on thendarsigviRichbe sKipe@iceihe pat esimg16f therkingers sags when
gripping the 15 doorknob, thus distorting the finger's veins on the palm

side to makepiépdlsddigunéthodatd hentheat ecaté hungéabthét yondintaddi ti on,
since the fingers are bent, the finger's veins at the joints cannot be
properly photogrephedsefherefps ethé henalboofta ofloonf et mehioh 20 enough to
identify individuals is decreased, causing the recognition rate to be
reduced. Morfowvger veimnhautkbenvenatooal deethai gseptovpided Uporhe i nage of
the vein pattern on the backside of the hand, it was necessary to provide
a canera bdn ¢kenpbe, ofee héPdbor RAbH1 8480 Consehueaddiytione Hberenééds anot her
rai sed structure than the doorknob, thus making it difficult to reduce the
size of the ¥eefler methadahooppblentecatet wederthengendibnonothehi eve the

personal identification with excellent conveni ence and accuracy by clearly
pi cki ng the user grasps the grip having an infrared LED

provided to pick up the image of the vein pattern on
the back side of the hand (for example, see JP-A-2003-

10 242492).

SUMMARY OF THE INVENTION
In the conventional technique that provides

the authentication device on the handgrip, the skin on
the palm side of the fingers sags when gripping the

15 doorknob, thus distorting the finger's wveins on the
palm side to make it difficult to authenticate with
stability. 1In addition, since the fingers are bent,
the finger's veins at the joints cannot be properly
photographed. Therefore, the amount of information

20 enough to identify individuals is decreased, causing
the recognition rate to be reduced. Moreover, in the
conventional technique to pick up the image of the vein
pattern on the backside of the hand, it was necessary
to provide a camera on the top of the doorknob.

25 Consequently, the door needs another raised structure
than the doorknob, thus making it difficult to reduce

the size of the device. It is an objective of the



up the image of the finger's vein pattern during the natural operation to
grasp the grip such as doorknob. 5 The summary of the typical exanple of the
invention disclosed in this application is as follows. That is, there is
provi ded a personal identification device that includes a grip having a
curvature suited to fully grasp by hand, a light source 10 for irradiating
light fromthe palmside onto the fingers that is held around the grip, a
canera for receiving the 1light passed through the fingers fromthe |ight

source, andi Ry dHOLRSSOS {Ohiexd raed i pgrddrea Vesseht paitet Nofir eirtht he
pi cked-up i mage and maki ng the process for the 1S personal identification.

Parti cul arl yexddiel @atrec@nveni@ioyi sed 4ocoppogeoy heléaghy sboaktegwi th the
fingers interposed between the canmera and the |ight source and to pick up
t he i mge ofup hehdaoksgeleoDf thdef fnggetrs. vdinuspatberprégsentgi nrention is
able to 20 inplenment the personal identification with high security during
such nat ur alnaperat i eve st 1on shooIsP grashr ihes¢eh pawhéporkechser opens

t he door. Other objects, features and advantages of the invention wll
becorme apparent from tHhee foRMBIFNED S RRsEYPHErbrevarPhe efbbBfments of the
invention taken in conjunction with the acconpanying dramﬁngf. BRI EF

DESCRI PTI ON v aHE R e sed A1y, this sapP i Gy bR shewp gt ahle%anpl e of the

system construction of _an identificatjon devige for enbod¥ing t he
i nventi on. hat 1s, there 1s provided a persona

identification device that includes a grip having a
curvature suited to fully grasp by hand, a light source
10 for irradiating light from the palm side onto the fingers
that is held around the grip, a camera for receiving the
light passed through the fingers from the light source,
and a processor for extracting the vessel pattern from
the picked-up image and making the process for the
15 personal identification. Particularly, the camera is
provided to oppose the light source with the fingers
interposed between the camera and the light source and to
pick up the image of the backside of the fingers.
Thus, the present invention is able to
20 implement the personal identification with high
security during such natural operation as to smoothly
grasp the grip when the user opens the door.
Other objects, features and advantages of the
invention will become apparent from the following
25 description of the embodiments of the invention taken

in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS



Fig. 2 is a diagramshow ng an exanple of the 5 construction a grip-type
finger-vein identification device. Figs. 3A - 3D are diagrans showi ng an
exanple of using the grip-type finger-vein identification device. 10 Fig.
4 is a diagram show ng an exanple of the construction of another grip-type
finger-vein identification device having a groove for alignnment of a
finger. Figs. 5A and 5B are di agrans shew ng an 15 exanple of the
construction of another grip-type finger-vein identification device having
a plurality of groovesgifopr lalisgyrnehtagfanf isigering Frgsxaw dBB-e e
di agrams showi ng an exanple of the construction of another grip-type .20
finger-vei n Syddram fdarattioirtden e Faviimte Warcatoron degrtentobf fingers.
Figs. 7A and 7B are di agrans showi ng an exanple of the construction of
anot her gri FERRSY 1N A - V8IS 5 ¥ht i fi cati on device having |ight sources 25
arranged in the longitudinal direction of fingers. Fiﬁg)ban? is a_diagram

r -

showi ng an exanpl e of flfe 2 onstd A DRHS HotHerdy e %% nbk.é -vein

5 8 di agy afEHOG IR R B8 e TS TIL I o CFOETE orfp-type

finger-vein device.

Figs. 3A - 3D are diagrams showing an example
of using the grip-type finger-vein identification
device.

10 Fig. 4 is a diagram showing an example of the
construction of another grip-type finger-vein
identification device having a groove for alignment of
a finger.

Figs. 5A and 5B are diagrams showing an

15 example of the construction of another grip-type
finger-vein identification device having a plurality of
grooves for alignment of fingers.

Figs. 6A and 6B are diagrams showing an
example of the construction of another grip-type

20 finger-vein identification device having a bar for
alignment of fingers.

Figs. 7A and 7B are diagrams showing an
example of the construction of another grip-type
finger-vein identification device having light sources

25 arranged in the longitudinal direction of fingers.

Fig. 8 is a diagram showing an example of the

construction of another grip-type finger-vein

identification device having a recess for alignment of



identification device having a canera provided below 5 the grip. Figs. 10A
and 10B are diagrans showi ng an exanple of the construction of another
grip-type finger-vein identification device that is actuated to start

aut hentication by pulling the grip. 10 Fig. 11 is a diagram show ng an
exanpl e of the construction of another grip-type finger-vein

identification device that is incorporated in the door of an autonobile.
Fig. 12 is a flowhart showi ng an exanple of 15 the flow of the

regi stratiorfiprgzogsiges. in the finger- vein identification device provided on
the autonobile. Figs. 13A and 13B are di agranms, show ng an _ exanpl e of the
construction of anot héfidyrid-ispe d¥adigan -Shvi et iR iomrEeiee that is
provided on a 20 lever-handle type door. Fig. 14 is a diagram show ng an
exanmpl e of G CBHERIUTLS orR At RSTOt HEP YRR tH T gt vei n

identification device that |s provided on a knob grip . door. 25 Figs.
15A and 15B %eéltdli%gcr%%mlrﬁf VB PHIT ] ?Fé“g‘bhi%?ﬁ%et]r%"ﬁ of anot her

grip-typ finger-vein identification device that is provided on a thunb
latch grip t HYodt. - 7 Fig. 16 is a diagram showi ng an exanple of the

fﬁgsgwgt ;gg g‘;ngpgt nefs T PENPEA T 1RSI Ve 8 o d AERE T LA SR A gnadevi ce having
example of the construction of another grip-type
finger-vein identification device that is actuated to
start authentication by pulling the grip.

10 Fig. 11 is a diagram showing an example of
the construction of another grip-type finger-vein
identification device that is incorporated in the door
of an automobile.

Fig. 12 is a flowchart showing an example of

15 the flow of the registration processes in the finger-
vein identification device provided on the automobile.

Figs. 13A and 13B are diagrams showing an
example of the construction of another grip-type
finger-vein identification device that is provided on a

20 lever-handle type door.

Fig. 14 is a diagram showing an example of
the construction of another grip-type finger-vein
identification device that is provided on a knob grip
type door.

25 Figs. 15A and 15B are diagrams showing an
example of the construction of another grip-type
finger-vein identification device that is provided on a

thumb latch grip type door.



conbined to be built in a single piece. 5 Figs. 17A and 17B are di agrans
showi ng an exanple of the construction of a finger-vein identification
device that picks up the finger veins of the hand' s backside when a card is
inserted. Figs. 18A - 18F are diagrans showing an 10 exanple of the process
that a grip-type finger-vein identification device nmakes when the user
registers the imges successively picked up in the course of gripping.
Fig. 19 is a diagram showi ng an exanple of 15 the construction of another
grip-type finger-vein Fiiglentq ficat idimgan chdwvingra gramale tgf of caner as.
Fig. 20 is a diagramshow ng an exanple of the construction of another
grip-type fithgercorsitirudtdentt idf cardtdre detiice tra fingaowieldd on a safe. 20
Figs. 21A and 21B are di agranms showi ng an_exanple of the construction of
anot her gri p-tapgd fifqatdem A9 H GV dthood deviare t3e5% provi ded on
the grip of a notorbike. Fig. 22 is a flowhart show ng an exanple of 25
the flow of G ARDEMR iRGATHN Hridt &SP NP FHG9-type finger-vein
identification devi ce.F.DESCFiIJg%I ON CJ];.] THE E CDIrI\/ENTSS - 8. Err;)odi ments of
the invention will be " d&cri aariciﬁ et dtis FP A s BN BEIE Wi agr am of t he
system C0nset:»cralilrﬁbtllecmoij Q:rheaccgounas!érzd&%.otnheof %V%ﬂgoenr—\fgié he
identification device that picks up the finger veins of
the hand's backside when a card is inserted.
Figs. 18A - 18F are diagrams showing an
10 example of the process that a grip-type finger-vein
identification device makes when the user registers the
images successively picked up in the course of
gripping.
Fig. 19 is a diagram showing an example of
15 the construction of another grip-type finger-vein
identification device having a plurality of cameras.
Fig. 20 is a diagram showing an example of
the construction of another grip-type finger-vein
identification device that is provided on a safe.
20 Figs. 21A and 21B are diagrams showing an
example of the construction of another grip-type
finger-vein identification device that is provided on
the grip of a motorbike.
Fig. 22 is a flowchart showing an example of

25 the flow of the authentication process in the grip-type

finger-vein identification device.

DESCRIPTION OF THE EMBODIMENTS



5 authentication tinme, the user puts out a finger 1 into an input unit 2
for finger vein pattern. At this tinme, a light source 3 irradiates |ight on
the finger 1. The |light is scattered within the finger 1, and passed
through the finger 1. A canera 4 picks up the light 10 exiting fromthe palm
side, and converts it into an electric signal. The signal is supplied
through an image capture device 18 -arsd +ecei ved as an image by a conputer
10. The received image is once stored in a nenory 12. Then, a previously
regi stered finger vei En®dimged L 5ugy ilewedntdmrstwarlbgeoel4 t hrough an
interface 13 to the nenory 12, where it is stored. A CPU 11 executes a
progr am st ordEdquiate ifedna: t o conpare the registered i mage and the
inputted i mage. This conparing process nay al so be made by using anot her 20
CPU, nemory and stor ade Xevi cle® iAot i hal LA eesYSRM as 1C card. In
this case, the conputer 10 has an _interface provided for the |1C card
reader. The STt Ed9 i P 7Y 9 CYSTH LY prittes¥ed to  conpare
withint |C card., At_this tine, .the user 25 enter_personal

i dentific tiad’rﬁ]erﬁdcdrcr?attjiodh S a9 [Blsehrur?blgt‘rigloorustpa%sﬁbr}cge%nfalnnti%f or mat i on
input unit 16. .In this .case, onl: eq st | ma ogi wth

this informati olnm:fust suunplpﬁ ??edf Cfronéajynr})égp}ﬁreo\'([:eelg{s }aaetrbtye/edrtr?fe %ba&?r%%o%ﬁ 2. Thus,

|t 1s possible i ifgd e L CIPAILAY 14T a0 SHPPESSGeL e, erfipneous
recognition. € conpari ng process conputes the value of correlation
bet ween the i1\, d Mages,, @nd.d ddges, whethers i 4 MPUtLed passed
through the finger 1. A camera 4 picks up the light
10 exiting from the palm side, and converts it into an
electric signal. The signal is supplied through an
image capture device 18 and received as an image by a
computer 10. The received image 1s once stored in a
memory 12. Then, a previously registered finger vein
15 1image is supplied from storage 14 through an interface
13 to the memory 12, where it is stored. A CPU 11
executes a program stored in the memory 12 to compare
the registered image and the inputted image. This
comparing process may also be made by using another
20 CPU, memory and storage device incorporated in a device
such as IC card. In this case, the computer 10 has an
interface provided for the IC card reader. The
inputted image is read in the IC card and processed to
compare within the IC card. At this time, the user may
25 enter personal identification information such as ID
number or password on an information input unit 16. In
this case, only the registered image associated with

this information is supplied to and processed by the



5 image coincides with the registered i mage according to the correl ation
val ue. The personal identification can be nade based on this result. If the
user is successfully authenticated, the authentication system perforns the
process on the object to be controlled at 10 the certification tinme. At this
time, display 15 or a |oud speaker 17 may be acted to indicate the
authentication result. Wile the lightd source 3 and canera 4 are united as
the input unit 2 in this systemconstruction, 15 the conputer 10 and i mage
capture devimemory el b&eparidt 6y gorpdided T dginduke idput unit 2 wit hout
being conbined with the input unit 2. Fromthe security viewpoint, it is
desired to iGAEHENS ding RNd ORISR S TR prefRM LYY t he

i nterception 20 through communication lines. In addition, the display 15,

i nput neans M6 &RANGIDHEHRGESS? GRIPWES dritsi t"ra:]rqq f%rco‘?/l?]bee]cﬁ‘t n the
menory 12 i nonvol atil e and has enqugh. capacit it can also be used in

pl ace of thzjeﬁ“@reébete}‘ﬁ,t%dlqa}ﬂfssﬁﬁen tiotge %q}f%a S HMTERY. Fig. 2

shows an exanpl e of .the construction _of. i p-it finger . vei
aut hent i C5Zt ilg;ﬁagc?e\ﬁoclenctlh% S V‘f:latlrjlh i 5 err%%tsatpeg{esagnleﬁ/ aoqeedeénc?l I|[O(1:la (#gtno by
grasping a -.,10 Ip. [ has.hor el. e 28. for_light
source in vmtlhc %%E%agtﬁtoq{so‘%lige 3 ira}ﬂe ﬁge%p%%gldelg%&%l%%ﬁe&%c %r | i ght
source may e, Ryl ded ol tdh an fEMReOf, {rANSHAr Qe Rieri al such as an

acrylic sheet
successfully authenticated, the authentication system

performs the process on the object to be controlled at
10 the certification time. At this time, display 15 or a
loud speaker 17 may be acted to indicate the
authentication result.
While the light source 3 and camera 4 are
united as the input unit 2 in this system construction,
15 the computer 10 and image capture device 18 may be
separately provided from the input unit 2 without being
combined with the input unit 2. From the security
viewpoint, it is desired to integrate all the
components in order to prevent from the interception
20 through communication lines. 1In addition, the display
15, input means 16 and loudspeaker 17 may be
arbitrarily provided. When the memory 12 is
nonvolatile and has enough capacity, it can also be
used in place of the storage 14, and thus the storage
25 14 can be omitted.
Fig. 2 shows an example of the construction
of a grip-type finger vein authentication device that

can implement personal identification by grasping a



5 that can allow infrared |light to be passed through and protect the |ight
source 3. The grip 22 is nounted to a grip support 24. The grip support 24
has the camera 4 provided therein to oppose the light source 3. The grip
support 24 is normally enbedded within a knob 10 provi ded object such as a
door. The light radiated fromthe |light source 3 passes through an infrared
| ight penetrating filter 26 and arrtvés at the canmera 4. The light source 3
may be an LED, hal ogen lanp, laser or the like to emt infrared light. The
camera 4 15 gmip be Za OGP cadrdras oMes! cldmreiora thel ¢ i k@ fomtlhakt t he
sensitivity to infrared |ight. The infrared |ight penetrating filter 26 has
the ef fects TGS o IHIACH Hehe walh@t o?roqliﬁq"a?réEPrPi%tplf%V%fée‘gassed t hr ough
but to block the other unnecessary external light. 20 This device picks up
the finger vdih ks erh fhehl THe IREFCYMPE ROPHIFALS Hhit! cdnpares it
with the re i%t‘ered pattern so that the persqnal identifj'rcation can be

made. Parti 9% ¢hi S ARIRATER or"F &bt i BFY 3 Y I BTEY THh WAETR the grip
22 25 i t | 1 d,. f | to the d K t hat ds th
ont rance and il CHRbEem LTt o D Shonr bt BRES ("

f t.h {] t] t t he. i -
o be dcan O THoEe dirednt (5 SAET o AL 180, ae the

canera 4 wi thid R Heaeer bowy. T O & T o T Speea Tael e
4 provided therein to oppose the light source 3. The
grip support 24 is normally embedded within a knob-

10 provided object such as a door. The light radiated
from the light source 3 passes through an infrared
light penetrating filter 26 and arrives at the camera
4. The light source 3 may be an LED, halogen lamp,
laser or the like to emit infrared light. The camera 4

15 may be a CCD camera, CMOS camera or the like that has
the sensitivity to infrared light. The infrared light
penetrating filter 26 has the effects to allow only the
waves of infrared light to be passed through but to
block the other unnecessary external light.

20 This device picks up the finger vein pattern
when the user grips the handle, and compares it with
the registered pattern so that the personal
identification can be made. Particularly this
invention is applied to the location where the grip 22

25 1s naturally grasped, for example, to the doorknob that
needs the entrance and exit management. Therefore, no
special manipulation is necessary for the

authentication, and thus the convenience for the user



5 device to use in a gripped state like a pistol or power saw, the |ight
source 3 is provided within the grip to actuate the identification device,
and the canera 4 wthin the device body so that the user can operate this
tool just when the user is identified. This 10 identification device can

al so be provided as a single wunit and used in various situations necessary
for personal identification such as entrance and exit managenent, PC

l ogin, and ATM In this construction, the infrared light 15 source 3 and the
canera 4 areamwlt ethtanagboselsoitbmtcagahe Wameralid £4nl pivkunped he
penetration imge of the fingers inserted in the space between the grip 22
and the griqh supbst 2. thedIQ . ar okt VS QHER® t2dL S bet ween t he
grip 22 and the grip support 24. Thus, the 20 construction of this

appl i cat i on REIHFehe ¥ihgert Rei drodarhraid AutiHe it 3ok 3 oh Bytuser ' s

snoot her operation as onpared with the conventional,identification device
usi ng the baﬂ&i%%fb?(ﬁé hajrﬁ.t%%ojrrﬂ‘f‘?ﬁﬁjﬁn the af?‘%ai}ejne’?(?f’f%a?i on devi ce of

the i [ . be 25 nst ted wt t ch [ f t ti I
| nterface ofSTTE O RS L1 f 1 SORCheRta LS e tetd Rt TRel uef BoThe

trated |jght . ' t I ght ' h, a: ti t hat
Phe - 12t tred 19O YR el Sy kAT SR M, P PR e D chea
up by the camgra,cl F@(@fﬁa&tgﬁ then Backsi deyof the bandrisqto be picked

up, a necessary sStructure m e projected fromtihe grip support in
within the device body so that the user can operate

this tool just when the user is identified. This

10 identification device can also be provided as a single
unit and used in various situations necessary for
personal identification such as entrance and exit
management, PC login, and ATM.

In this construction, the infrared light

15 source 3 and the camera 4 are mounted to oppose so that
the camera 4 can pick up the penetration image of the
fingers inserted in the space between the grip 22 and
the grip support 24. The fingers are normally inserted
between the grip 22 and the grip support 24. Thus, the

20 construction of this application using the finger vein
can make authentication by user's smoother operation as
compared with the conventional identification device
using the backside of the hand. Accordingly, the
identification device of the invention can be

25 constructed without changing from the conventional
interface of the doorknob. 1In this aspect, the
structure using the penetrated light needs to provide

the light source in such a location that the



5 order to provide the canera, and thus this structure wll need to inprove
the conventional interface. In addition, the canera 4 exists on the grip
support 24 not on the grip 22. Wien the canmera 4 and |ight source 4 are
provi ded on the grip 22 side and 10 grip support 24 side, respectively,
user's grasping the grip 22 will result in the canera' s picking up of the
pal msi de vein pattern. However, sifAce2the fingers are bent on the palm
si de when the user grasps the grip 22, the finger veins of the joints are
hi dden i nsi deansmits &d ngeyhs. Alago, thwhebitant dsebeyriabpst thiedrégn 22, the
fingers are pressed against the grip, and thus the vein pattern m ght

di sappear dbe tdakesl applacdtiorraietshe Thesfinre ovhde P8 m si de finger
surfaces. For these reasons, the information for the personal 20

i denti fi cat iRAFKSE He@ledddd NaE Ui itRy 96 RiGKST ebbgrft P ISRE On the

ot her hand, when the canera 4 is provided on the grip support 24 as in this
enbodi nent , SHEFEYFSem\Eih bp?atﬁréjrjr?cd:fecchgt%% cé”df SR Hand i s i maged.

When t he user grasps the .doorknob 25 22, th i nkl,e of the finger's
backsi de SHQf4€5 é&ﬁ@ﬁﬁiﬁ%dﬁg?ﬁ?qﬁﬁ§Wé¥§§@g %>HEﬁhﬁRﬁﬁ%F%$%ear near

the surface. i\ 30didion. RECAUSS NG HERSE S, ANe fIfle - oitid ed under stress

at the gripping tine, pattern can be clearly imaged and thus

e Ehehzer aen! noySEA0 CR BT of ML g empcgpldon rate
support 24 not on the grip 22. When the camera 4 and
light source 4 are provided on the grip 22 side and

10 grip support 24 side, respectively, user's grasping the
grip 22 will result in the camera's picking up of the
palm-side vein pattern. However, since the fingers are
bent on the palm side when the user grasps the grip 22,
the finger veins of the joints are hidden inside the

15 fingers. Also, when the user grasps the grip 22, the
fingers are pressed against the grip, and thus the vein
pattern might disappear due to the application of the
pressure on the palm-side finger surfaces. For these
reasons, the information for the personal

20 identification is decreased, resulting in low
recognition rate. On the other hand, when the camera 4
is provided on the grip support 24 as in this
embodiment, the finger vein pattern of the backside of
the hand is imaged. When the user grasps the doorknob

25 22, the wrinkle of the finger's backside skin is
extended forcing the vessels to relatively appear near
the surface. 1In addition, because the vessels are not

putted under stress at the gripping time, the vein



5 but just extends the fingers, the finger's backside skin remains thick.
Therefore, even if the camera receives the transmtted |ight fromthe |ight
source 3, the penetration rate is reduced because of the flap of the skin,
and thus the finger vein pattern of the 10 backside of the hand is reflected
dark as a whole. This fact results in the reduction of the accuracy with

whi ch the vessel pattern is extractedl3Therefore, it 1is desired to pick up
the image with the timng that the user has fully grasped the grip 22. In
addi tion, 1%dtttdm nevessargledmaty threagepd B2 tHave Emuggrstiizkness and
curvature for the fingers to bend to a certain extent when it is fully
grasped. Mriearerifiqatinn @qdp bo2inml epipef twidadiigh gfeepIni hion
operationality can be enhanced. 20 Figs. 3A through 3D show the conditions
in which thHé&%er has fully grasped the grip of the identification device
illustrated in Fig. 2. Fig. L 3A sho a side view of the device, Fig. 3B
shows a top view of tw%ew%egs%?%%_n%tc 2P di g r&R TR e ng? 25 from

t he caner toward the |ight source 3. An. ex |l e of the procedure for the
[ dont | 11 cat IBH phECest TTHTT HE ekt i WS PEIer end T5°1R& 11 owchart of

Fig. 22. First., the conponent, devj.ce gy, - 14 | i ght source
'gk%P(%éﬁﬁﬁﬁg{éhﬁék'jdfé%%%(%&p Ay £ Yrhe Cam 9

are initialize i's made o et her e grip 22 has

D Y ne TSR o I A0 A0 18, ST Do L8]
the penetration rate is reduced because of the flap of
the skin, and thus the finger vein pattern of the

10 backside of the hand is reflected dark as a whole.

This fact results in the reduction of the accuracy with
which the vessel pattern is extracted. Therefore, it
is desired to pick up the image with the timing that
the user has fully grasped the grip 22. 1In addition,

15 it is necessary that the grip 22 have enough thickness
and curvature for the fingers to bend to a certain
extent when it is fully grasped. Moreover, if the grip
22 1s shaped to easily grasp, the operationality can be
enhanced.

20 Figs. 3A through 3D show the conditions in
which the user has fully grasped the grip of the
identification device illustrated in Fig. 2. Fig. 3A
shows a side view of the device, Fig. 3B shows a top
view of the device, and Fig. 3C is a diagram viewing

25 from the camera 4 toward the light source 3. An
example of the procedure for the identification process
will be explained with reference to the flowchart of

Fig. 22. First, the component devices such as memory



5 image on the canera 4 at all times, and then detecting that the inmage is
bl ocked. Alternatively, a switch for detecting the grasping operation my
be separately provided. The former nethod can reduce the nunber of
conponents, while the latter method can suppress the 10 consunption power.
When the finger | is detected, the amount of Ilight fromthe |light source is
adjusted to nake the inmage clearest ($%426). Then, the vein imge of the
hand' s backside is acquired (S428). Fig. 3D shows an 15 infrared i nage 44 of
the finger Xrdus gitlt aicned:e e dimifriserleidzdd gtt44%) 4 rriteat ed on the finger
1 fromthe palmside, and passed through the finger 1. The light exits
from the fi mystgmant sice mfde Hef haref e hddiesi HelP Ry ikean afuthe canera 4.
At this tinme, since the 20 veins of finger 1 lying under the skin of the
hand's backEiarPHt ok e i ket &tPighton (48! RS P TRETRrRY 46 clearly
appears. The finger vein pattern of the hand' s backside can, be divided into
a region frdmiHe Y st ' Het Ip FYIERE - LG B 1F onithe top j oi nt

25 to the second joi are m.t he seconcg 'é}ﬁjir?tdeto the third
du

d i f
joint. |t eI erla??ar?%a ?Aeg‘? n%l o~ 1 i TKed T &P &t Chanigdd

accordi ng to“%ﬁgie t%neglier%%e hiz\gsﬂgézfgogb}pee usg&l%&ﬁm i‘;mlgrg Psw PRLH T EYLarly the

- Is finger ns of” acksi en first” joint and
AR R o Sl L R AT A
less hair. provided. The former method can reduce the number of
components, while the latter method can suppress the
10 consumption power.

When the finger 1 is detected, the amount of
light from the light source is adjusted to make the
image clearest (S426). Then, the vein image of the
hand's backside is acquired (S428). Fig. 3D shows an

15 infrared image 44 of the finger 1 thus obtained. The
infrared light is irradiated on the finger 1 from the
palm side, and passed through the finger 1. The light
exits from the finger surface of the hand's backside
and arrives at the camera 4. At this time, since the

20 veins of finger 1 lying under the skin of the hand's
backside block the infrared light, the vein pattern 46
clearly appears. The finger vein pattern of the hand's
backside can be divided into a region from the
fingertip to the top joint, a region from the top joint

25 to the second join, and a region from the second joint
to the third joint. In this embodiment, the regions to
be picked up are changed according to the angle at

which the user grasps the grip. Particularly the



5 Thus, it is desired to nount the canera 4 so that when the user naturally
grasps the grip 22, that region can be chiefly inmaged. Then, the contour of
the finger is detected (S430). The possible nmethods for detecting the
contour 10 are a nmethod for enphasizing the edge of the inage, and anot her
met hod for tracking the edge area. The contour detection is foll owed by the
correction for the parallel directienlbr-for the orientation of the
rotational direction in a plane 15 (S432). As an exanple of the correction
met hod, the figewese, veinamngt etlod handfs rwk%ld%r@ttwmathaufbéﬂon is
estlmated fromthe contour information, and the image is rotfated so that
this angl e ckhiHe dhRtiesecUMEtEMNTt ‘I%rF e ARG A DAt et it ekt act ed 20

($434). To extract the vein pattern, rious nmethods can be £ | oyed. There
are a met hod¥dk v Ry e]d%ee“tp %llzrf VETHakt RECHEShEEYiFRET for

h t he | t net hod t t t b
Cracki ng {Re e Cororer &L st & %mi’troexat?f\ae&' 2§e$ REb81 11 ons of
| ocal dep%esIsrbos‘(r;’?ajg,%c ejf*)sfr |<?%htnesc§ D t(gluer%)t Ct{k?esscasn?ecéa on 195%' ehé)%l t he

i mage. ort eat ures are ex racted romthe

extracted or, e 6) 1 T
features, i t can fﬁg%tn%ﬁe%ff%dgﬁ%%ssgﬁaé rf%ﬁ]‘( ?23 tha? (H]e i nage itself
as the featyres.of. @ yrefhosb 0 detect branch points and endp0| nts.

Then, the contour of the finger is detected

(S430). The possible methods for detecting the contour
10 are a method for emphasizing the edge of the image, and
another method for tracking the edge area.

The contour detection is followed by the
correction for the parallel direction or for the
orientation of the rotational direction in a plane

15 (S432). As an example of the correction method, the
sense, or angle of the finger's longitudinal direction
is estimated from the contour information, and the
image is rotated so that this angle can be made
constant. Then, the vessel pattern is extracted

20 (S434). To extract the vein pattern, various methods
can be employed. There are a method to use an edge
emphasizing filter or matched filter for emphasizing
the line segments, a method to extract line patters by
tracking the line components, and a method to extract

25 the positions of local depressions of brightness in the
cross-sectional profile of the image.

Then, characterizing portions, or features

are extracted from the extracted or emphasized vessel



5 Finally, the inputted feature data is conpared with the feature data
registered in the device (S438). Wen the image itself is used as the
features, the images thensel ves are overl apped on each other, and the
pi xel s are conpared with each other so that the 10 coi ncidence rate can be
conput ed. When the branches and endpoints are used as features, information
of their locations and nunbers and-thé angles and relative distances of
branch |ines are conpared so that the coincidence rate can be conputed. The
coi nci dence pafttee® (A0 obt & hewk i Badis eeha of atdyes swhet he?an Hee neasur ed
image is the sane pattern or another different pattern (S440).. The
t hreshol d THQEHARE S v JUET @ dB iR htiedl STl QY sthR | R3¢l 1 hddher. 1f the
conmput ed coi ncidence rate is higher than this threshold the fin i mge
is 20 judgedd otk}fe ﬁﬁa‘iLh%eﬁ’e%]f s r%tihc(céi%?) lef§C (Prangly Reints ?fg
threshold, it ed that the finger image 1is not registered, and t he
authenticatl H%iq%fected (S444) . Fig. 4 shows an exanpl e of the

construction 25 of a ri e fin vei n- fj catlon devi ce.
i 95% #lgecﬁgs %ép t?§§|featu £¥é

The grip 64 has a gro nger %ﬁlgnnen The |ight source

31s e”beddecdowﬁ&e S 04 AL L0 ResLd T olY S L8 dﬂg'ﬂgetﬁ)e\trfg central -

17 position o e groove e canera mount e that 1t can pick

up the area hj si t he user
P 4 iﬁﬁn‘%g | S5 £00 S {]%gé&n@%p@mﬁéaw@és

will place tﬁ% flnger to ifred in e groove 62 en the user
the images themselves are overlapped on each other, and

the pixels are compared with each other so that the
10 coincidence rate can be computed. When the branches
and endpoints are used as features, information of
their locations and numbers and the angles and relative
distances of branch lines are compared so that the
coincidence rate can be computed. The coincidence rate
15 thus obtained is used to judge whether the measured
image is the same pattern or another different pattern
(S440) . The threshold Th can be previously calculated
in a statistical manner. If the computed coincidence
rate is higher than this ﬁhreshold, the finger image is
20 judged to be of the registrant (S442). If it is lower
than the threshold, it is judged that the finger image
is not registered, and the authentication is rejected
(S444).
Fig. 4 shows an example of the construction
25 of another grip type finger vein-identification device.
The grip 64 has a groove or recess 62 for finger
alignment. The light source 3 is embedded in the grip

64 at the position corresponding to the central



5 grasps the grip 64. Particularly in the construction shown in Fig. 4, the
groove 62 is provided deviated to the left fromthe center of the grip 64
so that when the user naturally grasps the grip 64 by the right hand, the
forefinger fits in the groove 62. Thus, this 10 position is suited for the
canera to pick up the finger vessel pattern of the hand' s backside. This
groove 62 has the effect to suppressitthe finger fromshifting in the

| ateral direction. Thus, each tinme the user grips the handle, the finger
can be stablyosttiom @f opee JdBopusi 62on. THhecahore, 4t he ndenteflysag accuracy
can be increased. In addition, since the user can easily set his or her
fingers on theagrip ean phekoper Bh¢onteat§roead beei appoved®2mreover, since
the light source 3 is nounted at the central position of the groove 62, it
20 can be coRpletePystbyuel banbyuPReses nferti thenesernyetl PiapPebB®d agai nst
the groove 62 to fit therein when the user stretches the fjnger forth.
Therefore, t Jeng%m‘f?e]aewaﬁ?ttghe%h ’rnp‘é?m%t%‘i’%"?hgffvhaar‘?h?h%?rt he 1ight

i di ati ffici iS.i d d. the 25 | eak |.i.gh h
reduces (Re GEREPACHTSTHE Ehenct? AT ONLF HeGe® Bart e bBSEFAFRBH L o be

I'l. Figs,.,5A dj | I [
of anot hor gt PR bybE TThger - A8 SURORC Bontr rVEATF ORLdRS PERE s ol T ust r at od

i 8, iy ThEL B EECEAMEh ol e Bl ur il ot ot s ed, on o
sources 3 argpprovifdedatyrally grasps the grip 64 by the right

hand, the forefinger fits in the groove 62. Thus, this

10 position is suited for the camera to pick up the finger
vessel pattern of the hand's backside. This groove 62
has the effect to suppress the finger from shifting in
the lateral direction. Thus, each time the user grips
the handle, the finger can be stably set in proper

15 position. Therefore, the identifying accuracy can be
increased. In addition, since the user can easily set
his or her fingers on the grip 64, the operationality
can be improved. Moreover, since the light source 3 is
mounted at the central position of the groove 62, it

20 can be completely covered by the finger if the finger
is pressed against the groove 62 to fit therein when
the user stretches the finger forth. Therefore, the
emitted light can all penetrate the finger. Thus, the
light irradiation efficiency is increased, and the

25 leakage of light that reduces the contrast of the
penetration image can be restrained to be small.

Figs. 5A and 5B are diagrams showing an

example of the construction of another grip type finger



5 at those grooves 62, respectively. In this enbodinment, the canera 4 is
provided to |l ocate so that it can pick up all the grooves at a tine.
However, if all the grooves cannot be picked up because of field angle, it
is possible to provide a plurality of caneras. 10 If nuch vessel pattern
information is acquired at a tinme by this structure, the recognition rate
can be inproved. However, there is nolseed to use all the fingers fitted in
the grooves for the identification of individuals. It is possible to 15
regi ster theveingédsnanditartgen denbee.t oAbeilsudtiretedeach Fager SAIn

addi tion, even when a finger is injured, the image of this finger may be
removed fronthhe pmhgdémest Aps ehelpratalit 9foBrPPNger $2pPekdddgs so t hat
the rest of the images can be used for the identification. 20 Al though the
structure ha®Png €KéPsPRgl 8TgrBolBi62CafghfrBEVEAcSRYedPEAt because the
user feels difficult to grasp.by the left or right hand, putting out
fingers to fiPIPRSa pFBrgpaﬁ§18¥'gF58viégR§IFngﬁgsig AG§sPEPELIEd
simlarly_identi i ndi vi dual s by _either . .one of hoth, 25 hands.. Thus, it is
possible o B o%%é@eaﬂrpﬁngfégé r?ﬁ§?055g§?H0t EgpgR&soﬁmgg%lﬁgﬁg’hand.
Fig. 5B Shom@h%ncgﬁgr lﬁ 9% g@%vﬁhg%e%ovﬁb@thnggetRQEaFQe%aWh?QCkhe user
grasps the grip rnorder -1 for The four fingers to fit i n the grooves.

e o SOUAET oncbeisd 3 aoconctheppieess akeoundspentently
to the thickgeggyet cannot be picked up because of field angle, it
is possible to provide a plurality of cameras.

10 If much vessel pattern information is
acquired at a time by this structure, the recognition
rate can be improved. However, there is no need to use
all the fingers fitted in the grooves for the
identification of individuals. It is possible to

15 register the fingers and finger number to be used for
each user. 1In addition, even when a finger is injured,
the image of this finger may be removed from the images
of all the plurality of fingers picked up so that the
rest of the images can be used for the identification.

20 Although the structure having the single groove 62
might be inconvenient because the user feels difficult
to grasp by the left or right hand, putting out fingers
to fit in a plurality of grooves will make it possible
to similarly identify individuals by either one of both

25 hands. Thus, it is possible to provide an interface
that does not depend on dominant hand.

Fig. 5B shows an example of the finger vein

image obtained when the user grasps the grip in order



5 the fingers. The contour and feature of each finger 1 are independently
extracted. Wen all the patterns of the presented fingers | are coincident
with those registered, the user is considered as the registered person,
thus the identifying process being conpleted. 10 At this tine, the user can
be identified even when one finger, two fingers or three fingers of the
four fingers coincide with those registered. Thus, the erroneous
recognition rate of the rejection of identical person and acceptance of

ot her personfacantie fidur efihates, tanflit hinitdentgfocats on Teei tegttn be
operated according to the security level of the installation |ocation.

Wil e this eshodieent has fomdipobvesom2the nhirggessaiepattern i nfornmation
can be obtained than 20 the structure shown in Fig. 4 if the structure has
a pluralitylederendenplbreomieobtadves B2t iR . ORI BRE ®BCBRrES dPAgr ans
showi ng an exanple of the construction of another gri ,t% e finger vein

i denti ficatibrofeiae. Pe nl PRI 2MBOA FeRtding by B 1021 ¢6ReFFngEr al i gnnent
is provided to divide the _space in which the fingers are iLnserted into two
regions a PR st RIS | ??‘g.c%%?o‘ﬁg?n%B%%%‘b%et%‘é e <R ubtRERT] f whi oh t he

oot RO B R D PO 0. DO ELI OB PLypRLLal o s
fsiontggf‘f tA[" ts%lji?gr#%sze?r??ﬁcli ts%.ei#?&é?s betyeen.ng.: 408 €74 1gET tRBY L he middle
registered, the user is considered as the registered
person, thus the identifying process being completed.
10 At this time, the user can be identified even when one
finger, two fingers or three fingers of the four
fingers coincide with those registered. Thus, the
erroneous recognition rate of the rejection of
identical person and acceptance of other person can be
15 regulated, and the identification device can be
operated according to the security level of the
installation location.

While this embodiment has four grooves 62,
more vessel pattern information can be obtained than

20 the structure shown in Fig. 4 if the structure has a
plurality of, or two or more grooves 62.

Figs. 6A and 6B are diagrams showing an
example of the construction of another grip type finger
vein identification device. In this embodiment, a bar

25 102 for finger alignment is provided to divide the
space in which the fingers are inserted into two

regions as illustrated in Fig. 6A. Fig. 6B shows the

situation in which the user actually grasps the grip



5 bar 102 fixes the hand not to nove in the lateral direction. In addition,
when the user deeply grasps the grip 104 until the bar 102 for finger
alignnent can be nmade in contact with the roots of the forefinger and

m ddl e finger, the hand can be fixed not to nove in the 10 rotati onal
direction in which the hand grasps the grip 104 in the round. Thus, the
user can tactilely conprehend the gragptng position so that the
identification can be stably performed. In this enbodi ment, the bar 102 for
alignment I94f fIhwgdrodest igrans defd the thahtefianst ishelrowaitiegd ofnthe grip,
and the |light source and canera 4 are also_ provided to the left side. In
this case, dlthcftt tsiare Ratichiiranahies Hif ARy ddl? st dfed to pick

up the forefinger of the right hand, the bar 102 for finger 20 alignnent
may be providd@ngendr gitd- e Wit 2ol Yheayhe Paif (i 19eei e PSince the

user can grasp the grip o.that, the bar 102 far_alignnent of_finger can be
hel 4 bet wedid B Himdes f’lfietsheofmjt g iﬁg’lﬂ%ﬁ- LR ddhbent e thkh be

inmproved._In addition, it is possihle to 25 provi a plurality of the |ight
sour ces ?a:}%?%qdp% Lﬁ}dﬁstytkb?prb rnaogt 4° M thid %Zr}see,lais%%%%ithe number  of

patterns obt%ilrnee%icoann- b A;ana? fodn,t eni&e&t‘i]%‘%,ﬁc%é%}fg%ﬁy can be

i nproved. - igs.” 7 n are diagrans s e of the

construct!onpd A0 NRYa Al 5 1 YDk T dideroo RN 4 U8R T el devdee havi ng
a plurality of Iight sources provided in the longitudinal direction of the

be made in contact with the roots of the forefinger and
middle finger, the hand can be fixed not to move in the

10 rotational direction in which the hand grasps the grip
104 in the round. Thus, the user can tactilely
comprehend the grasping position so that the
identification can be stably performed.

In this embodiment, the bar 102 for alignment

15 of finger is provided to the left of the center of the
grip, and the light source and camera 4 are also
provided to the left side. 1In this case, although this
structure takes an optical system suited to pick up the
forefinger of the right hand, the bar 102 for finger

20 alignment may be provided at around the center of the
grip. In this case, since the user can grasp the grip
so that the bar 102 for alignment of finger can be held
between arbitrary ones of the fingers, the convenience
can be improved. In addition, it is possible to

25 provide a plurality of the light sources 3 and a
plurality of cameras 4. 1In this case, since the number

of patterns obtained can be increased, the

identification accuracy can be improved.



5 fingers. Fig. 7A shows a cross-section of the grip, and Fig. 7B shows a
picture viewwng fromthe canera 4 to the light source 3. Since a grip 122
has a plurality of light sources provided in the longitudinal direction of
the fingers, the finger 1 can be 10 illumnnated all over. Thus, it is
possible to clearly pick up the finger vein patterns of the hand' s backsi de
that are distributed all over the ftnger- At this tinme, if the hole 28 for
the light sources 3 is wider than the width of the finger 1, part of the
light rays 15 from the&idght’Aantes iard ablagkanhusheatng aaing around the
contour of the finger or it is reflected fromthe surface of the finger of
the hand's bxdE e of Hate i ot et 1" pleipEhah st ¥edud gt 1 ME Eont r ast
of the imge. Therefore, in order to pick up a clear 20 image, it is desired
that the hol® B ¥dntiel salgin Ve NBENE shddeirabibe HaribeE than t he
width of the finger 1. Fig, 8 is a diagramshow ng an exanple of the

const ruct i o HEHOIR VT 150§ ilrﬁfbﬁ?lvgjrpaz% qPJd‘é%"EH?réa %o’ﬁh%levi ce
having a recess for finger lignment. If the cross section of the grip is
si mpl y c§r e he l'g]ggbt h7‘§?‘osa%°i’%hat%oﬁ_nsgee‘?%lcﬁ}a fg the IR is changed,
thus acting to,deviate, the redgion. bei -, 22. DI i rpt ati onal
direction ar%rh%&ejt(#lé ﬁ%n&?wg%i@%ﬁ?%e\’lgeﬁlp@) %@gf%&?%,gzégg% ?he

regi stered pattern the, pieked L@icfp@értaer&ﬂf;cpgy wifferent from each
other, the recognition rate is reduced. Thus, In

plurality of light sources provided in the longitudinal
direction of the fingers, the finger 1 can be

10 illuminated all over. Thus, it is possible to clearly
pick up the finger vein patterns of the hand's backside
that are distributed all over the finger. At this
time, if the hole 28 for the light sources 3 is wider
than the width of the finger 1, part of the light rays

15 from the light sources is leaked, thus saturating
around the contour of the finger or it is reflected
from the surface of the finger of the hand's backside
that is wanted to pick up, thus reducing the contrast
of the image. Therefore, in order to pick up a clear

20 1image, it is desired that the hole 28 for the light
sources be disposed to be narrower than the width of
the finger 1.

Fig. 8 i1s a diagram showing an example of the

construction of another grip type finger vein

25 identification device having a recess for finger
alignment. If the cross section of the grip is simply
circular, the depth to which the fingers grasp the grip

is changed, thus acting to deviate the region being



5 order to prevent the hand fromdeviating in the rotation direction when
the user fully grasps the grip, a recess 142 for alignnment of finger is
provided on a grip 144. The recess 142 is shaped to have a gentle curve so
that when the user grasps the grip, the 10 fingertip can be naturally
slipped into the recess wuntil the finger tip reaches the center of the
recess, and to have a steep curve so2shat the fingertip hits the wall of
the recess to stop when the fingertip goes on ahead away fromthe center of
the recess. phncketlenplbnwohdsrotheéidnsiadtescbion poptndntbe rkatsurface of
the grip fromthe center axis of the grip in the direction perpendicular
to the surfas&iarefexhendedprto Bberefhigee, shafct hBSerePisherscher porti ons.
Thus, since the curvature radius of the grip is partially chan%ed, t he 20
user can perBatterphandephR PdckRFcHPt RatErrgePscape diféeread. TsPAce the
user grasps the grip so that the fingers are fitted in the recess, the hand
is never sh?FFEdOFEeFtstBSSF?FBHnFﬁl ReIRbEatFoR§AUGRFect T84 5and™ t hus

t abl hent i cat | be il emented, The 25 depth of . th 142 |
decirod 10 bB-U5hehAaP CURREI EFoL ARG REOPNIkAGEE B [CRETPi ngors. S0 that
th il hit th |l th . Thus, si i t
i nged on FRESWPY SuPPsEaornaneh S5e ERR: TPnsY; 822860155 BRePyr i ppi ng.
is not easily _affected, by th t . henails. |

addi 01 on. 1 hs FBEGSS NA2berr SRS TRCas Aba e Ehoh aP PAAAE 0Nt Rat T he

as suc
camera can phek upshhe rgai @QRBELWEED is shaped to have a gentle

curve so that when the user grasps the grip, the

10 fingertip can be naturally slipped into the recess
until the finger tip reaches the center of the recess,
and to have a steep curve so that the fingertip hits
the wall of the recess to stop when the fingertip goes
on ahead away from the center of the recess. In other

15 words, the distances of a portion of the surface of the
grip from the center axis of the grip in the direction
perpendicular to the surface are extended to be longer
than those of the other portions. Thus, since the
curvature radius of the grip is partially changed, the

20 user can perceive the depth to which the fingers are
inserted. Since the user grasps the grip so that the
fingers are fitted in the recess, the hand is never
shifted in its position in the rotational direction and
thus stable authentication can be implemented. The

25 depth of the recess 142 is desired to be somewhat
smaller than the thickness of the fingers so that the
nails cannot hit the wall of the recess. Thus, since

the nails are not impinged on the wall surface that



5 the first and second joints of the finger where there are conplicated
vessel patterns that have a large anount of information. In addition, in
pl ace of the recess, a projection nmay be provided that is somewhat | ower
than the thickness of the fingers. In this case, 10 when the user grasps the
grip to the extent that the fingertip can be hit on the projection, the
hand can be fixed not to nove in the2gotational direction. Fig. 9 is a

di agram showi ng an exanple of another grip type finger vein identification
device 15 tfatmhashe heecamerbd Pr ovheegr pping overnsti deathln the grip. Wen
this device is used in the open air, the external |ight such as sunlight

m ght be incifesrted by heheapearge thusthp ekangthf febting Raklaut hEhtication
accuracy. Therefore, the canera 4 is used as in a 20 |ight-shiel ded

condi ti on as2dssidte. the IPeesReviTlesi rAVNSIRIRY B AsTShowrid Fig. 3A

external light mght enter into the space between the grip 22 and the grip
support 24-v&ﬂﬁ%?%?ﬁa?ﬂﬁﬁiQﬁﬁi%am%£%r?£%.pﬁ%ﬁsgpi Ctht l%&b%%?%%%?, t he

caner 4 $°0LBe AN o0 B LES, 25 SILP, 196 0L by e, haa 42, Ll or o che
o0, e 90 Pttt 400 B LB EB o PSR Bt O
s AT P R e BRI a0 qametely
canmera. Ther§g5g§%, a projection may be provided that is somewhat
lower than the thickness of the fingers. 1In this case,
10 when the user grasps the grip to the extent that the
fingertip can be hit on the projection, the hand can be
fixed not to move in the rotational direction.
Fig. 9 is a diagram showing an example of
another grip type finger vein identification device
15 that has the camera provided on a lower side than the
grip. When this device is used in the open air, the
external light such as sunlight might be incident to
the camera, thus greatly affecting the authentication
accuracy. Therefore, the camera 4 is used as in a
20 light-shielded condition as possible. If the device is
constructed as shown in Fig. 3A, external light might
enter into the space between the grip 22 and the grip
support 24 where the hand 42 is inserted. Thus, in
this embodiment, the camera 4 can be covered by the
25 grip 144 or by the hand 42 that grasps the grip 144.
The camera 4 is mounted below the center axis of the
grip 144, and the grip 144 is tilted so that its center

direction, or the light emitting direction can be



5 this device can attenuate the effect of the external |ight that enters
fromabove in an oblique direction. However, although there are still |ight
pat hs through which the external light repeats the reflection from the
wal I's of the inside of the device and finally 10 reaches the camera 4, the
effect of the paths can be suppressed by attaching an infrared |ight
reflection preventing material 162-om4the inside wall surfaces. The direct
external light can also he prevented if the light source is nounted above
the 15 cent efimedtedftd hehgrigmem as Rherdithecthatwvdidarids dnsextdd case,
however, it is necessary to consider that the light reflected fromthe
backsi de of uritkehdrid gviqgtdi thieon ndildemx ternae lcl'aﬁ‘é? &£arFikx. 10A and 10B are
di agrams showi ng an 20 exanpl e of another grip type finger vein

i denti fi catigp ok Ripgkad g 190 ST Mt SRt /Y vheh 3the user  pul | s

the grip toward the user's side. As illustrated in Fig. 10A,_grip
connect ors 182 AW SHoA delPhtdthe 3G iM% VR e gripr 9P Emd the grip

Support 2 39, SRS, L84 cLe ot on Lle Jons,ofc ey pemect o s
comnect oS ond LA a0, £R0 Wi B PR AR LA LR oo e
ot o SPGB0 L0, e L e gl el | _source
operation. ynpich the external light repeats the reflection from
the walls of the inside of the device and finally
10 reaches the camera 4, the effect of the paths can be
suppressed by attaching an infrared light reflection
preventing material 162 on the inside wall surfaces.
The direct external light can also be
prevented if the light source is mounted above the
15 center axis of the grip so as to direct downward. 1In
this case, however, it is necessary to consider that
the light reflected from the backside of the hand might
be incident to the camera.
Figs. 10A and 10B are diagrams showing an
20 example of another grip type finger vein identification
device that starts the authentication when the user
pulls the grip toward the user's side. As illustrated
in Fig. 10A, grip connectors 182 are provided at the
joints between the grip 22 and the grip support 24.
25 Conductors 184 are mounted on the tops of the
connectors 182, and elastic members 186 such as springs
are mounted around the connectors 182. 1In addition,

contacts 188 serving as electric switches are provided



5 As illustrated in Fig. 10B, when the user grasps the grip 22 and pulls
the grip 22 toward his or her side to start opening the door, the
conductors 184 are connected to the contacts 188, thus constituting
electric circuits. The authentication processor 10 10 detects this tim ng,
causing the light source 3 to turn on in order to acquire the image for the
extraction of vessel patterns, and-apsthe sane tine the canera 4 to pick
up the image. Wen the user releases his or her hand away fromthe grip 22,
t he force ofnddre teastdarmmelS omshled2 1860 hom uistesn teioideectt iorrs @i @andi g he
contacts 188 to separate away fromeach other to thereby open the
circuits, ambumiislyt Hen itdentd Feemitnorrawlitden siragdiirh brlvrightgh® t he
sl eepi ng node. Thus, since the authentication process is 20 executed in
conj unct i on Miamh thfe loigtats P dhal theonslat sk <t BpetheheS@loor, it is
possible to re%ul ate the exciting time of the |light source 3 and the tine
in  which t HQF5 A FRLE i W Drivted ki d §Sreldhd Privt RETHr E°er f or med.
Therefore, the ampunt of power_25 consunption .can be reduced. In addition,
since the fl}%g]:]rr? SHIAtSppds it T o Be g@lﬁ%&f}ﬁ LY HeA i Y position
at the instant, vwbeg the user pulls the i 22. .stabl e authentication can
be i npl enentEd-P - 63mf/tﬂ®§vsert%easgrale%cﬁ btgodqaarb%vhel,s Wer $hes ter pul 1's t he
grip, it is sur t(ﬂot t er S hcerQ{&cEz?' the d. Thus, since the
wr i nkl ed skisntaoett }ri’llrg%eﬁe oq(g&?’hgah%ndg S L!nac 51 dlggel s tensioned, it is
expected to connected to the contacts 188, thus constituting
electric circuits. The authentication processor 10
10 detects this timing, causing the light source 3 to turn
on in order to acquire the image for the extraction of
vessel patterns, and at the same time the camera 4 to
pick up the image. When the user releases his or her
hand away from the grip 22, the force of the elastic
15 member 186 causes conductors 184 and the contacts 188
to separate away from each other to thereby open the
circuits, and thus the identification device is again
brought to the sleeping mode.
Thus, since the authentication process is
20 executed in conjunction with the operation that the
user makes to open the door, it is possible to regulate
the exciting time of the light source 3 and the time in
which the finger detection process and image process
are performed. Therefore, the amount of power
25 consumption can be reduced. In addition, since the
finger 1 is supposed to be located at a predetermined

position at the instant when the user pulls the grip

22, stable authentication can be implemented.



5 provide a good condition for the detection of veins. In place of the
switches constituted by the conductors 184 and contacts 188, the grip 22
itself may have a push button switch or a pressure sensor provided to
detect the door pulling force or grip strength. In 10 addition, simlarly a
thunmb |l atch type grip or knob type grip nay be used so that the

aut hentication processor 10 can detegt the depression of the thunb |atch
by thunmb or the tw st of knob, thus starting to identify at this timng. 15
Fig. 11 is dMaiegream showiegcaibekanpbee ofwherhetlopnsteucpibhs ofheinot her grip
type finger vein identification device provided at the doorknob of an

aut onobi | e. AN tie ifseFuxp aslpat tHee gisgr 2rannrmtiete SALR HeY do® 204 of the
car, the authentication process 20 is executed, causing the door 204 of the
car to be UJmtked hY¥st hetpFRKeErR upr ¥Rt S/6ith Phatths nfto¥eeF s with
that registered in the authentication system At . this time, to support the
door 204 to Hbeerf}ari‘#]es d%?k%lé? atTht e Qut omet§ EFPSCr et ebled or the

door 204 43 2% D5 LRIRL! SEAAY. OSNESE) 1, SONUDEL g1 4 e poter door
{0, open can b opencd 100, LS O VU SRR Ll ST ey fonsl der e
e oSt e CERERGLTS oo el sl Lo art seole.olcoeat 2o,
doorknob has, bgen, push button switch or a pressure sensor provided
to detect the door pulling force or grip strength. 1In
10 addition, similarly a thumb latch type grip or knob
type grip may be used so that the authentication
processor 10 can detect the depression of the thumb
latch by thumb or the twist of knob, thus starting to
identify at this timing.
15 Fig. 11 is a diagram showing an example of
the construction of another grip type finger vein
identification device provided at the doorknob of an
automobile. When the user grasps the grip 22 mounted
on the door 204 of the car, the authentication process
20 1is executed, causing the door 204 of the car to be
unlocked if the picked-up finger vein pattern coincides
with that registered in the authentication system. At
this time, to support the door 204 to open, the door's
latch may be automatically released or the door 204 may
25 be automatically opened in conjunction with the power
door. Therefore, even the door such as slide door that
needs a comparative force to open can be opened without

less force. Moreover, it can be considered for each



5 conpleted, the settings such as the position and backrest angle of seat
206 and the angles of room mrror 208 and side mrror 210 can be read out
to automatically adjust the fixtures. The other customzing itens will be
settings of car navigation 10 system tenperature of air conditioner,
settings of car audio and so on. As conpared with the case when the driver
sits in the seat and then sets those Dixtures, the user can save the
trouble of manually setting and greatly reduce the tine necessary for the
adj ust ment, rdgishusntonveprenet befognénpeoved. fFkgurdg thaa fikedchart of
the registration in the grip type finger vein-identification device

instal | ed i nndjeatneyhedeppeding P8 PuichBSeducChhesippsihloBtand 20 is an
unregi stered state éSZZZ%. The aut hentication system has no registered dat a
of finger veRRgpatPerhcat vheh, t RROBARATFSTi 478 | aldysidgi Bierey, 2iP is
necessary to use the belonging of ,only the car's owner such as nmaster key.
Thus, it can!Be”preébent et pat g%% bY thyi deerinePhelasdt 88Fhe mast er

Ry per
k b d it b fi d that.th t key i t
fake Kby by GSTRGSTEL okERpPet EURASyaNPRaEY of ROHRS. FOP™ BB nonbss of
devi in the i bj | i [ - h [ t
the master KESUTRThe=ouhd 0T TRtk 20p AR TRE ¢RM e dnit: GPRE on the o

oL ST AL B0 0L P oL PLCEoa B neLhe car. the

automatically adjust the fixtures. The other
customizing items will be settings of car navigation

10 system, temperature of air conditioner, settings of car
audio and so on. As compared with the case when the
driver sits in the seat and then sets those fixtures,
the user can save the trouble of manually setting and
greatly reduce the time necessary for the adjustment,

15 thus convenience being improved.

Fig. 12 is a flowchart of the registration in
the grip type finger vein-identification device
installed in a car.

When the car is purchased, the initial state

20 1s an unregistered state (S222). The authentication
system has no registered data of finger vein pattern.
When the data is initially registered, it is necessary
to use the belonging of only the car's owner such as
master key. Thus, it can be prevented that any person

25 registers the data. The master key may be used only
when it can be confirmed that the master key is not a

fake key by using for example such validation means for

genuineness of device as in the immobilizer security



5 brought about. In this node, the user can register the finger vein of the
car's owner. If the user does not have the master key, the user cannot
register the owner's information and change or del ete data. The

regi stration can be conpl eted when the user actually 10 grasps the door knob
of the car a fewtinmes so that the vessel patterns of his or her finger can
be imaged as at the authentication-tkae-nenti oned above. At this tinme, the
i nput/output interface of the car navigation systemor the display within
the car may $estyed tWhers Tdil%pll%fyrtire%?@gﬁ s’ftfif%ltrilmt@pek%\ylbrrhstfa@ld regi st ered
situations. Wen the owner's registration is onpl eted, the registrant
makes the aufdiertykddon Whtheesshanttthend h’fel”frrsar%@t‘ﬂéﬁl to the state
(S226) in which the user can un|ock the door. 20 Wen the user who drives a
car is lini t%BJt%tr%Weorbvﬁé%tC}? h@%%@l%@Hr§W€%?%Ha%IQ e above

trat t th d it
e sons howvari e (HoRE Her o ' ST ST O 57 reg 55 ef 26 hehiral users.
Wh f 25 t | ] t the fi
Buthent: et (oo TR aRS R 18 thEfmede s iSRSy LR RodBffeelie L i
t he aut hentlf, ré%eop ‘Féorgeg§b%ryggg§r tc"ﬁﬁ%g repfsgkgéatﬁ rs%éghnb§ tur ned on,

t hus maki ng - 0SSI to sw t he general user registration

state (S228)paJhusne %@é@@f ﬁé'V%h&%e@%ﬁr?&@%%w@fsﬁﬁé under the

approval of e owner. Howeve I n order Imt e nmenory capacity of
the owner's information and change or delete data. The

registration can be completed when the user actually

10 grasps the doorknob of the car a few times so that the
vessel patterns of his or her finger can be imaged as
at the authentication time mentioned above. At this
time, the input/output interface of the car navigation
system or the display within the car may be used to

15 display the registration operations and registered
situations. When the owner's registration is
completed, the registrant makes the authentication
process and then the transition to the state (5226) in
which the user can unlock the door.

20 When the user who drives a car is limited to
the owner, the user can drive after only the above
registration operations. When the same car is used by
a plurality of persons, however, those persons can
additionally register as general users. When one of

25 the persons additionally registers, the finger vein
authentication process of, for example, the owner is
performed. Then, if the authentication process judges

OK, the registration switch is turned on, thus making



5 system and prevent the recognition rate frombeing reduced, it is
necessary to previously determ ne the nmaxi mum nunber of possible general
user registrants. When the registration for the general user has been

conpl eted, the general user conpletely registered state 10 (S230) is brought
about. At this tinme, the counter for registrant nunber is increnented by 1,
and the process automatically goes-baek-to the authentication process

node. Wien deleting the registration of general users, the user executes
the process idf ndss ijelsdimalswistdldem itflicaadrmralsiuvget e owner' s finger vein,
and turns on the registration delete switch that is provided at an
arbitrary plzrE stirafiien mEaks . (53D opefais o nPrhisig<dBbetE ¢3He gener al
user deletion state (S232). |In order to select one of the general users of
which 20 t FRAGIdgiatdaty ot Wt BT PR he el MRIPVahel bper@at 9f ey use t he
i nput/output _interface of the car .nqii ation systemor, the #i e or may
depress t he UGG of? enibel ¥ hdi"g P FPat Bh A bilttary pl ace
Wi thint car. This operation causes the .process to-25 shift to the general
user conpl et?(Y/ ed‘élaéicgcp%‘?‘é‘?%t %592312 C?%nlvt\/gliocrh r[&}s1tee cfolzuon"tlzt?éjf% regi strant
nunber is c ted b t i | i's

aut omati cal %geifﬁd&ht&ab%su#e@%%g&n@% |ﬂlo%?§%2$1@{%§§$€%{@?€ati on of the

owner 1 s delghBd MRS & e ks d & HERLANL I N&se ! SOl i @ldon; del ete switch
is turned on. IS operation causes the deletion of the owner registration

When the registration for the general user has been
completed, the general user completely registered state

10 (S230) is brought about. At this time, the counter for
registrant number is incremented by 1, and the process
automatically goes back to the authentication process
mode. When deleting the registration of general users,
the user executes the process of the personal

15 identification using the owner's finger vein, and turns
on the registration delete switch that is provided at
an arbitrary place within the car. This operation
brings about the general user deletion state (S232).
In order to select one of the general users of which

20 the registration data is to be deleted, the operator
may use the input/output interface of the car
navigation system or the like or may depress the switch
of user numbers that is provided at an arbitrafy place
within the car. This operation causes the process to

25 shift to the general user completely deleted state
(S234) in which the counter for registrant number is
decremented by 1, and the authentication process mode

is automatically brought about.



5 (S236) to bring about. In this node, the registered data of the owner is
del eted, and then the process goes back to the unregistered state. However,
when this deletion of owner registration is brought about, it is possible
to performthe personal identification of the 10 owner, and bring about the
del ete node only when the authentication is OK Therefore, the registration
can be deleted only in the presence gfp the owner, and thus it is possible
to prevent other evil, unrelated persons fromdeleting the registration. 15
After the conpletion ofnthedabbwe, usken tlegi s¢ghsioatioh of shee that the
normal authentication node is automatically brought about. Thus, the user
can be preveovedrfisni¢beged: i hiyetwastetrckeyrbsn thed ardi sheation node to

t he aut hentication process node. 20 Thus, it is possible to prevent evil
unrel at ed pereohstratbvenreéglsterprigtaatas Fwraed enhon, TRhASthe registration
node, the car cannot be started. Therefore, it is possible to protect the

car from bei ABET? bbBRACAUFERgthRedPLBFEPR aPf oRD®pRYRET 0ACI25EFAE1EASt Omi zed
registration of the fixtures wthin_the car naé be gerforned at. the sane
tine that® the2fPhgkP DEIRIPAPPEFN dAbathss rBgPSt eFRE. TAESTELE o zi ng
itens includg seat _position, nirrgr aggée, - 3% se%%ings of car ngvigation
system tenp8fhRuPé bReaPPPeEondi {FOREFI: sBREi hYERoF"EaPT 8685 9R85s0 on as
described abgye, 10°8fe'LXbU52S:6204 S S6L. acf9hEL08, [RehNB,iQdIVidual®s
pr ef er ence.
deletion of owner registration is brought about, it is
possible to perform the personal identification of the
10 owner, and bring about the delete mode only when the
authentication is OK. Therefore, the registration can
be deleted only in the presence of the owner, and thus
it is possible to prevent other evil, unrelated persons
from deleting the registration.
15 After the completion of the above user
registration, it is sure that the normal authentication
mode is automatically brought about. Thus, the user
can be prevented from forgetting to switch from the
registration mode to the authentication process mode.
20 Thus, it is possible to prevent evil unrelated persons
from registering data. In addition, in the
registration mode, the car cannot be started.
Therefore, it is possible to protect the car from being
robbed during the registration operation.
25 The customized registration of the fixtures
within the car may be performed at the same time that

the finger vein pattern data is registered. The

customizing items include seat position, mirror angle,



5 The engine of car may be started by depressing the engine start button
installed within the car in addition to the use of the conventional key. In
this case, sonething to take along such as a key is not necessary, thus
conveni ence being inproved. In order 10 for higher-order security to be

mai nt ai ned, the engine start button may have a body authentication function
such as finger vein authentication prguided. In this case, when the engine
start button is depressed, the registrant can nake the body authentication,
but ot her 15spetsongs dhanatheavégasipansyshampt tehperatheeendi pér In
addition, it is possible to start the engine only when the registrant who
opened the doondcbinavedessabthngshefregrsandhe and deppresséd t he engi ne
start button. Mreover, if the engine start button has no body 20

aut hent i cat i @ascuhkefoabovhe eRphEAe SLXEUIDEtEBR RAySPE 2EFSABLEBE when the
door of the car keeps opened for a certain time. Thus, it becomes useful

for anticring® RBastPrdiévidyanh SfPERECLEBFS - after opening the door, |eaves
the car with the door kept and_13B di agranms showi ng an

k ept _open. 2? Fig. 13AP . grg agr ¢ ho _
exanpl e of the const r utPFof gf "anBthEr " gf'fP P§p8 ?Fﬁﬁ r®Yvein identification
dovi ce capable oL BeLaoPRL ohdPuLl LLeal BN by, 9t aseb0g. Loey endl o type .
ARt o R T e e
this case, something to take along such as a key is not
necessary, thus convenience being improved. 1In order
10 for higher-order security to be maintained, the engine
start button may have a body authentication function
such as finger vein authentication provided. In this
case, when the engine start button is depressed, the
registrant can make the body authentication, but other
15 persons than the registrant cannot start the engine.
In addition, it is possible to start the engine only
when the registrant who opened the door coincides with
the registrant who depressed the engine start button.
Moreover, if the engine start button has no body
20 authentication function, the engine start button may be
disabled when the door of the car keeps opened for a
certain time. Thus, it becomes useful for anticrime
measures, even if the user, after opening the door,
leaves the car with the door kept open.
25 Fig. 13A and 13B are diagrams showing an
example of the construction of another grip type finger
vein identification device capable of personal

identification by grasping a lever handle type



5in Fig. 13B, when the user grasps the lever handl e 244, the |ight source
dirradiates light on the finger of the user, so that it is started to pick
up the finger vein pattern and make the authentication process. The

regi stered finger vein pattern is conpared with the 10 picked up finger vein
pattern. If the user is identified as the registrant, an electric |ock 246
nmounted in the door 242 is unl ocked.- B +yegistration of data for the

aut henti cati on can be perfornmed by, for exanple, grasping the |ever handle
244 under théodbkoonditRenithattaakeyisepagat &B¥, ptkpaléeédghtosouregi strati on
is inserted in a keyhole 248 provided in the door 242. Alternatively, an

i nput interfacéssugfornsratednvikeppadantyvpe hondled26A mhengedr or42 so that
a password can be entered through the input interface 20 to bring about the
regi strationanB@er FAé.| ppAt LBAI 49PEn24Ad eRethAugRrRg And BECViEEAt ed on the
basis of whether a switch detects that the user has grasped the grip as
descri bed abbP8rBERHYC GBPBEE| hfCt haBPEn8OHEER Ras OFI tédUehé2&Fer handl e

25 244 . |n the_case ere the authentication |s started n | ever
e 248 SR FRE e aPr et B RELLaok, fRe SPRc RanhEReSaharaTs phday

camera - 33 C4%i LigbinpeithE 4 1ocaniBhede)t Al baCRoLBPArBOFE Bhe tilt
o, ook TEhE BRI RA, 1 s GPREELH £l By PIPEp ey pick v
vein pattern and make the authentication process. The
registered finger vein pattern is compared with the
10 picked up finger vein pattern. If the user is
identified as the registrant, an electric lock 246
mounted in the door 242 is unlocked. The registration
of data for the authentication can be performed by, for
example, grasping the lever handle 244 under the
15 condition that a key separately prepared for
registration is inserted in a keyhole 248 provided in
the door 242. Alternatively, an input interface such
as a ten keypad may be mounted on the door 242 so that
a password can be entered through the input interface
20 to bring about the registration mode.

The light emission and the imaging may be
started on the basis of whether a switch detects that
the user has grasped the grip as described above or by
detecting that the user has tilted the lever handle

25 244. In the case where the authentication is started
when the lever handle 244 is tilted, it is supposed

that the handle 244 is already somewhat tilted at the

actual image picking-up time. Therefore, if the camera



5 the construction of another grip type finger vein identification device
havi ng the light source enbedded in a knob type doorknob. A knob 262
(spherical knob) has the groove 62 for finger alignnment forned therein and
the light source 3 provided within the knob at 10 around the position of the
groove. The canmera 4 is nounted in the door at a |ocation to oppose the
groove 62 of the knob 262. Wen the 8Ser grasps the knob 262, putting out
the finger to the groove 62, the canera 4 picks up the finger vein pattern
of the hand'4 15 meawksédeat thubosabien dethet editdeserdbny one thethis

enbodi ment, the light em ssion and authentication are started when the
rotation of khbb 28216 sOfetlet koVor hawdhe 134 knbb DBXPPESHRI¢ etCor pushed
wi thout rotation. Thus, the power consunption can be reduced. 20 Figs. 15A
and 15B are‘%ﬁ%®r%%%u€#Eﬁ&ﬁgPhﬁk Wxahpf et B19%he construction of another grip

type finger vein identjficafion deyjce having the light so rce. 3
|ncorporated in a thun%l?atﬁ% typ %h%ﬁ%ﬁmmﬁhéﬁln$|?%s?¥%T%§ CiAfFig. 15A, a
t hunb Iatgh gver 284 is_25 | ocat ed above a thqu atchrhandle 282. In

addi tion,> as ?I?%%??%T%Hl?% = ganﬂ%%Frt%% R i 9¥Re soth et 3VFE" provi ded

wihin the thumh | af o handie, 262 o 1p: he. nenbe epl s, shoup LiaElg. 14 and

Figs. 15A ant registra process and un ng process can

g?rﬂ??ﬁre?s eS%Luﬁagla?pg %and%%g%ggqﬁé %L%6?g?%%*§€hc% ?%?% the groove
or bar for fingernaliodeOte2 for finger alignment formed therein

and the light source 3 provided within the knob at

10 around the position of the groove. The camera 4 is
mounted in the door at a location to oppose the groove
62 of the knob 262. When the user grasps the knob 262,
putting out the finger to the groove 62, the camera 4
picks up the finger vein pattern of the hand's

15 backside, thus starting the authentication. In this
embodiment, the light emission and authentication are
started when the rotation of knob 262 is detected or
when the knob 262 is pulled or pushed without rotation.
Thus, the power consumption can be reduced.

20 Figs. 15A and 15B are diagrams showing an
example of the construction of another grip type finger
vein identification device having the light source 3
incorporated in a thumb latch type doorknob. As
illustrated in Fig. 15A, a thumb latch lever 284 is

25 located above a thumb latch handle 282. 1In addition,
as illuétrated in Fig. 15B, the light source 3 is

provided within the thumb latch handle 282. 1In the

embodiments shown in Fig. 14 and Figs. 15A and 15B, the



5 shown in Figs. 4 and 6B. Thus, since the finger can be stabilized, the
recognition rate can be inproved. Moreover, in this enbodinent, the
external |ight mght be entered through the gaps on the sides of the thunb
| atch handle 282. In order to prevent the 10 picture quality from being
deteriorated due to this external light, a light-shielding hood 286 nmay be
further added. This hood is nmade of-a3amterial not to allowinfrared |ight
to pass or reflect, and thus it can block the external Iight fromthe

out si de and rstqip tis ttiven refdetd agmbfuntleeiing derdgadsarcan |hgymade Ther ef or e,
the performance can be prevented from bein deteriorated by the external

| i ght from tdfe &istdpserheln ikgEs eni Bsiagid al%t? autferddidtidr iHthis

enbodi nent can be started to make as nentioned above 20 when a sensor,
switch or tHEIike Lsdd W@ s thmatthime laksh dandi s Rprid&d t he
thunb [atch | ever 284 or t he user rasped_t he th | at ch handl e
282. Ther efRi¥/1445k lrboﬂé%r&ﬁc?%‘f? coarnsbn?g‘ fz:g'ijcfe]dlg% 1LY di agram

howi f.. 25 f. ! f

dont 1 71 cht FIPRbA e A5 ngt @ ChUTD | SHLET % e Todh %%fr'lq"%%tycpe Shoth

canera and | |tgat1)tllslozuer e ncoreococgﬁletdlo I rkatteh'csan r%) gmqga&%‘h §ince the light
a in

source 3 ands caner a - ar e rea y I ncor por menbers that

constitute the thunbrbjkg{ {k:ndlﬁe gﬁ?s ér%%&%te G b@xﬁe}»’ﬁ?al mounted as

one nmodul e on the door. exanpl e for exa Fig. 13, it
I's necessary) {¢ht might be entered through the gaps on the sides of

the thumb latch handle 282. 1In order to prevent the
10 picture quality from being deteriorated due to this
external light, a light-shielding hood 286 may be
further added. This hood is made of a material not to
allow infrared light to pass or reflect, and thus it
can block the external light from the outside and stop
15 the reflection of the inside infrared light.
Therefore, the performance can be prevented from being
deteriorated by the external light from the sides.
The light emission and authentication in this
embodiment can be started to make as mentioned above
20 when a sensor, switch or the like used detects that the
user's thumb has depressed the thumb latch lever 284 or
when the user has grasped the thumb latch handle 282.
Therefore, the power consumption can be reduced.
Fig. 16 is a diagram showing an example of
25 the construction of another grip type finger vein
identification device using a thumb latch type doorknob
that has both camera and light source incorporated. 1In

this embodiment, since the light source 3 and camera 4



5 provide the canera 4 independently of the grip 22, and at this tinme the
alignnent is needed. Thus, according to the structure shown in Fig. 16, the
device can be easily nounted, so that the installation cost can be

reduced. This structure can be simlarly applied to 10 the | ever handl e and
knob type handle as well as the thunb |atch type doorknob. Figs. 17A and
17B are di agrans show ng an exanple 8% +he construction of an
identification device that picks up the finger vein pattern of the hand's
15 backsi de asvers larepaivd J'irg:qrrryerratteeif ixs the gramaesd et Reusatmiten
identification device is provided on a wall surface 322 with the door 242

nounted. A d&rad thuigerkdtonh Hand 2 £8% ot dHsove@t e cintra 4. Fig. 17B
shows the details of the identification device. 20 The |ight sources 3 are
mounted in tHIGRY MmO Ml fferd e dofen tHe Ty ®es 3 irradiate
Iight on the backiide_of t he finpeg.l hﬁ%ﬁngjg card 3%5& the canera 4
pi cks up t heeRIHyem veiF FRIEF of 1%re and' s 1 HAET W YHowRver, when the
i ared {1 dEpie 25l SOMeSHRI %4 LA aleg slrogjdy on the
(o%er St a5e R ARG R ERTRLA o SEbAIS NG coEEAd O ok,
Ve, | o AP Sl et B0 e ey, s et e carer
light fromtdesily mounted, so that the installation cost can be
reduced. This structure can be similarly applied to
10 the lever handle and knob type handle as well as the
thumb latch type doorknob.
Figs. 17A and 17B are diagrams showing an
example of the construction of an identification device
that picks up the finger vein pattern of the hand's
15 backside when a card is inserted. As illustrated in
Fig. 17A, an identification device is provided on a
wall surface 322 with the door 242 mounted. A card
insertion slot 324 is located above the camera 4. Fig.
17B shows the details of the identification device.
20 The light sources 3 are mounted in the vicinity of the
camera 4. When the light sources 3 irradiate light on
the backside of the finger 1 holding a card 326, the
camera 4 picks up the finger vein pattern of the hand's
backside. However, when the infrared light from the
25 1light sources 3 were irradiated directly on the surface
of the finger desired to pick up, the light reflected

from the finger surface could reach the camera 4, and

thus the camera 4 might pick up the skin of the finger



5 canera 4 to the first and second joints of the finger not directly to the
region to be picked up. The light to the joints is scattered wthin the
finger and thus directed in various directions within the finger. At this
time, the light that passes through the backside 10 skin of the finger and
exiting to the outside is the penetrated |ight that passes through the
region to be picked up. The canera-43pieks up this light, so that the
finger vein pattern of the hand' s backside can be acquired. 15 When the
user hol ds thet corel B26ide vélhusfrohedfimydrg. L7BowRdri hgeprsveRtin the
card insertion slot 324 without changing this state, the backsides of the
fingers are Hatew al jghdisetebdingvatates haZhad Te sRFPrtecd2Detypen it is
detected that this 20 card has fully inserted, the camera picks up the
finger veinthat¢IPArdf 4t AR hBRR’ 31 BRAEKSPHECETheis, The lbﬁgFation that the
user makes to jnsert the card jpn the s]ot 324 causes.the fingers to be
posi 1 oned. THee Lo RREBLHEET migh FIOLORDARRRt WPt K- Ahel prBki bHGFy 8

regi stered finger vein pattern., If_the user.is .identifjed as_ the
corresponginﬁaﬁ%ﬁ?s r%%t?h?h lﬁ%%ran§4§e?%n%n3%%%%ﬁ.o#nkﬁﬁi LaH#bodi nent
since the card itself.is -.3 u : t.ake- | ece r onal
identificati%%? : 5?%t%§i%oa%?%e%§$%§§i€% %% ?ﬁégggr andTﬁgengégnent

gﬁgngaﬁgf ;igg§£%%§§gﬁﬁggnggg%§9§€e£3§ SECHLH Whe ! PinbObSafgSEnubn place of
directed in various directions within the finger. At
this time, the light that passes through the backside-

10 skin of the finger and exiting to the outside is the
penetrated light that passes through the region to be
picked up. The camera 4 picks up this light, so that
the finger vein pattern of the hand's backside can be
acquired.

15 When the user holds the card 326 as
illustrated in Fig. 17B and inserts it in the card
insertion slot 324 without changing this state, the
backsides of the fingers are naturally directed toward
the wall surface 322. When it is detected that this

20 card has fully inserted, the camera picks up the finger
vein pattern of the hand's backside. Thus, the
operation that the user makes to insert the card in the
slot 324 causes the fingers to be positioned. The
picked up image is compared with the previously

25 registered finger vein pattern. If the user is
identified as the corresponding registrant, the door

242 is unlocked.

In this embodiment, since the card itself is



5 to insert
Mor eover, t
within the

in a keyhole. In this case, the sane effect can be achieved.
he authentic finger vein pattern of the user may be stored

card so that judgnment is made of whether the finger vein

pattern of the presented card coincides with the 10 regi stered one.

addi tion, although the

322 near th
door 242 it

finger vein

As t he user

identification device is nmounted on the wall

In
surface

e side of door 242 in thi-s3@gnbodinent, it may be provided on the
self. Figs. 18A - 18F are diagrans useful for 15 explaining the
grip type finged seia tadeatalovat pbacedéorceefornehecengifiphbiahity of
patterns obtained in the process of the operations that the
user makes Pobm shhgtaughent geasppngof hehgreprdoandl the fHrEIPERG the grip.

grasps the grip, the 20 camera 4 picks up the fingertip,

nai |
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rf inafl'y he grrp. en-th

f ul

and fina y grasps

e sonetl nmes changes at eacC Ication
that judgment is made of whether the finger vein

g

pattern of the presented card coincides with the
registered one. In addition, although the
identification device is mounted on the wall surface
322 near the side of door 242 in this embodiment, it
may be provided on the door 242 itself.

Figs. 18A - 18F are diagrams useful for
explaining the grip type finger vein identification
device for checking a plurality of finger vein patterns
obtained in the process of the operations that the user
makes from starting to grasping the grip to fully
grasping the grip. As the user grasps the grip, the
camera 4 picks up the fingertip, nail and top joint in
turn, and it finally picks up the vessel patterns of
the backside between the top joint and second joint.
Thus, the fingers are put out in the rotational
direction around the center axis of the grip and in
time series manner. Figs. 18A, 18B and 18C show the
movement of the hand taken as the user grasps the grip.
Figs. 18D, 18E and 18F show time-series vein pattern

images of the finger picked up as the user starts to

user-itnitially

gﬁéPteEHeoff£ng£E£P RQ?iﬁéoﬁt£§ 0&%9ﬁihﬂkﬁg’c§98 tBus the
aut nen



5 tinme. Thus, when the vein patterns are registered, the infrared i mages 44
of the finger are picked up and stored in tine series as the user nakes the
operations fromstarting to grasp the grip 22 to finally conpletely
grasping the grip. Then, the amounts of 10 features of the vessel patterns
are extracted fromeach imge, and all or part of those features are

regi stered. Wen the user receives thggadthentication, the features are
extracted fromthe sequence of inages taken as the user makes operations
fromstarti mrasp Hharasip tdred ¢rimm 2 timflinataswongiet®typ gr aspi ng t he
grip, and those obtained features are conpared with the plurality of

regi stered ones. Even WHen Heq iygsr Gritpdny digses sthi f9ekentti® om t he

regi stered one, the features obtained during the process coincide with 20
the regi st erflddd it RPHi PR alt%.noﬂﬂé?%ﬁld“rlé%e'\/\ﬁéﬁf § Y the registered
plurality of pieces of data is coincident wth one at the authentication

time, the UEEPRING FYEP tPBRE IS R A SRS AP SRELFREL P nal

aut hentication resuyl.t. Thus i,ghly reliable 25 authentication can be
Sohi eved age i e uCHER 1 IE LT T A i S e ed e s
di agram show ng an exanple o t construction of. ano Lp type finger
vein - 39 ijdé%aﬁ(?agaw@ esde{/% C%Pﬁtak%/el nglrgiguepﬁI uar% il{ly&g‘?é gg&ne%% provided to

cireularly SWLOUNA4RS FENUEL; &K 2 Und Nfse Idkes MO e PHPPGRL 24 has

two cameras provi
from starting to grasp the grip 22 to finally

completely grasping the grip. Then, the amounts of

10 features of the vessel patterns are extracted from each
image, and all or part of those features are
registered. When the user receives the authentication,
the features are extracted from the sequence of images
taken as the user makes operations from starting to

15 grasp the grip 22 to finally completely grasping the
grip, and those obtained features are compared with the
plurality of registered ones. Even if the final
gripping angle is different from the registered one,
the features obtained during the process coincide with

20 the registered one at a high rate. Therefore, when
part of the registered plurality of pieces of data is
coincident with one at the authentication time, the
user is judged to be the authentic registrant as the
final authentication result. Thus, highly reliable

25 authentication can be achieved against the fluctuation
of the gripping angle.

Fig. 19 is a diagram showing an example of

the construction of another grip type finger vein



5 tocircularly arrange around the center axis of the grip 22. In addition,
a plurality of, or two light sources are nounted in the handle to oppose
these caneras. At this tine, the plurality of cameras 4 pick up the vein
patterns of the user's finger 1 of the 10 hand's backsi de. The upper canera
4 picks up the veins of the finger of the hand' s backsi de between the
second joint and root of the finger 39 while the |ower canera 4 picks up
the veins of the finger of the hand' s backsi de between the top joint and
second j oi ntiddnttinfel cdisi dn nievide Hdwisng as wlonpalkedy w £ hcatherdsvi ce havi ng
the single canera 4, the device having two caneras 4 can increase the
amount of patarited o decipf eiklalr Lip, swPutenidee el ahes reEogp®tion rate.
At the authentjication tinme, it is possible to 20 conpare the inmages
obt ai ned froitthe two caneras with the registered ones, respectively and
eval uate each degree of coincidence.Bgiaaddition, when the regions that

the plurality of canmerd® piekP uPIRRRr iRAT PR P BV E3EH ot her, it

is possible to can%fe t he 25 acquired éi@ger vein patterns jnto a pattern
and keep i tt° He § Y R T Rt O atRart e | it s het B'Gorit hm of the

convent ol L1081 VeLl ARULRONL CELEML SR ber oSt L ipglgtier et hod
OLIEDS e AR Ry AIE RS S OGRS AOREY, MARDY te
robust ChecKﬂﬂneras. At this time, the plurality of cameras 4 pick
up the vein patterns of the user's finger 1 of the
10 hand's backside. The upper camera 4 picks up the veins
of the finger of the hand's backside between the second
joint and root of the finger 1, while the lower camera
4 picks up the veins of the finger of the hand's
backside between the top joint and second joint of the
15 finger 1. Thus, as compared with the device having the
single camera 4, the device having two cameras 4 can
increase the amount of patterns to be picked up, and
hence enhance the recognition rate.
At the authentication time, it is possible to
20 compare the images obtained from the two cameras with
the registered ones, respectively and evaluate each
degree of coincidence. In addition, when the regions
that the plurality of cameras pick up are partially
overlapped on each other, it is possible to combine the
25 acquired finger vein patterns into a pattern and keep
it. The former method has the advantage that the

algorithm of the conventional finger vein

authentication can be used. 1In the latter method, even



5 can be perfornmed against the gripping angle fluctuation. Fig. 20 is a

di agram showi ng an exanple of a grip type finger vein-identification device
built in a safe. The identification device is incorporated, as 10 descri bed
above, in the grip 22 that is nmounted on the door 242 of the safe. Thus,
since any person other than the registrant cannot open the safe, the
property can be defended. In order-taQregister, the user may insert a

regi stration key in the keyhol e 248 given 15 above to switch to the

regi strationifrodee ogrpping 382le nbjudeuapem whematlod aseat ilkandr nunber
and to thereb bring about the registration node. Wen the safe is normally
not carried,4%Z hfslly deras®s calt® ot Hevite FRe nuhteditwchuableerc384 on the
20 top of the safe. In this case, if the authentication is not successful, a
| ock 388 at BHeCTRARtTHHN bRY weed ROSHTbraBgeCateCthen sifengahhidt be

unl ocked so that. an erson other,than the authentic regi strant cannot take
the safe outPaﬁﬁﬂﬁ%%ssﬁﬁéﬁ‘%ﬁdtgﬁfﬁ%ﬁ%eﬁia@ﬁ@hﬁh%ﬁoﬁfgﬁs nChgﬁgﬂBle of the

constructgon of anothef ﬁ%i t¥ge f%ngﬁr vein.iden%i{ication devi ce capabl e
of person® i GEAtYTIRAETY %@ Y AEPP hg T hed bt &9 of "% fot or bi ke. - 41 As
illustrated %fug%%at21A’ a projection 404 is provided on a handle 402, and

the light source |%Onincorporated in the projection 404. The projection

404 is made of a matepjal sychsag QELybif LRSIy 2NSORLEPIe of a

grip type finger vein-identification device built in a
safe. The identification device is incorporated, as

10 described above, in the grip 22 that is mounted on the
door 242 of the safe. Thus, since any person other
than the registrant cannot open the safe, the property
can be defended. 1In order to register, the user may
insert a registration key in the keyhole 248 given

15 above to switch to the registration mode or a dial 382
may be spun to match a particular number and to thereby
bring about the registration mode.

When the safe is normally not carried, this

identification device is mounted in a holder 384 on the

20 top of the safe. 1In this case, if the authentication
is not successful, a lock 388 at the junction between a
floor 386 and the safe cannot be unlocked so that any
person other than the authentic registrant cannot take
the safe out.

25 Figs. 21A and 21B are diagrams showing an
example of the construction of another grip type finger
vein identification device capable of person

identification by grasping the handle of a motorbike.



5 to infrared. The projection 404 serves to support not only the |ight
source 3 but also to position the hand when the user grasps the handl e 402.
The canera 4 is provided within a handl e support 406 that supports the
handl e 404 in order to oppose the light source 3. 10 As illustrated in Fig.
21B, when grasping the handle 402, the user nmakes the inner side of the
thunb 408 touch the projection 404- AL this time, the light source 3
irradiates light on the pal mside of the thunb 408 of the user, and the
camera 4 picks up the A$ ngbludbraesd patfiegn DAL he phendcdosnofO4he hand' s
backside. Then, the authentication process is perforned. If the, obtained
pattern coi nk$ desowided tPie @ lgpRd ke eﬁo%neé}n@ hehe usegheapce¥aet 3t hé engi ne of
t he notorbi ke. This authentication process can al so be used to unlock the
20 handl e | obkComprRr akkheht i Bhe i BROTRGE B st &t t ed AhePr @I eSBhSRI 48f the |ike
detects that the user_has grasped tgﬁ handl e 402 as descri bed above. In
order to regtst®RdRh 2 UHEPrthb SLORdRTi Y hht TR Reyr FRFPREGR St rati on

tely 25 d.isj ted in. th hol e 248 ided in th
anl 6 405, PROUGEGT G naphht H AR B B0 T AT BT hat P VRGP Ehe"Tker may

spin an inpuénintggéa%f%h%i%eugc%eg g&ypgf% ¥£t§ %Pgiége¥ﬂgt959&ke, to

match a - 42 sswor n erepy " to sw registration node. The

above enbodi it gﬁ@ P& APPLL 885 NPhe Ol Ya1L 016 pe handl g0 L hg Dt or bi ke but

al so to the handl
provided within a handle support 406 that supports the

handle 404 in order to oppose the light source 3.

10 As illustrated in Fig. 21B, when grasping the
handle 402, the user makes the inner side of the thumb
408 touch the projection 404. At this time, the light
source 3 irradiates light on the palm side of the thumb
408 of the user, and the camera 4 picks up the finger

15 vein pattern of the thumb 408 of the hand's backside.
Then, the authentication process is performed. If the
obtained pattern coincides with the registered one, the
user can start the engine of the motorbike. This
authentication process can also be used to unlock the

20 handle lock. The authentication may be started when a
sensor or the like detects that the user has grasped
the handle 402 as described above.

In order to register data, under the

condition that the key for registration separately

25 prepared is inserted in the keyhole 248 provided in the
handle 402, the user grasps the handle 402.
Alternatively, the user may spin an input interface

like a ten keypad mounted on the motorbike, to match a



5 of a bicycle or exercise bike. Particularly in the exercise bike, such a
function can be provided that, after the authentication of the user, the
exercise history information of having utilized the machine in the past is
read out and offered to the user. 10 Wiile the veins of the right-hand thunb
are wused for the authentication in the above enbodi nent, the sane device
may al so be provided on the |left hardéé -so that the thunbs of both hands
can be used to make the authentication. Therefore, the authentication can
15 be perforpasswiich andhtie giley e etWsioh. tEVide i Feahytbakion the above
enbodi nents, the flow of the authentication can nmake use of the fl ow
described wit?®eference to Fig. 22. In addition, the shapes of the grips
disclosed in Figs. 4 through Fig. 20 10B can be ghgsi ally combiped within a
possi bl e range. Mor eo¥&? , JPAES ot RRPILADPECHF RHe PR H?%snanﬁPg¥ed in

Fig. 13A and the faollow ng draw ngs _can. al so _be . conpi ned. S t he

enbodi nent s d@sth§ K’ ?hogr BrERter bﬁ%i%%F 3%%92%8 588 @%ﬂgﬁg conbi ned
with the 25 epbodi nents that haye. ot her, type f.qori By t conbi nati on
L s posSTHTE o herert ik ovactibee prbis £ cee £ 1 8Lk ira Yo g her

understood by, LNOPE p i, SKhlhed O LOPATLL L NAL. BELDPUOR £hE: ] OF egoing

descri ption has been nmade’ on enbodi nen invention, e invention is

not |imted fheretonand,Nahi PUS: EHANGES R0, J0MI TLgatLeos By be made

wi t hout
history information of having utilized the machine in

the past is read out and offered to the user.

10 While the veins of the right-hand thumb are
used for the authentication in the above embodiment,
the same device may also be provided on the left handle
so that the thumbs of both hands can be used to make
the authentication. Therefore, the authentication can

15 be performed with much higher precision.

Even in any one of the above embodiments, the
flow of the authentication can make use of the flow
described with reference to Fig. 22. 1In addition, the
shapes of the grips disclosed in Figs. 4 through Fig.

20 10B can be physically combined within a possible range.
Moreover, the other shapes of the handles disclosed in
Fig. 13A and the following drawings can also be
combined. Also, the embodiments described with
reference to Figs. 18A and 18B can be combined with the

25 embodiments that have other types of grips. By the
combination, it is possible to more improve the
precision.

It should be further understood by those



5 departing fromthe spirit of the invention and the scope of the appended
clainms. - 44 CLAIMS: 1. A personal identification device conprising: a
grip having such a curvature as to grasp by a hand; a light source provided
within said grip so as to irradiate light fromthe pal mside onto the
fingers of said hand that grasps said grip; a canera for picking up the
i mge of the |ight passed through sai4d #+ingers fromsaid |light source; and
a processor for extracting a vessel pattern fromsaid inage picked up by
sai d canera skibhbkedolinideatafy thetvetuladeghsthel tanegaibei ng provided to
oppose to said Ilight source through said fingers of said hand that is
graspi ng sai @ yFErPahentapi kreupnede pacrepeadimentai af Fhfgers. 2. A
personal identification device according to _claiml1l, wherein said grip has
at | east onel®BYSHbte: r BR@sSRYCAF LAY Whi RAC shiBl FPfgeherare BOE out. 3. A
per sonal identificatign devi ce accgrging to clain%Z, erelg sa%d | i ght
source is prbvfHeds atPAIE D AP oAb + EShbAAF ME2Y oPEHBALENY F5OPbsi ti on of
said recess., 4. A personal _identification device according.to claima1l,
wherei 1 st EaHEr SR o BT DV AE L EhE roh Gt pthPEnBEERT EhB0ERE

scope of the appended claims.



support for supporting said grip. S. A personal identification device
according to - 45 claim1, wherein said canera is provided within said
grip. 6. A personal identification device according to claimb5, wherein a
bar for alignment of said fingers is provided to connect said grip and said
grip support so that said bar can be held between the plurality of said
fingers when said hand grasps said grap.-7. A personal identification device
according to claim1, wherein said grip is shaped to have a different
curvature i rCIigatMSfromthat in the other part of said grip so that the tips
of said fingers are inserted up to the part of said different curvature. 8.
A personal ildentificath ditRiale Ui Rptien VRS, CARF LI plural ity
of said light sources are  provided in the |ongitudinal direction of said
fingers to be put outd® TFIIA GEtisthatuGehtT4 EHtHoh VeI ng to
claim1l, further conprising a sensor to detect the pressure applied to said
grip by sai @ MARF7 said canera bei ng started to pick up when said pressure
is applied to said gri gr Ot' A&)Lgersonal i de t‘j,fé}gatisoapjd‘gevhc agcordi ng to
claim8, wherein a plutati®y* of°%ard Ranetds” dre- "t ovi ded T 7P the
| ongi tudi nal _ direction, of sajd fi aﬁ S&: @ignggfugﬁéity of |ight
sources. 11.%%A tpoerlsr()%aacfl?%njtll?}il%g%e%@ tee\?iig%@c%lo(?di ng to
fingers of said hand that grasps said grip;
a camera for picking up the image of the
light passed through said fingers from said light
source; and
a processor for extracting a vessel pattern
from said image picked up by said camera so as to
identify individuals,
said camera being provided to oppose to said
light source through said fingers of said hand that is
grasping said grip and to pick up the backside of said
‘fingers.
2. A personal identification device according to
claim 1, wherein said grip has at least one or more
recesses along which said fingers are put out.
3. A personal identification device according to
claim 2, wherein said light source is provided at a
location corresponding to the central position of said
recess.
4, A personal identification device according to
claim 1, wherein said camera is provided within a grip

support for supporting said grip.

5. A personal identification device according to



claim1l1, wherein, as said hand progressively noves in the |ongitudinal
direction of said fingers to grasp - 46 said grip, said canera picks up a
plurality of successive inmages of vein patters of said finger in tine
series so that said personal identification can be perfornmed by using said
plurality of picked-up images. 12. P, personal identification device
according to claim1ll, wherein said pboeessor conpares each of said
plurality of picked-up inmages with the correspondin one of the registered
vein patter nslaion thatwisai@in pez 5dnedme vent § fRearided cahtben | s@béd to be
authentic, or successful when some of said picked-up inages are coincident
with the corg%@$ond|ng ones of the registered vein patterns. 13. A personal
identification device according to claiml, whereip said réfnis t he

doorknob of @ car, and %%ﬁ%P’b?%c%%%%’?l%Ja?%%%o%a@?ivﬂ%%r%ﬁ6 9ata car to

be unl ocked when it I ydges; sal d perponal, I dentifigation Lo be, suggesstul.

provided to connect said grip and said grip support so
that said bar can be held between the plurality of said
fingers when said hand grasps said grip.

7. A personal identification device according to
claim 1, wherein said grip is shaped to have a
different curvature in part from that in the other part
of said grip so that the tips of said fingers are
inserted up to the part of said different curvature.

8. A personal identification device according to
claim 1, wherein a plurality of said light sources are
provided in the longitudinal direction of said fingers
to be put out.

9. A personal identification device according to
claim 1, further comprising a sensor to detect the
pressure applied to said grip by said hand, said camera
being started to pick up when said pressure is applied
to said grip.

10. A personal identification device according to
claim 8, wherein a plurality of said cameras are
provided in the longitudinal direction of said fingers
to oppose said plurality of light sources.

11. A personal identification device according to
claim 1, wherein, as said hand progressively moves in

the longitudinal direction of said fingers to grasp
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said grip, said camera picks up a plurality of
successive images of vein patters of said finger in
time series so that said personal identification can be
performed by using said plurality of picked-up images.
12. A personal identification device according to
claim 11, wherein said processor compares each of said
plurality of picked-up images with the corresponding
one of the registered vein patterns so that said
personal identification can be judged to be authentic,
or successful when some of said picked-up images are
coincident with the corresponding ones of the
registered vein patterns.

13. A personal identification device according to
claim 1, wherein said grip is the doorknob of a car,
and said processor causes said doorknob of said car to
be unlocked when it judges said personal

identification to be successful.



