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[0007] WLANSs based on 802.11 have only three standardized notifications
(Disassociate, Deauthenticate, and Authenticate Failure). These notifications are
part of the standardized 802.11 management information base (MIB). With the
move towards WLAN integration into multiple cell deployments, RRM can be
used to maintain efficiency and inter-operability of WLAN access. Presently,
there is no existing IEEE 802.11 standard relating to remote RRM (i.e., not
implemented in the AP) to benefit from the signaling efficiency and traffic load

reduction as allowed by event-triggered reporting in UMTS, for example.
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[0012] A network management entity (NME) for remote radio resource
management in a wireless local area network (WLAN) having a station and an
access point (AP) includes receiving means for receiving a notification message
from the AP, processing means for processing the notification message, and
managing means for managing the radio resources of the WLAN based on the
contents of the notification message.

[0013] An access point (AP) in a wireless local area network (WLAN)
having a station and a network management entity (NME) includes receiving
means for receiving information from the station; processing means for
processing the information and generating a notification messagé, the contents of
the notification message based on the processed information; and transmitting

means for transmitting the notification message to the NME.
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[0029] To achieve remote RRM in a WLAN environment, the following set
of signaling messages (station management (SMT) notifications) are proposed.
Each of the messages is defined as a SMT notification. An SMT notification in
accordance with a preferred embodiment of the present invention is a simple
signaling message on the network side (functioning like a measurement report
message from a Node B to a RNC in UMTS exchanged over the UMTS Iub/Iur
interfaces). Basically, the AP sends SMT notifications as a kind of SNMP protocol

message once certain conditions are fulfilled. The conditions can come from 1.1

and L2, and will likely contain measurements. Because SNMP is situated above
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basic service set (BSS) with the AP 202 (step 210). The AP 202 in turn replies to

the station 206 with an Association Response frame (step 212), which includes a

status code indicating whether the association was successful or not, and if not
successful, a reason code for the failed association. It is noted that the status
codes used are the status codes set forth in the 802.11 standards.

[0033] The AP 202 evaluates the status code contained in the Association
Response frame (step 214). If the status code indicates a successful association,
then the AP 202 sends an Associate notification to the NME 204 (step 216). The
Associate notification includes the MAC address of the station 206 to which the

Association Response frame was sent. If the status code does not indicate a
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[0036] Figure 4 is a flow diagram showing a Traffic Load notification
message sent by an AP 402 to a NME 404 depending upon a channel occupation
value sent from a station 406 to the AP 402. A Traffic Load notification is a
message to signal from the AP 402 to the NME 404 that the averaged
experienced traffic load in the BSS exceeds a certain limit.

[0037] The station 406 measures the channel occupation (step 410) and
reports the channel occupation value to the AP 402 (step 412). The AP 402
compares the channel occupation value reported by the station 406 to a

predetermined threshold (step 414). The threshold is exceeded when the average
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the signal quality value to the AP 502 (step 512). The AP 502 evaluates the

signal quality to determine whether the signal quality is below a predetermined
threshold (step 514). The threshold is whether the average signal quality level is
a predetermined percentage lower than a predetermined value for longer than a
predetermined time. It is noted that the percentage difference, the baseline
signal quality value, and the minimum time are implementation-specific. In one
embodiment of the invention, the percentage difference is 50%, the baseline
signal quality value is 10 dB signal to noise ratio (SNR), and the minimum time
is 10 minutes.

[0041] If the signal quality is below the threshold, then a Low Signal
Quality notification is sent to the NME 504 (step 516). The Low Signal Quality
notification includes the MAC address of the station experiencing low signal

quality and its average signal quality level. If the signal quality value exceeds



qual ity value sent froma station 506 to the AP 502. A
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operation.

[0045] The contents of each type of notification can vary by the station’s
MAC address, the reason code, the status code, and the error code: The
notifications can be dependent on configuration by the NME. For example, an In
Band Interference notification is sent when interference level as given by
measurement A exceeds a configured threshold B for longer than C seconds, with
the variables A, B, and C being configuration-specific or implerﬁentation—specific.
[0046] Figure 7 is a flow diagram showing a generic notification message
sent by an AP 702 to a NME 704 after a trigger condition has been met. The

NME 704 configures trigger conditions and transmits the trigger conditions to



reports the in band interference value to the AP 602
(step 612). The AP 602 determ nes whether the in band

w0 niosiarence val ue exceeds a predeterm ned theewhstods/022535
(step 614). The threshold is exceededwhen the station
606 perceives an average interference |evel higher
tthaAFa7 } @tiat €10y heordeafarehe triggen todre dobivgésd, bhanf @avo events

predetern1ned t N at e base] i ne
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invention, the baseline interference level is -75 dBm
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Interference notit catloﬁ
(DQKH,) bédhtise botlesteps chamt Havedo bepenfmanesrbt $tepddRican include AP-

des .t he |nterf evel the,_i n.band
A BPH R 28 b e TRt FE Py 4P Gp AR trigger.
‘Sﬁ@;ﬂ 7hh %aﬁﬁn@l@ae%yt §ctfdi’1r talk@f HyPEheO§tadion LA LAEh | bE‘ sendmg a
band i nterference val ue, and continues with normal AP

sprerest frsme fodesIP A2 contents of each type of
I cati : o)
e 7? eas on‘62 tr:a 5 g&fﬁn%(lﬁhx% ? ée/l quh%c‘g%@tthe Hé t'fbw@é:er(g%‘rd fioh care met
Ts*.tep 7ds6).f Ifcidiei t‘r@ec annditione peradanttmet) thenfthguABRt7 O@nwbits for

t NMVE, F , In B
R EL AP GTY eBEaiLhy Preperi2r Dl a flsvBietss copdjtigns are
et TBRS Y16 NRALN AewEitRESoRicRAl ROH 8k APres le@ﬂfé ﬁfvm 704 (step

| onger "t than Cseconds, with the variabl es A B,

@g,g) dde ddhitheguretinng ﬁo ypHing for additional activity, as mdlcated by steps
ntation-specific. [0046] Figure 7 is a flow

gl agram showi ng a generic notification nessage sent by

H048P 702 Fxguﬁe BN a Ty @fagmmahbwi@em aﬁﬁﬂﬁﬁtbieﬁiboﬁﬁﬁent of a

been . net e NVE 704 co gur

 ERoeS BEArRn RESTagC 6T e P Ao A A4 o8 o trigger
cotdfior Hak bebR n@itdChe MSGZrk%nﬁé‘hﬂé%%lg‘g@r Qﬁuﬁﬁ&ﬁé’ @%%8 10). In
one of two events can occur: sone actlivity at

mizer(fglt die tyipgyr torbecactivatedo pnyofdwoendstsi cahocenst sqme activity at
?eﬁﬁ%foé‘?%te&%ﬁ?o als4[')at101|1 %0%3 Serlt} 1%% <’fglton otc AP 808 (s%ep 814).

It is noted that either one or both of the steps 812, 814 may satisfy the trigger
conditions, and is dependent upon the trigger conditions set by the NME (hence,
steps 812 and 814 are shown as dashed boxes, because both steps do not have to
be performed). Step 812 can include AP-based events such as an internal AP
measurement or other internal AP trigger. Step 814 can include any action taken
by the station 806, such as sending a request frame to the AP 802.

[0049] A determination is made whether the trigger conditions are met
(step 816). If the trigger conditions are not met, then the AP 802 waits for
additional activity, as indicated by steps 812, 814. If the trigger conditions are
met (step 816), then a notification is sent from the AP 802 to the NME 804 (step



steps 712, 714 may satisfy the trigger conditions, and

i s dependent upon the trigger conditions set by the
wolR@spance, steps 712 and 714 are shown as daRtEUS2004/022535

boxes, because both steps donot have tobe perforned).

Step 712 can include APbased events such as an

is08 e ThalAPARenratumne hewhithng for héditiontbactbtityAR: indiqdet by steps

§t§%37 4 can include any action taken by the station

8 ich as sending a request frame to the AP 702.

[66kb7] A defRsuEmEd RBtnSs %@%lé\ﬁﬁ@hﬁeﬁ fhReprbkdiG@kention are
condi tions are et (steg 716 If the tr

[
desratibeddn sheprefensed eambo S tqﬁalbpumzowgm@qr@r each feature
e
IO? % ?éaélggér u%%&r] élogx%éﬁ%fécﬂgdtcﬁte h?}y ifega%ﬁge%(s%?@ {e]ﬁéj:]e%gs of the
Ip@éfbfned amhommsnis @nfin avons dmbiatiddd with oiveithidt ofhdr features

(s e 718). .The AP then ret urns. t ona ng for
sadeleranie o RFPYSPL IBentipd 111@&959}'1 @ggélﬂezlts 9fthe present

ERRBlon M el dhdwa AhP Vel 2Mash AnbdiGcatorst 480 Gé‘ﬁﬁtmns
enbodi nent of a generic notificati on message sent

souldegoade by anNﬁEdenéhe ert withewgdenartivadram dhe me of the
t
2‘?%1’“%5‘1"55‘ oved gglgpﬁgllr? Lérﬁgg f 111‘.15151‘9.&3? 4 & R&qiﬁtﬁlﬁ gartlcular

e ac
omendiontinGingweay.S can occur: sone activity at the AP
802 (step 812) or a station 806 sengds information
tothe AP 802 (step 814). It is noted that either one
or both of the steps 812, 814 may satisfy the trigger
conditions, and is dependent upon the trigger
conditions set by the NVE (hence, steps 812 and 814
are shown as dashed boxes, because both steps do not
have to be perfornmed). Step 812 can include AP-based
events such as an internal AP neasurenent or other
internal AP trigger. Step 814 can include any action
taken by the station 806, such as sending a request
frame to the AP 802. [0049] A determ nation is nade
whet her the trigger conditions are net (step 816). If
the trigger conditions are not nmet, then the AP 802
waits for
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addi tional activity, as indicated by steps 812, 814.

If the trigger conditions are net (step 816), then a
woodosPiaati on is sent fromthe AP 802 tot he NMCBO&2004/022535

(step818). The AP then returns towaiting for additional

activity, as indicated by stepariik2, 814. [ 0050]

Al t hough the features and el ements of the present

iikehnisictarimmddsdescri bed |n the preferred enbodi nents

in particu i nati .each feature or elenen
Canpb e% ‘éﬂ‘gp WEWS T4 IQTESPISE TRANAZE D %ghgwu*eless local

%&@@ﬁm@rﬁim}m\m tied wiied needs FRHtRn0hn h&beg@ﬁdlﬁy@m anda

conbi nations with or wthout other feafures and
@lebvrerk mappgerhenterdiia{NNE) dhe methodgdmerising the steps of:

speci f 0 e p i nvention have been
shown® Aaﬂ%q%ﬁ%c rb%%er con&l %o ?%ﬁ’l ons and vari ations
8 oul ddbternmﬂf aghyhaher ﬁi@ ﬂrig?@r ﬁdihdllﬁﬁn abb bebd hﬁiﬂt and

eparti rom scoeotelve ion, The abo
descr PO dtes as%?%lg%at%%l mepipgerizee tglﬁdgé&? the (YE Hethe trigger
Qaﬁ&ﬂtﬁﬂl}pars HeBM&Mt on in any way. CLAIMS What is clained

thod for renote radi o resource managenent in
a wi reI ess | ocal area network (W.AN),the W_AN| ncl udi ng

a station, A net

nmanag hentTlg%Pleﬁ (fﬁﬁc/%fémtghé %{nngdwg% ﬁod’ff%mg step 1
Pleefosmed byecheNMEri ng a trigger condltl on at the AP;
determ ni ng whether the trigger condition has been

met; and sending a notification nessage fromthe AP to
the NYE i fridigebhdd g&rormg%tc L DaghORen et on Fgestep is
nmet hod according to claiml erein the con

pediorined pgtheAkkd by t he NVE. 3. The met hod accord| ng

to claim1, wherein the configuring step is perforned

by the AP. 4. The nethod according to claim1, wherein

the t4j ggeThepidhdd Sdtording to claim 1, wherein the trigger condition is

met upon receipt of information from the station.

5. The method according to claim 4, wherein the information includes a

request message sent from the station to the AP.

6. The method according to claim 4, wherein the information includes a

measurement taken by the station.

7. The method according to claim 1, wherein the trigger condition is

met upon an activity at the AP.

8. The method according to claim 7, wherein the activity includes a

measurement taken by the AP.
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met upon receipt of information fromthe station. 5.
The met hod accordi ngtocl ai m 4, wherein the information

w0 p@b0tHa37 a request nmessage sent fromthe statPONUSI®04/022535
the AP. 6. The nethod accordi ngtocl ai m 4, wherein the

i nf orgati ofipl Bﬁtﬂ&fgcc@rcﬁﬁg§é’ gl%ﬁﬁwtm}h@{‘&ﬂ tﬂ% a&i{%ﬁty includes the
station. 7. The method acCording fo claim i, erern

tAde detercigge thatom ghrdaroeter shimsholddos teen aodssed.t y at t he

AP. 8. The nethod according to claim7, wherein the
activity includes a neasurenent taken by the AP.9. The

met hodpac CPhEinhsthb® aebdrdMgr toMIBIRI 1) fhitheR Cbmytisihg the step of
i ncludes the AP detecting that a paraneter threshold

raBeddinghtherdpdegining and sendipg KbaPsaccording to claim 1,
further conprising the step of repeating the

determ ning and sending steps. 11. Anmethod for renote

r adi oliesodmeethrd fiergemebd radio eesoiiree nesmgenwalt ima @dreless local

net wor k iacl udi.ng a, station, an ac
Bophe sk TR e YR acliiBd abetaht R GoreRRER S ), and e
TREROLk BANREsBEADertNS (NMBS tBé mdthad 8dthpribing the SBPIQF
message fromthe station to the AP; processing the

r equetangpytiinga zequdsk messagedspraibie stption toHberuest

nessa . ' e fronthe AP to

t he s?g%cig%sﬁﬁgém\;%%@ls{n%%?%%%g%gn $ of the response

nes s agespahdingdo A regndstsrerdagepyesending d waponse messaggfeom the

fr he AP to the NME based on the contents of the
ﬁ%@&ﬁ?@tgg@age. 12. The method according to claim
11, weediehfinkRBe cOAMAEL of RS $EGRNLS niRLsATSHAThA AP And

request nessage; and the response nessage is _an
assocpending a pefpberttommessage. from the AP to the NME based on the

contents of the response message.

12. The method according to claim 11, wherein
the request message is an association request message; and

the response message is an association response message.

13. Themethod according to claim 12, wherein the notification message

is an association notification if the association is successful.
14. The method according to claim 13, wherein the association
notification includes a media access control address of the station to which the

association response message was sent.

15. The method according to claim 12, wherein the notification message

is an association failed notification if the association failed.
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13. The nmethod according to claim12,wherein the
notification nessage is an association notification if

W b@sasdaoti ation i s successful. 14. The net hodPCT/US2004/022535
according to claim13, wherein the association
not I f G I Phe hEhYHESoRailEdh UARE LS SrBARL Bl BANESESn failed
of the station to i ch tfAe association response
motifagiomaxledast . 15. The net hod according to claim

12, wherein the notificat] i i ation. .
fai | e "HOLPITERTT ST AoHesssTieaniplAn g ¥ B e appebiation

Fedpoade gfég@ggjj@gs géhtg:h@dm 15, wherein the association
failed notification Includes a nedia access contro

addr e8Feaontagde & indiegte the gasen fomihedfaded pagacintion.

response nessage was sent; and a reason code to

i ndicate the reason for the fail ed association. 17.

The nt7.hodlae oetbchgeconding &6 abairh, 1 lwivdicedin t he request
S a reassoci,ati on request nessage; and the

message |
[ e poHierRISSMESTAgS i P ssASSArtPR sotest ARG s B age.

18. The yRp&ed BE6AEEINS rédis6diaion IdspotbiehRishdene
notification nmessage is a reassociation notification
if the reassociation is successful. 19. The net hod

accor iign 9 e I%le?il(lu& d%cgorg%é&ilﬁn{ 1176 v;h%?‘gii%ﬁé ﬁBﬂéQ%rmé)g Jnessage

notification i1n Ia access contro

i a rémssediation notificatiorc if thb eeassadstion & simdeds@slponse
message was sent. 20. The nethod according to claim
17, wherein the notification nmessage i s a reassoci ation

fail eggnotThd GRLtheA ddcotdifs r8agans! B8, Rhefcdh |1@€- reéhdsociation
The net hod accordlng_to claim 20, wherein the .
netifsydeminchidesa medianancess eatiobadilrass ofitlze statiedita which the

?&acs§§aaﬁglgE’ésﬁ!onggg{egsc‘a?e%ast dggstation to which the
reassocl ati on response nessage was sent; and

20. The method according to claim 17, wherein the notification message

is a reassociation failed notification if the reassociation failed.

21. The method according to claim 20, wherein the reassociation failed
notification includes

a media access control address of the station to which the reassociation
response message was sent; and

a reason code to indicate the reason for the failed reassociation.

22.  Amethod for remote radio resource management in a wireless local
area network (WLAN), the WLAN including a station, an access point (AP), and a
network management entity (NME), the method comprising the steps of:
measuring a parameter at the station;

reporting the parameter from the station to the AP;
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a reason code to indicate the reason for the failed

reassoci ation. 22. Amethod for renpte radi o resource
woreivagerrent in a wireless [ ocal area network (REBNS2005622535

WLAN ncl udi ng a station, an access point (AP),and a

net wo ' : ri.Si

Che. opSpERIRESTE R BlleLt to 4 MRet A5l R WRREHGRAR 81419 and

r epor sémtting hengoiicatieh erestagenfiroinehs tAdR toothetDNOVIENE tAparameter

conparing the paraneter to a predeterm ned threshold
age %gh%%}re&?ﬂgsendi ng a notification message fromthe

AP to the NME if the paraneter neets the threshold.
23. The nethod accordingto claim 22, wherein the

par am@8er The methethawordng tipelein2d, sihegeinand t he

CE . . ; d natification.
o | THIE hh e Bl b Bplibll vaBRCREL TG
sendi tige Abdigfcadtivn mdeags énd trudfi¢ hadtnefficatiohoad

notification fromthe AP to the NVE if the channel
occupation val ue exceedsthe threshold. 25. Thenet hod

accor digngt ped ah8ined. MeFdhg toh8aldr £5h@hdrdis @%CeaIREs step

when an average channel occupation ratio i s higher

ihdndes pereting dheitnafic Jead aptifieatidmo fropp bge AR trabheaNME if the
termned tine, 26. .The nethod,accordingto claim

%,Sgr\?\%eof ‘é‘i‘%a%%ﬂ%le"%‘g? gﬁ%eteg% %%ng%og%'al gual ity val ue;

and the notification nessage is a |low signal quality

notificatign. 27. The rget hod. according.ta cl ai

wher e? t hEhemsHhadfcerapg taelammesd whathin the theeghslyl is exceeded

8k ki kA 40| R 1Y Mt

TPlercembageofr danger dhawy b preddtenminedwireeci n t he si gnal
qual ity value is below the threshold when an average
signal quality level is a predeterm ned

26. The method according to claim 22, wherein

the parameter is a signal quality value; and

the notification message is a low signal quality notification.

27. The method according to claim 26, wherein the sending step
includes sending the low signal quality notification from the AP to the NME if
the signal quality value is below the threshold.

28.  The method according to claim 27, wherein the signal quality value
is below the threshold when an average signal quality level is a predetermined
percentage lower than a predetermined value for longer than a predetermined

time.

29. The method according to claim 22, wherein

the parameter is an in band interference value; and
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percentage | ower than a predeterm ned val ue for |onger

than a predeterm ned tine. 29. The nethod accordi ngto
w@b@smiad2; wherein the parameter is an i n bandPCT/US2004/022535

interference val ue; andthe notification nessage is an

i n bapgh h AEELRNSNERaBOY 4 6Rbhint3ersHRAE nREDOGon.

according to claim?29, wherein the sending step

i ncludes sending the in band interference notification

fromthe totheNVE [ f f.he in.band,dnterference val.ue

excee%@'th h?ﬁ?%%ﬁ%ﬁﬁ?o ?gfﬁedﬁg?ﬂ%%'ggﬁg?ﬁﬂﬁﬁt%%géﬁgnmwp

Bkclwhey Rndiddwhctii besd tltdriefery aotifiestinhebmahe Ve ABe NME if

interference |level is higher than a_predetermn ned

Va¢ iebarg intgrfgeance nakiepxeedsdne thyesbald i ne. 32. A

net wor k managenent entity (NME) for renote radio

resource nmanagenent in a wireless |local area network

( WLANP 1.t heThi i hvdlagctirdipgdo staami SOnwheckimtheabeedwldis enteeded

AP), the NME .c ri sing: yeceiying neans for .
el 9 AGee dE PR v b AL B ighef Poff Arreglermined value for
Mepee$bhme predétsrhifedRi@gessi ng said notification

nessage; and nmanagi ng neans for managi ng the radio
resources of the WL.ANbased on the contents of said

ol 826 | S aaE dfmapnelV oBRRIVMIY G AifEPI Pafp ggeouree

magtageinent and wirelesswockl amnagéwerk (WHAN)y tHNWIHAN tilnduding a

conprj sing: receivi for receiving
PYAGRRE o 2reeonprrt AP A P NOR SRRt means 1 or
pr ocCefdeeiving Heah Far@Bdividg AnctiG&RRIhbsHed from the AP;
noti fication nessage, the contents of saig
not i f PROSESSHRE m@ggag@ waessgingrfaitpoiifigatiogsmgssage; and
i nfor PRt Lo, LELd r hriA
sai d %§a@€%§%@%wgggg E'g@ﬂ%ego%cés AEREWIIANG Based on
the contents of said notification message.

33. An access point (AP) in a wireless local area network (WLAN), the
WLAN including a station and a network management entity (NME), the AP
comprising:

receiving means for receiving information from the station;

processing means for processing the information and generating a
notification message, the contents of said notification message based on the
processed information; and

transmitting means for transmitting said notification message to the
NME.

34. The access point according to claim 33, wherein
the information includes a request frame sent by the station;

said processing means includes:
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NME. 34. The access point according to claim 33,

wherein the information includes a request franme sent
whygoosioe113t at i on; sai d processi ng neans PCT/US2004/022535

i ncl udes: processi ng the request frame; generating a

response frape 0 e S6MstiFam,the AP to the station;

eval uating the contents of the response franme; and
gener at i nggepleeating e eedroned freaiedortstseh fanm te AR s dyestation;

based on the,caontents of the.response franme. 35. The
access poi Wtal%ag”% @encﬁ D‘%%ltﬁ ng}fﬁ I;’Ol?ﬁﬁefi Aty 7

i nf or mat i enefetinitltife @niBRS WF eaRINbotifdde€idnahedshBe based on the
station; said processing neans includes: conparing the

pesnbcofdhe roFromse fi9medet er ni ned t hreshol d; and
generating the contents of said notification nessage
based on the results of the conparison.

35.  The access point according to claim 33, wherein

the information includes a measurement taken at the station;

said processing means includes:
comparing the measurement with a predetermined threshold; and
generating the contents of said notification message based on the

results of the comparison.
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