Title: REG ON-BASED SECURI TY TECHNI CAL FI ELD [ 0001] The subject invention
rel ates generally to conputer systens, and nore particularly, relates to
systens amd 2ombyheds that provide security to a subset ofcohjseabsodaased on a
region descriptor for the subset in order to mtigate data propagati on and

storage requirenents of cl ass}.gal | i r r i erarchies.
BACKG?QJND%UC]: THE | NVENTI ON ?%8%2]%@&’%‘&3% Illgl]ﬂaﬁ(glﬁ& dat abase design

i ncl udes adhost_ of I c;)rrp: ex data co?ﬁbgﬁ%tm%oldvi ng P;)W to S][ o&e,
manage, and mani pul ate | arge amounts : c ata often includes
intricate rel d00@hshi psThosubjdecinvettion redatespeasailytoadnphiceSistetisemdmiayi di ng
i nheritance properti.es tween various_ objects. K These, types, of )

rel ati onshi ps pgﬁ fmelfﬁiﬂg’({ rer%feis @%?yétef’]ﬁén‘gwtiljﬁﬁ?sjéﬁﬁt PERYidegRcwty fvi’eﬁ supset abobisets
conponent s to tussiage sgich dekatiptor ﬁpmeamaﬁh@rdepmnﬁgae@ataF)ﬁ)gaga@ioﬂaﬁ@base
desi gn pr 0Gess I 1es in ugdergtlandl n%ﬂ,t he way a_ relational database
managenent sy STEHCIEBHERCHS Phclaspigalabjserinheitinee Risgereliesur at el y provi de users

with information, a databasepptEgRUNBesISTHE AVERTFokact s (data) about
different subjects stored in separate tables. For exanple, one table may

only store fadl®Zbout Medr@remaiercin detabrse Aeseniagindes pdpstof pymBlendaa f act s
regardi ng sal &nsi@pslidhd 8RoRidRHow! 8 RIoRS n{aﬁe{ge,sﬁﬂ‘?na?x?ﬂ}?%% %g%’e%g{é)ﬂgtﬁ 89&'&&&.9" :

When using data, these facts are then autonatica present ed
in many diff er¥gh dgiggSen imglpdesyininpiterclagionshipsriayther date suck pointas objacittree onbi ne
facts abouis e : g : 3] rall.y, to design a
dat abase, ul|5nf g}r? J#g%a?% ﬁlh%gg%%eﬁgﬁﬂ%g%%eﬂagﬁgs %)bsg gsr' Tsh%%% 0sf epar at e

subj ects in a rhletnships afteh dohplicate thattivantdgsisngf danldetsemdicomporzatwtd he
subjects are r Led sg prograns often i.nclude a rel ational database
query using a lﬁ%qu?ﬁ%%c%g%}gbgg%x? DR Ag4°Re ﬁtgﬂ t}é?sda%‘?’?ﬁﬁidfﬂ%goﬁiféﬁv Panguage
(SQL). Bef or e wdektahdingthagey acdaidnel dumbhicathnbgenthat &ystegest@cadlat4l€Ld si ons are
usual |y made as.to which t s_of. data are.inportant and how such data
shoul d” be or gae?ﬁ'cieé‘&l?' aﬁ‘g?ccf%ge?%m’@fle ezt (?r%aﬂ‘ﬁ% arﬁlé’ﬂ?g‘?sﬁﬂ%ffé“ w&teoni ni ng
the scope 20f aceias Abagdtd)absadifteenihitditstheired Qe QibleBEF&H RamPiBSohe
determ ning the tables nee%fgd to divide information_ into separate subjects,
such as " Enpl d3aemay ghly sieFejiapts abouggpploysss; aad enoihqr iablemeay erly sloresBete in t he

dat abase. O haégaGREGNES, AndGhdhihd bR HaribAS of S REEIrhY Sraltbe Whed Ry are

data, these facts are then automatically combined and presented in many different

ways. For example, users may print reports that combine facts about employees and
25  facts about sales.
[0003] Generally, to design a database, information is broken down in some
order such as separate subjects in a library and then a database program determines
how the subjects are related. These programs often include a relational database
query using a common database language such as Structured Query Language (SQL).
30  Before such languages can be applied to data, several decisions are usually made as to
which types of data are important and how such data should be organized. For
instance, these decisions may include determining the scope of a database to decide
which data to store therein. Then determining the tables needed to divide information
into separate subjects, such as "Employees" or "Orders." Each subject will then be a
35  table in the database. Other aspects include determining respective fields that are
needed in order to decide what information to store in each table. Each category of

information in a table is called a field and is displayed as a column in the table. For



needed in order to decide what information to store in each table. Each
category of information in a table is called a field and is displayed as a
col um i nwoheodriabdee. For exanpl e, one field in an Enpl oyees/usaismosiosl d be
Last Nanme; another could be Hre Date. Another consideration is to

determ ne rel ai.iLonshi eci di h data in one_table is related
to the dat asei ﬁéx%@%%&i{%j%efdé@?nﬁnﬁ YReY §ﬁgf’?‘ﬁ¥:@’%ﬁ?§?ﬁiﬁ’@%‘a§‘°’fhﬁr ot Redligy creat e
new tabl es t o Idtar Ahgtherlvensidekatioh Gnis libpanina flARAESHSAUN asdOiAME hEReRe ar e

several comon_npi l.s t y, be epncount ered when desi gning a dat abase.
These probl emsm@Iéér\{agfgﬁ%rg}agegtt%%gagé“ ﬂ@?‘d@&eﬁ' Qeﬂg’éer%\ﬂ@“rﬁéﬁ%ﬁlﬁlﬁ ) talgeete may
i ncl ude . havi ng:reencwaiables widldifpthe 21gonBpH 8¢ nebsshiyel ds that don't all
relate to the @@Lﬁ subj ;lagt For exanple, one table m ght contain fields
pertaining to omer s -&¥° {EISPVeR cpnaop gitfaHnthabmmy by epcewttered wheror mat i on.

Al'so, it i ofdesiBnififk datbasé.CTIRRE plobleBRChh Ll EutLBDE RS, Hat@adse9ar ding only
one subject. In other cases, overhead is created when fields are

i ntenti onal | y TRR,Thaig may melide hevirgenedatie with 8 dargdvaymber of ficdds thgplon'tabl e t o
those recor ds.a/Fo® tbiRkakhy sdvhiRl. 1185 ckdal leShi j her
tabl e. Redund::ncy i s anot he? ﬂ|15f)greobl ereﬁ eeritoggfaglregélg;ﬁ\tu%gigr n%fas{})aegﬁg@,g many of
whi ch havi ng tih&usiemass a3 wilbps fiefds thag geniaih ealesihformaepa ¥dia, iigs efeninese f or
January sal es for. | | cust.oners and renote
custoners, in ﬁ”%ﬁ%@%ﬁl@%ﬁ?s’e unﬁg%fhnélg %S’eongfs a}“ﬁ%‘ é"ao eSS of

i nformati of. Tiedsadoseretted herglidds are avensiohdllydtft bignladn minyeedorfsdesmbd on

pertaining to I j.ect.in one.table. Q05]. | dditiqn to.the
conpl exi ties g?eyﬁa(lg%vﬂ%tgp@}eé%%?oatrl%aseag%o[r%sh ﬁéls't’%%ll L%?rfgatf%?ee‘%‘%isotﬂo“ﬁﬁé

dat abase, ot henothertsbleleRatundusy mimbthbeprblakamvhed hesgs htedBeahioynsipul d dat a
security be praovid for . the r ective tables and fields (e.g., security
such as who oro(%\‘l’\vlﬁgﬁgqj@gﬁg %é@ggﬁéa’f'&l%?x.am ?ﬁ%ﬁ?ﬁra@g AYGF 105 IRy de
security to coualpd £ FebiudBisdlesSor Bras@Ucusnida! MBS SHEinas i valaheh cal

obj ect s. ggassi cal | securt y consi derati ons have been propagated in an

i nheritanc® hi't? St siore ofihp sasn; lpg o infprastionn T coneiteciiapaist he hi er ar chy
woul d need t o chsolipdapal tefin@RRatRh p%llﬁiﬁnﬂng%@_sﬁ{@é &b‘j‘é&@ﬁ%ﬁ tappovever, there

is a coomon problem faced by any inplenentation that utilizes relational
dat abase' s t atf®5tows t 1 ddiGer tihe pemplpiidesi of by de totup andidesign the frdlost o set

security inf onA@kERNoOhe 8A1HAsOBiHEATRsALESHs ARt AR %m@%%%%_: ty data

to its child objects based on the inheritance node E
| NVENTI ON [ 00@Bjuldréida sespiity i mepvisted Seribesrespesiivephlilés and feldntag.yseotirity he

i nventionosn QE&Ek who or what can access a file). This includes how to provide security to

complex structures stored in databases such as hierarchical objects. Classically,
security considerations have been propagated in an inheritance hierarchy for such
objects, wherein each item in the hierarchy would need to be updated if one of the
items were changed. However, there is a common problem faced by any
30  implementation that utilizes relational database’s table rows to store hierarchical
objects, which is how to set security information or data on each object and populate
the security data to its child objects based on the inheritance model.
SUMMARY OF THE INVENTION
[0006] The following presents a simplified summary of the invention in order
35  to provide a basic understanding of some aspects of the invention. This summary is
not an extensive overview of the invention. It is not intended to identify key/critical

elements of the invention or to delineate the scope of the invention. Its sole purpose



to provi ic{go%(?ﬁ]j%&éunder standi ng of sone aspects of therkgﬁg%{)@&ﬂ hi s

sunmary xt ensi ve overvi ew of the invention. ended
to identify key/critical elenents of the invention or to delineate the
scope of the invention. Its sole purposei s to present sone con eptﬁ of the
i nvention im a Biterpest @HﬂqW?ﬁPéﬁsOféhedF\éﬁlnﬂﬂ‘éWa&WﬂégWP@’ aich BP0 the

descr i pti on_t hagolcSiRies Gkaglidndts pré QAT lusfhe subj ect inventi on rel at es

to systens and nethods that provide region- based securit%éto a plurality
of database obj W80 havi fdelyidecd fopntioalrelptss i sygasnppkmetbodsdl PEyeleob) ect s.

A region conpo nﬁgfoni- BasPd %\ﬂngt?% 5 ﬁl@}aili%?aﬁﬁé‘se Iobfedts hiNiff FBat@fkaf © @ Subset

of objects existfng rn a arc der to create one or nore security
zones that are feintiopshiysbdnutwenh thelobjehis e rlaregion comhonentis poovided hadtiaps exi st i ng

in a region,or zone to.share secur|.t ' i i1 t abase
processi ng }(gqﬁerg%%ﬁ?fgmﬂae{oﬁ .t? a?ué\%eetro ¥%%%ﬁe§sé)$%ﬁlg% é({:\ﬂlefagc h?ﬁ%g@gﬁtgzéegr%i ty
data). |n gener ale orah@s sicatty zdadsalra ar indepbndesiodf tiredserafctg nThis alldvesedbgects

rel ati onal database's table rows to, store.hi er.archical abject which is

al so causes a r SFSHNEJ" & L&Y FFOIR EW?)fec?PmP'@EB@ut%Se‘?'hlglﬁmg%ég T S%S)tfbeaé? and al so
to popul ate thep@@@sﬁhb&@?gﬁ@ﬁi@ﬁté Rl rfew@ noéssie ahickieo afdatekeahjte dits). Based on

t he i nheritance nodel . i

hi s causes, ever increasin nounts .of | essi ng
time for each oBfISEX: dlpseieal dalghrse prehifgefires AR vl €i a%FﬁB@l?gbﬂa’aF% fagﬁ-rﬁ‘ﬁi ed
consi derati @9s. (J QQO8lerAci@YbBBtE Mhidhs AsEQlubRelrbiaRd QécusiB] REdriptdrdOBSsdnOt
have to be in a contiguous tree) that share the same or simlar security

descri ptor. Whean gachebises anyd alse $e panytaty the speamty dsjcaiptor farespsgiaresdld PHECH egi on

to which the Ob%?s%? opﬁieqm&ﬁ@é/m§@eg.i ThiR bt dvBPREreadify anhits@MpRoceRing €I ON
can split if a ditferent security descriptor on any child object is

resul ted from t Hmedtramgeobjodt spdatsand is wifigaid hrjnioerdingrssionbagedanot her regi on

if the change resu i 19¢ the sanme security descriptor as that of the

0 sgée%tio

ot her region. Instead of each object directly owning its own security

descriptor, ,a r Wg?ﬁooms?%%?onﬁc%g"&EEXI\I&%E&F@O‘% Hs(adust happldinal |y

reduci ng thé nu f obj ates en a security descriptor on an
obj ect i s changechtighais treeythaf sheetthe dame esimilat secutey descppior sWhen osdguiity

obj ects. [0009] ,In .general ...a.reqi.qn,i.s ¢l. i £ ] & boLree
of obj ects i n aChTEPEr SRk B sharuOy B Rkl e SEkLMe e Bonty 0o
invention, a regbltupsé. Fodefstaned aasgian metsplafif odiffectisesivity dergriptheosznyshild
security descriptor,. wher t hose objects sharing the sa secur.i
descriptor do nB{’Jeﬁd%@s‘ﬁf?%%é’“hﬁﬁ §§antg?fe"vel§5%a Eeﬁbont”? ec.(’ﬁﬁ’%SF & BRihE lon
25  if the change results into the same security descriptor as that of the other region.
Instead of each object directly owning its own security descriptor, a region owns the
security descriptor; thus dramatically reducing the number of object updates when a

security descriptor on an object is changed that may affect the security descriptors on

other objects.

30 [0009] In general, a region is classically defined as a sub tree of objects ina
hierarchical object model. In the case of the subject invention, a region is defined as
a set of objects sharing the same security descriptor, whereby those objects sharing
the same security descriptor do not have to be under the same sub tree. This
indirection allows for efficient processes to manipulate the objects’ security

35  descriptors. Thus, region-based security essentially transforms an object domain to a

security descriptor domain and petforms security descriptor operations on the security



indirecti Q for efficient processes to mani pul at jects'
securi ty‘gggﬁ‘%ﬂﬂ%\%?s Thus, region-based security essen?fjiﬂﬁﬁ(%?)lﬂg%ﬁorns an
obj ect domain to a security descriptor domain and perfornms security
descriptor operations on the securitydescriptor domain directly and
i ndependent |y f deserntereloneay direety andindaperfenibyerdrcyerpighy whieh sytgaes
processing. [OO&Q}allT&taﬁon%Iﬁ&%%ﬂﬁfi shnent of the foregoing and rel ated ends,
certain illustrative aspects of the invention are described herein in
connection wi thgpfg foll qwtﬂ@aéé&ﬁﬁmhﬁ{ehwt&%e%&ﬁ aRNRKe duawpgs. These
aspects are indicative of various ways in whic t_%e_ invention may be
practiced, all ulustuative hspaste of the enveripntage dsscriigd berekp ip gonmgetionyjhabe
i nvention. O he j [OF
. y becone

appar ent 7 om o e e T e
([:)ORRSI dered i1& comjounwiysdn whidhithe meerdionwias §s prapiieBRIDE AR @Oiendrd DIE

W NGS [0011] Fig.,.1.s a sche | C 0 I I ! an obj ect
security syst enf ?vﬁl%gcl?gg}edsélﬁ]ce(ét W%ﬁ&%ﬂo@?p@&ﬁ%ﬁ%%@dg l%ﬂb%é%%{egﬁt@gnt i on. J
[0012¥ Fig. 2 i swentidhagiydievirhd apphireat frong the folewangdetaikd descriptiordafites n
transformin accordance with.an aspect of t subj ect invention. [0013
Fig. 3 illustraf’Sention e’i‘é?‘ﬁéfgfe\?én %‘Eﬂcg??wglgﬂﬁi%ﬁdwlp%?nsf ormin acE:orda]nce

with an a_spectfof the subject invention. [0014] Fig. 4 illustrates exanple
security interfaces in accordance with an bj ect invention.
[0015] Fig. 18 illustrates ré&giioh Wﬁmﬁégﬁkﬁmccor dance with an
aspect of the sypigct i nvgptliion scHoRRESbIoH Bagrbmiilidstistidptin@bjeexRbupttg regi on
processing algorithnms in accordance with an aspect of the subject

i nvengl on. [ 001¥ystemt ig.acqordance with g agpeet of repbiesf BVEBIBN process in

accor dance Wi t hi@aSPecty;pf i BRiSHRl BGluatiRY BNbiAHle LOAREBHoMmE wafsfbh a
schemati c bl .ockF ?algr am i ITguslt ra%aliﬁlg a S.lili t_%ltbl eag%gr ating %nvli rgnment in
accor dance wi t hirascerdpee tvidfantabpecsefihetbicrtiventipbn. [0019] Fig. 9 is a

iy oct 1 el SEEL T e 2 PRI PRI R e i o

accordance with an aspect of the subject invention.

[0014] Fig. 4 illustrates example security interfaces in accordance with an
aspect of the subject invention.
[0015] Fig. 5 illustrates region component processing in accordance with an
25  aspect of the subject invention.
[0016] Fig. 6 illustrates example region processing algorithms in accordance
with an aspect of the subject invention.
[0017] Fig. 7 illustrates a security region process in accordance with an aspect
of the subject invention.
30 [0018] Fig. 8 is a schematic block diagram illustrating a suitable operating
environment in accordance with an aspect of the subject invention.
[0019] Fig. 9 is a schematic block diagram of a sample-computing
environment with which the subject invention can interact.
DETAILED DESCRIPTION OF THE INVENTION
35  [0020] The subject invention relates to systems and methods that provide
region- based security to database objects having hierarchical relationships. Rather

than updating a separate security descriptor for each object, the subject invention



[ 0020] Tgﬁgéﬁ@ﬁﬁ{ﬁi nvention relates to systens and net ??ﬂﬁ@é@%}oo%g‘” de

regi on- ity to database objects having hiera
rel ationships. Rather than updating a separate security descriptor for each

obj ect, the subject inyentionintroduces the concept of a_regiaon, whereby
security forSS a Jﬂfr‘&‘é'ﬁe Ef ‘é‘&’tcel?té’?_elé“rgi‘%&ﬁ?r?%eﬁ!@y §‘§§&§Ye§ﬂb&ﬁ%§ gertyed fiosyi on
as opposed to tieaskicRkiah ftMe rebibnSs bfpdsél B Higdichy OTIES ASA b&Rlas@hChi tect ures
that require individual object descriptions and have security iInposed by

t he i nheri t anceclifsisplardgctues thetiequirppdisidual ohieatsieswinhprscand dipyrpearity st or age

can be conservegh3idas diPmberRcs hlcartBY Iﬁﬁ@glﬁaﬁ%ﬂiﬁmaségfo%gs Yol ! ributes

whi ch can be defined on a nore global "scale for the respectivé region. In
one aspect, a syergagande persoivelbsineemaanyfobiscisimaxtshare dimilabsesuriyatibutty and

managenent . ;4fhe & i 0, . . stores _a
rurar ity of® onyner bl BRI A AASR. AR TRARGRE e Aehiof Beh® et
obj ects. A regi a)systcmlippm'rdbd thef fanidites elatabase yecpotyemd hanagensub sHte spdterh he

are i ndependent T IEE AL Sbieiet 88 SR AP PHEh Ptk ChpigcA

rel ati onshi ps betavesshiptteeveehjiecdbiects] 00REbn AsmpEeat defindsteSurappdnes &fraon, t he
terns "conponent," "system" "object," "zone," apd the like are intended to
refer to a conpi‘l‘f’%ettpfélgaﬁg‘&s tf‘%%?,se% atﬂé]?‘?ﬂ&‘)g?eé,w TS MG SR AT

har dwar e angs sofrt Wleend&ff de¥@iipfod, O disaSdobMRE Erohl the KR FHiRANreldtihshipsanpl e, a
conponent may be, but is not limted to being, a process running on a

processor, a prtsEadhe obigstsohj ect, an executable, a thread of execution, a

program and/ orjogaqonput s usYin\WRY afMlicdtloh Ust fdhi WdmpBRLR - agysapp! i cation
running on a server and the server can be a component. One or nore

conponent s may ‘fobisetle z2ane hind the e dendertiioarfer ereapoter-toleiedintion cilvd a
component My DedRfald Bfiidlo AR oM Woalhid! b BHLEA shet ween two
or nore COFTpUt ers. / so, these corrponents can execute romvari ous COFTpUt er
readabl e nedl a dxaeitieg. Verrdxampledatanmnent atay besbus tsoroetimitérbiodeimg, Aprecess

conponent s may r%gxgﬁgg gllrll g?}oﬁes&)tﬁa ngogc%lsorayng@)%ect, %ﬁ %Qéc%tagigg% @%e?ae Sof g}ye%%ic%as | n

accordance with a a ne ot ata pac o P {a%from
one conponent imbgractidig awbinhutan dishesy cfoligeontnt, both aa apdcatiorsysitiegon a
di stri buted systen ! é or. across a net r(}ﬁ such as the Itnt ernet. wi.th ot her
Systens via the BIGHi © SFUD53] CFbaMPnY G16 F 1T (PreRpesty ey sl Sty
security system piOkst Snd/drlthisid clleRebution AR IR BOGEt WMal Be Ralaepeaon®f t he
subj ect i nvegﬂ ion. The d%/St em 100 includes a
2 computer and/or distributed between two or more computers. Also, these components
can execute from various computer readable media having various data structures
stored thereon. The components may communicate via local and/or remote processes
such as in accordance with a signal having one or more data packets (e.g., data from
one component interacting with another component in a local system, distributed
30  system, and/or across a network such as the Internet with other systems via the
signal).
[0022] Referring initially to Fig. 1, an object security system 100 is illustrated
in accordance with an aspect of the subject invention. The system 100 includes a
relational database 110 (e.g., SQL or other type database) that is associated with a
35  region component 120 (or components) that defines one or more object security zones
130. In general, individual nodes of an object hierarchy (e.g., see one object of
hierarchy at reference numeral 140) are not individually updated when object security

changes are made. Rather, security policies are assigned by the region component
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relation 110 (e.g., SQ or other type databa hat
associatgkoaﬁ@%ggaﬁegion conponent 120 (or conponents) ?ﬁigkﬁﬁvph%§6one or
nore obj ect security zones 130. In general, individual nodes of an object
hierarchy (e.g see one object aof hlerarchy at reference nuneral 140) are

not i ndi vi dusal | VOLH?HQ‘Fé%FPM’é(ﬁ SEHTEONSEE 479 tBY RrRRpedIosHO AeTitEonper |

security policie® aher tﬁ%ﬁ;ﬂﬁﬁ@%&&@ctﬁ&ﬂh&hu?qwgﬁ}%& 52Ra®%kitd &}Rrations
respective security zones at 130. Eﬁ‘& 1|% obl ects to a security zone 130
g

rat her than updﬁtﬂiler@taé’aﬁfﬁ 181spmb mmaﬁem TegiRCORpARREY 13} transfogey i t e
operations at_taeudgbaRasarbhfl flaPEnalddcd diceenyTWiere Ld3f ofiEA ﬁbaﬁ%m)onent
120 transforms secufity pollcy mappi ng froman inheritance Rierarc

wher e each obj etota seenrifpdemaid of elgecss w@@zngoﬁnbmtswhm a@bljlll?(l:sfs:uw}’moécyones
of objects ar r siRl| I er subset
of securi ty%t]pdﬁttQSS%amrl\ér%gnﬁg%%Bge{ %g%rﬁyu%d%%g% ect ecurl ty poI icy
changes by ner ebbjeqn’pdanlnt)qwdhhpchaeghsdgdnesdbspdamg ﬁsecdmed ylbzezmﬁsecﬁﬁ@ as
opposed to updatl ng SSi t ance

o brarchy b Ao EAS bpb e R R DR AR B0
propagat e pol i Cyietafchy h& iSycéeimtlitbritmoes@cepts clade ictnphged toqarhmrgmth@ecuri ty
zones 130 rat her han co ntional inheritance between o in atree.
Thus. i her |t anCdhoRmoL o SEEE BRI T B D ot BEcecur s 1y

domai n rat hes  t baRedonSRhIREkandOBavEbn oblc ih ARbd. EBhuk TakerBa1es biduys TERRRNhNYS
for a respective object are between the object and its associated zone 130

rather than expfquioppsfs Ear%wd%%lmarﬁe'fwﬁdéfava%mt@éihamn objepielompigy dhis; he
regi on conponenﬁncf;ll%Qma{ée&rdﬁ%laﬁﬁﬁgwois yrefspecavé&(géc@&e%me@@ﬁfelo jfe@tqam@@ﬂs ects

and essentially deco I sassoci ates, or 1S independent of conventi onal

obj ect hierar chilsé@m@tﬁgftonprlé%@@m than éﬁﬂﬁlfbfe@%hgé%dl‘ﬂéu?éI0bJe@iH]480t s in the
hierarchy. [0023}. 11 I80ELAn cdndpBHE:t 15h %ﬂ&%dgﬁ&@gﬂfabasgoﬁ%ﬁ RfiMas gned an

(ldentifier) IDfor a security descript |nc esa

[ Tabl e! | t en0 t abhjecthzndicnggniallycleconples adisasepciBob.Dr (Sedependopt @fe@ovanppnﬁl | D).
This SDID is a un . Of I r and

mai ntai ned in a&H gc}lem Sﬂsla?é’?@%att%%%‘é%fc g{nggs)é allngegﬁlﬂ éle eQar bI e can be
exposed t hrough{0@23ubl i c I gewrdl dtegns,in e slatFeasai i@ gfag[heaemgrxeﬂanﬂdeﬁﬂfer) D

followng table_ is a sinplified illuystrati 0 a rity descriptor
can be plgugged foﬁPSecélplfyan)eg‘iﬂﬂt(gt &JBG ﬁ#@?ﬁls%\mﬁ@g‘fscaﬁg@\g&em?rg%g h.avég 8 C%@gﬂrp it
%)esc][ic ptor): | Magglell BBID ZSdcarlﬁin?s@Qerant) Dikis SPPD &@aliﬁqdetIDdﬁS@édurltyort [ :)024]
o efficien assi.gn a securi escri r ect item
an SD regi o% 4 éﬁﬁ%‘%ﬁrg‘ghliﬂ%“ﬁ%@%e“gﬁ“%‘i’lg dglﬁa g@brs&ﬁ?‘f‘é lile‘t ﬁodjt

obj ect itenst enﬁl sygterﬁ el Eoahn!be eIB] BERIE b hibIREESH (4. Bys. sé@rﬁpne@@im) is a

set of itens (which do
The followmg table is a simplified illustration on how a security descriptor can be

plugged into or associated with a basic object model:

[Table!Item]: Associates an item with a security descriptor ID.
ItemID SDId

30
[Sys.Security Descriptor]: Maps the ID to the content of the security descriptor.
Sd id Type SecurityDescriptor | ...
[0024] To efficiently assign a security descriptor ID (SD ID) to an object item,

an SD region technology is based in part on the observation that most object items



not have C i guous as in conventional systens) t har he sane
or siml a‘&8§%’%{1§&%’ypi cally, all itens in the [Tabl et en?%iﬁ]??ﬁﬁ'6ﬁg%\]/§ can be

grouped into different SD regions. The rel ationship of SD regions can be

established in such way that the SD of one SD regi.on cap inherit fromthe
SD of anot het W&@@ﬁﬁﬁ therFaWﬁée%E}’LﬁeﬁﬁrWt%o%&isﬁ) T§ROR 19 s olifrpd Which dassence,

a SD region tregt itx§ve&§ﬁo_@%ﬂt%ﬁ§lﬁ ak maéonb@ﬁemmfmbd) ¢hat hatdBe SN GSRAINAT NI
object itemtree, but with fewer nodes as will be shown with respect to

figs. 2 and 3 b¥ &k Typiealsonl} denoi the [dablelhigm] ehowvnpbovrea be grauperhiee t he
prems 5D ef 1 Coifgleh¥D HRIE A ¥olihiB Bt 56 Gdfidrs Yol b Rdipych 83559,

three SD regions are cre to assign 0 substantia the Ttens

in the tree. ThibettheoBe oSpne Y iregion wn inderit fan the$D ofappthenbie regicarin éhepl i cit SD
i s defined),,an I eq] ' It e i Nt ai ' and
the last SDY or Rany dSReinTEiPBed Bole! pisBal SRRPELIEEER IR Red AP B0T,
exanpl e securi tgomjpemblerto theanstsponding Oifed iem3@6, tat with fdwes nodtsesdwilhbe
accordance with.,an aspect of t.he . subject inyeption. At 200 of Fig. 2, the
nodes of an obj BevnpBaerete G ePde B A SDL% e Bitette Mooy
root item greyuplaieke #im’2 80 difide@ynIgpioslly wheRR sequfie) ¥dm {réc vogewdat 230
are noncontainer itens., Wen an item s Scuri éé q%ﬁcr' ﬁ{QrF‘éSD i S updated
(e.g., by changFg§ g@W?“’SWﬁ@W"@*F‘&%%,SW gkl gie eps it QR Eeso

forth), thei$SD rrRgi &R W@F%nti@ﬁ)r tHe@ 53t emARBSe R Bx IRt SP) ik Hefildl) ahdth@&D
subgroups or subsets as illustrated at 240. Securltﬁg changes are generally

ef fect ed t hr ougie2i@aisior Beapspeciive oungitems apdihe Bshely & nepcPyaippidisswhi ch

can be of an expohgi t OF rRerkifPhdvbidFif. Ol 3VhERpRRLIE) HokEEamigmadded to
an items SD, new SD regions can be created around this item In this case,

three SD regi on200snd 389 amtibesiratsd én scprdense withemagnapicafdhe svbicetdpyaneipn. ACEs are
added) itself, Q@efQl ol s n8(ge@toghﬂr;§tl{jec‘% Bk QF ﬂfhsﬁﬁgd,%%refa%adl&ﬂié‘&%ﬁw al ner

children. Referring to Fig e conplex situation is illustrated when
a non- pr opagat exbokitguh;iarést nodSHati280 adentainer itemsSidovhitgmoil¢set 3@ ar8 20~ i n whi ch

case five new regions.ar e I t j - st r at at 320. In
this case, one ?Ogléa?%er%] 1t?@§cf&@§€é%g?1§}s Q%Jcﬁgtyi ({ggcnr%plgot%g%eﬁfls %bé]agerde(e' hg explicit
ACE i s added) 33AngiagtherSEys owndrpgron, Scckss €otirad st andnerfoth), thdrSExregibn, one
region for its djiregt .non-container children at 350, one.regiopn for, its
non- di r ect contgb?{g eé{}?ﬂnﬁﬁ%ﬁs ginq?%g@ﬁtdﬂﬁ S8 SR MBS BPoCr %:H“Sﬁ‘:“a‘i? Hect
non-cont ai ner cH0. Beewtitathadges arg GGy Effeciednhmiglz @ati-tefGred ta@aan3A coasw

regi ons can_be created when an .item.s ..
g 25 Control Entry (ABE) vrv.'hich can be of an explicit or an implicit form. When explicit

ACEs are added to an item’s SD, new SD regions can be created around this item. In
this case, three SD regions are created, one for the item (where the explicit ACEs are
added) itself, one for its container children and one for its non-container children.
Referring to Fig. 3, a more complex situation is illustrated when a non-propagated
30  explicit ACE is added to an SD on an item at 310, in which case five new regions are
created around the item as illustrated at 320. In this case, one region is created for the
item itself (where the explicit ACE is added) 330, one region for its direct container
children at , one region for its direct non-container children at 350, one region for its
non-direct container children at 360 and one region for its non-direct non-container
35  children at 370.
[0026] To summarize Figs 2 and 3, new regions can be created when an item’s
SD is updated explicitly (not through inheritance). Generally, 3 or 5 new regions

(other amounts possible) are created depending upon the updates being made to the
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SD i s updated explicitly (not through inheritance). Cenerally, 3 or 5 new
regi ons (other anmpunts possible) are created dependi ng upon the updates

bei ng madeot200¢/he®@D. Five SD regions are created if a negrpso@agedsesd ACE i s
added and three SD regions are generally created in other cases. As an

exanpl e, assu I

(non- |nher?tegﬁAg:}ESbtrgg]Dx?arggrsees ﬁ%gogﬁ%ﬁgﬁ E%Mgggnottg%gs ove

cont ai ner -t ypegldaoire Igbmmalbmea@aMnBtlﬁrcaﬁeSSIAsraegKme ;,deperdhaigen phnset he types
of explicit its. o egion if
its SD has ex CBWW“%P%‘@‘E?W@%pm??rgaﬁn(tf’o%%n Cﬁln%:rlnf’ St °?Se§naﬁ ta? % ogf a Root
ltems SD ar eItélﬁn'A‘s!ﬁdtﬁdblb‘tﬁrﬂ d&tﬁtaﬁ@r—ltﬁ)@lR@nSItmwmmw tnhﬁ SD Redns| t em may be

colla sedint aren item di yvi dual obj ect
securi ty updat®s sl bl SR BBt bk el g oDl ee

Security_lper @@HEDtr@@blelfStH SIb 1§ ekpIRit pedpkaes. NG alt &P bﬁphclt properties of a
[ Tabl e! SecurityJHierachy]: Stores the oD inheri tg&ye rel atl onshl and

est abl i shes i Repigdtepps §P&Feéfe’tnﬁ’éedsﬁﬁ’éﬂ“§§&ﬁeg‘f’9s phig Roo s e col ums
of the above E@lﬁ};?ed%@ itk B&%M@WSD%@HQ tH\éHlﬁllﬁ 418s TBRiduld SMfect é&@uﬁ? regi on,

an _SDidParent field which is the IDof th vanere the inherited security
properties arepditesi Rechf$dragion caRbotepressniad al'SlaéP‘M ik Pedyritys Higsechy (308F the item
where the exp i egl. an _IsContainer field which is 1 if the
SD applies todecgn%thg?OﬂO%lgg%Hﬁpo a non-container, and a j Scope field that

i s encodeds as [Tahld!Sevmirity) Hietaohy]SBtoapgithe SB mberitheceR@bttiomlépralld the SD only
appl i es to thestiddishes iteaus to shiniel the sam@secyntiey dSBrigygt.i es to the Root Itenis

di rect chil dfesDI®ardnhg SDIdppl iRestlitemIDhe ROGottaintremiIsopon- di [ ect chil dren.
[0028] It is|noted that] when g database iis bootstriapped, three default
security des¢riptors cdn be crleated if désired; one descriptpr for the top
Root Item one descriptor for all contaliner chilTdren and one descriptor for

all non-container children. Consequently, three SD regions on.the_top Root
Iltem can be cl®@3fkd al skhe cplpsing &f by abeyetablgean;incdyde ag, SOI4 RISk ytheMdat ed i n

Lhe vol ume cagfap @ a6 o SRS AdabinRndedioub b BDsDWRR. aKRlleald ACES
are added to t eite new~SD regl ons can be created as di scussed above.
[0029] Fi g0 4sécutityqroperiies amcamineiaeauRaofitalbdicihibish 5gbe Iholdbetmance
with an aspect, s 400
can be provi dec}ilg{e ﬂt‘e& é?%]%? S|t %éﬁ%&lqh “Tﬁggmé@gﬂl ﬂ;éfnégg{;\?g gﬁ%él Egﬁef% tl?ﬁﬁs
descri bed abovmtaﬁl'dsreorf(l]blaomnmgnmnbﬂ and a _Scope ﬁeld that is encoded as follows:

0: the SD applies to the Root Item.1: the SD only applies to the Root Item’s
children.2: the SD applies to the Root Item’s direct children. 3: the SD applies to the
25  Root Item’s non-direct children.
[0028] It is noted that when a database is bootstrapped, three default security
descriptors can be created if desired; one descriptor for the top Root Item, one
descriptor for all container children and one descriptor for all non-container children.
Consequently, three SD regions on the top Root Item can be created also. Typically,
30  all the items subsequently created in the volume can have one of the SDs as its default
SD. When explicit ACEs are added to the item, new SD regions can be created as
discussed above.
[0029] Fig. 4 illustrates example security interfaces 400 in accordance with an
aspect of the subject invention. Various security interfaces 400 can be provided for
35  interacting with the region-based considerations described above. The following will

describe but a few interface examples that can be applied. These can include



describe but a few interface exanples that can be applied. These can
i ncludeinterfaces for retrieving security data at 410, interfaces for
setting swounédpiséedf or mati on at 420, and interfaces for phohmngobssks as
will be described in nore detail below. The follow ng code fragnent is an

I f bl i ti . Lt . Publ i
ceal o clabe PIEHESIERTEGYRe Sar PR L S ERe Fr ] < BaRg i 11 €
string Get SDDLt3@0 i tinteffeedbior boldmpéinkcBevll be tigsoabelrin proye d@at Bdowr The/ O

public void Set SDDLSegufi t strin d, . SE TYJNE Tl i public

voi d Set Secur?"t”ﬂ"“@éﬁ?é‘? f‘%@&‘fﬂslaf’fég@? Pﬁg@ﬁ?@gﬁgﬁg@ﬁ?oﬁfﬁ& TION si )

public stringifketkiserbf f ecti veSecurity() public void AddHol di ngLi nk( Guid

itemd ) public void RempveHo| di ngLi.nk( Guid itemd ) } [0030] The

fol | owi ng provi dGdbHC prledclagbdeni¥n for the security interfaces 410

t hr ough 438: public stri ngI Get SDDLSecurityQ - Retrieves the entire security

descriptor on the itemibl QBEﬁPC%I’W{ﬁ@deSW#E)(. It includes inherited and

explicit Access Control lists. public GenericSecurityDescri ptor

Get SecurityO - Retri ewsbliqstanghetSPPLSe@miHi(t y descriptor on the itemin the

format of a Managed ACLs cl ass GenericSecurityDescriptor. public void

Set SDDLSed6irity ( st ripublic@encSEBURityResFORVETISONIEY) ) Sets the security

descriptor on the item This function ignores the inherited ACEs. |t

re- generates the i nherpfubkavodCEstSPPOSedurisy(hingnd, S RIINe INFHORMIATION nks. 1t

can be called to set awner, group, control flag or explicit ACEs.

SECURI TY_I NFORVATI ON speci fies which part of the security descriptor is to

be updat eqo public void SetSecurity( GenericSecurityDescriptor gsd ,
SECURITY_INFORMATION si)

public string GetUserEffectiveSecurity()

25 public void AddHoldingLink( Guid itemId )
public void RemoveHoldingLink( Guid itemId )
¥ o
[0030] The following provides a brief description for the security interfaces
410 through 430:
30 public string GetSDDLSecurity() - Retrieves the entire security descriptor on

the item in SDDL string format. It includes inherited and explicit Access Control
lists.
public GenericSecurityDescriptor GetSecurity() —~ Retrieves the entire security
descriptor on the item in the format of a Managed ACLs class
35  GenericSecurityDescriptor.
public void SetSDDLSecurity ( string sd, SECURITY INFORMATION si )
Sets the security descriptor on the item. This function ignores the inherited ACEs. It
re-generates the inherited ACEs from its parent and other holding links. It can be
called to set owner, group, control flag or explicit ACEs.
40 SECURITY INFORMATION specifies which part of the security descriptor is to be
updated.
public void SetSecurity( GenericSecurityDescriptor gsd,
SECURITY INFORMATION si ) - Sets the security descriptor on the item. Takes
the Managed ACLs class as the input parameter.
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public void SetSecurity( GenericSecurityDescriptor gsd, SECURI TYJNFORVATI ON
si ) - Sets the security descriptor on the item Takes the Managed ACLs

cl ass as wbeoésnpsdszpar amet er . public voi d AddHol di ngLi nk@c@uisdodstoesuiiel ) -
Updat es the security descriptor on the itemwhen adding a new holding |ink

Lo.e 1 Em PUbl | o FRIRANNL 006, BHn B bR b Boties, The
item public stﬁlﬂgemhbﬁechﬁg aanetwhcﬂdiaghn]ttoy& ﬁerlﬁ{et ri tevte t[]ﬁ sgcg:ie;%/
descriptor on the i t con nt to the cu
seiurl Itoy cont ext . p&igggl‘fouiﬁ tfﬁow ‘F@{@éﬁ%@ﬁé Sﬁtﬁ%‘ili‘éﬁ?"uﬁi?yocesm ng 500
in accordance deistript@ronakgieet whén ﬁehﬁrﬁgbh@@&o]dﬂiéﬂﬂk'f&gl th@\‘iten"_ago Eg%') on

t escriptor regi on
Which 15 a set of MUEHETRLG- Lha P B HE SR 0SHOrHHS 15geaish) I eitons not
have to form ahcnmﬂguwﬁalﬁmemssWﬁﬂtbmemuﬁéﬁrseéﬁylg(cﬂd}exf owis arowin a
[ Tabl e! Securi t I.erach ] table |isted bel ow. Each SD region should have an
SH row in the [ig%gl]e §2f TNisraGs fegion pRmpaRERieProaghring 509 in efcerdeaet with as an
SH row whi ch %ra@ﬁpmﬂésdbféc@ﬂvéﬁoﬁ egi o1, regfbrre Wichiflitibil e Lr?p d&q.! ’Pl% gate a set

of itens (can be a single itenm) share thé security descriptor (SD in
the above exariptiede ampgeurite desetiptpn (SP ragion vhighi in e detiny iteme thatharertbotandet he

ltem d), a comg®Amt s r co ﬁ‘ﬁ scope
is optional to suppor?fc}&??&e?}elﬁ?l%eotérg@png&g @ug%e%e%g?cuwﬁﬂgg@pgy 0033]
At 520, relgi onovey ywvaing [TridalSeonits dheidst abledised delowd Eact SIb@cﬁgmﬂdn this .
aspect, one n r.eat ed under the follow ng conditions: 1.
SD changes m%wogﬁhé\%%%ﬁ%ﬁ“{%ﬁeeémﬁem Three new SD regi ons nay be
created under the followi ng conditions: 1. SD changes made on a contai nerSD
item and 2. The SD ¢hanges dg%:ﬂ t _include non- propagat ACEs. Five new
regi ons may be create- ﬁ?ﬁ&FSIﬂF‘ HBIq (W\MRﬁﬁtIE@%] Lbﬁsﬁtalller SBcopranges nmde on
a containé0 item andSPO The SDSMHangdemihcl ude| flon- propadat e ACEs. [[0034]
SD regi ons may be nerged under [the fallowi ng cohditions: |I. Parent SDis
enf or ci ng SDIMﬁItanC it ACEs

r enoved frong SD‘}%OOSS]QI%M i} hg%d\)/%?abg%{ss r%(%l?l orqsag)gér% éHrrow g‘cfofrﬁé’fm%y be
enpl oyed in t leanSD region. Rows in this table indicate a set of items (can be a single item) share

the same security descriptor (SD1 in the above example). The set of items are defined

25 by a common root (the Itemld), a common type (container or non-container) and a
scope. The scope is optional to support different operating system security models.
[0033] At 520, region merge and creation considerations are described. In this

aspect, one new SD region may be created under the following conditions:

1. SD changes made on a non-container item.
30 Three new SD regions may be created under the following conditions:
1. SD changes made on a container item, and

2. The SD changes doesn’t include non-propagate ACEs.

Five new SD regions may be create under the following conditions:

1. SD changes made on a container item, and
35 2. The SD changes include non-propagate ACEs.
[0034] SD regions may be merged under the following conditions:

1. Parent SD is enforcing SD inheritance by flushing child SDs. or
2. Explicit ACEs are removed from a SD.
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followi ng al gorithnms described with respect to Fig. 6. These notations
include: _Itemor * - The current item system applying the operations on.
SDI d(x) owoSbhi¢tisesthe sd_id of the security descriptor @eQTIUSe#6HN08416

SDId _ NC(x) or SDId_NC - The SDid applies to non-container child objects of

itemx. SDid_ or S = . i &3?15[4 i :hil.d obj ects
of item x. ) SDF’Q%%CZ(X) %&%gﬂag}-@ﬁ% %ﬁiﬁggldg&é%%ﬁ es ‘?ﬁ |erd gﬂﬂe

noncont ai ner &iibvihgalgosithss dekcritied mitk resgiit th 326 ) Thsee 8MitpnCincludghe SDI d
applies to direct container ghi I j . ) or

SDI d_NC3 - The SDid appptlerélsortoqlrl?grcl-g |n$§%:rﬁs Sféerllf(l:g téﬁ%@?%ﬁ?ﬁtﬁé (c?)é] ects of
itemx. SDId_C3(x) or SDiIdEar SDIEherhSBi dd efibé seesrityclesmpiptadion éetn xcont ai ner

child objects of item X, ahng 1 B row in [ Tabl e. .

I Security__Hierachy] t%@_@ﬂg gt S_%&’F%‘Q}}F gﬂid ?pwﬁ tgc%ﬂ'tcg?tﬁlé’g il seope

jSDlu{jda]E el F?nﬁ%@tﬂ&?t% xNewSDI d, Rootltem |sContainer, Scope) - Update the
of a itens of t Cont aj t SDId D.d

ancestor is Rootltem Wyﬁﬁpgé@p‘gr %@1&2@[#B%fﬂ%@%ﬁésrt?gﬂ%PerlﬁBg%g@gﬁﬁ?fob( SDI d)

- Update the g@nkent of the security descriptors of this SDid and its
children if the SDId of its children do not forma gycle with this SDId.

For exanple, when a hol BRIAGNEZEk oy SPERNGHO g DL faliesdn dirgrt 3o | e it em

(Wi th SDI) WhiGhaifle@aid bhjbavsritehsx.omn row in [Table ! Security Hi erachy]
table, three rows will bé created (SDO, SD, Jte SDO, Jtern,

m 0, 0), (SO, §
0, 1), (SBF, SDO, JtemSDld G3(x) P (&< Bhesiid pphies i digdst pantaies fRilbf ¢ hi s
itemto significanttye s educe the nunber of updates in [Table!lten] table.
UpdateSDid (S %Jga %ﬁleg{_New) - Update the rows of the current itemin [Table
| Security_ Hierachy] mm@%léld;s@mg)&t BAINED - $he SDKpglies tepprpydixeafnon-

Updat ePar ent S%rﬁaiﬁe%%ﬂf%ject?@ fbar IJSfew) - Update the r ows of
SDId_C3(x) or SDId_C3 - The SDId applies to non-direct container
20  child objects of item x.
SHRow(X, i, j) - The row in [Table!Security_Hierachy] table where
_Rootltemld = x, _IsContainer =1, _Scope =]
UpdateltemSD(O1dSDId, NewSDId, Rootltem, IsContainer, Scope) -
Update the SDId of all items of type (IsContainer) whose current SDId = O1dSDId,
25  ancestor is Rootltem within the Scope to NewSDId.
[0036] UpdateSDBIlob(SDId) - Update the content of the security descriptors
of this SDId and its children if the SDId of its children do not form a cycle with this
SDId. For example, when a holding link (with SDO) is added on to a file item (with
SD1) which doesn’t have its own row in [Table!Security_Hierachy] table, three rows
30  will be created (SDO, SD1, _Item, 0, 0), (SD1, SDO, _Item, 0, 1), (SD1, SDO, _Item,
1,1). Here
reuse SDO for the child items of this item to significantly reduce the number of
updates in [Table!Item] table.
UpdateSDId (SDId, SDId_New) - Update the rows of the current item
35  in [Table!Security Hierachy] where SDId = SDId to set _SDId = SDId_New.
UpdateParentSDId (SDIdPar, SDIdPar_New) - Update the rows of
[Table!Security Hierachy] where _ParentSDId = SDIdPar to set _ParentSDId =
SDIdPar_New.
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[ Tabl e ! urity Hi erachy] where _ParentSDId SDIdPar to ntSDld =
SDI dPar S&\% Gé%i RewSD (SDid) - Create a new SD from t ﬁﬁ&@?‘?"é&?ﬁs pl us
t he changes bei ng nmade (add/ renove ACEs, add/renove holding links). [0037]

Fig. 6 illusirates exanp es ith 600 i cor dance
with an aspett of the suﬁe %&qvﬁgﬁ& érf%?fg? ‘ggés%oé%n&,e C&‘Ereri‘tggslﬁuﬁ Heee
separate or congiangd bdingafalde tuma/réﬁ@veomﬁdp@d@ﬁmbw&ddlh@hmtsﬁ ect region

processes. These include_a Set secur descri at. 610; a Add hol di ng
link 620; and al%&Hove th%ﬁﬂ%“SF?WRe’ﬁ‘Pé’&ﬁeglﬁﬁP eselgéalgw $%88¥kct to the

Set Security DegkbidRideiwifhldd aspddsBhasuicdbint@kisn. VEMSis hépebt)aNERt e security
descriptor on an obkect t hat ‘at | east 1 nclude: Add/ Renpbve non-inheritable

explicit ACEs. ¥reuBbinethalgerithins 600san be employesHe offRgfresionPiycaseest hi s it em
and all itsjghi Tﬁ’ésgﬁmludéggét%%éﬂ%ﬁﬁdés Bfatt%bd) & Adaloldih hm hal RORSY appl y

toits children. dd/ Renpve inheritable explicit A hat only apply t

this item and |h<§dlag Hale elgerifhmdt 630 Wlﬂummétrr@\ﬂ@ Sehﬂ%‘ﬁlﬁdeBfrséﬂﬁkbﬂoeih?mACEs
t hat onl | t ACE
at only apply,LQ,s, Cﬂl "x%y§g>;bﬁ1é‘ﬁg%%ﬁ§sec ﬁ%ﬁéé@ﬁﬁ%’&h&r{w E 13041 Gea Hélh&' S

that only apply to ects enove | n e expli Clt ACEs
that only apply to certain ty@ddﬁienmlwfe@tmhent@iawg)éwﬁﬁéﬁsmer of security

descriptor Change the group %[ddﬁ{ee&%% %%x%ﬁﬁ%%ﬁﬁﬁégmg@@%[tﬂfs 1{%“ { ance

descriptor control flags. nheritance
of ACEs iii 15 Chanigdl 1tstchédremont roI flags only applied to this item [0038]

thi's item may or may not be cRINGERHUBENANHG DR ARE G EREPRETEho |1 nk.
has i nheritabl ectAldkzs. and whet her the SD on this item has SE_DACLE_PROTECTED
. Add/Remove inheritable explicit ACEs that only apply to this
item and its direct children.
20 . Add/Remove inheritable explicit ACEs that only apply to child
containers.
. Add/Remove inheritable explicit ACEs that only apply to child
objects.
. Add/Remove inheritable explicit ACEs that only apply to
25  certain type of objects.

. Change the owner of security descriptor
. Change the group of security descriptor
. Change security descriptor control flags.
i. Stop inheritance of ACEs

30 it. Start inheritance of ACEs

iil. Change other control flags only applied to this item.
[0038] At 620, when a holding link is added to an item, the security descriptor
on this item may or may not be changed, depending on whether the holding link has
inheritable ACEs and whether the SD on this item has SE_ DACLE_PROTECTED
35 flag on. However, the [Table!Security_Hierachy] table should be updated. When a
holding link is added onto an item, three new rows for the item should be added into
the in [Table!Security_Hierachy] table if the item does not have a designated row yet.

To reduce the update in [Table!Item] table, the following formats can be used to
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flag on. However, the [Table !Security_ Hi erachy] table shoul d be updated.
When a holding link is added onto an item three newrows for the item
shoul d beweddegiigssto the in [ Tabl el SecurityJHi erachy] t @blrasstdostobs1ét em
does not have a designated row yet. To reduce the update in [Table!ltem
table, the.follow.ng for) n b it §pheaper) hesesbavs 1, (e SDI .
0, 0), (SO, ‘“§E%;¥Vl‘h9%r89”i)w,?§])z°s§§1’ s%owe“'% 1,99;) ’_whe)Fe SDO s the old SDid of
the target itsDoafthe bid SR of the targen kpm SHihe hgldingdink WP SBItee v $Rl afdheget

item By this, schene, .shoul d aonl .itemin [Table
tem table. CUBSATEN BANG: SoHOmetollf Ol hip el dE R e WCE 1 <
added onto thimbictiesn]ltailer, do not perform an update in [Table tenm table.

At 630, it cap be assuned the SDId .of t.h Uk j j . e
ol ding |1 nk- Beegen Tonspenecerppofism it ACkYs ARRE B sl >
l'ink, SD negi Q@ﬁotgﬁtfoﬁﬁ)hﬂ@gﬁﬁ,in a0 let Tnauns] takdersAt 630] Tf adnl ted Semuedi the/IPider achy]

may be nerged. [0039] Fig.,7 illustrates. an, exanple. rad V..l £€9i.0n process
700 for dat ababbe stedeSplir b e e v e & e Rt BF o

subj ect i nvenbi @hovitBihbRlingflRKk, STV ER@E $1a bolkdps bhdihinyroads ixpl anation, the
met hodol ogy i s shown and &escri bed as a series or nunber of acts, it is to
be under st ood [Eavlp!Sasprieciiprachylimast beraeubj ect i nvention is not linmited by
the order of z&iﬁ} as SHPE BEitAteTRY exdnkp ARE@H Apech prbdels T00efob adrsband
invention, occur 1n different orders and/or concurrent I,%‘ %.h t her acts
from t hat 1§howhiecirsecugidsimracenadrnrrvéh An agpest of thy fiect IVRBAY SWPH.&F in the art
wi Il understa Al xbiRRkioR tHEMBRSRIQSMs SRMndnalibRtibat dsvel y be
represented agglgg%gp?ggl%gﬁbﬁué related stat es%;'rs_events, such as in a
state di agr amseridsioenwmsber ofiaxts, ilis tojtelundarstaedandapprscinigy thebthe sgRissted t o

i npl ement a et hodol ogy, 4t s LHG RMARSE tn 40YRBdeQRh thP040]
Proceedi ng tom/yfgg%nflgg%ggﬁ.n%f,%%gg%e&??ét}?f%gs’c?iEpt ors f%frE I]F_especti ve objects in
a dat abase ar euljes duvphtioh, orcudinsbffsen iostesthnfliop panguietrily s7ithadthes sfle oM er ar chy
by renovi the requir nt. for each qbj e+ (IEGHHelst g WM se)
in view o;}gan&aﬁﬁ)lfog‘ﬂ‘talnglragﬁﬁa% & f‘?{é&%ﬂg %’é[frl%ﬁgﬁ 11%)91%0?[1 one or “or e
security deschrh@hpreias thatd inkthadedodyaodldfaiterpatiie]ydrtrepresgntsd gs p sticebf ect s

residing in the database. As noted above,. thi i i ng or
mer gi ng obj ectlntg%‘gﬁF‘?%teﬁ%rtee‘{errf]‘?’gﬁ?q%arsﬁ?fl?:Weggaggﬁng‘gﬂﬁ%epg%ry%hgfggédsﬁﬁ%s in
order to defi ngis$egbEirdpirtee implneht obpicdolspylis etcordahert wighuths swlijgsd t o
simlar security data of the region. Al so, such region data can be defined
in a row of tpgvention.

25  [0040] Proceeding to 710 of Fig. 7, security descriptors for respective objects

in a database are decoupled or disassociated from a classical object hierarchy by
removing the requirement for each object to be updated (security wise) in view of any
potential update in the hierarchy. At 720, one or more security descriptors are utilized
to define object regions for objects residing in the database. As noted above, this can

30  include collapsing or merging object security data from similar or dissimilar object
trees in order to define security regions or object subsets that subscribe to similar
security data of the region. Also, such region data can be defined in a row of the
database including resulting relationships to other objects belonging to the region. At
730, object security policies are set per selected regions in the database. As noted

35  above, depending on the type of Access Control Entry (Implied/Explicit) and the
location of a security change in an object hierarchy, various security regions may be
created from such settings. At 740, transforms occur between classical object

domains and the security domains of the subject invention in order to propagate
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dat abase including resulting relationships to other objects belonging to
the region. At 730, object security policies are set per selected regions
in the davehas#is#3s not ed above, depending on the type etTAsc@ssosont r ol
Entry (Inplied/ Explicit) and the | ocation of a security change in an object
hi erarchy, . vari ot ecuri ty. r.egi sR&n ERal 6dadd.mishshssehbhngs. At
740, trans or%ngu%i'gﬁ?n%ggé#&%lgn %’agaggsleba 1sq§1}1 ect don%i r%gg_%alnd trs1e security
domai ns of t hegsabplgedt at the ¢infeiacacurity dheoigeris taquestadoighie ebjeeiye. 2+ greathanges

wi thin the dajabase. This can incl i gi on subsets around a

gi ven obj ect aF%H V?fﬁgéonﬁﬁg%egﬂfrﬁ P%;ge?ﬁgﬁgg%gg%gqested for the object
(e.g., createjiodrlee or With ecferenieanBigd® peseimpjamy engmanrent §10dhange type) .
[0041] Wth reference to.Fig. 8 ex I [ 810 for

i mpl ement i ng PHuLmgY ﬁ%‘?ﬂsgsliﬁﬁstoﬁg’einhvv%n%nﬁé%u(%ﬁélcurg‘gé@g&go#glﬁt er 812. The
conputer 832 baspusdad2andhides s pricaging nhit 8BY 4 systensynsterm $iEnorde Bdiem band a

system bus 818. The system bus 8 coupl es system.c nent.s. i udi ng, but
not limited t8!3tHe 5§§;§‘f‘gﬁf‘ E‘tsrﬁ?r“?ll%%ﬁ'éte Comgxﬁséggg(gfqgf%uu%?t?mg%gI.to’The
processi ng unide s§&4m GRMdRE S B RS pry@kdingimitedldl Tabpecesing asis 814canbeal

m croprocessors and other_nultiprocessor architect urgso al so.can be enpl oyed

as the procesamhef @HPYS ay2ilablg prgoesjorsyHAual PGP {s§Ror EheR TRIPRGGSSSE  sever al

types of bus SchMChHEEAs) cahBE kigionsh 4shike prBemRsyg luss1ar menmory control ler, a
peri pheral bus or external bus, and/or _a |local bus usi ng %n vafsbety of

avai | abl e 1bus [@048hi t ect Theesystemdus 81 &wgn bpaty ofoevargliyres gt G5 bus,

| ndustrial St ; ' ’ )oonthblfer, A Albudbchitd@ibug, e (MBA),
Ext ended | SA ?&ﬂ@k%tﬁ% {r}lltla}éﬁk i diér?t?m%)llrn?\?ewﬁl ect rop%ihglgw(l EJ)E), VESA Local Bus

(VLB), Per i phendibr Oorgl bnewsing anyeieten abewilfichys ardipques sicludne; it ngus (usB)
vanced, O B ATy R 9B ARG MDA ot e nat | onal

Associ ati on bus mput er Systens Interface (SCSI).
[0043] The systretritentenm®S/1Bxtendsidutie ERA).dutelligertdimieElgronigndDionvol ati | e

menory 822, T asi . hNPNKL/ ﬁgg” I NS elshikeBasi ¢
routines t228 tsgq% ?callg?%wr%a@?%%}&ﬂeer%g&e eﬁgﬁcgnﬁwﬁ)’yﬁeecomut er 812,
such as duri n@us{EsB), Wdyaricsd Staphizd Pb (AGP) Bératrial €ompyterMegoy Cagy way of
illustration, and not Limtation, at i ' ude read
onl v menory ¢ ReRya b grRan SCRRREERcRe SR G ER T A P " RO
(EPROV), el ect(scsml |y erasable ROM (EEPROM), or flash nmenory. Volatile

renory 820 | nC[('](%%?S ' an&igeng.y%t%?nensngm% TPE hrcludes volatile memory 820 and nonvolatile

25  memory 822. The basic input/output system (BIOS), containing the basic routines to

transfer information between elements within the computer 812, such as during start-
up, is stored in nonvolatile memory 822. By way of illustration, and not limitation,
nonvolatile memory 822 can include read only memory (ROM), programmable ROM
(PROM), electrically programmable ROM (EPROM), electrically erasable ROM
30 (EEPROM), or flash memory. Volatile memory 820 includes random access memory
(RAM), which acts as external cache memory. By way of illustration and not
limitation, RAM is available in many forms such as synchronous RAM (SRAM),
dynamic RAM (DRAM), synchronous DRAM (SDRAM), double data rate SDRAM
(DDR SDRAM), enhanced SDRAM (ESDRAM), Synchlink DRAM (SLDRAM), and
35  direct Rambus RAM (DRRAM).
[0044] Computer 812 also includes removable/non-removable, volatile/non-
volatile computer storage media. Fig. 8 illustrates, for example a disk storage 824.

Disk storage 824 includes, but is not limited to, devices like a magnetic disk drive,
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(RAM, which acts as external cache nenory. By way of illustration and not
limtation, RAMis available in many fornms such as synchronous RAM ( SRAM,
dynam c RebI208RABJ62 synchronous DRAM (SDRAM), doubl e dataTnmbecsidid ( DDR
SDRAM), enhanced SDRAM ( ESDRAM), Synchli nk DRAM (SLDRAM, and direct Ranbus

RAM ( DRRA ; t : i pcl [ | e/ non-renovabl e,
vol a'g ilel nMéjsn \[/%Igbg)?ihllsgql ggﬁﬁﬁ{eed?‘%fg% ‘3‘3’3 ’ %éél:ﬁg@ﬁa gﬁo%ﬁ% rfaﬁgﬂeg‘[()@é?ar‘gpr.
exanpl e a di skordpesnay atickp 4n adilitidn, disk stargge §Mcan mﬂuaklg&_ra@mﬁidia?sepu;&tgﬂlylem :[] gg
to, devi [ i Gadi j . di [.v ape driyve,
L0 vl e 11k gl Gurhh i GobhoRRIA) i ] i hoBE AL,
addi tion, di skdigtdivagectora compadtisk ROM seiee g@-ﬁgﬂ/ﬁacs?e%&@y)g (yaqv?r i 2 )

nbi nati on w R i a AC n ut. n i e 0
oot cal di ok dC DIk TPAAGIEILE (DI RsPue e costengrik bt
r ecor dabl el®r i drive (RBDROM)v &) facilidate eovnittivhlof tidrdiskatdride- BVEEY 4M8) ¢RI @

digital versatj [ dri DVD- . 1o facjlitate connection of the

di sk storage (fk%}?rg@gs?g%atr %m?%gﬁscég‘?qé%ﬁ%bl%li@r 26° P vRicdlp eedotch as

non-r enovabl e intetfecef826e is typically used such as interface 826. [0045] It
describes software that acts as an

is to be appregjiated that. Fig 8 . _ _

: nt er medi alrof/) g@{"a’ien usgrl'%gé’%&pﬁ’lﬁgatﬁﬁ&a@%érﬁiﬁm@?s odyeirthdgcideser i bed in
sui t abl e oper dhiefigedeiny bét@BERRIEErs @A the BaGid corfuteh@dsBurlc B d?rﬂsu(i)tgtﬁg ating
system 828._ Oper at.i n%vsr)éstem 828, which can be stored on di sk storage 824,

acts to cont r GIPeGHRE paen 81 @S Siphselivep mchiderennetating systre8dB12. System

appl i cati ons 83Qrdtiakeysaaly 878, 388H%hn b0 QBRI BRI L0k 4 SSQW GGR LY OPEr at i ng
_sggtem 828 thirﬁi%éh Eg}égcr an} nodul es,tn8320and pé ogrélﬁ] g_atta gg&f Osfr?)_reg SI t Ee{
T e s o o St S,
the subject | RYeitdgPBf 8 i

conbi na!ti ons of ol%egr@ati ng sygétem;. OgﬁgiWA grsaerée}%%ers ctor%%lhgrgg%fnj

i nformation i AuieR&3Zandriesrmglat 884 stotegivitheruisysttevineméiy)818 3bon dislput

devi ces 83% i RelibdRo4 byt @n L . pointing device such as a
nouse, trackbal_l%égstymgs,tatbgﬁﬁkﬁécﬁ%%q "E@g%go“g’ieaﬁnﬁ‘f“é%ﬁ eel,mp;leﬂiﬁ_gfegck, gane
pad, satellitévithvghousspanting sysBriston n@nbicatiods oftipgiatiag spamer a, di gital video

carer . 1D SIORR, 2% ke ISR e DR, FERaRarC
838. | nt er f acenpbdevie)s) 838 Inpatl dediecs §361inctudayipl ere ndt BRftbddo, PPdihtingd par al | el
port, a game popl. g3 gs & mlégsieyggcigellll, gt(}alfuis,%louch pad, keyboard, microphone, joystick,
25  game pad, satellite dish, scanner, TV tuner card, digital camera, digital video camera,
web camera, and the like. These and other input devices connect to the processing
unit 814 through the system bus 818 via interface port(s) 838. Interface port(s) 838
include, for example, a serial port, a parallel port, a game port, and a universal serial
bus (USB). Output device(s) 840 use some of the same type of ports as input
30  device(s) 836. Thus, for example, a USB port may be used to provide input to
computer 812, and to output information from computer 812 to an output device 840.
Output adapter 842 is provided to illustrate that there are some output devices 840 like
monitors, speakers, and printers, among other output devices 840, that require special
adapters. The output adapters 842 include, by way of illustration and not limitation,
35 video and sound cards that provide a means of connection between the output device
840 and the system bus 818. It should be noted that other devices and/or systems of

devices provide both input and output capabilities such as remote computer(s) 844.
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bus (USB). Qutput device(s) 840 use sone of the sane type of ports as input
devi ce(s) 836. Thus, for exanple, a USB port may be used to provide input

t o conputwo 280621186@02d t 0o out put information from conput erc®AR2d406/088310Ut put
devi ce 840. CQutput adapter 842 is provided to illustrate that there are

t deyi 84 ' ' , th
SO 8 oS STV SR E b gl o

out put dev , equire s ers. The out put” adapters 842
i ncl ude, by wesnnedtions owst pambereaotd computétsrautiats romotegpaewerd44dodnd car ds

that provide a neans o onnection b i d the
syst em bus 8115?.“1%% Cogﬁ)g{ﬁ[@ éx;hg %o ee%lp?r%%’t\épcg)?rwﬁel%%&%\%vggtsd rgﬁééjl g‘ﬁetgég(t%@rfs of
devi ces provi geohstation, apnitroarodessort asdd applipalbe, lipeéraksvise ohother commne

conputer(s) 844.[0047 er 2. can rate. i envi r onmment
usi ng | ogi cal “%k’?fé@fi% ?}%M?ﬁf(eoﬁlé‘?éplc?%g’r%aﬁ%rsmr?aeygg?}ga{%% é\f,gﬁlgﬁgh as renote
conput er (3) S8ddcribdaaelaevranb Eoﬁpmler Fix)puﬁébéemmrdyﬁy,aon@ea Bemaly stwageut er, a
server, a router, a netwirk PC_a workstatiqn, m croproce r., based
appl i ance, a poe MW Es%fedﬂlﬂﬁemeﬁﬁﬁ@ﬁ%ﬁ%%s%ﬁ‘@ﬁ%atg %%“%“ﬁ@%“? Ese, and
typically incijsgasy E@ﬂh‘ct&f‘co%}bing@t%r81&&h1©h§{@ﬁﬁt®oﬂ&ﬁt€ﬂfﬁd&@d8 nad mgm ve to
conputer 812. For purposes of brevity, on a stora jce 846 is
i Ilustrated mphwcﬂ&w@m@e@%ﬁﬂmﬁwww%m.CO@Eé%F’g‘%gg%ﬂ’f"é’?(‘&%@ﬁ% s
| ogi cal l'y Con%@gssgé)coﬂﬁﬁmﬁ@aﬁf)n 83 otk ERIAGR IRaNBEMRIKork O {IEA N Pad vid8 and

o

t hen physically nnect ed via conmmuni cati on connection 850.

Net wor k
i nt er f ace 1848 atsaoompdsdBANo i\ feshralegies iratuds Akker Distnbused Poje Dieriace o

net wor ks (LA i : MbDﬂI \N BRI R0ES ToR&d ude Fi ber
Di stributed &%@ﬁ’n@é&?@ggﬁbgﬁ%}%&?@gper Di_s?to_\r itbut ed Data_| r_ltoerface

(CDDI ), Et her Retg/IEEER0302na theltbke WAN teghncipsiesguguds, e p limikd to, waN

t echnol ogi es i ncl ude.. 3 ¢ToX P M M ayl - Lkad 9sPRENDhthinks, circuit
sw t chi ng net ROT bs%) Ii’dlnﬁtgh{%(srit% gg‘#ﬂ%ﬁhf&g}“ \E/t?@regssq%e g? %%%te&Ng%r\agFﬂglg%tl_SDl\l) and
vari ations t h&lesonks (80Kpandswarittidyis lprovet neokdt switehies mitgpkalandpg®l | ber Li nes

(DSL). [0Q48] ni.cat i onnection(s) 850 refers to the

har dwar e/ g@ft\ﬁﬁcﬁsﬁ%l%eﬁégg{“g connect the network interface 848 to the bus
818. Wil e coneo4sj cat i oforamnniestion@nn8ion(s S5hmfers foohe hardwaresaftvete cl arity
i nside conputer 812, it can_.al so be. ext ernal . :

har dwar e/ sof t &P yﬁ%@e@%ﬁ”gth]e B?twé)gﬁwgegtf‘ ?eo%%tt%{ﬁgﬁggg%m&ﬁl{?%ﬁp eu-%l; g%oen 848

i ncl udes, for exRIMMBEN iPsHopasesillastiaiye ¢lnite insale camgutexd i& tahn dlechmol ogi es

B OO0 e L 1] SB35, SRS SRS PR e e and

25  network interface 848 includes, for exemplary purposes only, internal and external
technologies such as, modems including regular telephone grade modems, cable
modems and DSL modems, ISDN adapters, and Ethernet cards.
[0049] Fig. 9 is a schematic block diagram of a sample-computing
environment 900 with which the subject invention can interact. The system 900

30 includes one or more client(s) 910. The clieni(s) 910 can be hardware and/or software
(e.g., threads, processes, computing devices). The system 900 also includes one or
more server(s) 930. The server(s) 930 can also be hardware and/or software (e.g.,
threads, processes, computing devices). The servers 930 can house threads to perform
transformations by employing the subject invention, for example. One possible

35  communication between a client 910 and a server 930 may be in the form of a data
packet adapted to be transmitted between two or more computer processes. The
system 900 includes a communication framework 950 that can be employed to

facilitate communications between the client(s) 910 and the server(s) 930. The
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[0049] Fig. 9 is a schematic bl ock diagramof a sanpl e-conputing

envi ronnent 900 with which the subject invention can interact. The system
900 i ncl wslexoesmaser nore client(s) 910. The client(s) 9t0Tampodke@osIas dwar e
and/ or software {e.g., threads, processes, conputing devices). The system
900 al so ingl \ . er(s 0.can al so be
har dwar e agg/ggﬁg% ?ﬁ%gg‘%§5§7§g%ﬁ§%§§%?%§$8€§§§S§ﬁ£%ﬁs&ﬁ%?%g“BGV?%es). The
servers 930 cabp dnenlexsdthstersdefotmmtioe ddcal tmitterclint{s) © bt Sioilsrpytheseplegy) Ng t he

310 and & servor ByuRFe AR e e Ak e SR O AR 8 T e

transmitted betderedtowiomrinfronsiondoplibalie prvecesses. The system 900 i ncl udes

a conmmuni cat i amewo 0.that can.be enployed to facilitate

comuni cat i ong[lagge(pv\een t%léa?%ls’lbgﬁq %??%ﬁ!@g%vﬁg&ll Sg’éar‘%‘?s(og)the@@ ect

Thecl i ent (¥) YtCentive Dk ofdiuysermn pesibito descHbeev@ly FitEvald @Mbitiabaost or e(s)

960 that can be eng%& ed t@%P ore infornatign l.ocal. to the client(s) 910.

Sinmilarly, the %P %%T)m‘?i ologies EB@rmerss of isrdlns thesebiefiénvsrtiotobd ser ver

data store(s) A¥0fbliaresil Bahesphay fdodideSha henk AliMcPBihiioacala to the

servers 930. [OOSQLv¥¥a has, been descri bed above includes exanples of the
i

subj ect i nventi*GRY o4 the spbjes iipverion g paseible; Wiceordimelyethe sitject éventjon
concei vabl e coghitiatd @entra QIRAMEINEHLONs, %&ih%&h@%&&ﬂ&&f sy pgses of
descri bing the subject invention, but one of ordinary ski R the art may
recogni ze thatWitHnherspiri pet scepmefithrappenisd latns durtheratore trstho Bxteitdhat tsj ect
invention are i ”» i | i I: IS, Lntended to
enbrace all ng%§§F?g%gtﬁgﬁ§%ﬂﬁg f?ﬁé%??8§§g§ﬁ§&$§??%?%%ﬁgSP%QF“?5|| W t hin
the spirit andnigedpddo b¢ inclsive pyrematodr gmiants thefemt Trempuisiag” 4s6‘comprisdng’ent
that the terms iGhuflaSneh SniBEch ds'd chliiGl 0% g Ak ed description or the
clainms, such termis intende 0 be 1nclusive i’h a imanner simlar to the
term "conprising” as "conprising"” is interpreted when enployed as a
transitional word in a claimCLAIMS What is clainmed is: 1. A systemthat
facilitates database security and nmanagenent, conprising: a database
conponent that stores a plurality of objects having a hierarchical

rel ati onshi p between the objects; and a regi on conponent that defines one
or nore security zones for a subset of the objects and maps security data
to the subset, the security zones are independent of the hierarchical

rel ati onshi ps between the objects.
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2. The systemof claim11, the region conponent provides a transformfrom an
obj ect domain to a security domain. 3. The systemof claim2, the region
conponentwonodsdes2at | east one security descriptor thatcaafscovesositisc | east
one of the security zones. 4. The system of claim 2, the region conmponent
supports infieritance security between pegigas in the security domain. 5.
The system of claim1l, the region conponent supports an expansion of
security zonesWhptisclgimdddpse of security zones based upon an anal ysis of

security changes. 6. The systemof claimb5, the regi on conponent expands
security regions by, at_ |east.t.hree regions based upon detected. security
changes. 7. Thlg sys[f St %{fg‘flﬁ{a%f dptARsE LY ht?’t%&jgjﬁgar%ﬁl@gma?(g“%ln@ct ed by an
Access Control Ent raydatabésie)comBonehbhthatssyatsnploblig diobjedts hivigg AhieRshidednt r ol
Entry represents..an.explicit or.an inplicit security change. 9. The system
of claim 1,Fdsf W%H%?Sh?:t%ﬁ??egiﬂhegObéecfSaﬂTde that associates an object itemwith

a security descri ptaatgibflesthpduettthat 10fined be G)tsdre BcafityGoaédPoPa sbddtlohge
conprising at .I he securié%%giescriptor identjifier tg contents

%}bl %rt at maé%s ;
of a security YEETHAUAEYPS seeyrityAake g {hesy © SPRFHR Zones fp ilependeist thsi ng at
| east one of anisre@hicA0ERtioRhPEbeiheer@ElBhjedds.CONt ai ner item and a
non-contai ner item_12. The systemof claim1, further con;pri sing a

1P

conponent to ptopagdesysenof flein bribggeien purreeent nrejadesadigpsioyn femad. 13. The

system of ¢4 ai (;Bje'gtd&ﬁgiﬁtﬁ%s&gﬁqﬁrdbﬁgﬂg at | east one interface to interact
with the region cor_rﬁlonent or the database.14. The systemof claim 13, the

i nterface inclldes Thegettens ofelpin 3, tharagion epmpoacyfdnclyfiss et lept one secrly i ons, a

set security fuRGha:aenadd: ek ghg hd kB on. a remove hol ding I nk
function, and a get effective security function. 15. The systemof claim]1,

further conpri%i ng Thesedem pf ¢laini 2tkaegign eaupcnentdupione idesaned sgcwly ect

relationshi ps 4,a,$6650s'ih YheQOARN A conput er readabl e nedi um havi ng
conmput er reada eI e inng%qrusét ?ﬂlgng stocrloe ‘hereon for inplenenting the

conponent s2bf %l ai Aihg system of claim 1, the region component supports an expansion of
security zones or a collapse of security zones based upon an analysis of security
changes.
6. The system of claim 5, the region component expands security regions by at

least three regions based upon detected security changes.

25 7. The system of claim 6, the security changes are detected by an Access Control
Entry (ACE).
8. The system of claim 7, the Access Control Entry represents an explicit or an

implicit security change.
9. The system of claim 1, further comprising a table that associates an object

30 item with a security descriptor identifier.
10.  The system of claim 9, further comprising a table that maps the security
descriptor identifier to contents of a security descriptor.
11.  The system of claim 1, further comprising at least one of a root node, a child,
node, a container item, and a non-container item.

35 12, The system of claim 1, further comprising a component to propagate security
changes between the security zones.
13.  The system of claim 1, further comprising at least one interface to interact

with the region component or the database.
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17. A nethod for object database security, conprising: defining database
objects in an object donmain; defining security conponents in a security
domai n; pwowbetingsea mappi ng between the object domain ardTiUseoos@esans ty
domai n; and enpl oyi ng the mapping to define security regions for the

dat abase obj ects. 18. The method of claim 17, further conprising generating
at least three security regions upon detecting changes in the security
domai n. 19. Thé netThedysstm ef dlaim 187 thefinjerface inchidapr B@isagrimfuﬁétdegan

i nheritance | t | . Wit hi.n t.he security
domai n. 20. 2&%9??%%?%%ﬂ?%kgﬁfﬁgﬁgﬁla%%gggﬁﬁgﬁﬁé@FgéggéWFFV%a&%ﬂﬁ%ﬁsing:
means for st ortiokingllatkabagionobidecgeseffartermciiridy fmetid.ng security regi ons for

th bj ects; ' th curity. reqgions t.o the objects; and
roans T or accenst natf petRE Bt { Rt gr bl bl GU MG ieichS  RECERS £ oy

regions. 10  security object relationships in a security domain.

16. A computer readable medium having computer readable instructions stored
thereon for implementing the components of claim 1.
17. A method for object database security, comprising:
defining database objects in an object domain;
15 defining security components in a security domain;
providing a mapping between the object domain and the security domain; and
employing the mapping to define security regions for the database objects.
18.  The method of claim 17, further comprising generating at least three security
regions upon detecting changes in the security domain.
20 19.  The method of claim 17, further comprising providing an inheritance
mechanism for the security components within the security domain.
20. A system to facilitate database object security, comprising:
means for storing database objects;
means for setting security regions for the objects;
25 means for mapping the security regions to the objects; and

means for accessing the objects based at least in part on the security regions.
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