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references tg. watarimnki pe,ENCONRAST 0201, WO 96/26494, WO 96/36935, WO 96/42151, WO

97/22206, WO 97/26733. Some of the foregoing patents relate to visible watermarking techniques. Other

visible watermarking techniques (e.g. data glyphs) are described in U.S. patents 5,706,364, 5,689,620,
25 5,684,885, 5,680,223, 5,668,636, 5,640,647, 5,594,809.

Much of the work in data embedding is not in the patent literature but rather is published in
technical articles. In addition to the patentees of the foregoing patents, some of the other workers in this
field (whose watermark-related writings can by found by an author search in the INSPEC or NEXIS
databases, among others) include I. Pitas, Eckhard Koch, Jian Zhao, Norishige Morimoto, Laurence

30 Boney, Kineo Matsui, A.Z. Tirkel, Fred Mintzer, B. Macq, Ahmed H. Tewfik, Frederic Jordan, Naohisa
Komatsu, Joseph O’Ruanaidh, Neil Johnson, Ingemar Cox, Minerva Yeung, and Lawrence O’Gorman.

The artisan is assumed to be familiar with the foregoing prior art.



not only the assignee's watermarking technol ogy, but can |ikew se be
practiced ot her watermarking technol ogy, such as ,cated
above. vatg%%gyﬁ|ng can be applied to nyriad forms of |nfor%8?¢§%hﬂ
-present disclosure focuses 5 on its applications to security docunents.
However, it should be recognized that the principles discussed below can
al so be applied outside this area. Most of the prior art in inage
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sever al I SCusse calibration signals" that
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00/ 07356 P awggeglsuieaseglﬁtmg 1r31 ter areas F1g 1B shows such an arrangement. Again, area B looks

darker than area A, this time due to the greater widths of the component lines. These techniques are often
25 used together. Ultimately, a given region simply has more or less ink.

In my application 08/438,159 I introduced, and in my application 09/074,034 1 elaborated on,
techniques for watermarking line art by making slight changes to the widths, or positions, of the
component lines. Such techniques are further expanded in the present disclosure.

In several of my cited patents, I discussed various “calibration signals” that can be used to

30 facilitate the decoding of watermark data despite corruption of the encoded image, such as by scaling or
rotation. (See, e.g., patent 5,832,119.) Common counterfeiting techniques -- e.g. color photocopying, or
scanning/inkjet printing -- often introduce such corruption, whether deliberately or accidentally.

Accordingly, it is important that watermarks embedded in security documents be detectable



notw t hstandi ng such effects. Calibration signals particularly suited for
use with S&fd6d did¥sgdocunents are detailed in thi s di scl osur gerAQodagHr dance
wi t h enbodi man{s of the present invention, security documents are encoded
to convey machine-readable nmulti-bit binary information (e.g. digital -
wat ermarks), usually in a manner not 5 alerting human viewers that such
information is present. The docunents can be provided with overt or
sublimnal calibration patterns. When 3 docunent incorporating such a
pattern is scanned (e.g. by a photocopier), the pattern facilitates* -
detection of the encoded information notw thstandi ng possible scaling or
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cal i brati eawhkocks according to an enbodi mrent of the invention. 30 Fig. 8
shows an illustrative reference grey-scale calibration tile. Figs. 9A-9C
show steps in the design of a weave calibration pattern according to an
enbodi ment of the inventi on. BEef@esctiftionlhbiwsDiaswmgggener ati on of error data
used bp. desi gnikg & MEAVGL Bl B @l PALIELR: o BRCOE R 1ARaE DO ment
of the invention. WO 00/07356 PCI/US99/ 14532

Fig. 2 shows a virtual array of grid points that can be imposed on a security document image

according to an embodiment of the present invention.
Fig. 3 shows a virtual array of regions that can be imposed on a security document image
according to the Fig. 2 embodiment.
25 Fig. 4 shows an excerpt of Fig. 3 with a line from a line art image passing therethrough.
Fig. 5 shows changes to the width of the line of Fig. 3 to effect watermark encoding.
Fig. 6 shows changes to the position of the line of Fig. 3 to effect watermark encoding.
Figs. 7A and 7B show aspects of watermark and calibration blocks according to an embodiment
of the invention.
30 Fig. 8 shows an illustrative reference grey-scale calibration tile.
Figs. 9A-9C show steps in the design of a weave calibration pattern according to an embodiment
of the invention.
Fig. 10 shows the generation of error data used in designing a weave calibration pattern

according to an embodiment of the invention.



-4 Fig. 11 is a block diagramof a passport processing station according to
anot her e i the invention. Fig. 12 is a block d
photocoplgBﬁggggﬁdsng to anot her enbodi nent of the |nvent|o%&&ﬁ§b%%$§?Ied
‘Description By way of introduction, the present specification begins with
review of techniques for enbedding watermark data in line art, as
disclosed in ny application 09/074,034. Referring to Fig. 2, the
earlier-described technique enploys a grid 10 of inmaginary reference

points arrayed over a line art image. The spacing between points is 250
mcrons in the illustrated 10 arrangenent, but greater or |esser spacings
can of course Q?g H%?leodﬁ%%&&%’%ﬁﬁlss%&ﬁ}oc%éﬁx stg{ohgcc%ﬁlgfo ah(ﬁhe?ert?%ﬁ&n?rll{%gl ng
region 12, shown cribed el ow, um nosi t
reflectané@wwﬁﬁm@ach of these regions 12 is slightly changed to effect
sublim nal  engadinga BifckRiapah s fdaboRcopREGEOMnglid arfodidr dndKBmMAbS tRUSvesapes; the
illustrated rounded-rectangul ar shape is representative 15 only. (The
illustrated shape has the advantage of enconpassing a fairly large area
while bntroducing fewer visual abDehied®esriptihan, e.g., square regions.) In
ot her enbodi ne Ll e can

al tornatively b %va §fﬂﬁﬁ% gp%m}jh%&%e%&gsg&%matﬁh Be%*n re%ew on?cgmdllluese fggger ot of Fig.
3, shomﬁngmHﬂﬁmmémﬁmmtd§$mﬁgeWhmﬁughwﬂhéﬂqwﬂﬁmwﬁOW%HNﬁ%s The width of the

line, of coUrSgerARPRINES 2 QR hilr-dR@fibddGddhAdue LIRGR a Bfid wmgﬁlﬁry}e%rawoart The
20 illustrated line is about 40 mcrons in wdth: greater or |esser widths

can nat ur PPY afryed i ling it igage- gh‘izscﬁ’&‘i‘%d’etf"é"(?rﬁ’ﬁ’i“ﬁﬁé5° BN e ilstgted 5. t he
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Wiet her t he LM ManSQ.k:N a given region should be increased or decreased
depends on the particular watermarking algorithmused. Any algorithm can
be used, by chd¥gPhl Ehekd @nungepeyhcgiiustredgpu-ragmngdar shigee iategresertetivm woul d
ot her wisse oeiyamemhmtea éh@ibeﬂﬁsﬂﬁ@ad@d’nta@@éf@ﬁo‘ém?&csm@ XBHPlalghara Hil% Bhdduedly | MRYE.

( Sone WaternarklcagtIl erthns ef f ect &Bﬁ@ %ﬁ% es in a tra sforned domai n,
such as DGV Vi s thagr e & UPIcaTe b F MO R HUH G S HEES GF S nat el y
nanifestednmgsehaagesammeunwmaMﬁﬁ or color.) 30 In an exenplary algorlthm
t he binary dat S - 1S b 35 e agh of
and I's. (The. bi ey o IRpaa s B SEHER b e PRI | U
conprlsesI@@Ve?ﬁvwmhﬁﬁﬁﬂm@wfﬂw§ﬁﬂa@mben@ﬁﬁﬁﬁ@h@n@gﬂfW§dwabap@bﬁb¢|ses 128

bits, BONBQRfadinER L1086 s 1R ESdaleNG 1Q%er wHBE 86 i Sy PLig. ) WO 00/ 07356
PCTI US$99/ 14532

In one encoding technique, shown in Fig. 5, the width of the line is controllably varied so as to

change the luminosity of the regions through which it passes. To increase the luminosity (or reflectance),
the line is made narrower (i.e. less ink in the region). To decrease the luminosity, the line is made wider
(i.e. more ink).

25 Whether the luminance in a given region should be increased or decreased depends on the
particular watermarking algorithm used. Any algorithm can be used, by changing the luminosity of
regions 12 as the algorithm would otherwise change the luminance or colors of pixels in a pixelated
image. (Some watermarking algorithms effect their changes in a transformed domain, such as DCT,
wavelet, or Fourier. However, such changes are ultimately manifested as changes in luminance or color.)

30 In an exemplary algorithm, the binary data is represented as a sequence of -1s and 1s, instead of
Os and 1s. (The binary data can comprise a single datum, but more typically comprises several. In an
illustrative embodiment, the data comprises 128 bits, some of which are error-correcting or -detecting

bits.)



-5 Each elenment of the binary data sequence is then multiplied by a
correspond nt of a pseudo-random nunber sequence, L of
and 1|s, V@?gﬁh@%ﬁ i ntermedi ate data signal. Each elenentﬁg?n%%fgﬁbz
,internedlate data signal is mapped to a correspondi ng sub-part of.the

i mge, such as a region 12. (Comonly, each elenment is mapped to several
such sub-parts.) The inmage in (and optionally 5 around) this region is
anal yzed to determine its relative capability to conceal enbedded data, and
a corresponding scale factor is produced. Exenplary scale factors nay -
range fromO to 3. The scale factor for the region is then nultiplied by
t he elenent of n i,n order
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correspond to + O/c ows. t he bas chni
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the | uminance df regions C and D shou be increased by certain

per cent agé®ee from rdgi-offic Aminoply of tipfemants dher disiedfeerarasyre Mk e BSINGEne 1 ne
wi dt h.jpl n t«/&lbmol% ha) QortebiBhd @ ACR% cua@emexﬁﬁ&agadz Jayy Joﬁ&y@umgz%h&ngd ne wi dt h;
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oot on B i ofaeat o gioh B test S ST 18T e PP EEReR B SR gag. 20
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al gor! 1 hm, [ GANRIANL L i BORANER $ﬂc%t9c9mod9,remdﬂa§sea I il SR &:3,) spaced

t hr oughout ne art 1 nmage. hanges to ne 'w In"regions A and
D of Fig. 5 ardnExaytiewaeodr fnéralgw*rnpéﬁéee@m@fthat the Iuewmcatof rcmon Aniopld bg he

i Il ustysat egi,Vealhi 8B&Ein bScRRSS Whle@he 1MSncd REBRENNAD sRAUR B¥idcteaded B Cadid Y
nodul ate the line width 3 - 50% (increase or decrease). 25 (Many

wat er mar kifiGe™48%or i t hns routinely operate within a si gnal margin of about
+/- 1% changesn regloh Unthéiamintige is Gededed BChcresicott MG widlh ah regidn D theluhinaics e”

added by t.he enc nts. t . 1%. of the underlying signal.
Li nes typllﬁzlgfrfase ﬂq?mgq%qmerh si laI§1 i \r oncg Utgoarlgsgs?r(%ﬁen%so a 10% change to

| i ne wi dth may Norling pasfep élmmgfere@%lth@ﬁhg@lsmonpe@lnénmlcmﬁb@mlw s lemipanc&ecuri ty

docun®t s 78s it fafafib B tnethb ® HoweRH QS 8RB, 14D wstmqtdrktng GlefHilnREdnag@per al | y
need not convey photorealism Thus, securit ocunents can 30 be encoded

wi th hi ghepcadprepdgypitofdit i b-parts gpapsd thenehouh e K’leﬁﬁ iPAget ogr aphs, provided t he
result is stil IThea@ﬁgeba)tunsaid{hymsagﬁdnm\axcctmwlg Tare hiaggbsateaaar@urp&sml i zed

| um nance . han er .of .10% are e.in . sec cument s,
whi |6 SuciEergraN bl EF P ey B RETag Sl S geuParty be
consi der edind waitceP0@lgnaeasé or dsaame).cont ext s, | ocal i zed | um nance changes of
20, 30 50 or e E'y \%’&9(914%%5? algorithms routinely operate within a signal margin of about +/- 1%

changes in luminosity to effect encoding. That is, the “noise” added by the encoding amounts to just 1%

or so of the underlying signal. Lines typically don’t occupy the full area of a region, so a 10% change to

line width may only effect a 1% change to region luminosity, etc. Security documents are different from

photographs in that the artwork generally need not convey photorealism. Thus, security documents can

30  be encoded with higher energy than is used in watermarking photographs, provided the result is still

aesthetically satisfactory. To illustrate, localized luminance changes on the order of 10% are possible in

security documents, while such a level of watermark energy in photographs would generally be

considered unacceptable. In some contexts, localized luminance changes of 20, 30, 50 or even 100% are

acceptable.)



acceptable.) WD 00/07356 PCT/US99/14532 -6 In the illustrated technique,

t he change width is a function solely of the waterng (or
wat er mar k/ca 7§.§6I on pattern tweak, as discussed below) to glgm’;g%‘%ﬁgzézd to a
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In the exemplary watermarking algorithm, the average change in Juminosity across the security
25 document image is zero, so no generalized lightening or darkening of the image is apparent. The
localized changes in luminosity are so minute in magnitude, and localized in position, that they are
essentially invisible (e.g. inconspicuous/subliminal) to human viewers.
An alternative technique is shown in Fig. 6, in which line position is changed rather than line
width.
30 In Fig. 6 the original position of the line is shown in dashed form, and the changed position of
the line is shown in solid form. To decrease a region’s luminosity, the line is moved slightly closer to the
center of the grid point; to increase a region’s luminosity, the line is moved slightly away. Thus, in

region A, the line is moved towards the center grid point, while in region D it is moved away.



center of the grid point; to increase a region's lumnosity, the line is
nmoved sli gl Thus, in region A the line is noved e
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In still a further technique, the lumnance in each region Is changed while

| eavi ng t Hesitiqnaan a lipaaiieriphe pitheraiohe of f ect ed by sprinkling tiny dots

of ink in the C(IAB(Q;{I]WI tBEmasaian bnalpay ¢afi s@fe ak Mbre thdPa Edﬂ@abﬂﬁl tool. Mndta@aghdad i ty
i i sed with securi docunent s, he order

printing,
bF ' 3. o clee o1 b AEELP P S B e S DRPFIE S et e U 6 st 1)
beyond t heelpidr e grid poibtkr Arbivadilg cfsomizedmapnetic ifiedems beus&@peckl i ng a region with
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desired profile such as si an) an readi a 1% or so change in
| umi nosi ty. (Ustraibingtigggefithe e@tb@m@tsef HeseS apddean af ouse beweb resul@Rficipetary a

decrease iadrHifk By toktter ngrﬁrteaaeesramntm ?eastsyregaalcbaeleetatlg&t ed 30 by
speckling with a Light colored ink, or orm.n ht voids in line art

ot herwi se pres elﬁtstll] z}.furgtefté flt&lﬁ: e luminance in each region is changed while leaving the line
unchanged. This can be effected by sprmklmg tiny dots of ink in the otherwise-vacant parts of the

25 region. In high quality printing, of the type used with security documents, droplets on the order of 3
microns in diameter can be deposited. (Still larger droplets are still beyond the perception threshold for
most viewers.) Speckling a region with such droplets (either in a regular array, or random, or according
to a desired profile such as Gaussian), can readily effect a 1% or so change in luminosity. (Usually dark
droplets are added to a region, effecting a decrease in luminosity. Increases in luminosity can be effected

30 by speckling with a light colored ink, or by forming light voids in line art otherwise present in a region.)
(Actually, production realities often mean that many such microdots will not print, but statistically some
will.)

In a variant of the speckling technique, very thin mesh lines can be inserted in the artwork --

again to slightly change the luminance of one or more regions (so-called “background tinting”).



(Actual ly, producti on realities often mean that many such mcrodots will
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descrijged j fndahEdments %Qan%anomgpgr@atéfeﬂmrn@ﬁﬁeﬁwdrbﬁa}ransfor med into the
Fourier donmin, and then further transforned into the Fourier-Mellin

domai n, the trAiFeqdie AuacrnadequiiPEspae raelEatiorn of|the searppd depument gprse £O pe
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An exemplary calibration signal is a geometrical pattern having a known Fourier-Mellin
25 transform. As described in patent 5,862,260, when a known pattern is transformed into the Fourier
domain, and then further transformed into the Fourier-Mellin domain, the transformed data indicates the
scale and rotation of the pattern. If this pattern is replicated on a security document that is thereafter
scanned (as noted, scanning commonly introduces rotation, and sometimes scaling), the F-M transform
data indicates the scale and rotation of the scanned data, facilitating virtual re-registration of the security
30  document image for watermark detection.
As shown in Fig. 7B, an illustrative geometrical calibration pattern is a block, 3.2 cm on a side.
The block comprises a 16 x 16 array of substantially identical tiles, each 2 mm on a side. Each tile, in

term, comprises an 8 x 8 array of component cells.



data indicates the scale and rotation of the scanned data, facilitating
virtual re tion of the security 30 docunent i mage ,(fg%} rk
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pattern is a block, 3.2 cmon a side. The block conprises a 16 X. 16 array
of substantially identical tiles, each 2 mMmon a side. Each tile, in term
conprises an 8 x 8 array of conponent cells. WO 00/07356 PCTIUS99/14532 -9
As described bel ow, the geonetrical cald-bration pattern in the illustrated
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the security dQlﬁx }g rgo urle ef%ﬁcts trial Hransform
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iterativel Yy Ine a avli ng a weave- tern ose

| umi nance AjesPdvesseTiagsprtoaliF i iresiprnefithetiest Héheseepdy é‘??é'@enﬁ fldsign, gndgy qalkp backupres

pattern. Raf Rk bddd sdiQt Fe@ren@uliblaliéh id i ts r&&%l&ﬁﬁ%ﬂhdb& to select points on
the bottomand | eft side edges of th ile where lines are to cross the

tile boundari esOrqhE A BPEE \iﬁ‘ileéﬁgtﬂﬁé?e’?t PR depipgl defirpatile iy g AYs  Fes 25
are al so sk ﬁmﬁemdvhos(eIldaalthkmﬁnm&elmmésraﬁhednmdtmbfpreﬁohaEe gfeokdatepatemd angl es
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edges ﬁf are also selected. (In the illustrated embodiment, these points and angles are selected arbitrarily, although

in other embodiments, the choices can be made in conformance with an optimizing design procedure.)
The selected points and angles are then replicated on the corresponding right and top edges of
the tile. By this arrangement, lines exiting the top of one tile seamlessly enter the bottom of the adjoining
tile at the same angle. Likewise, lines exiting either side of a tile seamlessly join with lines in the
30 laterally adjoining blocks.
The designer next establishes trial line paths snaking through the tile (Figs. 9B, 9C), linking
arbitrarily matched pairs of points on the tile’s edges. (These snaking paths are sometimes termed
“worms.”) Desirably, these paths pass through each of the 64 component cells forming the tile, with the

total path length through each cell being within +/- 30% of the average path length through all cells.
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di st ance i trotighacelt @e te dcbrmplighbd byhigcreasing the curvature of the line in the cell, or by relocating a
25 line’s entrance and exit points along the boundary of the cell, so more distance is traversed through the
cell.
A computer program is desirably employed to effect the foregoing changes in line routing to
achieve the desired darkening or lightening of each cell.
After line positions in the trial calibration block have been tweaked in this fashion, the trial
30  block is again converted to grey-scale values, and again subtracted from the reference block. Again, an
array of error values is produced. The positions of the lines are then further tweaked in accordance with
the error values.
The foregoing steps of tweaking line routes in accordance with error signals, converting anew

into grey-scale, and computing new error values, is repeated until the luminance of the resulting weave
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changes in ting to achieve the desired darkenlng o] g of
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array of error values is produced. The positions of the |lines are then
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into grey-scale, and conputi ng new error values, is repeated until the
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transf oy m Has odthlR pae ARG ddiceli Rddhrdlebior roﬂaﬁorﬁ&g@hr@gf R tnpR#hde€ Theiadihoduced,
regardl ess of rotation ar scall ng of the in i mge. The .invariant output

pattern i sCSh AR S HIEHROGIREAL] d’ﬁ"pﬁ‘?‘%‘BbtPf aéﬁ%? a“?"oaridﬁlﬁﬁ"é‘ B ORE on, and
shifted i ndxaaﬁtohﬁrroporﬁhnmmmmamcqnhppwehmmmage Wiosd A @renssoed sikAgvn, M\hefeaf&n i mge
whose F-M ¢ £ at e and/or Ied t he
degree of IO a?afm orr] scgfﬁ(?jt a%\lr\gl ofllo§at1(§n cqgc r{g%gn be dggmgecgafbosseeigv\}r}gﬁ}?ef (gegr ee of
shift of t@étqfﬁlamslismrn@cf Mpmemam ﬁxem dlmﬁnilqme @mthdrqmnrsanén@le a@ka@vnt he
rotatiem a{égpé@a@-{)rgce?sfn? ofHOWAge Abe RGrREDS RekstoR HRGERS lod ofinal HRndPRYG Can be
performed to restore the image to its original orientation and scale. In

t he above-¥8&cri bed enbodi ment, the calibration block pattern has a known
F-M transform In the above-described embodiment, the calibration block pattern has a known F-M transform.

When a security document incorporating such a pattern is scanned (e.g. by a photocopier, a flatbed
scanner, a facsimile machine, etc.), the resulting data can be F-M transformed. The known F-M pattern is
25 then identified in the transformed data, and its two-dimensional shift indicates the scale and rotation
corruption of the scanned security document data. With these parameters known, misregistration of the
security document — including scale and rotation corruption -- can be backed-off, and the security
document data restored to proper alignment and scale. In this re-registered state, the watermark can be
detected. (In alternative embodiments, the original scan data is not processed to remove the
30 scale/rotation effects. Instead, subsequent processing proceeds with the data in its corrupted state, and
takes into account the specific corruption factor(s) to nonetheless yield accurate decoding, etc.)
The just-described calibration pattern and design procedure, of course, are just exemplary, and
are subject to numerous modifications. The dimensions can be varied at will. It is not essential that the

cell size of the calibration tiles match that of the watermark. Nor do the cells sizes need to be integrally



When a security docunent incorporating such a pattern is scanned (e.g. by a
phot ocopi e Gt bed scanner, a facsimle machi ne, etc.) I'ting
data can bgKEﬁ%ﬁ%ransforned The known F-M pattern is 25 thg%bﬁsgﬁﬁl ied in
the transfornmed data, and its two-di nensional shift indicates the. scale and
rotation corruption of the scanned security docunent data. Wth these
paraneters known, msregistration of the security docunent - including
scale and rotation corruption -- can bgzbacked-off, and the security
docunent data restored to proper alignnent and scale. In this re-regisstered
state, the watermark can be detected. (In alternative enbodi nents, the
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the F-M Feenleatis Mgl & Wﬁq’felmeéfaerbeheaély Bhiapasi or mllmm@mp mtrequesgrintgj gnal

can t hys hew@htaimed, and the routlng of the lines can be changed in
accordance therewith. Al though the il|lustrated enbodi nent tweaked the
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dots can be | uce in ce €gol ng and
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line art on the securit docunent I n man applcat|ons It Is eS|rabIeto
provi de t Hearkings Fa5/o5 eRpe by dhesesrty é?fuw%mg’éewr ? PG RS RTB RS CBETRORSEtIEs YYpr i or

to printingset Eﬂ?ﬁmMyKJmﬂQ& i618dd 100 @enbityKhatip Pikda®Ct1dadly i Rtehc MR MR ViR Slint ofQke CAN be
embossi ngs ep Bock tgé manufacturer of the paper can introduce less tinting during its manufacture. Such tinting
will effectively be replaced by the preliminary printing of the watermark/calibration pattern on the blank
25 paper.
Calibration signals entirely different than those detailed above can also be used. Calibration
signals that are optimized to detect rotation, but not scaling, can be employed when scaling is not a
serious concern. DCT and Fourier transforms provide data that is readily analyzed to determine rotation.
A calibration signal can be tailored to stand out in a typically low-energy portion of the transformed
30 spectrum (e.g. a series of fine lines at an inclined angle transforms to a usually vacant region in DCT
space), and the scanned image can be transformed to the DCT/Fourier domains to examine any shift in

the calibration signal (e.g. a shift in the spatial frequency representation of the inclined lines).



20 e.g., by rollers in the paper-making process. (Such textural marking is
di scussed %p@&%s@el ow.) O, the markings can be applied WT}UE%/?@%’” ty
docunment printer,as a prelimnary printing operation, such as set
printing. By using an ink color/density that is al ready cl osely matched to
the underlying tint of the paper stock, the manufacturer of the paper can
introduce less tinting during its manufacture. Such tinting wll
effectively be replaced by the prelimnary printing of the
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textured paper, even when the paper was skewed on the scanner platen.

The optical detection process by which a seemingly blank piece of paper can reliably convey
128 bits of data through an inexpensive scanner has not been analyzed in detail; the degree of localized
reflection from the paper may be a function of whether the illuminated region is concave or convex in

30  shape. Regardless of the explanation, it is a remarkable phenomenon to witness.

A second experiment was conducted with the same engraved plate, this time using transparent
ink. The results were similar, although detection of the watermark data was not always as reliable as in
the inkless case. The raised transparent ink may serve as light conduit, dispersing the incident

illumination in unpredictable ways as contrasted with simple reflection off un-inked paper.



20 generally flat substrate with a 3.2 x 3.2 cmtextured region therein.
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-placed - textured extrema down - on the platen of an conventional. fl atbed
scanner (of the sort commonly sold as an accessory for personal conputers),
and scanned. The resulting inmge data was input to Adobe's Photoshop i mge
processi ng software, version 4.0, which425 includes Digi marc wat er mark
reader software. The software readily detected the watermark fromthe -
textured paper, even when t he paper was skewed on the scanner platen. The
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Experinments have al so been conducted usi ng tradi tional opaque i1nks. Again,
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the design on the underlying substrate the ad i nformation can be

encoded i ninfoERgR BAttepHiRthhe Oifsiesiett Paﬁ%lcfbﬁmfa?@erﬁ SrggH HghdallPwdtedisrasiey be
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patterns, { Dle orec)(()rlng&telr r\}v%rkstatlon an(s( spends many hours laying-out minute (¢.g. 5 mm x 5 mm) excerpts of

the design. To aid integration of watermark and/or calibration pattern data in this process, an accessory

25 layout grid can be provided, identifying the watermark “bias” (e.g. -3 to +3) that is to be included in each
250 micron cell of the security document. If the accessory grid indicates that the luminance should be
slightly increased in a cell (e.g. 1%), the designer can take this bias in mind when defining the
composition of the cell and include a touch less ink than might otherwise be included. Similarly, if the
accessory grid indicates that the luminance should be somewhat strongly increased in a cell (e.g. 5%), the

30 designer can again bear this in mind and try to include more ink than might otherwise be included. Due
to the substantial redundancy of most watermark encoding techniques, strict compliance by the designer

to these guidelines is not required. Even loose compliance can result in artwork that requires little, if any,

further modification to reliably convey watermark and/or calibration information.
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pattern avek drefdtectf.br |ncI usion in a security docunent being desi gned (e.g.

filling a desirgd u&k @@s)hich the 128 bits of watermark data can be put in security documents are myriad.
Many are detailed in the materials cited above. Examples include postal stamps encoded with their value,
or with the zip code of the destination to which they are addressed (or from which they were sent);
banknotes encoded with their denomination, and their date and place of issuance; identification
documents encoded with authentication information by which a person’s identify can be verified; etc.,
30 etc.

The encoded data can be in a raw form — available to any reader having the requisite key data (in
watermarking techniques where a key data is used), or can be encrypted, such as with public key
encryption techniques, etc. The encoded data can embody information directly, or can be a pointer or an

index to a further collection of data in which the ultimate information desired is stored.
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of the re-registered data (using the techniques disclosed in my prior writings) to extract the bits of the
25 embedded data.

(Again, the reference to my earlier watermark decoding techniques is exemplary only. Once
scanning begins and the data is available in sampled form, it is straightforward to apply any other
watermark decoding technique to extract a correspondingly-encoded watermark. Some of these other
techniques employ domain transformations (e.g. to wavelet, DCT, or Fourier domains, as part of the

30 decoding process).)
In a variant embodiment, the scanned data is not assembled in a complete array prior to

processing. Instead, it is processed in real-time, as it is generated, in order to detect embedded watermark

data without delay. (Depending on the parameters of the scanner, it may be necessary to scan a half-inch
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photocopying with a minimum of delay. If a security document is scanned, one or more lines of scanner
output data may be provided to the photocopier’s reprographic unit before the recognition decision has
been made. In this case the photocopy will have two regions: a first region that is not tracer-marked, and
25  asecond, subsequent region in which the tracer data has been inserted.
Photocopiers with other means to detect not-to-be-copied documents are known in the art, and
employ various response strategies. Examples are detailed in U.S. Patents 5,583,614, 4,723,149,
5,633,952, 5,640,467, and 5,424,807.
Another hardware device that can employ the foregoing principles is a standalone scanner, A
30 programmed processor {or dedicated hardware) inside the scanner analyzes the data being generated by
the device, and responds accordingly.
Yet another hardware device that can employ the foregoing principles is a printer. A processor
inside the device analyzes graphical image data to be printed, looking for watermarks associated with

security documents.
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recogniti Q&o&rﬁﬁdﬂ%& (iR structures -- it cannot so easily be defeated. A security document can be doctored

ed as

(e.g. by white-out, scissors, or less crude techniques) to remove/obliterate the visible structures. Such a
document can then be freely copied on either a visible structure-sensing photocopier or scanner/printer

25 installation. The removed visible structure can then be added back in via a second printing/photocopying
operation. If the printer is not equipped with security document-disabling capabilities, image-editing
tools can be used to insert visible structures back into image data sets scanned from such doctored
documents, and the complete document can then be freely printed. By additionally including embedded
watermark data in the security document, and sensing same, such ruses will not succeed.

30 (A similar ruse is to scan a security document image on a non-security document-sensing
scanner. The resulting image set can then be edited by conventional image editing tools to
remove/obliterate the visible structures. Such a data set can then be printed — even on a
printer/photocopier that examines such data for the presence of visible structures. Again, the missing

visible structures can be inserted by a subsequent printing/photocopying operation.)
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wat er mar k HHEEnaines ?é%‘?frdi‘ W“a“ﬁ‘dfcqﬁ’eaﬁ%ihﬁbc‘@%{ﬁ@“/ d‘é‘ﬂ‘g‘ﬁ“’i’ tBes will
not SuOCeeadbseqaéhtly Be mbritotedto aEsUSlﬁ ma&o-t@n@iasma@sesecuri ty docunent image on a

non-security dacument-sensin scanner . The resulti set .can then be
edi ted by convglfl rglngolregom “gu%frfco%mze?thawamus emSDr0 g%@%oﬁ% er af’rese
vi si bl e stinvgution peside @dmhueaf@sm@d@mm'd@:hlt bihamndatpen murmmmenewedwrgndeafor

pri nt er/ phot 068Ri&factloh 8f su @B NE S tﬁmae&@mamg ol B-8ARAGE: Qe YhdSi bl e
structures. Again, the missing visible structures can be inserted by a

subsequentmtﬁ‘i‘qnhtl ng/ phot ocopyi ng operation.) WO 00/07356 PCT/ US99/ 14532
-19 Desirably, fRfgVésEivbd MdRluktkatl ulépmdq,leeeﬁr@rm@ﬂndmt“here\f@etneertmkraldet ector

are integr.ated together r dwar e .and/ or 0 Thi s

o ¢ angenarifusErE PHRe gt o Eoea ST e e SR ahes it By SO o
scanner, nmanhbepake@dsilimifing thx edopad iy ivetton. f@mdepajz theforegoiectoqgiingsi ioshoddok wat er mar k
extraction, . &l t‘ﬁ&ito{h%’ma?eﬂkérlynét’ focb B b Gl Jagméri%{%m% &Iﬁi?&oéug c;nlat)%' l%b's&tﬁ&aefoPat tern

recognitio PWat er mar k extraction, - ssuin con
di sabl i ng)andpiyeabigedvtht theelqgisart %"é‘ﬁ‘i %’PY%@‘&%W“@F%‘S effﬁh‘F | @heriigatufedr egoi ng

appar afous efiscRted iPay éanﬁmpaﬁcb%ns:&ﬂ GRS e %;h&ye@fatém&mnﬁeeis Bf HELSREIS Gailet NE
enbedded mar ki n]grﬁ can al so serve other ﬁnctl ons. ﬁ%Ps es i nclude banknote

pr ocessi ngFifc hTHEd D3R AT Derp A g P FAPRsATI O haeh Yo dsshiqumslisclotsd iy i weter
det ect i on, appiivatios - €.l uad df @Eur el yrlss for Waterrodrk dmsmrsé lto fe predad ROt iester sikdcd

cer tain g, sr k!e 18 gztlrlyr{auy ?tl%e reglclhr% ttl;lci. }Q'gsterg QISC](I;]S{IY%) 'ijngtpe corr&(e))ytm(’)]f rrsl)p el‘clul:l%re V\S/drk 53nd their
circulation/drs
While the technology has been described with reference to embodiments employing regular
25  rectangular arrays of cells, those skilled in the art will recognize that other arrays -- neither rectangular
nor regular -- can alternatively be used.
While the embodiments have described the calibration patterns as adjuncts to digital watermarks
-- facilitating their detection, such patterns have utility apart from digital watermarks. One example is in
re-registering scanned security document image data to facilitate detection of visible structures (e.g.
30 detection of the printed seal of the issuer, using known pattern recognition techniques). Indeed, the use
of such calibration patterns to register both watermark and visible structure image data for recognition is

an important economy that can be gained by integration a visible structure detector and a watermark

detector into a single system.



10 subsequently be nonitored to assist in nacro-econom c anal yses.) From

t he foregoj i-L. W |l be recognized that various enbodi nen rding to
t he presenkngwwvgﬁtion provi de techni ques for enbeddi ng nul%?pgggﬁgg%ary
data in security docunents, and provide for the reliable extraction of
such data even in the presence of various fornms of corruption (e.g. scale
and rotation). 15 Having described and illustrated the principles of ny
invention with reference to several ib$.ustrative enbodinents, it will be
recogni zed that these enbodi nents are exenplary only and should not *be
taken as limting the scope of ny invention. CGuided by the foregoing
teachings, it I : r er mar Kj . decadi ng, and
anti-counterfe?@ﬁ%‘g?gg ﬁ%ﬁ%%ﬁgg$€gﬁgkggéﬁggf¥@%ﬁgg%?6?@%ngﬁ§f§?rconbined
Wit h, the sbtestes pre gaigles iaponetrity bresy eynthetiogisedh ds podingrsl aad ero ws!l @f betten) spited@orher
features 20 vdihkla0S88destdbed¥crBRALds] €F applications can simlarly be enpl oyed
in enbodi nents of the technolog%edetailed her ei n. éThus, have not here

( . reir l
bel abor ed appl i"BRTTEHMEHS WREH 2BFVe (S RN EH B dedirred bt (58 ARlCskar | i er
appl i cat i @rgrammale Grdwdean@br satwdral net wor ks for watermark detectors -- to
the present sulject matter since sane is fairly taught by reading the
present diSC|ogh?gﬁvﬁm§ﬁ%“%%%€§§%mg?”ﬁ§”gg?fPg%%&g?1§3m9ﬁ¥w59P%5 t echnol ogy
has been desior ivitletle wihnblogisilesciind te, @Atydd caperk o intayplingsangwittetediarents 25
rect angul 3t akkiaYSaiRd G disoskd A4S thekibd: h&Uuik el dlBodfel of\%o'sil dobGRAER ze that
other arrays --"neither rectangular nor regular -- can alternatively be
used. Wi lsorperaediersddyAeeiensehave described the calibration patterns as

adj ungbs to di gitial otM@in@hBdskisle embodifn@fi doiwhiah i grideRRY 6f 1lQ@b&EIdbserbed SUCh
patterns have utilit

y apart fromdigita termarks. One exanple is in
re-regist§?VW5@§?§Hﬁ€H”g%?ﬂ?ﬁ??“ﬁ%@%ﬂ@ﬁ¥e*%ﬂﬁ@ggﬁﬁﬁmﬁémfgﬁ?¥$¥ Yé"Yet ect i on
of vi si bl eha@tdmodte takesas (imitigg th8ogtet ag invemioo fRathlrel i A reyding@adn abfuch he | ssuer,
using K ”9‘@%&&%&&‘ ’éﬂniyec&%gmt}ﬁd tgpscgﬁgpﬂgpg}flgﬁﬂe follo@%g%%imsj[arbcp Wi &ten SQ}]:ere o h .
calibration patterns "to register both watermrk an Vs Bretetrictur e i mge
data for recognition is an inportant econony that can be gai ned by
integration a visible structure detector and a waternmark detector into a
single system WO 00/07356 PCT/US99/ 14532 -20 Although security docunents
have nost commonly been printed (e.g. cotton/linen), other substrates are
gaining in popularity (e.g. synthetics, such as polyners) and are well (or
better) suited for use wth the above-described techni ques. The
enbodi ments detail ed above can be inplenented in dedicated hardware (e.qg.
ASI Cs), 5 progranmabl e hardware, and/or software. Several patents and
pat ent publications were noted above. The artisan is presuned to be
famliar with the technol ogi es described therein, and to be capabl e of
integrating sane with the elenents particularly detailed in this
di scl osure. To the extent possible, the disclosures of those docunents is



i ncorporated herein by reference. 10 In view of the many possible

enbodi nents to which the principles of the above-described _technol ogy may
be put, it “HWA7¥%e recognized that the detail ed enbodi menPSTAPE/1453%
illustrative only and should not be taken as limting the scope of mny-
invention. Rather, | claimas ny invention all such enbodinments as may
cone within the scope and spirit of the follow ng clains and equival ents
thereto. WO 00/07356 PCT/US99/14532 -21- | CLAIM 1. A security document
irncluding at | east a substrate, a digital watermark, and a calibration-
pattern, the calibration pattern having a known transformfacilitating
decoding of the digital watermark 5 from scan data corresponding to said
document . 12LAMs docunent of claim! in which the calibration pattern has a
known Fourier-Mellin transformfacilitating decoding of the digital

W.at er rr.ar K f r Omlts%asgcugt?tdgcuglgﬁ gngl%&)lﬁ) nzg Kegsg gug tx%%,l add‘gqtglc %Q:E natrk and%i'calﬁl‘)ra%grg otiable
financial instrufent rn accordance with clarm L 4. Knpassporf I'n

accor danceatgin; the edlibriatinn patteinhagng dinewnlicrntforeyfacilpfting fegpdinglof thp digital wtertmiank

cal i brati gRmRaLURE BrldGsndhe ¥d SldRb&mYRAve-1i ke appearance. 6. The docunment
of claiml in which the calibration tgattern extends across nost of the

security docurfedbe dogumetis clafpcl jpapieh 1B cafiprafioppaftemhas griesyp Boprigraddiedin one of t he
di gital wak@ra il daking bfthd didital walerfalt fr@f Rarbda® cb@@pdndiftho Biid doRadhddl. i Ng of
t he docunent, gngd not. tgrtl nt i gg.m& tThe dcpcumat t .of1 claim1l in which both
the digital watef MEFRAEHTRWET LI IATERIEILEPH 'are  real i zed by
texturing of tHeAdespmmemaccordanck withtclapr i.nti ng. 9. The docunent of claim11 in
whi ch gach one S GHAKEWThi drbiT!IGh whidNGe Qlibrkddf pgggxln'h { AR AALEET I has an

8-bit grey-scale value wthin twenty percent the value of all adjoining
one squar éPRfPPIcE-net er 20 zones of the calibration pattern. 10. The docunent

of claim1 in whirghdoeaseht 2 98 i (0ith 1Y caB&RioH bR x &0 §er R mbdd6r ugakdufiy at i on
pattern h%;(s) an 8-bit grey-scale value within twenty percent of the val ue of

al | adj oi i*PAY®50 micron by 250 nmicron zones of the calibration pattern.
11. The docunert Toé dochnanmaf laimnl iwkvhichat idae oiealf ihbdigitdl Gmerpark et dalil@ioPr i ses a

tiled pat terf, . LGN fi hSurfPur GhHLLRGnRoct biEnd O | OWi NG an apparent |y
randomro ?e. v met hod o(%f pr ogum ng a éecu%‘ ity docunment, conprising:
provi di ng nul t i& B¢ dogirpeat of cldiay lain whigh brththe digighvatemak afd teeeldsatiespaitem ae net al
nenber, SE}anzeB%& %e%t@ngh)@fﬁb @&uﬁa@l@, afiot };rfn{ﬁigt. bi nary data
9. The document of claim 1 in which each one square millimeter zone of the calibration pattern
has an 8-bit grey-scale value within twenty percent of the value of all adjoining one square millimeter
20  zones of the calibration pattern.
10. The document of claim 1 in which each 250 micron by 250 micron zone of the calibration
pattern has an 8-bit grey-scale value within twenty percent of the value of all adjoining 250 micron by
250 micron zones of the calibration pattern.
11. The document of claim 1 in which the calibration pattern comprises a tiled pattern, each tile
25 including a line following an apparently random route.
12. A method of producing a security document, comprising:
providing multi-bit binary data;
forming a pattern of recesses in a metal member, said pattern having the multi-bit binary data
encoded therein; and
30 pressing a substrate into said metal member to texture the substrate in accordance with said
binary data.

13. The method of claim 12 further including inking the recesses prior to the pressing.



encoded therein; and 30 pressing a substrate into said netal nenber to
texture the substrate in accordance with said binary data._13. The net hod
of claim1¥AAH including inking the recesses prior to PhEUST%YS g, wo
00/ 07356 PCT/US99/14532 -22 w - 14. The nethod of claim 12 in which the
pattern has the nulti-bit binary data steganographically encoded therein,
wherein a human viewer of the texture on the substrate is not alerted that
it conveys multi-bit binary data. 15. A method of processing a security
docunent, conprising: 5 generating scan data corresponding to said * -
docunent; performng a domain transformati on on the scan data to obtain
corruption data related thereto; and detecting enbedded information from
the processed dtahedsthad ofglajmylZzgnviich heRFUERAs Ji5imli-Riingy 9%y r upti on data. 10
16. The mekfaskrphicaly ahcoticd heie, Wkt hulbreyiehasxi i téxbdd GfiersimiritO ndt Sleded

Four i er-l\/ﬁ“ii n transtorm the corruption data is a scale or rotation
factor; and t REVHRTEST ngr?'ncal' udes conpensating the scan data in accordance

wi th the corrupf.i ametied d procehsing aFbraritrgedumeht.gbmpismg:m 15 i n whi ch t he enbedded

i nformation compfl.§8Scihd: borRigbndHedd Ll docuhrndat a. 18. The method of claim
15 which further includes using the detected information to access

addi ti onal i nf @rfRENInGAJIHINgTaERETARIRE en the Fan dafssnebiain cOTRRYPN dptaclpipd therdeicuri ty
docunent sanLonpri sing: a scanner for scanning a security docunent and

produci ng scan data caqrr ndi ng_t hereto; 20 processor responsjve to
encodi ng on théietgcélﬁ%ﬁ“i‘c{i"gpeeagg’ﬂﬁaé‘ﬂ‘?ﬂ?"b © BRTEFHiCAN Cﬁa Sta’gtd%ff‘i“%e"ﬁ’foy[')‘ﬁéa‘d scan
dat a fromcarupadnetaence state and produci ng out put data correspondi ng

theretg; a visipl fhe%%e(hgg&li’:{agn fef ector; and a steganographi c wat er mark
pu

detector; said output data permtting the detectors to detect visible
struct ures and teetdegaintsgysapisiion ioEF anpereetirtiensfasoci ated with the security
docunent notw tghsb ARG a LG borkiBh fadbManiot at i ons of the scan data.

the detecting includes compensating the scan data in accordance with the corruption data.
17. The method of claim 15 in which the embedded information comprises multi-bit digital
15 data.
18. The method of claim 15 which further includes using the detected information to access
additional information in a database.
19. Apparatus for use with security documents, comprising:
a scanner for scanning a security document and producing scan data corresponding thereto;
20 a processor responsive to encoding on the security document for determining rotation of the
scan data from a reference state and producing output data corresponding thereto;
a visible structure detector; and
a steganographic watermark detector;
said output data permitting the detectors to detect visible structures and steganographic
25 watermarks associated with the security document notwithstanding at least certain rotations of the scan

data.



