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Digital Audio Watermarking Using Content-Adaptive, Multiple Echo
| Hopping

FIELD OF THE INVENTION

The present invention relates to the field of digital audio signal processing, and in
particular to techniques of watermarking a digital audio signal.

BACKGROUND

The recent growth of networked muiltimedia systems has significantly increased the
need for the protection of digital media. This is particularly important for the
protection and enhancement of intellectual property rights. Digital media includes
text, software, and digital audio, video and images. The ubiquity of digital media
available via the Internet and digital library applications has increased the need for
new techniques of digital copyright protection and new measures in data security.
Digital watermarking is a developing technology that attempts to address these
growing concerns. It has become an area of active research in multimedia

technology.

A digital watermark is an invisible structure that is embedded in a host media signal.
Therefore, watermarking, or data hiding, refers to techniques for embedding such a
structure in digital data. It is an application that embeds the least amount of data, but
contrarily requires the greatest robustness. To be effective, a watermark should be
inaudible or invisible within its host signal. Further, it should be difficult or
impossible to remove by unauthorised access, yet be easily extracted by the owner or
authorised person. Finally, it should be robust to incidental and/or intentional
distortions, including various types of signal processing and geometric transformation

operations.

Many watermarking techniques have been proposed for text, images and video. They

mainly focus on the invisibility of the watermark and its robustness against various
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signal manipulations and hostile attacks, These techniques can be grouped into two

categories: spatial domain methods and frequency domain methods.

In relation to text, image 'z_md video data, there is a current trend towards approaches
that make use of information about the human visual system (HVS) in an attempt to
produce a more robust watermark. Such techniques use explicit information about the

HVS to exploit the limited dynamic range of the human eye.

Compared with the development of d_ig'ital video and image watermérking techniques,
watermarking digital audio provides special challenges. 'i'he human auditory system
(HAS) is significantly more sensitive than HVS. In parti_éular, the HAS is sensitive to
a dynamic range for amplitude of one billion to one and for frequency of one
thousand to one. Sensitivity to additive random noise is also acute. Perturbations in

a sound file can be detected as low as one part in ten mili_ion (80dB below ambient

level).

Generally, the limit of perceptible noise increases as the noise content of a host audio

signal increases. Thus, the typical allowable noise level remains very low.

Therefore, there is clearly a need for a system of watermarking digital audio dafa that

is inaudible and robust at the same time.
SUMMARY

In accordance with a first .aspect of the invention, there is disclosed a method of
embedding a watermark ina digital audio signal. The method includes the step of:
embedding at least one echo dependent upon the watermark in a portion of the digital
audio signal, predefined characteristics of the at least one echo being dependent upon
time and/or frequency domain characteristics of the portion of the digital audio signal
to provide a substantially inaudible and robust embedded watermark in the digital

audio signal.

Preferably, the method includes the step of digesting the tﬁgital audio signal to

provide a watermark key, the watermark being dependent upon the watermark key. It
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may also include the sf%p of encrypting predetennined‘%nfoﬂnation using the
watermark key to form the watermark.

Preferably, the method includes the step of generating the at least one echo to have a
delay and an amplitude relative to the digital audio signal that is substantiaily
inaudible. The value of the delay and the amplitude are programmable.

Two or more echoes can be programmably sequenced having different delays and/or
amplitudes. Two portions of the digital audio signal can be embedded with different
echoes dependent upon the time and/or frequency characteristics of the digital audio
signal.

In accordance with a second aspect of the invention, there is disclosed an apparatus
for embedding a watermark in a digital audio signal. The apparatus includes: a device
for determining time and/or frequency domain characteristics of the digital audio
signal; and a device for embedding at least one echo dependent upon the watermark
in a portion of the digital audio signal, predefined characteristics of the at least one
echo being dependent upon the time and/or frequency domain characteristics of the
portion of the digital audio signal to provide a substantially inaudible and robust
embedded watermark in the digital audio signal.

In accordance with a third aspect of the invention, there is disclosed a computer
program product having a computer readable medium having a computer program
recorded therein for embedding a watermark in a digital audio signaﬁ The computer
program product includes: a module for determining time and/or frequency domain
characteristics of the digital audio signal; and a moduie for embedding at least one
echo dependent upon the watermark in a portion of the digital audio signal, predefined

characteristics of the at least one echo being dependent upon the time and/or

‘frequency domain characteristics of the portion of the digital audio signal to provide a

substantially inaudible and robust embedded watermark in the digital andio signal.

In accordance with a fourth aspect of the invention, there is disclosed a2 method of
embedding a watermark in a digital audio signal. The method includes the steps of:
generating a digital watermark; a_.daptively segmenting the digital audio signal
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dependent upon at least one frequency and/or time domain characteristic into two or
more frames containing respective poﬁioﬁs of the digital audio signal; classifying
each frame dependent upon at least one frequency and/or time domain characteristic
of the portion of the digital audio signal in the frame; and embedding at least one echo
in at least one of the frames, the echo being dependent upon the watermark and upon
a classification of each frame detenmned by the classifying step, whereby a
watermarked digital audio signal is produced.

Preferably, the watermark is dependent upon the digital audio signal. The method
may also include the steps of: audio digesting the digital audio signal to provide an

audio digest; and encrypting watermark information dependent upon the audio digest.

Preferably, the method further _in_cludes the step of extracting one or more features
from each fraxhe of the digital audio signal. It may also include the step of selecting
an embedding scheme fo;r each frame dependent upon the classification of each frame,
the embedding scheme adapted debendent upon at least one time and/or frequency
domain characteristic of the classification for the correspondmg portion of the digital
audio si gnal Still further the method may further include the step of embedding the
at least one echo in at_l_east one of the frames dependent upon the selected embedding
scheme. The amplitudeiand the delay of the echo relative to the corresponding -
portion of the digital audio signal in the frame is deﬁned' dependent upon the
embeddmg scheme so as to be 1naud1ble Optionally, at least two echoes are
embedded in the frame.

Preferably, two or more echoes embedded in the digital audio signal are dependent

upon a bit of the watermark.

In accordance with a fifth aspect of the invention, there is disclosed an apparatus for
embedding a watermark in a digital eud_io signal, .The a?pamtus includes: a device for
generating a digital watennark; adevice for adaptively segmenting the digital audio
signal dependent upon at least one frequency and/or time domain characteristic into
two or more frames containing resi:ecti\}e portions of the digital audio signal; a device

for classifying each frame depeddent upon at least one frequency and/or time domain
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characteristic of thé’i)‘b%on of the digt ":I'audio signal 1%?}1? frame; and a device for
embedding at least one echo in at least one of the ﬁ'anies,. the echo being dependent
upon the watermark and upon a classification of each frame determined by the

classifying device, whereby a watermarked digital audio signal is produced.

In accordance with a sixfh aspect of the invention, there is disclosed a computer
program product having a computer readable medium having a computer program
recorded therein for embedding a watermark in a digital audio signal. The computer
program product includes: a module for generating a digital watermark; a module for
adaptively segmenting the digital audio signal dependent upon at least one frequency
and/or time domain characteristic into two or more frames containing respective
portions of the digital audio signal; a module for classifying each frame dependent
upon at least one frequency and/or time domain characteristic of the portion of the
digital audio signal in the frame; and a module for embedding at least one echo in at
least one of the frames, the echo being dependent upon the watermark and upon a
classification of each frame determined by the classifying device, whereby a
watermarked digital audio signal is produced.

In accordance with a seventh aspect of the invention, there is disclosed a method of
extracting a watermark from a waiexmarked digital audio signal. The method
includes the steps of: adaptively segmenting the watermarked digital audio signal into
two or more frames containing corresponding portions of the watermarked digital
audio signal; detecting at least one echo present in the frames; and code mapping the
at least one detected echo to extract an embedded watermark, the mapping being
dependent upon one or more embedding schemes used to embed the at least one echo
in the watermarked digital audio signal.

Preferably, the method further includes the step of audio registering the watermarked
digital audio signal with the original digital audio sighal to determine any
unauthorised modifications of the watermatked digital dudio signal.



10

15

20

25

WO 00/39955 PCT/SG98/00111

-6-

Preferably, the method further includes the step of decrypting the embedded
watermark dependent upon an audio digest signal to derive watermark information,

the audio digest signal l_?e_ing depeqdent_ upon an origina! digital audio signal.

In accordance with an eighth aspect of the invention, there is disclosed an apparatus
for extracting a watermark from a watermarked digital audio signal. The apparatus
includes: a device for edaptively segmenting the watemrarked digital audio signal into
two or more frames corrtaining correepdnding pertions ef the watermarked digital
audio signal; a device for detectmg at least one echo present in the frames; and a
device for code mapping the at least one detected echo to extract an embedded
watermark, the mappm__g being dependent upon one or x_g_ore embedding schemes used

to embed the at least oge echo in the watermarked digité.l audio signal.

In accordance with an ninth aspect of the i invention, there is disclosed a computer
program product havmg a computer readable medmm havmg a computer program
recorded therem for extractmg a watermark from a watermarked digital audio signal.
The computer program product mcludes a module for adaptlvely segmentmg the
watermarked digital audm s1gna1 mto two or more f‘rames containing corresponding.
portions of the watermarked digital audro srgnal a module for detecting at least one .
echo present in the frames; and a module for code mappmg the at least one detected

echo to extract an embedded watennark, the mappmg bemg dependent upon one or

‘more embedding scherr;es used to embed the at least one echo in the watermarked

digital audio signal.
BRIEF DESCRIPTION OF THE DRAWINGS

A small number of embodiments of the invention a.rede_scrib_ed hereinafter with

reference to the drawings, in which:

Fig. 1 is a high-level block diagram illustrating the watermark embedding process in

accordance with a first embodiment of the invention.
Fig. 2 is a flowchart illustrating the echo hopping process of Fig. 1;

Fig. 3 is a flowchart illustrating the echo embedding prdcess of Fig. 1;
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Fig. 4 is a block disgram illustrating the watermark exti*acting process of Fig. 1;
Fig. 5 is a flowchart illustrating the echo detecting process of Fig. 4;

Fig. 6 is a block diagram depicting the relationship of encryption and decryption
process shown in Figs. 1 and 4, respectively;

Fig. 7 is a flowchart of the audio digesting process for generating a watermark key
shown in Fig. 1;

Fig. 8 is a block diagram illustrating a training process to produce classification

parameters and embedding scheme design for andio samples;
Fig. 9 is a flowchart illustrating the audio registration process of Fig.4;
Fig. 10 is a graphical depiction of frequency characteristics:

Figs. 11A-11D are timing diagrams illustrating the process of embedding echoes in a
digital audio signal to produce a watermarked audio signal; and

Fig. 12 is a diagram illustrating the spectra corresponding to a frame of the original
audio signal shown in Fig. 11A.

DETAILED DESCRIPTION

A method, an apparatus and a computer program product for embedding a watermark
in a digital audio signal are described. Correspondingly, a method, an apparatus and a
computer program product for extracting a watermark from a watermarked audio
signal are also described. In the following description, numerous specific details are
set forth iﬂcluding specific encryption techniques to provide a more thorough
description of the embodiments of the present invention. It will be apparent to one
skilled in the art, however, that the present invention may be practised without these
specific details. In other instances, well-known features are not described in detail so

as not to obscure the present invention.
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'Four accompanying Appendices (1 to 4) form part of this description of the

embodiments of the invention.

The embodiments of the invention provide a solution to the conflicting requirements
of inaudibility and robus_t_ness in embedding and extracﬁng watermarks in digital
audio signals. This is done using content-adaptive, digital audio watermarking

While the HAS has a large dynamic range, it often has a fairly small differential
range. Consequently, loud sounds tend to mask out quieter sounds. Additionally,
while the HAS has very low sensitivity to the amplitude and relative phase of a sound,
it is difficult to perceive absolute phase.. Fin%xlly, theré are some environmental
distortions so common as to be ignored by the listener in most cases. These
characteristics can be co_ﬁsideregi as positive factdrs to design watermark embedding

* and extracting schemes.

| Focusing on issues of inaﬁdibility,‘;bbustness and tamper-resistance, four techniques
are disclosed hereinafter, They are: = |

(1) content-adaptive embedding scheme modelling,

(2) multiple-echo hopping and hiding, '

(3) audio registration using a Dynamlc Time Warpmg techmque and

(4) watermark encryption and decryption using an audio digest signal.
An application system c'alled KentMark (Audio) is implemcnted based on these
techniques: A brief overvxew of the four techniques employed by the embodiments of

the present invention is set forth ﬁtst
Content-Adaptive Embeddin

In the content-adaptive embedding technique, parameters fbr setting up the
embedding process vary dependent on fhe content of an audio signal. For example,
because the content of a frame of digital violin music is very (iifferent from that of a
recording of a large symphony orchestra in terms of spectral details, these two
respective music frames are treated différently. By doi;i_g so, the embedded
watermark signal better.matches the host audio signal so that the embedded signal is
perceptually negligible; This content-adaptive method couples audio content with the
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embedded watenné%f-c"ls;ignai. Consequently, it is diﬂic{iﬁt' EB remove the embedded
signal without destroying the host audio signal. Since the embedding parameters
depend on the host audio signal, the tamper-resistance of this watermark embedding

technique is also increased.

In broad terms, this technique involves segmenting an audio signal into frames in the
time domain, classifying the frames as belonging to one of several known classes, and
then encoding each frame with an appropriate embedding scheme. The particular
scheme chosen is tailored to the relevant class of audio signal according to its
properties in the frequency domain. To implement the content-adaptive embedding,
two techniques are disclosed. They are audio-frame classification and embedding-

scheme design techniques.

Multiple Echo Hopping and Hiding

Essentially, the echo hiding technique embeds a watermark into a host audio signal by
introducing an echo. The embedded watermark itself is a predefined binary code. A
time delay of the echo in relation to the original audio signal encodes a binary bit of
the code. Two time delays can be used. One delay is for a binary one, and another is
for a binary zero. Both time delays are chosen to remain below a predefined threshold
that the human ear can sense. Thus, most human beings cannot resolve the resulting
embedded audio as deriving from different sources. In addition to decreasing the time
delay, distortion must remain imperceptible. The echo’s amplitude and its decay rate

are set below the audible threshold of a typical human ear.

To enhance the robustness and tamper-resistance of an embedded watermark, a
multiple echo-hopping process cari be cmpldyed. Instead of embedding one echo into
an andio frame, multiple echoes with different time delays can be embedded into each
audio sub-frame. In other words, a bit is encoded with multiple bits. Using the same
detection rate, the amplitude of an echo can consequent_ly be reduced. For attackers
attempting to defeat the watermark, without knowledge of the parameters, this
significantly reduces the possibility of unauthorised echo detection and removal of a

watermark.
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Audio Registration Using DTW Technique

To prevent unauthorised attackers from re-scali_ng, inserting and/or deleting an audio
signal in the time domain_; a procedure is provided for registering an audio signal

before watermark extraction.

In the registration proces§, e Dynamic ’I‘i_rne Warping (DTW) technique is employed.
The DTW technique r_esolves an opfimal alignment path ijetv\reen two audio signals.
Both the audio signal under consideraxion and the reference audio signal are
segmented into ﬁxed—length frames The power spectral parameters in each frame are
" then caleulated using a non-lmear ﬁ'equency scale method An optrmal path is
generated that results in the minimal dlssumlanty between the reference audio and the
testing audio frame sequences The reglstratlon is performed according to this optimal

path. Any possible shrﬁmg, scahng, or other non—lmear t1me domaln distortion can be
' detected and recovered '

Watermark Encryption & Decryption Using Audio Digest Signal

“To further improve system securiry and tamper-resistance an audio digest signal from
the original audio signal is generated asa watermark key to encrypt and decrypt the

watermark signal. This serves to guarantee the umqueness ofa watermark signal, and

prevent unauthonsed ac_cess to the watermark.
1 Watermark Embedding

Fig. 1 illustrates a procees of embedding .wate_rmarks in accordance with a first
embodiment of the invention. A digital audio signal 100 is provided as input to an
audio digest module 130, an audio segment'ation module 140, and an echo embedding
module 180. Using the digital audio'sigrral 100, the audio digest module 130

| produces a watermark key 108 that is provided as input to an encryption module 120.
The watermark key 108 is an audio digest signal created from the original audio
signal 100. It is also an output of the system. Predefined watermark information 102

is also provided as an input to the encryption module 120. The watermark
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information 102 is 'gi"ic;fypted using the watermark key 108£md provided as input to an
echo-hopping module 160.

The audio segmentation module 140 segments the digital audio signal 100 into two or
more segments or frames. The segmented audio signal is provided as input to a
feature extraction module 150. Feature measures are extracted from each frame to
represent the characteristics of the andio signal in that frame. An exemplary feature
extraction method using a non-linear frequency scale technique is described in
Appendix 1. While a specific method is set forth, it will be apparent to one skilled in
the art that, in view of the disclosure herein, that other techniques can be practised
without departing from the scope and spirit of the invention. The feature extraction
process is the same as the one used in the training process described hereinafter with

reference to Fig. 4.

The extracted features from each frame of digital audio data 100 are provided as input
to the classification and embedding selection module 170. This module 170 also
receives classification parameters 106 and embedding schemes 104 as input. The
parameters of the classifier and the embedding schemes are generated in the training
process. Based on the featare measures, each audio frame is classified into one of the

pre-defined classes and an embedding scheme is selected.

The output of the classification and embedding scheme selection module 170 is
provided as an input to the echo-hopping module 160. Each embedding scheme is
tailored to a class of the audio signal. Using the selected embedding scheme, the
watermark is embedded into the audio frame using a multiple-echo hopping process.
This produces a particular arrangemerit of echoes that are to be embedded in the
digital audio signal 100 dependent upon the ericrypted watermark produced by the
module 120. The echo hopping sequence and the digital audio signal 100 are
provided as an input to the echo embedding module 180. The echo embedding
module 180 produces the watermarked audio signal 110 by embedding the echo
hopping sequence into the digital audio signal 100. Thus, the watermark embedding
process of Fig. 1 produces two outputs: 4 watermark key 108 digested from the
original audio signal 100 and the final watermarked audio signal 110.
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The foregoing embodin_i:n_t of the invention and the corresponding watermark
extraction process described hereinafter can be implemented in hardware or software
form. That is, the functionality of éac_h module can be iniplemented electronically or
as software that is carriled out using a computer. For example, the embodiment can be
implemented as a computer program product. A complitér program for'embedding.a
watermark in a digital audio signal can be stored on a c@mputer readable medium.
Likewise, the computet program can be one for extracting a watermark froma
watermarked audio signal. In each case, the computer program can be read from the
medium by a computer, which in turn carries out the opl_érations of the computer
program. In yet another embodiment, the system dépicfed in Fig. 1 can be
implemented as an Application Specific Integrated Ciréﬁ;it (ASIC), for example. The
watermark embedding and extractihg processes are capable of being implemented ina
number of other ways, which will be apparent to those skilled in the art in view of this

disclosure, without departing from the scope and spirit Qf the invention.
1.1 Echo Hopping

Fig. 2 illustrates the functionality of the echo-hopping module 160 of Fig. 1 in further
detail. To gain _robustilgss in any _sﬁbse;quent detection process carried out on a
watermarked audio signal, muitiple echo hopping is ém_ploye_d. A bitin the
watermark sequence is encoded as multiple echoes while each audio frame is divided
into multiple sub-frames. Processing commences at step 200. In step 200, each frame
of the digital audio sighal is divided into multiple sub-frames. This may include two

or more sub-frames.

In step 210, the embedding scheme_ 104 selected by the module 170 of Fig. 1 is.
mapped into the sub-frames. In step 220, the sub_-framgé_ are encoded according to the

-embedding scheme selected. Each sub-frame carries one echo. For each echo, there

is a set of parameters determined in the embedding scﬁf:me design. In this way, one
bit of the watermark is encoded as multiple bits in various pattems. This significantly
reduces the pbssib_ility of echo detectibn and removal by attackers, since the
parameters corresponding to each echo are unknown to:-them. In addition, more

patterns can be chosen when embedding a bit. Processing then terminates.
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1.2 Echo Emb'ed%i'ing

Fig. 3 illustrates in farther detail the functionality of the echo-embedding module 180
for embedding an echo into the andio signal shown in Fig. 1. A sub-frame 300 is
provided as input to step 310 to calculate the delay of the original audio signal 100, In
step 320, a predetermined delay is added to a copy of the original digital audio signal
in the sub-frame to produce a resulting echo. The amplitude of the time-delayed
audio signal is also adjusted so that it is substantially inaudible. In this echo

embedding process, an audio frame is segmented into fixed sub-frames. Each sub-

frame is encoded with one echo. For the ith frame, the embedded audio signal S,fj {n)

is expressed as follows:
Sy () =8y (n)y+ @, S; (n-5,), _ V)
S; (k)=0 ifk<0, )

where S; (n) is the original audio signal of the jith sub-frame in the ith frame, a; is
the amplitude scaling factor, and & is the time delay corresponding to either bit ‘one’

or bit ‘zero’.

Fig. 11 is a timing diagram illustrating this process. With reference to Fig. 11A, a
frame 1100 of an original digital audio signal S{n] is shown. Preferably, the frames
are fixed length. The amplitude of the signal S[n] is shown normalised within a scale
of ~1 to 1. Dependent upon the content of the audio signal S[n], it is processed as a
number of frames (only one of which is shown in Fig. 11). Fig. 12 depicts exemplary
spectra for the frame 1100. In turn, the representative frame 1100 is processed as
three sub-frames 1110, 1120, 1130 with starting points n0, n1, and n2, respectively in
this example.

The first sub-frame 1110 is embedded with an echo S’[1] shown in Fig. 11B. The
sub-frame 1110 starts at n0 and ends before nl. The first echo S’[n] =«l x S[n + 81].
The second sub-frame 1120 is embedded with an echo S”’{n] shown in Fig 11C. The
second echo S$”’[n] =2 x S[n +52]. Both scale factors a1 and a2 are significantly
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less than the amplitude of the audio signal S[n]. Likewise the delays 51 and 52 are
not detectable in the HAS. The resulting frame 1100 of fhe watermarked audio signal
S{n] + 8°[n] + S”’[n] is shown in Fig. 1 1D. The difference between frame 1100 in
Fig. 11A and in Fig. 11D isvirtualiy undetectable to the HAS.

2 Watermark Encryption and Decryption

The relationship between encryption ahd decryption processes is shown in Fig. 6.
Encryption 600 is a process of encoding a message or data, e.g. plain text 620, to
produce a representation' of the message that is unintelligibfe or difficult fo decipher.

Tt is conventional to refer to such a representation as cipher text 640.

Decryption 610 is the inverse process to transform an encrypted message 640 back

into its original form 620. Cipher text and plain text are merely naming conventions.
Some form of encryption/decryption key 630 is used in both processes 600, 610.

Formally, the traﬁsfoﬁha_tioﬁé between 'pl.ain text and cipher text are denoted

'C=E(X,P) and P=D(K, C)_; whéré [ re;iresént_s the cipher text, E is the encryption -

process, P is the plain text, D is the decryi:tioh proc&ss', andKisa key' to provide

 additional security.

Many forms of encryption and corresponding decryption are well known to those
skilled in the art, which can be practised with the invention. These include LZW

encryption, for example.
2.1 - Audio Digest

Fig. 7is a flow diagrani.depicting a process of generating an audio digest signal used
as a security key to encrypt and decrypt Watermark infoﬁnation to produce a
watermark. The original .'a'udio signal 700 is provided as input to step 710, which
performs a hésh transform 6n the audio signal 700. In particular, a one-way hash
function is employed. A hash function converts or trallsfprms data to an “effectively”
unique representation, hormally much Smaller in size. Different input values produce

different output values. The transformation can be expressed as follows:
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K=H{(S), 3

where S denotes the original audio signal, X denotes the audio digest signal, and #
denotes the one-way Hash function.

In step 720, a watermark key is generated. The watermark key produced is therefore
a shorter representation of the input digital audio data. Processing then terminates.

3 Adaptive Embedding Scheme Modelling

Modelling of the adaptive embedding process is an essential aspect of the

embodiments of the invention. It includes two key parts:

1. Audio clustering and embedding process design (or training process, in other

words); and
2. Audio classification and embedding scheme selection.

Fig. 8 depicts the training process for an adaptive embedding model. Adaptive
embedding, or content-sensitive embedding, embeds watermarks differently for
different types of audio signals. To do so, a training process is run for each category
of audio signal to define embedding schemes that are well suited to the particular
category or class of audio sighal. The training process analyses an audio signal 800 to
find an optimal way to classify audio frames into classes and then design embedding

schemes for each of those classes.

Training sample data 800 is provided as inpuf to an audio segmentation module 810.
The training data should be sufficient to be statisticall-y significant. The segmented
audio that results is provided as input to a feature extract.:ion module 820 and the
embedding scheme design module 840. A model of the human auditory system
(HAS) 806 is also provided as input to the feature-extraction module 820, the feature-
clustering module 830, and the embedding-scheme design module 840. Inaudibility
or the sensitivity of human auditory system and resistance to attackers are taken into

consideration,
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The extracted features produced by module 820 are provided as input to the feature-
clustering module 830. The feature-clustering module 830 produces the classification
parameters 820 and provides input to the embedding-scheme design module 840.
Audio signal frames are clustered into data clusters each of which forms a partition in
the feature vector space and has a centroxd as its representanon Since the audio
frames in a cluster are sn_mlar, embeg_i_dmg schemes are designed dependent on the
centroid of the cluster aﬂ'd the human audio system model 806. The embedding-
scheme design module 840 produces a number of embeddmg schemes 804 as output.
Testing of the design of an embedding scheme is requlred to ensure inaudibility and
robustness of the resultmg watermark. Consequently, an embeddmg scheme is

designed for each class/clustet of s1gnal which is best sulted to the host 31gnal

The training process need only be performed once fora Category of audio signals. The

derived classification parameters and the embedding schemes are used to embed

‘watermarks in all audio sx gnals in that category

With reference to the audio classification and embedding scheme selection module
170 of Fig. 1, similar pre-processing is conducted to coxivert the incoming audio
signal into feature frame sequences. Each frame is classified into one of the
predefined classes. An embeddmg scheme for a frame i is chosen which is referred to

as the content—adaptlve embeddmg scheme In this way, the watermark code is
embedded frame-by-frame into the host.dlgxtal audio 51gnal.

An exemplary process of audio embedding modelling 1s set forth in detail in
Appendix 3. |

4 Watermark Extracting

Fig. 4 illustrates a process of watermark extraction. A watermarked audio signal 110
is optionally provided as input to an audio registration module 460. This module 460
is a preferred feature of_ the embodiment shown in Fig. 4. However, this aspect need
not be practised. The module 460 pre-processes the watermark audio signal 110 in
relation to the original audio signal 100. This is done to protect the watermarked
audio signal 110 from oistortions. This is described in greater detail hereinafter:
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The watermarked ﬁxﬁ signal 110 is then pmvided'dg:%f;ﬁ fo the audio segmentation
module 400. This module 400 segments the watermark audio signal 110'into frames.
That is, the (registered) watermarked audio signal is then segmented into framies using
the same segmentation method as in the embedding process of Fig. 1. The output of
this module 410 is provided as input to the echo-detecting module 410.

The echo-detecting module detects any echoes present in the currently processed
audio frame. Echo detection is applied to extract echo delays on a frame-by-frame
basis. Because a single bit of the watermark is hopped into multiple echoes through
echo hopping in the embedding process of Fig. 1, multiple delays are detected in each.
frame. This method is more robust against attacks compared with a single-echo
hiding technique. Firstly, one frame is encoded with multiple echoes, and any
attackers do not know the coding scheme. Secondly, the echo signal is weaker and

well hidden as a consequence of using multiple echoes.

The detected echoes determined by module 410 are provided as input to the code-
mapping module 420. This module 420 also receives as input the embedding
schemes 104 and produces the encrypted watermark, which is provided as output to

‘the decryption module 430. This module performs the inverse operation of step 160

in Fig. 1.

The decryption module 430 also receives as input the watermark key 108. The
extracted codes must be decrypted using the watermark key to recover the actual
watermark. The output of the decryption 430 is provided to the watermark recovering
module 440, which produces the original watermark 450 as it output. A message is
produced from the binary sequence. The watermark 450 corrcsiaonds to the
watermark information 102 of Fig. 1. '

4.1 Echo Detecting

Fig. 5 is a detailed flowchart illustrating the echo detecting process of Fig. 4. The key
step involves detecting the spacing between the echoes. To do this, the magnitude (at
relevant locations in each audio frame) of an autocorrelation of an embedded signal’s

cepstrum is examined. Processing commences in step 500. In step 500, a watermark
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audio frame is converted into the frequency domain. . In step 5 10, the complex

logarithm (i.e., log (a +bj)) is calculated. In step 520, the inverse fast Fourier
transform (IF FT) is computed

In step 530, the autocorrelation is calculated. Cepstral melysis utilises a form of
homomorphic system that coverts a convolutien operation into addition operations. It
is useful in detecting the existence of echoes. From the a'ntocorrelation of the
cepstrum, the echoes i in each audio frame can be found accordmg to a “power spike”

at each delay of the echoes Thus, in step - 540, a time delay correspondmg to “power
spike” is searched for. In step 550, a code con_'esp_ondxng to the delays is determined.
Processing then terminates. An exemplary echo detecting process is set forth in detail
in Appendix 2. | - ?

5 Audio Registration

Fig. 9 illustrates the audio registration process of Fig. 4 that is performed before

watermark detection. Audio registration i épte-processing technique to recover a
signal from potenttal attacks such as insertion or deletxon of a frame, re-scalmg in the
time domain, A watermarked audio s1gnal 900 and an original signal 902 are
provided as input. In step 910, the two input signals, 909, 902 are segmented and a
fast Fourier transform (i?FT) performed on each. In step 920, for each input signal,
the power in each fr_ame'is calculated using the mel scale. In step 930, the best time
alignment between the two frames is found using the djnamic time-warping
procedure. Dynamic Tlme-Warpmg (DTW) techmque is used to register the audio
signals by comparing the watermarked signal with the ongmal signal. This procedure
is set forth i in detail in A_ppendtx 4. In step 940, an audxe_ re_gtstratton is made

accordingly. Processing then terminates.

In the foregoing manner, a method, appa.ratus, and computer program product for
embedding a watermark in a digital audio signal are disclosed. Also a corresponding
method, apparatus, and computer progfam product for extracting a watermark froma
watermarked audio s1gnal are dlsclosed Only a small number of embodiments are

described. However, it will be apparent to one skilled in the art in view of ttus
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disclosure that nmngf’éug’%hanges and/or Todifications

from the scope and spirit of the invention.
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APPENDIX 1

A Feature Extraction Method Using Mel Scale Analysis

An audio signal is first segmented into frames. Spectral analysis is applied to each
frame to extract features from the position of the signal for further processing. The

mel scale analysis is employed as an example.

Psychophysical studies have shown that human perception of the frequency content of
sounds, either for pure tones or for music signals, does not follow a linear scale.
There are many non-linear frequency scales that approximate the sensitivity of the

human ear. The mel scale is widely used because it has a simple analytical form:
m =1125|n(0.0016 f +1) £ >1000Hz, @)

where f is the frequency in Hz and m is the mel scaled frequency. For f <1000Hz,

the scale is linear.
An example procedure of feature extraction is as follows:
(1) Segment the audio signal into m fixed-length frames;
(2) For each audio frame s,(r), a Fast Fourier Transform (FFT) is applied:
S;(jo)=F(s;(n); . | (5)
(3) Define a frequency band in the spectrum:
Soaax » fouin 3

(4) Determine the channel number n, and n,,where n, for f <1kHz and n, for

>z,

(5) For f <1kHz, calculate the bandwidth of each band:
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b= 1000 Frin . ' (6)
n

(6) For f <lkHz, calculate the center frequency of each band:
Ji=ib+ foin (7
(7) For f >1lkHz, calculate the maximum and minimum mel scale frequency:

Mg =112510(0.0016f,,,, +1) ®
m_, =11251n(0.0016x1000+1)"

(8) For f > 1kHz, calculate the mel scale frequency interval of each band:

M:mL“*n—m_"“'ﬂ; )]
2

(9) For f > 1kHz, calculate the center frequency of each band:
£, =(exp((iAm +1000)/1125)—1)/0.0016 (10)
(10) For f > 1kHz, calculate the bandwidth of each band:
b;=fiu~1i 3 (11)

(11) For each center frequency and bandwidth, determine a triangle window
function such as that shown in Fig.10,

LS,
1 f- /.
'fc—fr j::_f‘r
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where f.,f,,f, are the center frequency, minimum frequency and maximum

frequency of each band;

(12) For each band, calculate its spectral power:

P=%ws, , _ _— (13)

=h
where s, is the spectrum of each frequency band.;
(13) For bands satisfying f, <1000Hz, calculate thei:' power summation:

Prawn = 2 Priand _ (14)
JS\kHz

(14) For bands satisfying f, >1000Hz , calculate their power summation:

Pow= 2 P - . | (15)

IV
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APPENDIX 2
An Echo Detection Metl_md Using Cepstral Analysis
This process involves the following steps:
(1) For each audio frame s, (1}, calculate the Fourier transformation:
5 S; (e"Y=F(s; (m) ; . (16)

(2) Take the complex Logarithm of S, (¢’?) :

log §; (™) = log F (s; (w)) ; : (17)
(3) Take the inverse Fourier transformation (cepstrum):

5, (n)=F ' (logF (s; (n)); (18)

10 (4) Take the autocorrelation of the cepstrum:

Ro(n)= S5(n+m)F(m); (19)

(5) Search the time point (5, ) corresponding to a “power spike” of R (n); and

(6) Determine the code corresponding to &, .
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APPENDIX 3

An Example of Content-Sensitive Watermarking Modelling
1. Audio Clustering and Embedding Scheme Design

5 Suppose that there are only a limited number of audio signal classes in the
frequency space. Given a set of saﬁlp_le data, or trahﬁﬁg déta, audio clustering
trains up a model to describe the classés. By observing the resulting clusters,
embedding schemes can be established according to the their spectral

characteristics as follows:
10 (1) Segment audio signal into m fixed-length frames;
(2) For each frame, extract the features using mel scale analysis:
LY AARURY | | (20)

(3) Select four feature vectors in the vector space randomly and use them as the

initial centroids of the four classes:
15 C={Eh£2)53984}; (21)

(4) Classify the sample frames into the four partitions in the feature space using

the nearest neighbour rule;
Forj=l1to4,i=1tom
Vi class(j) if min|/; -&; |

20 (5) Re-estimate the new centroids for each class:

Cuss()= 000y &= L3 a,-=“-"%§flf2‘”-£,-l, @)
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where j=1,2,34 8d ¥m; =m;
i

(6) Steps (4) and (5) are iterated until a convergence criterion is satisfied;

(7) Establish an embedding table for bit zero and bit one according to the HAS

model for each class. Time delay and energy are the major parameters:
Class 1: 60,63 ,63 0%, (zero bit), 69,60 ,58,59,2M (one bit)
Class 2: 5%,65 ,68 .62 .o (zero bit), 5,62 ,68 6% ,a® (one bit)
Class 3: 53,868,585 .85 ,aY (zero bit), 65,610,595 ,6% , 2 (one bit)
Class 4: 5% ,6{ ,85 .63 ,al® (zero bit), 67,68 ,6%,68 2 (one bit)

o represents the energy and § is the delay;

In addition, the number of echoes to embed is also decided by comparing two

power summations:

If Proise 22P; 4, » then embed one echo in this frame:

Embedding parameters: (o}’ ,59 ,59),(a?,59 ,6D),

(@, 550) (e, 80);

If Prosre < Prousse < 2Py, » then embed two echoes in this frame:
embedding parameters: (af?,5% ,68),(a® 5D ,6Dy;

If Pr o < Prousse < 2Prus: » then embed three echoes in this frame:
embedding parameters: (@ ,6% 69 ,60),(2®, 60,50 ,68)3

If Py 2 2P g4, then embed four echoes in this frame:
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embedding parameters: ({?,5% ,69,569,50),(e®? 68,610,659 ,6D)

2. Audio classification and Embedding Scheme Selection

(1) Segment the audio signal into m fixed-length frames;
(2) Classify a frame S, into one of the four classes by nearest neighbour rule:
5, € Class(j) if min|V=C;| i=12mj=1234 ;

(3) Select an embedding scheme for each frame in the embedding parameters table
according to its class identity and spectral analysis.
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APPENDIX 4

An Audio Registration Method Based on Dynamic Time Warping

The DTW technique resolves an optimal alignment path between two audio signals.
Both the audio signal under consideration and the reference audio signal are first
segmented into fixed-length frames, and then the power spectral parameters in each
frame are calculated using the mel scale method. An optimal path is generated that
gives the minimum dissimilarity between the reference audio and the tested audio
frame sequences. The registration is performed according to this optimal path
whereby any possible shifting, scaling, or other non-linear time domain distortion can

be detected and recovered.

(1) For the original audio s and the watermarked audio s', segment them with the

same fixed-length. Frames of s and s' can be expressed as 5;(i=1--,m) and

S =1an);
(2.) Extract features of the original and watermarked signals;
Vi={nvne v}
V=V ey}
where / is the channel number of mel scales;

(3) Find an optimal alignment path between the original and watermarked signals:

(2) Initialisation:
Define local constraints and global path constraints;

{b) Recursion:
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For 1sism,i<j<n suchthat i and j stay within the allowable grid,

calculate
Dy = %[DW +4 ((i',j’ % (5 7)) (23)
where
L S
5 CE TN = Xt o . (24)

with Z, being the number of movés in the path from (. ) to (i, ).

i-L, =i', j-L, =’ ' (25)

! 2
dy= ‘LZI(V;'I: Vi) (26)

(c) Termination: D,
10 (d) Form an optimal path from (1,1) to (m,n) according to D,,:

P={pyliel-sm} j el -n]) - 27

(4) Register the watermarked audio with the original audio according to the optimal

path:
For p;eP
15 If i < j, add the ith frame of s to +';

If i > j, remove the jth frame from s'.
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The claims defining'the {nvention dre as follows:

1. A method of embedding a watermark in a digital audio signal, said
method including the steps of:

embedding at least one echo dependent upon said watermark in a portion of
5  said digital audio signal, predefined characteristics of said at least one echo being
dependent upon time and/or frequency domain characteristics of said portion of said
digital audio signal to provide 2 substantially inaudible and robust embedded

watermark in said digital audio signal.

2. The method according to claim 1, further including the step of
10  digesting said digital audio signal to provide a watermark key, said watermark being

dependent upon said watermark key.

3. The method according to claim 2, further including the step of
encrypting predetermined information using said watermark key to form said

watermark.

15 4. The method according to claim I, further including the step of
generating said at least one echo to have a delay and an amplitude relative to said
digital audio signal that is substantially inaudible.

s. The method according to claim 1, wherein the value of said delay and
said amplitude are programmable.

20 6. The method according to claim 1, wherein two or more echoes are

programmably sequenced having different delays and/or amplitﬁdes.

7. The method according to claim 1, wherein two portions of said digital
audio signal are embedded with different echoes dependent upon the time and/or

frequency characteristics of said digital audio signal.

25 8. An apparatus for embedding a watermark in a digital audio signal, said
apparatus including:
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means for determining time and/or frequency domain characteristics of said

digital audio signal;

means for embedd‘ing.at leaét one echo dependent upon said watermark in a
portion of said digital audio signal, predefined characteristics of said at least one echo
being dependent upon said time and/or frequency domain characteristics of said
portion of said digital audio signal to provide a substanti#lly inaudible and robust
embedded watermark in said digital audio signal.

9. The apparatus according to claim 8, further including means for
digesting said digital audio signal to provide a watermark key, said watermark being

dependent upon said watermark key.

10.  The apparatus according to claim 9, further including means for
encrypting predetermined information using said watermark key to form said

watermark.

11.  The apparatus according to claim 8, further including means for
generating said at least one echo to have a delay and an amplitude relative to said

digital audio signal that is substantially inaudible.

12.  The apparatus according to claim 8, whereix; the value of said delay

and said amplitude are programmable.

13.  The apparatus according to claim 8, wherein two or more echoes are

programmably sequenced having different delays and/or amplitudes.

14.  The apparatus according to claim 8, wherein two portions of said
digital audio signal are embedded with different echoes dependent upon the time
and/or frequency characteristics of said digital audio signal.

15. A computer program product having a computer readable medium
having a computer program recorded therein for embedding a watermark in a digital

audio signal, said computer program product including:
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means for détermining time and/or frequency domain characteristics of said
digital audio signal;

means for embedding at feast one echo dependent upon said watermark in a
portion of said digital audio signal, predefined characteristics of said at least one echo
being dependent upon said time and/or frequency domain characteristics of said
portion of said digital audio signal to provide a substantially inaudible and robust
embedded watermark in said digital audio signal.

16.  The computer program product according to claim 15, further
including means for digesting said digital audio signal to provide a watermark key,

said watermark being dependent upon said watermark key.

17.  The computer program product according to claim 16, further
including means for encrypting predetermined information using said watermark key

to form said watermark.

18.  The computer program product according to claim 15, further
including means for generating said at least one echo to have a delay and an

amplitude relative to said digital audio signal that is substantially inaudible.

19.  The computer program product according to claim 15, wherein the

value of said delay and said amplitude are programmable.

20.  The computer program product according to claim 15, wherein two or
more echoes are programmably sequenced having different delays and/or amplitudes.

21.  The computer program product according to claim 15 , wherein two
portions of said digital audio signal are embedded with different echoes dependent

upon the time and/or frequency characteristics of said digital audio signal.

22. A method of extracting a watermark froin a watermarked digital audio

signal, said method including the steps of:

detecting at least one echo embedded in a portion of said watermarked digital
audio signal, predefined characteristics of said at least one echo being dependent upon
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time and/or frequency domain characteristics of said portion of a corresponding
original digital audio sigﬁal; and

decoding said at least one detected echo recover said watermark.

23. The method according to claun 22, further including the step of
registering said watermarked digital audio signal with said original audio signal to
recover from any distortioxis and/or modiﬁea_ti_éms of said w_at_ehnarked digital audio

signal.

24. The method accordmg to claim 22 wherein sald decodmg step is

dependent upon an embeddmg scheme '

25. The method according to claim 22, further cdmpfising the step of
decrypting one or more codes produced by said decodmg step dependent upon a
digested digital audio 51gna1

26.  The method according to claim 22, wherein said at least one echo has a
delay and an amplitude relative to said di git_al audiq si'gna_lithat is substantially

inaudible.

27.  The method according to c1a1m 26, wherein the value of said delay and
said amplitude are programmable

28. The metho_d according to claim 22, wherein two or more echoes are

programmably sequen'eed having differept deiaYs and/or amplitudes.

29.  The method accordmg to claim 22, wherein two portions of said
watermarked digital audlo signal is embedded with different echoes dependent upon

the time and/or frequency characteristics ef said original dxg;tal audio signal.

30. An apparatus for extracting a watermark from a watermarked digital

audio signal, said apparatus mcludmg

means for detecting at least dne echo embedded in a portion of said

watermarked digital andio signal, pred,eﬁtjledc_haracteristi_cs of said at least one echo
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being dependent upgﬁ‘%ne and/or frequency domain cBlfieristics of said portion of
a corresponding original digital audio éignal; and

means for decoding said at least one detected echo recover said watermark.

31.  The apparatus according to claim 30, further means for registering said
watermarked digital audio signal with said original audio signal to recover from any
distortions and/or modifications of said watermarked digital audio signal.

32.  The apparatus according to claim 30, wherein said decoding means is

dependent upon an embedding scheme. '

33.  The apparatus according to claim 30, further comprising means for
decrypting one or more codes produced by said decoding step dependent upon a
digested digital audio signal.

34.  The apparatus according to claim 30, wherein said at least one echo
has a delay and an amplitude relative to said digital audio signal that is substantially

inaudible.

35.  The apparatus according to claim 34, wherein the value of said delay
and said amplitude are programmable.

36.  The apparatus according to claim 30, wherein two or more echoes are

programmably sequenced having different delays and/or amplitudes.

37.  The apparatus according to claim 30, wherein two portions of said
watermarked digital audio signal is embedded with different ecfxoes dependent upon
the time and/or frequency characteristics of said original digital audio signal.

38. - A computer program product having a computer readable medium
having a corfxputer program recorded therein for extracting a watermark from a

watermarked digital audio signai, said computer program product including:

means for detecting at least one echo embedded in a portion of said

watermarked digital audio signal, predefined characteristics of said at least one echo
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being dependent upon time and/or frequency domain characteristics of said portion of
a corresponding original digital audio signal; and

means for decoding said at least one detected echo recover said watermark.

39. The computer program product according to claim 38, further means for
reglstenng said watermarked digital audio signal with said original audio signal to

recover from any distortions and/or modifications of said watennarked digital audio

signal.

40. The computer program product acqording to claim 38, wherein said

decoding means is dependent upon an embedding scheme.

41. The t_:ompi_lter program prodlict according to clé.im 38, further éomprising
means for decrypting one or more codes produced by said decoding step dependent

upon a digested digital audio signal. -

. 42. The cor'npl'tter' brogi'ani product accbrding to claim 38, wherein said at -
least one echo has a delay and an amphtude relative to said digital audio signal that is
substantially inaudible.

43; | The computer program product according to claim 42, wherein the
value of said delay and said amplitude are programmable.

44,  The computer program product according to claim 38, wherein two or

more echoes are progfaxmnably sequenced having different delays and/or amplitudes.

45.  The computer program product according to claim 38, wherein two
portions of said watermarked digital audio signal is embedded with different echoes
dependent upon the time and/or frequency characteristics of said original digital audio

signal,

46. A method of embedding a watermark in a digital audio signal, said
method including the steps of:

generating a digital watermark;
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adaptively segmenting said digital audio signal dependent upon at least one
frequency and/or time domain characteristic into two or more frames containing

respective portions of said digital audio signal;

classifying each frame dependent upon at least one frequency and/or time
domain characteristic of said portion of said digital audio signal in said frame; and

embedding at least one echo in at least one of said frames, said echo being
dependent upon said watermark and upon a classification of each frame determined

by said classifying step, whereby a watermarked digital audio signal is produced.

47.  The method according to claim 46, wherein said watermark is .

dependent upon said digital audio signal.

48.  The method according to claim 47, further including the steps of:
audio digesting said digital audio signal to provide an audio digest; and

encrypting watermark information dependent upon said audio digest.

49.  The method according to claim 46, further including the step of
extracting one or more features from each frame of said digital audio signal.

50.  The method according to claim 49, further including the step of
selecting an embedding scheine for each frame dépendcnt upon said classification of
each frame, said embedding scheme adapted dependent upon at least one time and/or
frequency domain characteristic of said classification for the corresponding portion of

said digital audio signal.
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51. The method according to claim 50, further including the step of
embedding said at least one echo in at least one of said frames dependent upon the
selected embedding scheme. T

52.  The methiod according to claim 5 l,fiwheréit?_i the amplitude and the
delay of said echo rela_tiv'c_é to the cOtreéponding pbrtion of_ said digital audio signal in-
said frame is defined dependent upon the embedding sche;he so as to be inaudible.

10 53. The method according to claim 52, whereih_ at i_east two echoes are

embedded in said frame. .

54, The métho_d aécotding to claim 46, whereir_i__ twb or more 'echoés

embedded in said digital audio sigﬁal are deperid‘ent upon a bit of said watermark.
15

55.  Anapparatus for embedding a watermark in a digital audio signal, said
apparatus including: | _ :

means for generating a digital watermark; - J—

means for adaptively segmenting said digital audio signal dependent upon at
20 least one frequency and/or time domain cha;écteristic into two or more- frames

containing respective portions of said digital audio signal;f-

means for classifying each frame dependent upon at least-one frequency
and/or time domain characteristic of said portion of said digital audio signat in said
frame; and o
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means fdreﬂiheddmg at least one echo in at g@ﬁéﬁéhe of said frames, said echo
being dependent upon said watermark and upon a classification of each frame
determined by said classifying means, whereby a watermarked digital audio signal is

produced.

56.  The apparatus according to claim- 55, wherein said watermark is
dependent upon said digital audio signal.

57.  The apparatus according to claim 56, further including:

means for audio digesting said digital audio signal to provide an audio digest;

and

means for encrypting watermark information dependent upon said audio

digest.

58.  The apparatus according to claim 55, further including means for
extracting one or more features from each frame of said digital audio signal.

59.  The apparatus according to claim 58, further including means for
selecting an embedding scheme for each frame dependent upon said classification of
cach frame, said embedding scheme adapted dependent upon at least one time and/or
frequency domain characteristic of said classification for the corresponding portion of

said digital audio signal.
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60.  The apparatus according to claim 59, further including means for
embedding said at least one echo in at least one of said frames dependent upon the

selected embedding scheme. .

61.  The apparatus according to claim 60, wherein the amplitude and the
delay of said echo relative to the corresponding portion of said digital audio signal in
said frame is defined dependent upon the embedding scheme so as to be inandible.

62.  The apparatus according to claim 61, wherein at least two echoes are

embedded in said frame.

63.  The apparatus according to claim 55, wherein two or more echoes

embedded in said digital audio signal are dependent upon a bit of said watermark.

64. A computer program product having a computer readable medium
having a computer program recorded therein for embedding a watermark in a digital

audio signal, said computer program product including:
means for generating a digital wateﬁnark;

- means for adaptively segmenting said digital audio signal dependent upon at
least one frequency and/or time domain characteristic into two or more frames

containing respective portions of said digital audio signal;

means for classifying each frame dependent upon at least one frequency
and/or time domain characteristic of said portion of said digital audio signal in said
frame; and
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means_fgr é.i_hbeddin‘g at least one echo in atleast one of said frames, said echo

being dependent upén said watermark and upon a classification of each frame

determined by said classifying means, whereby a watermarked digital audio signal is

produced.

65.  The computer program product according to claim 64, wherein said

watermark is dependent upon said digital audio signal.

66.  The computer program product according to claim 65, further
including:

means for audio digesting said digital audio signal to provide an audio digest;

and

means for encrypting watermark information dependent upon said audio
digest.

67.  The computer program product according to claim 64, further
including means for extracting one or more features from each frame of said digital

audio signal.

68.  The computer program product according to claim 67, further
including means for selecting an embedding scheme for each frame dependent upon
said classification of each frame, said embedding scheme adapted dependent upon at
Ieast one time and/or frequency domaiﬁ characteristic of said classification for the

corresponding portion of said digital audio signal.
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69.  The computer program product according to claim 68, further
including means for embedding said at least one echo in at least one of said frames

dependent upon the selected embeddihg scheme.

70.  The computer program produét according to claim 69, wherein the
amplitude and Fhe delay of said echo relative to the cotrésﬁonding portion of said
digital audio signal in said frame is.defined dependent upon the embedding scheme so
as to be inaudible.’ | L

71.  The computer program product accordii_ng to claim 70, wherein at least
two echoes are embedded in said frame. T

72.  The computer program product according to claim 64, wherein two or
more echoes embedded in said digital aundio signal are;'dependent upon a bit of said

watermark.

73. A method of extracting a watermark from a watermarked digital audio
signal, said method including the steps of:

adaptively segmenting said watermarked digital audio signal into two or more

frames containing corresponding portions of said watqf;ngrked digital audio signal;
detecting at leést one echo present in said frames; and

code mapping said at least one detected echo to extract an embedded watermark, said
mapping being dependent upon one or more embeddi'gg schemes used to embed said

at least one echo in said watermarked digital audio signal.
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74. ’Iij}i’:é'{ﬁiétht')d actording to claim 73, flith¥r including the step of audio
registering said watermarked digital audio signal with saidl original digital audio
signal to determine any unautherised modifications of said watermarked digital audio
signal.

75.  The method according to claim 73, further including the step of
decrypting said embedded watermark dependent upon an audio digest sighal to derive
watermark information, said audio digest signal being dependent upon an original
digital audio signal.

76.  An apparatus for extracting a watermark from a watermarked digital
audio signal, said apparatus including:

means for adaptively segmenting said watermarked digital audio signal into
two or more frames containing corresponding portions of said watermarked digital

audio signal;
means for detecting at least one echo present in said frames; and

means for code mapping said at least one detected echo to extract an embedded
watermark, said mapping being dependent upon one or more embedding schemes

used to embed said at least one echo in said watermarked digital audio signal.

77.  The apparatus according to claim 76, further including means for andio

registering said watermarked digital audio signal with said original digital andio
signal to determine any unauthorised modifications of said watermarked digital andio

signal.
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78.  The apparatus according to claim 76, further including means for
decrypting said embedded watermark dependent upon an audio digest signal to derive

~ watermark information, said andio digest signal being _depgndent upon an original -
. digital audio signal.

79. A computer program product having a computer readable medium
having a computer program recorded therein for extracting a watermark from a

watermarked digital audio signal, said computer program product including:

means for adaptively segmenting said watermarked digital audio signal into
two or more frames containing corresponding portions of said watermarked digital
audio signal; '

means for deteqting at least one echo present in said frames; and

means for code mapping said at least one detected echo to extract an embedded
watermark, said mapping being dependgnt upon one or more embedding schemes

used to embed said at least one echo in said watermarked digital audio signal. .

80.  The computer program product according to claim 7.9, further
including means for andio registering said watermarked digital audio signal with said
original digital audio signal to determine any unauthorised modifications of said
watermarked digital audio signal.

81.  The computer program product according to claim 79, further
including means for decrypting said embedded watermark dependent upon an audio
digest signal to derive watermark information, said audio digest signal being
dependent upon an original digital audio signal. |



