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Digital Audio Watermarking Using tontent-Adaptive; Multiple Echo 

Hopping 

FIELD OF THE INVENTION 

5 The present invention relates to the field of digital audio signal processing, and in 

particular to techniques of watermarking a digital audio signal. 

BACKGROUND 

The recent growth of networked multimedia systems has significantly increased the 

need for the protection of digital media. This is particularly important for the 

l 0 protection and enhancement of intellectual property rights. Digital media includes 

text, software, and digital audio, video and images. The ubiquity of digital media 

available via the Internet and digital library applications has increased the need for 

new techniques of digital copyright protection and new measures in data security. 

Digital watermarking is a developing technology that attempts to address these 

15 growing concerns. It has become an area of active research in multimedia 

technology. 

A digital watermark is an invisible structure that is embedded in a host media signal. 

Therefore, watermarking, or data hiding, refers to techniques for embedding such a 

structure in digital data. It is an application that embeds the least amount of data. but 

20 contrarily requires the greatest robustness. To be effective, a watermark should be 

inaudible or invisible within its host signal. Further, it should be difficult or 

impossible to remove by unauthqrised access, yet be easily extracted by the owner or 

authorised person. Finally, it should be robust to inc~dental and/or intentional 

distortions, including various types of signal processing and geometric transformation 

25 operations. 

Many watermarking techniques have been proposed for text, images and video. They 

mainly focus on the invisibility of the watermark and its robustness against various 
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signal manipulations and hostile attacks, These techniques can be grouped into two 

categories: spatial domait1 methods and frequency domain methods. 

In relation to text, image and video data. there is a current trend towards approaches 

that make use of infonnation about the human visual system (HVS) in an attempt to 

5 produce a more robust Wlitermark. Such techniques use explicit infonnation about the 

HVS to exploit the limited dynamic range of the human eye. 

Compared with the develqpment of digital video and image watermarking techniques, 

watermarking digital audio provides special challenges. The human auditory system 

(HAS) is significantly more sensitive than HVS. In particular, the HAS is sensitive to 

l 0 a dynamic range for amp!itude of one billion to one and for frequency of one 

thousand to one. Sensi~vity to additive random noise is also acute. Perturbations in 

a sound file can be detected as low as one part in ten million (80d.B below ambient 

level). 

Generally, the limit of perceptible noise increases as the noise content of a host audio 

15 signal increases. Thus, the typical allowable noise level remains very low. 

Therefore, there is clearly a need for a system of watermarking digital audio data that 

is inaudible and robust at the same time. 

SUMMARY 

In accordance with a first aspect of the invention, there is disclosed a method of 

20 embedding a watermark 1n a digital audio signal. The method includes the step of: 

embedding at least one echo dependent upon the watermark in a portion of the digital 

audio signal, predefined characteristics of the at least one echo being d~endent upon 

time and/or frequency domain characteristics of the portion of the digital audio signal 

to provide a substantially inaudible and robust embedded watermark in the digital 

25 audio signal. 

Preferably, the method includes the step of digesting the digital audio signal to 

provide a watermark key, the watermark being dependent upon the watermark key. It 
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may also include tli~ st of encrypting ~redetennined·f nrcihnation using the 

watennark key to fonn the watennark. 

Preferably, the method includes the step of generating the at least one echo to have a 

delay and an amplitude relative to the digital audio signal that is substantially 

5 inaudible. The value of the delay and the amplitude are programmable. 

Two or more echoes can be programmably sequenced having different delays and/or 

amplitudes. Two portions of the digital audio signal can be embedded with different 

echoes dependent upon the time and/or frequency characteristics of the digital audio 

signal. 

l 0 In accordance with a second aspect of the invention, there is disclosed an apparatus 

for embedding a watermark in a digital audio signal. The apparatus includes: a device 

for determining time and/or frequency domain characteristics of the digital audio 

signal; and a device for embedding at least one echo dependent upon the watermark 

in a portion of the digital a~dio signal, predefined characteristics of the at least one 

15 echo being dependent upon the time and/or frequency domain characteristics of the 

portion of the digital audio signal to provide a substantially inaudible and robust 

embedded watermark in the digital audio signal. 

In accordance with a third aspect of the invention, there is disclosed a computer 

program product having a computer readable medium having a computer program 

20 recorded therein for embedding a watermark in a digital audio signal. The computer 

program product includes: a module for determining time and/or frequency domain 

characteristics of the digital audio signal; and a module for embedding at least one 

echo dependent upon the watennark in a portion of the digital audio signal, predefined 

characteristics of the at least one echo being dependent upon the time and/or 

25 . frequency domain characteristics of the portion of the digital audio signal to provide a 

substantially inaudible and robust embedded wateriiiatk. in the digital audio signal. 

In accordance with a fourth aspect of the invention, there is disclosed a method of 

embedding a watermark in a digital audio signal. The method includes the steps of: 

generating a digital watennark; adaptively segmenting the digital audio signal 
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dependent upon at least one freq~ncy and/or time domain characteristic into two or 

more frames containing respective portioris of the digital audio signal; classifying 

each frame dependent upon at least one frequency and/or time domain characteristic 

of the portion of the digital audio signal in the frame; and embedding at least one echo 

5 in at least one of the frames, the echo being dependent upon the watermark and upon 

a classification of each· fyame determined by the classifying step, whereby a 

watermarked digital audio signal is produced. 

Preferably, the watemiark is dependent upon the digital audio signal. The method 

may also include the steps of: audio digesting the digital audio signal to provide an 

10 audio digest; and encrypting watermark information dependent upon the audio digest 

Preferably, the method further includes the step of extracting one or more features 

from each frame of the qigital audio signal. It may also include the step of selecting 

an embedding scheme fQr each frame dependent upon the classification of each frame, 

the embedding scheme adapted dependent upon at least one time and/or frequency 

15 domain characteristic of the classification for the.corresponding portion of the digital 

audio signal. Still further, the method may further include the step of embedding the 

at least one echo in at least one of the frames dependent upon the selected embedding 

scheme. The amplitude and the delay of the echo relative to the corresponding 

portion of the digital audio signal iii the frame is defined dependent upon the 

20 embedding scheme so as to be inaudible. Optionally, at least two echoes are 

embedded in the frame. · 

Preferably, two or more echoes embedded in the digital audio signal are dependent 

upon a bit of the watermark. 

In accordance with a fifth aspect of the invention, there is disclosed an apparatus for 

25 embedding a watermark in a digital audio signal. .Th~ apparatus includes: a .device for 

generating a digital watermark; a device for adaptively segmenting the digital audio 

signal dependent upon at least pne frequency and/or tiin~ domain characteristic into 

two or more frames containing· respective portions of the digital audio signal; a device 

for classifying each frame dependent upon at least one frequency and/or time. domain 
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characteristic ofthe·~Jon of the digit~·audio signal ifthtframe; and.a device for 
embedding at least one echo in at least one of the frames, the echo being dependent 

upon the watennark and upon a classification of each frame detennfued by the 

classifying device, whereby a watermarked digital audio signal is produced. 

5 In accordance with a sixth aspect of the invention, there is disclosed a computer 

program product having a computer readable medium having a computer program 

recorded therein for embedding a wat~rmark in a digital audio signal. The computer 

program product includes: a module for generating a digital watermark; a module for 

adaptively segmenting the digital audio signal dependent upon at least one frequency 

10 andlor time domain characteristic into two or more frames containing respective 

portions of the digital audio signal; a module for classifying each frame dependent 

upon at least one frequency and/or time domain characteristic of the portion of the 

digital audio signal in the frame; and a module for embedding at least one echo in at 

least one of the frames, the echo being dependent upon the watermark and upon a 

15 classification of each frame determined by the classifying device, whereby a 

watennarked digital audio signal is produced. 

In accordance with a seventh aspect of the invention, there is disclosed a method of 

extracting a watermark from a watermarked digital audio signal. The method 

includes the steps of: adaptively segmenting the watermarked digital audio signal into 

20 two or more frames containing corresponding portions of the watermarked digital 

audio signal; detecting at least one echo present in the frames; and code mapping the 

at least one detected echo to extract an embedded watermark, the mapping being 

dependent upon one or more embedding schemes used to embed the at least one echo 

in the watermarked digital audio signal. 

25 Preferably, the method further includes the step of audio registering the watennarked 

digital audio signal with the original digital audio signal to determirte any 

unauthorised modifications of the watenniirked digital audio signal. 



W000/39955 PCT/SG98/00111 

Preferably, the method t\1rther inch1des the ~tep of decrypting the embedded 

watermark dependent upon an aud~o ciigest sigiµU to derive watermark information, 

the audio digest signal ~eing depe:qdent upon an origin&. digital audio signal. 

In accordance with an eighth aspect of the invention, thEie is disclosed an apparatus 

5 for extracting a waterm!ll"k from a watermarlc.ed digital audio signal. The apparatus 

includes: a device for ad.aptively segmenting the watermarked digital audio signal into 

two or more frames con~aining corre~ponding portions qf the watermarked digital 

audio signal; a device ~or detecting at least one echo pre~ent in the frames; and a 
.·. .. _., 

device for code mappin~ the at least one dete~ed echo 'o extract an embedded 

l 0 watermark, the mappin~ being dependent upon one or !¥ore embedding schemes used 

to embed the at least oqe echo in the watermarked digitli]. audio signal. 

In accordance with an ninth aspect ofth.e invention, there is disclosed a computer 

program product having a computer readable medium having a computer program 
. . ~ .. 

recorded therein for extracting· a watermark fr()x:n a wai~rmarked digital audio signal. 

15 The computer program ~reduct include5: a mod~le for adaptively segmenting the 

watermarked digital audio signal into two or more frames containing corresponding 

portions of the waterma,rked digital audio signal; a mod~le for detecting at least one . 

echo present in the frames; and a modu~e for code mapping the at least one detected 

echo to extract an emb*-dded watermark, the mapping b~ing dependent upon one or 

20 more embedding scheIIi,es used to embed the at least orie echo in the watermarked 

digital audio signal. 

BRIEF DESCRIPTIQN OF TBE·DRAWINGS 

A small number of eJIJ.bodiments of the invention are described hereinafter with 

reference to the drawings, in which: 

25 Fig. 1 is a high-level block diagram illustrating the watermark embedding process in 

accordance with a first embodiment of the invention. 

Fig. 2 is a flowchart illustrating lh:e echo hopping process of Fig. 1; 

Fig. 3 is a flowchart illustrating the echo embedding process of Fig. I; 
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Fig. 4 is a block diitgram illustrating the watennark extracting process of Fig. 1; 

Fig. 5 is a flowchart illustrating the echo detecting process of Fig. 4; 

Fig. 6 is a block diagram depicting the relationship of encryption and decryption 
process shown in Figs. I and 4, respectively; 

5 Fig. 7 is a flowchart of the audio digesting process for generating a watennark key 
shown in Fig. 1; 

Fig. 8 is a block diagram illustrating a training process to produce classification 
parameters and embedding scheme design for audio samples; 

Fig. 9 is a flowchart illustrating the audio registration process ofFig.4; 

I 0 Fig. 10 is a graphical depiction of frequency characteristics; 

Figs. l lA-1 lD are timing diagrams illustrating the proc~ss of embedding echoes in a 
digital audio signal to produce a watennarked audio signal; and 

Fig. 12 is a diagram illustrating the spectra corresponding to a frame of the original 
audio signal shown in Fig. l lA. 

15 DETAILEDDESCRIPTION 

A method, an apparatus and a computer program product for embedding a watennark 
in a digital audio signal are described. Correspondingly. a method, an apparatus and a 
computer program product for extracting a watermark from a watennarked audio 
signal are also described. In the following description, numerous specific details are 

20 set forth including specific encryption techniques to provide a more thorough 
description of the embodiments of the present invention. It will be apparent to one 
skilled in the art, however, that the present invention may be practised without these 
specific details. In other instances, well-known f eature8 are not described in detail so 
as not to obscure· the present invention. 
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Four accompanying APP:t:ndices (1 to 4) form part of this description of the 

embodiments of the invention. 

The embodiments of the invention provide a solution to ~e conflicting requirements 

of inaudibility and robustness in embedding and extractirig watennarks in digital 

5 audio signals. This is done using content-adaptive, digital audio watermarking 

While the HAS has a large dynamic range, it often has a fairly small differential 

range. Consequently, loud sounds tend to mask out quieter sounds. Additionally, 

while the HAS has very low sensitivity to the amplitude a.nd relative phase of a sound, 

it is difficult to perceive absolute phase. Finally, there are some environmental 

10 distortions so common as to be ignored by the listener in most cases. These 

characteristics can be considered as positive factors to design watennark embedding 

and extracting schemes. 

Focusing on issues ofinaUdibilify,robustness and tamper-resistance, four techniques 

are disclosed hereinafter'. · they ~e: · 
15 ( 1) content-adaptive embedding: scheme modelling, 

(2) multiple-echc;> hopping and hiding, 

(3) audio registration using a Dynamic Time Warping technique, and 

(4) watermark encryption and decryption using an audio digest signal. 

An application system called KentMark (Audio) is implemented based on these 

20 techniques; A brief overview of the four techniques employed by the embodiments of 

the present invention is set forth first. 

Content-Adaptive Embeddin2 
; 

In the content-adaptive c:mbedding technique, parameters for setting up the 

embedding process vary dependent on the con~ent of an audio signal. For example, 

25 because the content of a frame of digital violin music is very different from that of a 

recording of a large s~phony orcµes~ in terms of spectral details, these two 

respective music frames are treated differently. By doing so, the embedded 

watermark signal better matches the host audio signal so that the embedded signal is 

perceptually negligible. This content-adaptive method couples audio content with the 
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embedded watermark signal. Consequently. it is di.ffi~lt Cd remove the embedded 

signal without destroying the host audio signal. Since the embedding parameters 

depend on the host audio _signal, the tamper-resistance of this watermark embedding 

technique is also increased. 

5 In broad terms, this technique involves segmenting an audio signal into frames in the 

time domain, classifying the frames as belonging to one of several known classes, and 

then encoding each frame with an appropriate embedding scheme. The particular 

scheme chosen is tailored to the relevant class of audio signal according to its 

properties in the :frequency domain. To implement the content-adaptive embedding, 

10 two techniques are disclosed. They are audio-frame classification and embedding­

scheme design techniques. 

Multiple Echo Hoppin2 and Hidine 

Essentially, the echo hiding technique embeds a watermark into a host audio signal by 

introducing an echo. The embedded watermark itself is a predefined binary code. A 

15 time delay of the echo in relation to the original audio signal encodes a binary bit of 

the code. Two time delays can be used. One delay is for a binary one, and another is 

for a binary zero. Both time delays are chosen to remain below a predefined threshold 

that the human ear can sense. Thus, most human beings cannot resolve the resulting 

embedded audio as deriving from different sources. In addition to decreasing the time 

20 delay, distortion must remain imperceptible. The echo's amplitude and its decay rate 

are set below the audible threshold of a typical human ear. 

To enhance the robustness and tamper-resistance of an embedded watennark, a 

multiple echo-hopping process earl be employed. Instead of embedding one echo into 

an audio :frame, multipl~ echoes with different time delays can be embedded into each 

25 audio sub-frame. In other words, a bit is encoded with multiple bits. Using the same 

detection rate, the amplitude of an echo can consequently be reduced. For attackers 

attempting to defeat the watermark, without knowledge of the parameters, this 

significantly reduces the possibility of unauthorised echo detection and removal of a 

watermark. 
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Audio Rc;aistratioo Using DTW Techoigue 

To prevent unauthorised ~ttackers from re-scaling, inserting and/or deleting an audio 

signal in the time domain, a procedure is provided for registering an audio signal 

before watennark extraction. 

S In the registration proces~, a Dynamic Time Warping (DTW) technique is employed. 

The DTW technique reS()lves an optimal alignment path petween two audio signals. 

Both the audio signal under consideration and the referen,ce audio signal are 

segmented into fixed-length frames. The power spectral parameters in each frame are 

then calculated using a non-linear frequency scale method. An optimal path is 

10 generated that results hl the minimal dissimilarity betwe~n the ~eference audio and the 

testing audio frame sequences. The registration is performed according to this optimal 

path. Any possible shifting, scaling, or other non-linear time domain distortion can be 

detected and recovered. 

Watermark Encrvption & Decryption Using Audio Digest Si2nal 

1 S To further improve system security and tamper-resistance, an audio digest signal from 

the original audio signal is generated as a watermark key to encrypt and decrypt the 

watermark signal. This serves to guarantee the uniquen~ss of a watermark signal, and 

prevent unauthorised access to the watermark. 

1 Watermark Embedding 

20 Fig. 1 illustrates a process of embedding watermarks in accordance with a first 

embodiment of the invention. A digital audio signal l 00 is provided as input to an 

audio digest module 130, an audio segmentation module 140, and an echo embedding 

module 180. Using the digital audio-signal 100, the audio digest module 130 

produces a watermark key 108 that is provided as input to an encryption module 120. 

25 The watermark key 108 is an audio digest signal created from the original audio 

signal 100. It is also an output of the system. Predefined watermark infonnation 102 

is also provided as an input to the encryption module 120. The watermark 
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infonnation 102 is Sticrypted using the watermark key fos'im<l provided as iriput to an 

echo-hopping module 160. 

The audio segmentation module 140 segments the digital audio signal 100 into two or 

more segments or frames. The segmented audio signal is provided as input to a 

5 feature extraction module 150. Feature measures are extracted from each frame to 

represent the characteristics of the audio signal in that frame. An exemplazy feature 

extraction method using a non-linear frequency scale technique is described in 

Appendix I. While a specific method is set forth, it will be apparent to one skilled in 

the art that, in view of the disclosure herein, that other techniques can be practised 

10 without departing from the scope and spirit of the invention. The feature extraction 

process is the same as the one used in the training process described hereinafter with 

reference to Fig. 4. 

The extracted features from each frame of digital audio data I 00 are provided as input 

to the classification and embedding selection module 170. This module 170 also 

15 receives classification parameters I 06 and embedding schemes I 04 as input. The 

parameters of the classifier and the embedding schemes are generated in the training 

process. Based on the featUre measures, each audio frame is classified into one of the 

pre-defined classes ·and an embedding scheme is selected. 

The output of the classification and embedding scheme selection module 170 is 

20 provided as an input to the echo-hopping module 160. Each embedding scheme is 

tailored to a class of the audio signal. Using the selected embedding scheme, the 

watennark is embedded into the audio frame using a multiple-echo hopping process. 

This produces a particular arrangemeiif of echoes that are to be embedded in the 

digital audio signal 100 dependent upon the encrypted watermark produced by the 

25 module 120. The echo hopping sequence and the digital audio signal 100 are 

provided' as an input to "the echo enib~dding module 180. The echo embedding 

module 180 produces the watermarked audio signal 110 by embedding the echo 

hopping sequence into the digital audio signal 100. Thus, the watermark embedding 

process of Fig. 1 produces two outputs: a watennark key 108 digested from the 

30 original audio signal 100 ~d the final watermarked audio signal 110. 
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The foregoing embodiment of the invention and the coqesponding watermark 

extraction process described hereinafter can be implemented in hardware or software 

form. That is, the functionality of each module can be implemented electronically or 

as software that is carried out using a computer. For example, the embodiment can be 

5 implemented as a computer program product. A computer program for embedding a 

watermark in a digital audio signal can be stored on a computer readable medium. 

Likewise, the computer program can be one for extractiri.g a watermark from a 

watermarked audio signal. In each case, the computer program can be read from the 

medium by a computer, which in turn carries out the operations of the computer 

10 program. In yet another embodiment, the system depicted in Fig. 1 can be 

implemented as an Application Specific Integrated Circuit (ASIC), for example. The 

watermark embedding ~d extracting processes are capable of being implemented in a 

number of other ways, which will be apparent to those skilled in the art in view of this 

disclosure, without departing from the scope and spirit pf the invention. 

15 1.1 Echo Hopping 

Fig. 2 illustrates the functionality of the echo-hopping module 160 of Fig. 1 in further 

detail. To gain robustn~ss in any subsequent detection process carried out on a 

watermarked audio signal, multiple echo hopping is employed. A bit in the 

watermark sequence is encoded as multiple echoes while each audio frame is divided 

20 into multiple sub-frames. Processing commences at step 200. In step 200, each frame 

of the digital audio signal is divided into multiple sub-f!ames. This may include two 

or more sub-frames. 

In step 210, the embedd,ing scheme 104 ·selected by th~ module 170 of Fig. 1 is 

mapped into the sub-frames. In step 220, the sub:-fram~s are encoded according to the 

25 ·embedding scheme sel~cted. Each sub-frame carries 011e echo. For each echo, there 

is a set of parameters determined in the embedding sch~e desi~. In this way, one 

bit of the watermark is encoded as mu,ltiple bits in vari9us patterns. This significantly 

reduces the possibility of echo detectic;>n and removal b,y attackers, since the 

parameters corresponding to each echo are unknown to them. In addition, more 

30 patterns can be chosen when embedding a bit. Processing then terminates. 
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Fig. 3 illustrates in further detail the functionality of the echo-embedding module 180 

for embedding an echo into the audio signal shown in Fig. 1. A sub-frame 300 is 

provided as input to step 310 to calculate the delay of the original audio signal 100. In 

5 step 320t a predetennined delay is added to a copy of the original digital· audio signal 

in the sub-frame to produce a resulting echo. The amplitude of the time-delayed 

audio signal is also adjusted so that it ~s substantially inaudible. In this echo 

embedding process, an audio frame is segmented into fixed sub-frames. Each sub­

frame is encoded with one echo. For the ith frame, the embedded audio signal S~ (n) 

10 is expressed as follows: 

(1) 

Sq (k)=O ifk<D, (2) 

where Su (n) is the original audio signal ofthejth sub-frame in the ith frame, au is 

the amplitude scaling factor, and oq is the time delay corresponding to either bit 'one' 

15 or bit 'zero'. 

Fig. 11 is a timing diagram illustrating this process. With reference to Fig. I IA, a 

frame 1100 of an original digital audio signal S[n) is shown. Preferably, the frames 

are fixed length. The amplitude of the signal S(n] is shown nonnalised within a scale 

of-1 to 1. Dependent upon the content of the audio signal S[n], it is processed as a 

20 number of frames (only one of which is shown in Fig. 11 ). Fig. 12 depicts exemplary 

spectra for the frame 1100. In turn, the representative frame 1100 is processed as 

three sub-frames 1110, 1120, 1130 with starting points nO, nl, and n2, respectively in 

this example. 

The first sub-frame 1110 is em.bedded with an echo S '[n] shown in Fig. 1 lB. The 

25 sub-frame 1110 starts at nO and ends before nl. The first echo S'(n] =al x S[n + 81]. 

The second sub-frame 1120 is embedded with an echo S"[n] shown in Fig 11 C. The 

second echo S"(n] = a2 x S[n + o2]. Both scale factors al and a.2 are significantly 
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less than the amplitude of the audio signal S[n]. Likewise the delays 51and52 are 

not detectable in the HAS. The resulting frame 1100 of the watermarked audio signal 

S[n] + S'[n] + S"[n] is shown in Fig. l lD. The differen'?e between frame 1100 in 

Fig. l lA and in Fig. l lD is virtualiy undetectable to the HAS. 

5 2 Watermark Encryption and D~ryption 

The relationship betweei;i encryption and decryption processes is shown in Fig. 6. 

Encryption 600 is a process of encoding a message or data, e.g. plain text 620, to 

produce a representation of the message that is unintelligible or difficult to decipher. 

It is conventional to ref~ to such a representation as cipher text 640. 

10 Decryption 610 is the inverse process to transfonn an eni;:rypted message 640 back 

into its original form 620. Cipher text and plain text are mer.ely naming conventions. 

Some form of encryption/decryption key 630 is used in both processes 600, 610. 

Fonnally, the tratisformatiorui between plain text and cipher text are denoted 

C=E(K,P) and P=D(K. C), where C represents the cipher text, E is the encryption 

15 process, P is the plain t~xt, D is the decryption process, and K is a key to provide 

additional security. 

Many fonns of encryption and corresponding decryption are well known to those 

skilled in the art, which can· be practised with the invention. These include LZW 

encryption, for example. 

20 2.1 · Audio Digest · 

Fig. 7 is a flow diagram depicting a process of generating an audio digest signal used 

as a security key to encrypt and decrypt watennark information to produce a 

watermark. i;iie original audio signal 700 is provided~ input to step 710, which 

performs a hash transform on the audio signal 700. In particular, a one-way hash 

25 function is employed. A. hash function converts or transforms data to an "effectively" 

unique representation, nonnally much smaller in size. l)ifferent input values produce 

different output values. The transformation can be expressed as follows: 
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K=H(S), 

where Sdenotes the original audio signal. K denotes the audio digest signal, and H 

denotes the one-way Has·h function. 

(3) 

In step 720, a watermark key is generated. The watennark key produced is therefore 

5 a shorter representation of the input digital audio data. Processing then tenninates. 

3 Adaptive Embedding Scheme ~odelling 

Modelling of the adaptive embedding process is an essential aspect of the 

embodiments of the invention. It includes two key parts: 

1. Audio clustering and embedding process design (or training process, in other 

10 words); and 

2. Audio classification and embedding scheme selection. 

Fig. 8 depicts the training process for an adaptive embedding model. Adaptive 

embedding, or content-sensitive embedding. embeds watennarks differently for 

different types of audio signals. To do so, a training process is run for each category 

15 of audio signal to define embedding schemes that are well suited to the particular 

category or class of audio signal. The training process analyses an audio signal 800 to 

find an optimal way to _classify audio frames into classes and then design embedding 

schemes for each of those classes. 

Training sample data 800 is provided as input to an audio segmentation module 810. 

20 The training data should be sufficient to be statistically significant. The segmented 

audio that results is provided as input to a feature extraction module 820 and the 

embedding scheme design module 840. A model of the hwnan auditory system 

(HAS) 806 is also provided as i:iiput to the feature-extraction module 820, the feature­

clustering module 830, and the embedding-scheme design module 840. Inaudibility 

25 or the sensitivity of human auditory system and resistance to attackers are taken into 

consideration. 
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The extracted features produced by mo4ule 820 are provided as input to the feature­

clustering module 830. The feature-clustering module 830 produces the classification 

parameters 820 and provides input to the embedding-scheme design module 840. 

Audio signal frames are clustered into data clusters, each of which forms a partition in 

5 the feature vector space and has a centroid as its represe!J.tation. Since the audio 

frames in a cluster are similar, embedding schemes are designed dependent on the 

centroid of the cluster and the human audio system model 806. The embedding­

scheme design module 840 produces a number of embedding schemes 804 as output. 

Testing of the design of an embedding scheme is required to ensure inaudibility and 

10 robustness of the resulting watermark. Consequently, ariembedding scheme is 

designed for each class/cluster of signal, which is best suited to the host signal. 

The training process need only be perfonned once for a category of audio signals. The 

derived classification p~ameters and the embedding sclt.emes are used to embed 

watermarks in all audio ~ignals in that category. 

15 With reference to the audio classification and cmibedding scheme selection module 

170 of Fig. l, similar Pre""processing is conducted to co1~.vert the incoming audio 

signal into feature frame sequences. Each frame is classified into one of the 

predefined classes. An embedding scheme for a frame i~ ch9sen, which is referred to 

as the content-adaptive embedding scheme. In this way, the watermark code is 

20 embedded frame-by-frame into the host digital audio signal. 

An exemplary process of audio embedding modelling is set forth in detail in 

Appendix 3. 

4 Watermark Extracting 

Fig. 4 illustrates a process ofwatennark extraction. A watermarked audio signal 110 

25 is optionally provided as input to an audio registration module 460. This module 460 

is a preferred feature of the embodiment shown in Fig. 4. However, this aspect need 

not be practised. The module 460 pre-processes the watermark audio signal 110 in 

relation to the original audio signal 100. This is done to protect the watennarked 

audio signal 11 O from distortions. This is described in gre~ter detail hereinafter: 
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The watermarked ;£Jiif signal 110 is then provided a8f~~lft to the audio seginen.tation 

module 400. This ·module 400 segments the watern1ark audio signal 11 o· into frames. 

That ist the (registered) watennarked audio signal is then segmented into frames using 

the same segmentation method as in the embedding process of Fig. l. The output of 

5 this module 410 is provided as input to the echo-detecting module 410. 

The echo-detecting module detects any echoes present in the currently processed 

audio frame. Echo detection is appli~d to extract echo delays on a frame-by-frame 

basis. Because a single bit of the watennark is hopped into multiple echoes through 

echo hopping in the embedding process of Fig. 1, multiple delays are detected in each. 

10 frame. This method is more robust against attacks compared with a single-echo 

hiding technique. Firstly, one frame is encoded with multiple echoes, and any 

attackers do not know the coding scheme. Secondly, the echo signal is weaker and 

well hidden as a consequence of using multiple echoes. 

The detected echoes detennined by module 410 are provided as input to the code-

15 mapping module 420. This module 420 also receives as input the embedding 

schemes 104 and produces the encrypted watermark, which is provided as output to 

the decryption module 430. This module performs the inverse operation of step 160 

in Fig. 1. 

The decryption module 430 also receives as input the watennark key 108. The 

20 extracted codes must be decrypted using the watennark key to recover the actual 

watennark. The output of the decryption 430 is provided to the watermark recovering 

module 440, which produces the original watermark 450 as it output. A message is 

produced from the binary sequence. The watermark 450 corresponds to the 

watennark information 102 ~f Fig. l. 

25 4.1 Echo Detecting 

Fig. 5 is a detailed flowchart illustrating the echo detect]ng process of Pig. 4. The key 

step involves detecting the spacing between the echoes. To do this, the magnitude (at 

relevant locations in each audio frame) of an autocorrelation of an embedded signal's 

cepstrum is examined. Processing commences in step 500. In step 500, a watennark 
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audio frame is converted into the frequency domain .. In s!ep 510, the complex 

logarithm (i.e., log (a+ bj)) is calculated. ln step 520, th~ inverse fast Fourier 

transform (IFFT) is compq.ted. 

In step 530, the autoco~lation is calculated. Cepstral analysis utilises a form of 
.·, 

5 homomorphic system that coverts a convolution operatio~ into addition operations. It 

is useful in detecting the ~xistence of echoes. from the alltocorrelation of the 

cepstrum, the echoes in ~ach audio frame caµ be found according to a ''power spike" 
. . ,. . 

at each delay of the echo:~s. Thus, in step 540, a time del~y corresponding to "power 

spike" is searched for. In step 550, a code correspondin~ to tl1e delays is determined. 

10 Processing then terminates. An exemplary echo detecting process is set forth in detail 
. .~ . 

in Appendix 2. 

5 Audio Registration 

Fig. 9 illustrates the audio registration process of Fig. 4 ~at is performed before 

watermark detection. Audio registration is a pre-processing teclmique to recover a 

15 signal from potential a~ks, such as insertion or deletio11 of a frame, re-scaling in the 

time domain. A watermarked audio signal 900 and an otjginal signal 902 are 

provided as input. In step 910, the two input signals, 900, 902 are segmented and a 

fast Fourier transform (F:FT) performed on each. In step 920, for each input signal, 
. . 

.the power in each frame is calculated using the mel scale. In step 930, the best time 

20 alignment between the two frames is found using the dynamic time-warping 

procedure. Dynamic Tilile-W arping (DTW) technique is used to register the audio 

signals by comparing the watermarked signal with the ori~ signal. This procedure 

is set forth in detail in Appendix 4. In step 940, an audio registration is made 

accordingly. Processing then terminates. 

25 In the foregoing manner, a method, app~tus. and computer program product for 

embedding a watermark in a digital auc;iio signal are dis~losed. Also a corresponding 

method, apparatus, and ·computer program product for e:ic.tracting a watermark from a 

watermarked audio signal are disclo~ed· Only a small number of embodiments are 

described. However, it will be apparent to one skilled in the art in view of this 
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disclosure that num~oJE~hanges and/or'ttaodificati.ons 'l\i~e made without departing 

from the scope and spirit of the invention. 
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APPENDIX I 

A Feature Extraction Method Using Mel Scale Analysis 

An audio signal is first segmented into frames. Spectral analysis is applied to each 

5 frame to extract features from the position of the signal for further processing. The 

mel scale analysis is employed as an ~ample. 

Psychophysical studies have shown that human perception of the frequency content of 

sounds, either for pure t~nes or for music signals, does not follow a linear scale. 

There are many non-linear frequency scales that approximate the sensitivity of the 

10 human ear. The mel scale is widely used because it has a simple analytical form: 

m = 1125ln(0.0016J+1) f >1000Hz, (4) 

where f is the frequency in Hz and m is the mel scaled frequency. For f s; lOOOHz, 

the scale is linear. 

An example procedure of feature extraction is as follows: 

15 ( 1) Segment the audio signal into m fixed-length frames; 

(2) For each audio frame s1 (n), a Fast Fourier Transform (FFn is applied: 

(S) 

(3) Define a frequency band in the spectrum: 

/mu ,/min ; 

20· ( 4) Determine the channel number n1 and n2 , where n1 for f s; lkHz and n2 for 

f > llcHz; 

(5) For f s; lkHz, calculate the bandwidth of each band: 
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n, 

(6) For f :s; 1/cHz, calculate the center frequency of each band: 

J; =ib+ /min ; 

(7) For f > lkHz, calculate the maximum and minimum mel scale frequency: 

mnw. = 11251n(0.0016/ max+ 1) • 
mmm = 11251n(0.0016x 1000 +I)' 

(8) For f > IkHz, calculate the mel scale frequency interval of each band: 

(9) For f > lkHz, calculate the center frequency of each band: 

f; =(exp((illrn+ 1000)/1125)-1)/0.0016; 

10 (10) For f > lkHz, calculate the bandwidth of each band: 

15 

b; = h+1 - /; ; 

(11) For each center frequency and bandwidth, detennine a triangle window 

:function such as that shown in Fig.10, 

W= 

(6) 

(7) 

(8) 

(9) 

(10) 

(11) 

(12) 
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where fc,ft ,I, are the center frequency, minimum frequency and maximum 

frequency of each band; 

(12) For each band, calculate its sp~tral power: 

(13) 

where s i is the spectrum of each frequency band.; 

(13) For bands satisfying le ~ lOOOHz, calculate their power summation: 

(14) 

(14) For bands satisfying le > lOOOHz, calculate their power summation: 

(15) 
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APPENDIX2 

An Echo Detection Method Using Cepstral Analysis 

This process involves the following steps: 

(1) For each audio frame s1 (n), calculate the Fourier transformation: 

5 (16) 

(2) Take the complex Logarithm of Si (ei0 ) : 

(17) 

(3) Talce the inverse Fourier transfonnation (cepstrum): 

s1 (n) = F-1 (logF(s, (n))); (18) 

10 (4) Take the autocorrelation of the cepstrum: 

... 
Rs;(n) = :Es(n + m)s(m); (19) 

m•_.. 

(5) Search the time point ( O;) corresponding to a "power spike" of Rrr(n); and 

(6) Determine the code corresponding to o; . 
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APPENDIX3 
.. . . 

An Example of Content-Sensitive Watermarking Modelling 

1. Audio Clustering and Embedding Scheme Design 

5 Suppose that there are only a limited number of audio signal classes in the 

frequency space. Given a set of sample data, or training data, audio clustering 

trains up a model to describe the classes. By observing the resulting clusters, 

embedding schemes can be established according to the their spectral 

characteristics as follows: 

10 (1) Segment audio signal into m fixed-length frames; 

(2) For each frame, extract the features using mel scale analysis: 

(20) 

(3) Select four feature vectors in the vector space randomly and use them as the 

initial centroids of the four classes: 

15 (21) 

( 4) Classify the sample frames into the four partitions in the feature space using 

the nearest neighbour rule; 

Forj=l to 4, i=l tom 

20 (5) Re-estimate the new centroids for.each class: 

Class(}.) _ {P,w P.w ... Pm} 
- I ' Z ' ' m1 



.••,I•• 

W000/39955 

r.· ....... -

wherej=l,2,3~4 ~d Lm i = m; 
i 

-25-

===--

PCTISG98/00111 

Hi.,:::•; 
""" . '-~ .. 

(6) Steps (4) and (5) are iterated until a convergence criterion is satisfied; 

(7) Establish an embedding table for bit zero and bit one according to the HAS 

model for each class. Time delay and energy are the major parameters: 

Class 2 · s,<2> 0,C2) s<2> s.<2) a!2> . (zero bit) 812> 0,<2> 0,f2> o.<2> a<2> {one bit) 
• 00 • 01 • 02 • 03 'll • 10 ' 11 • 12 ' n • I 

Class 3, r(l) r(J) r(3) r(J) aCJ) (zero b1"t) r(l) rC3> rO) r()l a<3l (one b1"t) 
• 

0 00 • 0 01 ' 0 02 ' 0 03 • 0 • 0 10 '"11 'U12 • "13 • I 

Class 4. 45<4l 0,<4> rC4> 0,<4> ,.,<4> (zero bit) a<4> fi<4> g<4> 0,<4> a<4> (one bt"t) 
• 00 > Ol '"02 ' OJ • ~o > JO • 11 ' 12 ' 13 • I 

a. represents the energy and o is the delay; 

10 In addition. the number of echoes to embed is also decided by comparing two 

power summations: 

If Pfs.tklfz ~ 2PJ>tkHz, then embed one echo in this frame: 

(ac'> a,co) (a<i) gc;>) . 
0100' !>II> 

15 If Pf>lkHz 5..Pfs.llcllz < 2Pf>llcllz• then embed two echoes in this frame: 

embedding parameters· (a<i> s<il 8<1>) (a<i> gco 5<il) · 
• 0 • 00 • 01 • I • IO • 11 > 

If P1 <IA11.z ~ Pf>lkllz < 2P1s.ikHz , then embed three echoes in this frame: 

If Pf>tlrRz ~ 2Pfs.tkla then embed four echoes in this frame: 
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embedding Parameters· (a<il aV> 6(i) 6(i) t5(i)) (aCi) -"(il -"(i) -"(i) -"(i)) 
• 0 ' 00 ' 01 ' 02 ' 03 ' I 'UtO 'Ull 'Ull t t113 

2. Audio classification and Embedding Scheme Selectj.on 

5 (1) Segment the audio signal into ~ fixed-length frames; 

(2) Classify a frame S; into one of the four classes by nearest neighbour rule: 

"f w w S;eCJass(j) 1 min!Vi-Cjl i=l,2,···,m;j=l.2,3,4; 

(3) Select an embedding scheme for each frame in the embedding parameters table 

according to its class identity and spectral analysis. 
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APPENDIX4 

An Audio Registration Method Based on Dynamic Time Warping 

The DTW technique resolves an optimal alignment path between two audio signals. 

5 Both the audio signal under consideration and the reference audio signal are first 

segmented into fixed-length frames, and then the power spectral parameters in each 

frame are calculated using the mel scale method. An optimal path is generated that 
gives the minimum dissimilarity between the reference audio and the tested audio 

frame sequences. The registration is perfonned according to this optimal path 

10 whereby any possible shifting, scaling, or other non-linear time domain distortion can 

be detected and recovered. 

(1) For the original audio s and the watennarked audio s', segment them with the 

same fixed-length. Frames of s and s' can be expressed as si (i = 1,-··,m) and 

s' j {j = 1,. · ·.n) ; 

15 (2) Extract features of the original and watennarked signals; 

where I is the channel number of mel scales; 

(3) Find an optimal alignment path between the original and watermarked signals: 

20 

{a) Initialisation: 

Define local constraints and global path constrajnts; 

{b) Recursion: 
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For ls ts m, ls j s n such that i and j stay within the allowable grid, 

calculate 

Dii = min[D;'l +'((i',j'),(i,J1) er .n 

where 

L 
(((i' ,J'},(i,J}) = rA-1.j-1 

l=O 

with Ls being the number of moves in the path from (i', j') to (i,j) . 

(23) 

(24) 

i - ls = i 1 
, j - l 1 = j' (25) 

(c) Termination: Dmn 

10 (d) Fann an optimal path from {l,I) to (m,n) according to D,,.n: 

P = {pii Ii e [1,.··,m},j e[J, .. ·,n]} (27) 

(4) Register the watermarked audio with the original audio according to the optimal 

path: 

For Pii eP 

15 If i < j , add the ith frame of s to s' ; 

If i > j, remove the jth frame from s' • 
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The claims defining'tlie invention are as follows: 

1. A method of embedding a watennark in a digital audio signal, said 

method including the stq;s of: 

embedding at least one echo dependent upon said watermark in a portion of 

5 said digital audio signal, predefined characteristics of said at least one echo being 

dependent upon time and/or frequency domain characteristics of said portion of said 

digital audio signal to provide a substantially inaudible and robust embedded 

watennark in said digital audio signal. 

2. The method according to claim 1, further including the step of 

10 digesting said digital audio signal to provide a watermark key, said watermark being 

dej>endent upon said watermark key. 

15 

20 

25 

3. The method according to claim 2, further including the step of 

encrypting predetermined information using said watermark key to form said 

watermark. 

4. The method according to claim 1, further including the step of 

generating said at least one echo to have a delay and an amplitude relative to said 

digital audio signal that is substantially inaudible. 

5. The method according to claim l, wherein the value of said delay and 

said amplitude are programmable. 

6. The method according to claim 1, wherein two or more echoes are 

programmably sequenced having different delays and/or amplitudes. 

1. The method according to claim l, wherein two portions of said digital 

audio signal are embedded with different echoes dependent upon the time and/or 

frequency characteristics of said digital audio signal. 

8. An apparatus for embedding a watermark in a digital audio signal, said 

apparatus including: 
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means for determining time and/or frequency domain characteristics of said 

digital audio signal; 

means for em.bedding at least one echo dependent upon said watermark in a 

portion of said digital audio signal, predefined characteristics of said at least one echo 

5 being dependent upon said time and/or frequency domain characteristics of said 

portion of said digital audio signal to provide a substantially inaudible and robust 

embedded watermark in said digital audio signal. 

9. The apparatus according to claim 8, further including means for 

digesting said digital audio signal to provide a watermark key, said watermark being 

10 dependent upon said watermark key. 

10. The apparatus according to claim 9, further including means for 

encrypting predetermined information using said watermark key to form said 

watermark. 

· 11. The apparatus according to claim 8, further including means for 

15 generating said at least one echo to have a delay and an amplitude relative to said 

digital audio signal that is substantially inaudible. 

12. The apparatus according to claim 8, wherein the value of said delay 

and said amplitude are programmable. 

13. The apparatus according to claim 8, wherein two or more echoes are 

20 programmably sequenced having different delays and/or amplitudes. 

14. The apparatus according to claim 8, wherein two portions of said 

digital audio signal are embedded with different echoes dependent upon the time 

and/or frequency characteristics of said digital audio signal. 

15. A computer program product having .a cqmputer readable medium 

25 having a computer program recorded therein for embedding a watermark in a digital 

audio signal, said computer program product including: 
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means for detennining time and/or frequency domain characteristics of said 

digital audio signal; 

means·for embedding at lea.St one echo dependent upori said. watermark in a 

portion of said digital audio signal, predefined characteristics of said at least one echo 

5 being dependent upon said time and/or frequency domain characteristics of said 

portion of said digital audio signal to provide a substantially inaudible and robust 

embedded watennark in said digital audio signal. 

16. The computer program product according to claim 15, further 

including means for digesting said digital audio signal to provide a watermark key, 

1 O said watermark being dependent upon said watermark key. 

17. The computer program product according to claim 16, further 

including means for encrypting predetermined information using said watermark key 

to form said watermark. 

18. The computer program product according to claim 15, further 

15 including means for generating said at least one echo to have a delay and an 

amplitude relative to said digital audio signal that is substantially inaudible. 

19. The computer program product according to claim 15, wherein the 

value of said delay and said amplitude are programmable. 

20. The computer program product according to claim 15, wherein two or 

20 more echoes are programmably sequenced having different delays and/or amplitudes. 

21. The computer program product according to claim 15, wherein two 

portions of said digital audio signal are embedded with different echoes dependent 

upon the time and/or frequency characteristics of said digital audio signal. 

22. A method of extracting a watennark from a watermarked digital audio 

25 signal, said method including the steps of: 

detecting at least one echo embedded in a portion of said watermarked digital 

audio signal, predefined characteristics of said at least one echo being dependent upon 
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time and/or :frequency dom.ain characteri~cs of said portion of a corresponding 

original digital audio signal; and 

decoding said at least one detec~e4 ~ho recover said watermark. 

23. The method according to claim 22, further inclµding the step of 

5 registering said wat~~ect digital audio s;gnal with said:origmal audio signal to 
. . 

recover from any distortions and/or modifi~ations of said vyatermarked digital audio 

signal. 

24. The method according t() claim 22, wherein said decoding step is 

dependent upon an embedding scheme. 
·. . . .· : 

10 25. The method ~cording to cl;µm 22, further colllprising the step of 

decrypting one or more codes produ.Ced by said decoding step dependent upon a 

digested digital audio.signal. 

26. The method according to claim 22, wherein said at least one echo has a 

delay and an amplitud~ relative to said digital audi~ signal that is substantially 

1 S inaudible. 

27. The method according to claim 26, wherein the value of said delay and 

said amplitude are programmable. 

28. The method according to claim 22, wherein two or more echoes are 

progranunably sequenced having differ~t delays and/or ainplitudes. 

20 29~ The method according te> ciaim 22, wherei11 two portions of said 

watermarked digital ~diO signal is emb~dded with different echoes dependent upon 

the time and/or frequency characteristics of said original digital audio signal. 

30. An apparatus for extracting a watermark from a watermarked digital 

audio signal, said apparatus includµig: · 

25 means for detecting at least ~ne echo embedded in a portion of said 

watermarked digital audio signal, predefined characteristics of said at least one echo 
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being dependent upthi~L.e ~Mor frequency domai~ ~filfiieristics of said portion of 
a corresponding original digital audio ~gnal; and 

means for decoding said at least one detected echo recover said watermark. 

31. The apparatus accordiiig to claim 30, further means for registering said 

5 watermarked digital audio signal wlth said original audio signal to recover from any 

distortions and/or modifications of said watermarked digital audio signal. 

32. The apparatus according to claim 30, wherein said decoding means is 

dependent upon an embedding scheme. 

33. The apparatus according to claim 30, further comprising means for 

10 decrypting one or more codes produced by said decoding step dependent upon a 

digested digital audio signal. 

34. The apparatus according to claim 30, wherein said at least one echo 

has a delay and an amplitude relative to said digital audio signal that is substantially 

inaudible. 

15 35. The aP.paratus according to claim 34, wherein the value of said delay 

and said amplitude are programmable. 

36. The apparatus according to claim 30, wherein two or more echoes are 

programmably sequenced having different delays and/or amplitudes. 

37. The apparatus according to claim 30, wherein two portions of said 

20 watermarked digital audio signal is embedded with different echoes dependent upon 

the time and/or frequency characteristics of said original digital audio signal. 

38. · A computer program pro~uct having a computer r~adable medium 

having a computer program recorde4 therein for extrac~ng a watermark from a 

watermarked digital audio signal, said computer program product including: 

25 means for detecting at least one echo embedded in a portion of said 

watermarked digital audio signal. predefined characteristics of said at least one echo 
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being dependent upon time and/or frequency domain characteristics of said portion of 

a corresponding original digital audio signal; and 

means for decoding said at least one detected echo recover said watennark. 

39. The computer program product according to claim 38, further means for 

5 registering said watennarked digital audio signal with sai~ original audio signal to 

recover from any distortions and/or modifications of said watennarked digital audio 

signal. 

40. The computer program product according to claim 38, wherein said 

decoding means is· dependent upon an embedding scheme. 

I 0 41. The computer program product according to claim 38, further comprising 

means for decrypting one or more codes produced by said.decoding step dependent 

upon a digested digital audio signal. 

42. The computer program product according to claim 38, wherein said at 

least one echo has a delay and an amplitude relative to said digital audio signal that is 

15 substantially inaudible. 

20 

43. The computer program product according to claim 42, wherein the 

value of said delay and said amplitude are programmable. 

44. The computer program product according to claim 3 8, wherein two or 

more echoes are programmably sequenced having different delays and/or amplitudes. 

45. The computer program product according to claim 3 8, wherein two 

portions of said watennarked digital audio signal·is embedded with different echoes 

dependent upon the time and/or frequency characteristics of said original digital audio 

signal, 

46. A method of embedding a watermark in a digital audio si~al, said 

25 method including the steps of: 

generating a digital watermark; 
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adaptively segmenting said digital audio signal dependent upon at least one 

frequency and/or time domain characteristic into two or more frames containing 

respective portions of said digital audio signal; 

classifying each frame dependent upon at least one frequency and/or time 

5 domain characteristic of said portion of said digital audio signal in said frame; and 

embedding at least one echo in at least one of said frames, said echo being 

dependent upon said watermark and upon a classification of each frame detennined 

by said classifying step, whereby a watennarked digital audio signal is produced. 

10 4 7. The method according to claim 46, wherein said watennark is 

dependent upon said digital audio signal. 

48. The method according to claim 47, further including the steps of: 

audio digesting said digital audio signal to provide an audio digest; and 

15 encrypting watermark infonnation dependent upon said audio digest. 

49. The method according to claim 46, further including the step of 

extracting one or more features from each frame of said digital audio signal. 

20 50. The method according to claim 49, further including the step of 

selecting an embedding scheme for each frame dependent upon said classification of 

each frame, said embedding scheme adapted dependent upon at least one time and/or 

frequency domain characteristic of said classification for the corresponding portion of 

said digital audio signal. 
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51. The method according to claim so.: further including the step of 

embedding said at least one echo in at least one of said frames--dependent upon the 

selected embedding scheme. 

52. The method according to claim 5 t ,·wherein the amplitude and- the 

delay of said echo relative to the corresponding portion ofsaid digital audio signal in- -- -

said frame is defined dependent upon the embedding scheme St>- as to be inaudible. 

53. The method according to claim 52, wherein at least two echoes are 

embedded in said frame. 

54. The method according to claim 46, wherein, two or more ·echoes 

embedded in said digital audio signal are dependent upon a bit of said watermark. -

55. An apparatus for embedding a watermark in a digital audio signal, said 

apparatus including: 

means for generating a digital watermark; 

means for adaptively segmenting said digital audio signal dependent upon at 

20 least one frequency and/or time domain ch~acteristic into tw() or more-frames 

containing respecti_ve portions of said digital audio signal;-

means for classifying each frame dependent upoµ at least-one frequency 

and/or time domain characteristic of said portion of said digit3.l audio signat in said 

frame; and 
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meails f~,etd.bedding at least one echo in at ~dne of said frames. said echo 
.. :t '": a. . 

being dependent upon said watennark and upon a classification of each frame 

determined by said classifying means, whereby a watermarked digital audio signal is 

produced. 

56. The apparatus according to claim-55, wherein said watennar~ is 

dependent upon said digital audio signal. 

57. The apparatus according to claim 56, further including: 

10 means for audio digesting said digital audio signal to provide an audio digest; 

15 

and 

means for encrypting watermark infonnation dependent upon said audio 

digest. 

58. The apparatus according to claim 55, further including means for 

extracting one or more features from each frame of said digital audio signal. 

59. The apparatus according to claim 58, further including means for 

selecting an embedding scheme for each frame dependent upon said classification of 

20 each frame, said embedding scheme adapted dependent upon at least one time and/or 

:frequency domain characteristic of said classification for the corresponding portion of 

said digital audio signal. 
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60. The apparatus according to claim 59, further including means for 

embedding said at least one echo m at least one of said frames dependent upon the 

selected embedding scheme. 

61. The apparatus according to claim 60, wherein the amplitude and the 

delay of said e~ho relative to the corresponding portion of said digital audio signal in 

said frame is defined dependent upon the embedding scheme so as to be inaudible. 

62. The apparatus according to claim 61, wherein at least two echoes are 

10 embedded in said frame. 

15 

63. The apparatus according to claim 55, wherein two or more echoes 

embedded in said digital audio signal are dependent upon a bit of said watermark. 

64. A computer program product having a computer readable medium 

having a computer program recorded therein for embedding a watermark in a digital 

audio signal, said computer program product including: 

means for generating a digital watermark; 

means for adaptively segmenting said digital audio signal dependent upon at 

20 least one frequency and/or time domain characteristic into two or more frames 

containing respective portions of said digital audio.signal; 

means for classifying each frame dependent upon at least one frequency 

and/or time domain characteristic of said portion of said digital audio signal in said 

frame; and 
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means r&; ~~bedding at least one echo in ad'e~~~ .one of said frames, said echo 

being dependen~ upbn said watennark and upon a ciassification of each frame 

detennined by said classifying means, whereby a watermarked digital audio signal is 

produced. 

65. The computer program product according to claim 64, wherein said 

watermark is dependent upon said _digital audio signal. 

66. The computer program product according to claim 65, further 

10 including: 

15 

means for audio digesting said digital audio signal to provide an audio digest; 

and 

means for encrypting watermark infonnation dependent upon said audio 

digest. 

67. The computer program product according to claim 64, further 

including means for extracting one or more features from each frame of said digital 

audio signal. 

20 68. The computer program product according to claim 67, further 

25 

including means for selecting an embedding scheme for each frame dependent upon 

said classification of each frame, said embedding scheme adapted dependent upon at 

least one time and/or frequency domain characteri~c of said classification for the 

corresponding portion of said digital audio signal. 
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69. The computer program product according to claim 68, further 

including means for embedding ~aid at least one echo in at least one of said frames 

dependent upon the selected embedding scheme. 

5 70. The computer program product according to claim 69, wherein the 

10 

amplitude and ~e delay of said echo relative to the corresponding portion of said 

digital audio signal in said frame is.defined dependent.upon the embedding scheme so 

as to be inaudible. 

71. The computer program product accordi;ng to claim 70, wherein at least 

two echoes are embedded in said frame. 

72. The computer program product according to claim 64, wherein two or 

more echoes embedded in said digital audio signal are dependent upon a bit of said 

15 watermark. 

73. A method of extracting a watermark from a watermarked digital audio 

signal, said method including the steps of: 

adaptively segmenting said watermarked digital audio signal into two or more 

20 frames containing corresponding portions of said wat~nrull'ked digital audio signal; 

25 

detecting at least one echo present in said fra.nles; and 

code mapping said at least one detected echo to extract an embedded watennark, said 

mapping being dependent upon one or more embedding schemes used to embed said ., 

at least one echo in said watermarked digital audio signal. 
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7 4. ~fii~thod aceordiilg to claim 73, -& including the step of audio 

registering said watermarked digital audio signal with saitf original digital audio 

signal to detennine any unauthorised modifications of said watermarked digital audio 

signal. 

75. The method according to claim 73, further including the step of 

decr)rpting said embedded watermark dependent upon an audio digest signal to derive 

watermark infonnation. said audio digest signal being dependent upon an original 

digital audio signal. 

76. An apparatus for extracting a watermark from a watermarked digital 

audio signal, said apparatus including: 

means for adaptively segmenting said watennarked digital audio signal into 

two or more frames containing corre8ponding portions of said watermarked digital 

15 audio signal; 

20 

25 

means for detecting at least one echo present in said frames; and 

means for code mapping said at least one detected echo to extract an embedded 

watermark, said mapping being dependent upon one or more em.bedding schemes 

used to embed said at least one echo in said watermarked digital audio signal. 

77. The apparatus according to claim 76, further including means for audio 

registering said watenn·arked digital audio signal with said original digital audio 

signal to determine any unauthorised modifications of said watermarked digital audio 

sign.al. 
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78. The apparatus ac<;onjing to claim 76, further including means for 

decrypting said embedded watermark dependent upon an audio digest signal to derive 

watermark information, said audio digest signal being dep~dent upon an original · 

_ digital audio signal. 

79. A computer program product having a computer readable medium 

having a computer program recorded tlier~n for extractin~ a watermark from a 

watermarked digital audio signal, said computer program. product including: 

means for adaptively segmenting said watermarked digital audio signal into 

10 two or more frames containing corresponding portions of said watermarked digital 

audio signal; 

means for detecting at least one echo present in said ~es; and 

means for code mapping said at ieast one detected echo to extract an embedded 

watermark, said mapping being dependent µpon one or more embedding schemes 

15 used to embed said at least one echo in said watermarked digital audio signal. 

80. The computer program product according to claim 79, further 

including means for audio registering said watermarked digital audio signal with said 

original digital audio signal to determine any unauthorised modifications of said 

20 watermarked digital audio signal. 

81. The computer program product according to claim 79, further 

including means for decrypting said embedded waterm!ll'k ~ependent upon an audio 

digest signal to derive watermark information, said a.Udio digest signal being 

25 dependent upon an original digital audio signal. 


