COST ESTI MATI ONS | N AN ELECTRONI C DI SCOVERY SYSTEM CLAIM OF PRI ORI TY UNDER
35 U.S.C. 119 [0001] The present Application for Patent clains priority to
Provi sional Application No. 61/164,276 entitled "Electronic D scovery
Systeni filed March 27, 2009, and assigned to the assignee hereof and

her eby expressly incorporated by reference herein. FIELD [0002] In
general , enbodi nents of the invention relate to nethods, systens, apparatus
and conput er program products for electronic discovery and, nore
particularly, providing cost estimtes for electronic discovery requests
(i.e., WOOSTESTIMATIONSHAN ANMEKERTRONIODEBCOERYSYSTEMovery,
comonly referred to as e-discovery, refers to any process in which

el ectronic data is sought, |ocated, secured and searched with the intent of
using it as evidence in a |legal proceedin an djt, a securities
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to conpletely destroy, particularly if the data is stored in a network
environnent. This is because the datggrgppears on nultiple hard drives, and
because digital files, even if deleted, generally can be wundeleted. In
fact, tO@02nly r & gestad emdwdinants afdhke myertioy relatgite aietheds, aystems, apphgtus cal | y

destroy_an nd all har rives where it is stored. [ 0Q0Q5] ]I rocess
of el e St rrlmodgf oY SRettR Goished Bl Bb parlelREY muRabrdod 0233,
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files, multinedia files, web sites and conputer prograns. Electronic nai
(i.e., e-mail) can be an especially val uable source of evidence in civil

or crimnal litigation, because pggopkerayNneften less careful in these
exchanges than in hard copy correspondence such as witten nenos or postal
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evidence in a legal proceeding, an audit, a securities investigation, a forensics investigation or

the like. E-discovery can be carried out offline on a particular computer or it can be
accomplished in a network environment.

[0004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, whereas paper documents must
be scrutinized manually. Furthermore, digital data is difficult or impossible to completely
destroy, particularly if the data is stored in a network environment. This is because the data
appears on multiple hard drives, and because digital files, even if deleted, generally can be
undeleted. In fact, the only reliable means of destroying digital data is to physically destroy any
and all hard drives where it is stored.

[0005] In the process of electronic discovery, data of all types can serve as evidence.
This can include text, image, calendar event data, databases, spreadsheets, audio files,
multimedia files, web sites and computer programs. Electronic mail (i.e., e-mail) can be an
especially valuable source of evidence in civil or criminal litigation, because people are often
less careful in these exchanges than in hard copy correspondence such as written memos or

postal letters.



required to satisfy a given discovery request, |locating the appropriate set
of data that has been identified, and retrieving the data once it has been
identified and | ocated all pose problens in and of thenselves. This is
especially evident if the data that is being identified, |ocated and
retrieved comes froman evolving or disparate enterprise, such as a
corporation that has experienced nergers, acquisitions, downsizing and the
| i ke. Mergers and acquisitions nean that the technology infrastructure
across the enterprise may vary, at least in the interim However, e-
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only that which is relevant to the request. Such searching is typically accompllshed by
determining a specific date range for the request, providing key words relevant to the case and
the like. Improvements in the area of searching are greatly in need to further add efficiency to
the overall e-discovery process.
[0009] Once data has been retrieved, preserved and, in some instances, searched the
electronic data may be reviewed by the requesting entry, such as a law firm, securities
commission or the like. While large requests are generally suited for online review, the manner
in which the data is presented for review adds efficiency to the review process and ultimately
drives the cost of the review process. Therefore, improvements in the manner in which data is
presented for review are also desirable as a means of increasing efficiency and reducing costs.
[0010] Lastly, once the digital data has been reviewed, data identified as relevant may

need to be produced in a tangible format for further analysis or legal evidentiary purposes. The



confidentiality markings. [0011] Up until now, e-discovery nmanagenent has
been conducted on a case-by-case basis, neaning all tasking and workfl ow
related to the e-discovery is based at the case |evel. Such nanagenent
does not allow for finer granularity in the managenent of a case or for
links to exist between different cases for the purpose of |everaging the
e-di scovery related to one case to another new or pre-existing case.
Therefore, a need exists to inprove the manner in which cases are nanaged
and, in particular, how tasking and workfl ow are nanaged dependi ng on case
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addition, from the clectronic discovery provider standpoint, rates charged may vary over time

and may vary based on the electronic discovery task, the data type being collected or the like

being performed. As such, not only is it difficult to assess an estimate of financial cost at the

inception of the electronic discovery request, in many instances due to the evolving nature of the

request it may be difficult to estimate financial cost at various stages of the electronic discovery

process.

[0013] Therefore, a need exists to be able to provide for financial cost estimates for

electronic discovery requests. The financial cost estimates should take into account various

criteria provided by the request that define the electronic discovery request. This criteria

includes, but is not limited to, the quantity of individual/custodians associated with the request,

the identity of the individuals/custodians associated with the request, the type of electronic data

associated with the request, the electronic discovery tasks associated with the request and the

like. In addition, the desired financial cost estimate should be dynamic in nature, such that as the



el ectroni c di scovery processing associated with the request occurs and

evol ves the financial cost estimte becones nore accurate. SUVMARY [0014]
The followi ng presents a sinplified summary of one or nore enbodi nents in
order to provide a basic understandi ng of such enbodi ments. This sunmary is
not an extensive overview of all contenpl ated enbodi nents, and is intended
to neither identify key or critical elenents of all enbodi nents, nor
delineate the scope of any or all enbodinments. Its sole purpose is to
present sonme concepts of one or nore enbodinents in a sinplified formas a
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and per data type and, in some embodiments, taking into account the historical average

size/amount of data associated with a specific identified custodian, the present invention is able

to provide an accurate financial cost estimate.

[0016] In addition to providing a cost estimate at or near the time that the request is

made, further embodiments of the invention, provide for a dynamic estimate of financial cost.

The dynamic financial cost estimate changes over time based on the e-discovery tasks already

performed and a better assessment of the degree of further e-discovery tasks yet to be performed.

As such, the dynamic financial estimate becomes a more accurate and reliable estimate the closer

the e-discovery request is to completion. In such embodiments, scheduled invoices generated

and communicated to the requesting party can reflect the dynamic estimate of financial cost and

provide for a comprehensive breakdown of the finite fixed cost aspect of the estimate, in which

the finite costs include a breakdown by e-discovery task, rate charged for the task, data type and

the like.



(e-di scovery) requests provides for a first enbodi nent of the invention.
The nmethod includes receiving, at a conputing device, a request to perform
one or nore e-discovery tasks. The request includes criteria for
perform ng the one or nore e-discovery tasks. The nethod additionally

i ncludes determ ning, via a conputing device processor, a cost estimte for
the request based on the criteria for performng the one or nore

e-di scovery tasks and storing, in conputing device nenory, the cost
estimate. [0018] In specific enbodi nents of the nethod, the e-discovery
tasks jopetude atAhgasd fonstimafingadst esbdiagd dith perfpmang ais elagrabid disavery
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enbodi nent” of the invention. The nethod includes 5 . . .
computing device processor, a dynamic cost estimate at pre etermined mtervals during a period

for performing the one or more e-discovery tasks. In certain embodiments of the method, the
dynamic cost estimate is based on a finite cost associated with e-discovery tasks performed-to-
date and an estimated cost associated with future electronic tasks to be performed. Moreover,
the finite cost is based on a first e-discovery task rate applicable when the task was performed
and the estimated cost is based on a current e-discovery task rate.

[0020] In still further embodiment the method includes gencrating, via a computing
device processor, an invoice that includes the dynamic cost estimate. In such embodiments, the
invoice may include a cost breakdown of one or more e-discovery tasks performed to date and a
rate applied to each of the electronic tasks performed. The e-discovery tasks may include one or
more of project management, data collection, data processing or data publication.

[0021] Another method for generating an invoice for an electronic discovery (e-

discovery) request defines another embodiment of the invention. The method includes



determ ning, via a conputing device processor, a finite cost associ ated
wth tasks related to a e- discovery request and perforned to date and
determ ning, via a conputing device processor, an estimted cost
associated wth tasks related to the e-discovery request and yet to be
performed. The nethod further includes determ ning, via a conputing device
processor, the dynamic cost estimate based on the finite cost and the
estimated cost and generating, via a conputing device processor, an

i nvoi ce associated with the e-discovery request that includes the dynamc
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based by the processor and configured to determine a cost estimate for the request based on the criteria
for performing the one or more e-discovery tasks.
[0024] In specific embodiments of the apparatus the e-discovery request application is
further configured to receive the request to perform the one or more e-discovery tasks, such as at
least one of collecting data, processing data or reviewing data. In other specific embodiments of
the apparatus the e-discovery request application is further configured to receive the request that
define the criteria and the criteria includes one or more of a quantity of custodians, an identity of
the custodians and/or a data type associated with one or more of the e-discovery tasks.
In further embodiments, the e-discovery cost estimation application is further configured to
determine the cost estimate based on an e-discovery task rate and a historical average volume of
data per electronic discovery task and per data type. In other specific embodiments, the e-

discovery cost estimation application is further configured to determine the cost estimate based



6 on a quantity of custodians, an e-discovery task rate and a histori cal
average volune of data per electronic discovery task and per data type.

Mor eover, in other specific enbodinments, the e- discovery cost estimtion
application is further configured to determ ne the cost estinmate based on
hi storical electronic discovery task data associated with the identified
custodi ans. [0025] In other specific enbodi nents of the apparatus the

e-di scovery cost estimation application is further configured to determ ne
a dynam c cost estimate at predetermned intervals during a period for
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deternine_?he estlnateg cost based on a current e-discovery task rate.
[ 0026] appiwfaulee hé’uﬂht_ eeba:f@r@irtb_ ddiitenmmh cgdwmrappareatfmgrimﬁbdnﬂmdt ¢ ual;erd/iabcove(r]I y
i nvoi ce _.application stored,in the nenor exec e 2 pr.ocessor an
cont i PR ¢ BT o Beriorine e, bh danolR SrditeRey ares ot bt B (HEE |t e
| N sucldiseotylcove adtitnativh apslicaiiGCdet@iinds ivodybiamicgaet éstiifateasdbon dDfinitdokther
configured, t vai ce th i ncl udes a cost breakdo one

at the i t \ f
or nor éssg-clmeg&% ne@lgqogfgwstg%é gF’%‘PIm?é te aata'a{f@ma?ﬁﬁln&t%ét aémwdvmﬁ@%h

e- di SCQNBhnit BSks toRRPEASHRY. AGHRAaIinGFRRRE RBSJIGRAR! @b ienﬁsca%rx gy@i ce for
an electronic discovery (e-discovery request defines yet another

enbodi efimatioh applicaiioy isrmohbgnredivedetgsmancdhe Sniteedstibhsed on & Grgpatdissgverptask f or m

i ncl udi rat us.. iLnGl ude

L) SR RAOESASEi A TR FUSCARARE B Sy U thndl ot
execut ahlieobyrytdik rpe.ocessor. The e-di scovery cost estimation application
is confj ed to determine a finite cost associgted with perforned-to- date
tasks 108 ed 1 oILAHESTqFBEgFRpdIIAFIE? SPRABPE HF HEFS G CeltoONaD kot t

associ ap@itaibd Kot hn e mé&ﬂarﬁ%ﬂa&fté@@bﬁ ﬁa%!fﬁoc%@oﬁ%ﬁjcohﬁgﬁ&@ tEpHeBEOMET Y

request and determ ne a dynam c cost ‘estinmate based on the finite cost and
t he estivieiredbnt dupdudes fgdiynimsisopiestinple. dpphsmbedimeaisudie s-dissowery ivoissver y

| nvol o6 aRALEAL BTG Gl ik BF (IRARE e iASRURARI R, 110G WRLREGSRSY and

configu ne VOi cB assocl a scovery request
t hat i on¢ odesretchdisabyaytasks pasdrmed e datetsd a rate applied to each e-discovery task

performed.

[0027] An apparatus generating an invoice for an electronic discovery (e-discovery)-

request defines yet another embodiment of the invention. The apparatus includes a computing
platform including a processor and a memory. The apparatus further includes an e-discovery cost
estimation application stored in the memory and executable by the processor. The e-discovery
cost estimation application is configured to determine a finite cost associated with performed-to-
date tasks related to an e-discovery request, determine an estimated cost associated with yet-to-
be performed tasks related to the e-discovery request and determine a dynamic cost estimate
based on the finite cost and the estimated cost. Additionally, the apparatus includes an e-
discovery invoice application stored in the memory, executable by the processor and configured
to generate an invoice associated with the e-discovery request that includes the dynamic cost

estimate.



7 [0028] In further enbodi nents of the apparatus, the e-discovery invoice
application is further configured to generate the invoice that includes a
cost breakdown of the finite cost per e- discovery task and per one or nore
rates associated with each e-discovery task. In other specific enbodinents
of the apparatus, the e-discovery invoice application is further configured
to generate the invoice that includes the cost breakdown of finite cost
per e-discovery task, wherein the e-discovery task include one or nore of
proj ect managenent, data collection, data processing or data publication.

[ 0029] [0828DNput el fprthgreathogimmatsatf thdvppaiatus) thd eslisocoypubes apgadad 8 medi um
provides . for _additional epbodients.of fhe inyention. €. .

P onput Srtheb SR i Betrs fhgnaue tvinchudel § gpst AL o BE finie st hig e
conmput @fscdRry BNEANISeR oA ESHURSHE rites RESQETWRR Sadhle-dBIoR S takS HOMRrSpdASK S .

The request ‘includes criteria for performng the one Qr nore e-discovery

tasks. cbrlimninal fhy, appsratus. demprdisepeimeib peeH s fHErURIEddond set of
codes (0lerGRHRNDG HATRULES the oI EADHRR o infONst A3 B er Uk MrbBaUESt

based Criteria for performng the one or nore e-discovery tasks.
Mor eov ére,e-dib@veryrmktincludeada inereretiprujeci malagaesnt adathealldctem, dath puodsmef or
causing @ﬁ cqﬂguter to store the cost estimate in nenory. [0030] Thus,
furt heP" 988 BYPS3U9% by ovi ded bel ow for systens, apparatus, methods and
conput g§02pT 0gr anARbLAMUEE Brobfiin Prodidt thad thelrles ABdBputet rehdabRiEédilim pasLiddsor

el ectronic discoverémlrequests that allow the reggester to assess financi al

costs & adfidiopslgambogimentseo!l dhedaybin clhyicorpyieryeadphle medium pludest fintbtcbs of
fi nanC'oPJ;%d%Qﬁﬁcgﬁsﬁq 28 16 ei%hrrﬁuhﬁ t&%@drﬁﬁgwg?‘ lﬁo&l@e-agmg @kkst hat

defines the request’, su as the quantity custodi ans, enti'ty of

cust odiTaasquesy prelsies détera fapsdoinzing thewint r moee ¢-digenysty, tagksdhddiborally, thasks

associated with e request, and the,like. n.addi.tion to .providing a cost

oot Ryl e SR RER st st ot PRk BBl B RIS, o5

gf t hecbdh }é_ﬁﬁﬁdt@fhr lﬂw@qmsaemfs_@d o@tlﬂ)éi;]iwfﬁh@orqﬁfo' Fraing th %Ifei drange a—ldihsca:‘etyd_ The
ynam ¢ i_.nanci al cost estimte changes oyer tjme se n the e-di scovery

t asks #skeMyregests be mplgﬁﬁreadabiwﬁtgma@%&@éhlﬁd 5#0? ﬁ@%a CRWSINE2 f ur t her

e- di SCQMxﬁgﬁeFt@%ﬁﬁe WelodiRsfiiBatP el f@BRd. As such, the dynamic financial

estinmat e beconmes a nore accurate and reliable estimate the cl oser the e-

di scov @30t equesThuss furtherdaiglserd providedbdoy fosysivassappaiapisi wethedsandf t he
B L
cl ai s reqlibes that Allowi the retpssed tphissess fandcibh@saantheedsd bitkierpstromt discovehy i n
detall p?o?éctt.ajl“ge fi:sltillrn%?c}s% ina\lln%ial cost are based on the criteria provided by the requester that
defines the request, such as the quantity of custodians, identity of custodians, type of data
associated with the request, e-discovery tasks associated with the request and the like. In
addition to providing a cost estimate at or near the time that the request is made, further
embodiments of the invention, provide for a dynamic estimate of financial cost. The dynamic
financial cost estimate changes over time based on the e-discovery tasks already performed and a
better assessment of the degree of further e-discovery tasks yet to be performed. As such, the
dynamic financial estimate becomes a more accurate and reliable estimate the closer the e-
discovery request is to completion.
[0031] To the accomplishment of the foregoing and related ends, the one or more
embodiments comprise the features hereinafter fully described and particularly pointed out in the
claims. The following description and the annexed drawings set forth in detail certain illustrative

features of the one or more embodiments. These features are indicative, however, of but a few of



features of the one or nore enbodi nents. These features are indicative,
however, of but a few of 8 the various ways in which the principles of
vari ous enbodi ments may be enployed, and this description is intended to
i nclude all such enbodi nents and their equival ents. BRI EF DESCRI PTI ON OF
THE DRAW NGS [ 0032] Havi ng thus descri bed enbodi nents of the invention in
general terns, reference wll now be nade to the acconpanyi ng draw ngs,
whi ch are not necessarily drawn to scale, and wherein: [0033] FIG 1 is
schemati c di agram of an apparatus configured for determ ning cost

est | mathesvations anyeineehichrihe pﬂhcsipley of yani@geestodimantsamayp be amgdoyals ind this
enbodi nent.s. of, t he prese i n,. [0 34 FIG 2 s, a nore detailed
bl ock S&EP%HWBW%H@%\ nl&fl‘nu%lT PS’B?‘@%P“?S&P fg initial and
dynam c cost estimated for an el ectronic di scovery request i n accordance
wi th enbodi nents of the present invention; [0035] FIG 3A is a flow diagram
of a nethod for determning an initial cost estimate for an electronic

di scovery request, in @ﬁbﬁg ri?@g Gst he present invention;
[0036] FIG 3B is a flow gl agramp;r a met o}csi ggterm ning a dynam c cost
esti mat(mz}jurl ngHavingthes desoribal ahtsxioventyofshojnyetticarnd ggendtetisngfeaencenvoi ce

that includes th anm c _cost. sti.mat e n.acec or danc t h, enbodi nents of
the. pr BALHTY DR yH (R SGEPYiEg GRSV hich st GeTgAGM PVl eals and-

ent er pihgRmM de el ectroni ¢ di scovery system h| ghl i ghting conmputing device

nmoni t or i ngi in accordance wth enbodi nents of the present invention;

[0038] 148 5 i K- ipeshematio Hiagrasy ofan appeatus senfisudSEndesyringnse®r server,

in t s JrQ3Rkseh G 6 1S

a bl oc {I agﬁgrmmo &g%ggqﬂbggée}&z% %Setrllﬁ%ﬁ%ﬁégme”éﬂth%})&%:ag di gsc(i)very Ssystem in
accor dawestiom; t h an enbodi nent of the present invention; [0040] FIG 7 is a
bl ock i am of al | ecti n_an Iectronlc d scoyery system in
ncoor aBE Wt R o G A= e diPecll of o BB S RN e 6

bl ock détagiamgiihitislsha dihdgic ebg @btipited fodiaf eRVEsnic dBIBEBNRGiesS il aebidagse i N

accordance with an enbodi nent of,  the invention; 9
with embodiments of the present invention;

[0035] FIG. 3A is a flow diagram of a method for determining an initial cost estimate for
an electronic discovery request, in accordance with embodiments of the present invention;

[0036] FIG. 3B is a flow diagram of a method for determining a dynamic cost estimate
during an electronic discovery project and generating an invoice that includes the dynamic cost
estimate, in accordance with embodiments of the present invention;

[0037] FIG. 4 is a block diagram of an enterprise-wide electronic discovery system
highlighting computing device monitoring, in accordance with embodiments of the present
invention;

[0038] FIG. 5 is a block diagram of an electronic discovery manager server, in
accordance with embodiments of the present invention;

[0039] FIG. 6 is a block diagram of a database server in an electronic discovery system,
in accordance with an embodiment of the present invention;

[0040] FIG. 7 is a block diagram of a collection server in an electronic discovery system,
in accordance with an embodiment of the present invention;

[0041] FIG. 8 is block diagram illustrating electronic discovery management structure, in

accordance with an embodiment of the invention;



[0042] FIG 9 is a flow diagramof a nethod for initiating a case or matter
including creating search ternms, creating and sendi ng preservation
notices, sending rem nder notices and creating and sending surveys to
custodi ans, in accordance with enbodi ments of the present invention;

[0043] FIG 10 is a flow diagram of a nethod for custodi an nmanagenent in an
el ectronic discovery system in accordance with an enbodi nent of the
present invention; and [0044] FIGS. 11 and 12 are flow di agranms of nethods
for harvesting different data types in an electronic discovery system in
accor dgtd2] wi t h EIG.EﬂwiStadlomaatiagmm df Iaenqlahc&lsﬁenhﬁﬁaﬁmg atchemnr mADET AL luEiDg

DESCRI PTI ON OF EI\/BCD I\/EI\FI'S THE | NVENTI.ON % 0045 nbo d| nts. of &1

pr esentrRYRESTEC ﬁerﬂlﬁvﬁrf’ﬁi? 18 e RE PR PG HEEP-Pon Iégreeinﬂ% T BPUHF A

r ef er eggatidParldiendfE QPSR Y6 DightdlliaW il AScorddhc¥hiith RnHOdRnenBUIT thtOiresehl |

enbodi nents of the 1nvention are shown. Indeed, the invention may be
enbodléﬁ@ﬂwﬂhany different forns and should not be construed as limted to
the e nts f : i ded
o thal iRl s o shfGAME b Aol Rigiin or b it ol (ERAATRACLIRN P A S BN Lo
nunber discafeey sytsen, ikascetdenenvish mmmbrghomt of le@4GentAsventipnizadappr eci at ed by

one, o (! o bl Jipe YA bR R s RRR B

f or egoimgh cle®miy didcagéry sydtéie, iRhesedinct Withah ie@BodiBiént GiMBe plasent Giveatn. an
entirely software enbodi nent (including firmvare, resident software,

m cro-code, etc.) or an enbodi nent conbi ning software and hardware aspects
that may generally be referred to herein as a "system™ Furthernore,

enbodi ments of the present invention may take the formof a conputer

program pr odugIETILED BRSORIFENONGE EMBODBIENTSIGIN TRE INVENTIeN usabl e
program code enbodied in the nmedium 40047 Any suitable corrputer-readabl e

medi uml%f#y] be ut Fmpodimentsieé thegnppatidpventien aapineaymediesrbsamaselullyor exanpl e
but not, dﬂelnﬁh&rexgltﬁ Rfer8Re®d ﬂl%ta'é%eﬂ%n ﬁgpar vit %SS npwmncﬁ 3bme, vt f&lafioMagneti c,

i nfrared, or sem conductor syst devi ce, or propagatlon
medi umembdMiimenspé ticfinenéxa aplsbewnf Indhed, t&mpmnapn neadtabmbodaedi iumaiyncl ude,
but ar ot lL.imted to,.t follo ect tion _having one
o rror Sifirean o 454 it 2ol e sp RS aliRLsThe Shbo i SRFE kBt er
di s ket kRherathBa e ibidikentPart PRAQIN 36 GRS thid @i RNSHrd IBéMausgz dppAekblylkeyal menor y
, an_erasabl e programrabl e read only nmenory (EPROM or Fl ash nenory), a

( ROV
conpacteqpeRre Leg £15 Terig ke clem oughotbt her optical or magnetic
storageyeyi ce; @k ﬁa&%@%ﬂb&&hﬁﬂ by one of skill in the art, the present invention may be

embodied as a method, system, computer program product, or a combination of the foregoing.

Accordingly, the present invention may take the form of an entirely software embodiment
(including firmware, resident software, micro-code, efc.) or an embodiment combining software
and hardware aspects that may generally be referred to herein as a “system.” Furthermore,
embodiments of the present invention may take the form of a computer program product on a
computer-readable medium having computer-usable program code embodied in the medium.
[0047] Any suitable computer-readable medium may be utilized. The computer-
readable medium may be, for example but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation medium.
More specific examples of the computer readable medium include, but are not limited to, the
following: an electrical connection having one or more wires; a tangible storage medium such as
a portable computer diskette, a hard disk, a random access memory (RAM), a read-only memory

(ROM), an erasable programmable read-only memory (EPROM or Flash memory), a compact

10



medi a such as those supporting the Internet or an intranet. Note that the
conput er -readabl e nedi um coul d even be paper or another suitable nedium
upon which the programis printed, as the program can be electronically
captured, via, for instance, optical scanning of the paper or other

medi um then conpiled, interpreted, or otherw se processed in a suitable
manner, if necessary, and then stored in a conputer nenory. [0048]
Comput er program code for carrying out operations of enbodi nents of the
present invention nay be witten in an object oriented, scripted or

unscr i gisettapooyrmemem CDHRON) Agetisu opticed odmugnetiPstolage Sawké; toakdansn@ssign or t he

| i ke. However,, the conmputer ram cod for.carrying out ope i ons of
enmbodi TREMRSuGrasithose ﬁ’r‘fgg’étﬁ’tg tp%@‘g%?i?tc?ﬁ gty (S\Iﬂg%&‘\?ﬁ“‘? ?%Hp?tﬁ"%é‘i%@ee nti onal
pr oc edediumtoR ! S8R bE PapcR BOMRYRS suifBRméturh Rgon GhichtiRgsasmin g plinnguage or

simlar progranm ng | anguages. [0049] Enbodi nents of the present invention
are detheprogsam san bewlogironicaly esntyred vid forringaioreprticn sScyineRfithiBaPshel or bl ock

di t : d ducts.
1y e e BT o TR, Bl R s B SRR R BT O e or

bl ock nkcagpasirend teml étoredaabompiteomemary. bl ocks in the fl owchart

illustrations and/or bl ock di ans, .can be i | enent.ed. by. c ut er

progr atﬂ%ﬁ%ﬁt ructt ?}ﬂg‘?ter'ﬁlf‘égémcc(?ﬁ%ﬁ)fé?mﬁ?%8Pta%ewiﬁﬁ§§ %&qogﬂ%ﬁﬁ%ee provi ded
to a ppRE®S HREntRin Ma fidn BN PBREt GriviFd] SfiptedRe ahdtipRd pRaganmanput er, or
ot her {%réogr amabl e data_processi ng apparatus to produce a nmachi ne, such

that tifesuagaseeasdpemBerl iimainlo et orthsilke: HowsyGcws somPYPT RIREABIEEt er or
ot her ﬁfrggﬁ-ﬁﬂgﬁe (fpef%ﬁf)ﬁs 0 @ﬁﬁén%ﬁ%?eﬂ’%veﬂoﬁ%z% ARLRAR 8 Binf OF

i npl enent’1 ng unctions/acts speci in the flowhart and/or bl ock

di agr aconvemtodnabprotddock progf6RE 1atzesgescunpat e “Of pyeambngtlangyegons my

al so be stored in .a onButer-readabI e nenory that can direct a conputer or
ot her ﬁ%@?@ﬁﬁ%@“&gﬁﬂ $8cessi ng apparatus to function in a particular
nmanner [0039rh t hakmb&Bmes bf thelpraR ifteptietaleleidided belputveith refadrble menory
produce an article of rranlﬁacture inclqtlj%'l&% i nstruction ans which

i npl enBpvcharidllpsrapnsad/es plock diagramsef AIPRRISHESCSh AP FOBPYEK di agr am

bl ock( Et)o raLrP@%aLct;[ he n{‘ag%e%@érst%&&a@éycﬁ BRfck YEIHe MRS/ cHRYiIRkEQicRS addd@ded ont o
a conp tgr or other pfogranmmabl e data processing apparatus to cause a

ser i esblotk diperagtsi andédr combipstions diblqsks fogherBawchst ingragiongandar biackot her
progranmabl e appar.atus. t roduce u such t hat
Phe’l nepRter: SRORIRplheba Bl EEHER IR Shick O, R PR Mo o

appar aindsudibns may be provided to a processor of a general purpose computer, special purpose

computer, or other programmable data processing apparatus to produce a machine, such that the
instructions, which execute via the processor of the computer or other programmable data
processing apparatus, create mechanisms for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0050] These computer program instructions may also be stored in a computer-readable
memory that can direct a computer or other programmable data processing apparatus to function
in a particular manner, such that the instructions stored in the computer readable memory
produce an article of manufacture including instruction means which implement the function/act
specified in the flowchart and/or block diagram block(s).

[0051] The computer program instructions may also be loaded onto a computer or other
programmable data processing apparatus to cause a series of operational steps to be performed
on the computer or other programmable apparatus to produce a computer-implemented process

such that the instructions which execute on the computer or other programmable apparatus
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provi de steps for inplenenting the functions/acts specified in the

fl owchart and/or block diagramblock(s). Alternatively, conputer program
i npl enented steps or acts may be conmbined wth operator or hunan

i npl enented steps or acts in order to carry out an enbodi ment of the

i nvention. [0052] Thus, apparatus, systens, nethods and conputer program
products are herein disclosed that provide for initiating collection of
data fromel ectronic discovery custodians and/or devices associated with
t he custodi an based on status update notification. The status update nmay
i ncl uderovixietsteps éorrimplementitethe fimctiomwdmgespecifickh inethe ﬂnwelmnﬂ ayfoeblockt at us of a

cust odi,an d/.or. chan date in the.use sta devi.ce associ at ed
ot h ot e o e AR ot e e SRR YRp o AR B FR Ror
st at us wiRdakRitd? dr hiniR ﬂnﬂéﬁaﬂé@s&éﬂsr@ed@@ ahGdet 6 carrp Y@ inamboBRenevethy

busi ness day or the like, to insure that status updates/changes are
recognilllz@ﬂtmf\mthl n the electronic discovery systemas they occur or

di th hat
af T act B2t oal S RSN oRt e R oA BBl PRGB! o

aut omatlisdlosend thatgroode fof imd@atageolléation iof)data Tiom dentongtdestovery cusiedians of dat a

o1 cot 1 B Er S it e o R o BB PRI B bl ™"

pr edet gpiitdpdy lcagle! Kitiafe mbk HEME tY/ chagePeidated $n emploghemGlaids s chfiedian
associate of the status change. In such instance the electronic ssoci ate

can t hepd/erethangasfipdated Hythe umtta%mf& dexicr aeorigisdivathils Fugiedian. ApSther
speci f ha, I8 4 ct a
chot oaPEretanRLIRAL S (RIEENS Bblffor HAMERAR f RO RABEiA IhAMS

col | ecsuahrasohcamerwbusam day drdmalil{eytosnwe‘dlaﬂmtas virrdtesichaigesarstrenoguizerh
shared d dV|ces h, b the tLme between the
occurr évr]l clepigoni¢ dip Veﬁ’p%ﬁ@% aﬁﬁ%ﬂ%g% 9{6?1@13%[13( on ot “such to the

el ectr gousg] di SCO(Z)ﬁéé/st@t)@élﬁﬁges%@ﬁﬂgmﬁdhbﬁlamﬁta&u@ﬁbdiahEerﬂlbmdﬁﬂéﬂtmf th¢ essen

the likelihood that data will be sp ollat ]gther ge |nacc$55| ble to the
el ect r BFsent IpHeRH @FQV1 f@HPmFTG@HBTatPInG aﬁP tigRs The appraged UaoBgr am of
an appag aﬁt%’golil&h&pﬂxfa%r HEhRA ali@maREAN Eﬁtméﬁﬁco%ﬁﬁﬁrﬁ@aﬁh@ﬁﬁ ele@Forffd €Ct roni c
di scovery scovery) requests; in accordance wth enbodi ments of
t he pr eemnmmcntmnsmhras af lgmad pipstraatheslikege pridetermingd clegimmi¢ discoyee t han one
conputin €S &S50 fQr t one
procesg%sgcﬁz?s’ hn&cd easi%lag%eg%u?cg&llg (E)ﬂl n}é%s o‘?tht%ﬁleeci&%@%ntl on the
appar atsciarycah aiea dtetasmlfrﬁ riii’mﬂfwiaan date belméctlomls@vaifa&tedvém ythomspacific server 110

as shown_ in and described in relation
embodiments, once status changes are recogmze& %a %ct a custode 1an, automated collection of

data may be triggered, such as collection of active email, locally stored data and/or data stored on
shared drive devices.

[0054] As such, by limiting the time between the occurrence of the status update and the
notification of such to the electronic discovery system, present embodiments of the invention
lessen the likelihood that data will be spoliated or otherwise inaccessible to the electronic
discovery system.

[0055] FIG. 1 provides a schematic diagram of an apparatus 10 configured for providing
cost estimations for electronic discovery (i.e., e-discovery) requests; in accordance with
embodiments of the present invention. The apparatus 10, which may comprise more than one
computing device, includes a computing platform 12 having at least one processor 14 and a
memory 16. In specific embodiments of the invention the apparatus may take the form of an

electronic discovery manager server 110 as shown in and described in relation to FIG. 4. The
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12 nenory 16 of apparatus 10 stores e-discovery request application 18

which is configured to receive e-discovery requests 20 from vari ous

entities requesting electronic discovery work and store the requests in

e-di scovery request database 26. The e-di scovery request database 26 nmay

be included w thin database server 120 shown and described in relation to

FIG 4. In specific enbodinents of the invention, the e-discovery requests

20 are stored in unified directory, for exanple a correspondi ng

case/ matter database and/or a custodi an database, in addition to or in

| i eu oinehtoey €6 of panaarsy Osegesesdisdatairaqesppli¢@idb8R whichar cenfigargiribse- wi de

el ectroni c discovery s Stf such .as de cribed.heﬁein,.t e e- disEowfry

" eques B Crli o FAPEH 70 PR RO EL AL PP TRie igqYpry otk an

subsi di@fd 88 reqilbstd SieMISooverdTOHRS RMabhte6l | Kige dMiisttvery leguendLitAsd ZRmay N

ot her enbodi ments of the invention, in which the electronic discovery

* syst enbsinspled withindstahase sepet { 2bviownding desraibed indglgien © FIGhd. e gpsedics may
emanat . [tV j I Is i 2 ei t her

et an bRl of e RAlioRthe AL ARHERELAR A1) RELGRAELATSE BHEIdR, 18 T oot

associ atableh chrrgppoddingiase/ntakier datablase ahddr richstddipmdatidmse -l hddigareioyor irequest s

20. Fu?theé t?ﬁ reggestingaggti benefits from know ng an estinmated cost

at t he liGhEEHe SACARTE It °Wrk (i.e., at the tine of the e-discovery

requestgosepnd, s ll@ﬁl@&tt@gﬁkélwicﬁ:teléb&bhi@ dSsco¥eryg SystavifichAs Haeripal Kepsinphe e of

t he e-di scovery work. [0057] The c-discovery requests 20 include one or

nor e edifceveayreayestsaidamayemaaty e varpus iptemakentitiss, sYerdp subsidiariespdivisingge

cr i ter bibupSof BE LREGHRIThOGhibBAsd 37 tthor EXBIRIERSOR aft 1MVARAY G ¥nichamks 22

|nclud§, ut are not Timted'to, electronic anglor manual ‘col | ection of

dat a, pleottess discpveriadyateny sapp@ts axtprokd ekcaondc diseoveikusquettsethe réquests mag4 f or

performng a.task 22 includes ut is.not ..limt t the ntity of

i ndi vi 8@3&@7 frowiag frieraal © tﬂ@ r?%&%ﬁgteyecgf’mf LSOV 'a%cf:ﬁtﬁtérsl}]%ﬁi%ct%g%?ans, t he
type ofrcdfliditigleatiiyas balehifabydnpiapenssihary cestaskocittet thl pelformiag theamyrk
additional _criteria, The type of data collected/proc%ss d/%eviemed may

i ncl udédescpbed indheerdiscoyery whussts 205 cFyrther.dhareduestipg sty e%‘%ésr P FBP%INEs har ed
drive gh Q{t el R at%@og{s%ﬂthé@-dis&&%%oﬂy@eﬂ@cw Himd 61 B ARRBIEY Ysyuéd)
additional Ty stores e-discovery cost “estimation application 28 that 1s
conf i ganddubsequtetizrativarow stages duwringithepaf@daicsrof e edistavennwerkdi scovery
reques based..on the criteri for perform : r

e- di sciQ/(é%/ tas k3892ﬁ"d?sﬁmfeﬁéreq‘rl%sgsu%)épceg? b cnortglrll(;ep E%ié%;ﬁﬁrg P%ﬁ%%zdéﬂr%ee%f h ®f the

i nvent idee-dishte e B taiks Q0 ielylePisdriactsit fonpdrfapmingethetasleatixampBS of s-dsooddrgur ed to
determ ne {he cost estinate_%g bgged on thenﬁéﬁati

f .
i ndi vi &k 42 Bgludgdiuk e noblimiteditos glgeteqnic gngdlyr Cghémgmrﬁfgf‘t&ﬁr%ﬂsmﬁg/er age

vol ure qof; Qa{cdiRedatLand the like. The criteria 24 for performing a task 22 includes, but is not

limited to, the quantity of individuals/custodians, the identity of the individuals/custodians, the

type of data to be collected/processed/reviewed or the like, and any additional criteria. The type
of data collected/processed/reviewed may include, but is not limited to, active email, locally
stored data, shared drive stored data, and the like.

[0058] The memory 16 of apparatus 10 additionally stores e-discovery cost estimation
application 28 that is configured to determine a cost estimate 30 for an electronic discovery
request 20 based on the criteria 24 for performing the one or more e-discovery tasks 22 in the
request 20, In one specific embodiment of the invention, the e-discovery cost estimation
application 28 is configured to determine the cost estimate 30 based on the quantity of
individuals/custodians, an e-discovery task rate and a historical average volume of data per e-

discovery task and/or per data type. In such embodiments, the e-discovery cost estimation
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di scovery task and/or per data type. In such enbodi nents, the e-discovery
cost estimation 13 application 26 accesses historical e-discovery database
32 to assess the historical volune of data per e-discovery task and/or per
data type. In an enterprise-w de e-discovery system such as described
infra., the historical e-discovery database 32 nmay be included in the

case/ matter database, the custodi an database or the like. In alternate
enbodi ments of the invention, in which <criteria 24 includes the identity
of the individual s/custodians, the e-discovery cost estimation application
28 i s appifchtoen Hoaccssckdtigtoricah e-diseevary ditalse Bhit 536 thedsdoriahveinme ofidgegover y

task rate .and histori.cal e:-discovery task.dat.a associated with,the
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and/or in other cases/matters not assqciated with the request 20. [.0059]
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addition_to providing %reater detail, FIG 2 highlights various alternate
embodi ARHEEIN ofeE casspEabers gotaysepased Wikh theaedise 2 nore of any type of
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vol at i ?‘@"%‘ﬁ’@f F%ggf%%ﬁ %’tsﬁ%fnef RSP lnéﬂgﬂﬁi\gccroé%lggg%{rgyboid?% ﬁgér]bt‘r:tg% o%/ﬁngccess

menory iI{vBﬁdl%IﬁPIhe appidhtus Eﬁ’hm%ﬁ@l&@&?@\{broféﬂdaﬁdjst eﬁhiiiiﬁfas for e-d'fsyoxr&yﬁqyestsmﬁﬁpl ! nto

computer platforns. Further, menory 16 may include one or nore, flas

menor y}‘b@cP?.,an‘E?rW‘ﬁlh‘ﬁPeE)‘@C& f’é’él‘f’&‘f'dm cost gstimatgsyfhrop: . fhepetied diing ch as

nmagnet ig; dads @dis@@&%%qu@%r@beiﬁ%‘@&forﬁfed.sg{ bdd@onnB b 3 ﬁﬁ%%reat[gp@&ﬂil, Further,
Yy

conputing platform 12 also includes processor 14, whict e an

appl i c&FlGod highbiglts varidusabiemate eohbedimenist The agpacrtys 1mapinehide oh¢ prsaere of
processor, laogic cireuit, .0 ot | Vi . essor 14 or
bt her  Brobws SBrSufliPAl uePL R Eeat Atk SRR PRSI EERC

i nt er f pedoricAn ahy 3eknt dfadomipotigg d@de@s wi th any resident programs, such as

e-discovery re t application 18, e-di r [ i Qn | i ion
28, e- %@iver 3u%ﬁe apppapattlls lab 1;18udes computqulgs P gt c?m}/ 120813% cagsrtt:clewn%ta!n exé%a{% lcatio

routines and applications. Computing platform 12 includes memory 16, which may comprise

volatile and non-volatile memory, such as read-only and/or random-access memory (RAM and
ROM), EPROM, EEPROM, flash cards, or any memory common to computer platforms.
Further, memory 16 may include one or more flash memory cells, or may be any secondary or
tertiary storage device, such as magnetic media, optical media, tape, or soft or hard disk.
[0061] Further, computing platform 12 also includes processor 14, which may be an
application-specific integrated circuit (“ASIC™), or other chipset, processor, logib circuit, or
other data processing device. Processor 14 or other processor such as ASIC may execute an
application programming interface (“API”) 34 that interfaces with any resident programs, such
as e-discovery request application 18, e-discovery cost estimation application 28, e-discovery

invoice application 60 or the like stored in the memory 16 of the apparatus 10.
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i nvoi ce application 60 or the like stored in the nenory 16 of the apparatus
10. 14 [0062] Processor 14 includes various processing subsystens 36
enbodi ed in hardware, firmwvare, software, and conbi nations thereof, that
enabl e the functionality of apparatus 10 and the operability of the
apparatus on a network. For exanple, processing subsystens 36 allow for
initiating and mai ntai ni ng comruni cati ons and exchangi ng data with other
net wor ked devi ces. For the disclosed aspects, processing subsystens 36 of
processor 14 may include any subsystem used in conjunction with

e-dis ctﬁ%@}/ r equBstesappi4iinsdtdesvaridys pprodssupubsystawsi6 eshddietin bardware,

|| 28, d . t
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commnt}&aiphﬁaﬂltﬁ@pk% Bppatat @ B0the@eloikD Foh axAMaé, rockisinpmbeystciRidowab e, foand

conbi nations thereof, that enabl es comruni cati ons anong the various
c onponEXtiaingfand FEHREE soRTURTations aaémwhaggla&fi%whm@r setHerkeddgyicess in the

el ec”%'ﬂtﬁetﬁlesél%ﬁéaﬁ?%ég?sgﬁfo‘? n%gub fis 36 3 53§x114% Qrﬁh@f@ﬁst tdpfiC| ude

t he requi si or c |nat . ereof for
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d 6 of 12 di
app i cARRIGRE oy BERRE gonatood SEibuamin el ar Sobar bt c 20 o

per f or [00BBE OrConfipfes pﬁ:tﬁ»hﬁQQ\éﬁﬂiﬁohﬂl‘gkﬁclaaes oddthdrieiahd podilBes eabudisd 0
includes criteria 24 for performng the one Qr nore e-discovery tasks 22.
The e- Badwaise fWW&?kéOWafF’n@}dquH%%’ﬂ% dharealy thah enaplep cogumunicalpiit gaete g

22-2, gat o%y 'c%mgggexﬁs PGha Y aﬁathmok BOWRIOLs liwes KOs tRSHEeL 2 dhe
I scovery. %

aSSOCIate w th e task criteria 24 includes the quantity of
i ndi vi digetranic dscodinangstad-100. Thes, cplylpemmahdama)dzwfig tgybaclude the requisite

coll ec roc ssed/ revi emed ntlt o) ndi /cu ans
o 5 bR CRRRFRe RYRRARS mpbP Lihdddofs letelf 1 pbiiARg 5V REREHEN
not ed, c&ﬁﬁmﬁﬁﬂﬁnﬁbnﬁﬁh@n that i's coIIected/processed/reV|emed may i ncl ude,

but is pnot . limt d t o, ctlv mai | st or shared drive
st or ed[W&¢h, and §H’é""1°i“ énOFg SP’eﬁ’é’ﬁbg é nB%““&%Bﬁdfa i? TS FHICPBHYI | y

st or es &yt S5 PPhicEH doﬁﬁgﬁrea to RRAVE SRE RBoSy fehjddst 26 opitfohAhed: t O
determ ne a cost estinmate for an e-discovery request 20 based on the

cri t er mareedisorvepetasisr2?i dylditinaalin dhexequast 20 mchidecwiena24 fas rerfarmingabe such,
the e-diSGONGE ewdlgc%%rﬁéské g?"*l*h%% cﬁ?c%lv%rgg{l(sjkgg% gagiu Sﬁht{zl%%néc%%n f@.?%t aggt!mte

30 based” on one or I'scover speci fic’ enbodi nents
a di ff eroeedsing[22}1, dstatreviead-3tand kiny bmbr hquomrffmurﬂaldlowfrnask Brxhaapbaatedlat a

col | ection fie PErf GEITEd AL 2, bitsl d2he And:data PLACRsSing. i s, perfor med at
type of data 24-2 to be collected/processed/reviewed, the identity of the individuals/custodians
24-3, or any other criteria 24-4 associated with the task. As previously noted, the type of data
that is collected/processed/reviewed may include, but is not limited to, active email, locally
stored data, shared drive stored data, and the like.
[0065] Memory 16 of apparatus 10 additionally stores e-discovery cost estimation
application 28 that is configured to determine a cost estimate for an e-discovery request 20 based
on the criteria 24 for performing the one or more e-discovery tasks 24. As such, the e-discovery
cost estimation application determines the cost estimate 30 based on one or more e-discovery
task rates 40. In specific embodiments a different applies to each task that is performed, for
example, data collection is performed at a first rate and data processing is performed at a second

rate, In other embodiments of the invention, all tasks are performed at the same rate. In

accordance with embodiments of the present invention the rate may be defined in terms of a cost
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rate. In other enbodinents of the invention, all tasks are perforned at the
sane rate. In accordance with enbodi nents of the present invention the
rate may be defined in terns of a cost 15 unit (e.g., dollar anount) per

gi gabyte of data. In specific enbodinents of the invention, the task rate
40 that is used to determ ne cost estimate 30 is the current rate at the
time of the e-discovery request 20. In other enbodinents of the invention,
the task rate may be a predicted task rate 40 that takes into account
current or predicted trends in the task rate, such as increasing or

decr easnit(e. 4.y doibis amaund) pengigabyiedio€ tad In specifio embodipieatsiofi thetilmeendenitisciosker y

| nvent PR 0 PALRdst dbirtnesbliane ey Bhelih e dhe A28t hEEarRe Ry 2°

cost e&kpentze BlothassbodimdhtSéfand ﬁl&bntﬁ)‘ﬂeﬂla%k Y&k Hae beh pratidedi@sipRite 4

di scove% task 44 and/or per data pe 46, Thus, in_ ad ion to e-discovery
task r &t fal&es infaagccount cwreRt ﬁ&Plieé‘ﬁtetiéII@B@S inthetagiciatsuich taﬁ@crﬁaémsprcm aver age
vol uney 4 fifhg IRUCHs@Fedahdks aQbLGRH WM data
pr OCESSI ng, at a ?’Eﬁ‘lﬁg%pg%&tqﬁd/%}! e and eorgtﬂ% ?‘F‘stS‘S'B‘ %IS ggggelrgage vol ume
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cust odAdusufinag data callestignydata processinge flafe sevient etthe He ansierdbe hig©rioal avérege
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i nvent opthe likhe e-di scovery cost estimation application 28 is configured to
det er m pne ? dynajm c, .cost, esti mate 52 at varlg&ﬁ i ntervals
Tin 1)

i nvoi ci9871 nt er v addition; inpiher seecifis soahpdiments ok the yetion, fhe c éﬁ'@gﬁmﬁtsée

e- di sCaueh¥ bhadks -hidSricaPE %iéb&&é%} ﬁéle‘@étEdS saclmsstﬁev&mﬁe b@%{@%&@ec?e@ éﬂfener all'y
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over t ideptifiedenisingiaadh@i Thonal the gsteoa %mf;ludﬁaﬂ@ 1de,npéssof theewstodiang @4-3 the | i ke.
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on t hecugsdidisasich wﬂrefvohmmbﬂdata adtitachnd proessedriront theleastodits irsthe i ng.

case/matter associated with the request 20 or the historical volume of data collected and

processed from the custodian in previous cases/matters.

[0068] In other specific embodiments of the invention, the e-discovery cost estimation

application 28 is configured to determine a dynamic cost estimate 52 at various intervals (e.g. at

invoicing intervals) during the period for performing the on-or-more e-discovery tasks. As

previously noted, e-discovery requests 20 generally entail tasks that occur over a prolonged

period of time and tend to evolve over time, adding additional custodians, data types, tasks, and

the like. Thus, the cost estimate 30 provided at the time of the e-discovery request 20 may vary

in comparison to dynamic cost estimates 52 that change based on the work/tasks performed to

date and the work/tasks outstanding. 7

[0069] As such, dynamic cost estimate 52 is based on a finite cost 54 associated with e-

discovery tasks performed-to-date and an estimated cost 56 associated with future electronic

tasks yet to be performed. In such embodiments, the finite cost 54 are based on e-discovery task
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[ 0069] As such, dynami c cost estimate 52 is based on a finite cost 54
associated with e- discovery tasks perforned-to-date and an esti nated cost
56 associated with future electronic tasks yet to be perforned. In such
enbodi nents, the finite cost 54 are based on e-discovery task 16 rates
applicabl e when the task was perforned and the estimated cost 56 is based
on the current e- discovery task rate at the tine of determ nation of the
dynam c cost estimate 52. In optional enbodinents, the estinmated cost 56
may take into account current or predicted trends in the task rate, such
as i ncrams{p]ﬂ@abk: wiea tigataskngas peefodaed anidhe¢ betinptaldiost ds based oﬁdtecmmmeeti ng

t he t st andi over,y asks as i ted MWth the.r st si nce
the dvsstvandadatal e orasterRpaaR ol G Byriims bod stibied, SE ERpa

conpl e gebdifestatits cstiffitedlcoses Iﬁigﬂtaﬂé/ﬁf(ﬁichoﬁrﬁ QuieéHt of prefiivtedeRAM W@tthomsk t he
nore the dynami c cost estimate will resenble the final actual cost for

per f or TS §0cH 3 ingrensiug ok decagesigiteepdy 20d the Procéctedeiéme &ar complsting heddi ti onal |y,
in accgy gtgﬁlﬁﬁ%cy,\‘dfs@o‘fc faF\& asm%' %zre WTﬁ}ts'L@mQé g@ﬂ geE WSst edflndelCl udes

e-di scovery invoice cat i on s confrgure nerate an
i nvoi c82 ﬁa‘)aﬁeuironefnute@ostlﬁcﬁmksycmmqeteé-ﬂedatc, ht clpger ﬁdeefsratllhequtnatﬁ c cost

estimte addi t 0. t he dynam t.1 mat |nv0| ce 62
may be® %Bﬁ?ﬁ“ﬁ'uﬁ@dn%hﬁrd&\‘?% CQSteé a‘t?r‘gett?ﬁ mg’fe t*‘?ﬁ??ei %‘81 (togt brevi ously
i ncur rg@jfoﬂnmgs@pthe&gfgmbm&@wumﬂﬁrb@egu ce 62 may include a breakdown of

all tasks perforned to date and/or all tasks glerforrred dur g the invoice

i nt er vEi070based dditionallysipgecordanes withdurthes ewpe H’&H@g‘éﬁ%ﬂ‘tﬂ FEPEYIF ect i on,
dat a Pi@ &%ﬁﬁkgt%%meﬂﬂt%e@aﬂ Ratfn diRthat i@ d t8aeREHAAEHvVERE 82 epanged

for each tas 71] "Referri to FIG 3A owdlagramls depicted of a
met hode-8Bcé@ry pqoestatithag mludc@&ne dysamivebs estunatameln@d ition facthel dyrasvie pgst (i . e. |

e-di SCOE A%i E&gﬂf&%ﬁzéflg geg%cg eeélvt\'%) glhowdeergo%?t' H}gzﬁ‘{td or m an Se s gsent

i nvent PO CaIved to per iScovery tasks

and t hprefzi@qsi? $dcuirod.| Lickash embddimiits [1B¢ in@bitk 6P naydndudt stealeibyn b sk sasksThe
e-di scovery tasks may i ncl ude, but ar.e a’é\}?l I, mtedai%ésq%_ata oI | ect

data pPetamst tRdateapdionallinsks Rerfesmed d4ring Wige mise ORJASKFIRE: B4 ter| a

for pe d timted to,
e G R e e oP e BRI (01 | et co.

pr ocesswsdiated tate changed foxgaeh taskdata t o be col |l ected, processed, etc., the
0] 1 LS A0 OB eS8 ot o0
det er ntaveestingite folﬂan eleguand dlbaﬁzeﬁj/ (@a ehscc\relry)afeqmstt oraccpdadeerwitng the
g ag;zcgn\{tgé mter?tg l(()? the Ip?essxﬁ(?gxlrefnltlgn © 18 n§£| a reqt}egtels ?e%%tiveg %o pe otrlrel el cﬁsc%%r?/r m ned
tasks and the request includes criteria performing the e-discovery tasks. The e-discovery tasks
may include, but are not limited to, data collection, data processing, data publication, data review
and the like. The criteria for performing the e-discovery tasks may include, but are not limited
to, the quantity of individuals/custodians from whom data is to be collected, processed, etc., the
type of data to be collected, processed, etc., the identify of the individuals/custodians from whom
data is to be collected, processed, etc. and the like.
[0072] At Event 84, a cost estimate is determined for the request based on the criteria for
performing the e-discovery tasks. In specific embodiments, the cost estimate is determined based
on the e-discovery task rate(s), the quantity of custodians and a historical average volume of data
per e-discovery task and/or per data type. In other embodiments of the method, in which the

criteria includes the identity of the individuals/custodians, the cost estimate is determined based

on historical e-discovery task data associated with the identified individuals/custodians.
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on the e-discovery task rate(s), the quantity of custodians and a

hi stori cal average volune of data per e-discovery task and/or per data
type. In other enbodi nents of the nethod, in which the <criteria includes
the identity of the individuals/custodians, the cost estimate is determ ned
based on historical e-discovery task data associated with the identified

i ndi vi dual s/ custodi ans. 17 [0073] At Event 86, the cost estimate is stored
in nmenory and, optionally, provided to the requester. [0074] Turning the
reader's attention to FIG 3B a flow diagramis presented of a nethod 90
for determ ning a dynam c cost estimte and providing the dynam c cost
estimate in an inyoice ccording to further enbod]nents. of thg | hventi on.
At EvelU78D, o 1 hPYest B e st st stof iR momort and PRUCHIY PARded B scover
request,aagheRef.f ormed-to-date is determined. The finite cost is based on
the task rate applicable at the tinme the tasks were perfornmed. Mreover,

si nce {0{¥4]t ask Femingihgrepdary agentiontto G- 3 p flopy dbagras s praseatediphp msthadsed t o
det er m t inite s ' L Cie-di ver [ 0075] At
cvent S0 rhobl foftRl (AL il RIPORARE MegpBatleBigibat izt

e- di sciweicy, accedirpt hatidr ymbodimelie op definventioh. iAg Bvedtdr2ma fiede caBhassedsiedrat ed
cost may_ be based on the current task rate or based on .predicted task
rates, VHREPHYT iﬁ"f‘?@%?éc?@‘ﬁ?&""f’%’srﬁql}ﬁé& Bdgr AicedZRate *ba%taﬁne-?%_ﬁ cths BRSO ¢ me
for comlagtd RPthk ARk tAS Kplichble a0k tiRMhe a8 WRFE hERIRAd.C Mbrebver DiagREheoN t he
quantity and/or identity of custodians and the historical averag& vol une
of dat taskoite ey aary qyeoiimegedtipledask ratepmay bepsed ity geterpng the fizde coshd any 0076)
At Eve 9 O i st estimate is determ ned by summ ng the finite
cost gﬁﬁaéﬁg%§§¥gﬁg%§é&%bst. Thus, the dynam c cost estimate reflects
costs [00767red t At Bednt 92 eatimates cosrassediated stithohsks nelated td ths kslisgetery o be

perfornmed. At Event 96, an_.inyoice is.generated that . i.ncludes the dynam c
cost _eéiciuﬁﬁlaﬁc.i ygtfo %ﬁ??rwegh%%% s?ﬁff‘?? _ aff’\%(?f’?f‘énqyn l{?ﬁﬁt‘) tﬁﬁ?‘ér_ﬁ own of
the fi pisk@at€oShBedal preaicRdIDR B takd8S infy ScSGRYAK Yatk &Ekdsaind atphalidtédke.

[0077] As a neans of providing an overview of a conposite, enterprise-w de

el ect r ppried ofdimefy sppplsijng Befasihi lerpddiipniae psiimatiterorid basyd 08 fUMERTYN wi th
the co %&Bleirdeﬂﬁ? BI’ a{sl(@ﬂlélgé%(} @%g&%&aﬁéﬁéﬁ viRsR drlied BRQY&: 8E)|cg§cd, %tc?, 12

are herern provide an I'n detall. It should be noted that 'the
syst empsihdatmtypaenddegeridled in relation to FIGS. 4 - 12 are by way of

exanpl y and, ,as h resent descri.bed .e di nent s .of .t.he invention
may be TURb aa ANETR HTot BRRE Git SRR e S B BLpRENE B gl
i mpl engad thieek@ited@edst. TS, (B¢ dfMgiet®e tstidiitereflects costs incurred to date and an

estimated cost of future tasks yet to be performed. At Event 96, an invoice is generated that

includes the dynamic cost estimate. In further embodiments, the invoice includes a breakdown
of the finite costs per rate charged, per e-discovery task and the like.

[0077] As a means of providing an overview of a composite, entetprise-wide electronic
discovery system, which may be implemented in conjunction with the computer monitoring of
network status described above, FIGS. 4 - 12 are herein provide and described in detail. It
should be noted that the system shown and described in relation to FIGS. 4 - 12 are by way of
example only and, as such, presently described embodiments of the invention may be embodied
within other electronic discovery systems or only implement select portions of the electronic
discovery system herein described.

[0078] FIG. 4 illustrates an exemplary electronic discovery system 100 in accordance
with an embodiment of the invention. In some embodiments, the environment of the electronic

discovery system 100 is the information technology platform of an enterprise, for example a
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di scovery system herein described. [0078] FIG 4 illustrates an exenplary
el ectronic discovery system 100 in accordance wth an enbodi nent of the
invention. In sone enbodi nents, the environnment of the electronic

di scovery system 100 is the information technol ogy platform of an
enterprise, for exanple a 18 national or multi-national corporation, and
includes a nmultitude of servers, machines, and network storage devices in
comuni cation with one another over a comuni cation network. In
particular, an electronic discovery nmanagenent server 110, at |east one
dat abasatigel sranulfidtiomal capbladoi,iand incheley @ mult30de @isenrep machipeal sainal

conputers 140, enterprise file servers 150, includin at | east one
per son&FtWosk Sierage devires drcommunicaiion yyith %r%?ﬂm%‘ﬁ%o@ﬁ%‘é‘gmﬁﬁltc@%we&%&a&é ar ea,

ent er phh$iulgah !ele%@éﬂ{_@aﬁco%gﬁ m&aGORYRTsSveN] IWEEMEAESnS@iiatate skAlkr 120, a
short-term staging drive 180, and a long-termnetwork storage network 190

are al kollastiowserner £30, ieofarnsive personsbermuphterad #&enterisadiscress 15Ppincluding
CoMTUNLCRh Bflc BE Al Kok sE@Xg(ebag?aaan‘ﬁ‘ ol 78 sﬁ%ﬁ‘réd’\&{t\%oﬂé s%!a%%lrr ) the

| nt er net, area networ Intranet, a wreless net or the

li ke. EpA@oike Anail kavers i 60, khentdrdaksalviagysameol 7(FhGhorbiermistagaigatrive dR0,c

di scover nagenment _server 110 pravides. user interface managenent for via
user i AL IREACT netwprk Soshee nelic R A I RERP SET LAY AP R By

manage RBiforid 86 erhelebfinhimictive Ret BV A2 thilghe £@llchfea IROCAR SBEUTING (R Web
browser. In one {)artl cul ar enbodi nent, the electronic discovery nmanagenent

ser ver Intemes, 8 logal arpa neiwetk arénfEanets a yarolass netwark, paipelike.accessed utili zing a
£Veh . et . _ .
veb  Digweer on Astmahl mhw&i\{l@?g{aﬁ SHIE, Bl the @13?1161&9&5%&”@&%13%&%&“' c

di scovery nagene erver e user interface 1 present ed
to a usawverfldl prévedguspdstedac mamgagentidort ieuseeimofacedile. tiwomvery process
and all pracesses descri.bed herein that are inherent.thereto. For
1| uat PEDPOEBG BeSEEtonis Sheg)ehanaetey k| 1 F AR CRA TP user
i nt er agédeRgdWid HwthBrowse! In bié parfiadar shiddirserdhedpttayeedi®ovegnt ract or  of
t he conpany who serves_an el ectronic discovery managenent role, and

her eaf Managemanpseaygr dd0 ispngatrange welsitgisew ex Batymippheasesssed WaiZngrHdsed i n

great e, ttffl‘ngﬁ a RELANE wih ke diiapaye" atﬂ@élef[ﬁ%ﬂéﬁigéoivé% lﬁﬂﬁ%élﬁéﬁ

interface to manage cases, ~custodians, collections, "and collected
dat a. bervehiddl dhe mecrappriaei1d 8 ahy Hepmeseated ta hvter fmyhe pumphises dilmbnagmgltee use t he

R N L
per f or fMidshase: fupsstd, @itay wSaswthdd hek & 8] tHRgki@taly 0@r Bgahdiingavith the udkr t he
el ectr ?Iggr%acgilslggsva%rg’mpqg%%%ﬁ gc?nq;actsoﬂ)%/ t%re: c%égaliyswlilonserves an electronic discovery
management role, and hereafter is referred to as the “e-discovery manager.” As discussed in
greater detail below, the e-discovery manager may utilize the user interface 118 to manage cases,
custodians, collections, and collected data. It should be appreciated, however, that any
individual could use the user interface 118 fo perform the manual functions herein attributed to
the e-discovery manager, and, indeed, that an automated process could perform those functions
as well.
[0080] Referring again to FIG. 4, the electronic discovery management server 110 is in
communication with the database server 120 and the collections server 130 via the
communication network 102. The database server 120, as shown in the block diagram of FIG. 6,
is configured to provide database services for the electronic discovery management server 110,

including housing the Unified Directory/custodian database 122, which includes data relating to

individual custodians, the case database 124, which includes data relating to particular cases, and
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comuni cation with the database server 120 and the collections server 130
via the communication network 102. The dat abase server 120, as shown in
the bl ock diagramof FIG 6, is configured to provide database services
for the el ectronic discovery managenent server 110, including housing the
Unified Directory/custodi an database 122, which includes data relating to
i ndi vi dual custodi ans, the case database 124, which includes data relating
to particular cases, and 19 ongoing col |l ecti ons database 126, which
includes data relating to collections being undertaken by the collections
ser ver odgng dlletticak dhtakasé QE@@diiﬂgindhﬂadx&ﬁaslMg hi collettond heiap asdermkenver 120

is disc in detail _bel ow. houl.d under.stoqd that nultiple

ot abaBbiEenleent ot 130 Fohetbe st i detssoaye Do
and r efREROGEIn R af bRloRI! Iﬁsmmeﬁ%ﬁ Hat hﬁltfﬁl’é dathBabdISdrveas okl BOd
convenlenceﬁgurposes only. For exanple, the Unified Directory 122 could be

st or edemnployehindisadeiaunge datehase sraverhndgatseingg toctingle database srave 19 og coul d be
t d t
cat aballed e conRARAAR AR UL, ForibpROURNA S Rho 19 BHITREE 00

i nvent gwredtihahe dmmbmes mlmir andjthc@ngeisg ocilwnmsaiath Rasesldibe sgired @dnpthet he

dat abase server 120 independently. Wile custodian data in the Unified
Di rect Wﬁmﬁﬁﬁaﬁﬂd case data in the case database 124 may be |inked or

correl gjoad] Wi t hi RedaRBlcd T BRAIRbELH MBKabIservel emBaAAPI & anidbgit 6t odi ans

are a55|gned to particul ar cases, custodians may _be managed separately
from cambedinenis péff@rpéesemwnaon, thatdata rqlwnlgﬂgwwaanaﬁad 8ASELIRY Yered i the

assi gn ﬁgalgago o 1%6%?(16 r?SWHWhﬁE’ cas%dlztn{"@a{t%ﬁlucﬁ%] q Iﬁﬁ:@fb Fﬁ datasst or age

| ocati ons I'sS accessed ectronlc di scovery
manage deatn ﬂlemmrdaﬂab@sel 1r24uﬂmy Herlinkedar dﬁlwemdo»mlnnzh_b databaft@e?edf&t Mhéw server

120 and linked to th articular, case, ,rather than m ut by the
e-di s cS’@aé’i’é] Vﬂ?ﬂ&@%‘?‘% Be ?ﬁ%tgnsfi\?el’aﬂ[“’d%ﬁ“&w‘ﬁ@ﬂ%‘?l ﬁ%ﬁ%ﬁﬁlgt ion to
separ akégaehtdlP EomPdab@WThGrekdrB gD afake 1 igitiglticaand AMMERAER hssifidd camhe
managemnment rocesses and as di scussed further bel ow, data managenent

pr oc es §¥6. inEirmetionyfor ghat sustadian (seahi as daigrstaagedogatigns 1o thabeistadiany iyagegssed
locat i ﬁgﬁ}eqél'éét&%ﬂlc%s%% ﬁiaﬁagaﬂieﬁ%\%rrxmmhekﬁlmeaqﬁ%c@&rﬁcﬂzi IrHE BA3se

manage cust odi a genent processes. In this ' regard, the data
col | ecsadlerf 120rmad lipked tb ¢hel particules tcasti wather hag teanel lsiapuirtatthe ?-dfsﬁ@‘ﬁﬂf)ot h the
custodi an inf tion and any relevant case information (as di scussed
beIOW/nPP%¥§“§?g%éaﬁin | ong- term network storage network 190), but is

l'i nked [6032 cust Belitlamomhincdddition msetpufanng bk eltowiag dmbag@rot) g®todianases. This

'S adv?nr;ttnggge%)e%% ambdec%gléJ r?lgnziggmtel?teprgé/egsnets a% pd}slcgslé”ec? ﬁmﬁersl:}e oW, fta n%anaaggxil&nEd to
processes relating to the collection of data from custodian storage locations during electronic
discovery are also separated from case management and custodian management processes. In
this regard, the data collected from a particular custodian is stored separately from both the
custodian information and any relevant case information (as discussed below, it is stored in long-
term network storage network 190), but is linked to a custodian, which is in turn linked to one or
more cases. This is advantageous because in the event a particular custodian is assigned to
muitiple cases, data collected from the custodian may be shared with the other case(s) to which
the custodian is assigned. Therefore, the various processes and components of the electronic
discovery system 100 may be categorized within one of case management, custodian
management, or data management. And even though cases, custodians, and collected data may

all be managed separately, there are necessarily links between the various datastores to allow

management of the overall electronic discovery process.
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mul tiple cases, data collected fromthe custodian may be shared with the
ot her case(s) to which the custodian is assigned. Therefore, the various
processes and conponents of the electronic discovery system 100 may be
categorized within one of case managenent, custodian nanagenent, or data
managenment. And even though cases, custodi ans, and collected data nmay al
be managed separately, there are necessarily |links between the various
datastores to allow nanagenent of the overall electronic discovery
process. 20 [0083] CUSTODI AN [0084] Wth regard to custodi an nmanagenent,
accor dii®¥g3t o soneUSEOBIANENt s of the present invention, the Unified

Di rect [ cust odj dat apase, 122 houses inforpation rel ati.n 0 I

oot ont (AL Lt ool ARt RS phEs anpariot 2ShiRe HERrisetiognEet ot B8 t nose

cust odpapét sivertord tedinifidBirkddé9 b iian dshisyse 022 Rodsbeintdinbii@dreRtinges ory 122

may include for Sr%cgarti cul ar custodian, for , exanple, the custodi an's nane,
ﬁu

posi t i Bk potRRiak Furvthin theenicrrise And the loretions Wirkbbess gilodiianstoridfdoyee of

t he enirfg RiebrRfdion SBRIGY Ffmﬁmhafﬁ&%cg@ 199 '?P&ijncIES 8#3 AALQSSESoaAGLMPT K user

i dentification, personal conputer nane, “pat hs etwor k storage devices
used byxanipde, thagitstodianis, naimgcpasdiomgh@hay resbubres vdsmtifierd a HoigpSpanbe, fonwck

hi st or r el at rson sych a nagers., tea nber s or .subordi nat es),
and an%‘hgltopf%er Otﬁﬁ? %ﬁ?‘?ﬁ?f%ﬁ%‘ﬂ%’fm?@% ngor’r“ gf’@\f}lgh?m?‘lgéﬁ%ssesdil%fﬂ elfsf/r process.

Si nce ideatificstiBh, pefonalicotpuict{€tanfel, pithd of twek Stodipe PdeicéNise@BE thecust odi an,

in sonme enbodinments, the Unified Directory be organi zed around the

: | 122
hunman Feskslign, Bluding Shared; Lyives apd HgmeBpaces, rask ﬁﬁﬁ”@%ﬂla@ﬂ REPHY FEhEsw t he

Uni fi edhalhdeRC tahmdRiert 8 IBBRIERIRS ahd afy otfRH ihforBhe REGRAR a%nt Y fnki Zes
mul tiple applications and nethods of identifying relevant” information.

[ 0085] disenvessxpragdss, Sinprethe hompn tspwrcel iderdifisr 15 alwiapsgpargun forseelveustodizd, ior t he
dat abase Vv ol rface 0 ter bases of the human
resour so EihEhete PR ThE BRO b b e R A S B BRI SRl on 11 om
t he huidentifias Ay efebe BdiralAsSEeRIdiAE 0 hdve HdTTdifiedIDirBitogCI20ny gehdetedlifa sonme
enbodi nents, the el ectronic discovery. managenent server, 110 may al so reach
out t omaltEERBIoReSithat uiiltzes mulliplya iR TR & BeRtdngrglevanh | dentify
net wor k forieslr ces related to particular custodians and integrate this
information into_the custodian entries including the copied human

r esour E885] nf or nkariesamplerthe elearenindisenvenheanagempgermir Blétatle dapgbasaay al so

2e o0 R 0 08 RO o B AL A S MEL ORI ARL Wl

and maofihE eogetphise tadop tise information from the human resources databases into the Unified
Directory 122. In some embodiments, the electronic discovery management server 110 may also
reach out to a network directory, such as Windows Active Directory, to identify network
resources related to particular custodians and integrate this information into the custodian entries
including the copied human resources information. Information for the Unified Directory 122
may also be obtained from the managers of the information technology network, i.e., those
individuals responsible for setting up email accounts for custodians and managing the various
file servers of the enterprise. Furthermore, in addition to retrieving information in the manners
described above, in some embodiments, information in the Unified Directory 122 is generated
through applications initialized and/or deployed by the electronic discovery management server
110. In particular, in some embodiments, as shown in FIG. 4, a profile scanning application
112, and a mapping application 114 are provided.
[0086] The profile scanning application 112 may be deployed by the electronic discovery

management server 110 and is configured to crawl the communication network 102, scan each of
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file servers of the enterprise. Furthernore, in addition to retrieving
information in the manners described above, in sonme enbodi nents,
information in the Unified Directory 122 is generated through applications
initialized and/ or depl oyed by the el ectronic di scovery nmanagenent server
110. In particular, in sonme enbodinents, as shown in FIG 4, a profile
scanni ng application 112, and a mappi ng application 114 are provided.

[ 0086] The profile scanning application 112 nay be depl oyed by the

el ectroni c discovery managenent server 110 and is configured to craw the
communileanicoprisa@esondt clifpyters d&ﬁ, apd dhnghit t2he tisbaatavorli2d édqnﬁfss'ng\ al
conputer t he dat 120 i entlf

140 t b
i nfor BB@?“(?S 5:1%%%3’1 &tsg?ha aseﬁ%%{]?e ddigse anda b Fth)fé‘Hdress and

a list ﬁfﬁl@l incluﬂﬁl‘gfdeinﬁgr,aphﬁ§h1!ﬁﬁ'hﬂﬁmﬂ SOPHRARIUGSEr itk AiRdn) afociaRd witgt Wor K
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el ectr gahg, i (REALGF RAQETERnaB EhUR serbdiOr 10t ﬁa@ cSl‘Pe%c'hSﬁEér%}l Shotha?
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prof i | ecrsgamthiengmnapplalicmnétenrk 2. iy séroe embmdlmgntﬁ,ltgmp@ﬁletsaamd@t ify and

transmt .to.the .datahase erv he ,nost ent .dat e an i.me at which
- par t preRionfigF REBGE TGl RNy “Fn EomaoTEE SER Srip dohueft

rel ati RgeitQlate 49d fieCld kniitﬁchc‘aqmphtiuﬂ}fr pratile @aeiogget @ytottthmdﬁhﬂéQaWﬁeISer ver 120,

t he database server 120 uses the profile informatijon, ch may include

sever amfprpation gelatingrtp @ ppstislar cqrapyterig receiyed bytheidaigbase S%ﬁspliz@ethetdéta 6
cust Od;e’w& 120 ubfend WofileSHfonh &St Wch]rg%r lﬁaﬁ@&g@af&%ﬂuw [danfifQSEn Y RPfink

identiftications. The database server may al so record in each
cust oditwmagicehr cymputert th éhelgvistodads inDhe élmfmd;Dlmmry h&2 asa@matml weththnse seemput er

;"’f‘:ngﬁfc{%{ns@caggxﬁ 053 GHPLR LRl 172 C‘”% ?ecgr e§c g la en forﬁgrrdgfot“qd

he p e scanni n Tl On
scanni Dgrectdappl 22aké lagitindd the dbinbimi @hg/aogamai ’aj’z 18 castbdiad, a&fortﬁlﬁg sofhalprofidgrput er s

used by each custodian, and this |jst Y. re to t he e-di scovery
managet" foumation tfé’&ﬁ“lﬂgi‘{] '%&13 HFOTHC EEBE aﬁaceu%&ﬁ% %ﬁ‘é& ﬁﬁerﬁ’é‘( Yp sqagning
initi ahp;zh%gtm@ﬁ ijlérﬁh't% nérated 844 df p@ﬁbﬂé&’coﬁlg%is]usé@b)a&&ﬁ AABEn, Whd thisone

enbodi nents of the invéntion, the mapping application 114 is configured to
craw liffenasdrermuescotet tothesetistor iy nomagaravhen asphestion of e pestedian’ slocdli | e

Server y%l?r’ﬁe(s) 1a%rﬁh£l%e8%stdﬁ%us%80na 'ta(ﬂat%eﬁo% network 102 to |ocate and

i denti ers wor'k storage area on each server. As
used h@sdrh, a pEEe&delncB&hﬂﬂOhemmnwc&'ahe mvem;onﬂhmmabpmg eppl@etiar ea

associ d w a, si ngle user who reads dat m Or. ites datg to it.
ror condi R aPhESL D g S g oot 02 i oo ot GRTeet Bleage

devi cegerPérs i 80 f8TdfneUn thE B&hmunication network 102 to locate and identify the path of any
personal network storage area on cach server. As used herein, a personal network storage area is
a network storage area associated with a single user who reads data from or writes data to it.
Personal network storage areas may be in the form of network storage devices or folders or other
resources within a network storage device and may be referred to hereafter for clarity purposes
as “HomeSpaces.” According to different embodiments, the mapping application 114 may be
run on the electronic discovery management server 110, the collection server 130, or another
server in the communication network 102. In some embodiments, the mapping application 114
is a Windows service that is scheduled to execute through use of Windows Scheduled Task. As
the mapping application 114 crawls the communication network 102, it is configured to examine
each file server and transmit to the database server 120 the path of any network storage area

within the plurality of servers 134 that it positively identifies as a HomeSpace. In some
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resources within a network storage device and may be referred to hereafter
for clarity purposes as "HoneSpaces." According to different enbodi nents,

t he mappi ng application 114 nay be run on the electronic discovery
managenent server 110, the collection server 130, or another server in the
communi cation network 102. In sone enbodi nents, the mapping application 114
is a Wndows service that is scheduled to execute through use of W ndows
Schedul ed Task. As the mapping application 114 crawl s the comuni cation
network 102, it is configured to exam ne each file server and transmt to
t he databakmcserthenafiog ap;éicaiahﬂql ldfis eonﬁgned\w)e}tplm threagperprisedile sdrvdes n t he

pl ur al of, servers 134 .t hat 03|t|v |den ifie C
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network storage areas do not inc]ude user flca on Therefaore, the
nmappi nﬁet&'BB‘i 1@apslude tﬁiﬁsﬁwseréﬁﬁ"@tc%“‘tnh@%@Fé’ﬁ"ﬁbi‘ %%éﬁm@ BFTFEFX wi t hi n

the pl yra) gb béalo ﬁ&rn’{&ﬁ(ﬁ: us@ﬁ’ﬁ@:ﬂiﬁfc@u&ﬁc h‘h%?d?e,'tﬁb fhgﬁ}ﬂmg applidatiBakia 4dna

determ nafion as to whet her or not he I'ncl udes a user identification.
[ 0089] emlomfeha diregtories of eachy sqrhmwm@tlpa:ﬂwlutm@lf em@s,tewdu@rwa@mﬂe@ thmdi cat or,

f d 114
c 8 rn f |e>g< %nr’g) &d %eéésjﬁﬁllga&fgfls n | dwefrll Qﬁl 09 ??lt tBQ gat{mg ﬁ.}cﬂg a ﬁ?e? dc%ﬁt&zﬂ{&o r ag el Zr ea

i dent i foosd] by t hiftt 1paéthmaﬁecathhnlreﬁqﬂhm11aiedtltemmgmtéd indictior, forxixaimakeea ser ver
120, EBSLLULET eet Lol icat on, andhe paLh ol Lic dlrespace, vren
server ndigBisisagd Aea Al fidddSthhpalAds aqurh@Sﬂabé‘iﬁ'ld transmit to the database server

120 the particular user identification and the path of the HomeSpace. When that information is

received by the database server 120, the database server 120 uses the user identification to link

the particular HomeSpace to the custodian in the Unified Directory 122 associated with that user

identification. In some embodiments, the mapping application 114 is also configured to

recognize and transmit, and the database server 120 is configured to house, an indication of the

last time the HomeSpace was accessed by the particular user, for example, the last time any data

was read from and/or written to the HomeSpace. Additionally, in some embodiments, the

mapping application 114 is configured to recognize when multiple paths map to the same

network storage area. The collection server 130 compares paths for the same user to determine if

duplicative entries exist. This advantageously enables avoidance of multiple collections of the

same data. Thus, the profile scanning application 112 ultimately generates a list of HomeSpaces

23



the particul ar HoneSpace to the custodian in the Unified Directory 122
associated with that user identification. In sonme enbodi nents, the nmapping
application 114 is also configured to recognize -and transmt, and the

dat abase server 120 is configured to house, an indication of the last tinme
t he HoneSpace was accessed by the particular user, for exanple, the |ast
time any data was read fromand/or witten to the HoneSpace. Additionally,
in sone enbodi nents, the mapping application 114 is configured to
recogni ze when multiple paths map to the sane network storage area. The
col | ectisedibysaclyarstcigh, aminthissmpabhisreiantedtth ¢hesadiscovsgyrmiragetetlsmm ne i f

duplicatjve enfries exist. This advantageously enabl.es. avoi dance of
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nmanage Fhsg‘r"l"(fr%?’f)‘?aegef "1’1@' %%{? ﬁwf)%h} w@ﬂiﬁpﬁgﬁf lﬁcggé Y%r‘? r%tim} t%) TE ?ﬁﬁo{)en to one
Or  NDI Gust&disisOBiRRbresdii# iR Addn€ifions)C dgort parmicilbilgrif some Mobedipaiitsjcmstarly, in

sone enbodi ments, once a particular user of the conmpunication network 102

i s chopatticrlar usenaf the poramppisHignsiuek 102 frchosendprihg velisrtipn process, theg-
under g.ll}g?‘}e?y 111%&&1‘ ¥ R 1o 1QLH B t}t% Rl10 SR Kt ERINBRSs [HApthat hat

i ndi vi I's using, and eventual ly; e paths associated with those shared
net wor kndiedeal iswesng, arkhéventualy, tlee pethsoaspiciasttedith thosuigaredoeiverrk saspwiges-wi t h t he

particyl ar _individual utilizing.data.. et :

col | ecti r{n?[}fﬁ %CS%nglgﬂec?é’fo@ec i eer%‘tlgﬁs o @5&%@%%&4‘@%@&#’?& "?fsh%%l\%ﬁl Elt|an t he
bl ock ditaged Foaf thEldcal colledRplapplratibo 1 Bhexepaied be vblaktios sl 188 (dhowe i as

di scussed in detail [ or

appl i c&tqWerkidieranod E?élj%\g?’i’i’@?’g‘gfor%ﬁg ig‘it‘léri:‘lﬁ?%g%ac : flh&fg élf%["gs\gg‘{/’grgdeﬁlo (as
shown iyBiokh GndR} by utilizing a file browsing application 116 executed on electronic discovery
" manager server 110 (as shown in FIG. 5).
[0091] According to some embodiments of the present invention, the file browsing
application 116 is configured to be utilized by the e-discovery manager through the user interface
118. The file browsing application 116 gives the e-discovery manager clevated authority within
the communication network 102 to access, in a limited manner, the enterprise file servers 150
within the communication network 102. While the file browsing application 116 may not allow
access to the actual files stored on certain file servers, it allows the e-discovery manager o
browse through the directories of the file servers 150, locate files that have been accessed by the
custodian, and determine the size of the files. In accordance with some embodiments, the e-
discovery manager may initially have a general idea of a particular file server within the

enterprise file servers 150 that the custodian has used in the past. For example, the custodian
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[0091 ] According to sone enbodi nents of the present invention, the file
browsing application 116 is configured to be utilized by the e-discovery
manager through the user interface 118. The file browsing application 116
gi ves the e-discovery manager elevated authority within the comunication
network 102 to access, in alimted manner, the enterprise file servers 150
within the comruni cation network 102. While the file browsing application
116 may not allow access to the actual files stored on certain file
servers, it allows the e-discovery manager to browse through the

di r ect eayesmafunidae: tb ithese-diedoveryandraer d metidudar ffdldersnatieadndfoadevdesme @ccessed

by the _custodi an, an etermne the size qf the files, In accordance with
come. eMISOAE 55 EY BlES RSB TBR Y e Gyt (i 5 s Soataga ova

i dea Ohaw NRhAY GideRhkenid 18cat 861RTioN\hiobéss oh R cuBldbHRR RIhAfirk] WBer&RNEIbsal 150
that the custodi an has used in the past. For exanple, the custodi an 24 may

comuniceliacton applisation d2getvmsd y lishefdhe retyorkaiesquages diat the|ugerrof whatmaghias or
e T eh h N ar N
rive g ik {Jh%ygﬂeef{r t ﬁ‘lle %ﬂﬁsycﬁﬁéax Z%agl?&q rré%/dy b%sdwaég(ﬁ' thd }%gﬁ%dl% drivB ﬁe;t%gg"efloc al

enmbodi nent's, I 'scover ave rea ndert a
col | ecby dre peo CEre-dscovby mamgadnanthen eraglhy te, filehsmesing dppbcdtion 416 to

collection application. 132 returned a list.of the n rk resources that
She vobroge PhiaEesaitng Ena BHiond fa ot Revdit e ThCE i ST,  ranager
may be r@e@abEndihat Rehdlavdd tha sl iHMRify BhepLaGRs fil&YcréAal Wsaid/or hb&ssed

e-di scovery manager may then enploy the file browsing application 116 to
br ows e b the user, defarmag thesineHf swphi files, padretrnye dhe nattaef anidolden (@epharedPrivgly

f ol der . i: : .ng that name given by the user, identify any
parti cﬁydl%%%ﬂé%é%geﬁ%ggmae%d/ or accessed by the user, determne the

si ze of009aAth fi | Ebe remyed paths eftbe Shaed Brivesomhayntingn be hdted, €iter Bharadigl obr i ve)

i ncl udi ng dat a bel ongi t he I 2] The retrieve ths, of the
Shar od BPFFRuTveG (i Enitid eraiey ' bitks Shasaryeraro. THORERBR ). 1o the
Uni i eghifebtoRe 1 22 taylddrelifl cohiRciiii Wit eke GRI0dRI (dd0in phAlkdelar irhelalioh {0 tBel
Directory 122 may store in_connectjon with one custodian (and in particular

in rel suiteian’ s umen resquueesddantitien) Blishef the asrnRbeompuers HoragSpages) angdk  of t he

per sonal,,cQ %Se%%o%iﬁe&%p@f%%usm&. FRRAGE theld lio&ﬁﬁ)nércsrsagfedt%{ctiﬁpsowréer&ft hat

cust odi an. ese locations Is a potential sou data stored by
t he cushtadioast byathd castediaraand onveshiigasiigationor cdlecaat dforcusfodian dumgittidan i s
initiate the location inf td t ored, 4Nt Unifi | rect 122
may betﬂ'é\eg(b,‘éaélggdn g lé’flgpoﬁ?drzlél%%@mﬁ(égr IFeEt9 alrizglfl%sf a%aécc Sg?:(glg’l do%#f:srm Enr?g{leyneed to
be addpesisaldr sorpgabchtisiting asdd g dt bddresed batig tha inviitigatibscol Rei@nNtEigeigus  as
it allows a conpl et}]aill y automagd i nvest i gat | on/ col ‘ecti on é)r ocess, rather
than PaYAAaggoussitAllos dicemplrtily aHamage invean grpm sellopuppRRgecst Lt gbt ed

machi NesyiaR &n tid €dRESVRS Radleer to manually input the targeted machines and file servers at
the time of collection.
[0093] It should be noted that the Unified Directory 122 may be regularly or
continuously updated as new information is gathered using the applications described herein.
More particularly, the electronic discovery management server 110 may be configured to
automatically retrieve data from the human resources databases and Active Directory and any
other relevant sources, such as information technology directories or lists, as well as deploy the
profile scanning application 112 and the mapping application 114, at regularly scheduled
intervals. Alternatively, rather than periodically retrieving data from the various data sourc;as
such as the human resources databases, the system 100 may be configured such that the database
server 120 is continuously interfacing with the data sources such that the Unified Directory 122

is updated in real-time as the data within the data sources update. In either instance, each of the
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the tinme of collection. [0093] It should be noted that the Unified
Directory 122 may be regularly or continuously updated as new i nformati on
is gathered using the applications described herein. Mre particularly,
the el ectronic discovery managenent server 110 maybe configured to
automatically retrieve data fromthe human resources databases and Active
Directory and any other relevant sources, such as information technol ogy
directories or lists, as well as deploy the profile scanning application
112 and the mapping application 114, at regularly scheduled intervals.
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data squr.ce uch a he human resources dat abases, the system 100 nmay be
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i r oot Syer10 B sonfrei ot HedRnasEPRRRS R ftSind @vurrle
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exanpl 1 3 - el i i ord of
tho. ol SeiHIG AMEER b AITpalife HHR R, 133 e b L e
Uni f i edssbrinted othya cl@@diafrend omxafithd pgrsonal ¢dmeputsre agsocinted pithfthd austodinni ng

application 114 identi.fi e er sonal ut er sQcl at gd Wi a
oot oaPiaRNY o loBr el B S RERE B0 20 TR Bhup dE R e PRI i an
previ ouzﬁﬂemoi~;,81h 22Ghé ﬁﬂ@ﬁ{f éitibﬁi Edttebdt @ﬁliputéi,&asﬁ;@éllad%?ﬁcﬁce&'@hyﬁtf Wf3nitlee monf i gur ed
to store inthe Unified Directory 122 the informatio Qr .each.conputer,
as wel FomBRutprwas sy idendified a?%%{éwep%cwtﬂmﬁet ‘é‘}gevﬁ&n iirlﬁdst HB%W? fi ed
and wh WA thB i A DalBAs 12981 hflgda hisfory 8 the Pa¥onal t he
custod?{aén&ggg@il’?g&g\ng?hi n the Uni f_iaed Dat abase1 122 aFray ir§rgcl u%ii_ea@fao?ﬁi story of
t he pereopabrs usahiputhe cestediad Syh inferncasion sefiyahe. relgvant af the Smewt inysstizaliobe

rel evant gf tthne tIq’zltgrceusg)fdiainnvesti gation or collection of the custodian.
[ 0095] O FEEL o Tt S Mati on into the Unified Di rectory 122 which is
particpd@sly rebDay &l of mf@hrdibi oo thedlsfialbiryctdry 182 pthighne partistlatlys .

According to sonme enbodi nents, en . .
relgvant to electronic discovery 1s employment status. According to some embodiments, when

the feed of information from the human resources databases to the Unified Directory 122
includes an update as to employment status of a particular custodian, the electronic discovery
management server 110 is configured to recognize the update and possibly perform particular
functions in response. More specifically, in the event it is recorded in the Unified Directory 122
that the employment status of a particular custodian updates from active to terminated, the
electronic discovery management server 110 is configured to determine whether the custodian is
assigned to any case or matter, and, if so, to transmit to the designated manager or contact for the
case or matter an electronic communication notifying the manager of the terminated status and
inquiring as to whether the manager would like the terminated custodian’s data collected. In the
event the manager responds in the affirmative, the electronic discovery management server 110
is configured to automatically initiate the various collection processes of the present invention.

Therefore, the custodian’s data may be advantageously collected prior to any destruction or
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the feed of information fromthe human resources databases to the Unified
Directory 122 includes an update as to enploynent status of a particular
custodi an, the electronic discovery managenent server 110 is configured to
recogni ze the update and possibly performparticular functions in
response. More specifically, in the event it is recorded in the Unified
Directory 122 that the enploynent status of a particul ar custodi an updates
fromactive to termnated, the electronic discovery managenent server 110
is configured to determ ne whether the custodian is assigned to any case
or mat {ifvailabililty thdt cauld b causedibs thictterinmindtioa. Aﬂmingﬁmlg@ nﬂmagaboddmemtsg m]neact for
the case or matter an electronic ﬁonnun|cat|on not i.
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certain ormati on a articular matter or case, such as a case nane
and/ or rathariten thapmt:m:s thh&e&lm:e—dqsmvwry mfnaghe, cumdtaa$,/e0:a§l"ehe e@ctrelgaldlsbtatmi fier,

the particul ar u ske the.case to
mnageMEHEEBHARGT 410 Breopliaibintie fRs Bromilign t1inE AR ABRIZR T L he
subst aggighRE sérik@ 178! TRE cask AhtaBdse I DAL dohfged Gifise thidi@fdrigti@r @ik aavel y
nanager) custodi ans, etc. The electronic dlscover%; lﬂanagggent server 110
i s confifematign redatinedp @ pericylar mpdenarcasss rertedwithinde cpse dajanase 12handq ¢ he

dat abag %5{ l\,{S%rﬂ%éLgS%I‘ in é?)[ea]cg? oAb b ?cﬁilé-gflﬂlb ?naﬁ@;rl;r'cgw iRbudife ARYRe this

i nforma on suc ornat on relating to a particular matter or
case i sffomatiped Wit hin the case database 124 and a user can use the user

interf 18 to.view a profi,le of .th r cas |nclud|n aII t he
|t or mBdBaT 0 | 00t e BaRtshlel pfs i RosMapifiac S B ¥kl HBAR Bla * "F
e- di scaiEEYstolRing gehe Pter @dﬂseﬁ Us soee msodlmehﬂsghaauetmm@msm@ | n some

enbodi nents, the electronlg covery
management server 110 1s configured to add numerous custodians to a single matter or case at

one time. In this regard, the e-discovery manager may use the user interface 118 to enter in
identifying information about the custodians. The identifying information for each custodian
does not have to be of the same type. For example, a name may be entered for one custodian, an
email address for another, a network user identification for another, and a human resources
identifier for another. The user interface 118 is configured to receive the identifying information
in different input areas depending upon the type of identifying information being received. The
electronic discovery management server 110 is configured to use the input information to search
the Unified Directory 122 in the database server 120 to determine which custodians are
associated with the input information. In the case of a human resources identifier being entered,
only one custodian in the Unified Directory 122 may be a match. On the other hand, in the case

of a name being entered, multiple custodians may be a match.
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managenment server 110 is configured to add nunerous custodians to a single
matter or case at one tine. In this regard, the e-discovery manager nay
use the user interface 118 to enter in identifying information about the
custodi ans. The identifying information for each custodian does not have
to be of the sane type. For exanple, a nane may be entered for one

custodi an, an email address for another, a network user identification for
anot her, and a human resources identifier for another. The user interface
118 is configured to receive the identifying information in different
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Accor dFIFEIreHe distRy cBrBeRReRBRItSCIVELbYP 18 aemiHy™ ﬂ‘B‘d?tS tfacS‘S‘BISﬁ‘&P , the

preservation notices and surveys to the custodians. In this regard, preservation notices and

surveys relevant to the particular case or matter are stored in or linked to the case profile in the
case database 124. Transmission of the preservation notices and surveys to custodians added to
the case may be automated, for example, there may be preset instructions within the case profile
that cause the electronic discovery management server 110 to transmit a particular preservation
notice and survey at a particular date or time or upon a particular initiating event, such as a
custodian being added to the case, or the e-discovery manager may manually cause the
preservation notices and surveys to be transmitted. In some embodiments, the electronic
discovery management server 110 is configured to transmit the preservation notices and surveys
via a standard email function. The surveys may be tied to the preservation notices such that they
are transmitted to custodians together, and one survey may be tied to more than one preservation

notice. When a custodian responds to a survey, the survey response is received by the electronic
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el ectroni c di scovery managenent server 110 is configured to initiate the
transm ssion of preservation notices and surveys to the custodians. In
this regard, preservation notices and surveys relevant to the particul ar
case or matter are stored in or linked to the case profile in the case
dat abase 124. Transm ssion of the preservation notices and surveys to
custodi ans added to the case may be automated, for exanple, there nay be
preset instructions within the case profile that cause the electronic

di scovery nmanagenent server 110 to transmt a particular preservation
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manager may utilize the user interface 118 to add attachments, notes, tasks, and search terms to a
case or matter. In some embodiments, the contacts/managers for a case may also access the case
profile in the case database 124 using a web browser and may add attachments, notes, tasks, and
search terms to be stored therein. Thus, the e-discovery manager may not be the only entry with
access to the case and case management applications of the electronic discovery management
server 110. The subject matter of the attachments, notes and tasks could be anything relevant to
the case or matter. In some embodiments, the tasks are tasks that particular custodians must
complete and the electronic discovery management server 110 is configured to transmit a notice
to the custodians that that the task needs to be completed, perhaps using standard email
functions. With regard to attachments, the e-discovery manager, or the contact/manager of the

case, may upload relevant files to be attached to the case profile.
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informthe addition of Shared Drives to the custodian profile in the

Uni fied Database 122 that nay be used later in collection. [00102]
Accordi ng to sone enbodi mrents of the present invention, the e-discovery
manager may utilize the user interface 118 to add attachnents, notes,

tasks, and search terns to a case or matter. In sonme enbodi ments, the
contacts/ managers for a case may al so access the case profile in the case
dat abase 124 using a web browser and may add attachnents, notes, tasks, and
search terns to be stored therein. Thus, the e-discovery nmanager nmay not be
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discovery manager or by bemg released from a matter to a case, the electronic discovery system

100 is configured to automatically collect the custodian’s data using the location information
stored in the Unified Directory 122. Therefore, the electronic discovery management server 110
accesses the custodian profile of the custodian to be collected in the Unified Directory 122 and
determines, from the information stored therein, the different locations of data storage for the
particular custodian that must be collected. There are many different locations that the system
100 can address, including personal computers, email accounts, and network storage areas,
including HomeSpaces and Shared Drives.

[00107] If a custodian profile (for a custodian released for collection) includes at least one
personal computer(s) associated with the custodian, then the electronic discovery management
server 110 may undertake to collect the files on these machines. Therefore, the electronic
discovery management server 110 may retrieve the relevant machine identifying information,
such as domain, name, IP address, efc., and may initialize deployment of a local collection

application 132 running on collections server 130 (as shown in FIG. 7).
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[ 00106] Once a custodi an has been identified for collection, whether
manual |y by the e- discovery manager or by being released froma matter to
a case, the electronic discovery system 100 is configured to automatically
collect the custodian's data using the location information stored in the
Unified Directory 122. Therefore, the el ectronic discovery nmanagenent
server 110 accesses the custodian profile of the custodian to be collected
inthe Unified Directory 122 and determnes, fromthe information stored
therein, the different | ocations of data storage for the particular
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el ectronic discovery managenent server 110 to be deployed to the

i dent i treesnitenpissdif e [denipoluded indbetnanshogtorthe erllectiawsedienti: Bt he | ocal
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the collections server 130 in order to determine whether collection is complete and to resume
interrupted collections at the point of interruption. Additionally, in accordance with some
embodiments, the local collection application 132 is configured to compile and transmit to the
electronic discovery management server 110 a list of network resources the user is using,
including, for example, network applications and file servers that the user has used or accessed.
This list of resources may be stored in the database server 120 in the custodian’s profile in the
Unified Directory 122. With regard to transmission of the files themselves, according to one
embodiment of the invention, the local collection application 132 is configured to compress,
hash, and upload the files included in the snapshot to the collections server 130.
[00110] In some embodiments, the electronic discovery management server 110 may

utilize a computer monitoring application 117 to determine when to attempt a collection from a

custodian’s machine. The computer monitoring application 117 is configured to monitor the
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transmtted to the collections server 130. [00109] In addition to the
functions descri bed above, the local collection application 132 nay al so
be configured to transmt to the database server 120 a catalog of the files
included in the snapshot to be stored in the ongoing collections database.
This catal og may be referenced by the collections server 130 in order to
determ ne whether collection is conplete and to resune interrupted
collections at the point of interruption. Additionally, in accordance with
sonme enbodi nents, the local collection application 132 is configured to
conpi | ectyedk 102ansidetermmetwiach ol the entempiise pirsoelwempuresnbfereonlirser ver 110 a

list of.,network .resouyrces.the user IS i includin for npl e,
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col l ection server 130 (as shown in FI 7). The file server collection
appl i cadieontivdy theprogvnmetd iagructonsonaserey s thei flle swuenceHeqtion apelisation 1ife

gi ven . rive, copy
Phe. daton eyl e g oy 316Gk Rlon it SERRERAC e fferBe MRIREIL LT « TR
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configured to generate a size estimate of the files residing on the targeted file server. In one
embodiment, the file server collection application 134 may automatically begin the collection
process (copying and fransmitting data) if the size estimate falls below a predetermined
threshold. In addition, in some embodiments, the file server collection application 134 is
configured to determine whether a particular folder that it is collecting from a file server includes
more than a token amount of nearline files, and, in the event that the folder does include such
nearline files, choose to not collect such files so as to avoid overloading the server. Therefore,
according to different embodiments, the file server collection application 134 copies all or a
portion of the files residing on a file server located at the path given in the released custodian’s
profile and transmits them to the collections server 130.
[00112] If a custodian profile (for a custodian released for collection) includes an email

address for an email account on the enterprise email server 160, then the electronic discovery
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only copy files neeting certain criteria, for exanple, files that have
certain file extensions. Alternatively, the programred instructions my
prevent the file server collection application 134 fromcopying files
having certain file extensions or other attributes. Either of the foregoing
is advantageous if the e-discovery manager is not interested in copying
executable files or source code, for exanple. In sone enbodi nents, the
file server collection application 134 is also configured to generate a
size estimate of the files residing on the targeted file server. In one
enbodi nmnagemelmseﬁdrél@mayandm'take togollect thepples Grami tbaert@priscagmalseorenibCal | y
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network 190 for pernmanent
in the staging drive 180 and, if the hashing is identical, purges the data from the staging drive
180.
[00114] Once the data has entered the long-term storage area network 190, it is not
necessarily ready for review. Indeed, it is likely that the data may need to be processed before it
is searchable and suitable for review by investigators and attorneys. For example, the files may
be encrypted in the form in which they are collected and sent to the long-term storage area
network 190. Therefore, according to some embodiments, the data may be copied to the
conversion services server 170 where a series of decryption and standardization functions may

be applied to it. After the data is decrypted and standardized, it is returned to the long-term

storage area network 190 and may remain there to be accessed for review purposes.
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storage. Furthernore, the collections server 130 transmts the barcode
information to the electronic discovery managenent server 110 to be stored
in the database server 120, for exanple, in the custodian's profile in the
Unified Database 122, in relation to the stored information about the
particul ar collection, whether it was a |ocal collection, an active email
collection, a file server collection, etc. Therefore, the barcode can be
used for reference at a later date to determne the origin of the data.
After the data has been copied to the | ong-term storage area network 190,
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information allowing for the same custodian in multiple cases. This provides for the electronic

discovery system of the present invention to have scalability, whereby evidence associated with

one custodian may be used in multiple cases.

[00118] The electronic discovery management server 110 stores this information in the

case database 124 in the database server 120. The case database 124 houses this information

such that all information relating to a particular matter or case is related within the case database

124 and a user, such as a manager or contact, can use the user interface 118 to view and edit a

profile of the matter or case.

[00119] The next process within case management is the creation of preservation notices

and surveys specific to the matter, as shown in Block 204. In this regard, the e-discovery

manager may, through the user interface 118, either generate a new preservation notices or

surveys relevant to the particular case or matter to be stored in the case profile in the case
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descri bed above, the e-discovery manager may enter into the user interface
118 certain information about a particular matter or case, such as a case
nane and/ or nunber, a short description of the nmatter/case, a | egal
identifier, the particular requester (i.e., who asked for the case to be
opened), managers or contacts for the matter (i.e., individuals involved in
the substance of the matter rather than the process, |like the e-discovery
manager) etc. [00117] It is noted that custodian information is stored
separately fromthe case information allowing for the same custodian in
mul t i plstatsas €3t orJTHicsnapively] dsa presertdtien ebtodt orenivey abieslysloeed/inslysdatabasd t he

present invention to have al abilit wher eby. evi dence. associ ated with
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Ty us ?hetcgset ol% grrvesitlrr]ltg%gl ?éif?e“:flil]ig data, based on a number of factors including, for example,
number of custodians, amount of harvested data, data types, etc. Finally, case management also
includes a number of tasking and workflow processes that are represented by block 214.
[00121] Moving now to custodian management, certain processes falling within the
category of custodian management are shown in Block 220. While the processes involving
generation of the Unified Directory 122 certainly could be categorized as custodian management,
the processes shown in FIG. 8 include those processes involving management of custodians
within the scope of a case or matter. In that regard, the first process of custodian management
included in FIG. 8 is the addition of custodians to a case or matter, as shown in Block 222. As
described above, the e-discovery manager may use the user interface 118 to link a custodian’s
profile from the Unified Directory 122 to the particular case profile in the case database 124.
Thus, the custodian profile and case profile are correlated. The next processes within custedian

management is the transmission of preservation notices and surveys to custodians, as shown in
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to upl oad docunents and enter notes and other relevant data, including
updates and rem nders, to be stored in the case profile of the case in the
case dat abase 124. Once these attachnents, notes and updates are added,
they may be referenced whenever a user views the case profile through the
user interface 118. The cost estimation nodules of the present invention
are al so processes that are categorized as case managenent processes, as
shown in Block 212. In this regard, the electronic discovery nmanagenent
server 110 utilizes a cost estimation application to determine the cost of
har vesBiouy 2adhnt el gresentptidat fithe barveyk torustodianshay shotvnfimaBlawk 226.nthaidi ng, for
exanple, nunber of custodi ans, unt of harvested data, data,.types, etc.
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matter. .In that regard, the first cess of,.custadi an managenent,. incl uded
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Bl ock 213 thfASvheH QRS HIDR JuiaR\trvey Reaubontht REIOV RANSmITIAREK tMRY datsltast Reverser
interface 118 to link a custodian's profile fromthe Unified Directory 122

to t he lpafarisomesin hesasqirefileiagd the qupfedian’s @refle-abase 124. Thus, the

cust odyg)Hpy of i | ﬁls@?ﬁlig@ﬁﬁhﬁrc{ﬁgﬂohﬁn%{a‘ﬁa%e%{ern‘?is?%ﬁeeﬁo?égp‘é‘fféf‘éé&in EESBSRS

wi t hi n“custodi an managenent the transm ssion of preservation notices
and suifroeysmbterco s tamd] ashpwasn Blookhid2§.nTiibe-Bisowiery2@dnagamebes the uperanterfacst i on

f th t odi , in Block 226. | ect i
i scov TS aTaE R BAEP T £ S UG PraaB i o Swse RacrBHTrh o
cust odiTay rSay ddeef witlen it dabeddtibabd BT Shdeakd Qisiodia profileriainsiwd thdréte. Once

preservation notice(s) and survey(s). stored in the case qrofi le to the
cust odithgrfustpfiag énisleasrlGeakech the cleetrohis P YPrE ANPEOMERLITT R | 1S Mg 8eress o t hat

the only, éu&%@faﬁ%tpir&g ﬁ’lﬁgali\%\ﬁ gclfqﬁe%p&l baRLd bitthe %ﬁﬁ%td%fﬂsﬁ&gge lb@at%oﬂ?

custodian's enai | ddress. he custodian checks er email, the survey
wi || apjpetifiedis the profitea Jéhetefiere gisngpresedted ity dHoek i3 Oothe glectrprie disessnge, t he
survey wil |

be. pres ed to, her.. .;The. surv fi t hat
ohon Y pinagenge RS T fiax kRoRlica it He Y ppSs FRNLLEEG asptiE e 12 |
dat abasgrvegéd/ey accddthgfths cistadiamgeprofiletih éhedasifiepDititbs 120d Alfematiuedy,abé en’ s

profile, [00122] Also falling within custodian nagenent is.the process of
r el easdHEOCHEPgHESHEAY MaBRIY m&fﬁg? Sy fff—‘teéa%l@,tw% ya § MAgiFERE P83 The

e- di SCQUsMad"BPRER. MRAR, hRitHSRE MALSIERE Rustodian management also includes a
number of tasking and workflow processes that are represented by Block 232,
[00123] The last category is data management, represented by Block 240. One major set
of processes within data management are the processes relating to the harvesting of data, as
shown in Block 242. These processes include the collection of data from all the different storage
areas of a particular custodian, including the custodian’s local storage on her personal
computer(s), the custodian’s network storage areas, the custodian’s email, and any other areas, as
are described herein. All of the data in the various storage areas is copied and transmitted to the
collections server 130, as described in detail for each particular collection application or process.
Upon reaching the collections server 130, data resulting from a particular collection is
temporarily stored in the short-term staging drive 180 until the collection is complete, at which

point it is stored in the long-term storage area network 190 in association with a specific
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118 to mark the custodian's profile so that the custodian is now acti vated
for collection of data. This may occur within the case database 124 since
the custodian's profile is linked thereto. Once the custodian is

rel eased/ mar ked, the el ectronic discovery nmanagenent server 110 nay access
the custodian's profile and initialize collection based on the various data
storage locations identified in the profile. Therefore, as represented by
Bl ock 230, the electronic discovery nmnanagenent server 110 may
automatically determ ne the data types and | ocations of data to be

har vesidaitifyyngliresisi e fdregotgsprockisars reprpsenfed by Block 24d. Ui tdatednadire@uteor y

122. At ti he.e-. di . |, th
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necessary, as shown in Block 246. Once the data is converted, i1t is

r et ur nelo iusludee a npmbenad tasking and georldravapioeesigsrthat Bogrepreserirs byslgck A5G evi ew.
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terns stored in the case profile are stored wth. the intention,of. being

appl | e BUES TPy e ST S A ST B pa e Jad aN Rt

Al t er natidt¥dhns aré fide@ tdkhs 8aJeCdl sh6#iEn BRYk B84, by linking the custodian profiles of the
Unified Directory 122 to the case profile. Next, as represented by Block 306, the e-discovery

manager and/or the case contact or manager adds search terms to be applied to data harvested for
the case, including instructions as to applying the search terms to particular data types or
custodians. Block 310 represents the determination that must be made as to whether there is a
matter or just a case. If there is no matter because preservation notices are not required, for
example, for an audit, then the process will move straight to the initialization of data collection.
On the other hand, if there is matter, rather than just a case, then the creation of preservation
notices is required, as shown in Block 312.

[00126] The preservation notice, as shown in Block 314 is transmitted to the custodians
added to the matter, perhaps using email. As shown in Block 316, a reminder notice module

may be employed. As shown in Block 318, the reminder notice module transmits periodic
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applied to all data collected for a specific case. In either instance, the
el ectronic discovery nmnmanagenent server 110 accesses the case profile,
determ nes the search terns to be applied, and associates the search terns
wi th the barcode of the appropriate data sets in long-term storage. Thus,
the search terms will be applied to that data and the results wll be
generated and presented to reviewers for analysis. Finally, as with the

ot her managenent categories, data nanagenment also includes a nunber of
taski ng and wor kfl ow processes that are represented by Bl ock 250. [00125]
W th redminderostite t&c@todansaThe xeliqes aray bpsotess: duail andmaayi ragind custodians

provi de i n_accor.dance w one enbodi. nent .of the in ntlon
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[ 00126] "' The preservation notic as shown in Block 314 is transmtted to

t he cushivgé harsodedud beent wsigghrsl tmmhedataSptehaﬁqbsi s pagicelandustodiae agtsiaragen Bl ock
316, 2, LSmAASE oLl £ 8 IRAh & IRy, RGPl oy otk A%, shaua.don Bl ok siE8. the

rem ndé?c ransm tS peri o
cust odittansise fﬁbﬁlmﬁiy Bessighsd toehsditisetsed antk |1n1ﬁ1tl ﬂ1sﬁ‘ﬁc}t1oh£fﬁgﬁlﬂ1nguhé odi ans

about the reser ation notice and/or m nd custo ns to fil ut surveys.
Wth r&gaFHess: 'gll?ﬁ?/&?%’ ?‘T‘Pst%aé’r}&f’é’mle‘gto dalgset %n%rg sy tﬂ%& red,
accordbﬂgmﬁgi@h@ggwéggm1@d§§gvey is created. The survey may be saved in
the case profile in the case database 124. As shown in Block 322, it is

possi bl[@0128] enabMéthreterenge (elIG.d Open exemping gracessdaumanagingr qustedianis h t he

pr eser y&%&'{i RULG8Rce Wil d:%%?e}nb[}l?%&}ent §ne Eﬁﬁ%%%ﬁé iﬂ%ﬁ% Cheide ds re&:%ﬁf:@%adﬁfcover y

manage t'él’ease cust odi ans e case
initi a[Blacﬂmhoap:i twscidianns addetl e a enasttiosticase. dn das mgav@lstlmhoymdlanﬁs p&ﬁb@in iB26, the

e-di scove nager. .ot the electronic disco 122
acc;ssgl\é’lﬁ‘%éh@%ﬁﬁ‘gyéa?%mﬁ%fq Erelﬁ’é'lflte‘fat&?g? ﬁ’é@a'?fﬁé ‘g‘(ﬂ? aﬂ"[ ng afe ation to
be col Legbdigh’s rvild, Richidtadibg SrdhNBodule may be employed, as shown in Block 404.

Therefore, the e-discovery manager may enter any identifying information about the custodian,

whether it is the custodian’s name, network user identification, email address, etc. The custodian
search module will take the input information and search the Unified Directory 122 for a match.
If more than one match is obtained, the user interface 118 will present all matches and allow the
e-discovery manager to browse the associated profiles to determine the intended custodian. In
this way, the correct custodian is identified and the profile of that custodian is linked to the
appropriate case or matter.

[00129] As represented by Block 406, the electronic discovery management server 110
may determine whether the particular custodian added is a member of the enterprise “do-not-call
list.” In this regard, there may be an indication in the custodian’s profile in the Unified Directory

122 that the particular custodian should not be contacted regarding collections, and an alternative
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applicable collection applications to go collect the data. Once the data
has been collected and a uni que barcode has been assigned to each dataset
based on the particular custodian and storage |ocation fromwhich it
originated, as shown in Block 328, the search ternms previously stored in
the case profile may be assigned to the dataset based on the input
instructions regarding the search terns. These search terns nay be applied
to the dataset and the results saved to be presented to reviewers for

anal ysis. [00128] Wth reference to FIG 10, an exenplary process for
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t he par i’Cu custo Ian S COI’] regardi ng CO ons, and
an al t eiafgdemeat s3Bvef NG ambosémuh df ihe cusedlan’ Sﬂﬁthl, a8 sh@m mdBlock 418, abi the

assi stapt of .the.custodi Al ternativel t here epar.a
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and segy, %Meﬁﬁu&%&rcmmnM§ b tPthe BRdtodiAEorCSioath 3RnARP RS shod thhat
list. Ineither instance, a determnation is nmade as to whether or not the

cust odBlosk$h3theicustodinnraest thyn boineetivated, fromm thejoase b?éause,\femomerr@a&@asdm i an
houl d
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custodran's —assi and aine
i nf or mibicthe lmsltddletmetlm:mstodliam oill boreactivasxdsas shbivngn Btoeké@?zat ion notices and
surveys. h 0130] in e%.ccortdance W t(ptBI oclt< 408, ! tlglerlmtnatl onis
made bﬁ)otl el ec Brrﬁ Rreservation notice 1s sent, a determination 1s thade ¢ electronic
discovery management server 110 as to whether a survey is required, as shown in Block 414. It
should be noted that in alternate embodiments the decision on whether to send a survey may be
made prior to sending the preservation notice. In such alternate embodiments, if the survey is
required, it may become a component of the preservation notice and, thus, accessed
simultaneously by the custodian. If a survey is required, it is transmitted in conjunction with a
preservation notice, and the answers are collected by the electronic discovery management server
110 and stored in the database server 120, as shown in Block 416. Reminder notices for the
preservation notices and surveys may also be transmitted to the custodian, as shown in Block
420. Next, once it is time to collect data, the custodian is released from the matter to the case, as
shown in Block 418, and the various collection applications are initialized by the electronic

discovery management server 110 for collection of the custodian’s data, as shown in Block 428.

In this process, the custodian’s profile in the Unified Directory 122 is accessed in order to
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di scovery managenent server 110 as to whether the custodi an has been added
to a matter or a case. If it is a case, then the custodian is verified, as
shown in Block 424, supplenental data nay be added to the custodi an
profile in the Unified Directory 122 as required, as shown in Block 426,
and then the various collection applications are initialized by the

el ectronic discovery nanagenent server 110 for collection of the

custodi an's data, as shown in Block 428. On the other hand, if it is a
matter, then preservation notices are required. Therefore, as shown in
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shown in "Block 430, the custodian's data is coll ected. &001 2] Referring
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o vk L 845 0 AR ol EOL ARG L STBRELIET 0
Event &fitiiransimé the/@gn@lfemtaltsao ihe collebtinhd deined (130Dt dhBleoak coll&Etion gpplicatis acti ve
ool | LR Rageld Selsd L oman, cxehanon, sipLem or . Lhe ks, Fyen! 508

as daily. The email collection application is additionally capable of being implementing

enterprise-wide and requires no server identifiers or the like to collect the active email. In this

regard, the email collection application (136) serves to reduce security risk.

f00133] At Event 510, a barcoding application is implemented at a staging location, such

as short-term staging drive (180) to attach a barcode to the set of email resulting from the

particular collection. The barcoded data is then copied and communicated to the long-term

storage area network (190) for permanent storage. Furthermore, the collections server (130)

transmits the barcode information to the electronic discovery management server (110) to be

stored in the database server (120), for example, in the custodian’s profile in the Unified

Database (122), in relation to the stored information about the particular collection. Therefore,

the barcode can be used for reference at a later date to determine the origin of the data. After the

data has been copied to the long-term storage area network (190}, the collections server (130)
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collect email fromidentified email address. As previously noted, and in
accordance with present enbodi nents of the invention, if a custodian
profile (for a custodian released for collection) includes an enail
address for an email account on the enterprise email server (160), then
the el ectronic discovery managenent server (110) nmay undertake to coll ect
the files from the enterprise email server (160) by initializing the
active email collection application (136) running on collections server
(130). In sone enbodinments, the active enmail collection application (136)
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communi cated to t ong-term storage area network | or per manent
st or agdiscdvaryt maragement seiver Klf), wbichingaysheremeks a det@@iination st pihesdachmentar code

information,to t el .roni c di,scpve ment server (110) to be
storedwphmgh “"ggﬂakﬁgQ%P§EW0T£%8§F°?§P%§§§%§ e, in the custodian's
profil poilssit he URi Eveadsiaicaddiisted dntarcodad activaeimail dhia i dupisittoned '

i nformation about the particul ar coll ion. Therefore, .the rgode can be
used. | BRocssing dBHE orabssaycat apalpin 4 %ﬁg iv? apisf that fhygagrs of W%’ffg?%@w $a.

After (g ecdRlROAR cHRRRBIGORIRA dbGvhii dcrgeﬂgaat@ k8D R PRAGS 18/ 18 adtRk \WR1aN

(190), the collections server (130) 40 npares the hashing of the data in

per nandate settivloadpd into thhanabysisgippldatign aad, iah Evens 558, sl dagp et issexporterigofheand, i f
t he hashh&glys.ide 0}&%hmmpurges the data fromthe staging drive (180). As

such, " aré%d?ﬁﬁW?B pert’orimed without the need to execute the barcoding

appl i cEi0186] on abDateBIGRIFAE sighifies @theanoh-cechasgectervepbdsedremail rsuelr assmtdilon i s
e R e Proce S A Accaranes WAL SN BN Sl e
and pefyeyens NIF files of A5thdFaild 6pes Rbdoidted with non-exchange server based email is

manually harvested from an enterprise-grade email server having collaborative capabilities, such

as a Lotus Domino server or the like.

[00137] At Event 522, a barcoding application is implemented at a staging location, such

as short-term staging drive (180} to attach a barcode to the set of non-exchange server email

resulting from the particular collection. The barcoded data is then copied and communicated to

the long-term storage area network (190) for permanent storage. Furthermore, the collections

server (130) transmits the barcode information to the electronic discovery management server

(110) to be stored in the database server (120), for example, in the custodian’s profile in the

Unified Database (122), in relation to the stored information about the particular collection.

Therefore, the barcode can be used for reference at a later date to determine the origin of the

data. After the data has been copied to the long-term storage area network (190), the collections
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[00134] At Event 512, the collected emanil data nmay be associated with a
specific search termset or sets. Wen the search terns are applied, a
listing of the files and docunents including those terns (the "search term
hit list") are presented to the reviewer and also stored in the database
server (120). The reviewer nmay provide an indication of this to the

el ectronic discovery nmanagenent server 110, which may then nmake a

determ nation that other docunents wthin the search termhit list are
nore likely to be responsive. [00135] At Event 514, the collected and

bar codegvardl30)eompaics theddnshingsolchpdaal int permangot sovgs torige driiginel c’fatafinsﬂu,ﬁbs equent
anaIyS|s It .S ted that..the nature,of, e a. o t he
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el ectr |s na nt._server dat abase
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collection. There e, the arco ec se or. reference . at a |.ater
dat e t SeBEranRTREETL NBe § desrgtion gpplfgation ﬁa@sgf% gl@t P 2B b Isthe BURPERD ed

to thegang c&@a&éyasfa%a&eof%&@ ﬁa%a WedoKiafeh I datdbise Ch tRGkERASyHier &RT Ver

(130) conpares the hashing of the data in permanent storage tfo the original
dat a i sutshenently defrypds theidgla. (180) and, if the hashing is identical, purges
the da m t he ] 1 At | ected
non- exi@éﬁ%ﬁ serv%trsé‘%% g{ Aot e&%ﬁg‘geg%r[s’%m a dgéseﬁ%éﬁ&gegﬁg%lﬂ%%al éeti‘%arch

t er m sepplieaticredrns, at\HW:ﬂt ineth&elara@ht ﬂsexpmtedrt@t}mpmuestdr,/rememesfqmgalyfﬁs the files

gpgsggf%nﬁ?tst Ih 2 aa %ng%eé Os?gei‘n 1e%rjg1?rn (51 Sata,ss%c gsheléc Jorrplchclognmercse:t a)[a dored

on a repository for the purpose of regulation, compliance to regulating bodies, such as the

Securities and Exchange Commission (SEC) or the like. At Event 536, criteria is extracted from
input system and manually entered in a designated third party system for data retrieval.

[00142] At Event 538, the barcoding application is implemented at a staging location, such
as short-term staging drive (180) to attach a barcode to the set of journaled data resulting from
the particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 540, the collected and barcoded
journaled data may be associated with a specific search term set or sets.

[00143] At Event 542 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data

format, such as a PST file or the like. The metadata associated with the non-standardized files is
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and al so stored in the database server (120). The reviewer may provide an
indication of this to the electronic discovery managenent server 110,

whi ch may then nake a determ nation that other docunments within the search
termhit list are nore likely to be responsive. [00139] At Event 528, the
NSF files or any other file types associated wi th non-exchange server
based email that may be encrypted is decrypted using a decryption
application, in accordance with enbodi ments of the present invention. The
encryption of NSF files occurs at the user level and, therefore only the
user hasaihdicargdaemamns oithelnasfangttédodatadbles.y Soiwe-to-Froeessihgdily pativersicapplayycat i on

allows, for decr jon of t Ll e- dat i.f hout the know edge of
t he usBf 79§HE?‘§%‘¥EML ﬁga@ggﬁvp%ﬁbg%ﬁ%ﬁ@ﬁ m% ID files that exist
anywherg1ug) t he eRiEvdf 55 theShehaed dah eaticbadeddatoabaal@is dppBcatibn kind, es,

associ ates the database wth the user/encrypter and subsequently decrypts
the dapbEvenbditsthe iopmelod deta sgos expreediribe amesiyaeyay der SIS- data set is

| oaded dante) ¢ e RgRKYRLS FEPRY UEATIAR ARLigmfles BURHopPRenlfifiala sct 1o

export requestor/reviewer for an sis. [00141] Data Bl ock 534
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such a¥ ‘f‘%éeme% wa%ggagﬁgoﬁf%ﬁlgﬂa&gé %W gag%r‘? CEE Oton&géeYlF?(%Hart Event
536, caiit€AdRoidingay bhaehbstierof thdipuintion sthe Mcalrudllsaiodabplicadtd fgldei n a

designated third party systemfaqor data retrieyal. [Q0142] At Event 538, the
bar codpgdenhpied dhits) yiatngitharesronaay manual iy gy iy §-diseavPoHagEPr

shor t - il MShigl Qebddih4fs &ﬁtﬁ@}nvh?ti(ﬁﬁ Rl cAREGSISplifatfol§1 35 tnefbel Oumal ed
data resulting from the particular collection. The barcoded data is then
copi edemphycdimmoticdalatadranonetiverd ssengge.er m st or age area network (190) for

Al 540, ..t h | ' d
o P R e M N R e B S
542 sous gerierm kagiag atng(1se) iompasnebirestelto thastisflotdh 2C danyredubirgefidrkies are

properly formatted in_a standardized forpgt. . In this regard, according to
one enbadrwantolisetion ﬂgleibﬁ{};@a‘fqa‘éﬂtﬁ 15|%§@P%3|a8§ C%fP’é‘wé’)?%Fﬁﬁ?ﬁ’e'ée J®E 18t evancy

and, i §orekataNewotk PTHRY fdrPefin HeREiragiat & ESRf $54 theS Y& @Band URRRbaEd | € or
the like. "The netadata associated wth the non-standardi zed files is 42

r et ai néutablf@ datemedyrbs apdocatadiveith efpseifigtseareh wamaetiarisels. Sour ce- t o- processi ng
L DL TP L Rl TRy RO AR
i nto the mogdrlytbanapplin £ stndandianidormatt Tk regadth acdohding tumeleetodiateat sfet i s
export (taﬁje ihw?enttigg, lggs%tﬁesst a?'fl; /C)Egr\llilleed\,\ﬁ); reflgigngyna?nldy Efj reslévant, stored in a proper data

format, such as a PST file or the like. The metadata associated with the non-standardized files is

retained and remains with the reformatted data files. Source-to-processing file conversions may

be required on EML formatted files, MSG formatted files, IPD formatted files and the like.

[00148] At Event 558, the local PC files that may be encrypted are decrypted using a

decryption application, in accordance with embodiments of the present invention. The

decryption application allows for decryption of the PC files data without the knowledge of the

user/encrypter. The decryption application finds ID files that exist anywhere in the enterprise

system, creates a database of the ID files, associates the database with the user/encrypter and

subsequently decrypts the data.

[00149] At Event 560, the local PC data set is loaded into the analysis application and, at

Event 562, the Iocal PC data set is exported to the requestor/reviewer for analysis.
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[00145] Referring to FIG 12, data block 548 signifies data froma | ocal
Personal Conputer (PC), such as enterprise PC (140). At Event 550, the

| ocal collection application (132) is inplenented to collect data from
designated PCs by taking a "snapshot” of the device's hard drive.
Accordi ng to one enbodi nent of the invention, the local collection
application may be autodepl oyed thus, obviating the need for any manual
entry by the e-discovery nanager or the like. In other enbodi nents of the
invention, the local collection application (132) maybe enployed to

col | ecfoodafla fr obmtabtockiSE4 sipoifiagdata FOGIE6) orRistoagentuch 524 shanal drarecndi ng

applicatio | e dat a staging lo atlon uch S short-term

2P b0t niouebose ABBICR SO e B shvisPltsitn S RHi ST AT bppE et d o o

resul t pRemhtiIhy thitect Bath Fombhared ek ELmidiod Mombpadean eanl@idg @pdi dnhotifhesht copi ed
and communi cated to the long-term storage area network (190) forwgernanent

st or agef thafnveytisn, thsdie serre cebeqtien taEIEPC&W?P Géf*l:@enébe al}t%emoyp@:ﬂw&w&v 92 be
associ gl.ed Mok BnPfmSREE bithFo ﬁ@%fd‘sch%rg‘n%ﬁ& g Eiﬁtsze. [00147] At Event 556

source-to-processing IS | at any loose files are
proper [0015 D nat t AUEvent 86% n:lzaerhjmodlngetpplﬁ@ltimts imiptenienies] at eglagialg lerator,diehy t o

one enbo nt of e | nt i Ioos ar xam ned f.or evancy
ana, 1 1 endom teeing w1 S fh AR bESr R RENOREe st et
the |i kem théparieiladailiactRas Tk dhedad data it ﬁ%n REpies birhehniding &fed toltRslohg-
retained and remains with the reformatted data files. Source-to-processing

file clommstaigsmscanepvorkdl 90 son neanansht ERRLS of Yk e’ G e lleqistandor nat t ed
files, ,ERdMeiRik gﬁ!rdcg ld@t%r@dgﬁ) eldi&cl éﬂ%lth&%ﬂﬁ]seﬁ%h R¥aRE 28s. the |ocal
ncrypt u

PC fil @s that may are crypte sing a decryption
appl i cEiG162], i n AtEwnt arituwictth-peodsesiigns implemkented ¢o m@s&m aiylpesetfilon. The

decryptiq ica n allo r. decr on of PC fi t-hout
e et RS st Sp PR TR R GRefle llGrie (olon bRl Rlr )1
files tHabveandslodsYNhereedamildddorRl@tdyi 46, if sglataat)stoddan b soper dith abase of
the ID files, a5500|a es th daHﬁgg§§g¥nth the ser/encry

subseqffameh ?“‘%!P(—?é file I‘?étb& ataﬁ?css‘u‘f\‘f"é Wil e npﬁé%ng?fave‘%&lea &t a s et

i s | oaded,iddq rErH%né“%th'fé RfRRRKICHE BiRs. a@,gmarto.p%%@ga t‘zﬁgcoﬂveﬁldngﬁﬁ
data set is exported to the requestor/reviewer for analysis. 43 [001 0]

Dat a bb@lﬂquﬁﬁﬂmsﬁm fornaasted diles, M%fmﬁmme%tlmig@aﬁgdlﬁ sagd ﬁleéllkar ed drive
or Ho €. A}\t %7&? %% ne%\ivgrk s% r% esfﬁés dtﬁ%t rﬁ?)lr ILe e%:h% % Jiéc\(r;yg)ttécp& 34)

is inple ed to it ohwtlca om's dr| S an
HorreSpadecryﬁttmcupﬁhmoh dn @mrmﬂo@dmtmﬂibodm:fentsrwthaprmem mment]bhe Thicl e ser ver

coll eCEié:c?’th? % alpi)l(i:c%}ugl? 2110 13% dec 10n o?ﬂ}eon%tvgorg%t%gagte rElata w1 ut t%e Ikngwledge
of the user/encrypter. The decryption application finds ID files that exist anywhere in the
enterprise system, creates a database of the ID files, associates the database with the
user/encrypter and subsequently decrypts the data.
[00154] At Event 576, the network storage data set is loaded into the analysis application
and, at Event 578, the network storage data set is exported to the requestor/reviewer for analysis.
[00155] Data block 580 signifies electronic data for forensics. At Event 582, a forensic
collector application, such as EnCase® may be executed on the devices of interest to collect data.
According to one embodiment of the invention, the forensic collector application may be
automatically deployed on the device of interest without the knowledge of the device user. In
accordance with another embodiment of the invention, a computer monitoring application may

be implemented (not shown in FIGS. 11 or 12) that monitors the network to determine the
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the need for any nmanual entry by the e-discovery manager or the like.

[ 00151] At Event 568, the barcoding application is inplenented at a staging
| ocation, such as short-termstaging drive (180) to attach a barcode to
the set of network storage data resulting fromthe particular collection.
The barcoded data is then copied and conmmuni cated to the | ong- term storage
area network (190) for pernmanent storage. At Event 570, the collected and
bar coded network storage data may be associated with a specific search term
set or sets. [00152] At Event 572 source-to-processing is inplenented to

i nsur eadditidn @mybﬂramtiemof ¢dnqmteratoethp natperkt hasébomaditverk statusindicasndasgh aed

f or mat s reqgard rd| 0 one enbodi nent of the invention,

| oose f I?ISEE 41’ Fﬁr%eéiu@ B’g‘?fgncy and, if relevant, stored in a proper
data foon 58t . SUAEhEﬁ:ﬁt §8478hE HatdoBing@lappli@itibh &Qmpﬂﬁ%nf&taadathghngm&dnﬁfsﬁﬁ W th
the non-standardized files is retained and remains with the reformatted

dat a f P4 shert-tefgustaging ériys Gé%gﬁﬁgchfq bagcads e e setg forgagic dpjareseliing frem B8 EML
for mat Pﬁﬁ%ﬁg c%ﬁect@Gﬁle Eﬁ%&e%a s 820 cb Pd gﬁm ﬁrﬁcaftéd t%%%@faﬁ Ldg | i ke.

[ 00153 vent e networ stora e encrypt ed are
decr y pstechge siea getwarkid @0y for permaaps|storagei dﬂ ,Evrmt Rocibe dalffﬂmd\md hareodeddi ment s

of the rese inv ntion decr t|o ication allows for decryption
of thef Ry %@géo%ﬁ?‘gw%}]laﬁgfﬁ ??QICE%‘\%D whge>© {of t he user/encrypter.

The degroxs’w]l on appkveRbsPsdufdendprodassind is smploiented tsinsiad yhalh amyelobse filbe
enterprise system creates a database qof the IDfiles, assomﬁ%des th

dat abaa® PReReRY formattod By 7 gapdardised dommat duHueraas: spoang 19 9ps op la"are@
[ 00 1541hepf1ve§}{8ﬁ.' Hoq¥é @Hestan?eﬁﬁﬁmrfgr RlRuR9end Al fel8Bht, kdrdddRdPebpePdfa t he

anal ysi's application and, at Event 5/8, the network storage data set is
export é:dmiab smdheas rdtflede or fhe dike.c ithe mmdms':mtgi with ﬂ@mﬁistaﬂéardlzml Blek 1580

signifies el ectronic a t

col | ecfgff" %#p‘ﬁ’ﬁ R laneif ﬁilff %gga%@iaet?% ?ﬁ %?@é)gggsé{nggn%ﬁd' %E@n%(elw ces of
i nt er egMI for@@tddefies, de8@ formAaedfildi, rIQthOnﬁHmdeﬁlmcadd deritkeof the invention,

t he forensi c collector _a pI icatio

g_ automatl %%leé% dee%l oyed on the
devi ce[W58ht er eAt Evint Aidfsthe foeengis dilgs é‘“’é’f beoperygledi B@fed WHE 33ccor dance
with aa&&ﬂgfon%gﬁ%haﬁ b aQbordahi€e wﬁuef%baﬁm@ O?Q{égk'és@ﬁt iHRAkibRr iThg appl i cation

may be not shown 1 n FIGS that nmonitors the network
t o det dearypi@ntappliction dldtws fondesryntigptof a@mebvprbfstomend@taémﬂloubthp ksowledgtor k

based op,netwprk st at ndi C e eturned
rom 1 ABORTsARASBRAHE: bR et RID R dar iR ARARRRAR A C
i npl eneimtpeis@iystens chgichg dhﬁabaﬁsteloﬁme IBuilbs, MCm‘mﬂte-dambmsesm&guhag drive (180)

to attach a barcode o the set of ensic data resulting fromthe
user/encrypter and subsequently decrypts the ata.

[00159] At Event 592, the forensic data set is loaded into the analysis application and, at
Event 594, the network storage data set is exported to the requestor/reviewer for analysis.
[00160] Data block 596 signifies collaborative data, such as data residing at discovery
sites, for example LiveLink® or the like. At Event 598, a discovery site collector application,
such as a LiveLink® collector application may be executed on the devices of interest to collect
data. According to one embodiment of the invention, the discovery site collector preserves at
least a portion of the discovery site database in the e-discovery database, including all files and
all revisions of the files. In this regard, the discovery site collector application queries against
the database to define what files need to be retrieved, then copies those files based on the result
of the query. Metadata pertaining to the files is retained in the case management system tables.

In accordance with another embodiment of the invention, the discovery site collector application
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particular collection. The barcoded data is then copi ed and conmuni cated to
the long-term storage area network (190) for permanent storage. At Event
586, the collected and barcoded forensic data nay be associated with a
specific search termset or sets. [00157] At Event 588 source-to-processing
is inplenented to insure that any loose files are properly formatted in a
standardi zed format. In this regard, according to one enbodi nent of the
invention, |oose files are exam ned for relevancy and, if relevant, stored
in a proper data format, such as a PST file or the like. The netadata
associ etlédtswhe dociiventsend theaeldtzd dictasldtafand @sesitbe metadata treaiitematicabyrsenasewi t h

t he reEor tted data files. Source-to-processing naybe required on EM
fornat}§ "$¥91es, MSG formatted files, IPD formatted files and the |ike.

[ 00158]00Ab1 EVent AbBlknt 60; tHeaedvling dpbli€sioh Meitnpidyenbsdl o A SlayPid6tato® such
decrypted using a decryat on application, in accordance wth enbodlnents

of t heapFhosidmim ptagiag Ariviil SPHe attadca Yaseadsio thsset fsliscayery pitodada FesltiB@cr ypt i on
of the ﬁlaﬁltmegéﬁ«uéa&rc%@ectﬂﬁt Wb G4 &abaqs lﬂﬁﬁ\%@@@ nd wmﬁlﬁﬁcaéﬁoltﬁ@fah%m er.

The decryption application finds ID files th exl st anywhere in
ent er pldrgestaysstasen netwerki( EY)) dorprermbpenbstofage. hat E@nt 60X the camﬂs@ed atdes t he

dat abase t he /encr ter. bsequ ntI ecr ts he dat a.
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appl i cpaolen and, AaEvenEB(Mlstouﬁ&élto ~proesding is@:lhisleﬁieﬁiredg:ﬂndm”eahﬁ ety logseflpor t ed to
t he requestor nifies

reV|e | ysi [[00160] Data b) ock 596
col | ab8efre m@ tafgiaa&g%e& fp@%atd.lﬂ&nafegaﬁds%e ing togne gul Oﬂ?ialﬁn@fanm e
Li veLi ais(lﬁoen%n tl&%e Iilds e MardaY@br RS and HdSE Pé{@\fa}it Skl i Qlpréifet Qita

application, such as a Li veLi nk(r) col I"ect or pllcatlon may be executed
on t hefatmat, sech asfa BT file o5 thetlige c Sltieanetadatppassociateb withi thegronstandardizad Bl dent  of

the | TYSAMLOR LHR-ILRE NELIoralhe GRL KRS RuRLSSEIN E8uRtna) RASLiRGRA {1 O

of the scover >diPSE6v ing al
files BML fcﬁdnhttesmbsimrs fcﬁfnattéteﬁresIIPD fommttehlfﬂesraagatedlket he discovery site

col | ector plication ai nst ., the dat abas i.ne at files
need tto%é?fetn &‘Ien %ﬂgffk‘éa’ﬁfxg?w Hisdata sef ’éi %ﬁ‘zé‘g" ﬁgs&? CRUOGE t he
query. aiehadadnd ot iedifoNsylse HAS sétiid é‘aﬁ)ol-t&i foechéltéaﬁgstéry}e{qbﬁexc{%ﬁ ghalfRRagement
systen1tab|es I n accordance w th another enbodiment of the invention, the

di scovE}0}64) t e cHrusepresnnt eppodimants bereslizcpsed proyiderar igmeenasients land t he
L R0 R LD TR L AR bl o
| ocat i systens thahproaislesfoo dita teberidshtaitdnpcated \retrietD presavat, seuwrthed, loeiceodie t o
the set (? progucea?ﬁ/ g:[{ Xfﬁcszfe}le "J«lctogit-f:rfiaec%J \lret rlneu%ler across the entire enterprise system. In
addition, by structuring management of e-discovery based on case/matter, custodian and data and
providing for linkage between the same, further efficiencies are realized in terms of identifying,
locating and retrieving data and Ieveraging results of previous e-discoveries with current
requests.
[00165] More specifically, embodiments herein disclosed provide for estimating financial
cost associated with an electronic discovery requests. Such an estimation allows the requester to
assess financial costs at the onset of the request. In addition to providing a cost estimate at or
near the time that the request is made, further embodiments of the invention previously
described, provide for a dynamic estimate of financial cost. The dynamic financial cost estimate
changes over time based on the e-discovery tasks already performed and a better assessment of
the degree of further e-discovery tasks yet to be performed. As such, the dynamic financial

estimate becomes a more accurate and reliable estimate the closer the e-discovery request is to
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fromthe particular collection. The barcoded data is then copi ed and
comuni cated to the long- term storage area network (190) for permnent
storage. At Event 602, the collected and barcoded di scovery site data may
be associated with a specific search termset or sets. [00162] At Event 604
source-to-processing is inplenmented to insure that any | oose files are
properly formatted in a standardi zed format. In this regard, according to
one enbodi nent of the invention, |oose files are exam ned for rel evancy
and, if relevant, stored in a proper data format, such as a PST file or

t he | i kempldtien. nbt fadhéralesged embedimentsschéduledanvatandagalicrmed il es i s

retalned and. re S wth the re ata fi [ ce: r ocessi ng
my be conpieuE GRS rsinestnk Agy Bhh FTisel et fur suffiug o gl SsfARr fmt £ 2o
files @ﬂﬁldefferdtdi@reﬁeﬂmésﬂealédomﬁvme B ﬁ)td’clﬁboéilaslﬁdét/@ﬂthe Sitingxtdlat a set is

| oaded |nto the anal ysis application_ and, at Event 608, the discovery site

data sE01p8] expoMhélgcertrin eremnday sapadineaihayeboen descafed gug shownfimthesa]) " Thus,
presentd %HB%Q}?%%%%&@ |sho Bk Sfiderst tﬂﬁt‘%\ﬁ%ﬁj &ﬂm Vﬁ%@l@?ﬁ’uéﬁﬁtwe of

el ectronic ver odlnents ereln ose or an
ent er pamckmt\msm:tare dn ﬂwdureacymvax}nsnmndttmmpmwtdmmot b¢ lipitechtot the brecific

identifie locat retrieved sear ched roduced
| an BeprosRS B fradsEhbit ¥ B RERHED s SRENE R i PR

syste Wbmlsiémn@}dﬁhdiﬂi@ﬁon@ﬁd%hbsﬂﬁdﬂﬂhb g addifiegRTRote sof fofth 6 the @H@Xe}pab@ﬁ@ﬁs O n
case/matter, custodian and data and providing for |inkage between the

sane, pigopableef f i ci encies are realized in terms of identifying, |locating
and retdm@w ng d?ﬁo'f}, 3Bfled FME ééﬂhﬁg Mhﬁeﬁhﬂfm@‘smﬁ@ﬁa@sMﬁﬁ&ﬁ*{ca&mw th
curren requests. 00165 Mor e spe fically, enbodi'nents herein disclosed

provi def the ﬂuseéftacnbttd emgaofdlmmaalbe configured withoud dephrimg from thesceps andrspisit

di scove Such i,0

1 nancrEeeBanioh: TeRdois- B B3 bR Pl Bk B BE 5P SR Bl e PR
cost egelififfdnboRinag be preftedidilter thaies khaifidalle deeejb@Elertia. made further

enbodi nents of the invention previously described, provide for a dynam c
estimate of financial cost. The dynam c financial cost estimte changes
over time based on the e-discovery tasks already performed and a better
assessnment of the degree of further e-discovery tasks yet to be perforned.
As such, the dynamic financial estimte beconmes a nore accurate and
reliable estimate the closer the e-discovery request is to 46 conpletion.
In further described enbodi nents, schedul ed invoi ces are generated and
comuni cated to the requesting party which reflect the dynam c estinate of
financial cost and provide for a conprehensive breakdown of the finite

fi xed cost aspect of the estinate.
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[00166] While certain exenplary enbodi nents have been described and shown
in the acconpanying drawings, it is to be understood that such enbodi nents
are nmerely illustrative of and not restrictive on the broad invention, and
that this invention not be limted to the specific constructions and
arrangenents shown and descri bed, since various other updates,

conbi nati ons, om ssions, nodifications and substitutions, in addition to
those set forth in the above paragraphs, are possible. [00167] Those
skilled in the art may appreciate that various adaptati ons and

nodi fications of the just descri bed.&f8di nents can be configured w thout
departing fromthe scope and spirit of the invention. Therefore, it is to
be understood that, within the scope of the appended clains, the invention
may be practi cedaGhdigdd fohastinRsing Be aésoGialeh Withgeefoirhiag ah eleCirdhic didcdrel M5 1.
A nmethod for estimating cost associated with performng an el ectronic

di scovérgiscqueryg rapssih method Gasprisifgie met hod conprising: receiving, at a
conmput i ng devi: r : phe S, ks,

wherei n Therene, B 4R b e o e b e

e- di scehercin thasdgepst imbdtdes niiteriafpr peifarnzing Srepue iongotesrdiseoverydeskssor, a cost
estimate for, the request baﬁed(%n.thecgrgteri%féﬁ&mg%&ﬂﬁgpiggﬁgggdone or
more e- di scOFEMINPESYE 8 CORRULNg GGy ICR BIOcESsoh & 0T N & R P Phe cost
est i Mt criferia HoLpdrRirag thé od @iniord e-dideevery taskga@ad vi ng further conpri ses,
receiving, at the conputing device, the request to performthe one or nore
e- di scover ySPHEE 4D cCHpRRiBEdeyine meRoRs the Gosf GsHEalet | east one of col | ecti ng
data, processing data or reviewi ng data. 3. The nmethod of claim1, wherein
receiving further conprises, receiving at the conputing device, the
request to Perf offhe mhtodnEclaim horkerein dicstyinedustheraoiopriseshescavimegt #éha equest

i nel ud ! Ca f : - di . d
unr e RoPRg Qe B B e SR R Rt PR o 7 AL VA B2 KRk 007

cl ai m Inchwleek Riast ohe 6Ltollcting dikd, bRicestnnlats@seviewingiduiang at the conputing
device, the request to performthe one or nore e-discovery tasks, wherein
the request includes criteria for performng the one or nore e-discovery

tasks, and gher eirhe hfiog bi Lighn & whel&h ya:ﬂeﬁ;i,egt flahé doMPEsASERGV R th one
or nore of the e-discovery tasks. 5. The nmethod of claim 1, wherein
recei vicogpitingtdeicecharrquest & pardemithe eng arimarp g-discovery tasks, wherein the request

includes criteria for performing the one or more e-discovery tasks, and wherein the criteria

includes a quantity of custodians.

4. The method of claim 1, wherein receiving further comprises, receiving at the
computing device, the request to perform the one or more e-discovery tasks, wherein the request
includes criteria for performing the one or more e-discovery tasks, and wherein the criteria

includes a data type associated with one or more of the e-discovery tasks.

5. The method of claim 1, wherein receiving further comprises, receiving at the
computing device, the request to perform the one or more e-discovery tasks, wherein the request
includes criteria for performing the one or more e-discovery tasks, and wherein the criteria
includes a data type associated with one or more of the e-discovery tasks and a quantity of

custodians.
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conputing device, the request to performthe one or nore e-discovery tasks,
wherein the request includes criteria for performng the one or nore

e-di scovery tasks, and wherein the criteria includes a data type
associated with one or nore of the e-discovery tasks and a quantity of
custodi ans. 48 6. The nethod of claim4, wherein determ ning further
conprises, determning, via the conputing device processor, the cost
estimate based on an e-discovery task rate and a historical average vol une
of data per e-discovery task and per data type. 7. The method of claimb5,
wher ei n det ér m NTgméthod hmlmmﬁpvﬁesm detebeiomgifuitheg compases t determonggy tviang

devi ce processor, the cost e sed n the uantlt stodrans an
e- dis Wﬂil%%ﬂwmpéocsﬁwr&ﬁ b il © r-‘fg?%abe IBFERL e Gl Ld

e- di sCyffiialtASkgddStuRRlof dah per d-HiBEOves: taskrdRt bastypt. clai m 1, Wher ein
receiving further conprises, receiving, at the conputing devrce t he

request to performthe one or nore e-discovery tasks, wherein the request

includes criteriqpf 1%&18&5{“8%1@3 5',9,vdﬁeli]§1199t@ 5’&‘@‘% c&hﬁﬁé%‘é%e}(erﬁﬂﬁﬁimaand

wherein the criteria 1 nc es’identity o Ilans. 9. The method of
cl ai m &e mh@uangrddmequmemon,ghé cost betimatobgsed eleélqumnymfwusg)dlams,am et he

d h based on h
- s BRBRFRY Sk P TShricl AVeste o PR £ O S PER B B0 e

net hod¢gf. claim 1, further conprising, determning, via a conputing device
processor, a dynam c cost estimate at predetermned intervals during a
period for performng the one or nore e- discovery tasks. 11. The nethod of

claim 10, wherei %ﬁ&%&mm&% § NEn %R 3P RrifOmk hgm«.@s B ARG at tOMPr i ses

determ ning, via the conputing device processor dynam ¢ cost estinmate
based oomputirfg device, thosiques sopdrrmdhawieorenate sdwere]y tagky svhpesitt e mstiesto- dat e

d ted t t ed t h fut I
por  or HEL SR B RET AR PR e et e Tt e T nam ¢ cost

estrnah@h&ugynﬁﬁwxg@mn@hags deternlnrng, via the conputing device
processor, the finite cost based on a first e- discovery task rate
appl i cabl e when the task was perforned and determ ning the estimated cost

based on a gurrefe fieflod oPMGHY 8 @Rdfeih @ERrmifthg further comprises determining, via

the computing device processor, the cost estimate based on historical e-discovery task data

associated with the identified custodians.

10.  The method of claim 1, further comprising, determining, via a computing device
processor, a dynamic cost estimate at predetermined intervals during a period for performing the

one or more e-discovery tasks.

11.  The method of claim 10, wherein determining the dynamic cost estimate further
comprises determining, via the computing device processor, the dynamic cost estimate based on
a finite cost associated with e-discovery tasks performed-to-date and an estimated cost associated

with future electronic tasks to be performed.

12.  The method of claim 11, wherein determining the dynamic cost estimate further
comprises determining, via the computing device processor, the finite cost based on a first e-
discovery task rate applicable when the task was performed and determining the estimated cost

based on a current e-discovery task rate.
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13. The nmethod of claim 10, further conprising generating, via a conputing
devi ce processor, an invoice that includes the dynam c cost estinmate. 14.
The net hod of claim 13, wherein generating the invoice further conprises
generating, via the conputing device processor, the invoice that includes a
cost breakdown of one or nore e-discovery tasks perfornmed to date and a
rate applied to each of the electronic tasks perforned. 15. The nethod of
claim 12, wherein generating the invoice further conprises generating, via
t he conputing device processor, the invoice that includes the cost
breakdown of the one or nore e-discovery tasks perfornmed to date, wherein

the e-discoyery sks_.incl yde or nore.of proj.ect.managenent, .data
col | ecti on, Ygat a%gq IBE@Q@P#&“&? P(g g'l“g’eﬁ GETPARE %‘i%?mh‘%& M-y ?‘rsé?r%%"g%\gg Fyice

gener a?fd&@ss@ﬂ ah T@{ce thet Rclles RleAohdricestdbbavery (e-di scovery) request,
the nethod conprising: determ ning, via a conputing device processor, a
finite cost associated with tasks related to an e-di scovery request and
performed to,datg; F QL i Q@HM i : i Qk, an

esti mat ed cg%t agg%@?%§%§}§F@%“L¥§§E§“ge atggﬂggg§%g§§w§%§%§§§%§ request
and yeferenating, yie teoonpatinglétvicaprodasgpr, the mvaice dhap includgs aleast brsalplovaedsor, a

dynam c _cost esti.mate hased an the.finite cost..a t he t Lt ed st; and
goner aER Mo E SNpuTRRn G EmeL & fi tet S TRitl R e et sBR N EN |,
the e- peifsigMery request that includes the dynamc cost estimate. 17. The
met hod of claim 16, wherein generating the invoice further conprises
generating, via the conputing device, the invoice that includes a breakdown

of the finiye coge ﬁ%od%f@lmpx%eré&ﬁ%mﬁ}ﬁ%m@&@e R h B ofhpr LS

associated wth each e-discovery task. e nethod of claim 17,

gener ajgemegatingevia theciomgpufing dédee proenssdrstbs inyeive thzat inslyidesy thg costihecagdompued ng

gen: corpufing rarges i <abds
et o 85 AL B0 o il (i Relibed STl TRl IRt bl BT

of pr ojoeflord @ pRGERMnagEhRdng daelollegiidnpdata pidtessinp @€ data ipolgicatiordat a
publication. 19. An apparatus for estimating cost associated with
performng an electronic discovery (e-discovery) request, the apparatus

conpri sing: 13 COoMRHEhEWfIR bt A ah MV I BParfel BitRBRSERIOVEH) Je-RisBRIBY)Y ;

request, the method comprising:

determining, via a computing device processor, a finite cost associated with tasks
related to an e-discovery request and performed to date;

determining, via a computing device processor, an estimated cost associated with
tasks related to the e-discovery request and yet to be performed;

determining, via a computing device processor, a dynamic cost estimate based on
the finite cost and the estimated cost; and

generating, via a computing device processor, an invoice associated with the e-

discovery request that includes the dynamic cost estimate.

17.  The method of claim 16, wherein generating the invoice further comprises
generating, via the computing device, the invoice that includes a breakdown of the finite cost per
e-discovery task and per one or more rates associated with each e-discovery task.

18.  The method of claim 17, generating the invoice further comprises generating, via

the computing device processor, the invoice that includes the breakdown of finite cost per e-
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an e-di scovery request application stored in the nenory, executable by the
processor and configured to receive requests to performone or nore

e-di scovery tasks, wherein the requests define criteria for perform ng the
one or nore e-discovery tasks; and an e-di scovery cost estimation
application stored in the nenory, executable by the processor and
configured to determne a cost estimate for the request based on the
criteria for performng the one or nore e-discovery tasks. 20. The
apparatus of claim19, wherein the e-discovery request application is

f ur t hediscoeny iagly vdardnothe esticoeery sk imdudesine bomoer ¢larojedt menagameant, datr e

e-di scovlﬁ%ﬁ t%% s, Wwherein %h@k}.a ks include at | east one of collecting
dat a, FP'OEESY; ép(ﬁ%‘:teﬁs“%ﬁorr lﬁasloﬂat a. 21. The apparatus of claim 19,
wherein the e-discovery request application is further configured to

receive the request to performthe one or nore e-djscovery tasks, wherein
the request® defpappasaiis for esimatmerAgasiogiatedavith prorPing N ElSsHERCa quant ity

of Cush&%ﬁpﬂ%‘g,&gﬁg‘?@eﬁg&wﬁé%a&hsgbﬂ’?’gg& L, wherein the c-discovery

request appli urt’her_ configu 0 receive the request to
per f or m t heaoompamgmbatfrm-inélsdioy e pyocessgkand avhemetiyn t he requests define

criteria and erein the criteria includes a data t ssociated wi t.h one
o e of i FaREStcefel bhaiiyd 4950 IS ninkR SARHARARE LR O
the e- dbiFLAYRYtY réRBdesucatd B pet i @he bsmbty d-tietovesandkisguliceintie: egasisve t he
request. to performthe one or nore e-djscovery tasks, wherein the requests
def i ne dekine @iterip ToRper{gyBng the PREOTIRPLE &7 1%9°V‘Ffé’lt%/?5§§‘n data type associ ated

Wi th one or ;iRlgRcondy %(#b?eﬁfn%i%ﬁ%ﬁfcﬁﬁ&@ﬁ&%dMe%&&!ﬁﬂtéxééﬁt&ﬁe gpeodi ans. 51

24. The apparatus of aim 22, erein the e-discovery cost estination
appl i catrdcessor and donfigured teodntérimgneraeebst estithatedpniha gequis begpsiiondhe ¢ritaiafobased on
an e-di s]]%over% task rate a@ tSori cal average vol une of data per

d a I
el ect r SR ¢ Yt @ng?gr?lggeke'alﬁc VS P[‘lﬂ%ata type. 25. The apparatus of claim 23,

wherein the e-discovery cost estimation application is further configured
to determ ne_ the_cost esti e sed on the guantity of custodi.aps, an e-
di scovery tgg'k r APSARPATRIS Oﬁiﬂefaﬁsc‘é{ er%ﬂ\l}é]ileaﬁgﬂ%’ieﬂfn‘igg‘bqﬂ ﬂﬁ’ﬁ&?tﬁ’é‘rls Eﬁ“@ﬁ’i ronic
di scoveryidiRsitoBdiiRehe refadsfiol pePBrm 2R onERe nRPPaUREsErPlasls] FheethShe ¥y ei n
the e-di scovery request application is further configured to receive the

r eques tincdluslepié Fehghrone pheollspiniatarprasessing datrovrapyicvigldala. wherein the requests
define criteria and wherein the criteria includes identity of the
cust odi ans.

21.  The apparatus of claim 19, wherein the e-discovery request application is further

configured to receive the request to perform the one or more e-discovery tasks, wherein the

requests define criteria and wherein the criteria includes a quantity of custodians.

22.  The apparatus of claim 19, wherein the e-discovery request application is further
configured to receive the request to perform the one or more e-discovery tasks, wherein the
requests define criteria and wherein the criteria includes a data type associated with one or more

of the e-discovery tasks.

23.  The apparatus of claim 19, wherein the e-discovery request application is further
configured to receive the request to perform the one or more e-discovery tasks, wherein the
requests define criteria and wherein the criteria includes a data type associated with one or more

of the e-discovery tasks and a quantity of custodians.
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27. The apparatus of claim 26, wherein the e-discovery cost estinmation
application is further configured to determ ne the cost estinmate based on
hi storical electronic discovery task data associated with the identified
cust odi ans. 28. The apparatus of claim 19, wherein the e-discovery cost
estimation application is further configured to determ ne a dynam c cost
estimate at predetermned intervals during a period for performng the one
or nore e-discovery tasks. 29. The apparatus of claim 28, wherein the

e-di scovery cost estimation application is further configured to determ ne
t he dynam c24ost Tbesztpparatus off elemnl 23 wizerdin tliet eediswtryaosicsiimnieeh applipation is

di f d d d h
Fut ur o i poat e RERuEmIRe th o 3 Fnfi Enad of h S EerE PRk B BRFA T Do

wher ei RistofiRalQveiage Gvlemy o€ 8ith Part dl@roieliscoadry Rk and pérld]ﬁtahﬂ!se configured to
determne the finite cost based on a first e-discovery task rate applicable
when the task was perforned and determ ne the estinmated cost based on a

current e- dQ§COV~§fleyzg, LARN Jf fafn 25%”&1@111?1&% &W@tdéét éﬂﬁmﬁﬁéﬁ &Pphbationys t her

conprising an e- very invoice application stored in the menory,
execut fbther bynfighedpo dctasrsm thgiedst estirhatg based on thoymmptitytod cugiodignsoitce t hat

i ncl udes the dynam ¢ c t estinate. erein
the o aretsbeP R A EdRpiR ke ol R fraRe UeBlih: BheelBicha e Pl
i nvoi cdathlddle. i ncl udes a cost breakdown of one or nore e-discovery tasks

perforned to date and a rate applied to each e-di scovery task perforned.
33. The apparatus of claim 31, wherein the e-discovery invoice application

is further %Gonf"l"ﬂé'iﬁﬂrahg JFenghaYy ewﬁé?én'tﬁé’@ﬂ@&w%ﬂﬁ‘é?ﬁéﬁﬁi @alohhgfmaﬁ _
breakdown of the oné or nore e- discovery tasks orned to date, wherein

t he e- donftguvaskty recgbiedhd reqhastio psrferm theramedr gforge- d]S@mery tnglsagberaimthe dat a
Sglnlerez%?lqﬁgﬂ%%ﬁfnﬁ \?Bien% ébdﬂgreﬂ{ %Enf%nQHR JBRIdeRE on?’?h o&[&%r atus for

olrce ronic scov I'scovery) request,
t he appar at us conpriS|ng a conputlng platformincluding a processor and a

nMenory; di scover cost st li.cation stored.in the
exec u%/abl e %?f I i 4 I gﬁ% éfrf”&?ﬁ]%g Ichts%ovégat%)ﬁ Sﬁglaﬁé’? ?I?ﬁhf:%tloéldgt
associ lffly %ﬂdgu%% aéteﬁﬂn& ﬁre%st%sﬁﬁﬁt% DasedDnHi®6kidaPeldctomsl GSRVERaskequest

determ ne an estimted cost associated with yet-to-be perforned
data associated with the identified custodians.

28.  The apparatus of claim 19, wherein the e-discovery cost estimation application is
further configured to determine a dynamic cost estimate at predetermined intervals during a

period for performing the one or more e-discovery tasks.

29.  The apparatus of claim 28, wherein the e-discovery cost estimation application is
further configured to determine the dynamic cost estimate based on a finite cost associated with
e-discovery tasks performed to date and an estimated cost associated with future electronic tasks

to be performed.

30.  The apparatus of claim 29, wherein the e-discovery estimation application is
further configured to determine the finite cost based on a first e-discovery task rate applicable
when the task was performed and determine the estimated cost based on a current e-discovery

task rate.
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tasks related to the e-di scovery request and determ ne a dynam c cost
estimate based on the finite cost and the estimted cost; and an

e-di scovery invoice application stored in the nmenory, executable by the
processor and configured to generate an invoice associated with the

e-di scovery request that includes the dynamc cost estimate. 35. The
apparatus of claim 34, wherein the e-discovery invoice application is
further configured to generate the invoice that includes a cost breakdown
of the finite cost per e- discovery task and per one or nore rates

associ at ed .t h Eaxdpperatiisof ohaan Y8.t :r c@@priSihg am piscentens inypice bpplieadn

assoo th ain 95 faghr coBprie o
gener abg i Ee bRy kel R b BB e PRl Wy SFTRL BRE B ©

e- di scaichidys thedyhasik cosbaimita t he e-di scovery task include one or nore of
proj ect managenent, data collection, data processing or data publication.
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32.  The apparatus of claim 31, wherein the e-discovery invoice application is further
configured to generate the invoice that includes a cost breakdown of one or more e-discovery

tasks performed to date and a rate applied to each e-discovery task performed.

33.  The apparatus of claim 31, wherein the e-discovery invoice application is further
configured to generate the invoice that includes the cost breakdown of the one or more e-
discovery tasks performed to date, wherein the e-discovery tasks include one or more of project

management, data collection, data processing or data publication.

34.  An apparatus for generating an invoice for an electronic discovery (e-discovery)
request, the apparatus comprising:

a computing platform including a processor and a memory;

an e-discovery cost estimation application stored in the memory, executable by the
processor and configured to determine a finite cost associated with performed-to-date tasks
related to a e-discovery request, determine an estimated cost associated with yet-to-be performed
tasks related to the e-discovery request and determine a dynamic cost estimate based on the finite
cost and the estimated cost; and

an e-discovery invoice application stored in the memory, executable by the processor and
configured to generate an invoice associated with the e-discovery request that includes the

dynamic cost estimate.

35.  The apparatus of claim 34, wherein the e-discovery invoice application is further
configured to generate the invoice that includes a cost breakdown of the finite cost per e-
discovery task and per one or more rates associated with each e-discovery task.

36.  The apparatus of claim 34, wherein the e-discovery invoice application is further

configured to generate the invoice that includes the cost breakdown of finite cost per e-discovery

53



task, wherein the e-discovery task include one or more of project management, data collection,

data processing or data publication.
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