[DESCRIPTION]

[Title of Invention]

FILE ENCRYPTING APPARATUS, FILE DECRYPTING APPARATUS, SYSTEM
AND PROGRAM

[Technical Field]

[0001]

The present invention relates to a file encrypting apparatus, a file decrypting
apparatus, a system and a program.
[Background Art]

[0002]

A method to transmit an electronic file safely and simply has been known, and
the method uses a management server that manages a decryption password required for
decryption of an encrypted electronic file (please see Patent Document 1, for example).

Patent Document 1: Japanese Patent Application Publication No. 2010-154419
[SUMMARY]

[Technical Problem]
[0003]

Conventionally, there was a problem that access authorities cannot be
controlled sufficiently in online environments. For example, hardware such as dongles
or memories is required to control access authorities in online environments.

[Means for Solving Problem]
[0004]

In a first aspect, a file encrypting apparatus includes: an encryption key
acquiring unit that acquires one or more encryption keys determined for respective ones
of one or more users permitted to access an electronic file; a file encrypting unit that
encrypts the electronic file; a supplementary information encrypting unit that encrypts,
by using the one or more encryption keys, supplementary information including a file
decryption key required for decryption of the encrypted electronic file; and an output
unit that outputs the encrypted supplementary information in association with the
encrypted electronic file.

[0005]

In a second aspect, a file decrypting apparatus decrypts an encrypted electronic
file in which: encrypted supplementary information including a file decryption key
required for decryption of an encrypted electronic file; and user identification
information identifying respective ones of one or more users permitted to access the
electronic file are associated with each other, and the file decrypting apparatus includes:



a supplementary information decrypting unit that decrypts the encrypted supplementary
information using a supplementary information decryption key predetermined for a user
of the file decrypting apparatus if user identification information of the user of the file
decrypting apparatus is associated with the electronic file; and a file decrypting unit that
decrypts the encrypted electronic file using the file decryption key included in the
supplementary information if the user identification information of the user of the file
decrypting apparatus is associated with the electronic file.
[0006]

The summary clause does not necessarily describe all necessary features of the
embodiments of the present invention.

The present invention may also be a sub-combination of the features described above.

[BRIEF DESCRIPTION OF DRAWINGS]
[0007]

FIG. 1 illustrates one example of a file access system 100 together with a
communication network 70.

FIG. 2 schematically illustrates the block configuration of a user device 10.

FIG. 3 schematically illustrates the block configuration of a user device 20.

FIG. 4 schematically illustrates the block configuration of a management server
110.

FIG. 5 schematically illustrates the block configuration of a cooperating server
120.

FIG. 6 illustrates a processing sequence in a case where an electronic file 30 is
encrypted in the user device 10.

FIG. 7 illustrates a processing sequence in a case where an encrypted file 40 is
accessed in the user device 20.

FIG. 8 illustrates a processing sequence in a case where the electronic file 30 is
shared in a file sharing server 130.

FIG. 9 illustrates a processing sequence according to another method in which
the electronic file 30 is shared in the file sharing server 130.

FIG. 10 illustrates a processing sequence in a case where the user device 20
accesses the encrypted file 40 downloaded from the file sharing server 130.

FIG. 11 illustrates a processing sequence in a case where the encrypted file 40
shared in the file sharing server 130 is displayed through browsing software such as a
WEB browser.

FIG. 12 illustrates a processing sequence in a case where the encrypted file 40
on the file sharing server 130 is converted back to the electronic file 30 before



encryption.

FIG. 13 illustrates another example of an encryption process in the user device
10.

FIG. 14 illustrates a process flow showing operation in a case where the user
device 20 accesses the encrypted file 40.

[DESCRIPTION OF EXEMPLARY EMBODIMENTS]
[0008]

Hereinafter, (some) embodiment(s) of the present invention will be described.
The embodiment(s) do(es) not limit the invention according to the claims, and all the
combinations of the features described in the embodiment(s) are not necessarily
essential to means provided by aspects of the invention.

[0009]

FIG. 1 illustrates one example of a file access system 100 together with a
communication network 70. The file access system 100 provides an IRM (Information
Rights Management) function for data such as an electronic file. The file access
system 100 comprises a user device 10, a user device 20, a management server 110, a
cooperating server 120 and a file sharing server 130. The communication network 70
includes the Internet, for example. The communication network 70 may include a
fixed network and a mobile communication network.

[0010]

The management server 110, the cooperating server 120 and the file sharing
server 130 are provided outside the user device 10. Also, the management server 110,
the cooperating server 120 and the file sharing server 130 are provided outside the user
device 20. The user device 10 and the user device 20 transmit and receive information
to and from the management server 110 and the file sharing server 130 via the
communication network 70. The cooperating server 120 transmits and receives
information to and from the management server 110 and the file sharing server 130 via
the communication network 70. The user device 10 may be a personal computer, a
mobile phone terminal, a mobile information terminal etc., for example. The user
device 20 may be a personal computer, a mobile phone terminal, a mobile information
terminal etc., for example. IRM software is installed on the user device 10 and the
user device 20. The management server 110 is realized by a computer. The
cooperating server 120 is realized by a computer. The file sharing server 130 is
realized by a computer.

[0011]
In the present embodiment, the user device 10 generates an electronic file.



The user device 20 accesses the electronic file generated by the user device 10.
[0012]

A user 180 is a creator who creates an electronic file 30. The user 180 creates
an electronic file by using the user device 10. A user 190 is an accessing person who
accesses data of the electronic file 30 created by the user 180. For example, the user
190 views the data of the electronic file 30 by using the user device 20.

[0013]

The user device 10 creates the electronic file 30 based on an instruction from
the user 180, etc. The user device 10 encrypts the electronic file 30 to generate an
encrypted file 40 which is an encrypted electronic file. Based on an instruction from
the user 180, etc., the user device 10 selects an access right and an access-permitted user
who can access data of the electronic file 30. Examples of the access right include
those permitting only viewing, permitting only viewing and editing, etc. Management
information indicating a user ID and the access right of the access-permitted user is
transmitted from the user device 10 to the management server 110 to be managed by the
management server 110 together with a decryption key of the encrypted file 40. The
user ID may be a mail address. Various types of information other than a mail address
may be applied as the user ID.

[0014]

The encrypted file 40 is passed over to the user device 20 and to the user 190
via an e-mail, a storage medium, etc., and is accessed through the user device 20.

When accessing the encrypted file 40, the user device 20 transmits information
indicating the user 190 to the management server 110. When having determined that
the user 190 is included in access-permitted users based on management information,
the management server 110 transmits a file decryption key and access right information
to the user device 20. The user device 20 performs decryption by using the file
decryption key received from the management server 110 to acquire the data of the
electronic file 30. The user device 20 is allowed to access the data of the electronic
file 30 according to the access right information.

[0015]

Next, file sharing by using the file sharing server 130 is schematically
explained. The user 180 has an account in the file sharing server 130, and has a
dedicated file storage space in the file sharing server 130. The file sharing server 130
can be set such that an access right of a user other than the user 180 can be set for an
electronic file in a folder for the user 180. For example, the file sharing server 130 can
set an access right of a user other than the user 180 for an electronic file in a specific



folder. For example, the user 190 may be permitted only to view the electronic file or
may be permitted only to view and edit the electronic file. When a file is to be shared
by using the file sharing server 130, the user device 10 uploads the encrypted file 40 to
a predetermined folder in the file sharing server 130. Then, the user device 10
acquires, from the file sharing server 130, a shared file ID of the encrypted file uploaded
to the file sharing server 130. The shared file ID is one example of information
identifying a file stored in the file sharing server 130. The user device 10 transmits the
shared file 1D to the management server 110.

[0016]

The user device 20 directly downloads the encrypted file 40 from the file
sharing server 130 to acquire the encrypted file 40. When opening of the encrypted
file 40 is attempted in the user device 20, a user ID of the user 190 is transmitted to the
management server 110, and the management server 110 is requested to provide a file
decryption key for decrypting the encrypted file 40. The management server 110
transmits the shared file ID of the encrypted file 40 to the cooperating server 120. By
using the shared file 1D, the cooperating server 120 acquires access right information of
a shared folder in which the encrypted file 40 is stored. Based on the access right
information, the cooperating server 120 generates access right information in the user
device 20, and transmits the access right information to the management server 110.
The management server 110 transmits the file decryption key and the access right
information to the user device 20. Thereby, the user device 20 is allowed to access the
data of the electronic file 30 according to the access right set for the shared folder in the
file sharing server 130.

[0017]

Also, as another method of file sharing by using the file sharing server 130, a
method of storing an unencrypted electronic file 30 in a shared folder in the file sharing
server 130 is schematically explained. The user device 10 uploads the electronic file
30 to the file sharing server 130 to store the electronic file 30 in the shared folder. The
cooperating server 120 is monitoring the shared folder, and when the electronic file 30
is newly stored, the cooperating server 120 encrypts the electronic file 30, and uploads
the obtained encrypted file to the shared folder in the file sharing server 130. Next, the
cooperating server 120 acquires, from the file sharing server 130, a shared file ID of the
encrypted file uploaded to the file sharing server 130 and transmits the shared file ID to
the management server 110, as in the case of encrypting the electronic file 30 in the user
device 10. Thereby, when the user device 20 downloads the encrypted file 40 from the
file sharing server 130, and opens it, it is allowed to access the data of the electronic file



30 according to an access right set for the shared folder in the file sharing server 130.
[0018]

It should be noted that as an example of sharing the encrypted file 40 in the file
sharing server 130, the case where the user device 20 downloads the encrypted file 40
from the file sharing server 130 was explained. However, once the encrypted file 40 is
stored in the file sharing server 130, the user device 20 is allowed to access the data of
the electronic file 30 according to an access right of the shared folder regardless of
through which path the user device 20 has obtained the encrypted file 40 after the
storage.

[0019]

FIG. 2 schematically illustrates the block configuration of the user device 10.
The user device 10 has a file encrypting unit 200, an encrypted file generating unit 210,
a supplementary information generating unit 230, a monitoring unit 260, a storage unit
290 and a transceiving unit 280.

[0020]

The transceiving unit 280 performs communication via the communication
network 70. The transceiving unit 280 communicates with the management server 110,
the file sharing server 130, etc. The transceiving unit 280 is realized by a
communication apparatus such as a network interface. The storage unit 290 stores
therein data of an electronic file, etc. The storage unit 290 is realized by a recording
apparatus such as a hard disk.

[0021]

The file encrypting unit 200 encrypts an electronic file stored in the storage
unit 290. The supplementary information generating unit 230 generates supplementary
information that is supplementary to the encrypted electronic file. For example, the
supplementary information includes a file ID identifying an electronic file encrypted by
the file encrypting unit 200. The supplementary information generating unit 230 may
encrypt the supplementary information.

[0022]

The encrypted file generating unit 210 generates an encrypted file based on an
electronic file encrypted by the file encrypting unit 200. The encrypted file may be an
electronic file encrypted by the file encrypting unit 200. The encrypted file may be an
electronic file which is encrypted by the file encrypting unit 200 and which is
supplemented with the supplementary information generated by the supplementary
information generating unit 230 or in which the supplementary information is embedded.
The transceiving unit 280 transmits, to the outside via the communication network 70,



the encrypted file generated by the encrypted file generating unit 210. The destination
of the transmission of the encrypted file may be the file sharing server 130, the user
device 20, a mail server, etc. The monitoring unit 260 monitors a predetermined folder
in a file system constructed by using the storage unit 290. When a new electronic file
is stored in the predetermined folder, the monitoring unit 260 causes the file encrypting
unit 200 to encrypt the new electronic file.

[0023]

FIG. 3 schematically illustrates the block configuration of the user device 20.
The user device 20 has a file decrypting unit 300, a preprocessing unit 340, a decryption
determining unit 330, an access control unit 370, a storage unit 390 and a transceiving
unit 380.

[0024]

The transceiving unit 380 performs communication via the communication
network 70. The transceiving unit 380 communicates with the management server 110,
the file sharing server 130, etc. The transceiving unit 380 is realized by a
communication apparatus such as a network interface. The storage unit 390 stores
therein data such as an electronic file. The storage unit 390 is realized by a recording
apparatus such as a hard disk.

[0025]

The storage unit 390 stores therein an encrypted file. The preprocessing unit
340 extracts file identification information from the encrypted file 40 stored in the
storage unit 390. The transceiving unit 380 transmits the extracted file identification
information to the management server 110, and receives a file decryption key and
access right information from the management server 110. The file decrypting unit
300 decrypts the encrypted file 40 by using the file decryption key. The data of the
electronic file 30 obtained by decryption is displayed on a display apparatus connected
to the user device 20, etc. The access control unit 370 controls access to the data of the
electronic file 30 based on the access right information.  Processes of the decryption
determining unit 330 are described below.

[0026]

FIG. 4 schematically illustrates the block configuration of the management
server 110. The management server 110 has an authorization information processing
unit 400, a transceiving unit 480 and a storage unit 490.

[0027]

The transceiving unit 480 performs communication via the communication

network 70. The transceiving unit 480 communicates with the cooperating server 120,



the user device 10, the user device 20, etc. The transceiving unit 480 is realized by a
communication apparatus such as a network interface. The storage unit 490 stores
therein data such as authorization information. The storage unit 490 is realized by a
recording apparatus such as a hard disk.

[0028]

The storage unit 490 stores therein management information that associates a
file 1D, a user ID and access right information indicating a right to access a file by a
user identified by the user ID. The authorization information processing unit 400
acquires, from the storage unit 490, access right information that is associated with a
file ID and a user ID. The access right information acquired by the authorization
information processing unit 400 is transmitted to the user device 20 via the transceiving
unit 480.

[0029]

FIG. 5 schematically illustrates the block configuration of the cooperating
server 120. The cooperating server 120 has a file encrypting unit 500, an encrypted
file generating unit 510, a supplementary information generating unit 530, a
preprocessing unit 540, a file decrypting unit 550, a data converting unit 570, a
monitoring unit 560, a transceiving unit 580 and a transceiving unit 582.

[0030]

The transceiving unit 580 performs communication via the communication
network 70. The transceiving unit 580 communicates with the management server 110.
The transceiving unit 582 performs communication via the communication network 70.
The transceiving unit 582 communicates with the file sharing server 130. The
transceiving unit 580 and the transceiving unit 582 are realized by communication
apparatuses such as a network interface. Functions and operation of respective other
units of the cooperating server 120 are described below.

[0031]

First, basic operation of the user device 10, the user device 20 and the
management server 110 is explained by referring to FIG. 6 and FIG. 7.

[0032]

FIG. 6 illustrates a processing sequence in a case where the electronic file 30 is
encrypted in the user device 10. At S600, the supplementary information generating
unit 230 sets access right information for data of the electronic file 30 according to an
access right designated by the user 180. For example, the user 180 designates an
access-permitted user who is permitted to access the data of the electronic file 30.
Also, the user 180 designates access right information including the contents of



operation that an access-permitted user is permitted to perform or prohibited from
performing on the data of the electronic file 30. Examples of the contents of permitted
or prohibited operation on the data of the electronic file 30 include viewing, printing,
watermark printing, editing, saving, copying of data to a memory region such as a
clipboard, capturing of a display screen, the number of times of viewing, a
viewing-allowed period, etc.

[0033]

At S610, the supplementary information generating unit 230 generates a file ID
identifying the electronic file 30. The file ID is one example of information
identifying the electronic file 30 among a plurality of files access of which is managed
by the management server 110.

[0034]

At S620, the file encrypting unit 200 generates a file encryption key and a file
decryption key. At S630, the file encrypting unit 200 encrypts the electronic file 30 by
using the file encryption key. At S640, the encrypted file generating unit 210
generates the encrypted file 40 including the file ID generated at S610, and the data of
the electronic file 30 encrypted by the file encrypting unit 200.

[0035]

Subsequently, the transceiving unit 280 transmits, to the management server
110, management information including the access right information generated at S600,
the file ID generated at S610 and the file decryption key generated at S620 (S650).

The management information received at the management server 110 is stored in the
storage unit 490 (S660). Specifically, the access right information is stored in the
storage unit 490 in association with the file ID and the user ID identifying an
access-permitted user. It should be noted that the user 180 who is the creator of the
encrypted file 40 can alter the access right information corresponding to the encrypted
file 40 stored in the storage unit 390 after the management information is stored in the
storage unit 390. For example, the user 180 may access the management server 110 by
using the user device 10 to alter the access right information.  Also, the user 180 may
receive, through the communication network 70, a request to alter the access right
information from the user 190 or another user, and alter the access right information in
response to the alteration request. For example, the management server 110 receives,
through the communication network 70, a request to alter the access right information.
Examples of the request to alter access right information include a request to
additionally give other authority such as editing authority to the user 190 who is an
access-permitted user, a request to additionally give viewing authority to another user



who is not an access-permitted user, or other requests. The authorization information
processing unit 400 transmits, to the user 180 via transceiving unit 480, a request to
alter the access right information. When an instruction by the user 180 to permit the
contents to be altered is accepted at the user device 10, a response indicating approval of
the alteration request is transmitted to the management server 110 via the transceiving
unit 280. At the management server 110, under the condition that the response
indicating approval of the alteration request has been received, the authorization
information processing unit 400 alters the access right information according to the
contents to be altered requested in the alteration request.

[0036]

FIG. 7 illustrates a processing sequence in a case where the encrypted file 40 is
accessed in the user device 20. At S710, if it is instructed by the user 190 to open the
encrypted file 40, the preprocessing unit 340 reads out a file ID from the encrypted file
40 (S720).

[0037]

At S730, the transceiving unit 380 transmits, to the management server 110, the
user ID of the user 190 and the file ID read out at S720. At S740, the authorization
information processing unit 400 reads out the file decryption key and the access right
information of the user 190 for the data of the electronic file 30 identified with the file
ID. Specifically, the authorization information processing unit 400 acquires the file
decryption key and the access right information stored in the storage unit 490 in
association with the received file ID and user ID. The transceiving unit 480 transmits
the acquired access right information and file decryption key to the user device 20
(S750).

[0038]

At S760, the file decrypting unit 300 decrypts the encrypted file 40 by using
the received file decryption key. Specifically, the file decrypting unit 300 decrypts the
data portion of the encrypted electronic file 30 included in the encrypted file 40.

[0039]

At S770, the access control unit 370 controls access to the data of the decrypted
electronic file 30 according to the access authorization information. For example,
when the user 190 is prohibited from editing the electronic file 30, the access control
unit 370 does not accept user operation to alter the data of the electronic file 30. The
access control unit 370 may respond with NOP to user operation to alter the data of the
electronic file 30.

[0040]

10



It should be noted that control on the data of the encrypted file 40 and the
electronic file 30 at the user device 20 may be implemented by using at least one of
code injection, such as DLL injection, and APIl hook. As one example, a case where
access to the encrypted file 40 by a viewing application used for viewing the electronic
file 30 is controlled by using DLL injection and API hook is explained. The viewing
application may be application software provided by a third-party which is different
from the provider of the IRM software. Also, the file name extension of the encrypted
file 40 is associated with a viewing application in the operating system (OS), and when
the encrypted file 40 is to be opened, the viewing application is activated. As one
example, it is assumed that the electronic file 30 is a document file, the OS is Windows
(registered trademark), and the viewing application is Word (registered trademark).

The file name extension of the encrypted file 40 may be the predetermined extensions of
the viewing application such as ".doc" or ".docx".
[0041]

At S710, when the OS is instructed to open the encrypted file 40, the viewing
application is activated under the control of the OS. At the time of activation of the
viewing application, a program code to realize a process of the APl used in the viewing
application is arranged on a memory mapped to a process of the viewing application.
For example, a program code to realize a process of CreateFile API to return a file
handle for accessing a file is arranged on the memory. Here, the access control unit
370 inserts, by DLL injection, a program code for file control to realize the processes of
S720, S730 and S760 into the process of the activated viewing application.  Also, the
access control unit 370 relates, by API hook, an address on the memory, on which the
inserted program code is arranged, with CreateFile APl.  Thereby, when the encrypted
file 40 is designated in the viewing application to call up CreateFile API, a process of
the inserted program code for file control is actually executed in place of the OS's
original process of CreateFile API.

[0042]

The process of the inserted program code for file control is explained. The
OS's original process of the address related with the CreateFile API is executed, and a
file handle of the encrypted file 40 is acquired. Also, the file handle is designated to
call up ReadFile API, and the contents of the encrypted file 40 are acquired. Then,
based on the contents of the encrypted file 40, it is determined whether or not it is an
encrypted file conforming to the IRM software, and when the encrypted file 40 is not an
encrypted file conforming to the IRM software, the acquired file handle is returned.
When the encrypted file 40 is an encrypted file conforming to the IRM software, the file
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ID embedded in the encrypted file 40 is read out (S720). Subsequently, by
communication with the management server 110, the processes of S730 and S750 are
performed. Then, encrypted data of the electronic file 30 in the encrypted file 40 is
decrypted on the memory, and the decrypted data of the electronic file 30 is arranged on
the memory. Then, a file handle designating the address of the decrypted data of the
electronic file 30 arranged on the memory is returned. Thereby, it becomes possible to
access the electronic file 30 in the viewing application. In this manner, by the
operation of the viewing application, S720, S730, S760 and S760 are performed.
Thereby, it is possible to access the data of the electronic file 30 in the encrypted file 40
without writing the decrypted data of the electronic file 30 on a non-volatile recording
medium.

[0043]

Next, access control at S770 is explained. The access control unit 370 inserts,
by DLL injection, a program code for data access control for accessing the data of the
electronic file 30 according to an access right into a process of the viewing application,
in addition to the above-mentioned program code for file control. Then, by API hook,
the address of a program code for data access control is related with an access control
target API.  As one example, the access control unit 370 relates the address of a
program code for clipboard operation control included in the program code for data
access control with SetClipboardData APIl.  Thereby, upon execution of a process of
calling up SetClipboardData API in the viewing application, the inserted process of the
program code for clipboard operation control is executed in place of the OS's original
process of SetClipboardData API.  When the user 190 is prohibited from performing
data copy to the clipboard, NULL is returned due to the process of the program code for
clipboard operation control.  On the other hand, when the user 190 is permitted to
perform data copy to the clipboard, the OS's original process of the address related with
SetClipboardData API is executed, and a return value returned from the process of
SetClipboardData API is returned. Thereby, clipboard operation in the viewing
application can be controlled according to an access right determined for the user 190
about data copy to the clipboard. Access rights other than those about data copy to the
clipboard may also be controlled similarly by DLL injection and API hook. As
explained above, by using DLL injection and API hook, access control can be
performed on the viewing application, ranging from a file process at the time of opening
the encrypted file 40 to a data access process on the data of the electronic file 30 in the
encrypted file 40.

[0044]
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It should be noted that at S740, when the user 190 is not included in
access-permitted users, the authorization information processing unit 400 may transmit,
to the user device 20, an indication that viewing is rejected. For example, when access
right information is not stored in the storage unit 490 in association with the user ID and
file 1D received at S730, the authorization information processing unit 400 may transmit,
to the user device 20, an indication that viewing is rejected. In this case, at the user
device 20, control is performed by the access control unit 370 such that the user 190
cannot view the electronic file 30 in the encrypted file 40. Specifically, the access
control unit 370 closes the encrypted file 40 without accessing the data of the electronic
file 30 in the encrypted file 40. Also, the access control unit 370 may delete the
encrypted file 40 after closing the encrypted file 40. For example, the access control
unit 370 may delete the data of the encrypted file 40 from the storage unit 390. In this
manner, the access control unit 370 may prohibit viewing of the electronic file 30 by
prohibiting opening of the data of the electronic file 30 in the encrypted file 40. Also,
the access control unit 370 may prohibit viewing of the electronic file 30 by deleting the
encrypted file 40.

[0045]

Next, a case where the electronic file 30 is shared in the file sharing server 130
is explained.
[0046]

FIG. 8 illustrates a processing sequence in a case where the electronic file 30 is
shared in the file sharing server 130. When at the user device 10, an instruction to
encrypt the electronic file 30 has been issued by operation of the user 180, the
supplementary information generating unit 230 generates a file ID (S810), generates a
file encryption key and a file decryption key (S820), encrypts the electronic file 30
(S830), and embeds the file ID in the encrypted file (S840). Specific processing at
S810 to S840 is similar to the processing at S610 to S640 of FIG. 6, and so explanation
thereof is omitted.

[0047]

Subsequently, at S850, the transceiving unit 280 transmits the encrypted file 40
in which the file ID has been embedded to the file sharing server 130, and uploads it to
a predetermined shared folder. At S860, the file sharing server 130 stores the
encrypted file 40 in a predetermined folder. The transceiving unit 480 receives the
shared file 1D from the file sharing server 130 (S862). The shared file ID is one
example of identification information identifying the encrypted file 40 from a plurality
of files stored in the file sharing server 130.

13



[0048]

At S870, the transceiving unit 280 transmits, to the management server 110,
management information including the file ID generated at S810, the shared file ID and
the file decryption key. At the management server 110, the storage unit 490 stores
therein the management information received by the transceiving unit 480 (S880).
[0049]

In this manner, the storage unit 490 stores therein, in association with each
other, the shared file ID identifying an electronic file in the file sharing server 130 and
the file ID which is file identification information identifying the electronic file 30. It
should be noted that the shared file ID is one example of restriction specifying
information for specifying a restriction imposed by the file sharing server 130 on access
to an electronic file stored in the file sharing server 130. The access restriction
imposed by the file sharing server 130 is acquired by inquiring the file sharing server
130 by using the shared file ID.

[0050]

FIG. 9 illustrates a processing sequence according to another method in which
the electronic file 30 is shared in the file sharing server 130. The present processing
sequence is a processing sequence in a case where the electronic file 30 is uploaded to
the file sharing server 130 without being encrypted.

[0051]

At S900, when an instruction to upload the electronic file 30 is issued based on
user operation by the user 180, at monitoring unit 260, a shared folder to which the
electronic file 30 is to be uploaded is specified. For example, when operation of
dragging an icon of the electronic file 30 to a predetermined icon is performed by the
user 180, an upload function of the IRM software installed on the user device 10 is
activated, and the monitoring unit 260 uploads, via the transceiving unit 280, the
electronic file 30 to a shared folder in the file sharing server 130 that is associated with
the predetermined icon.  To which shared folder the electronic file 30 dropped on a
predetermined icon is uploaded may be set by user setting of the IRM software, etc.
[0052]

At S902, the transceiving unit 280 transmits the electronic file 30 to the file
sharing server 130. At S904, the file sharing server 130 stores therein the electronic
file 30. Here, the monitoring unit 560 monitors an electronic file stored in a
predetermined folder in the file sharing server 130.  Specifically, the monitoring unit
560 is monitoring an electronic file uploaded to a predetermined shared folder in the file
sharing server 130. Upon detection by the monitoring unit 560 of a new electronic file
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30 being stored (S906), the transceiving unit 582 downloads the electronic file 30 from
the shared folder (S908).
[0053]

The supplementary information generating unit 530 generates a file ID (S910),
the file encrypting unit 500 generates a file decryption key and a file encryption key
(S920) and encrypts the electronic file 30 (S930), and the encrypted file generating unit
510 embeds the file ID (S940). Specific contents of processing at S910 to S940 is
similar to the processing at S610 to S640 of FIG. 6, and so explanation thereof is
omitted. In this manner, when an electronic file is newly stored in a predetermined
folder in the file sharing server 130, the encrypted file generating unit 510 acquire the
newly stored electronic file from the file sharing server 130, and embeds a file ID
identifying the electronic file in the electronic file.  Specifically, when an electronic
file is newly stored in a predetermined folder in the file sharing server 130, the
encrypted file generating unit 510 encrypts the electronic file and embeds a file ID in
the encrypted file.

[0054]

Subsequently, at S950, the transceiving unit 582 transmits the encrypted file 40
in which the file ID is embedded to the file sharing server 130, and uploads it to a
predetermined shared folder. In this manner, the transceiving unit 582 causes the file
sharing server 130 to store therein an electronic file in which a file ID is embedded.
[0055]

At S960, the file sharing server 130 stores the encrypted file 40 in a
predetermined folder. The transceiving unit 580 receives a shared file ID from the file
sharing server 130 (S962). The shared file ID is one example of identification
information identifying the encrypted file 40 from a plurality of files stored in the file
sharing server 130.

[0056]

At S970, the transceiving unit 580 transmits, to the management server 110,
management information including the file ID generated at S910, the shared file ID
received at S962, and file decryption key generated at S920. At the management
server 110, the storage unit 490 stores therein, as shared file management information,
management information that the transceiving unit 480 has received from the
cooperating server 120 (S980). In this manner, the storage unit 490 stores therein, in
association with each other, information identifying an electronic file that is stored in
the file sharing server 130 and in which a file ID is embedded, and a file ID. More
specifically, the storage unit 490 stores therein, in association with each other, a shared
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file ID, a file ID and a file decryption key required for decryption of an encrypted file.
[0057]

It should be noted that in the sequence of FIG. 9, the electronic file 30 is
uploaded via control of the IRM software. However, a shared file may be uploaded via
a WEB browser.  Also, the electronic file 30 may be uploaded by copying the
electronic file 30 to a local folder mounted as a network drive etc. In this case, the
shared file management information can be stored in the management server 110 by the
processing sequence of and after S806 of FIG. 9. Also, the IRM software is not
required to be installed on the user device 10.

[0058]

FIG. 10 illustrates a processing sequence in a case where the user device 20
accesses the encrypted file 40 downloaded from the file sharing server 130. At S1010,
when an instruction to open the encrypted file 40 is issued by the user 190, the
preprocessing unit 340 reads out a file ID from the encrypted file 40 (S1020). At
S1030, the transceiving unit 380 transmits, to the management server 110, the file 1D
read out at S1020 and the user ID of the user 190.

[0059]

In this manner, the user device 20 transmits the file ID to the access
management system when opening an electronic file downloaded from the file sharing
server 130. Specifically, the user device 20 transmits, to the access management
system, the file ID embedded in the electronic file downloaded from the file sharing
server 130.

[0060]

Subsequently, the authorization information processing unit 400 acquires, as
shared file management information, a shared file ID and a file decryption key stored in
the storage unit 490 in association with the received file ID (S1032). When having
acquired the shared file ID and the file decryption key, the authorization information
processing unit 400 judges that a file identified by the file ID is the encrypted file 40
shared in the shared folder. In this case, the transceiving unit 480 transmits, to the
cooperating server 120, a shared file 1D associated with the file ID in the shared file
management information (S1034).

[0061]

At 51036, the transceiving unit 582 transmits the received shared file ID to the
file sharing server 130 (S1036), and requests access right information for the encrypted
file 40 identified by the shared file ID. The access right information is one example of
information about a restriction imposed on a user by the file sharing server 130. The
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file sharing server 130 transmits, to the cooperating server 120, information indicating
an access right set for a shared folder in which the encrypted file 40 is stored (S1038).
When the transceiving unit 582 has received information indicating an access right set
for the shared folder, the information is converted into access right information in the
user device 20 (S1040), and the transceiving unit 580 transmits the obtained access right
information to the management server 110 (S1042). The transceiving unit 480
transmits, to the user device 20, the received access right information and the file
decryption key acquired at S1032 (S1050). It should be noted that the access right
information is one example of access control information for controlling access to the
electronic file 30 in the user device 20.

[0062]

At S1060, the file decrypting unit 300 decrypts the encrypted file 40 by using
the received file decryption key. Then, at S1070, the access control unit 370 controls
access to the data of the decrypted electronic file 30 according to the access
authorization information. Processing at S1060 to S1070 is similar to the processing at
S760 to S770 of FIG. 7, and so explanation thereof is omitted. It should be noted that
the decision of the access right information at S1040 in the present processing sequence
may be made not by the cooperating server 120 but by the management server 110.

For example, the cooperating server 120 may transfer the access right information
received from the file sharing server 130 at S1038 to the management server 110
without making the decision of the access right information at S1040, and the
authorization information processing unit 400 of the management server 110 may
decide the access right.

[0063]

As explained in relation to FIG. 8, FIG. 9, etc., once the encrypted file 40 is
stored in the file sharing server 130, association between the file ID embedded in the
encrypted file 40 and the shared file ID in the file sharing server 130 can be managed by
the management server 110. For this reason, even after the encrypted file 40 is
downloaded, the encrypted file 40 and a file in the file sharing server 130 can be
associated with each other. Thereby, as explained in FIG. 10, etc., access about the
encrypted file 40 after being downloaded from the file sharing server 130 can be
controlled according to the access right information of the shared folder.  Also, even if
the access right of the shared folder is altered after the file sharing server 130 is
downloaded, access to the data of the electronic file 30 included in the downloaded
encrypted file 40 can be controlled according to the access right after the alteration.
[0064]
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In this manner, at the management server 110, the transceiving unit 480
receives, from the user device 20, a file ID of an electronic file accessed by the user
device 20. The transceiving unit 480 receives, from the file sharing server 130, access
right information indicating a restriction imposed by the file sharing server 130 on
access to an electronic file by the user device 20 based on a shared file 1D stored in the
storage unit 490 in association with the file ID received by the transceiving unit 480.
Then, at the management server 110, the transceiving unit 480 transmits, to the user
device 20, access control information according to the access right information for
controlling access to an electronic file in the user device 20.

[0065]

The restriction information about access in the file sharing server 130 may
include information indicating a user whose access to an electronic file is permitted or
prohibited by the file sharing server 130. In this case, the transceiving unit 480
receives, from the user device 20, the file ID and the user ID identifying a user of the
user device 20. When having determined that the user of the user device 20 is
accessible to an electronic file stored in the file sharing server 130 based on the user ID
and the restriction information, the transceiving unit 480 transmits access control
information to the user device 20.

[0066]

In this manner, the storage unit 490 stores therein, in association with each
other, a shared file ID, a file ID and a file decryption key required for decryption of an
encrypted file, and when having determined that the user of the user device 20 is
accessible to an electronic file stored in the file sharing server 130, the transceiving unit
480 transmits, to the user device 20, a file decryption key stored in the storage unit 490.
It should be noted that the storage unit 490 may not store a shared file ID. For
example, at the management server 110, the transceiving unit 480 may receive a shared
file 1D corresponding to the electronic file 30 by inquiring, by using a file 1D, of an
external server managing the shared file 1D, and receive access right information from
the file sharing server 130 based on the received file ID. Other than this, at the
management server 110, the transceiving unit 480 may receive access right information
for the electronic file 30 by inquiring, by using a file 1D, of an external server managing
the access right information. In this case, an external server may be the file sharing
server 130 or may be a server other than the file sharing server 130. In this manner,
the transceiving unit 480 may receive, from an external server, etc., access right
information indicating a restriction imposed by the file sharing server 130 on access, by
the user device 20, to an electronic file that is identified by the received file ID and
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stored in the file sharing server 130.
[0067]

It should be noted that the access right information at the file sharing server
130 includes information indicating operation on an electronic file that a user is
permitted to perform or prohibited from performing by the file sharing server 130.

The access right information is set for each folder in the file sharing server 130. At the
management server 110, when having determined that the user 190 of the user device 20
is accessible to an electronic file stored in the file sharing server 130, the transceiving
unit 480 generates, based on the access right information at the file sharing server 130,
information indicating operation on an electronic file that the user 190 should be
permitted to perform or prohibited from performing, and transmits the information to
the user device 20. It should be noted that the operation includes at least one of:
operation of viewing an electronic file; operation of editing an electronic file; operation
of printing an electronic file; operation of saving an electronic file, operation of copying
data included in an electronic file; and operation of capturing a display screen of an
electronic file.

[0068]

FIG. 11 illustrates a processing sequence in a case where the encrypted file 40
shared in the file sharing server 130 is displayed through browsing software such as a
WEB browser.

[0069]

When the user 190 instructs to open a shared file on browsing software (51100),
the transceiving unit 380 of the user device 20 transmits, to the file sharing server 130,
an instruction to display the encrypted file 40 (§1110). A file stored in the file sharing
server 130 can be accessed through an external service. The user 190 utilizes an
external service provided by the cooperating server 120 to instruct the file sharing
server 130 to open the encrypted file 40.

[0070]

At the file sharing server 130, an access right of the user 190 about the
encrypted file 40 is judged according to an access right set for the shared folder (S1120).
When the user 190 has an access right, the file sharing server 130 transmits data of the
encrypted file 40 to the cooperating server 120 (S1130). When the transceiving unit
582 has received the data of the encrypted file 40, the preprocessing unit 540 reads out a
file ID from the data of the received encrypted file 40 (S1140). Subsequently, the
transceiving unit 580 transmits the file ID read out to the management server 110
(S1150).
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[0071]

At the management server 110, when the transceiving unit 480 has received a
file 1D, the authorization information processing unit 400 acquires a file decryption key
associated with the file ID in the shared file management information. The
transceiving unit 480 transmits the acquired file decryption key to the cooperating
server 120 (S1152).

[0072]

At the cooperating server 120, the file decrypting unit 550 decrypts the
encrypted file 40 received at S1130 by using the file decryption key received by the
transceiving unit 580 (S1160). The data converting unit 570 converts the data of the
electronic file 30 obtained at S1160 into data for display (S1170). Examples of the
format of data for display include PDF, HTML, image data, etc. At S1180, the
transceiving unit 582 transmits the data for display to the file sharing server 130. At
S1190, the data for display is transmitted from the file sharing server 130 to the user
device 20. In this manner, the file decrypting unit 550 acquires an encrypted file
stored in the file sharing server 130 from the file sharing server 130, and decrypts the
encrypted file by using a file decryption key. Then, the data converting unit 570
converts the decrypted electronic file into data for display, and the transceiving unit 582
transmits the data for display to the file sharing server 130.

[0073]

As explained in relation to FIG. 8 to FIG. 10, etc., an access right set at the file
sharing server 130 about the encrypted file 40 stored in the file sharing server 130 can
be applied to the encrypted file 40 after being downloaded from the file sharing server
130. Thereby, it becomes easy for a large number of users to share the encrypted file
40 while suppressing occurrence of security related accidents such as data leakage.
[0074]

It should be noted that in relation to FIG. 9, display control in which when a
file on the file sharing server 130 is to be displayed, the cooperating server 120 converts
an encrypted file into display data, and the user device 20 is caused to display the
display data was explained. A similar process can be applied to a case where a file at
another location other than the file sharing server 130 is to be displayed. For example,
when an instruction to open the encrypted file 40 has been issued at the user device 20,
the encrypted file 40 may be transmitted to an external data conversion server, and the
display data received from the external data conversion server may be displayed at the
user device 20. Such control is suitable, for example, to a case where the user device
20 is a new terminal such as a mobile terminal, and a case where access control based
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on an access right cannot be realized sufficiently on a mobile terminal.  In such cases,
it may be desirable in some cases to cause an external server to generate display data,
and cause a viewer that can perform access control sufficiently to display the display
data on the mobile terminal.

[0075]

FIG. 12 illustrates a processing sequence in a case where the encrypted file 40
on the file sharing server 130 is converted back to the electronic file 30 before
encryption.

[0076]

When the user 180 selects, through browsing software, the encrypted file 40
stored in the file sharing server 130, and selects a menu item for instructing decryption
of the encrypted file 40 (S1400), the transceiving unit 280 of the user device 10
transmits, to the file sharing server 130, a request to decrypt the selected encrypted file
40 (S1410). The file sharing server 130 provides a menu for processing a shared file
by utilizing an external service provided by the cooperating server 120, and the user 180
can instruct the file sharing server 130 to decrypt the selected encrypted file 40 by
selecting a menu item for instructing decryption of the encrypted file 40 from the menu.
[0077]

The file sharing server 130 transmits, to the cooperating server 120, a
decryption request notice that decryption of the encrypted file 40 has been requested,
together with the shared file 1D of the designated encrypted file 40 and the user ID of
the user 180 (S1411).

[0078]

At the cooperating server 120, when the decryption request notice has been
received, the transceiving unit 582 transmits, to the file sharing server 130, the shared
file 1D received together with the decryption request notice (S1412), and requests access
right information for the encrypted file 40 identified by the shared file ID. The file
sharing server 130 transmits, to the cooperating server 120, information indicating an
access right set for the shared folder in which the encrypted file 40 is stored (S1413).
[0079]

At the cooperating server 120, when the transceiving unit 582 has received,
from the file sharing server 130, information indicating an access right, it is judged
whether or not the user of the user ID received at S1411 is authorized for decryption
based on the received access right information (S1414). For example, the access right
information includes information indicating whether or not it is the owner of a file, and
when the access right information received at S1413 includes information indicating
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that it is the owner of the file with the shared file ID received at S1411, it may be judged
that the user is authorized for decryption. When it is judged that the user is authorized
for decryption, the transceiving unit 582 transmits, to the file sharing server 130, a
request for the encrypted file 40 together with the shared file ID of the encrypted file 40
(S1415), and receives the data of the encrypted file 40 from the file sharing server 130
(S1430). It should be noted that when it is judged that the user is not authorized for
decryption at S1414, the transceiving unit 582 notices the file sharing server 130 that
decryption cannot be performed, and the notice is transmitted to the user device 10
through the file sharing server 130.

[0080]

Upon receiving the data of the encrypted file 40, the preprocessing unit 540
reads out a file ID from the received data of the encrypted file 40 (S1440).
Subsequently, the transceiving unit 580 transmits the file ID read out to the management
server 110 (S1450), and requests a file decryption key.

[0081]

At the management server 110, when the transceiving unit 480 has received the
file 1D, the authorization information processing unit 400 acquires a file decryption key
associated with the file ID in the shared file management information. The
transceiving unit 480 transmits the acquired file decryption key to the cooperating
server 120 (S1452).

[0082]

At the cooperating server 120, the file decrypting unit 550 decrypts the
encrypted file 40 received at S1430 by using the file decryption key received by the
transceiving unit 580 (S1460). At S1470, the transceiving unit 582 transmits, to the
file sharing server 130, the electronic file 30 obtained by decryption at S1460. The file
sharing server 130 stores, in a shared folder, the electronic file 30 received from the
cooperating server 120 (S1480). It should be noted that after storing the electronic file
30 in the shared folder, the file sharing server 130 may delete the encrypted file 40 that
is designated to decrypt.

[0083]

FIG. 13 illustrates another example of an encryption process in the user device
10. The encryption scheme of FIG. 13 enables access to the data of the electronic file
30 in the encrypted file 40 even when the user device 20 cannot communicate with the
management server 110.

[0084]
It should be noted that, for simplicity, the state where the user device 20 cannot
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communicate with the management server 110 is called an "off-line state.”

At the management server 110, for a user who is permitted to access an encrypted file in
an off-line state, an access information encryption key used for encryption of access
information and an access information decryption key required for decryption of the
encrypted access information are issued. For example, the access information
encryption key and the access information decryption key are issued by the management
server 110. For example, the access information decryption key is issued at the time of
installing the IRM software or at other times.  The transceiving unit 380 receives the
issued access information decryption key from the management server 110. The
access information decryption key is stored in the user device 20. Specifically, the
access information decryption key is stored in the storage unit 390.

[0085]

At S1200, the supplementary information generating unit 230 sets access right
information for data of the electronic file 30 according to an access right designated by
the user 180. For example, the user 180 selects an access-permitted user permitted to
access the data of the electronic file 30. Also, the user 180 designates the contents of
operation the access-permitted user is permitted to perform or prohibited from
performing on the data of the electronic file 30. It should be noted that the
access-permitted user and the contents of operation that the access-permitted user is
permitted to perform or prohibited from performing are one example of information
indicating an access right.

[0086]

At S1202, the transceiving unit 280 transmits the user ID of the
access-permitted user to the management server 110. At the management server 110,
the authorization information processing unit 400 transmits, to the user device 10, an
access information encryption key issued for the user of the received user ID (S1204).
In this manner, the transceiving unit 280 acquires one or more encryption keys
determined for respective ones of one or more users permitted to access an electronic
file. Specifically, the transceiving unit 280 receives, from the management server 110,
one or more encryption keys predetermined for one or more users selected by the user
180.

[0087]

At S1202, the supplementary information generating unit 230 generates a file
ID identifying the electronic file 30, and at S1220, the file encrypting unit 200 generates
a file encryption key and a file decryption key. At S1230, the file encrypting unit 200
encrypts the electronic file 30 by using the file encryption key.
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[0088]

At S1232, the supplementary information generating unit 230 encrypts, by
using the access information encryption key acquired at S1204, access information
including the access authorization information and the file decryption key. In this
manner, the supplementary information generating unit 230 encrypts, by using one or
more encryption keys, supplementary information including a file decryption key
required for decryption of an encrypted file. The supplementary information includes
information indicating access rights for electronic files given to respective ones of one
Or more users.

[0089]

At S1240, the encrypted file generating unit 210 generates the encrypted file 40
including: the file ID generated at S610; the user ID indicating an access-permitted user;
the access information encrypted by the supplementary information generating unit 230;
and the data of the electronic file 30 encrypted by the file encrypting unit 200. In this
manner, the encrypted file generating unit 210 embeds the encrypted supplementary
information in the encrypted file. Also, the encrypted file generating unit 210 embeds,
in the encrypted file, user IDs identifying respective ones of one or more users having
rights to access the electronic file 30.

[0090]

Subsequently, the transceiving unit 280 transmits, to the management server
110, management information including the access right information generated at S600,
the file ID and the file decryption key (S1250). The management information received
at the management server 110 is stored in the storage unit 490 (S1260).

[0091]

FIG. 14 illustrates a process flow showing operation in a case where the user
device 20 accesses the encrypted file 40. The process flow of FIG. 14 includes a
process in a case where the user device 20 accesses the encrypted file 40 in an off-line
state. The process flow of FIG. 14 is started when it is instructed by the user 190 to
open the encrypted file 40. For example, the process flow of FIG. 14 starts when an
icon associated with the encrypted file 40 is double-clicked.

[0092]

The decryption determining unit 330 determines whether or not it is in an
off-line state (S1310). Specifically, the decryption determining unit 330 determines
whether or not communication with the management server 110 managing a file
decryption key is possible.

[0093]
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When it is determined that it is in an off-line state, the preprocessing unit 340
reads out a user ID included in the encrypted file 40 (S1320). Subsequently, it is
determined whether or not the user ID read out from the encrypted file 40 includes the
user ID of the user 190 (S1330). When the user ID read out from the encrypted file 40
does not include the user ID of the user 190, this process flow ends.

[0094]

When the user ID read out from the encrypted file 40 includes the user ID of
the user 190, the preprocessing unit 340 decrypts access information included in the
encrypted file 40 by using an access information decryption key stored in the storage
unit 390 (S1340). Thereby, the file decryption key and the access right information are
acquired.

[0095]

Subsequently, the file decrypting unit 300 generates the data of the electronic
file 30 by decrypting the encrypted file 40 by using the file decryption key included in
the decrypted access information (S1350). In this manner, when it is determined that
communication with the management server 110 is possible, the file decrypting unit 300
decrypts the encrypted file by using the file decryption key received from the
management server 110.  Specifically, the file decrypting unit 300 decrypts the
encrypted file by using the file decryption key included in the supplementary
information of the encrypted file 40. Subsequently, the access control unit 370
controls access to the generated electronic file 30 based on the decrypted access
information (S1360).

[0096]

When it is determined at S1310 that it is not in an off-line state, the file
decryption key and the access information are received from the management server
110 (S1370). The process of S1370 corresponds to the process according to S720 to
S750 in FIG. 7. Upon completion of the process of S1370, the flow proceeds to the
process of S1350.

[0097]

As explained about this flow, the preprocessing unit 340 decrypts the encrypted
supplementary information embedded in an encrypted file. Specifically, when it is
determined that communication with the management server 110 is not possible, the
preprocessing unit 340 decrypts the encrypted supplementary information, and the file
decrypting unit 300 decrypts the encrypted file by using the file decryption key included
in the decrypted supplementary information. Then, the decryption determining unit
330 determines whether or not the user ID of the user 190 of the user device 20 is
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embedded in the encrypted file, and when it is determined that the user ID of the user of
the user device 20 is embedded in the encrypted file, the preprocessing unit 340
decrypts the encrypted supplementary information, and the file decrypting unit 300
decrypts the encrypted file by using the file decryption key included in the decrypted
supplementary information.

[0098]

Thereby, even when the user device 20 in an off-line state, a user can be
allowed to access the data of the electronic file 30 according to a set access right.  For
example, operation about file operation such as viewing, printing, watermark printing,
editing, saving, copying of data to a memory region such as a clipboard, capturing of a
display screen, etc. can be restricted.

[0099]

It should be noted that the encrypted supplementary information may not be
embedded in the encrypted file 40 itself. The encrypted file generating unit 210 may
output the encrypted supplementary information in association with an encrypted file.
For example, the encrypted file generating unit 210 may generate, as a separate file
associated with the encrypted file 40, a supplementary information file including the
encrypted supplementary information. For example, the encrypted file generating unit
210 may generate a supplementary information file with a file name whose extension is
different from that of the file name of the encrypted file 40. The supplementary
information file may be stored at a location that the user 180 can access in the file
system of the user device 10, and may be stored at a location that the user 180 cannot
access in the file system of the user device 10. Similarly, when the encrypted file 40 is
transmitted to the user device 20, the supplementary information file may be stored at a
location that the user 190 can access in the file system of the user device 20, or may be
stored at a location that the user 190 cannot access in the file system of the user device
20. The supplementary information file may be managed in the user device 10 or the
user device 20 automatically as a file associated with the encrypted file 40 by at least
one of the OS and the IRM software. It should be noted that also the user ID only has
to be associated with the encrypted file 40 like the supplementary information, and a
user ID may not be included in the encrypted file 40 itself.

[0100]

It should be noted that the access control unit 370 may store, in the user device
20, the number of times of decryption of the encrypted file 40, and when the number of
times of viewing has reached an upper limit value designated in the access right
information, and reject access to the data of the electronic file 30.  Also, the access
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control unit 370 may acquire local date and time information of the user device 10, and
when the current date and time has passed a viewing-allowed period, reject access to the
data of the electronic file 30.

[0101]

Also, although it was explained in the above-mentioned embodiment that a file
encryption key is used for encryption of the electronic file 30 and a file decryption key
is used for decryption of the encrypted file 40, the file encryption key and the file
decryption key may be the same key or different keys. When the same key is used as
the file encryption key and the file decryption key, a single common key for encryption
of the electronic file 30 and decryption of the encrypted file 40 is generated at S620,
S820, S920 and S1220, and the electronic file may be encrypted by using the common
key as the file encryption key at S630, S830, S930 and S1220. Then, at S650, S870,
S970 and S1250, management information or shared file management information
including the common key as the file decryption key may be transmitted to the
management server 110 and stored in the management server 110. Then, at S760,
S1060, S1160 and S1350, the encrypted file may be decrypted by using the common
key.

[0102]

Also, as mentioned in the above-mentioned embodiment, the monitoring unit
260 monitors a predetermined folder in a file system constructed by using the storage
unit 290. When a new electronic file is stored in the predetermined folder, the
monitoring unit 260 causes the file encrypting unit 200 to encrypt the new electronic
file.  The monitoring unit 260 may monitor a plurality of folders. Also, mutually
different setting may be able to be set for respective folders. For example, a manager
of electronic files may be able to be set for each folder. Also, it may be possible to set
for each folder whether or not to create a backup copy of an original electronic file
when it is encrypted. Also, a template for access right setting may be able to be set for
each folder. Also, setting of an extension to be an encryption target may be able to be
set for each folder. Also, setting of an extension to be excluded from encryption
targets may be able to be set for each folder. Also, the range of sizes of files to be
encryption targets may be able to be set for each folder. For example, the upper limit
value and lower limit value of sizes of files to be encryption targets may be able to be
set for each folder. The range of sizes of files to be excluded from encryption targets
may be able to be set for each folder. For example, the upper limit value and lower
limit value of sizes of files to be excluded from encryption targets may be able to be set
for each folder. Also, whether only a designated folder is to be handled as a
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monitoring target or lower-level folders are to be handled as monitoring targets may be
able to be set for each folder. Also, the monitoring unit 260 may monitor a plurality of
folders in parallel. By realizing the process of the monitoring unit 260 by a plurality of
processes according to the number of monitoring target folders, the plurality of folders
may be monitored in parallel.

[0103]

It should be noted that by utilizing the monitoring function, an electronic file
generated by external equipment may be encrypted automatically by outputting the
electronic file to a monitoring target folder. For example, image data obtained by
scanning with scanning equipment can be encrypted automatically by outputting the
image data to a monitoring target folder.

[0104]

Also, a plurality of access rights may be able to be set for a single file. For
example, different access rights may be able to be set for different users. For example,
a plurality of templates of access rights may be able to be combined to be applied to a
single file.

[0105]

The process explained as operation of the user device 10 in the
above-mentioned explanation is realized by a processor controlling each unit of
hardware that the user device 10 has according to a program such as the IRM software
and basic software. That is, the process of the user device 10 explained in relation to
the user device 10 of the present embodiment can be realized by a processor operating
according to a program to control each unit of hardware such that each unit of hardware
including the processor, a memory, etc. and the program operate in cooperation with
each other. For example, the program may function as respective units of the user
device 10. That is, the processes can be realized by a so-called computer. The
computer may read in a program for controlling execution of the above-mentioned
processes, operate according to the program read in, and execute the processes. The
computer can load the program from a computer readable recording medium storing the
program.

[0106]

Also, the process explained as operation of the user device 20 in the
above-mentioned explanation is realized by a processor controlling each unit of
hardware that the user device 20 has according to a program such as the IRM software
and basic software. That is, the process of the user device 20 explained in relation to
the user device 20 of the present embodiment can be realized by a processor operating
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according to a program to control each unit of hardware such that each unit of hardware
including the processor, a memory, etc. and the program operate in cooperation with
each other. For example, the program may function as respective units of the user
device 20. That is, the processes can be realized by a so-called computer. The
computer may read in a program for controlling execution of the above-mentioned
processes, operate according to the program read in, and execute the processes. The
computer can load the program from a computer readable recording medium storing the
program.

[0107]

Also, the process explained as operation of the management server 110 in the
above-mentioned explanation is realized by a processor controlling each unit of
hardware that the management server 110 has according to a program such as the IRM
software and basic software. That is, the process of the user device 10 explained in
relation to the management server 110 of the present embodiment can be realized by a
processor operating according to a program to control each unit of hardware such that
each unit of hardware including the processor, a memory, etc. and the program operate
in cooperation with each other. For example, the program may function as respective
units of the management server 110. That is, the processes can be realized by a
so-called computer. The computer may read in a program for controlling execution of
the above-mentioned processes, operate according to the program read in, and execute
the processes. The computer can load the program from a computer readable
recording medium storing the program.

[0108]

Also, the process explained as operation of the cooperating server 120 in the
above-mentioned explanation is realized by a processor controlling each unit of
hardware that the cooperating server 120 has according to a program such as the IRM
software and basic software. That is, the process of the user device 10 explained in
relation to the cooperating server 120 of the present embodiment can be realized by a
processor operating according to a program to control each unit of hardware such that
each unit of hardware including the processor, a memory, etc. and the program operate
in cooperation with each other. For example, the program may function as respective
units of the cooperating server 120. That is, the processes can be realized by a
so-called computer. The computer may read in a program for controlling execution of
the above-mentioned processes, operate according to the program read in, and execute
the processes. The computer can load the program from a computer readable
recording medium storing the program.
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[0109]

In the explanation above, one example of an access management system
including the management server 110 and the cooperating server 120 was explained.
Functions of the access management system including the management server 110 and
the cooperating server 120 may be realized by any number of servers. For example,
functions of the management server 110 and the cooperating server 120 may be realized
by a single server. For example, functions of the cooperating server 120 may be
implemented in the management server 110.  Also, at least one of the management
server 110 and the cooperating server 120 may be realized by a plurality of servers.
[0110]

While the embodiments of the present invention have been described, the
technical scope of the invention is not limited to the above described embodiments. It
is apparent to persons skilled in the art that various alterations and improvements can be
added to the above-described embodiments. It is also apparent from the scope of the
claims that the embodiments added with such alterations or improvements can be
included in the technical scope of the invention.

[0111]

The operations, procedures, steps, and stages of each process performed by an
apparatus, system, program, and method shown in the claims, embodiments, or
diagrams can be performed in any order as long as the order is not indicated by "prior
to,” "before," or the like and as long as the output from a previous process is not used in
a later process. Even if the process flow is described using phrases such as "first" or
"next" in the claims, embodiments, or diagrams, it does not necessarily mean that the
process must be performed in this order.

[Explanation of Reference Symbols]
[0112]

10: user device
20: user device
30: electronic file
40: encrypted file
70: communication network
100: system
110: management server
120: cooperating server
130: file sharing server
180, 190: user
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[CLAIMS]
[Claim 1]

A file encrypting apparatus comprising:

an encryption key acquiring unit that acquires one or more encryption keys
determined for respective ones of one or more users permitted to access an electronic
file;

a file encrypting unit that encrypts the electronic file;

a supplementary information encrypting unit that encrypts, by using the one or
more encryption keys, supplementary information including a file decryption key
required for decryption of the encrypted electronic file; and

an output unit that outputs the encrypted supplementary information in
association with the encrypted electronic file.

[Claim 2]

The file encrypting apparatus according to Claim 1, wherein the supplementary
information includes information indicating an access right for the electronic file given
to respective ones of the one or more users.

[Claim 3]

The file encrypting apparatus according to Claim 1 or 2, wherein the
supplementary information includes information indicating operation on the electronic
file that respective ones of the one or more users should be permitted to perform or
prohibited from performing.

[Claim 4]

The file encrypting apparatus according to Claim 3, wherein

the operation includes at least one of: operation of viewing the electronic file;
operation of editing the electronic file; operation of printing the electronic file;
operation of saving the electronic file, operation of copying data included in the
electronic file; and operation of capturing a display screen of the electronic file.
[Claim 5]

The file encrypting apparatus according to any one of Claims 1 to 4, wherein
the output unit embeds the encrypted supplementary information in the encrypted
electronic file.

[Claim 6]

The file encrypting apparatus according to Claim 5, wherein the output unit
embeds, in the encrypted electronic file, user identification information identifying
respective ones of the one or more users.

[Claim 7]
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The file encrypting apparatus according to any one of Claims 1 to 6, further
comprising:

a selecting unit that selects the one or more users; and

an encryption key receiving unit that receives one or more encryption keys
predetermined for the one or more users selected by the selecting unit, from a
management server that manages: a supplementary information decryption key for
decrypting access control information encrypted using the encryption key; and the
encryption key.
[Claim 8]

A system comprising:

the file encrypting apparatus according to any one of Claims 1 to 7; and

a file decrypting apparatus that decrypts the encrypted electronic file, wherein

the file decrypting apparatus has:

a supplementary information decrypting unit that decrypts the
encrypted supplementary information; and

a file decrypting unit that decrypts the encrypted electronic file using
the file decryption key included in the supplementary information.

[Claim 9]

The system according to Claim 8, wherein

user identification information identifying respective ones of the one or more
users is embedded in the encrypted electronic file,

the file decrypting apparatus further has an identification information
determining unit that determines whether or not user identification information of a user
of the file decrypting apparatus is embedded in the encrypted electronic file, and

if it is determined that the user identification information of the user of the file
decrypting apparatus is embedded in the encrypted electronic file, the supplementary
information decrypting unit decrypts the encrypted supplementary information, and the
file decrypting unit decrypts the encrypted electronic file using the file decryption key
included in the decrypted supplementary information.
[Claim 10]

The system according to Claim 8 or 9, wherein

the file decrypting apparatus further has:

a receiving unit that receives a supplementary information decryption
key required for decrypting the supplementary information, from a management server
that manages: the supplementary information decryption key for decrypting access
control information encrypted using the encryption key; and the encryption key; and
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a storage unit that stores therein the supplementary information decryption key
received by the receiving unit.
[Claim 11]

The system according to any one of Claims 8 to 10, wherein

the file decrypting apparatus further has a communication determining unit that
determines whether or not it is possible to communicate with a management server that
manages the file decryption key, and

if it is determined that it is not possible to communicate with the management
server, the supplementary information decrypting unit decrypts the encrypted
supplementary information, and the file decrypting unit decrypts the encrypted
electronic file using the file decryption key included in the decrypted supplementary
information.

[Claim 12]

The system according to Claim 11, wherein if it is determined that it is possible
to communicate with the management server, the file decrypting unit decrypts the
encrypted electronic file using the file decryption key received from the management
server.

[Claim 13]

A program for causing a computer to function as the file encrypting apparatus
according to any one of Claims 1 to 7.

[Claim 14]

A file decrypting apparatus that decrypts an encrypted electronic file in which:
encrypted supplementary information including a file decryption key required for
decryption of an encrypted electronic file; and user identification information
identifying respective ones of one or more users permitted to access the electronic file
are associated with each other, the file decrypting apparatus comprising:

a supplementary information decrypting unit that decrypts the encrypted
supplementary information using a supplementary information decryption key
predetermined for a user of the file decrypting apparatus if user identification
information of the user of the file decrypting apparatus is associated with the electronic
file; and

a file decrypting unit that decrypts the encrypted electronic file using the file
decryption key included in the supplementary information if the user identification
information of the user of the file decrypting apparatus is associated with the electronic
file.

[Claim 15]
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The file decrypting apparatus according to Claim 14, further comprising:

a receiving unit that receives a supplementary information decryption key
required for decrypting the supplementary information, from a management server that
manages the supplementary information decryption key; and

a storage unit that stores therein the supplementary information decryption key
received by the receiving unit.

[Claim 16]

The file decrypting apparatus according to Claim 14 or 15, wherein

the file decrypting apparatus further has a communication determining unit that
determines whether or not it is possible to communicate with a management server that
manages the file decryption key in association with file identification information
identifying the electronic file, and

if it is determined that it is not possible to communicate with the management
server, the supplementary information decrypting unit decrypts the encrypted
supplementary information, and the file decrypting unit decrypts the encrypted
electronic file using the file decryption key included in the decrypted supplementary
information.

[Claim 17]

The file decrypting apparatus according to Claim 16, wherein if it is
determined that it is possible to communicate with the management server, the file
decrypting unit decrypts the encrypted electronic file using the file decryption key
received from the management server.

[Claim 18]

A program for causing a computer to function as the file decrypting apparatus

according to any one of Claims 14 to 17.
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