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POLI CY- BASED NETWORK TRAFFI C MANAGEMENT CROSS REFERENCE TO RELATED

APPLI CATh@Y92/Iics application clains the benefit of U S. Bramissi/onss
Application No. 60/230,532, filed Septenber 1, 2000. FlIELD OF THE | NVENTI ON
The present invention relates to the field of network traffic managenent
and, nore specifically, to inplenenting policy-based network traffic
managenent based upon rul es. BACKGROUND OF THE I NVENTION In today's highly

net wor ked envi METEOD, AND $RSTERCTOEMEE EMBNTPOIACY -BASBHRNETWORERVEl s of
service (e.g., Quality-of-Service %S to various network entities. For
exanpl e, where multiplie netvvor:RRGE%I E’g&lﬂé@mb@b stations, personal

»conputers, set-top boxes, etc.) are coupled to a network via a network

connection device (e.g., arouter, switch or bridge), the ability to

provi de diCR@$&REFHRENCE 3O REEAGEAPRDICGATIONSes may be notivated by a
nunber of factqrs, inc¢luding,a netwotk erator’ s_conuercial obj.ectjves.
Envi ronnents i g[r%i@ﬁﬁ%\a“ﬁ’@t &B‘FIRS aé%’?e?ﬁagﬁav&i?éh P Wvﬁf%ﬁd‘gpm‘?#l Pi at ed
QoS i ncl uge/=0, R30S files SepiinbeP B0l N Which multiple users may access a

si ngl e connection and, nore pertinently, where renote offices of an
enterprise share network resources. A further environnent in which QS

di f f er ent iratd Y—[é)ﬁﬂ?ﬁ(l’tl‘i larly desirable is within a Miulti-Tenant Unit
(MIU) (e. ﬁtgrt?fén- TTSE dpa(ﬁlﬁrrent conpl ex or condom ni um devel oprent)
where nul ti pl e Thegrasestiaventionselates eo the tfishd &f meonodkataffiey mabigedeat andp t hin a

busi ness or MIU epnvironnment, service |level agreenents may be in ace
bet ween e fROTE SBELHCHIY, 10 HBISTRATRNE 85 o BosEH BEHPER Ui mREP ARt BsCUitoR
per f or mangglekevel s. The need to provide such differentiated services has
becone increasingly apparent as the | atest generation of copper-based
Di gital Subscriber Line (DSL) 159159 WD 112/19111 2 PCT/ USULl/ 272SU

transm ssi k@w&%ﬁ%}@m@ﬁed t he opportunity to deliver
muf ti - mag%&?——————

In today’s highly networked environment, it has become desirable to offer

)

varying levels of service (e.g., Quality-of-Service (QoS)) to various network entities.
For example, where multiple network devices (e.g., web stations, personal computers,
set-top boxes, etc.) are coupled to a network via a network connection device (e.g., a
router, switch or bridge), the ability to provide differentiated QoS to such network
devices may be motivated by a number of factors, including a network operator’s
commercial objectives.

Environments in which a network manager may wish to provide differentiated
QoS include an office environment in which multiple users may access a single
connection and, more pertinently, where remote offices of an enterprise share network
resources. A further environment in which QoS differentiation may be particularly
desirable is within a Multi-Tenant Unit (MTU) (e.g., a high-rise apartment complex or
condominium development) where multiple users share a single network connection.

Further, within a business or MTU environment, service level agreements may be
in place between end users and a network service provider that guarantee certain
performance levels.

The need to provide such differentiated services has become increasingly

apparent as the latest generation of copper-based Digital Subscriber Line (DSL)
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performance cost effectively to a MIU, renote office, kiosk, utility or
retail location. SUVMARY OF THE | NVENTI ON A nethod to i npl enent

pol i cy- bayedznaicpor k traffic nmanagenent i ncludes receiVvi ngcadatsal/prass ai ni ng
to a network device at a network traffic manager, the first data being
recei ved out-of band of network traffic. Second data is extracted fromthe
network traffic. A network traffic managenent policy is inplenented at the
network traffic manager utilizing the first and second data. O her features

of the premAsthiskiod ethnemdgits hhvdisrodea iR Bppbitaiity fHlefoGARROMEADidr AW Ngs
and fromthe detailed description that follows. BRI EF DESCRI PTI ON OF THE
DRAW NGS Pedopnanse sostiefigatinelnie 8 MTU, remetepffie, kipshayfilisy oesesaibloeationd not

*limtation in the figures of the acconpanying drawi ngs, in which |ike

references indicate simlar elements and in which: Figure 1 is a bl ock
di agram i ISUMMARYOF THE BNVENEIOMvel , the operation of a network traffic

manager, accordjng . to an exenpl ary enbodi nent of..the present invention, in
the exenpl ary f‘AbP%ftlﬂd tSIWPtéfr{f}gT pq}ézg?ﬁaﬁgfnqgwgﬁgtéafgc pgangge&ql%ppc dé?_@ram
i | I ust r at in@iving 848 PeiAhgd6 B neiiBiR dedite 8t NRIWBFIr AL ARMAERNthE SiYdt @ata
including the virtual machine that accesses a set of classification rules

utilized theingareeivedautiof-bendiefnatwerk traffic.dSedondslata is xteagtes fBom sheanapwerkk

di agram pr.Qy. di . ' . ' | ary

et vor k. e A ek Mool pQie] iElplbhBRbEbenehe B ERERR, % ¥ |

bl ock di agnaaparnilizitignie firet and sgeonddatdepi ction of the utilization of a
packet signatur extract froman i ncom packet, to jdentify g policy
to be applied \&? ﬁréété‘fféé’? ﬂ[ed’r?ﬁ?@t Hyeniqn Wl{ﬁg’e apﬂﬁeﬁilfi?rf'd’? peCOMPERYIRE S0 1
127250 Fi Qsings hridd Rofl tRE Hetslil AR gt MhatifBBowd!r t her details regarding the
policy table,

BRIEF DESCRIPTION OF THE DRAWINGS
The present invention is illustrated by way of example and not limitation in the
figures of the accompanying drawings, in which like references indicate similar elements

and in which:

Figure 1 is a block diagram illustrating, at a high level, the operation of a network
traffic manager, according to an exemplary embodiment of the present invention, in the

exemplary form of a virtual machine.

Figure 2 is a block diagram illustrating an exemplary deployment of a network
connection device including the virtual machine that accesses a set of classification rules

utilized to make traffic classification decisions.

Figure 3 is a block diagram providing further details of the architecture of an

exemplary network traffic manager in the form of a virtual machine.

Figure 4 is a block diagram providing a conceptual depiction of the utilization of
a packet signature, extracted from an incoming packet, to identify a policy to be applied

with respect to the packet.



according to an exenpl ary enbodi nent of the present invention. Figure 6 is
a flow chart depicting a reciprocal flow, where transactions 2 and 3 occur

as a diragpogensequence of transaction 1. Figure 7 ill ust patrasoi/seseappi ng
of an ATM physical layer. Figure 8 is a flow chart illustrating a nethod,
according to an exenpl ary enbodi nent of the present invention, of

I npl ementi ng policy-based network traffic nanagenent. Figure 9 is a bl ock

di agram providing a high | evel diagrammatic representation of the operation
of a virtual nmRfires 1§Qbmckgliagrmpgjl’vﬁﬂlﬂgfﬁrﬂleﬁﬂetﬁﬂlﬁ{@hﬁmg mabonﬁmllalre of the
present inventjon. Figure 10 is a 0] lagram |l lustrating a rule program
as concept@GeATHiRE e AR FXLpIgTy a?“i‘hﬂﬁlﬁé?m@%ﬁ?ﬁﬂr%%enf BYENMe utilized to bind

process behavi or definitions, conveniently |abeled operations, to
contextual zed sets of data, conveniently |abeled registers. Figure 11 is a
fl ow chart il Jiguabiing ﬂ@wmtart@ktpica'ngemﬁimgcaldloan wherntpinsactiopsrB@ad dent  of
the present |nveqh|on %Oc?nflguratlon i nformation for a

il
networ k cSHREHX B tQPnéeqlB %%ga% a diagrammatic representation of an

exenpl ary depl oynment scenario in whi ch a VIVIC client application is hosted
on each of workstatlons coupled to a pnetwork con tlon device via a | ocal
area network ( [EAgyre ZGH“StWeddh%mﬂ@lﬂg SE%W phyi qyébr esents
classification rules utilizing both a signature recel ved from a packet and
time of day information. -3 WO 112/1111(2 PCT/U S111 /272S11

Figure 8 is a flow chart illustrating a method, according to an exemplary

embodiment of the present invention, of implementing policy-based network traffic

management.

Figure 9 is a block diagram providing a high level diagrammatic representation of
the operation of a virtual machine compiler, according to an exemplary embodiment of

the present invention.

Figure 10 is a block diagram illustrating a rule program as conceptually
comprising a number of rules that are utilized to bind process behavior definitions,
conveniently labeled operations, to contextual zed sets of data, conveniently labeled

registers.

Figure 11 is a flow chart illustrating a method, according to an exemplary
embodiment of the present invention, to pre-compile configuration information for a

network connection device.

Figure 12 is a diagrammatic representation of an exemplary deployment scenario
in which a VNIC client application is hosted on each of workstations coupled to a

network connection device via a local area network (LAN) 104.

Figure 13 diagrammatically represents classification rules utilizing both a

signature received from a packet and time of day information.

-3-



Figure 14 is a diagrammatic illustration of the comunication of the VNIC
packets, froma VIVIC client application, for contribution to an

i nformat iwogopfiakk! €. Figure 15 is a bl ock diagramill ustratirngof/enke cati on
of a registry 113 in each workstation 102 or, in an alternative enbodi nent,
managenent of a registry froma domain server. Figure 16 diagrammatically
illustrates the comuni cati on of V1VIC packets, utilizing a VN C protocol
during a VNI C session, to establish and contribute to information profiles

utilized by a qhg@@mugamacgmammh@c illuBtrition o Xe gWn@himit&ich siftha@vbagdw dt h
partitioni nq@cl assifjcation rule. Figure 17 is a diagrammatic

r epr esent #86ksH, fromea Vhltickient *}PP{IWé“’Bx@ﬁﬁ?‘&ﬁ?“tf%’r%a&fm@élﬁﬁ%ﬁ@mg%t emw thin

.which software, in the formof a series of nmchine-readabl e instructions,

for perform ng any one of the nethods di scussed above nay be executed.
DETAI LED DESCRlEigm@\lSAs bl dodsatli agnain sijsstreting eplicgioarof atregistiry ¢33 imamell net wor k
traffic man re descri be n e follow n Cri for

pur poses SPTEIRERSBIG R S AHerBhie efacdiRens mabiierntFEr el dRma ) o er
t o provi dgomain¥erwydgh under standi ng of the present invention. It will be
evi dent, however) to one skilled in the art that the present invention may
be practiced without these specific details. Figure 1 is a block diagram
il lustrating, %gﬁ‘reﬁ'éﬁl:ﬁa réhit atlcﬁlﬁéllﬁﬁﬁifiéstthggorﬁlfnuﬂlcgﬁémm@ g&éldefs, manager,
accordi ng to an &xenpl ary enbodi resent 1 nventio In the
exenpl ar y ufibizing afVISIG/protacsl dwrargha HNI@@essB]netn dstablish gnd ¢ongibpige o i | | ustr at es

t he virtual, nachi ne d on ne work ¢ ctl (or dat a
comuni caf?fBHgﬁtlo&&f? ngﬁfeéﬁgaaass E WXSWP&(%? %he virtual
machi ne lQaﬂ(ﬁNﬁmﬁ@uhgﬁiamaﬁoﬁhﬂgSI f| er 14 t hat cl assi f| es i ncom ng

network traffic 16 in accordance with a set of classification rules 18
provi ded by a network owner. Specifically, each packet within the i ncom ng

neLwork {1311 ol bR MR BT Bl S0 e 21

flow cl asses 2 flow i ances classiticatl on

rules 18 «iéédmputgr gystem wdhm whiah sqfaedretin tlsehﬁmuhcbf l@emkssef mavhimetrestableom each
other. -4, 112% é’le PCT/ USO#%?ZS ure 2.1, a bl k d| g{ia

i |l ustrat |"?1°'&“8‘i1.°’1§x PEPYRE AT 6 PRt B e °r‘?§ We%t%ﬂﬁ’gd??y

including the virtual machine 10 that accesses a set of classi f| cation
rules 18 utilized to make traffic classification decisions. These

classifi CWMMe as sinple or as conpl ex as requi red to make
a classificatiounedidd SHH¥¥§&£'t€ﬁnﬁlem§ﬁtgi%ﬁE§' 'bﬁsed(?lfetv?orﬁ%raﬁ‘h efrﬁéHteaIQf

network traffic 1n or e a classification e pu poses of the
present | deseribed, Int the follywing desgriation, dor puirpdses bEexpldnation,muntezousrspedifimt i on

PRt "or Sl BB AP 8o o0 A Sher Sl BB EpRE B GaoR  ©
traffic. Wwill be dvidenetmwalver, Yo dewkﬂwdﬁmhesdmm the pi%sgurimefimoﬁ hey\ber t ual

machine 10 is s ov\g to receive netwrk traffic froma nunber of | GhaseT
networ k c&HsEEsd BH OW}ltléesﬁsﬂ?fhtﬁceﬁleﬂ ‘ingress virtual interfaces 24, and to

out put cl assif 'F?éhr@@ﬁé"@ﬁibckrdﬁ fdrg 1llﬁs&atﬁ1g”'ﬂtr@ﬁirgh ‘Péve?%@%rﬁﬂdntdf@netvm&r faces
26 to an ATM or ADSL network connectl on.  I'n one enbodi nent, the virtual

i nt er f acedraffic marRges apeardingrie en exaneplaryempsidinagnt phihe paesenioinventiony inuhe

Icga(r;gglratl onlﬁw {IoF-;gSSI ]Szlugngilgﬂac 8qg$r8 ém{laﬁ’l tﬁ%&g&flgﬁg{,&tglﬂ% r‘{m faces 24

cl assi fi catachiner10lhas bddh ho%tqdmnleaie,twbnka:mn@moned)d datzScdnhmmuballdne)jdevmm t ched
or bridged.to an_appro eqgr V|rt i nterface 26 efined by the
cl assifi ngl(%g PQFBEG fg"tc oF r‘e&%{ﬁp’f V‘H’Pallﬁi‘f’@i“%‘m 153%’!?‘1‘?&1}‘3%% rout ed

_ betveen Vicrkdifibr 14/h¢ (flﬁ’s%ﬁﬁasgﬁco?rﬁﬂ 3&w‘8ﬂ§@5fﬁ@ N6Gh héc%fda%cé%ﬂﬂ adet ¢f source or

destination Internet Protocol (I dress, type of service bits, arid
prot ocol «lapeficationtrhles d §peerddad bt tumtwprkt @¥resc Speuifiallyaeachpeeket within the

o qual | 0y SopE oL Euthe s PO Ak ORARLOE A SRR A © acket

as will belads=s20ianddlomwninbantea @2 byehaclhssifedation riés 1 yterruls 1Brdefiningiayw be
swi t ched be virtu interfaces 24 and 2 tilizing source and

desti nat i b‘?fﬁ*ﬁé]éﬁﬁlfeé"sg@é‘wéerg;l‘ﬁ‘ﬁ"?\?ﬁtééfrz?ﬁheaé’ﬁ@ﬁﬁsul ation arrangenent. |f
the egress virtual interface 26 is an MM virtual interface, then the
virtual machine 10 nmay sel ect a channel, based on QoS requirenents
specified for the particular layer-2 flow. In one enbodi nent, the network
connection device 12 may be based on a high performance | SE processor which
supports dual -swi tched | CbaseT Ethernet ports, a BMops ADS nodem ATM SAR

processing, Ethernet bridging and IP routing. Figure 3 is a block diagram
providing further details of the architecture of an



exenplary network traffic manager in the formof a virtual machine 10. The
virtual -5 WO 112/1911& PCTI US111127250 machine 10, in the exenplary
enbodi nenwg ot/seoshiown to include both the classifier 14 andcausebehsyr 15.
Dealing first with classifier 14, as described above, the classifier 14
operates to classify a packet, for exanple, into one of several flow

cl asses and flow instances. To this end, the classifier 14 extracts from
each packet a signature, which is then parsed into two distinct fields,

nanely (1) a fiFprel assbRLk alagrindAlvefrat( exepla deisibymest df adesh kS of the
flow to which the packet, bel ongs, and (2) .a flow I nstance discri m nator

(FTD), wh Pewep@@h@¢w¢6e%~ nsludingdhe visaakmaching 1Q that aqopssgs 8 sef<f clapuf IpAORet

- bel ongs. ml ?Pé‘ﬁ’t'il ed tb BEkE &%c@l%%ﬁlc?ﬁ?o#&égkdléﬁd T‘h@sesélﬁ‘s%g chribd AfI&MSSI on

control, ow I nstance 1s utilirzed to specif m ssion control.
Fi gure 3 imaybetas aingle Dhawmplsvcaaeneqmmd tesnai@sedaqsrfmam“dm‘aatdeﬁaqa be
I npl enent gd _a tono

cl assi fi cat'Pt “rﬁr @%glﬁg' Bs@qlﬁketiﬁcggz’ﬂ%gr i Sa 8% S&‘it%aﬁﬁgsgaf above.

I n one engediuipsses ofﬁhe sé:&slbédtﬁﬁtﬂhelt‘erﬁws%ﬁ:atlﬁe"adhallﬁeil‘dldeﬁlﬂcs fel e via the
Si npl e Networ kK Manag errepﬁ% Pr ot ocol SNNP% Two further rul es based

processes lfﬁﬁﬁn%@ﬂmﬁﬂm&}f’lnﬁwfhémﬁfé whefhgs extracted feqra the nehveikdrtie rul es 17
and | abel ﬁ'lgr?dTEtgﬁt th¥ hﬁﬁ%eh%o cﬂ_mng@%féﬁr J@Q@g ﬁ@i\%}k frﬁfﬁs“ﬂ&ufﬁg | abel

nanagenent rules 1 ment , confrgured utilrzing
conpi | ed ekerhplaty daphiynmnt showasin Elgmeaoﬂpivﬁﬂttmj; mochinhi10hs shownuotreeeivedescr i bed

this d | f th t
compi | od SoOEE rafaER AR Eof HERe T Aok Con e Ve SRPRRE AT et s i

the life Q)fﬁia?m@érfa%eé 2\viné k@&aFQtQalasEﬁfﬁmbﬁﬁorﬁftraﬁﬁtﬁﬂa ahufbePAOIE g&s@nt S are
provided bel ow in Table 1: Tab Event Managenent Rul eEvent OnCreat eWhen a

new i nst aNgabmnterfaceyyp fosancA T AR baeyariysepnegton. nktwwraem B i s
del et ed, [ﬁ_@ﬁ@g
conflict C%E?’ﬁr es %%?ﬁ%/we ﬁ%\éﬁtgeéhgggﬁggﬁgﬁg@{gvﬁﬁggs a ove t he

Network traffic entering one of the ingress v1rtua] interfaces 24 is operationally classified

by the virtual machine 10 utilizing the classification rules 18. A packet, frame or cell is
then routed, switched or bridged to an appropriate egress virtual interface 26, as defined
by the classification rules 18.

For example, at layer-3, packets may be routed between virtual interfaces 24 and
26 based on criteria such as a source or destination Internet Protocol (IP) address, type of
service bits, and protocol type. If the egress virtual interface 26 is an ATM virtual
interface with multiple VCCs, the virtual machine 10 may operate to compute a quality-
of-service-based label with which to forward the relevant packet, as will be described in
further detail below. At layer-2, frames may be switched between virtual interfaces 24
and 26 utilizing source and destination MAC addresses, frame type, and encapsulation
arrangement. If the egress virtual interface 26 is an ATM virtual interface, then the
virtual machine 10 may select a channel, based on QoS requirements specified for the
particular layer-2 flow. In one embodiment, the network connection device 12 may be
based on a high performance ISE processor which supports dual-switched 10baseT
Ethernet ports, a 8Mbps ADS modem, ATM SAR processing, Ethernet bridging and IP
routing.

Figure 3 is a block diagram providing further details of the architecture of an

exemplary network traffic manager in the form of a virtual machine 10. The virtual
-5-



configured threshol d, OnThr eshodl Negati veWen the average data rate falls
bel ow a configured threshold. -6 WO 112/1~A 2 PCT/USII1/272511 Event
managemenworaahems217 may be utilized to tailor fine-grai neddralsayemso of the
net wor k connection device 12 in support of adm ssion control policies, and
to i npl enent appropriate behavior in response to resource reservation
protocols (e.g., RSVP). The | abel nanagenent rules 19 are utilized by the
| abel er 15 to invoke, and respond to, peerto-peer |abel exchange protocols

(e.g., LDfhachiieii®, &l ﬂh@WierﬂMﬁﬁy‘ﬂlﬁbchﬁmdntDB shbwh ab Riclfledoasthe elagdfier 140gidween
adjacent netmork deV|ces t her dj scussi on regardi ng. an_exenpl ary

'si gnat ur é alPeéerrﬂé\r\PS @@HW“RCSW@GQH s descripedyahovs) the Rla§$lg‘§fr]4rﬁR§F%¢ﬁ di ng

2 concept yabiudan £1dcRB: Bl ckhifiptél Inkd 8¢ AL Ao RRKES ol BB HiEcdl. To

extracted rom ncon>1 ng pcket to rdentify apo icy to be applied
wi t h respdhis end thmdasmmupetsEJQm &@h patket g isignatuoe, evhich is sheppacsedlimd by

t he C|aSSIfIC ion les 1 C r.i se.an t el ds
b or - aatoSRHRE T, FRmel 78 BoWhlad MBI A AL RhRA de Bl the oS 0g 1o
perform a Jf ekl b Wwhich the pwkbtcwérﬁgbl @d((e) lﬂowﬁn&(hﬁ)e di&rin€indte€@P),a policy
for handling of the relevant packet he may, as |Ilustrated in

Figure 4, ‘%lp@ludpptlft@rtpdtlectseﬁwwfﬁmtaft@t elaes @9 pacrlﬁt belangsy émsplmrgl the
enbodi men t nt, and
e pr ovi ey AesIEUlER B3R! ElrimiihTorirSl, hIEY o] Rplabte HRARARTE

servi ce papembtainsssdéh ¢cantrohr i ous fl ows out putted vi a one or rmre egress

virtual interf 6 For th ters 32 cify
that a certai nqﬁﬂfﬁ/ lguiﬁ%‘?ﬁ%%t‘# ’al??‘fﬁt‘fﬁ ctgrgc %%P%’@an'ﬁﬁ'ﬁgﬁ?
provi ded utdhoh@wsI0 $he T rollegBaded pRockds 18 fthedclRamkRtion Brdcssstﬁetfohﬁ&ﬁb}by t he
classifier 14 to differentiate the packet 29 from other dissimlar packets.
As st at ed thpelewsifierdduasdisasssd abave eﬁison@@mmlﬁmmﬁé@ wlopsifigatiopmples 1§ ares)
bearing i be
net anti aton B aRE S Sl Br PBSment Pitfocol (NIPY Ty AR hiks)

flow s si dnstdprecessascurpperfirgied uuhzing tltehlélustm':dtevernt mianagenieat Mrﬂmdket s 29

bearingt | oW s si tu xceeds articular,.-a t.of tine Y
Frow o1 nidhey aagameatrites i o FENCm R e CAled 17388 st Sppas ot gt
struct ure 19Mmay, $i eﬁbaémmhﬁtémobe aorrfagekéﬂtuta&mg%swn;ﬂmmm@l madhifd euleq Mee Xt ,

the signature 31 may mprise nerely the destination | P address of a packet

29. In an&pmhrtgdrftvéaet:h lstfHEh%fd@ﬁCa’th?Fl@ this ﬁwn@ehpppaéegtweawﬁl%&vww | P
addr ess p'e%énﬁn&%@éxﬁ&xt'%xﬁﬁﬁécﬁ‘e%%m ﬁﬁn%%@ﬁéht I%M'Pig ket W dfﬁgélw. icany f O
any given context~I's an engineering concer and determ ne e given
cont ext . evem@idthe 1i$OCx1PATd 198 TIRY 260Ex#mples ebgichireles and wetsat@s to

det er m ne tg\eldg ﬁ?atur%aﬁ% 1of a packet 29 by evaluating a classification
rule 18. PAPORE B! né a classification rule 18 conprises a Bool ean
expression involving one or nore of t'hsblpacket fields |isted below in Table

2: _g_

Event Management Rule | Event

OnCreate When a new instance of a flow is created,

OnDelete When an instance of a flow is deleted,

OnResourceConflict When a new instance causes a resource conflict,

OnThresholdPositive When the average data rate rises above the
configured threshold,

OnThreshodINegative When the average data rate falls below a configured
threshold.




WO 02/190@& Table 2 PCT/U SO01 /272511 FI ELD NAMEFI ELD DESCRI PTI ONSMAThe
source MAC address of the frane containing the packet DMAThe desti nati on MAC
addr ess olotobeydsz ane cont ai ni ng the packet SI PThe source | Pczdgnesasof the
packet DI PThe destination |IP address of the packet PROThe IP protocol field
of the packet TOSThe IP Type O Service field of the packet that is al so
used as the DiffServ DS fiel d. SPOThe source TCP or UDP port DPOThe
destination TCP or UDP portRXl.The receive | abel of the packet. This is the
| abel assi gned Rvent ina@ndgefefi miles[Adahsf be( wilized tatailoefitapaaimed byitdvior d@Re 1q
etc). In additjon, an i ngr,eSf vi rtual '%&Sir f.ace 24 ma\g/ .al so be ccl)nsi der ed
an i npl i cifepIKcoppecon devies 1%ingsapert ot admissipy gondrok pplicigs, and Fdmplepenim

-provi di ng agmgg% viRhvb! if rEGRREAOREOLRR BRI Atbn pRGb&ISE.g. ARSPPHITiR tO an

exenpl ary I'ment of the“present invention. The class firer 14, as
descri bed latigbwmanagesnend nflesglf ard ubilizadeki the labsken d b 40 inyoke,land wespond wgpeete. g. ,

(11 ow ol ade et e Exerinae piotelniee™ Ko iy Aotn SRARERBRIRRER ABH, £y Wi  ni n
the pol i cypicbleodr bewees adjactt faword deides, amongst whi ch are specified the

fields of the packet signatures 31 to be utilized fqr classification. Each
field (except SMUTHIHAISRIRFIORIGERANGAY EXCIAPIaLY ‘Signafue’ s pawiprovided. digusnd DvA
fields ea : [ : kL o recei pt of
a packet 5455 S Ia? ﬁ@‘%lbg%g(iq??ger?ﬂtﬂ&@ggg %%8@&% geoiﬁ ﬁé@ﬁ\?&ﬁ%ﬁgh&n oref]%m entry

t hat mat clpasket kignatugnit, exeacddd fsdmtahénqoanikg packet 29,do identifyea peliely tabemt ch, in

one 2o BB ATE U o TR G S MRy © o v
successf ulclaskificativicieRds 182aridSmpy dnfsombitRtibe bf félds nd/onfatal ghih911G2
PCT/ US111/ 272511 a corresponding flow class. The entries in the policy
tabl e 30 r{qypqgget(ﬁ% elhesignatuse 8 h A5 utilized as a tag to perform a lookup within a policy

table (e.g., a MIB) 30 to locate a policy for handling of the relevant packet 29. The

policy may, as illustrated in Figure 4, specify various service parameters 32. In the

exemplary embodiment, the service parameters 32 relate to ATM traffic management,

and are provided to an ATM traffic management module 34 that applies the service

parameters 32 to various flows outputted via one or more egress virtual interfaces 26.

For example, the service parameters 32 may specify that a certain flow is provided with a

high QoS, while another flow is provided with low QoS.

The signature 31 of a packet 29 is utilized by the classifier 14 to differentiate the
packet 29 from other dissimilar packets. As stated above, sequences of packets (or other
network traffic units) bearing in the same signature are termed “flows”. A flow is said to
be instantiated when the classifier 14 recognizes a packet 29 bearing the flow’s signature,
and persists until the amount of time between packets 29 bearing the flow’s signature
exceeds a particular amount of time (e.g., a flow’s Interval Timeout).

The virtual machine 10 does not impose any structure on a signature 31 or a
packet 29. For example, in one context, the signature 31 may comprise merely the
destination IP address of a packet 29. In another context, the signature 31 may comprise
the destination IP address plus a source MAC address. The most appropriate signature 31

for any given context is an engineering concern, and determined by the given context.



the best match is found first. Figure 5 also illustrates a flow class table
36. Once a packet 29 has been classified as a particular flow class, it is
processedveadg®dz ng to the specification in the flow cl asecrashe73g
Accordingly, the flow class table 36 shoul d be seen as an exenpl ary

i npl enentation of the policies discussed above with reference to Figure 4.
In one enbodinent) the flow class table 36 is a sequence of data itens that
determ ne how the relevant flow will behave. In one enbodi nent, the fl ow
class tabl e 36Thoelabifér Bt dPePdEY toQetekinfledhs siFﬁdmﬂe)Bl df alpatkerR9ibpst ance
selector field, (2) an instance tinme-out field, (3) a maximuminstances

field, (4pvaluatingpcigssificatien pde h8. I enegmbodiment/aglagsifiqaiien rde 18 comprses| d.
. The inst £ , i i i j.el ds of
25 gnat uf SogRaERbLsicr fbiyBle dabh: Fhate O R et BeRRTIe WERW fillic 15 6 ©

instances of a flowclass. If there is no instance selector specified
-within the tables 36, then all packets 29 classified within the rel evant
flow cl ass are considered as belonging to the sane instance. The instance
time-out field specifies the |Iongest inter-packet gap that instances within
a particular flow may exhibit. If two packets 29 of the relevant flow are

| onger apart than this inter-packet gap, they are considered to be in
different instances. For exanple, as shown in Figure 1, the tine between
the first and second "A" packets in flowclass 1 is shown to exceed the

i nstance tinme-out. The maxi numinstances field specifies the maxi mum nunber
of sinultaneous instances of a particular flow that can exist. In this
field the value is set to "N'. A packet 29 that attenpts to create a "N+1"
instance will be discarded. If a traffic pattern attenpts to create too
many instances of a flow, the classifier 14 nay generate a resource
conflict. The transmt code point field, if specified, includes a value

that will beconme a so called transmt "behavior code point" for an outgoing
packet. The behavi or code point is a value that indicates how the virtual
machi ne 10 should forward a flow (i.e., it specifies algorithns that wll

be used to queue and forward the packet, etc.). Packet forwarding
processing is protocol specific, so the behavior code point is a
normal i zati on of the semantics associated with packet forwarding. Once a
forwardi ng decision is made in a -10 WO 112/19111r2 PCT/ U 5111 /272511
packet, an egress virtual interface 26 will map this value into it's own

pi er-to-pier protocol proprietary transm ssion. Regarding the reciprocal
flowfield, a flow can be configured to identify its reciprocal flow (i.e.,
any traffic in a reverse direction of the flow, which is generated as a
result of that flow}. This is depicted in Figure 6, where transactions 2
and 3 occur as a direct consequence of transaction 1. If a virtual
interface is not configured to bind it's reciprocal flow, the virtual
machine 10 may identify transaction 2 and 3 as two flows (e.g., A B flow
with a count of 1 packet and a B.A flowwith a flow of 2 packets). However,
if the virtual interface is configured to bind its reciprocal flow, the
virtual machine 10 will recognize just a single flow (e.g., an A B fl ow
with a count of 3 packets). Both ingress and egress virtual interfaces 24
and 26 are discussed below (e.g., with reference to Figure 2). In one
enbodi ment, a virtual interface is a |ogical description of a physical
interface, which hides the details of any underlying multiplexing. For
exanpl e, an ATM physi cal |ayer may be mapped as illustrated in Figure 7.
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address the above identified network managenent problens includes conpiling
the outconme of a nunber of discrete configuration steps into an indivisible
rul e, whiwdor/maer ucts a network device how to behave. Thi scresui/inzeny

provi de the advantage of allow ng configuration tasks to be performed nore
reliably (and with a smaller code footprint}, and al so provides a nmechani sm
for increasing the resolution of configuration w thout an adverse effect on
the device's MIEF. |ncreased nanagenent resol ution allows a network

desi gner, afcorrespoadipgd€lowt clasaThe ynteikeint the policyotable\BOrmayelse/ordeded ishehthats pect s

of the behavi or of. a petwark device, such as flow classification and data
path feat tHeesSEPRiGhds Wupd fitsty| ook di agram provi ding a hi gh | evel

di agrammati c r ¢pnRs s alsdliiltrads o fitfv RS @ble®6. Wncd a\ablkei2b Hagedenne conpi | er
60, according to an exenplary enbodi nent of the present invention. The

vi rtual nelepsified sonpartieplasiiow slassdtis prasessed arcasdiag to thewpecifi¢ationdm the
operation j t | 0, I o) of a
part | cul afioneisifbib ] AREaig oS Sk PRBIEIARGLATE st SRRy

defi ni ti ohapleatrdtatian ofitheyloticies dischsted hisdve syiticieférarxehe Fpuro4.aln srequi r enent s

of a specific netwoyk_device. |n one enbodi t, .these hehavj or al

requi r eneff oﬁwn&éﬁggg\yichqsgBabgeéq';lstaegggwe gggﬁ“%é‘@?i‘ﬁ that g?ltePW“F awithe m of a
deci si on Lg18@mt fib&% Will'deade. Machi ne conpiler 60 utilizes the operations file
62 and the rule file 64 to conpile a rule program 66, which in one

enmbodi ment  conpr Peeembodiment; thediyve glasy table3i ingjudessenymeler of Geldsmamelist i ons
suitable for_ t. Vi r Ach| i S , e ul rogram 66
conpri ses (Q e F S%?écos %feé?{é)tr |E§fr\§ls ,tﬂgaglji{e?%%nceég §@€6§1&g1p%£ g;!)l %rrll{sm&d[’)nb 81§Ea§ desby
conponent sieldf, (4)erdaeinivoode poinoéield, and 4l¢8) irevtprbeal flow figldr f or mance by the

ti ts of the petwark tion deyice in_ d i th

the behavi or al TPEENERBFIPIORARI 9% thesass fabls 3 speetiies Which Fisldbpka enbodi ment

the rule RiR%LAMO6F IBacketld) shofd Helid{likbd i distiteliHTelidchidathRIBPAYIo® NuMber
I

of sequences, these sequences constituting the classification rules 18, the
event nan&lesveli thareisaw instangecselentor spaséfiedwsithig dhectables 3b cthen @l packes9ed above
wth refer - FI Vi I i i I cecordingly
Used 1o agirated RibRHE fedvand BGy eldss Y coMRERCR BORRYnE Lo B shibe RS

per f or mance- or iTaetesthnea tioer ot fiel bspdtifigs tHedongdseinparqgclengtf thaninstahbess key

| ocations of .the virtugl machine.l The virtual machi ne _conpiler 60, in
one. enbod i & PEEh flow TROb df o ioteleds 2 P HETISHER toot p Meer
nunber of ,gksinaAehis ﬂaélap&ka%?sm§¥ aRtoasinéRd tSbe ASdiffbleHfink@h&@d. FBr Fi gure
10. Specifically, Figure_10 1 [ us rates the rule program 66 as conceptually
conpr i si ngxamplanaseshown ip Giguse ghe tims betwaeenithefirst and scegquidbepycketsan flawe
utilized tc&_}%i A HBWRAGS SRcdlf RVin n&eﬁr}lg_itom ons, conveniently | abel ed

oper ati ons , to cont X ual zed sets of "dat a, conveniently | abel ed

regi sters 72. [Thewmadximima ingimces fieldspetified thb ereirsemausibec of simultedacns k

connection device 12 canstituted. by.a.nynber of. smal l.er, conponents,
t he overaqugaﬁ\cssccgsaspaéﬁ%}f%t%ﬁ‘f%%a%F%’re"é&h ?XBW&@&%@&‘E‘?BHC 8vﬁf:e%12 may

si | arly pudieved s atanst td erehte @ “Dl+10RIEIncOfvill BE URGRABA TG tRANPPRRM S. AS

illustrated in Figure 10, each conponent (e.g., .the TCP protocol or an ATM

g, .
devi ce dr RUSPPsip greatgitem many instanges ¢ flew.(the glagsifaerddgnangeneratg respuice act
entity sugh,gt a data plane or the nmanagenent plane) can operate, via a
rule 68 class on a new or existing register 72. A particul ar conponent may
t oget her it sel fThasransrhit cpdeepqintiizeld.siéspecified, mchadps @ valae duhpdhketonE@RorRY

provi de op tions.in both a .data.plane process ng, a nagenent .pl.ane
P ocess. Rl uAagit BeRlic BahBbRr bieP AS o RlaBEERRrEE: Thf ORISR RIBIETS anc
_ context 73yvaRidhdthedivites kv tHiEnGhad endehiteil0eho@ foRRE@L BBW @cl, NSpédfiéhat al |
conponents. and operations used in a specific rule 68 are conpatible with

Uhat dec! Ateantions that wHbke wsed fagueds d demusiithe pRgkesatoh Backeh IRoRBIECess o

which ar ; (=N ;L igten and

Fested. 1 Py ey e Py D e B e o A At 2 o
devi ce | 2serDaics agsoniated wilepadketiorvardingt Oncha forwardipg dgeision G6made inw e
program 66 may, in one enbodi nent, conprise a formal, conpiled set of
operations that is checked for consistency before being submtted to a
networ k connection device 12. Discrete ¥Wanagenent operations (e.g., SIVMW
sets for such checks) are nutually exclusive, and




-14 WO 112/ 19(162 PCT/U S111 /272511 may result in an inoperable
networ k connection device 12 in the absence of such a consistency check. To
this endweoemds268 is authenticated by its author, and chethsoi/bgst he

net wor k connection device 12 before execution. This provides security at a
functional |evel, whereas security at a protocol level (e.g., SNWP) only
aut henticates access to the system not the result of any operations
performed. The rule program 66 is furthernore conpiled and | oaded into a
net wor k ceacket tan@gredevirtal ihterfaoel 26 il @ thik valg intoiit’ s oWe piaicpient
protocol, and in this way so-called "unmanaged" systens can be configured
whi ch ret5Wﬂ°?ﬂ@“§§$ﬁ¥¥9%?%n%%°%haracterized. Furthernore, as a rule

~program 66 is GeERidiRthe idcifsedt WoRsrid18) Allow Bhy b&EdrfPulid doYdahey Ay ckly from
a processing standpoint. This allows the benefit of 7a consistent approach

and t ool - sesiprocal flowud ed any trafficiin@ refearse- girectiomehthe iflow, wdich is gprasated as a

managemontonis & e bado thislY 6B AR TR PR icE D EEh e )

pr ogr am 6@irettrconseRuenceradltanyaceom 0d Ifveviituali ifiteffacismot €shfiguredrty bivdjiest t hat
can be "assigned" by an authenticating authority, and distributed in the
know edge r¢giprocglfloy, the vipngl rasching: 10 may spiifyramsaction < aded aspwp flopser

expl anat i of, ' [ ' will now be
o ovi dod. 8 QeB oS ERASEUn T 13ALERhd 5. A NP BlLR AP of 1 RIBR. "1 ogram 66
is built Heveventhiheaitiahintéréace pecamfigured té bind iBaeciprocaldtowlthe yirtual

I npl enent ati on t.he virtual maching 10 na roken down i nt,o a nunber
of di scref%acgﬂ'&qlfoewlﬂgg%%nézcdﬁt?me ﬁ%\y?es,g., ¥%?ﬁ%gl°¥owﬁ%ﬂ§ﬂ?'§,°?§ach of whi ch
has as segatkps)M thin the operations file 62 that described the operations

supported by the respectiye conponent. A product nodel may be viewed as a
speci fic instartath B‘Ig“’ésﬁp‘l}{?ﬁﬁs 3 iinferfagss qupgﬁﬁ%(-'sd%%c“ﬂﬁdiqqlﬂff" € of

conponent Syinlfaferdtck td'E uP@ﬂ?im%négmﬁsgﬁ{eha%matl?m&rf&féqga15%?' is only

capabl e of executing the operations of its constituent components. Each
conponent description ghe ghysiesl aiserfacedehich thides theddetrils of gy vnderlype at i ons

naneepace milwtils! P sl AL B S A et oo 1
i ntroduce@iguitg. a network connection device 12 (e.g., via a network
Conat st ency betWBGHG VI aphe DSHiidhes Sgpateb et SRS VoS! INTAS 20Co.
PCT/ US( 114£/A6W class to which the relevant packet belongs provides a transmit code point (e.g.,
the behavior code point discussed above), which specifies the transmission requirements
of the relevant flow class. Each virtual interface is created to support a specific network
topology, and to specify now to map a packet to and from the external network.
Specifically, each virtual interface includes configuration to set the type of underlying
physical interface (e.g., Ethernet, VDSL, ADSL, etc.), assign a driver instance (i.e., the
realization of the physical layer), assign the label space of the physical layer that the
virtual interface can use, set the type of virtual interface (e.g., Ethernet, RFC1483,
PPPoverL2TP, etc.), enable disable DHCP, assign a MAC address, assign an IP address
and subnet mask (when routing), enable and disable IP multicasting, enable and disable
broadcasting to other virtual interfaces of a particular type, enable and disable Network
Address Translation, and enable and disable Spanning Tree and set state (e.g., blocking,
listening, forwarding, etc.) priority and cost.
In addition, a virtual interface, in one embodiment, contains the following

information: received unicast bytes and packets, received multicast bytes and packets,
-11-



I mpl enentation. An assigned identifier between 1 and 1216 -1 may identify
conponents. Referring again to Figure 10, rules 68 in the rule program 66
are assoowvebgavoeet h abstract entities created by the virt maet/useginne 10.
These abstract entities are defined in terns of their behavior and their
data. A particular process 73 uniquely identifies a particul ar behavior,
and a context 75 uniquely identifies a particular data environnent. A
process 73 and a context 75 required for correct operation of a rule

pr ogr am déecaived bomddast bytes and packetsuetdiver diseqrded bgtes ind packes| easntittedu| e
rogram 66. The virtual machine 10 checks thaf the registered

!Orrplgement g¥ﬁe§)ﬁ%dg%?é§5'6r‘if’§lt{5}?ém§ 1s5§158cg5}§tes,§1ciimﬂgtém ext 75 as required by
a specific rul gihge 8 LW ERIRiradil £:00MHRHA0Y2RBATIRS tfSexbmpRrP2 | S
provi ded below -16 = WD 02119(1(2 PCTIUS111/ 272511 <vopFile> <vopFile> ..
<cont ext Deabedismenbakthe ppsentdnemiion afamplsmenting pekivynkasedpetwarkatralsiss

<cont ext l.asatd on o y tml IR Y < < er>) +
pr ocess pap At The meio AR hitenoSEABIGEK 7, BER e corabi SRR BHkeleD

<pr ocess Spblicies(e.,<gpecified sihhethe policy. and/dEBWNlags<thitlok 30 amd363. "Thede

<hook-nunber). + "END' <c onentDecl aratig .. " ENT" <conponent -i dent >
O onBalen ey:br G DY LB BEcAnaca e B el SVieD o S ARG + ) »
<useDec afatd 9B event inbfgBme AT arldIBB Tndnagdmeif 98 X0 dlebork

<oper ationDecl aration> ::_ <operation-type> <mmenoni c-i dent >

<f unct i onconeationcdévigeatdur e> " " <op- nunber > where: <nunber> is any valid
nunber between 5 | 4 - high- - hi f e 32-bit
GOP. tident > iéqgﬁd%ﬂ\f‘g'r g R T RPN R R e

i s the naihepdet port@nvivd PRTnus).e¥he packte2®is itltentIReowted e the vitedal efachiae 10e

gl obal context identi t f the context, naped <context-ident>. .

Lot ocess Rt iock R i Senie s e RES AT, BT (BE PRebEds
<process- geERAmed.| At btk SOUBRICY t¥BE applicd ih Fﬂ)cgés_ f thE packesad dentity of

t he process <process-ident> <hoOk-idenb is the tident> which is the nane of

a hook wi identitied by ptikizing thetsignatuse febparforing loplupenuthe @plicywndior flaw elags process
scoped | d%ﬁést% a?153%he hook <hook-idenb -17

The forwarding (and processing) processes (e.g., the identification of an ATM
channel), and service level parameters as specified by the identified policy are then
determined at block 52. At block 54, the relevant packet 29 is then transmitted,
according to the policy, via an egress virtual interface 26. The method 40 then

terminates at block 56.

The Virtual Machine Compiler

Many network devices incorporate a number of software and hardware
subcomponents (e.g., IP, PPP, ATM, etc.), each of which has individual characteristics
and parameters. The correct operation of the network devices depends on the correct
configuration of component parameters of these subcomponents, or of the network
architecture.

Component parameters are often dependent on each other, and may be mutually
exclusive. Correct configuration of a network device requires careful consideration of
these dependencies. Network management devices typically allow for the setting of
individual component parameters, but do not enforce a net result of a series of discrete

configuration operations. This may be due to the large amount of resources required in
-12 -



WO 112/1911& PCT/ US01/27251) <conponent-ident> is the tident> which is the
nane of a conponent <conponent-nunber> is the <nunber> which is the gl obal

i dentity wbobhsegconmponent <conponent-ident> <mmenoni c-i depir/ s/ ti dent >
which is the operation's menonic. <function-ident> is the <ident> which is
the nane of the C function which inplements the operation. <signature> is
the signature of the operation as described bel ow. <op-nunber> is the
<nunber> which is the operation's identity which forns the | ow order

16-bi t's obothfiRe ArdndYihg ShPmafabiect [A8ViEBY © pefOfill stdteA fakk.0OThe fbdve proti@ipenent
may, in one exenplary enbodi nent, be declared as one of threé types: -18

VO U2/ 19Usonfigypiag spmpRuent parameterswhiely may be depandent rpon epgh\ptiaRis’ wher e:
R o
i s assur echonofunttiomdbdogecost) end matemistionlveitisyls tSpavifibalty, netwaak HevicdRREDI CATE
s an Ope[)gi%«ig ?nrz:rf\:l\ggincg y Ek%%ysedt(pgmg 1Ina1:[messi%];1 ctriggalsa\ﬁgﬁceart]iqonsl)f ar'{c{1 r(laet\gvgr tis
administration is becoming an increasing expense for organizations. The volume
deployment of broadband services is contributing towards the exasperation of the above-
identified problem.

According to one embodiment of the present invention, a proposed solution to
address the above identified network management problems includes compiling the
outcome of a number of discrete configuration steps into an indivisible rule, which
instructs a network device how to behave. This result may provide the advantage of
allowing configuration tasks to be performed more reliably (and with a smaller code
footprint), and also provides a mechanism for increasing the resolution of configuration
without an adverse effect on the device’s MTEF. Increased management resolution
allows a network designer, for example, to safely exert control over very detailed aspects
of the behavior of a network device, such as flow classification and data path features

Figure 9 is a block diagram providing a high level diagrammatic representation of
the operation of a virtual machine compiler 60, according to an exemplary embodiment
of the present invention. The virtual machine compiler 60 is shown to receive as inputs:
(1) an operations file 62 that describes operations supported by components of a
particular network device (i.e., component behavior) and constraint definitions, and (2) a
rule rile 64 that specifies behavioral requirements of a specific network device. In one
embodiment, these behavioral requirements may be specified as a textual representation
in the form of a decision tree.

The virtual machine compiler 60 utilizes the operations file 62 and the rule file 64
to compile a rule program 66, which in one embodiment comprises a binary object
including a sequence of instructions suitable for the virtual machine 10, discussed above.
The rule program 66 comprises a set of operations, selected from operations supported
by components of the network connection device 12, for performance by the respective
components of the network connection device in accordance with the behavioral

requirements defined by the rule file 64. In one embodiment, the rule program 66 may
-13 -



true the operation will PASS. If the test is false the operation will FAIL.
MONI TOR is an operation which nay or may not change the state of the system
and can ngolbesosPASS nor FAIL. Operationally, the virtual pograRing2sonpil er
60 insures that a rule program 66 does not execute a predi cate operation
after an action operation has been executed, because the change of systens

i nplied by the action precludes any backtracking. A nonitor operation (not
shown) may change the state of a network connection device 12, as |long as
it does sembBdpa REBMBET oftsegiiencss, tHesd SRERIts chbRstitutbiplthe BRssHicatiBs niled B3,pr ogr am
66. For exanple, suppose a_ particul ar. conponent provides an operation that

| ooks f or therevaapanagemenigiules 1danditha Jabel manseement ryles 19 Qisqussechaoverith | p
‘addressesrﬁgreﬂcﬁc@cﬁgurelﬁ the presence of the I P address in the cache is
still valid, even if the rule contains an operation that subsequently fail,
t hen t he oper afThenirttaboiadhibe compilamtéds ascoadinglyi used to defime the shavibr ofa

decl ared as, an _act.ion_ . Turnin owto the rule file 64, as.stated above the
e 11 o VA TAGRE 10 st SRLIC NS OBReT e opca o REmGE PLITRRREIEE Bfogr am 66.
Wt hi n t herdged® 66int® thdkey Rcitivhs OF ARRBIAGHM neEhRiloent, a nunber of rules may
be defined, each rule conprising_a decision txee having the general form
-19 WO 11211§"b§ymmtmagnc compies 60, irongnmbndiment>presqots amedelde s rele SE

<actions Lt will ot ed t C 1t
111 21 mg Speiber i SpRi A Aier o AbouRERE bt RS oI GRE bsiod 1
pr edi cat esn Bigdreal(l. i Spesifaaby, Rigwe Up ilhdstaegukanids popranpé6 at comosptuahch of

whi ch ith PASS Al L ted. Th EN- . t t of

bar ¢ 1 cur aFomEng 8 nazLet ebales CEITF. PNEiellBrsanianes) ot ard S B BnGass The
ELSE- par t pgdcaisigBNioPlefmifictst tsivemently labeled oPHREUAELTY, kd cotiokugil Qedetd he
operations of the IF-part FAIL. The grammar for an exenplary rule file 64

i s provi detidyal envenient]yelabeled registers 2RIy vl bej appreciated; thatdiagguse 2 gpacifie

e o

~— " . Q" .de >
machi ne C(r)l?rtﬁ‘f e?o gé\n&wé)é%nfegrlg? war ni ng € 68 does

not conf otha dverdh@ocmsendtortér forpnitwbrk eonfibetion delvized2tmayssimiljly viewedéHdr >

The rul e header,, contai ng i n}ormatio. whi ch ertg{nﬁ to e%ljhe ole rule
68, The gPaReRSHOBREARMG of fRstkiRendiag compprients, A iNustEitin gy 10 cach
<cont ext Degmponenk /e he TCK protitdl aimATNREE I drivedthat wishes to contribute to

a process (e.g., an abstract entity such as a data plane or the management plane) can

operate, via a rule 68 class on a new or existing register 72.

A particular component may together itself as multiple processes. For example, a
component TCP may provide operations in both a data plane process, and a management
plane process.

A rule 68 is declared to be for a specific process 73, hook 74 and context 75, and
the virtual machine compiler 60 operates to insure that all components and operations
used in a specific rule 68 are compatible with that declaration. A hook 74 may be
regarded a location within a process to which a rule 68 may be addressed. Once a rule
program 66 is written and tested, it may completely describe the behavior of a network
connection device 12.

Dealing more specifically with the rule program 66, a rule program 66 may, in
one embodiment, comprise a formal, compiled set of operations that is checked for
consistency before being submitted to a network connection device 12. Discrete

management operations (e.g., SNMP sets for such checks) are mutually exclusive, and
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WD 02/ 1) 81 2 <processDecl > PCT/USII1/272S11 The process of a rule 68

descri bes the behavioral environnent in which the rule 68 is expected to
run. The woogems2 decl aration includes the hook point to whCcthsbing2swul e 68
Is targeted. <processDecl> .. <process-ident> "(" <hook-ident> ")" The cont
<cont ext Decl > The context of a rule 68 describes the data environnment in
which the rule 68 is expected to run. The environnent includes the data
areas the operations of the rule operate on, and the revision of the

oper at i onsndyGefudt inpadnopeeabid gotivbecéonnectichldskise 12dmtteabkericd @fituehwher e:
<context-ident> is an <ident> which is the global name of a context
<keyDec| > Copusteney cBecky rule 68 is hexadeci mal string which used to

-authenti cati ng 1ihRiseHli€a @IO68 BiddtheWliGied BiRity hithordhnd @eBkdibylifle hadsk 2 rul e,
it ensures that the ke the rule 68 is conpatible with & "shared secret™

that has lsewtectien dg\n'@fui/z gfpﬁ@xr:@nma rihisprovidek seguniiyc a functippeldevel,. . " KEY"
ot e B i 5o (B UL SO b BB W A e
PCT/ US111/m3at/thsQesttires any bpetatiensipegforneét.e conpil ed into the heap-objects or
e et ool G A cbe o She BB bt 1 o7
connection device 12 independent of any run-time management protocol, and in this way
so-called “unmanaged” systems can be configured which retain the ability to be
characterized.
Furthermore, as a rule program 66 is compiled, it executes relatively efficiently
and quickly from a processing standpoint. This allows the benefit of a consistent
approach and tool-set to be used to define data-path behavior (e.g., packet filtering and
policy configuration) and conventional configuration management (e.g., assignment of IP
addresses, etc.). Furthermore, a rule program 66, in one exemplary embodiment, is a
compiled binary object that can be “assigned” by an authenticating authority, and
distributed in the knowledge that it will only execute on applicable systems.
A further explanation of an exemplary embodiment of an operations file 62 will
now be provided. As described above, the operations from which the rule program 66 is
built are contained in the operations file 62.
An exemplary implementation of the virtual machine 10 may be broken down
into a number of discrete and re-useable software parts, termed components, each of
which has as section within the operations file 62 that described the operations supported
by the respective component. A product model may be viewed as a specific instance of a
virtual machine 10, which has a defined set of components. The virtual machine 10
described by a product model is only capable of executing the operations of its
constituent components. Each component is assigned a global identity, and has its own
operations namespace. At run time, the implementation of each component registers its
operation with the virtual machine compiler 60. When a new rule is introduced into a
network connection device 12 (e.g., via a network management or from memory), the

virtual machine compiler 60 checks for consistency between a new rule and its registered
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A heap object is to be stored in an area of the rule 68 called the
paraneter heap. These itens are treated as contiguous, nodul o 4 sequence of
byt es. Theofienai22 bytes of the heap object is the type fierdisot/frssecond 2
bytes of the heap object is the length field in bytes, and the remaining
bytes are the objects value followed possibly by padding. Heap objects are
decl ar ed in the rule using the follow ng grammar: <heapObject> .. "STRI NG
<idenb "_" """ <cstring> """ "DATA' <ident> "-" ""' <hstring> ""' where:
<cstri ng>lmpltm@}ltaél@wérmsmﬂab!dﬁmﬁaﬁslbetvtﬂﬁarlmdéﬂéﬁ<Hsmay idgntifys any sequence
of t he char ter§ "o, "A". F and "a".."f" e.g. STRING ConpanyNane =
"Xstreanvs %ﬂpg S]DATA macAddress 1122AB33DA76 In order to use a heap

- obj ect an Operatdfaﬁngrugztmb@Figeﬁd medemssmmamleprdgﬂmhm agPpsedstedivethpl ace
init's signature, 02/19(1C2 <inlineChject> An in-1jne constant object

i s decl ar S8strRst ﬁ&lt{eﬁéfqatﬂdlttvaﬁﬁlrﬁ%??ﬁ%l}me 19. nﬂ“ﬁ%d@ﬁt@& entities agegpfipgdin
<i dent> " o iiigs ehgi% nrti)d &x]rjcia(azzg?ﬁngbmffﬂy&@tﬁtuﬂu&l@@ fdefjkat i on of a

const ant, any use o In arule resul t |ng repI aced
by the valpagioukenbblevior, sust 2cortiext 7601n31ua1yt1§emﬂleﬁau)artt@sla@idatarcnmglMpA but

are placed_in t nst.r min e |nte
literal. ﬁ%cff%it‘a%%%%g ge%ubrggﬁ?ﬁ CXE o??eg o8 ﬁﬁ@grx’&g c?paé? 5‘?‘%8%
whi ch can ife anehstficten sequbicedghe/@fevamitale plbgasVey. THeevigualanachagE0appear s
inarule 68 it is replaced with the specified sequence_of instructions.

<macr o> . chediisithaythe regisiresl implementations sHpRarisidaisame procass 45 and CRRIENISi dent >
'S an <l d%@ TequifBd 69 a'specifiethid 88, ¥R Etaindr¥E allRkdifiplary operations file 62 is

provided below:
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<macr oBody> is a sequence of operations assigned to the macro identifier.
The virtual machine conpiler 60 will interpret any appearance of the
<macro-i deowzias2if it were an appearance of the <macroBodgruseszmsaBody>
-23 WD 112/1911e2 PCT/US(11/272~11 The body of a rule 68 has the

foll ow ng gramrmar: <rul eBody> .. <clause>* <clause> .. <expression> * "|F"
<cl ause> "THEN' <cl ause> "ELSE" <cl ause> <expression> .. where:

<conpl exExpressi on> <literal > <macro-ident> <operation> "(" <expression>
")" <conpkeogBilePessi on> is a conplex in-fix, post-fix or pre-fix expression
(this grammar n be seen in_nore.detai,l j.n http://vmhtm). <literal>is a
hexadeci mafv?ﬁfplﬁgci mal const'énf?on?(i@?%ﬁag%gmi s is the iZwocat lon of an
-operation defined in the operakpebsssDetlgrafigns>The name of an operation is
the menonic identifier assign to it in the operations file 62, qualified
by the types of the arguments FEPRPRNCBIEGIEAIONS| st and the rul e's context
~decl arations. A conponent nmay have nultiple operations with the sane
menoni ¢ i deontextDeelaratigns>yi 1 (CONFBRT" seepigrndenty " seontext-aumber=aht
contexts or packages. <operation > .. [ "NOI" ] <mmenonic-ident> [ "("
argLi st ") kplocessDgtlasations> [ <€PROSESOneprocess-idenx[s"epsoasssnjmber>24 WO
(12/ 191112 PCT/ US011272511

<processSchema>)+
<processSchema> . = “BEGIN” (<hook-ident> “=" <hook-number>) + “END”
<componentDeclaratio ::= “COMPONENT” <component-ident> “=" <component-
ns> number>
(<useDeclaration> (<operationDeclaration>)+ )+
<useDeclaration> n= “USES” <context-ident> (“,” <context-ident>)*
<operationDeclaration> ::= <operation-type> <mnemonic-ident> <function-ident>
<signature> "=" <op-number>
where:
<number> is any valid number between 0 and 65535 which forms the

high-order 16-bits of the 32-bit GOP.
<ident> is any valid identifier
<context-ident> is the <ident> which is the name of a context

<context-number> is the <number> which is the global context identity of the

context named <context-ident>.
<process-ident> is the <ident> which is the name of a process

<process-number> is the <number> which is the global process identity of the

process <process-ident>

<hook-ident> is the <ident> which is the name of a hook within a process.
<hook-number> is the <number> which is the process scoped identity of the
hook <hook-ident>

-17-



where: <menonic-ident> is an tident> which is the mMmenoni c assigned to an
operation in the VOP file. <argList> is a sequence of zero or nore
expressi one owdgeh formthe argunments to the operation corpespsoding to
<menoni c-idenb. |If the NOT key word precedes the operation then the
negation-bit is set in the LOP code of the operation causing the virtual
machine 10 to invert the sense of the operation. <literal> Aliteral object
is a 32-bit value stored in the instruction stream Wen an operation is
cal | ed, the<eompoment-idens neissthe kidentrcwhish ipthemame of aicompohemtt he fir st
literal value (if any) and it is the responsibility of the function

i mpl enent i ngcbfporEnenaibers isthaduamberstwitich fssthe globhlddemiy of the cbponshtall
.the expected literal objects (i.e. leaving it pointing to the next
operation code). <literal> <CORPRAEHEICSNL> <heapOhj ect -i dent > ~ <const-i dent >
where: <nunber> is any decirnal or hexadeci nal val ue between 0 and 2'6-1.

. <heapObj ect -qrru@momq-@%atﬁ' t i Hethe <idgni>chich igthejogeration pmaeanBisp bj ect >
<const-ident> is an tident> which is assigned to a <constant> Turni ng now

to the rul e<unstioand®s> a r i the sidsgarhieh ity namg obthe efuneipmmichnbodi ment

be | oaded into a virtual magh uence of 32-bit values stored
in a network endian (e.g., B glgglﬁégéﬁ§°&§%g&0r der. In one enbodi nent, rules

within the rul e program 66 be enco as_descri ped., bel with all
links and i "HEEEY™Sr e of ne%?ﬁ‘gagtgfﬁ%ﬁ @ Qperation as ‘@8‘@5??%&62 r = 0:
zzzzMagi ¢ nunber (Ox52554c6]1) 1: &gﬁProces .IEZ: hhhhHogk IDBEg%ﬁgchntext
>D4: - xx- LefGPAUBRPEIR t hi ng Eﬁg er>rWiich ishe pperaden’s identity N 2% ast
val i d opcodeb: f{n)Ilndex t o bdtor@EIEHE of tRe 3¥BltUSORUal to 5 neans no
TLVS) KKKK op(1): GOP1 GOP of first operationop(l)+1l: LOP1 LOP of first
operationop(1l)+2: LITAfirst argunent to flop(1l)+3: LIT2second argunent to

flop(2)=op(1l)+a.i . -+ fi. L,onop(2)+2:

LI T2first ar gu%ﬁ%‘gxﬁé&ﬁﬁ%ﬁ é?%é@q_%%nn%}qérlg%%ﬁ{; 5{’%%%;&%

op( n) =op( rmbpdiatdnt, Herdetjared@siéde BCHTedIpé2725(1 op(n) +1: LOP2 LOP of first

operation op(n)+2: LIT2 first argunent to f2 op(n)+3: LIT2 second argunent
to f2 h(l)=op(n)+arity(n): -hl- The -hl- field describes the Iength of the
paranmeter heap. h(1)+0: tlvl The tlvl field describes the type and |ength
vvvv of the first parameter heap value. vvvv h(l)+tlvl.len: tlv2 The tlv2
field describes the type and |l ength
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vvvv of the second paraneter heap value. vvvv h(1l)+tlvl.len+tlv2.1en: ????
-26 WD f12/190!'2 = r(1)+xx+1 1. Magic Nunber PCT/USfI1/272511 Word O of
the rul e weoa1@2bit number which identifies the word seqremasoasr2an valid
rule 68. Encoded within the nunber is the revision of the structure of the
rule 68. 2. Rule Context Wirds 1 and 2 of the rule indicate the context of
the rule 68. Word 1 is the virtual machine context, and Wrd 2 is the
conponent context. The virtual machine conpiler ensures that all the

oper ati ons usspdrdtiona r ul:e= 68"APEHQN'e only on one of these two contexts. All
cont ext and oBeration associations are made in the operations file 62. Rule
| ength Word BPHF the rule 68 is its | ength of the rule 68. The val ue
-encoded is the |l ength of thQTﬁé%ﬁ(ﬁﬁgéfon]the current position, i.e.
<length of rule> - 3. 3. Last ' x Wrd 3 of the rule 68 is the Last
GOP Index. This is the 3ffsqg fromstart of the rule to the |last GOP of the
-oper ati on sequence. The vi rt MPNIBERI ne uses this value to locate the start
of the heap. 4. First GOP index Wird 4 of the rule is the First GOP | ndex.
This is the offset fromthe start of the rule 68 to the first GOP of the
operation“ﬁﬁﬁyence. The virtual machine 10 uses this value to

ACTION is an operation which attempts to changes the state of the
system and if successful will PASS, otherwise will FAIL. An

action is assured not to change the state of the system when it

fails.

PREDICATE is an operation which tests the state of the system. If the test is
true the operation will PASS. If the test is false the operation
will FAIL.

MONITOR is an operation which may or may not change the state of the

system and can neither PASS nor FAIL.

Operationally, the virtual machine compiler 60 insures that a rule program 66
does not execute a predicate operation after an action operation has been executed,
because the change of systems implied by the action precludes any backtracking. A
monitor operation (not shown) may change the state of a network connection device 12,
as long as it does so in a manner that is transparent to execution of the rule program 66.
For example, suppose a particular component provides an operation that looks for IP
addresses for a particular sub-net, and then sends such IP addresses to a cache. If the
presence of the IP address in the cache is still valid, even if the rule contains an operation
that subsequently fail, then the operation should be declared as a monitor, otherwise it is
declared as an action.

Turning now to the rule file 64, as stated above the rule file 64 is text that is
converted into a binary-form rule program 66. Within the rule file 64, in one exemplary
embodiment, a number of rules may be defined, each rule comprising a decision tree

having the general form:
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| ocat e presence of the authentication key and the start of the operation
sequence. -27 WO 112/ 190C2 4.1 Authentication Key PCT/US111/272511 Wrd 5
cont ai ns wo@2aaick onal aut henti cati on key whi ch occupi es zeto/ushi/fmse wor ds
between the First GOP index and the first GOP of the operation sequence. If
there is no authentication key, then Wird 5 contains the first GOP of the
operation sequence. 5. Operation Sequence Follow ng the authentication key
is a sequence of operations. Each operation consists of a GOP, a LOP and
zero or nore literals. 5.1 dobal Operation Code The GOP is a 32-bit val ue
whi ch universally identifies an opg ion. T iis formed by the

concat enation of the 161%ﬂregw5g]§ﬁ€&iﬁ8“?9?hﬁ]e%ﬁbo%e 16-bit operation
-identifier. 5.2 Local operation Code The LOP identifies the nunbers of

argunents that an _operation requires, and hence the overall length of the
encoded oper at ilowill benappigaiatedhthahecrnpleve desisiomirpasapay/bg bl utitizingduther wi t h

certain rgg-f " r i | . i : r i.nfo the
vi rtual rralﬁghﬁ_r]l%ﬁtggﬁ SWS_L%{ Ei'lnlqﬁ? Fgggb% @%&%}ﬂ%ﬁ@ﬁh%&% structure
as fol | owsnadaAPAT MEfuenédsiaf opétlafrond Je4arh@d GhiclOén BeOPARS e FAN. Whenarity of
the operation (j.e€. nunber of literal argynments it consunmes fromthe
i nstructi S?Hecé‘fegeéﬁff sfajement of 2 p_artp;,@r 3#‘? fﬁF&‘FC%%}fi‘ﬁﬁéH A er t
sense Of Pfhe IF-part pass. The ELSE-part statement of a particular rule is executed if any one

of the operations of the IF-part FAIL.

The grammar for an exemplary rule file 64 is provided below:

<rule>
<rule> = "RULE" <ident> <ruleHdr> "BEGIN" <ruleBody>
IIEND"
where:
<ident> is the name of the rule 68. The virtual machine compiler 60

will generate a warning if the name of the rule 68 does not
conform to the name of the input file (less the extension).

<ruleHdr>

The rule header contains information which pertains to all the whole rule 68.

The grammar of the rule header is:

<ruleHdr> = <processDecl> <contextDecl> [<keyDecl>]

(<constant>j<macro>)*
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operation (i.e. an operation which PASSES will|l cause it's containing clause
to FAIL). F The fail offset (i.e. the nunber of operations to skip before
cont i nui Rgpipwv1ddge event that this operation should FAIL) ecousesri2€
Qperator function index. The VM overwites this when it binds the rule into
the system 5.3 Argunents The operation argunents are val ues which are
passed to the operation. The nunber of argunents in the instruction stream
are encoded in the LOP in the "arity' field. The value of an argunent is

ei ther a 3@rddeésDecteral value, or a 32-bit offset fromthe start of the
rule to a heap object. 6. Heap Objects The heap contains constant data that
is passed to operations as argunents. The first word of each heap object is

-header co %_@:Y%dags G al@ndéd dbiiBs&tthé B&lidrilenvadsinént 16 which BdhR€ 68 isengt h.
The object i1dentifier has a value of 1 if the object is a character string,
and a val espestedzoirtn.tFhe pybgess dealaratiomiagludes thg ook painbisy which theqylepdis |
bytes. Figure él is aflowchart illustrating a nethod 80, according to an
exenpl ary BEEESi nent of the present invention, to pre-conpile configuration
information for a network connection device 12. At bl ock 82, the operations
file 62 and the rule file 64 are regeivegq, at the virgtual machine conpiler
60. -29 Vwﬂ%ﬁ%ﬁﬂg%%?z’PCT/GW@Eﬁﬁqa a Ig%¥&ﬂgﬂﬁﬁ B4, the virtual machine
conpil er 60 conpiles the rule program 66 utilizing the operations files 62
and the rule file 64, for exanple in the manner described above. At bl ock
86, the rule program 66 is | oaded into the network connection device 12,
responsi v nager) request. For exanple, the rule program 66
may be Ioggggoﬁﬁg%ﬁkﬁgaﬁégaork connection device 12 froma renote |ocation
on demand froma user or nmanager. At block 88, the virtual machine 10,

operating The ctorr{t%x{1 &t é’\ﬁﬁek6§ G356 |E aft§ ¥hifonment in which the rule 68 is expected
to run. The environment includes the data areas the operations of the rule operate on, and

the revision of the operations to be used.

<contextDecl> := "USES" <context-ident>
where:

<context-ident> is an <ident> which is the global name of a context
<keyDecl>

The key of a rule 68 is hexadecimal string which used to authenticating the rule's origin.
When the virtual machine 10 loads a rule, it ensures that the key of the rule 68 is

compatible with a “shared secret" that has been assigned to the relevant network device.

<keyDecl> w=  "KEY""" <key-hstring> ""

where:

<key-hstring> is an <hstring> which forms the authentication key for this rule
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12, perfornms a consistency check between registered operations of
conponents, and operations of the rule program 66. At block 90, the rule
progr am 6&0ing/1e06ecut ed by the virtual machine 10 to confi gerashirerzeet wor k
connection device 12 (and nore specifically the conponents of the network
connection device 12) according to the rule program 66. The nmethod 80 then
ends at block 92. Virtual Network Interface Card and Qut-of Band (OOB)
Communi cations According to a further aspect of the present invention,
there is proustartst a client application that executes on a network client
device (e.g., a workstation 102) so as to allow a network connection device
12 (e.g., a switch, bridge or router) to interact wwth a network client
-devi ce as Chmtghdata items areecontpiled duto pheclibag @bjecs. or Thknesdbjeots amiahibeat i on

provi des a ﬂ%%ger of fu ctiqnskbggiéf wi || be described below. In the
exenpl ary & i‘PrRR sy PHUCLEFBNCEhe client application has been
conveniently | abeled as a virtual network interface (VNIC) client
application 100. It will nonethel ess be appreciated that this is nerely a
conveni ent | akens@ot> t he=ex emehpPieetrbodi ment. Figure 12 is a diagrammtic
representation of an exenpl ary depl oynment scenario in which a VNIC client
application 100 i s host éd orcisline®bydctnor kst ati ons 102 coupled to a network
connection device 12 via a |local area network (LAN) 104. A user 106 is also
associated with each of the workstations 102. The VNIC client applications
100 each execute on a respective workstation 102 to provi de services

di scussed below. The VNIC client applications 100 al so optionally each
install a <heapObjearsn on the task bar of a user's desktop to conmunicate
status information (e.g., QoS paraneters, network traffic paraneters,
policy decision -30 WD 02/ 19U12 PCT/ USU1/ 272S11 information regarding

pol i cy decA pkgi\shjdbreerobé stdiBd Ml 4rf 4tad of'BE RiIEBS ;L-Q;edethf &raﬁagtﬁ%iiggpt ghgyant user
106. The network”connection device 12, in one exenp gry enbodiment, hosts a
virtual ndtgmsase treatedigs eatiguousemodlovicsequence opbytes rhedubti Zhyyidsand ¢l heapwor k

traffic . | [ ed.t.hat_ the VNI Ligent

appl i cat | QAL ot gtiishl 8 s 2 ks BERRHEGRER s b Sl B b e 10
and ar e naindrkgiehiagting bytenadelthe dBjecty value fdllowed posebly®ytpaddiagf or m t he
above-descri be }golicg-qas§d ne&ggrk.traf%%p panagenent. I n one enbodi nent,
the VNI C CP5aRPISSATs terlasd imte ryis trethe 1o aVines'#eMali th the virtual ,
machi ne 10 to provi de enhanced policy-based network traffic nanagenent
capabilities. For exanple, the VNIC client applicayion 100 operates to

bri ng advant adjeapQbjgtzalFy aSIBEINGY edldenty fi=hos <caiBimgPEd’ devi ces (e.g., an
Et hernet card or a WAN adaptor} to the centrally positioned network
connection device 12. Slich a®Adi'ageidenixc|=ide shistingbi""i ty of an

adm nistrator to alter the behavior of the network connection device 12 on
a user or work group basis, the ability to have one on one interaction
(e.0., viqwﬁfg-up di al ogs and sel ecti on nenus) between a user and a network
connection  4&Vi ce 12, the ability to interact with a user application to
gain insight into traffic requirements w thout the need for specific inband
QoS signaling, the ahility for the network connection device 12 to

partici pat e <FHINghd B%a@b%ﬂB@FeFSPﬂamh@ﬂﬁgﬁﬂfﬁhthentication mechani sm and
the ability ; I ent »5¢ angpPpA etesy wpedepl oyed

whi ch can Hﬁlge{ﬁlg%t vvirl% ﬁﬁ%g"gl(‘)’?‘%?y%ﬁheﬁ’m tetrsr]g%‘ﬁf'igz’ n‘%h'age?r%drztab‘étf?at egy

i mpl ement @®k.by a network connection device 12. In order to provide these

advant ages, Fi il rate h.~Vl ¢ client application 100
contributing $”§HQ§3?(§QIBP#§/®:W T)rs}gsﬁ}%%‘gnsl]gg', mai ntai ned by a profiler and
~utilized by aDAGiAWOHacAdddels & TER2ABIIOATGAPPl i cation, in the exenplary form
of the virtual machine 10, to perform policy-based network traffic
managenment. |In one enbodinment, the VIVIC client application 100 utilizes

. out-of-ba SR usl i ; i tnqt | ad .t he

vi rtual ng{gk?lg ne 1%S%tag{é?g'r?tﬁ'ﬁr}f€ﬁ{(‘é&?%m?ﬁg&?Efgg%drlréa{r??\gﬁﬂhﬁo i?@ﬂi%@%g@géggsed by
t he vi rt ugllaogae Hisgigna@re.The i nformati on contributed to an information
profile 108 may include, for exanple, data concerning network access rights
of a user, or associated with a particular workstation 102. The network
access rights may, for exanple, be spetddied as a particul ar bandwi dth
attention to a particular user or workstation, as a comunity nenbership,
etc.. The information contributed to information profile 108 nmay al so

i nclude information concerni ng network access



-31 WO 112/1901 2 PCT/USI| 1/ 272511 requirenents of a user or workstation
102(e.g., bandw dth requirenents), data concerning network traffic

condi ti ongoat/1emeor kstation 102, or a data retrieved fronmparTnsgi/sksy
associated with a workstation (e.g., information indicating nenbership of a
wor kgroup). An information profile 108 allows the virtual machine 10 to
take into account infornmation beyond that contained in a packet when
classifying traffic. Specifically, information contained within an

i nf or mat i sinlineObject> | 08 can be utilized by the virtual machine 10 to

suppl ement a policy-based network traffic network strategy. The V1VIC
client application 100 may furthernore continually update the information
profile 10% inAite conanm sdjecoraitcRradasing!fi fdllogdn® Brangna: wor kst ati on 102, and
is authenticated by a network domain or a group, information regarding the
user may be continually forwarded by the V1IVIC client application 100 to
the virtual smeROBRCAO. The viN{EGER he QL fimbef-espond with information
i ndicating resources that are required by a current traffic |oad of a user
106, and whether or not such resources are currently available. Such an
exchange may occur wthin the context of a "keep-alive transaction" that
del i mts Subsgoees tieadeclafdtion'df acpnaintyaytuseof acdehnh aaukdfpwibluesdsina

di screte event to the network conpection device 12, which in turn allows it
to more a&&ﬁ%ﬁ‘@?&?@fﬁ%é‘@v Lféﬁ“@%ﬁ?ces at its disposal. As described

above, wheyhtethaaEHRianBU ot hQERI otefle Béap, Bat Até plab@l inTR6 Mstifictidd stehmiRy be
classified by exam ning various parts of the packets structure, and

assi gni ng the sams rarnenes aciotngar iigralo a set of rules that reflect a network
adm ni stration policy. According to one aspect of the present application,
in additi %%%pwuti lizing informati on which may be present within the packet
29 itsel f, e classification rules 18 may al so consi der physi cal
information (e.g., a receiving port) and contextual information (e.g., tine

of day, the occurrence.of. a given event, the previous.receipt of a

par ¢ bul ark AGRA A SPERIBR AL SRR hsketHan BEEh SR B ST MBS on of
traffic depgntndine. Wherbie? teNglverhahd pkarsGh 2 il8 BBt isG@played Wit geent s
classification rules 18 utiltzing both a signature 31 received froma
packet 29 sperdfied seguesice @APSIHEEMSAt i on 112. According to a further aspect of
the present invention, the classification rules 18 utilizes information
concerni ng the physical characteristics of the network connection device 12
(e.g., the pemtacwi> t he devi CBEFINEY <@a¢roritend>1' {1 spergBadyrgi¥ss t hi nking |
was going to get a good context of a check on which particular network
traffic is received) to inplenent a network traffic policy. -32 WO
112119112 ECT_/ U S111 /272S11 It wll be appreciated that by utilizing the
detai | ed i WP9Pmation extracted fromthe packet 29, and applying the
classification rujes 18, the virtual hi ne 10.i.s able to discrimnate

fl ow cl asseSTHEIAen>hi gh r 5 ‘?‘Bﬁ.w%ééb‘  todgent AP3&? i nf or mati on
that may be inferred by nerely observing data passing through a network
connect i on G&ACEBOY>| 5 | nistdigquense ofpRgrakons asygied 4 dhe WagP iEniBEr: oper at es
to make additional information available to the classification process

i npl enented by the virtual machine 10 utilizing the classification rules

18. Figur ! j ; i ey oAl : ' j cat | f:rt he
VN C packal’s V! Rephial eaR & b e dr A e o e i L o
an i nf or matt wers apappdarancd OBthe ”RmacroBatyrat i on profile 108 in turn constitutes
input to the classification rules 18 utilized by the virtual machine 10 to
i npl enent éulgﬁlciy? based network traffic managenent schene. |In one
~enbodi nent?, R®ep-alive transaction between an active user’'s account and
t he network connection device 12 establishes an association between a MAC
address of a workstation 102, for exanple, being used by the user, and an
_information profile 108. The classification rules 18 (and other policy
rules) illustrated in Figure 14, now have access to additional criteria
included within information profile 108 when neki ng policy decisions. In
one enbodi nent, information profiles 108 are not configured into a network
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connection device 12, as this would result in an adm nistrative burden,

i ncrease the cost of the network connection device 12, and require the

net wor kK owpomngeslcen device 12 to scale to the size of a usetragsminmkdy
rather than |/O bandw dth. In one enbodi nent, a VNI C protocol conmunicates
an information profile 108 to the network connection device 12, for
utilization by the classification rules 18, during a keep-alive
transaction. In one enbodinent, the information profile 108 nmay be derived
from a redhebogy of a mulev68 kag the ifaltowli6g gfaomm®BC) , and can i ncl ude wor kgr oup
information, application information, and user acknow edgnments. An

exenpl ary use scenario of the VNIC client application 100, and a VNIC
protocol to caiEBEHysat e::&nf aepmid>en profiles 108 to a network connection
device 12, wll now be described. In the exenplary use scenario, a network
adm ni strat okcMpgRes to:.par ipkpgigandwi dth of a Wde Area Network (VWAN)
into three conmmunities, nanely gold, silver and bronze comunities. The

bronze conununity is a gef aujgn &Wi'mmﬁbﬁﬁsﬁ%%ﬁ%%#é% ver

PCT/ USI | 1/ 272S11 which all users belong, while t
comuni ties icli.L ne | 1e _depl oynment of this partitioning,
in one exerrplgg)gpgesgﬁg%di irent %?rﬁ‘éﬁ:%g%reg (sne>e steps, nanely: (1) providing

wi de area connectivity,,(2) odeing packet classification, and (3)
depl oying the ViviC cIiEnt a B?@cation and profile. Dealing with the first
step of providing wide area connectivity, in the exenplary enbodi nent three
separate circuits are eEtabFFEﬁEﬁ“ﬁﬁ?bss the WAN for each of the
comunities. Table 3 beEOM/provides details of these circuits: Table 3
Cormmuni t yVCCB/ Wbr onze10B2 KBPBERHQRT 20128 Kb/ sgol d30256 Kb/s It will be
noted that the separate circuits may be static channels using permanent
virtual circuits or dynhnic creexRessiont 1)'i zi ng some conbi nation of
signaling (e.g., label distribution or call set-up). Mowving on now to the
second step of providing packet classification, a classification rule 18 is
introducegm% .the network connection device 12 for utilization by a virtual
machi ne 10, the classification rule 18 specifying a classification of
packets according to a community nmenbership of a sender. An exenplary rule
definition is

<complexExpression> is a complex in-fix, post-fix or pre-fix expression (this

grammar can be seen in more detail in http://vm.html).

<literal> is a hexadecimal or decimal constant.

<operation>

This is the invocation of an operation defined in the operations file 62. The name of an
operation is the mnemonic identifier assign to it in the operations file 62, qualified by the

types of the arguments in the argument list, and the rule’s context declarations.

A component may have multiple operations with the same mnemonic identifier, but with

different argument-type or in different contexts or packages.

<operation > [ "NOT" ] <mnemonic-ident> [ "(" argList ")" ]

<argList> = [ <expression>["," <expression>] ]
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provi ded i medi ately below. -34 WD 02/1111& RULE BwPartition Il the nane

of the rule PCT/US111/272A1 PROCESS DATA PLANE(LABEL) //
hoako 0f/190b dat a pl ane USES Packet Revision_1 I
revision 1 INTEGER GOLD = 1 I NTEGER SI LVER = 2 | NTEGER
31l the gold community // the silver community Il the bronze

| abel

assum ng packet
BRONZE =

rule is for the
r ubeTAUSoMETRAR en

comunity I NTEGER GOLD VCC = 30 Il the gold channel |INTEGER SILVER VCC =
2011 the silver channel | NTEGER BRONZE VCC = 10 Il the bronze channel
COVPONENTWSELES || use the sig switch op-code set |IF UserProfil el sknown |]
Is a V-NIC session active for this packet? THEN | F User Communi tyl s( GOLD)

THEN Set TxLahmbinpfdokident€C) fslabkidént} whidh it ltee msemonio atsignedad an operatior ty | |

-then use the gold VCC, else, L% nityls(SILVER) // If the user in the
e M

silver community THEN Set Tx
el se ELSE IF

Il it's an invalid profile! a@hl%%nfs:iéthe dﬁ@ra(tl%g/c&gésjpbgdmg to

<mnemonic-ident>.

If the NOT key word precedes the operation then the negation-bit is set in the LOP code

of the operation causing the virtual machine 10 to invert the sense of the operation.

<literal>

A literal object is a 32-bit value stored in the instruction stream. When an operation is
called, the virtual machine’s instruction pointer points to the first literal value (if any)
and it is the responsibility of the function implementing the operation to advance the
instruction pointer beyond all the expected literal objects (i.e. leaving it pointing to the

next operation code).

<literal> = <number> | <heapObject-ident> | <const-ident>
where:
<number> is any decimal or hexadecimal value between 0 and 2'*-1.

<heapObject-ident>  is an <ident> which is assigned to a <heapObject>

<const-ident> is an <ident> which is assigned to a <constant>

Turning now to the rule program 66, a rule program 66 may, in one exemplary
embodiment, be loaded into a virtual machine 10 as a sequence of 32-bit values stored in
a network endian (e.g., big-endian) type order. In one embodiment, rules within the rule
program 66 may be encoded as described below, with all links and indices are of

networked-entities:

-95.-
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HY%ER VCC) 11 then use the silver VCC,
| sS(BRONZE) Il If the user |n thebsféonze comunity

er Communi ty
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PCT/ US(11/2725(1 Set TxLabel | (BRONZE_VCC) // If the V-NIC is not running
then default END // to the bronze community As will be noted fromthe above
cl assifi caoicanvrerl e 18, the rule 18 is declared as bei ng partusei/2za2s@r ocess
DATA PLANE, and is targeted for a hook point LABEL. This is the part of
data plane is responsible for determning the correct transm ssion | abel to
be used for outgoing flows. The rule 18 defines three integer constants,
each representing a respective cormmunity, and three integer constants for
each correspondi ngr¥QCzzahe Mapi@aadibdr (8525596639 and the LABEL rule is

i nvoked, the rule 18 first calls the predicate "USERPROFI LEI SKNOMWN'. This
operation succeeds i} BOPBrePrecess Mrrent VNIC session for the rel evant flow
calls, otherwise it j:q?{hﬁ. kfooRGpVNI C session is active, then the packet 29
is labeled with the detault of the "bronze" VCC. If a VNIC session is
active however, the Zlassi f iCoatexblrul e 18 systematically checks the
community attribute of a re:[%ti%e Lnfor mat ion. QF.oft'gl 8,408 to determ ne the
comunity to which the brof' BEPEVEN r.]g?’fcePthg H t‘q attribute is

| ocat ed, the transm §: fipbel Index36tast ealdl gebdespondi ng VCC. |If the comunity
identifier is not valid, then the relevant packet 29 is sinply discarded
because this inpliest:dadl yndesie fish QP i nf or mation profile 108. The third
step in the exenplary sc bl f the VNIC client
application 100. Specifically, r?g?ﬂglaegﬁél\?&x;?%??gﬁ{%ﬁﬂya participating in
the partitioned net woKIKKK the SILVER or GOLD | evel, an admi ni strator nust
install a VNIC client ication 100 (e.g., froma CD or a website

cont ai ni ng the necess@&(nst al l ati on upl oads). The adm ni strator further
assi gns each net\/\obtégy;s@op(lor Gafg@pﬁ@%ﬁwm{&l a VNIC attribute "COVMUNI TY"
with a community nmenpership value of GOLD, SILVER, or BRONZE. The attribute
val ue corresponds-omlt)ﬁlitllﬂgghefi KOR, offirsfongeation si | ver or bronze as decl ared
in the classificat] ! 18 ¢ o jgtry 113 may be replicated (and
different) in eactﬁlpggrg'?{flg‘tli oﬁlfrﬁ?éﬁ’dggc,rn??nﬁan alternative enbodi nent, may be
managed from a dowp(in+3deii@r aecond hrgsimeat ®dfli n Fi gure 15. Figure 16

di agrammati cal Ly ilJustrate e comuni cation of VNI C packets 114,
utilizing a ?ﬁ\(i?%oﬁﬁh?%tgfl)dépﬁg a VNI C session, to establish and
contribute to infepm+1:arOPz of i LeP dfGfstdpetdtiogd by a classification rule
18, in the exenplary formof a bandwi dth partitioning classification rule
18. As illustrat e&pi/?a@ilglffﬁe il@,tasgmepﬂ%f%-se WO 112/ 190l 2

PCT/ US(11/ 272511 Ly deyd J data in the formof the VNIC
packets | 14 from%® I%ﬁ'cITqugnt géfggﬁia%gg%ﬁg’s?oo hosted on participating

wor kst ations 102. The~vMNC packets 114 include additional information

avail abl e f u i f1\0 assification. Specifically, if an

admi ni st ra?g{n)aipzflgxgangggfi)A&Ip(yza SI LVER conmuni ty, when user A logs on to
a workstation 102 opé)el EOPEt he LOPt offRstcbpeaitiong a MAC address of

00: 50: c2: 04: 60: 18, éﬂe ﬁéﬁ_g al.ive transaction between a VNIC client

appl i cati on 100 ePLBEWtE: n IR 2reumepbif2nor kst ati on 102 and the net work

connection devi ce ol@giRkaT2an ;4288 aigdileRito 2 an information profile 108
cached by the network connection device |12 between the relevant MAC address

and the SI LVER)eeptmuarity(n):\ken The -Hefiolddesasibanthetlength gbthece 12 recei ves
packets 12 fromthe rel evgg\.tam%ﬁhgggfiti on 102, and the DATA PLANE (LABEL) is
i nvoked, the exenplary bandw partition classification rule 18,
illTustrated in Fi gyip-0llylsw Théds] fioldadesgibentheftypyarddlenith 20. Conputer S,
s Figure 17 is a diagrammti ¢ representation of a machine in the exenplary
form of conputer systémboooﬁimﬁﬁﬁweréﬁP?MﬁP%, in the formof a series
of machi ne-readabl e i gg¢y ucti ons, for perform ng any one of the nethods

di scussed above nay be executed. In alternative enbodi nents, the nmachine

may conprise arylhdbiilews thydpaBhetly? fieldadsseribeg the typeanslergtbf i nstructi ons
~including, but not Ii m’,\;\pd bPihe el (Bﬂa?[{eté}ihg%}% %luéassi stant (PDA), a nobile
t el ephone, a network traffic 3eV| ce ?’e.g’., router, bridge, switch) or
handhel d conputi ng devvwe. The conputer system 200 includes a processor
202, a main ry, 204 and tatic menory 206, which communicate via a bus
208. The cohggggvrl'lg\}"éqveﬂlﬁoﬁ??s further shown to include a video display
unit 210 (e.g., a liquid crystal displ@6-(LCD) or a cathode ray tube
(CRT}), an al phanuneric input device 212 (e.g., a keyboard), a cursor
control device 214 (e.g., a nouse), a disk drive unit 216, a signal
generation device 220 (e.g., a speaker) and a network interface device 222.
The di sk drive unit 216 accommopdates a machi ne-readabl e medi um 224 on whi ch
software 226 enbodyi ng any one of the nmethods descri bed above is stored.
The software 226 is shown to also reside, conpletely or at |east partially,
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storing or encoding a sequence of instructions for execution by a machine,
such as the conputer system 200, and that causes the machine to performthe
met hods oweariimsd above. The term "nachi ne-readabl e medi upttalsai/b72be taken
to include, but not be limted to, solid-state nenories, optical and
magnetic disks, and carrier wave signals. If witten in a progranmm ng

| anguage conformng to a recogni zed standard, the software 226 can be
executed on a variety of hardware platforns and for interface to a variety
of operatieg(Bysxehs. In addition, the present invention is not described
with reference to any particular progranmm ng | anguage. It wll be
appreciated that a variety of progranmm ng | anguages nay be used to

-inmpl ement the teachings of the invention as described herein. Furthernore,
it is commrMhgictNienteét to speak of software, in one formor another (e.g.,
program procedure, process, application, nodule, logic...), as taking an
-action or Wexdd) ofitherule ssd 32-bibmoimbexwhiek sdentifiesthe word etquencesdsar tatidndleway of
saying th execution of the software by a machi ne, such as the conputer
system 200"t he nmachine to performan action or a produce a result. Thus, a
met hod angkRy@ddeRithia thaMiBBER M the bvisivn BRERAtN&hItkhd fdd 68.C Managenent have
been descri bed. Although the present invention has been described with
reference to specific exenplary enbodinments, it will be evident that

vari ous ndiRyle§opisks and changes may be nade to these enbodi ments without

departing fromthe broader spirit and scope of the invention. Accordingly,
t he speci f' B'Eijﬁilcﬂ‘i‘gmtgﬁ'a\}\?wg?aﬁrtge ELEs E{f?ﬂ‘l? ‘in an illustrative rather
than a resypidct is\Ee Fif8Emachite con:, hhd/ 19( 11 2 CLAIMS What is clained is:
PCTI US01/ 27250 1. A nethod to inplenent policy-based network traffic

managenentWordZistka ¢nyapangat aaterl;: receiving first data pertaining to a

K devi _ . oy : i ved
ot - of - bargegirefi pfhofi YBibitr b HAPRT S opelalnd el § FUR B RRBt vor
traffic; anlyompiecsfahésengoaomertsor k traffic nanagenent policy at the

network traffic manager utilizing the first and second_data. 2. The net hod
of claim @?tﬁngﬂgerf‘ﬁ“?‘b‘l‘ssﬁcé?tgmisé"rea‘?g‘gf‘d“ég‘éﬁpwtl(ﬁ‘sgﬂ"egéretvvor k traffic by
bei ng communi cated to the network traffic nmanager out-of-band during a

keep-al i vei€rapmn pertaining to the network traffic. 3. The method of
claiml wherein the first data con‘&}ri ses data concerning network access

rights of YHordskef the ryle 68 pditsepgth 9k thequle 6f. Tip xalupengedad i the leaeth o thiher ei n
t he netmrrﬁ]]e%%cff‘cﬁﬁt ol kSt ﬁ?giogtpggi fied as a bandwi dth allocation. 5. The
e

met hod of claim4 wherein andwi dth all ocation is expressed in
<length of rule> - 3.

3. Last GOP index
Word 3 of the rule 68 is the Last GOP Index. This is the offset from start of the rule to

the last GOP of the operation sequence. The virtual machine uses this value to locate the
start of the heap.

4. First GOP index

Word 4 of the rule is the First GOP Index. This is the offset from the start of the rule 68
to the first GOP of the operation sequence. The virtual machine 10 uses this value to

locate presence of the authentication key and the start of the operation sequence.
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terms of a community nenbership. 6. The nethod of claim 1l wherein the first
data conprises data concerning network access requi renents of the network
devi ce. Avolhagswet hod of claim 6 wherein the network acceseT/suynt8aeNt s
are of an application executing on the network device. -39 WO 1) 2/19(1l2
PCT/ US111/ 272511 8. The nethod of claim1l wherein the first data is
received froma client application executing on the netwrk device. 9. The
met hod of claim8 wherein the first data includes an information profile
concer ni ng.1t Aatinakioatidon Kewi ce. 10. The nethod of claim8 wherein the first
data inclygdes network traffic conditions at the network device. 11. The

met hod of L"@w&i SontpB e oRtioRal apihPaicatign key gfhrcgcoépwep FEQ R MOFYPEr y wi t hi n
whi ch dat eRfdeh 3hdFid GOP Milek aRE theTREVOOP oiend §Ratioh seqBELIf thére ifA§ Bt hod

of claim1 wherein the first data is comuni cated on a"periodic basis from
t he net workthgnti¢ation keyhen Werd 3 cReteins dhe fiwst GOR fdle operdtionmiequensehod of

.claiml1 wherein the first data identifies a work group to which the network
devi ce belzo 14 thod of claim1 wherein the second data extracted
fromthe r?‘e%rufg]otﬁrsa ?%ég?s identified by a classification rule accessed by

the net woiRgbyffef he aBBBRESFion key %s-ﬁgbﬁgﬁ@?fcg 8flopdratfdnil g&%ﬁb&é@%ﬁ eBndifigofsecond

data is extracted from any one O roup of networ types
i ncl udi ng aE5PBcKBOP and getol oramete ditdralame. 16. The net hod of claim 14 wherein
the classification rule is received at the

5.1 Global Operation Code
The GOP is a 32-bit value which universally identifies an operation. The GOP is formed
by the concatenation of the 16-bit component identifier, and the 16-bit operation

identifier.

5.2 Local operation Code

The LOP identifies the numbers of arguments that an operation requires, and hence the
overall length of the encoded operation. The

virtual machine overwrites values in the LOP with certain run-time information during

the loading of the rule 68 into the virtual machine.
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network traffic manager froma network admnistrator. 17. The nethod of
claim1 including receiving third data pertaining to a physical

char act enwelob/googt a net wor k connection device at which t hecpaetswpissi raffic
is -40 WD 112/191162 PCT/U SI'11 /272511 received, and inplenenting the
network traffic managenment policy utilizing the third data. 18. The net hod
of claim17 wherein the physical characteristic includes a port of the

net wor k connecti on device on which the network traffic is received. 19. The
met hod of LOMiam stricagk dslifdl@wsecei ving fourth data pertaining to a context
of receipt of the network_ rmanagenen raff': c.at _a network connection

devi ce, and i npl emnﬁww P&@O&@P&Dgﬁq izing the fourth

data. 20. ,Jbg.nethod of claim 19 wherein the context includes a tine of day
at which the network traffic is received at the network connecti on devi ce.

21. The net taxod of claim1l \Mﬁé gﬁﬁ’ Jf(lijll?e -ﬂépzltﬁ)mﬂé.itﬂgn&h})%&?éiﬁlﬁ%l“ § é]{tgffi C

-managenent policy includes any one routing, swtc I'ng the
network traffic. 22. The neitlvonsuniesdtoam thelinsthetion stré¢dme). i npl enenti ng of the
network traffic managenent policy includes classifying the network traffic
according t® at | east one cNegativieiSeasd -ahe vittial amshiae afustinvért seriséof thet wor k

managenent policy. 23. The nethod of claim 1l wherejn i.npl ementi ng of
the network traffic manager O%Pti“b"yg-ierﬂ QREEALIONGY h hﬁégg%ﬂﬁé‘t‘sﬁd?ﬁk traffic

as one or nore distinct flowsaidthe cldiRe BEFAAG. Of claim 23 wherein the
distinct flows are attributed varying QS levels, and the QS | evel

attributed go each distinct ﬂ%?ﬂi&f&eﬁﬁ%ﬁh@‘nﬂﬁ%ﬁﬁ%ﬁeﬂtf&ﬂs {Psidp before

classification of network traffic conprising each respective discrete flow.
25. The nmethod of clai m1 i nodtindinggnclonenent that thisgopeeraties shgdd FAGE) t he

U Unused

O Operator function index. The VM overwrites this when it

binds the rule into the system.

5.3 Arguments

The operation arguments are values which are passed to the operation. The number of
arguments in the instruction stream are encoded in the LOP in the ‘arity’ field. The value
of an argument is either a 32-bit literal value, or a 32-bit offset from the start of the rule

t0a heap object.

6. Heap dbjects

The heap contains constant data that is passed to operations as arguments. The first word
of each heap object is header containing a 16-bit object identifier and a 16-bit object
length. The object identifier has a value of 1 if the object is a character string, and a value

of 2 if the object is a hex string. The object length is in bytes.

Figure 11 is a flow chart illustrating a method 80, according to an exemplary
embodiment of the present invention, to pre-compile configuration information for a
network connection device 12. At block 82, the operations file 62 and the rule file 64 are

received at the virtual machine compiler 60.
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network traffic manager to an application executing on the network device
fromwhich the network traffic is received, the nessage incl uding

i nf or mat iwo oeegmedi ng a policy decision nade regardi ng nepgwrdsoi/tasd i c
received by the network traffic manager device. -41 WO 02/1911(2

PCT/ US111/ 272511 26. A systemto inplenment policy-based network traffic
managenent, the systemincluding: a profile to receive and store first data
pertaining to a network device for access by a network traffic manager, the
first data bei ng bleskeS4y ded \duﬁalcmiachﬁedombﬂam{yﬁmhpilasaﬁe‘ fute prbfﬁlenﬂfiﬁf Wgr k
traffic manager to extract. second data fro e network traffic an o]

i npl enent i3 i aperations fles i PG BRI ﬁ% 4C§Pfl9f‘§ﬁpplfil?1 etTRRANEf despr

second datgeye2?. The system of claim 26 wherein the first data is

associated with the network traffic by being communicated to the network
traffic managerAtdlackdi6, theruleduegram 66 ik taaded Intg thesietworkcoprsction deviee 12 t he

network traffic. 28 ste f clapm wherein,the fir dat a

conpri ses r%gf) TS cae?s-r%Fﬁoé%naéng\%} qugsé.eiggr %‘%ﬁﬁ[‘% tl&‘? m}f’ Rf2 %’fmbéé ?‘ﬁ%"ﬁet wor k
devi ce. 2%oadEh énts yis mtwerk cohAddtion Bevibe 1 2 ifvort deenitt Yoebkordeiceatandifgdtha ar e
specified as a bandwi dth allocation. 30. The system of claim 29 wherein the
bandwi dt h V&SI O5EBATRER- | s expressed in terns of a community nmenbership. 31.
The system of j : @ - £i1HS ' NSl g

net wor k access%t?clﬁjpik?@r’rgﬁte\éﬁ%%j n}%gm%eltb h%gesﬂggvﬂﬁ@g? B%l‘;“@%ﬂ?“g?st em%l(f) claim
31 wher ei A2t pesfommas wepksisteneyssheelebptveemeegistered epepdticam of components, and

operations of the rule program 66.

At block 90, the rule program 66 is executed by the virtual machine 10 to
configure the network connection device 12 (and more specifically the components of the
network connection device 12) according to the rule program 66. The method 80 then
ends at block 92.

Virtual Network Interface Card and Qut-of-Band (OOB) Communications

According to a further aspect of the present invention, there is provided a client
application that executes on a network client device (e.g., a workstation 102) so as to
allow a network connection device 12 (e.g., a switch, bridge or router) to interact with a
network client device as though it were a host-coupled device. The client application
provides a number of functions, which will be described below. In the exemplary
embodiment described below, the client application has been conveniently labeled as a
virtual network interface (VNIC) client application 100. It will nonetheless be
appreciated that this is merely a convenient label for the exemplary embodiment.

Figure 12 is a diagrammatic representation of an exemplary deployment scenario
in which a VNIC client application 100 is hosted on each of workstations 102 coupled to
a network connection device 12 via a local area network (LAN) 104. A user 106 is also
associated with each of the workstations 102.

The VNIC client applications 100 each execute on a respective workstation 102
to provide services discussed below. The VNIC client applications 100 also optionally
each install a small icon on the task bar of a user’s desktop to communicate status

information (e.g., QoS parameters, network traffic parameters, policy decision
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application executing on the network devi ce. WO 02/ 19112

PCT/ US(11/ 27250 33. The system of claim 26 wherein the first data is

recei ved woarmaoeel i ent application executing on the netwmcTaseierso 34. The
system of claim 33 wherein the first data includes an information profile
concerning the network device. 35. The system of claim 33 wherein the first
data includes network traffic conditions at the network device. 36. The
system of claim 26 wherein the first data is received froma registry

wi t hi n whijsforsiatich legardiigipoligy decisiuhd inpdebyrthewdrtikal deichine 0] &ic 3tothed. 37. The
system of claim 26 wherein the first data is communicated on a periodic
basi s frodfle@tyeardk devi ce as part of a keep-alive protocol. 38. The
system of cl ai ”Tl%@e%&k%bﬂnécﬁ@n Béxﬁéé 1213} 8nd éfé?ﬁﬂlﬁﬂy%ﬁab%di’iﬁéd‘% HHsRUPvikaWhi ch
t he network device bel ongs. . The system of arm 26 wherein the second
dat a ext r anachihef 0o as deﬁenlvmatbom t@ nlaplﬁm@ni Isohcotémctd‘ neswothytraffic mavagemienst i on

wherein ¢ REORRRRTS B PREE el B IETRER Brayicalionscht® S BUE b Bineh e fwor
traffic tyassionalidyyditieviBuslatdchine 18, afl dre abdrequirédsdenabié theVifuslyhiohineof

claim 39 wherein the classificatio IS recgei v d at the network traffic
manager f ri@iP FeneEpgeiab amrij?ﬁCE‘P‘?daE‘g’rcyLilﬁie d network &afEigmanagements bsongher ei n

th t ; oAl
€ NEet Wole ﬁlat{ogj’éhfxéﬂtcthﬁ RGeS iehSa éipﬁcit E100%drith {xfjccg@%/xlﬁtclgﬁg{nﬁm {C?J}‘a;kuﬁp a

physical c teristic of a connectlon
machine 10 to provide enhanced policy-based network traffic management capabilities.

For example, the VNIC client application 100 operates to bring advantages typically
associated with host-coupled devices (e.g., an Ethernet card or a WAN adaptor) to the
centrally positioned network connection device 12. Such advantages include the ability
of an administrator to alter the behavior of the network connection device 12 on a user or
work group basis, the ability to have one on one interaction (e.g., via pop-up dialogs and
selection menus) between a user and a network connection device 12, the ability to
interact with a user application to gain insight into traffic requirements without the need
for specific inband QoS signaling, the ability for the network connection device 12 to
participate in, and be subject to, a network authentication mechanism, and the ability for
client-site agents (e.g., Java applets) to be deployed which can interact with a policy
network traffic management strategy implemented by a network connection device 12.
In order to provide these advantages, Figure 12 illustrates each VNIC client
application 100 contributing to an information profile 108, maintained by a profiler and
utilized by a network traffic management application, in the exemplary form of the
virtual machine 10, to perform policy-based network traffic management. In one
embodiment, the VNIC client application 100 utilizes out-of-band (OOB) signaling
between a respective workstation 102 and the virtual machine 10 to contribute to the
information profile 108 accessed by the virtual machine 10. The information contributed
to an information profile 108 may include, for example, data concerning network access
rights of a user, or associated with a particular workstation 102. The network access
rights may, for example, be specified as a particular bandwidth attention to a particular
user or workstation, as a community membership, etc.. The information contributed to

information profile 108 may also include information concerning network access
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the network traffic is received, and to inplement the network traffic
managenent policy utilizing the third data. -43 WO 112/ 19111 2

PCT/ US01/\R622/t140643. The system of claim 42 wherein the physiraghi272s50
characteristic includes a port of the network connection device on which
the network traffic is received. 44. The system of claim 26 wherein the
network traffic manager is to receive fourth data pertaining to a context
of receipt of the network managenent traffic at a network connection

devi ce, amequirmentsl ofariter dheorketatler k02887 bandwidttpeuieametitd)| data behcetigng our t h
data. 45. The system of claim44 wherein the context includes a tinme of day
at whi ch DREVGIKREqCanditions at p Wopkstationd§2Ar a dpta FedHeNSH kromba FeiYon devi ce.

~46. The sygdRmdf with amrﬁs@ame(e.?‘.,@nfoﬂﬁaﬁamhm@ﬁ%mﬂﬁn%sm%fw&%&ugi affic
managenent policy 1 ncludes any one of routing, swtching or bridging the
net wor k traffi éAn informbtion pyafile 0% allewaihmvireuahmaching 10 ite take into agcauntf f i ¢
manager is_to classif he network traffic according.to.at,least..one
Claoort i capP BRI EYQYa I PR 14 bRaet Do ioR b el oS %6, The
syst em of igfofrhafictcconttied withifen iefonastor prafife 108rvan dgatilizad Byotht @irpal d t he
network traffic as one or nore distinct fl The system of ¢l ai m 48

. 49,
wherein t MEACHIREO IR SUPRIFFR & RoliRyDasccsnesMorkLEactis Betw oplaHAioay. (58 YAIFR! 5 1 o

the disti f . ' : st hAkt1akl ow by
t he net vvo? Egrtltragﬁ ?léacm?rgg)gg@ @ﬁe et e?h?ﬁgﬁﬁg%g%ﬁ? {r?g 1?1%&23%"2@%? ilcggf i on of
net wor k t Fef examplemphdnsa usgr ¢9@ logs s pe ¢ wovkstationcli02f end is @uthedticatedty sy st em of

claim 26 V\h%oeri(laot he network .t i

faf fic manz(ai
ne math or a group, infofmation regar

egrth(ia 1S1se:[r?nay be continuvally forwarded
by the VNIC client application 100 to the virtual machine 10. The virtual machine 10
may respond with information indicating resources that are required by a current traffic
load of a user 106, and whether or not such resources are currently available. Such an
exchange may occur within the context of a “keep-alive transaction” that delimits a user
session. The “keep-alive transaction” also provides a discrete event to the network
connection device 12, which in turn allows it to more accurately manage the resources at
its disposal.

As described above, when a packet 29 is received at the virtual machine 10, it
may be classified by examining various parts of the packets structure, and assigning it to
a flow according to a set of rules that reflect a network administration policy.

According to one aspect of the present application, in addition to utilizing
information which may be present within the packet 29 itself, the classification rules 18
may also consider physical information (e.g., a receiving port) and contextual
information (e.g., time of day, the occurrence of a given event, the previous receipt of a
particular packet, the amount of time between packets as an indication of traffic density).
To this end, Figure 13 diagrammatically represents classification rules 18 utilizing both a
signature 31 received from a packet 29 and time of day information 112. Accordingto a
further aspect of the present invention, the classification rules 18 utilizes information
concerning the physical characteristics of the network connection device 12 (e.g., the
port of the device 12 if Columbus thinking Congress thinking I was going to get a good
context of a check on which particular network traffic is received) to implement a

network traffic policy.
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communi cate a nessage to an application executing on the network device
fromwhich the network traffic is received, the nessage incl uding

i nf or mat ivoo ot/e@@a2 di ng a policy decision nade regardi ng nepgpmulsot/z7asd i c
received by the network traffic manager devi ce. WO 02/ 1911

PCT/ US(11/272~11 51. A systemto inplenent policy-based network traffic
managenent, the systemincluding: first nmeans for receiving and storing
first data pertaining to a network device, the first data being received
out - of band of Imﬂl/\w:ipptrdmzftéd that Bysuﬁ)ll'ming'r&ﬂmhtaﬂed nffamamhiemgaaatﬁuﬂ that a

fromthe network traff Ierren nef wor k tr managerrent
policy ut ipaekst ﬂé angapp yﬂ‘ﬁtﬂﬁﬁ S§@% ié tg? ﬁPﬁLmﬂ%le bI e medi um
-storing a RAHRRRENEY dlz&§és@%'a%§1 ?é@@lhtloﬂmﬁﬂweﬁcﬂ%%ﬂmﬁﬁt éhﬁ%ﬁﬂht'ﬂﬁr cause
the machine to performa mnethod f ' enenting policy-based network

tragi c makeyemyrie, lnﬁmdhﬁtnmsdymbeftm@g ta passing throught4 n@womnmonal ning to

t wor k d
ene vorr gt 121 RO P o 38 30 bt A BRI "3, ¢ e
net wor k tﬁﬂbﬁhﬂlona’ﬂldllamat(ﬁﬂlieI&ldsﬁﬂc&tlthirMé(lrﬁﬂla‘hémted bRrirod e imfehineay at

the network traffic er utilizing the first and second data. -45
A | . As . Atiliging the clagst ICAIOIAFUE%BA A.As.A.A.A.AL.AaL. A . A . Aas. Al .A.

AS -r A‘S]; AZ : @ r #A(Flgﬁé 14 854 didgrathmac il1@straftSn HBtHe-cAmmAidition Af tr VIIC As. AL. A" A
packets 114, from a VNIC client application 100, for contribution to an information
profile 108. The information profile 108 in turn constitutes input to the classification
rules 18 utilized by the virtual machine 10 to implement a policy-based network traffic
management scheme.

In one embodiment, a keep-alive transaction between an active user’s account and
the network connection device 12 establishes an association between a MAC address of a
workstation 102, for example, being used by the user, and an information profile 108.
The classification rules 18 (and other policy rules) illustrated in Figure 14, now have
access to additional criteria included within information profile 108 when making policy
decisions.

In one embodiment, information profiles 108 are not configured into a network
connection device 12, as this would result in an administrative burden, increase the cost
of the network connection device 12, and require the network connection device 12 to
scale to the size of a user community rather than I/O bandwidth. In one embodiment, a
VNIC protocol communicates an information profile 108 to the network connection
device 12, for utilization by the classification rules 18, during a keep-alive transaction.

In one embodiment, the information profile 108 may be derived from a registry of
a workstation 102 (or PC), and can include workgroup information, application
information, and user acknowledgments.

An exemplary use scenario of the VNIC client application 100, and a VNIC
protocol to communicate information profiles 108 to a network connection device 12,
will now be described. In the exemplary use scenario, a network administrator wishes to
partition bandwidth of a Wide Area Network (WAN) into three communities, namely

gold, silver and bronze communities. The bronze community is a default community to
-33-



& 4 C

M vql ga\ W ca] ca] c*a] ca] ca] caU] ca] caU] ca] cRa] ca] ca] ca] ca] ca] ca] ca] ca] ca] c”a]
ca] ca] c*ayoaleake”a] cal ca] calca]calca + | PCT/US01/27250

9 &yh(c] gzupkfa\ W ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] caU] ca] ca]ca]ca]c
a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] c”a] ca] ca! gg$b”VeS#xh\ crwzupkf a[ UU] cal] c
a) ca] ca] ca] ca] ca] c™a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] cal] ca] ca] ca]ca]c
aJca]ca]ca]ca] ca]ca]cal wad¥W k))));

***Rt+, \ , which}all dsers. beldrlg, Oilethelgdldwmdsilvétbdshmanitied havecexiplielt aehmbatshipl ca] ca]

2l oot ol Gk ebisshe s phibai -l ceiahsli smbodhienl sl falegly 11623
s <f<< 271! (T Bedan

] cal] ca] cZ‘EU]Iig] | (’(;1’2] calca %g‘ifh?a] calJ]Bg%ac]“éqa ’g(g} @g}}vggl}%ga}cg(g% éc]g%sgg"]hgg‘%’%g? E%]Cg?:]cg:i
DJ DDF_ FFGES G lasiirg X AN\l iowivappiliPadion and profile.

L) ooy ba)c oAb BB ALERL DL APLae e MR RS R saE  C7

Ih}éjl jl jii P_kgiﬂ[beclij]men]t three separate ci1]°cuiti are]established acr]oss t]he V}/AN] for sz]mh cif the] l cal cal
~ytoje cal] cal cal cal ca] ca] ca] cal] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca]ca]c
a] c’\a{cal] GQWH%CEJPEIS%&Y}%PEH@%QF@% efg%hF-‘&Fﬂﬁﬁ"Bﬁﬁr sUssstt $tvtttOuuuuSvvvw
xJyyyzl }t}}}{val gb\WJ] ] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] cal] caU] ca] ca]ca] ca]ca]ca] ca]jca]ca]ca]calca!}}}: ~2}FM-1j-~7y0| w mhc/Y
Ul ]]ca] ca] ca] ca] ca] ca] ca] ca] ca] caV] calabdd Za] ca] ca] ca] ca] ca] ca] ca] ca]ca]calc
a] ca] ca] ca] ca] ca] ca] ca] ca] ca! 0_gs=+f %ah$. | zupkfa\ WJ] ] ca] ca] ca] ca] ca]ca] ca] c
a] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] cal] ca] c

a] ca! Community VCC B/W
% 3w 7&{\ ql abl XU 11 rn] Pn] Pn] cal Pa,]_ga,]_c_a,]_c_al r-n]p.ﬂ calcalcaU calcal '“] Ca] Ca] c
]

a] ca] ca] ¢&#¥4fca] ca] ca] ca] ca]l:daU] cal ca] ca] ca! &wl/ﬂﬂi{l&/s’\vﬁ wr mhc”YU]|] ] ] ca] ca
]Ca]Ca]CckﬂﬁLLdjLd]LdU]LdTCd]ﬁﬁ]bdde]bd]bd]bd].T,g ‘%g]bdjbdjbdjbc]ca]ca]c
a] ca] ca] ¢aj ca] ca] ca! #V7ry?1{lupkf a[ VU] caU] ca] ca] ¢aJca] caU] ca] ca] ca] d*a] caU] c
a] ca] ca] ¢abhia] ca] ca] ca] ca] caj]3ta] ca] ca] ca] ca] ca] ¢afé &pmsa] ca] ca] ca! aqwOLlJr Ahp
zupkf ' [ VUlcal-cadlcal-calcalcalcalcalcalcalcaldlcalcaldlcalcalcalcalcallca] cal ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] ca! #M#\ eRQ RL] "I { vgl gb] XU] ] ca] ca] ca] ca] ¢
a]J ca] ca] ca] ca] ca] ca] caU] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca
]caljcalcalca')m ;3

\i#4: P~ytoje’|[ M)]Viﬂd:]@al]t@hl]hehqiea?waqteg}@&@m]mt@aqmmﬁiaw% leit?@af}nta] cal ca
. . A ! .
L) o] ob ol Pk FRRF LA AR R Pk Robl st AR bl LTS

a] ca] ca] cdjsudjutimhoatil &t-up).

Cal hav cay ot N B SRS A e paah EpphRchin] o1 ool col 2l
Al t MPsV) 7 dhiddititaMontrare MIsa P intddad b Gind setlv6:K] conhéctibnalesrt 2 lisalttizaticiByc al cal ¢

aV] ca] ca] caV] ca] cat]zica] caV] ca] ca] caV] ca] caV] ca] ca] ca] ca] ca

t 2t PXF mil x '2j Virkuah msgc upgﬁatkféh]ssiﬁw@péal}ezi&]se@s]lfya}gzwlesqimi@ap&az}qlse@U] ca] ca] ca

ca] cal] ca : n A o] GIUF oA |
SFaQ vl oBrar e es) EGpRaplly RERhIRICRAIE POLORBAGEIR ity el cau
] ca] cal] c ptoadedainmeedizdly dploss).ca] ca] caljca! Q {i @f
[ K"o{uoj e [V]]ca]ca] ca]ca] caUl cal] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]ca]ca
] ca] ca] ca] ca] ca] ca] ca] ca] cal] cal] ca] ca] ca! axQ': &s; g;
| wmhc”Y] ] c] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] ca]ca]ca]ca]ca
] ca] ca]ca] ca] ca]ca] calca]calcalcaljcal!G P
7t bttt G S>SORSS+908) &D&&&' b' ' | ww mhc”Y] ] c] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca

P'"=(((A)N) D)) *C***[ +++, P, , , & b'''|wnmhc”Y]]c]ca] ca] ca] ca] ca] ca] ca] ca]ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca]ca] ca] ca]ca

-34-



Sfi K- 3F10%@& () - 10%@& ()-3 10%@& ()-

109%@& () - SMLOY%EE' ()- 3" 109%@& ()- 10%@& ()- #f G 3FL0%@& (3sS 10%@& () -

109 () -WOoDhOqHeB2 () - 3! 109 ()-S PCT/US01/27250
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uV733"s10%@& ()-s10%a& ()- 1088 1088 1088! <109%88& ()- 910%&& () - 3710%&& () - C
MIEUV733"s 109%@& ()- 3F!' 109%@& ()- GLO%@ ()-3  109%@& ()- 3-

109 () - RUIE/&%Patition | // the name of the rule

PROCESS DATA_PLANELABEL) // rule is for the label hook of the data plane

USES Packet_Revision_1  // rule is written assuming packet revision 1

. INTEGER GOLD =1 // the gold community
INTEGER SILVER =2 // the silver community
INTEGER BRONZE =3 // the bronze community

INTEGER GOLD_VCC =30 // the gold channel
INTEGER SILVER_VCC = 20// the silver channel
INTEGER BRONZE_VCC =10 // the bronze channel

BEGIN
COMPONENT SIGS // use the sig switch op-code set
IF
UserProfileIsKnown  //is a V-NIC session active for this packet?
THEN
IF
UserCommunityls(GOLD) /1 If the user in the gold community
THEN SetTxLabell(GOLD_VCC)  // then use the gold VCC, else
ELSE
IF
UserCommunityIs(SILVER)  // If the user in the silver community
THEN SetTxLabell(SILVER_VCC) // then use the silver VCC, else
ELSE
IF
UserCommunityls(tBRONZE) //'Tf the user in the bronze community
THEN SetTxLabel(BRONZE_VCC) // then use the bronze VCC, else
ELSE DISCARD // it’s an invalid profile!

ELSE
-35-



9dEuV733"s @10%@& ()-F 10%a& ()-3! 10%& () -
10%@&' ()-3 109 ()-3910%a& ()-9_dEuV733"s /10%@& ()-3, 10%&& ()-3
+ 10%@ (Wo ighdd2@& () - 3f &10%@& () - 3% 10%@& () - &ydYNC33" s pLa@shi@2s0
10@: 10%@&' ()-3710%& ()-3&6! 10%@& () - 4t 10%a& ()- 3l 110%a& () - h(dEYNC33"s
3y1l0%& ()-1090& ()-3 10%& ()-,10%0& ()- " 10%& ()-s10%& ()-(c] dEYNC33"s
F 10%0& ()-910%& ()-3&10%0& () -3l 10%& () - MLOYIT&' () -310%& () - gdEYNC33"s
S)10%& ()-3@&s10%& ()-3%10%& ()-F# 1090& () -
1 1090&' () - FSQIXI &bdi(BRUINEYNIGEB) s /Af HeOVANI((i} ndradehg thom &FANO0WT &' () - F
/ s1090&' ( ;El%% m 10%& () - 3* 100@'&' (2 -"bC33"s , YI0%®R& () -
" 109%@8 ( 0%@& ()- 10T 10T/Atothe BrougerqmmMuLiH 0o () - ~VedEbC33" s
109 ()- F10%@& ()- 310%@& ()- Y10%@& ()- 109%a& () -
10%@& () - S#XdEbC33"s ! 10%@& ()- 'y 10%& ()- 10%a& ()- 910%& ()-
10%@&' () - | 10%@8s ill be noted from the above classification rule 18, the rule 18 is declared as
being part of a process DATA_PLANE, and is targeted for a hook point LABEL. This is
the part of data plane is responsible for determining the correct transmission label to be
used for outgoing flows. The rule 18 defines three integer constants, each representing a
respective community, and three integer constants for each corresponding VCC. When a
packet 29 arrives and the LABEL rule is invoked, the rule 18 first calls the predicate
“USERPROFILEISKNOWN”. This operation succeeds if there is a current VNIC
session for the relevant flow calls, otherwise it fails. If no VNIC session is active, then
the packet 29 is labeled with the default of the “bronze” VCC. If a VNIC session is
active however, the classification rule 18 systematically checks the community attribute
of a relative information profile 108 to determine the community to which the profile
belongs. If the relative attribute is located, the transmit label is set to a corresponding
VCC. If the community identifier is not valid, then the relevant packet 29 is simply
discarded because this implies a badly configured information profile 108.
The third step in the exemplary user scenario is the deployment of the VNIC
client application 100. Specifically, for each workstation 102 participating in the
partitioned network at the SILVER or GOLD level, an administrator must install a VNIC
client application 100 (e.g., from a CD or a website containing the necessary installation
uploads). The administrator further assigns each network user (or logon account) a
VNIC attribute “COMMUNITY” with a community membership value of GOLD,
SILVER, or BRONZE. The attribute value corresponds with the definition of gold,
silver or bronze as declared in the classification rule 18 for.
A registry 113 may be replicated (and different) in each workstation 102 or, in an
alternative embodiment, may be managed from a domain server as illustrated in Figure
15.
Figure 16 diagrammatically illustrates the communication of VNIC packets 114,
utilizing a VNIC protocol during a VNIC session, to establish and contribute to
information profiles 108 utilized by a classification rule 18, in the exemplary form of a

bandwidth partitioning classification rule 18. As illustrated in Figure 16, a little
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sequence of instructions including, but not limited to, a personal digital assistant (PDA),

a mobile telephone, a network traffic device (e.g., router, bridge, switch) or handheld
computing device. The computer system 200 includes a processor 202, a main memory
204 and a static memory 206, which communicate via a bus 208. The computer system
200 is further shown to include a video display unit 210 (e.g., a liquid crystal display
(LCD) or a cathode ray tube (CRT)), an alphanumeric input device 212 (e.g., a
keyboard), a cursor control device 214 (e.g., a mouse), a disk drive unit 216, a signal
generation device 220 (e.g., a speaker) and a network interface device 222. The disk
drive unit 216 accommodates a machine-readable medium 224 on which software 226
embodying any one of the methods described above is stored. The software 226 is
shown to also reside, completely or at least partially, within the main memory 204 and/or
within the processor 202. The software 226 may furthermore be transmitted or received
by the network interface device 222. For the purposes of the present specification, the

term "machine-readable medium” shall be taken to include any medium that is capable of
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action or causing a result. Such expressions are merely a shorthand way of saying that
execution of the software by a machine, such as the computer system 200, the machine to
perform an action or a produce a result.

Thus, a method and system to implement policy-based network traffic
management have been described. Although the present invention has been described
with reference to specific exemplary embodiments, it will be evident that various
modifications and changes may be made to these embodiments without departing from
the broader spirit and scope of the invention. Accordingly, the specification and

drawings are to be regarded in an illustrative rather than a restrictive sense.
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implementing a network traffic management policy at the network traffic

manager utilizing the first and second data.

2. The method of claim 1 wherein the first data is associated with the
network traffic by being communicated to the network traffic manager out-of-band

during a keep-alive session pertaining to the network traffic.

3. The method of claim 1 wherein the first data comprises data concerning

network access rights of a user of the network device.

4. The'method of claim 3 wherein the network access rights are specified as
a bandwidth allocation.
5. The method of claim 4 wherein the bandwidth allocation is expressed in

terms of a community membership.

6. The method of claim 1 wherein the first data comprises data concerning

network access requirements of the network device.

7. The method of claim 6 wherein the network access requirements are of an

application executing on the network device.
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wh1ch the network device belongs.

14.

The method of claim 1 wherein the second data extracted from the

network traffic is identified by a classification rule accessed by the network traffic

manager.

15.

The method of claim 14 wherein the second data is extracted from any

one of a group of network traffic types including a packet, a cell and a frame.

16.

The method of claim 14 wherein the classification rule is received at the

network traffic manager from a network administrator.

17.

The method of claim 1 including receiving third data pertaining to a

physical characteristic of a network connection device at which the network traffic is
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20.  The method of claim 19 wherein the context includes a time of day at

which the network traffic is received at the network connection device.

21.  The method of claim 1 wherein the implementing of the network traffic
management policy includes any one of routing, switching or bridging the network

traffic.

22.  The method of claim 1 wherein the implementing of the network traffic
management policy includes classifying the network traffic according to at least one

classification rule associated with the network management policy.

23.  The method of claim 1 wherein the implementing of the network traffic

manager policy includes forwarding the network traffic as one or more distinct flows.

24.  The method of claim 23 wherein the distinct flows are attributed varying
QoS levels, and the QoS level attributed to each distinct flow is determined according to

a classification of network traffic comprising each respective discrete flow.

25.  The method of claim 1 including communicating a message from the
network traffic manager to an application executing on the network device from which
the network traffic is received, the message including information regarding a policy

decision made regarding network traffic received by the network traffic manager device.
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system includmg.

a profile to receive and store first data pertaining to a network device for
access by a network traffic manager, the first data being received out-of-

band of network traffic;

the network traffic manager to extract second data from the network
traffic and to implement a network traffic management policy utilizing the

first and second data.

27.  The system of claim 26 wherein the first data is associated with the
network traffic by being communicated to the network traffic manager out-of-band

during a keep-alive session pertaining to the network traffic.

28.  The system of claim 26 wherein the first data comprises data concerning

network access rights of a user of the network device.

29.  The system of claim 28 wherein the network access rights are specified as

a bandwidth allocation.

30.  The system of claim 29 wherein the bandwidth allocation is expressed in

terms of a community membership.

31.  The system of claim 26 wherein the first data comprises data concerning

network access requirements of the network device.

32.  The system of claim 31 wherein the network access requirements are of an

application executing on the network device.
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conditions at the network device.

36.  The system of claim 26 wherein the first data is received from a registry

within which data pertaining to multiple network devices is stored.

37.  The system of claim 26 wherein the first data is communicated on a

periodic basis from the network device as part of a keep-alive protocol.

38.  The system of claim 26 wherein the first data identifies a work group to

which the network device belongs.

39.  The system of claim 26 wherein the second data extracted from the
network traffic is identified by a classification rule accessed by the network traffic

manager.

40.  The system of claim 39 wherein the second data is extracted from any one

of a group of network traffic types including a packet, a cell and a frame.

41.  The system of claim 39 wherein the classification rule is received at the

network traffic manager from a network administrator.

42.  The system of claim 26 wherein the network traffic manager is to receive
third data pertaining to a physical characteristic of a network connection device at which
the network traffic is received, and to implement the network traffic management policy

utilizing the third data.
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management policy includes any one of routing, switching or bridging the network
traffic.

47.  The system of claim 26 wherein the network traffic manager is to classify
the network traffic according to at least one classification rule associated with the

network management policy.

48.  The system of claim 26 wherein the network traffic manager is to forward

the network traffic as one or more distinct flows.

49.  The system of claim 48 wherein the network traffic manager is an
attribute varying QoS levels to the distinct flows, and the QoS level attributed to each
distinct flow by the network traffic manager is determined according to a classification of

network traffic comprising each respective discrete flow.

50.  The system of claim 26 wherein the network traffic manager is to
communicate a message to an application executing on the network device from which
the network traffic is received, the message including information regarding a policy

decision made regarding network traffic received by the network traffic manager device.
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51. A system to implement policy-based network traffic management, the

system including:

first means for receiving and storing first data pertaining to a network

device, the first data being received out-of-band of network traffic;
second means for extracting second data from the network traffic and for
implementing a network traffic management policy utilizing the first and
second data.
52. The machine-readable medium storing a sequence of instructions that,
when executed by a machine, cause the machine to perform a method for implementing

policy-based network traffic management, the method including:

receiving first data pertaining to a network device at a network traffic

manager, the first data being received out-of-band of network traffic;

extracting second data from the network traffic; and

implementing a network traffic management policy at the network traffic manager

utilizing the first and second data.
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