STSNP001 METHODS AND APPARATUS FOR PROVI DI NG HI GH SPEED CONNECTI VI TY TO A
HOTEL ENVI RONVENT BACKGROUND OF THE | NVENTI ON The present invention rel ates
t o networ k ggeppaani cati ons and, nore specifically, to providing high speed
I nternet access to users in hotel environments. Any business travel er who
relies on network communi cations to maintain contact with clients and the
honme office appreciates the availability of fast and reliable 10 data
ports at renote |ocations such as airport |ounges and hotel roons. The

hospitality iNEEFHODEAANIDIAPPARATUS BERFROVIDING fi(dH: SREEA2cessi ty
of providing such hj 0 ' NOTRONVEER T ravel ers. In
fact, given the exppmme %(raltq@g:%n?echnol ogi es and the

correspondi ng dependence of the business professional on such

technol ogi es, hotels which do not nove to provid ﬂéﬁ peed connectivity
in 15 gsest roomns conparabléBﬁémﬂﬁ%O¥@E?9§ﬂ}9$Eﬂ§@ ronment will likely

| ose a substantial portion of their business to hotels which do.
Unfortunately, nRwprieheiveninselates tomtwork copmninicatione and,guetecomodat e hi
speed data traffic. That is, prior to 1990, virtually all hotel roons were
wired to proyi: lgm'grggﬁi MR eBBl Me&S o Aerd Alltdendd@imedtess t han
10% of hot eﬁ%\élflggﬁgeltyz% wer vmglrlgrgﬁto handl e standard Et hernet data speeds.
Even today, while the.major players..] N2SRdAldit i oh® A skintaidl €

S Bt B R et hal o

searching for hi ctrvity solutrons, the vast majority of

hotel guest and conference roonms arg still . w red w.th.low gualisty. 1SLngle
pai r connectintavt wityskiesp ond the homie ptlesARREGIALS RS ?‘@1]@%% &@ftyaﬁdggmh?%é all of

the guest and conference roons in each hotel facility to .prqvide PEW

desi r edy ¢lat @at2 fotts atrembsdoctiopapbias prpwtloungsiand hotey FRAERS- t Hﬂsa’fﬁ? tive

cost of such an undertakin a less costly solution would be desirable.
industry has only recently begun to understand the necessity of providing such high

speed data connections to business travelers. In fact, given the explosive growth of
network technologies and the corresponding dependence of the business professional
on such technologies, hotels which do not move to prdvide high speed connectivity in

15  guest rooms comparable to the typical office environment will likely lose a substantial
portion of their business to hotels which do.

Unfortunately, many hotel rooms are not currently wired to accommeodate high
speed data traffic. That is, prior to 1990, virtually all hotel rooms were wired to
provide only basic telephone service. As late as 1995, less than 10% of hotel rooms

20  were wired to handle standard Ethernet data speeds. Even today, while the majox
players in the hospitality industry are searching for high speed connectivity solutions,
the vast majority of hotel guest and conference rooms are still wired with low quality,
single pair connections. One obvious solution would be to completely rewire all of
the guest and conference rooms in each hotel facility to provide the desired data

25  transmission capabilities. However, given the prohibitive cost of such an undertaking,

a less costly solution would be desirable.



STSNPOO u Even if such a costly rewiring were under t aken, there are other
probl ems which are not addressed by an infrastructure upgrade. For

exanpl e, evse[@N%OBIa hi gh speed connection to the hotel's host is provided,
it will often be the case that a guest's |aptop conputer would be
I nconpatible with the hotel network in some way. Thus, s each guest's

l'aptop nmust be cgpfi; GRRY RRNiLAE ek nde MR th@ 2eOoMBNproBletnsw th  t he
network and wit hﬁﬁdeﬁ#{%gdr net” beyond. This would likely involve | oading

speci al sof re ontq.,a st's Japt [ Lhe SUesty Wanlish t o go
online. Not™ o dreg%@ﬁuygn acsg_%‘gﬁ?g‘%g% 'e?grorre nd Annoy| n%hto t he
hotel guest, it may al so be unacceptabl, romthe quest's point of.,viewin
that reconf suped corpertien foghe befehmhost & Hrﬂ't’lg?c;v étr‘r@%]\/ﬂrh%%ts ¢ P El_éaﬁta guest's
configuration in undesirable ways. Neither does a costly w ring_upgrade
addr ess t helapepi doingiuteatwoutd behosmpatibile with theshete) nebtark daisme piesy THhg

I nternet access via a hotel host. That is, high speed Internet access for

hotel gugst it Siintdp RALsVE Korfguidd@pp@bihtelyrio pader Yo entmuaivateswith  of
connecti%n aet en tﬁ% Rotel net wor k aﬁg@t he Internet, e.g., a Tl or T3

line Als LIeNsbl 2h ARG, BRkGk: R oRE ks WelladidhpavoRel oy fdciad

protect the networ rom onaut hori zed access. The exi stence of

the firewall at each proper in turn. requi t S nf:'h@ nt r ol
and adni ni sﬁ?%‘f’i“r&r?nmfﬂfgt ’I‘%’égﬂp %ﬁﬁﬁﬁ@%%‘e%tﬁ@ﬁ%%’aﬁ%@t E\Ieoqfﬁot el cjlgl(raoperty
rat her than renotely, thus representing, an undesirabl e redundgncy of

admi ni st r at isueh 4 processda sumbersame apd FITRYIRE P ther ?lﬁeﬂilitfqaé’t#to “elated to
mai ntai ni ng each hotel property as a separate Internet host involves the
managenent qhaddepRblass e gubstimmsntalf visvolsthatyreconfigaties e 1apteP PBYaddr esses
are issued to organi zations by a central Internet authority. These

addr essg§ ahifAELGARHZAE chfterd cbRSEuRKI I UnGésimble wilyass A | P addresses are
issued 'to very large organi zations and enploy the first of the four octets

to identify the Neither does a costly wiring upgrade address the administrative and security
issues related to providing Internet access via a hotel host. That is, high speed Internet
access for hotel guests requires a network at the hotel property and ‘somc sort of
connection between the hotel network and the Internet, e.g., 2 T1 or T3 line. A
15 firewall at each hotel property would also be required to protect the internal network
from unauthorized access. The existence of the firewall at each property, in turn,
requires that most of the control and administration of the local network be performed
at the hotel property rather than remotely, thus representing an undesirable redundancy
of administrative functions. |
20 Another administrative difficulty related to maintaining each hotel property as
a separate Internet host involves the management of IP addresses. Ranges of globally
unique 32-bit IP addresses are issued to organizaﬁoné by a central Internet authority.
These addresses are organized in a four octet format. Class A IP addresses are issued
to very large organizations and employ the first of the four octets to identify the

25  organization’s network and the other three to identify individual hosts on that
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» 25 organi zation's network and the other three to identify individual hosts
on that STSNPOOL network. Thus, a class A address pool contains nearly 17
mllion (2ld¥nmgbiobal |y wunique |ip addresses. Wth class B addresses, the
first two octets are used to identify the network and the last two to
identify the individual hosts resulting in 64,000 (216) ,,0l og |y unique IP
addr esses fratweke Thas,gatisz #t adsiness Fpeladoptpinsweatly 7 mildon(%dbsletdlss| 5 the
first three octets are used to identify the network and the last octet to
i dentify the.: (i dariak. oSt Sadsasiddrbsees, e first tyvo2B6:t @8 sel obdentifyuni que
| P addresses for each organization. Unfortunately for many nediumto | arge

s1.2e organi ¢atLon bs 8% fud b AR iShEN i ndiascheanria o000 @hnf i oul L

i f not inpo tarn anyt other than a -10 class C address for
their networks due to the fact that, the .cl ass daRages have
been al most glehalbrwrigng 15 addressrs OrgRFR OrEARARIGH ﬁ%ﬁ&ggﬁhggiggf S}:azled to some
extent by the use of a Network Address Transl atjon (NA Lot acol .

Accor di ng’ t thedirstithree opietstaneaded tovidsntify thepeivoped tg?ll"’éh"%%tg}gl’ﬁ?e?ﬁﬁ %’ﬁ s

network requests access to the Internet, it is assigned a tenporary EP
address fr ofdii8ud) B0kts Rfsuling Debhly 266(2f) eloballyi SnigeriPauidessesviar ¢a8Bl e to the
organi zation. The local host is identified by the globally uniqgue address
only when sendfng.q{ recei ving packets on the Internet. As soon as the

| ocal host QIEEBAREEts fromthe Internet, the address is returned to the

pool for use by é of hgg?ﬁ%gfrﬂl"g‘bs §0aﬁ%etsbz%d}f?;ln\1@dﬁﬁns Fosoce@dicioopnal

details on the i C otocof please refer to K
Evegang and P. Francis, The IP Network Addre 0 NATIn aRequest
far Comment ilostﬂ;@haib%mf(}%d@:%%Fﬁ@é@%ﬁ§$§#ﬁ&%§%€’tﬁt he ent i rety
of which is incorporated herein by reference for all pur e Such
dynani ¢ 1@ssicaserdddedss fd? theicnesworks dug iihthe ot st Fheeﬂaéﬁ?\ "‘Pnglrog 5@‘?‘5’%% SE’ ces

organi zations as long as the nunber of sinmultaneous users which require
access t0 tRBye been almost entirely locked up. This problem has been addressed to some extent

by the use of a Network Address Translation (NAT) protocol. According to such a
protocol, when a local host on an organization’s network requests access to the
Taternet, it is assigned a temporary IP address from the pool of globally unique IP
15  addresses available to the organization. ’I‘he local host is identified by the globally
unique address only when sending or receiving packets on the Internet. As soon as the
Jocal host disconnects from the Internet, the address is returned to the pool for use by
any of the other hosts on the network. For additional details on the implementation of
such a protocol please refer to K. Evegang and P. Francis, The IP Network Address
20 Translator (NAT), Request for Comments “RF C” 1631, Cray Communications, NTT,
May 1994, the entirety of which is incorporated herein by reference for all purposes.
Such dynamic assignment of IP addresses might be sufficient for certain
organizations as long as the number of simultaneous users which require access to the
Internet remains below the maximum of 256. However, if, for example, a 1200 room

25  hotel were hosting an Internet technologies seminar it would be extremely likely that
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* Internet remains bel ow the naxi mum of 256. However, if, for exanple, a 1200
room 25 hotel were hosting an Internet technol ogies semnar it would be
extrenely |g¢kabogi t hat STSNPOO the demand for Internet access woul d exceed
the avail abl e address pool. Al of this also assunes that a najor hotel
chain would be able to obtain a conplete class C pool of ao}ﬂi)e? es for
each of it stherdepend feedntenot acvessonnid popedithe axaitablanddress BoMpMNORL 1S j 5
therefore desirable to provide nmethods and apparatus by which each of the
properties hido assiBied thah@irlor Gbel chaimyopiddeiatie thiohtairs p eedpletet dassdi peRicess to
each of its guest roonms in a secure, inexpensive, and reliable manner

wi t hout und oy ' debarityslicnidhidble apsuomstidhi es.
STSNPOD1 Suﬁwwgcﬁméﬁﬁ%%g?g?g? ng to)nt he present invention,

met hods and apparat ys e pr.oyided which ISt eW ring
infrastructures tids éﬁb%ﬁégilékﬁt&w?ﬁl %mg%gg%&ég%’gaﬁguﬁ%%g@ﬁ%{ﬁ%afg%ess to
each of the guest roons in a_hotel property.. Specific i_mpl.enent at.t ons of
the techsol pppediesin awmrrh@Feéphﬁmaw&Pf%&ﬂﬁBhl FRpe;‘?g e@af’w‘s%&a Ba‘g‘o"\%mtl'tioo
what ever speed the wiring infrastructure will allow thus providing the

maxi num banguedt kdomd incveabire, ingxpehsive, iand relisblersanneeWithe i 3pdrfg to specific
enbodi nents, the present invention is able to select the maxi num baud rate
appropri at e k. i6eG e batieds Shitde idiidhalpspartiedccording to other specific
enbodi nents, to where the wiring to the guest roons is a single pair phone
line, the present invention allows 1 Megabit half duplex data

transm ssions to coexist on the single pair with standard tel ephone
signals. According to one enbodi nent of the invention, each guest roomin
the hotel is interconnected via the hotel's current wiring infrastructure
into a | ocal network.



~ is Wen a guest wishes to access the Internet, he connects his |aptop to an
I n-room nodule installed in each guest roomwhich tenporarily assigns a
"fake" | ocalgrhfposiaddress to the guest's |aptop. The "fake" |local |P address
is associated with the in- roomnodule and is unique on the hotel's | ocal
network. The address is "fake" in that it is not a valid Internet address

an in that it replaces the | SpMPARYOF TRRINVENGIONeSss. 20 The assi gned
| ocal 1P address uniquely identifies the guest's laptop on the hotel

netvork whil e that | aghop € FRiR iFRARGE hRihd® dhappdtalo ey OAdiEwhith

headend nodul e in es packet routing and provides access to

the Internet. In facilitat] access. t t ; datgodul e
tenporari | y maesisg eﬁﬂst}%#?q W b@a\sﬁu%{g%? g@%%rsgﬁg’%ﬁ%gﬁ?, for
exanpl e, class C addresses to 25 in-room nodul e%&)i n iﬁ?i iéﬁfﬁé guest roons
in response ansl Inteues geeess @reaptpidhe gueshraomsdn SPEfEIPF Yy gRY?Hose rooms. An
assigned | P address remains dedicated to a particul ar in-room m)gul e (and
thus the @sshgjlahettainasif s techmplagydpsciibed hereindiva thebilsy te AUOTHRPE net
transaction. Upon termnation of the transaction, the globally unique IP

address is  giSARSQRARIEIpddian whitginfrisouompoill alewmthusprovidiog thent o t he
pool for usein s tacilitating a later Internet transaction fromany of the

hotel's rooms. Accordi 0 HIhoisiattoof Adddedihg ueeletiie, the | ocal
net wor ks of ?m%%i’?n‘g‘%dﬁlo%@%i)%&g i nterconnected via g remote server
thereby formng a private w de area.n rk M Brit¥at e network.
The operatioﬁmgﬂdﬂ?@tsvmpﬁ%?FnWYWQm;ﬁ)i%%sﬂ?cf%mg?owgiga[hiugh speed dat a
and Internet access to individual guest ropons is to simlar to.the cess
descri bed abaepgropriate for qapl indiyidual gagshroofs gmégga%?t%%@eﬁr@re%éﬁaﬁﬁgﬂ Ul es
are unique over the entire virtual private network, and the teri’g)%ﬁﬁré

assi gnmenh ofwigtotha wisng t the guésPredurie s swglei prinnhops linedhHPrepHE HEREP

server rather . o
allows 1 Megabit half duplex data transmissions to coexist on the single pair with

standard telephone signals.
According to one embodiment of the invention, each guest room in the hotel is
interconmected via the hotel’s current wiring infrastructure into a local network.

15  When a guest wishes to access the Internet, he connects his laptop to an in-room
module installed in each guest room which temporarily assigns a “fake” local IP
address to the guest’s laptop. The “fake” local .]]? address is associated with the -
room module and is tnique on the hotel’s local network. The address is “fake” in that
it is not a valid Internet address and in that it replaces the laptop’s own real IP address.

20  The assigned local IP address uniquely identifies the guest’s laptop on the hotel
network while that laptop remains connected to the in-room mo dule.
A headend module in the hotel handles packet routing and provides access to
the Internet. In facilitating access to the Internet, the headend module temporarily
assigns globally unique IP addresses from a pool of, for example, class C addresses to

,5  in-room modules in individual guest rooms in response to requests for Internet access

- 5 -



» than the hotel headend. This is advant ageous in that it is contenpl ated
that the renbote server has a |arger pool of such addresses associ at ed
therewi th tRagpgn | ndi vidual hotel 15 network might be able to procure
(e.g., a class B address pool). Thus, because the |IP address needs of all
of the hotels in the virtual private network are spread out over the

entire instgdehoRasnal AhasieebiPeaddessy simaitsutegicatedfto apedipuler iFApBne
property which exceed the capacity of a single class C address pool my be

accommodat ed,  fhe | ' ’ | {8 Bliratibn bhdefintesent 20
onmbda emodlﬂgga}/l%lhrtﬁeﬁégge &Ebéi@tk@gl%@i M&pﬁ&?@&'tﬁ@ﬂ afbn efiitese

I nvention al'so vant age at firewall security and other network

adm ni strative functjions, e ceptrali TReltet W t hout
conpr oni si n&@ﬁ@@%cﬁ’%?%%ﬂaglﬂg}Ofﬁlﬁiqﬁ%aégﬁn’ﬁ@%%%%itvvo k. Thus%é ié?ccordi ng
to the present invention, nethods and apparatuys, ar rovided . for providing
access to a distssasisted/fromahe inrepmgpeduds aud it ‘F’f‘iﬁ'ﬁg"’ 0WB¥i access nodes
25 in the network. The network access nodes each have a network address
associ at ed SESNBESE atlhter Ritiridt trahsaction Fomruywétherhotéls Re®Sor k, the first
network access node having a first network address associated therewth.

The first networkagdaligsso khivtias eRGbahest uf theirvenfior, sie locatmetverkawf e t he
first conputer is connecCted to the first network access node thereby

provi di ng acc es%fr';? 3 P'E) % gscag QS mestd eﬁgx%ﬁbfwsefﬁr theR@YyFoRiRg iafprivate

enbodi nent, THE s 1s provided to a first conmputer via a first

one of a plurality of network access nodes.i 3 ; urality
of globally mﬂecﬂiﬁam@”ﬁ’g‘d%%g}é@?lWétﬁmkqugggg@ﬁﬁ%éggﬁeacE g‘\;ﬂ&a
network address associated therewith which is unique.o ti;e netgg\%gS t he
first netwonéwadctguovidetighispeadfiptaand; Iptermen aecRey ‘%@H&é‘ SIS d
therewith. The first 3-0 network address is associated with thépf_irst
conput er ; ywhi kit @ friefpsdcessoduscritied absve omaptdbatdbe feke hR adriress oh@eMTFROBccess

node thereby providing access to the network. A
modules are unique over the entire virtual private network, and the temporary
assignment of globally unique IP addresses is performed by the remote server rather
than the hotel headend. This is advantageous in that it is contemplated ﬂla’; the remote
server has a larger pool of such addresses associated therewith than an individual hotel
15 network might be able to procure (e.g., a class B address pool).

Thus, because the IP address needs of all of the hotels in the virtual private
network are spread out over the entire installed base of the remote server, bursts of
need at any one property which exceed tﬁe capacity of a single class C address pool
may be accommodated. The virtual private network embodiment of the present

.0 invention also has the advantage that firewall security and other network
administrative functions may be centralized and performed remotely without
compromising the security of any individnal hotel network.

Thus, according to the present invention, methods and apparatus are provided

for providing access to a network via a first one of a plurality of network access nodes

25  in the network. The network access nodes each have a network address associated
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v first one of the globally unique I P addresses is associated with the first
network address for conducting an Internet transaction. The first globally
unique IP agdigss is disassociated fromthe first network address upon
termnation of the laternet is transaction. The first globally unique IP
address is then available for association wth any of the network

addr esses. é[%ﬁe i Weich & BRueaRRehembik, tHedirmaienosk acompnodekaving 4 614l ar ea
net wor k and e assocl ating and di sassociating of the globally unique IP

address is daone b%’q@?sgea%gﬁgedﬁ&ft%{ﬂﬁt% st Ketlvbik ddReak idsescined withle

Accor di ng t BEWERG odren e network conprises a wide area
-network and the, assocjating 20 and di sassoci.ati uni que
| P address fisst gerautsy Whe BedE cepPsr IWF%??%%J §%Jrl%lggﬁ? eﬂivmmé: ggglrogg

networ k. According to a specific enbodinment, a network is provided having a
plurality dfershatprovidingecessstatbaaetwedeh havi ng a network address associ at ed
therewith wkch is wunique. on the network. Each network access_node is for
provi di ng access Aceofdhfgﬁim&hw&ﬁdmb@imwphimet@émélﬁﬁﬁmﬁdf% t wor k
access node. A headend nodul e STSNPOO i nterconnects the network access

nodes. The Rel ik BUdERmotTaRaRGEvibdrierRbss dtsbrnawosssingale |9

associ at ed Wi e conputer connected thereto thereby providing access to
0o ovi et PGS bl RGP, TAE PERREATRA nochs thdafc 85 P o1 K
atsoci B ed nibrekistomASeosHEd WG MARbH IS Y T EgE o Rt wor ke Each
Comput er onmasbrbdobs bbds bmingsr Rrsteauatk MTES SROPEITIET Y B ThE hrs?

i nterconnects the plurality of networks into the wide area network. The :to

net wor k addressoksaiafisaisefisotdidl wil therfiestwomputes wddls throbest FeMBYETE ated with
t he

connected to the first network access node thereby providing access to the network. A
first one of the globally unique IP addresses is associated with the first network
address for conducting an Internet transaction. The first globally unique IP address is
disassociated from the first network address upon termination of the Internet
15 transaction. The first globally unique IP address is then available for association with
any of the network addresses. According to one embodiment, the network comprises
a local area network and the associating and disassociating of the globally unique IP
address is done by a headend associated with the Jocal area network. According to
another embodiment, the network comprises a wide area network and the associating
20  and disassociating of the globally unique IP address is done by a remote server which
controls the wide area network.
According to a specific embodiment, a network is provided having a plurality
of network access nodes each having a network address associated therewith which is
unique on the network. Each network access node is for providing access to the

25  petwork for a computer connected to the network access node. A headend module
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' conputer connected thereto thereby providing access to the wi de area
network. According to yet another specific enbodi nent, a network access
node is proxweed for providing access to a network of which the network
access node is a part. The network access node has a network address
associated therewith which is unique is on the network. According to a
mor e speci f igeresieets gnictwotkercomst wodds. THe newworlnadiessiassasiaedith ep
associate the network address with a conputer while the conputer is

connect ed t gt fae RELWHMe ACAEESTatADH R tikasoedmtdp comediadgharcodbercby t he
network. According to a further specific enbodi nent, a headend nodule is

provided for_intercan ' lurality of network access nodes in a
er S AT e fudud

networ k. Ea access node has a network address associ at ed

therewith which is unique on the .network and pr.Qyi -d.he
network for a codyGeHEnElsIRLEReH °Fﬁ@oﬁgFﬂgPQ“8§g%%§§Rﬁ%§2§p%@%%?ding to
a nore specific enbodi nent, the headend_ nodul e _assgciates the network
addr ess assmﬁaga@lumﬁﬂyo@agwmmkomma%&élw&etm aLH &
connected thereto thereby providing access to the network. 25 According to
anot her spedii getvsaosiceRntiode es dnetsornaldegp assatiateddharegFENbEE is ypgiReded
for providing conference services over a network having a plurality of

user s asS0G gl NEFA bihenlodS RN 6Kl eat ot pog s sameoit ed v 1
0 .

sel ect ed ones urality of users thereby identifying the selected
users as attendees of t conf ~rence- f BHEREEcS&EE hb8ESAGERORY OVi ded
on the netwotide a2 o8 r{g g"tt %%O%pélﬁ?r (Sinchlf 16l BhAOHK e

\ onrerence services is then restricted to the
of the. nat aresrenaRvEreRgUPBrLPRE SETEn Y Mo Er Bire bRl 1BE%T SLa"y "
reference to the remaining portions of the specification.an Hgﬁhedramﬁngs.
STSNP0Ol1o  mnetwork address associated with each network access node 1s assoclated wi

computer connected thereto thereby providing access to the wide area network.
According to yet another specific embodmment, a network access node is
provided for providing access to a network of which the network access node is a part.
The network access node has a network address associated therewith which is unique
15  on the network. According to a more specific embodiment, the network address node
is operable to associate the network address with a computer while the computer is
connected to the network access node thereby providing access to the network.

According to a further specific embodiment, a headend module is provided for

interconnecting a plurality of network access nodes in a network. Each network

20  access node has a network address associated therewith which is unique on the
network and provides access to the network for a computer connected to the network
access node. According to a more specific embodiment, the headend module
associates the network address associated with each network access node with the

computer connected thereto thereby providing access to the network.

25 According to another specific embodiment, methods and apparatus are
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* BRI EF DESCRI PTI ON OF THE DRAW NGS Fi g. | is a block diagramillustrating
the provision of high speed data an Internet access to guest roons in a
hot el accor ghispgroi 0 a speci fic enbodi mrent of the invention; s Fig. 2 is a
flowchart illustrating a method for providing high speed data and Internet
access to guest roons in a hotel according to a specific enbodi nent of the
invention; fogRled 36 owdiig canteremoe eerdistoovieed npiwork having p ahgalsy of BT n- r oom
nodul e and head-end nodule of Fi 10 Fig. 4 is a block diagramillustrating
the combi nafls @at%fi b find URleoupdadiifepsbstag iidasdbidted witheelectdd paesorf the si ngl e
pair of conductors according t0 a specific enbodinent of the invention;

Fig. 5is aEE‘%@ﬁ{I’( 8{:%% g@en}‘reia%{déﬁ%iﬁﬂﬁ)@gfél%ﬁs%ia%ia&@ndéfas bf 18 ceRRecdat a an

I nternet ac ns s according to another specific
embodi nrent of is the invention; Fig. 6,is .,a klogck di i rating the
provi si on of'I'hrﬁfQﬁf%%Eaeréi’é’F%af&W&OVlﬁH%tcg’rtthetg(?@%s ccfegé fg%gtégf% I!}fgllc?&rgéi n hotels
according to yet another specific enbodinent of the jinvention, Fig. 7 is a
bl ock di agr aenvicks issthmnteistnigtedh@t@mﬁbcﬁéﬂéﬁfﬁbs’%%@?rﬂf%dﬁ?“ﬁ]% OBraegSent 20
invention; Fig. 8 is a flowhart illustrating the auto-bauding techni que of
the present i nvefir®e: uldegstar@iripsofahd hatuve ad advantages ofibe prpsemtanvention
custom zation of a guest roomand the transm ssion of control information

to in-room g %tb%%a]ﬂeﬁbﬁr fefite Q%Mnﬁé?ﬁhﬂns 30k spetifidatiox add tigr am of
g

file server use W th various enbodi nents of

drawings.



* 10 STSNPOO1 the present invention; and Fig. | | is a flowhart illustrating
the providing of online conference services. 11 STSNPOO1 DESCRI PTI ON OF
SPECI FI C EMSGDIPMENTS Fig. 1 is a block diagramillustrating the provision
of high speed data and Internet access to guest roons in a hotel network
100 according to a specific enbodinent of the in %&H . I n each guest
room 102 is an i n-room W@QEW@@U@%?W% ephone 106 and a

guest's | aptop conputer 108 may be connected to the hotel's wiring -
infrastructure. Aggarigiabibckdisgrapabistratingshbprivision of lighvsreed dpig and| ugged
directly into the rooms phone jack and has at |east two additional ports,

one for the 88 SoorSs id-a hotd) allordidg jood speciictbndndihent af e guest ' s
| apt op, m_}é@ﬁ{é}}%c%%t@%g”- 0Accordi ng to various enbodi nents, |RM 104

performs a 10 nunber of functions including, for exanple, conbining and
separating ERYEMARY data and standard tel ephone signals for transm ssion

over the hotel's wiring infrastructure. Accaqrding.to.ot.her L.gents and
as di scussed bel d¥ig- 2 e Hoovwrhpg ﬂ@@ﬁﬁ%ﬁ@&@ﬁ"%&@% h&%}lrﬁpregﬁﬁgtﬁgggenati on
froma central |ocation for automated control of various, [room

envi r onnent dhtepaet acebetogues rgoms teripdelacearding ieia SpegHEG FrRLOdRERT ARG ¢ o

still 15 other enbodi nents, IRM 104 is configured to receive a wde variety

of other typggedon; data such as, for exanple, digital audio and video for
presentation in the guest room or a wide variety of other information

servi ces. Transim g5l o iy ol lofsRRRREE 51dcRM ks of thbm fooeinotulbaad- end

112 via any of a e varrety of infrastructures. In the exanple shown,

t ; i | i 110 .
ransm ssion . diead module of Fig. 1;

10 Fig. 4 is a block diagram iilustrating the combination of half duplex data and
standard telepixone data on a single pair of conductors according to a specific
embodiment of the invention;

Fig. 5 is a block diagram itlustrating the provision of high speed data and
Internet access to guest rooms in hotels according to another specific embodiment of
15 the invention;
Fig. 6 is a block diagram illustrating the provision of high speed data and
Tnternet access to guest rooms in hotels according to yet another specific embodiment
of the invention,; |
Fig. 7 is a block diagram illustrating the auto-bauding technique of the present
20 invention;
Fig. 8 is a flowchart illustrating the auto-bauding technique of the present
invention,
Fig. 9 is a flowchart illustrating the customization of a guest room and the
transmission of control information to in-room systems via a hotel network;

25 Fig. 10 is a block diagram of file server for use with various embodiments of

- 10 -



+ 20 connects IRM 104 to head-end 112 via standard tel ephone conpany w ring
as represented by punch down bl ocks 114 and 116 and tel ephone conpany
transnissiﬁﬁTE#bpe 118. It will be understood, however, that the wiring
bet ween | RM % 4 and head- end 112 may take other forns such as, for
exanpl e, a four-conductor Ethernet network. Head-end 112 conprises punch

down bl ock 116 and. g G anch 25 exchange (PBX) 120 Interposed between
punch downiéFBEﬁm%fgﬂghggﬁﬁé 120 is a T 2 STSNPOO1 connection port 122

whi ch, according_to_a specific. odi ment . n i | | sinply
by unpl uggi ng t gs¥bﬁdaﬁ8“%ﬂﬁHﬁﬁgéﬁﬁﬁﬁﬁP%Pgﬁ¥%§ﬁﬁiﬁéf§%ﬁiégﬁEgg?ﬁg
connection port 122 into the PBX connector (not shown), and plugging the
original connector from punch down bl ock 116 into connection port 122.
Standard s tel ephone signals pass through connection port 122 to PBX 120
while half duplex Ethernet data packets are transmtted and received by
head- end nodul e (HEM 124. Dependi ng on the configuration of the present
invention, HEM 124 perforns a variety of functions and, according to sone
enbodi ments, can be thought of as an enhanced router w th additional
capabilities programred into its. operating system 10 That is, according
to such enbodi nents, HEM 124 serves as a switch which routes data packets
to and fromIRWs 104, and serves as the other end of the conmunications to
and fromIRMs 104 in which Ethernet data and phone signals are conbi ned
over single twsted pair technol ogy. According to other alternative

enbodi nents, HEM 124 handl es address transl ati on and assi gnnent, controls
network 15 access, and serves as a bridge for Ethernet data transmtted
over the hotel's single twisted pair infrastructure- HEM 124 has a
plurality of ports 126 each of which conmunicates with a correspondi ng | RM
104. This conmuni cati on naybe

- 11 -



i ndividually nonitored and controlled (by either the IRMor the HEM thus
allowing central hotel managenent of billing and access as well as the
ability to genesate 20 reports for troubl eshooting purposes. Each | RM 104
(and thus the corresponding HEM port 126) has a fixed |IP address which
maybe configured using the Sinple Network Managenment Protocol (SNWP). If

the guest's conputer copESCRERTION OFERRCIEI] BEMBOINMBNT8oes not have its
own internal |IP address, the fixed |IP address of the corresponding | RM

104/ HEM port 25 61?%1?2%%%19@@%@ roﬁgﬁ,ﬁl’éﬁlﬁ@l‘s &l diga 2 Dynam ¢

Host Configuratio Pr ot ocol CP) to facilitate access to

network 100, If the uest S compu rnal | P
address, adH%t%E%taf'Fﬁ &9 geslro mi)[b ﬁ?%f%%g% qug}gﬁorpﬁgtﬁ’% écﬂ%(gr s internal

| P address and the fixed |IP address_of the | RM 104/ HEM M cordi ng
to various embodimeanef thé invertiqng e grabdrestipe® 194 & @é’é‘“‘??’glr{g?%"fl? y 5 be
performed by either IRM 104 or HEM 124. HEM 124 has a snall boot ROM (not
shown) for hasbgwhiRheoBlphinedilband agnest'a lipdomeortpuehl 0ROV PREOISRFHH O f or
fully functional software and configuration data. This allows for renote

sof tware up %ﬁ-ifs&{l tfired MilcErdir toIspesifit estbpdiatent GRM mﬂng on top
of IF. Fig. %eq%gaas I ovvchart 200 il'lustrating a nethod for providing high

speed data Pg“ Oi&?lg_wlél&t%r Qﬁé ro% ngﬁlioo ngacgclﬁ‘ﬁﬁthaﬁ 290Fst tvo AddrGSRl Mpb'ﬁé, R@et he

systemof F uter connects to an IRMin any one of
the guest roons, the n tvvork 1P SS, as§0cCi LRM S

associ at ed \prthe FopEn’s 8¢ ¥SGH Jaﬁlf ogggbr a%%ﬁésps ia%?ésp a'?é\{lo&cl:ll ation
coul d mean a DHCP assi gnnment of t he netvvorg 1P a dﬁ{ﬁa@ Qb he guest's
conput er wh&Jed Biiemotpart eAceording ki vazions g ts & pffpro address. is

It could also nean that the internal IP address of the conputer 3
transl atgd ipnbet bBfunctions including, for example, combining and separating Ethernet data

and standard telephone signals for transmission over the hotel’s wiring infrastructure.
According to other embodiments and as discussed below, IRM 104 is configured to
receive control information from a central location for automated control of various
room environmental parameters, e.g., temperature and lighting. According to still
15  other embodiments, IRM 104 is configured to receive a wide variety of other types of
data such as, for example, digital audio and video for presentation in the guest room,
or a wide variety of other information services.
Transmission line 110 connects IRM 104 to the hotel’s head-end 112 via any
of a wide variety of infrastructures. In the example shown, transmission line 110
20 comnects IRM 104 to head-end 112 via standard telephone company wiring as
represented by punch down blocks 1 14 and 116 and telephone company transmission
line 118. It will be understood, however, that the wiring between IRM 104 and head-
end 112 may take other forms such as, for example, a four-conductor Ethernet
network. Head-end 112 comprises punch down block 116 and public branch

25 exchange (PBX) 120. Interposed between punch down block 116 and PBX 120 is a

- 12 -



* network | P address. This address assignnment/transl ati on maybe effected by
either the IRMand the HEM In addition, it wll be understood that
dependi ng ogrswB®ie the assignnment/translation occurs it may precede or
foll ow 206 descri bed below. The network IP address is associated with the
guest's conputer while it remains connected 20 to the IRM Were the
transm ssi ORokrieBGoEARDEES Whigh deeoriiRith @ sphréfiheibddimentworal be caidyr i ses a
single twi sted pair of conductors, the data comuni cati ons between the |RM

and the HEM l i 1@ dTRYoib Bodrleaies Fohd BRIXSIDst ant i al | y
si mul t aneou gﬁléeggl{r}ﬁ@gg@g%%g%ﬁ?%feé ed pai %Ip wi th the standard tel ephone

i s f 25, th hone i i 4 ; ' b
ahich thi s EHREILCETORn pRHTSRpR T vk SRetedfar sitpBE R biRegiBE B 107 Y
reference to Figs. 3 d 4. On th ti [ t ' h
conmmuni cat i ?migliﬂg@lsaﬁmgioggémlmh M@?Qﬁ&%@%ﬁé@oﬁ?ﬁﬁj ;ggfgﬁgdc?rd‘? cgl ly or

continuously for a variety of purposes (208). This informtiaqn maybe used

by the het eltelbgionbisignal pagathpegle somectiarpast 1220081Ee% habrhHg halk §9IFHr ovi ng

the reliability of the hotel network. If an Internet transaction is

request ed byad BRcGUBSacRetS BitRIhShitted 208 Rhaivey by heidyers hdwe (FTBYD 12fom a
pool of such addresses is tenporarily associated with the network IP

address currentl y.asseci WinlsBudali6n GEABS hreset GRRIAISH, IBMNIR4 fepforxanpl e,
a network addreséD?pr %@F§Hﬁ%n pr%tl%co (21 § As di scussed above, the pool

of 10 addresses coul d be, for ex e, class ; As w ||
be di scussedvari§Bl hiumGtions P’égé?%@ggtoogoﬁcgcgn%@ﬁn s’é’%'}) (ﬁ:é@ g;rﬁrg%%r%? "

associ ation of the globally unique |P address may. be.done by th EM i n
the hotel orephaneedmditerwith additbensd capshildigs mﬂmmﬁ%mg" %%%?%“%%W%¢Mi ch

I nterconnects one or nore hotel properties in a wde area .
10 Thatis, according to such embodiments, HEM 124 serves as a switch which routes

data packets to and from IRMs 104, and serves as the other end of the
communications to and from IRMs 104 in which Ethernet data and phone signals are
combined over single twisted pair technology. According to other alternative
embodiments, HEM 124 handles address translation and assignment, controls network
15 access, and serves as a bridge for Ethernet data transmitted over the hotel’s single
twisted pair infrastructure. HEM 124 has a plurality of ports 126 each of which
communicates with a corresponding IRM 104. This communication may be
individually monitored and controlled (by either the IRM or the HEM) thus allowing
central hotel management of billing and access as well as the ability to generate
20  reports for troubleshooting purposes.

Bach IRM 104 (and thus the corresponding IEM port 126) has a fixed IP
address which may be configured using the Simple Network Management Protocol
(SNMP). If the guest’s computer connected to a particular IRM 104 does not have its
own internal TP address, the fixed IP address of the corresponding JRM 104/HEM port

25 126 is assigned to the guest’s computer using the Dynamic Host Configuration
- 13 -



networ k. When the Internet transaction is conplete (212), the globally
unique IP 3-5 address is disassociated fromthe network | P address and put
back in thespo®toifor use in facilitating subsequent Internet transactions
fromany of the hotel's guest roons (214). The network | P address remains
associated with the guest's conputer until the _sessiop ends, e.d., the
conput er i sPaitewd (RBEP to facilitate preesaip BEtWREkA PR df dagapesy 92&‘6511?“%31%?8%. 3a
and 3b are nore detail ed bl ock diagrams of IRM 104 and HEM 124 of Fig_ 1,
respect i vel Was #Rvi demaripriddess, addramdtinsation ispetformped batweghthect i ng the | RM
to the roonm s standard tel ephone jack as well as the roonm s tel ephone and

the guest’ .Scmﬁ'lg P SlternACIPOdddie8dardGh @ GRAENP dddgese 6DO@ITRIN104/HEM porinect i on
circuitry inc es RT- 11 ports 302 for connecting to the phone and 303 for

ti Q. t 11 Jack 23. - - , ' i t
305, and 3 APy AredRgd Aoyt SE B mBRia WanBly bLtalhglT
th t t d ddi ti onal t g 07 f A
Var i ous. Bypds nettommdby PHEEINGO s g HENG 65 ENDLHS Ba RS fONTet,

I nstances, prove nore conveni ent than Ethernet port 304 in %h%‘ certain
net wor k r ecahbwn)fonbhonlP cagmasicatvns and@laegetféaSBéfQMaﬂnﬁt showm) Tt fullygi ¢ i on,
many business travelers often don't 5 travel with the Ethernet dongle which
i s necessar Y f@onaPivReakd Al doAfifirati@pdan’ This Bllows frrtrempotetsoftwrare upsradkesk

Et hernet port. Thus, dependi ng upon which of the two alternate standards,

| EEE 1394 or Be .t p ' WallTs tonldf¥P1l04 is operable to
%%af r egﬁmbtﬁf .raxp&cb?él * {0860 Rfng &4 top

translate the ptop' s ansm s to the Ethérnet standard. According to
a specific enbodigen I RM 10 L NG LSS : el Gdiat ry 308
for transnitting ggdi iseacfE?‘%%z@Qt%g“%‘%&‘?%ﬁ%&%g t% st eg Epa%gs%:‘ conduct or s
of which the majority of hotel wri I nf.rastructures ar.e cogpll.sed. i
Accor di ngp tomgldjgtemet%ccess to guest rooms irlllga hotel using the sys{cm 0%1%. £.OWReh %

guest’s computer connects to an IRM in any one of the guest rooms, the network 1P

address associated with that IRM is associated with the computer (204). As discussed
above, this association could mean a DHCP assignment of the network IP address to
the guest’s computer where the computer did not already have an internal IP address.
15 Tt could also mean that the internal IP address of the computer is translated into the
network TP address. This address assignment/translation may be effected by either the
.IRM and the HEM. In addition, it will be understood that depending on where the
assignment/translation occurs it may precede or follow 206 described below. The
network IP address is associated with the guest’s computer while it remains connected
20  to the IRM.
Where the transmission line connecting the IRM to the hotel network
comprises a single twisted pair of conductors, the data communications between the
IRM and the HEM are configured so that they may be transmitted substantially
simultaneously over the single twisted pair with the standard telephone signals from

25  the phone in the guest room (206). A specific technique by which this configuration

- 14 -



* enbodi nent, a portion of transm ssion circuitry 308 is inplenented
according to the hone PNA (Phone-line Networking Alliance) standard which
al l ows hal f sewpdoex data and phone signals on the sane line as illustrated
by the diagramof Fig. 4. According 1s to the home PNA standard, data
transm ssions fromIRM 104 to a port 126 of HEM 124 and transm ssions from
the HEM t o thardcRNiad@cabédsedar edthatfemnts ®fligndy ahh4t he range of 4-9 Miz.
Because standard phone signals exists at a relatively low frequency

conpared to the bgpeRNADGGh 3 dsamiificadueBomualdations Bdees tha HRISS araly
easily exist on a'single pair of wires. 20 According to a specific

enbodi t, t i on_Ci ' . ' ' ¢l

metwor k1P AbBNEas St oMty i PRARRRE bhs vARAPOEALEOR® e
is, the addre transl ati on or [ nt [ al | t t

the ' Tocal 0% TeintmRbanBrK oF Soeay Ao i 1oy e R FROEBRES O reuttry

inthe IRM According to a nore specific enbodi ment, transm ssion
circuitry 3Qfubhehondiag and dbprovingskssichapilifyiof twoltelyebiiotsn R SC

m croprocessor which perforns the address 16 STSNPOOL transl ation, the
combi ni ng and sepasRtrt&fetafansicioa isrefosstet bynisngest ocomputeh e gbalEnd,  and
the routing of the received signals to the appropriate IRM port. According
to a specific engogi £ S564uRH adiftbdsePR Y peRFlySRs0ckdted Witk theB0960VH
and the appr%‘ﬂeﬁéggfu%%%??wﬁﬁcw trya5 Accordi ng to anot her specific
enbodi ment, |1RM 104 al so incl ydes contr | ' wiifé fHESRK18Y
control i nforskEeskdR ﬂrﬁsi‘F’r{é“’l‘n‘u%’é?mglaﬁg?’%ohrtkgk‘(&)%%gﬁ%})o ingé’ one or nore
control systens 311 proximate to the IR M 1|1 he, di squs elow wth
ref er ence tmﬁtgprlgafdgmﬁaeﬂmqﬂdfm@%lt@%' %‘Wﬁﬁe &8?"%3‘%@@%%& e, the
rooms tenperature control, lighting, and audi o systens,_ |n_one 4

enbodi neqf, idieestesdoutd be, for example, class A, B, or C addresses. As will be discusse

below with reference to Figs. 5 and 6, the temporai'y association of the globally unique
1P address may be done by the HEM in the hotel or, according to another embodiment,
by a remote server which interconnects one or more hotel properties in a wide area
petwork. When the Internet transaction is complete (212), the globally unique IP

15  address is disassociated from the network IP address and put back in the pool for use

in facilitating subsequent Internet transactions from any of the hotel’s guest rooms
(214). The network IP address remains associated with the guest’s computer until the
session ends, e.g., the computer is disconnected from the TIRM or powered down
(216).

20 Figs. 3a and 3b are more detailed block diagrams of IRM 104 and HEM 124 of
Fig. 1, respectively. IRM 104 comprises connection circuitry for connecting the IRM
to the Toom’s standard telephone jack as well as the room’s telephone and the guest’s
computer. According to a specific embodiment, the connection circuitry includes RJ-
11 ports 302 for connecting to the phone and 303 for connecting to the wall jack, an

25  Bthernet port 304, an iEEE 1394 port 305, and a universal serial bus (USB) port 306
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10 circuitry includes conversion circuitry 312 for converting the received
control information into the necessary control signals for actually
control | i nggtdi@ooh N--room control systens. The conversion circuitry may
include, for exanple, an transmission elenment 314 (e.g., an antenna) for
transmtting RF control signals to the various control systems. According
to an al ter patdonRecBih @siHaRatst sROfpetes iand ad Additicwal dbinpoB BD7ifacteadzBigan
infrared transm ssion elenment (e.g., an IR diode) for transmtting

infrared cogirals 15idngksat PemRi bUSorERIH HANUSH §6:21B6 mbyAishfeShamndes, Cui t
308 (using processtg%r ggg)a'g'isscri m nat es betweegélﬁhe lT]\L/E{’ri ous data it’r e

receives and directs it to, he ropr.i . . g&g&qﬁg-
addr ess i nf SFRETIH cPﬂve&é%Ehﬁﬂﬁg%%ggﬁgpg}notﬁéﬁ%r | n%wé&gwspem f iu?ﬁ Ho
enbodi nent, 20 di gi,tal audi 0 and _vi deqg may be transmtted to.indi vj dual
rooms via t hesueydandihaveéxbe desdiavife rIgiaﬁc_lmw,,én%nydqqsg}essawegﬂgﬂﬁm}, ?:ﬁe{b are
directed to additional data port 307 to which an audio and/or video system
may be cennegiveldvitiotheBthanetdongletvihich is nevessacy fosgonuseting thein laptopiss way, ~ an
Sg‘r)getnce may be set forfthe guest's arrival. In addition, the guest coul d
Ct a W GfpdaktifRiito AfncAR Hiki-dTRbE, TR, oK ipon vificisef thbtes Vi
hot el netvvo(r%hvmi LPE, may then be transmtted tg% t he éﬁest' S roomvia 1? tSh(la

SNPO4l the auxiliary data ‘ : ' ovoIUR ignbodi nent
_dzr;]lt ?hport 3t R f\fl gﬁ?ﬁ%ﬁﬁgg%%’gﬁ%%aﬁ%ﬁgweg’a pair lgf speakerzs
[ e guest room Specifi nbogi ment s of 4 al l.Lngl ude an LED

LCD di spl ay opebledn tigmslats tg‘f ﬁi’t?? SHFRRSTSHORS *‘W&Jﬁ*ﬁh %%Palﬁggy}abe comuni ca'?(rad
to the occupant of the guest roomwhether or not they are currently
connected. For exhenordng bed epeeifis ehodvesnt, IBM 1Q4 algejinclyges FROSTISSQN 0| d be

used to informthe hotel guest of all of the services available through
| RM 104 @S WikchitAs308%t framsmining ahd receivinpatata orya sioglervist@hipair of conductors

-of which the majority of hotel wiring infrastructures are comprised. According to one
embodiment, a portion of transmission circuitry 308 is implemented according to the
home PNA (Phone-line Networking Alliance) standard which allows half duplex data
and phone si gnalé on the same line as illustrated by the diagram of Fig. 4. According
15 to the home PNA standard, data transmissions from TRM 104 to a port 126 of HEM
124 2nd transmissions from the HIEM to the IRM are alternated at a frequency in the
range of 4-9 MHz. Because standard phone signals exists at a relatively low
frequency compared to the home PNA modulation frequency, all of the signals may
easily exist on a single pair of wires.
20 According to a specific embodiment, transmission circuitry 308 is operable to
associate the network IP address associated with IRM 104 with the guest’s computer.
That is, the address translation or assignment which allows the guest access to the
Jocal or wide area network is performed by the transmission circuitry in the IRM.
According to a more specific embodiment, transmission circuitry 308 includes a

25  processing unit 309 based on RISC microprocessor which performs the address
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* Oher information such as stock quotes and weat her information nmay al so be
presented continuously or periodically. Once connected, display 316 could

10 conmuni caisgedbhe status of the connection as well as the tinme connected

and current connection charges. It will be understood that a wi de variety

of other information may be presented via display 316. LRM 104 may al so

i ncl ude an @gfsB¥ion] th Bethinthgadndeepaeation of Eipaals f@ trnsmissioprto Whedeaperder mat i on

to the user. Such LEDs may indicate, for exanple, the 15 connection status

of the |RM %a&tﬁ%oﬁ%gtsogﬁ% rleil il SRRARAS iRApbfoptiae REMpolS Magordiags tor  gr een

LEDs. LEDs e configured to indicate a purchase status to the

user. That is, because cqnnecti.on_s. | I i n 24 hour
bl ocics, | LEPRCHEGR R Barog i acs S s Ao EAR e 1 O e
a block of time which has already been paid for (green), whether the end
of the curr epuropxiaie RUPPSIIEICEHBHr oachi ng (yell ow), or whether she has al ready
entered the next tine block (red). LEDs 318 could al so indicate I ch type
of connegtion thacuadinghtaanabemipbtifihedbodimgnt, RMIH4 alsonizelvdes c@frol EEE 1394,
As nentioned above and as shown in Fig_ 3b, HEM 124 may be thought of as
an enhanced .fQuisB1 MRircheeiatE esnt@ inforative via the hetells hetwrark Rivisondllingont r ol s
network 2S accesSs, serves as a bridge for Ethernet data transmtted over

the hotel s i 1leJ i abeLtSTRRARRAEE TR 25 kI by dxcnsadboiascor di ng

to sone emb&lf andl’es a ss translation and assi gnnent. According
to one enbodinent, a 2611 router from C sc le] the YSdalPst O
i npl enent | V&R 7B ?ncﬁﬂélﬁﬁ’ ﬁ‘ﬁ’iﬁf’?f&'éog_s%sg Sslﬁzéﬁﬁﬁauﬁtg’?fgr e%ér}g%g’ss?ng uni t
(CPU) 352, |ow and nedium speed interfaces 354, and. high- ed interfaces 3
5 6. s \Wen tewpéragresangel, dightiag gad B‘F‘{l‘bﬁys&eﬁ‘b‘r %PP&P@I’Q%’%}G\@E{@G g‘?ﬂ‘%&r m\ar e,
the CPU 352 is . )

10 circuitry includes conversion circuitry 312 for converting the received control

information into the necessary control signals for actually controlling the in-room
control systems. The conversion circuitry may include, for example, an RF
transmission element 314 (e.g., an antenna) for transmitting RF control signals to the
various control systems. According to an alternative embodiment, conversion

15 circuitry 312 includes an infrared transmission element (e.g., an IR diode) for
transmitting infrared control signals to varibus cor_ltrol systems.

Transmission circuitry 308 (using processor 309) discriminates between the
various data it receives and directs it to the appropriate port on IRM 104 according to
address information in data packet headers. According to a specific embodiment,

20  digital audio and video may be transmitted to individual rooms via the system
described herein. The digital audio and video are directed to additional data port 307
to which an audio and/or video system may be connected for presenting the
transmitted content. In this way, an ambience may be set for the guest’s arrival. In
addition, the guest could select a wide variety of entertainment and information

o5 services via the hotel network which may then be transmitted to the guest’s roomn via
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responsi bl e for such router tasks as routing table conputations and network
managenent. It nay al so be responsible for controlling network access and
transm ssi oQgqphiC- |t preferably acconplishes all these functions under
the control of software including an operating system (e.g., the Internet
Qperating System (10S(r)) of 10 C sco Systens, Inc.) and any appropriate

appl i cat i ongpSREAINRY Bata HHY3GP 3n MEYI 104n Alodoteingrte one emboédinment rdapr mut3gbr
chi ps 358. Ina specific enbodinent, a nenory 360 (such as non-vol atil e RAM

and/ or ROM _al so _f or. . . m@g Liheheemasergsany di fferent
ways i n whi 57‘10ehyéaﬁ%%}gggﬁl%ﬂﬁ%%&%egﬁgldég%% the sflas%(teresm Th%@i nterfaces 354 and
356 are typically pravided, ,as |nt ar.d i d to as
"line cards"). Geﬁi’é?lgFP?gom{sﬁm(ﬁ’t%? ?@%?ﬂ%ﬁgﬁeo& I‘F@gﬁ Ea‘%’gl%data
packets over the network and sonetines support other peripherals_ysed with
HEM 124. Thenlvohiclastiturend oiresipéathation may he semmwnicalsd o, Hhe ceoiRAnf PB’E‘Ft

communi cations interface 362, a serial comrunications interface 364, and a
token rigng debtabéaGeheaRs or ddtehdy ghewpatly comicetefla Fos ex@3B®le.eford@ an FDDI
interface 3 an 20 a nultiport Ethernet interface 370. Preferably, each of

these Nt et | Q58S ch SRS bilay 38 cblidbe ShARG ol iueIRRCl dspunalinfine

conmmuni cati on W late nmedia, (2) an independent processor,
and in sone instances.(3) VO | The. i 95{1% Bg, R RSN S ogont r ol
such comTuni%%?ﬁ%ﬁ#%ﬁ?@%ﬁ%%s%%na%ﬁﬁﬂgvﬁm tc ?ng?ne?rﬁé%a control and
managenment. By providi ng separate procesaors for .the .comruniscoaéei ons 19

er

' Weather IRQrmalinn maye

STSNPOO1 i nt Eiflssrveformation suelh psstarkoHotesan
m croprocessor 352 to efficiently performrouting _conputé\%‘iélgas, net wor k

di agnost i cs, preemiterd doptituovslyi appstiodically. Thnse connested. HeRlrYidt i nterfaces
354 are coupled to the master CPU 352 through a data, control, and address
bus 372.,H gbsmRasidate Meedtitac estha bonreciorcanmadlasatie time connected and current
connection charges. It will be understood that a wide variety of other information may
be presented via display 316.
IRM 104 may also include an array of individual colored LEDs 318 which
provide information to the user. Such LEDs may indicate, for exampie, the
15 connection status of the IRM, i.e., whether it is connected to the HEM, using red or
green LEDs. LEDs 318 may also be configured to indicate a purchase status to the
user. That is, because connection services are often purchased in 24 hour blocks,
LEDs 318 may indicate to the user whether she is operating within a block of time
which has already been paid for (green), whether the end of the current block is
20  approaching (yellow), or whether she has already entered the next time block (red).
LEDs 318 could also indicate which type of connection the user has established, e.g.,
USB, Ethemnet, or IEEE 1394.
As mentioned above and as shown in Fig. 3b, HEM 124 may be thought of as

an enhanced router which routes data packets to and from IRMs 104, controls network

25 access, serves as a bridge for Ethernet data transmitted over the hotel’s single twisted
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" 5 to the bus 372 through a fast data, control, and address bus 374 which is
in turn connected to a bus controller 376. Al though the system shown in
Fig. 3b is smsekype of router by which the present invention may be
i npl emented, it is by no neans the only router architecture by which the
present invention may be inplenented. For exanple, an architecture so
having a si pagt mfpstoctssomd; aaordigidisene cowatimests bansdescaddrgss frapslatioqy ¢ i ng
conput ations, etc. would al so be acceptable. Further, other types of
interfaces g dBRddnC NicdrdhSR die ertbedinvint,fa 26t & roudest feem i ystesass of
network device's configuration, it may enploy one or nore nenories or

k device’s . | .
Tenory Modul s (¢4t SRR 136OHERLMA BRIk § habOEtRl POCASInES

i nstructions 10 operations and network access and contr ol
functions descrihe rein. The pro ' Cct Ji iRECial& 8.
operating sWZ@ﬁh%%ﬁ%w a%qmﬁalﬂ’ﬂjosé’ﬁ%ill%géga?%stn%ﬂ’ %%&r)ﬁgilgﬁ%ﬁdgﬁ Such nmenory or

menories may also be configured to store, for exagple, con LNf or mat i on
for contsol | When aetingowderctba tomrol of srprenrate safwaropr %‘?ﬁfg’e ES%% |35n2?{osr mat i on
and programinstructions may be enployed to inplenent the systens/nmethods
descri bed heéspbiisibleHier sucke sendr tasky esitaubing tableomputasions arhpF¥oHe adabl e medi a
that include programinstructions, state information, etc. for performng
various operati,onse8exGhiPash heregichsibE@rpimolinfy mawbireceseaudbl e  nedi a
include, but aré not limted to, magnetic nedia such as hard disks, floppy

di sks, 25 and maanet] ¢.d 38l GalnRAA ke MncEBhRMed tkbinirol of

magnet o- opt i as floptical disks; and hardware
devices that are specially configured to store an perfor rogr
i nstructi on$pﬁ%ﬁhdsdmgadwmayﬂwm(%ﬁh%@§“€ﬁ§3“%n$§mfgQlﬁg@ ) of

10  Cisco Systems, Inc.) and any appropriate applications software. CPU 352 may

include one or more microprocessor chips 358. In a specific embodiment, a memory
360 (such as non-volatile RAM and/or ROM) also forms part of CPU 352. However,
there are many different ways in which memory could be coupled to the system.
The interfaces 354 and 356 are typically provided as i_nterface cards
15  (sometimes referred to as “line cards™). Generally, they control the sending and
receipt of data packets over the network and sometimes support other peripherals used
with EIEM 124. The low and medium speed interfaces 354 include a multiport
comprunications interface 362, a serial communications interface 364, and a token
ring interface 366. The high-speed interfaces 356 include an FDDI interface 368 and
20  amultiport Ethernet interface 370. Preferably, each of these interfaces (low/medium
and high-speed) includes (1) ports for communication with the appropriate media, (2)
an independent processor, and in some instances (3) volatile RAM. The independent
processors control such communications intensive tasks as packet switching, media

control and management. By providing separate processors for the communications
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access nmenory (RAM. The invention may al so be enbodied in a carrier wave
travel ling over an appropriate nmedi um such as ai rwaves, optical |ines,

el ectric i s etc. Exanples of programinstructions include both
machi ne code, such as produced by a conpiler, and files containing higher
| evel code that may be executed by the conputer using an interpreter.

Referring b HileMudedfbriiRS th ndstér aditroproasspod i%toldBeieatdn of
whi ch comrgﬁlglg’g‘{%égé%m% a corresponding IRM 104. HEM 124 has the ability

to sense ro \é\r/&en aui(}u gét% 2 et b dq?%{g,ghéésgequﬁ Q thildonb,c.hot el may bill

the user acé® oring ture i s al so useful for technical
support, network bandw dth reqwr mat es £ and
buyi ng pattern ddihglowend mpdivg spse %er%aPFFe"H“af’ﬁ%B?‘}pll? tfﬁfplgln E: |g§tand

di sabling individual ports 126. Were network 100 is part_of a w de

network (as fiioagius detel, domtrolyamd advlzesyns 852 Figh-spaetiniarigoes 300 SHTIeHY of

ports 126 nmay be done froma renpote server at the center of the WAN. As

descri belg ahgyie hiRagh tHEMIPO Tkt RS comnsl, ddducldtdsebuciMexiion s IGUIPRM 104) has
a fixed P address which may be confl gured using SNWP. The fixed IP

address of the HE_ r 1e | RM 104 is assigned to the guest's
I _IBOab to t!
conputer u ternatlve 'y, an address transl ation is perfornmed

bet ween the 20 conputer’s internal I 4R gedr ess of
| RM 104/ HEM por t Alsapu nglﬂE?\ﬁthfE‘ ﬁlaagmang}%?ﬁ?%o&?ﬂ%oﬁ} quis ?ﬂ’hgasu c TP
comuni cations and a |large flash ROM 380, for full fﬁ%&tlpl" %lchﬁQétEi’@re and

confi gurati opreMImveﬂﬁnmamel%?m?fb%‘ﬁBYHEB?‘W% des usi ng, for

exanpl e, an encrypted protocol riding on top of 1P. Accordin Io vari ous
enbodi ment s, bﬁMchZHepﬂemtmmﬂmsybfr@mﬂﬂﬁ@ﬁ%nF% %@P‘%ﬁ‘i‘ﬂ%‘%“fg for
transmtting and receiving data on a single tw sted pair of conductors. --
2 1. STS\P %vmg a single processor that handles communications as well as routing

computations, etc. would also be acceptable. Further, other types of interfaces and
media could also be used with the router.
Regardless of network device’s configuration, it may employ one or more

memories or memory modules (including memory 360) configured to store programm
15  instructions for the network operations and network access and control functions

described berein. The program instructions may specify an operating system. and one

or more applications, for example. Such memory or memories may also be

configured to store, for example, control information for controlling in-room control

systems, etc.

20 Because such information and program instructions may be employed to
implement the systems/methods described herein, the present invention relates to
machine readable media that include program instructions, state information, etc. for
performing various operations described herein. Examples of machine-readable
media include, but are not limited to, magnetic media such as hard disks, floppy disks,

25  and magnetic tape; optical media such as CD-ROM disks; magneto-optical media
- 20 -



* Thus, the Ethernet data which has been conbined with the standard tel ephone
signals at IRM 104 may be picked off and reconfigured for transm ssion

accordi ng tgfigandard Ethernet techniques. Also, data headed to MM 104
maybe conbi ned for transm ssion over the single twisted pair. As with

transmssion circuitry 308, transmission circuitry 316 maybe inplenented
accor di ng ,tamhag ﬂﬁﬁﬁ&l BiNAs: Shanskdhdre devites Bai & spdtidiiconfipgean stbiesidr at i ng
the provision o gh speed data and |Internet access to guest roons in a
chain of hotels 502 accaordi bogi IR QdvidBEROVYERUI r@HonSi NY

t he interna?erkqm%g%lc%%%ggég?@bmgéag‘%&e wﬂftoﬁyrc;‘lerg%ce to 10 Fig. 1,
each hotel 502 has a | ocal ea network Al ot.. shown) _whj provi des

di rect acce%‘?eﬁ%iﬂ?fﬁwmgfh%ﬁe ‘8?%%#0% eﬁ%’gﬁﬁﬁé%? c%%l\gpnng%ccordi ng to
this enbodi ment, each hotel 502 nust provide its own security i.n the form
of a firewairhvellififoveran epmopriase metiuorsush as aiswaves, optical lings, deciip e di agr am
il lustrating the provision of high speed data and 15 Internet access to
guest - r 0QNB eicN FRakipRdks Bf Ploghot BlstudRads aehude Sbtignadhimnailssmuch espodupeht  of

the invention. Using the internal infrastructure described above with
reference tg Fig Iﬁsiﬁﬁ, 2if1Rs 1e9el Dl (130 nag e WRecutdi Whthes t hen
connect ed \%?Fﬁg%??]lgrr’ ﬁée??&r’] t e%ot%gr hgtel s 602 ?o forma w de area

network (WAN) referred 19 herein as a virtual private network (VPN) 604.
Accor di ng t SOHPUSEERE 30 BUIPIE G di nent, VPN 604 is built on an opti cal

fi ber backbone enpl oyi ng asynchronous _transfer nod ATM ., technol.Q to
transnit data pamgg%ch/tpﬁg-ﬁbn W@tlﬁéépﬁﬁm\f’gi’gﬁﬁﬁ ﬁa}‘f§ Og?”}ﬁggari ety
of transm ssion protocols and infrastructures may be enployed to transmt

data in suclkomnmicnteskwith 4 torespatelpm TRM §04.r BEM b4 basdhealglitt tRsenssy esent
I nvention. Such protocols may include but are not limted to frane rel ay,

25 Et her pet ,W@quzlggpboﬂ%@f,angggﬁ‘disgwﬁ&dﬂ livtéleayeyif tiepuseabeeofdinglyt  as

t hey | eave eac
This monitoring feature is also useful for technical support, network bandwidth

requirement estimates, billing estimates, and buying pattern data. HEM 124 also has
the capability of enabling and disabling individual ports 126. Where network 100 is
part of a wide area network (as discussed below), the monitoring, enabling, and
15 disabling of ports 126 may be done from a remote server at the center of the WAN.
As described above, each HEM port 126 (and thus the corresponding IRM
104) has a fixed IP address which may be configured using SNMP. The fixed IP
address of the HEM port 126 and the JIRM 104 is assigned to the guest’s computer
using DHCP. Alternatively, an address translation is performed between the
20  computer’s internal IP address and the fixed IP address of IRM 104/HEM port 126.
HEM 124 has a small boot ROM 378 for basic IP communications and a large flash
ROM 380 for fully functional software and configuration data. This allows for remote
software upgrades using, for example, an encrypted protocol riding on top of IP.
Accprding to various embodiments, HEM 124 also comprises transmission

25  circuitry 316 for transmitting and receiving data on a single twisted pair of conductors.
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* STSNPOO hotel 602 by a framer (not shown) which may be part of or
associated with each hotel's router or file server. The enbodi nent of Fig.
6 provi des $E¥R¥El advant ages over the enbodi ment described above with
reference to Fig. 5. Hi gh speed. access to the Internet requires sonme form
of connection to the Internet such as, for exanple, a_Ti or T3 Ijne, Not
only does s(lbns,dheBiemst da whisiias beaa dembanedrvath e stadard selephone siegalipor t
it, it also necessitates some formof protection for the network in the

form of, f ot RXIY Brayde bickedaifland Tdetsfiguréd foathnwisebn preopking tp darvare|
chain were to be directly connected to the Internet (as shown in Fig. 5),

each proper g, ieqh%l\gﬁ%. Qs AR Hehded WIRIMELOACE Ky belSbritansias e

infrastructure, fire and the technical and ‘admi nistrative staff and
functions to support the same.. By _contr YY) ) : ss to the
| nt ernet 60 anspggsb?rb?/\'ea W@e ?ngtie%&% ﬁgﬁl\/\%r éng%]\égi glfl @%ﬁ%lg?ggg’nt ed by
renote network operation center (NOC) server 608) a I C ne o re
firewal IS GYGHS@ﬁéﬁl%FhWW%é?1%&%@%%@‘"‘1‘1%?‘{\59“%%@% W&Fﬁ%&gﬁﬁdg‘%‘&{ﬁrgﬁe nt
may be | ocated and managed. According to a 15 specific enbodi nent, a

redundant network center is provided in a different city than the first
agai nst the event that one or the other goes do Having each hotel property

directly connect egy 5Gs h BRck dapraeiiubGatitizahe pitvision dfdigh pltdditangd control  of
the hotels froma central location- That is, the nbre each hotel LAN i s

amenabl e tolia%[n%_ el %:Sf{ffsg‘g ,&tfo%%sr' l, ch6 3 hoRis 500%cERaRe Yo bASE@PbEmeht | S L O

20 hacki ng. "Wt . security I's conplete and centralized control is
AR A R R e e
oot oot ndeds e s 78 ey oo resnevork AN ol ikih Bl ! 1
direct access to the Internet 504 for each of its guest rooms. According to this
embodiment, each hotel 502 must provide its own security in the form of a firewall
506 for the protection of its LAN.
Fig. 6 is a block diagram iﬂustaﬁné the provision of high speed data and
15  Internet access to guest rooms in a chain of hotels 602 according to another
embodiment of the invention. Using the internal infrastructure described above with
reference to Fig. 1, each hotel 602 has a LAN (not shown) which is then connected
with other LANs in the other botels 602 to form a wide area network (WAN) referred
to herein as a virtual private network (VPN) 604. According to a specific
20  embodiment, VPN 604 is built on an optical fiber backbone employing asynchronous
transfer mode (ATM) technology to transmit data packets. It will be understood
however that any of a variety of transmission protocols and infrastructures may be
employed to trausmit data in such a network without departing from the scope of the
present invention. Such protocols may include but are not limited to frame relay,

25  Btherpet, and FDDL Data are configured in the appropriate format as they leave each
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1

equi pnent and support functions at each hotel property nmade necessary by

the 2s enbodinent of Fig. 5 is avoided. 23 STSNPaOl Anot her i nport ant
benefit of SYEe604 relates to the managenent of globally unique EP

addresses. As nentioned above, there is a paucity of pools of globally

uni que | P addresses which are sufficiently large to aqcorrrmtgat each host
on the netpyddles2 of afbsteritratishown)ovhich ey Sk part of guamoAttFG Al ﬁﬁg} exanpl e,
one pool of class 5 C addresses acconmopdates | ess than 256 sinultaneous

users on a petwork, . This sefdeglht be sufficient at nost hotels much of the
time, but ilpjls clear that there are foreseeable circunstances where it

woul d not be. For, ex .€ rent | S@pﬁ Eadvahthedd ovéPle cadaiimdngl host ed
an | nternet techﬁ%‘?ﬁ%ﬁ@“&%ﬁﬂ%ﬁg%ﬂr&?g‘g&m g %‘y Ivi ke%y that such a pool of
addresses woul d not be sufficient. .In addjtion, thi SRAL] gs the 10
assunpt i on d@aﬂb@&'@ﬁ%%ﬁéﬁe?n%maﬁﬁo?Zﬁ?‘gbﬁﬁ?% afg%qﬁrgo %%ITDI’I s??% over 1000
properties) could procure a pool of class C addresses,. VPaN@ﬁ(l)él &51 resses.
this probl egerhdfdrinadf cotnesfioe tothe fiternetsugh ay, Sarexaupifs 2dfl & ®f*%he hot el

properties over the resources of the entire wi de area network. Thus, for

exanpl e, a §iRUbes flcBaToBndt@sh réfuireddurisaesinfiagthictive tasupportdt, #a¥modat e
all of the 1571 nternet access needs of an entire hotel chain even where the

total nunber of . i b Fhefe6R@dSn tieefonu wlidbr efangplaiia abl e
gl obal l 'y unflacueé‘“{a%%ggﬁl?gg%nggfpﬁf aitl&llfsog | ar ge bur stg of | P address needs
may occur sinultaneously at zens, of. atal o Wohb&aed t
exhausting dkEev#Hk ﬁi‘ ’é&?%b‘t?qﬁﬂ’é%l’a in b 16! gefyte% diresty °

a ’ Py unrque addr esses avallaple in the
O 00 ek o B S B R 5551 B S0ty o0
communi cati ons 614 may be provi ded ] .
10  hardware infrastructure, firewall, and the technjcal and administrative staff and
functions to support the same; By contrast, with VPN 604, access to the Internet 606
is provided via a single network center (represented by remote network op eration
center (NOC) server 608) at which one or more firewalls 610 and any other necessary
networking hardware and equipment may be located and managed. According to a
15  specific embodiment, a redundant network center is provided in a different city than
the first against the event that one or the other goes down.
Having each hotel property directly connected to the Internet is problematic for
effecting control of the hotels from a central location. That is, the more each hotel
LAN is amenable to control from a central location, the more vuluerable it is to
20  hacking. With VPN 604, security is complete and centralized cqntrol is virtually
unlimited. This makes things like remote software upgrades convenient thus
eliminating what might otherwise be significant field service costs. In addition,
because nuch of the equipment is centrally located, the costly redundancy of

- equipment and support functions at each hote] property made necessary by the

25  embodiment of Fig. 5 is avoided.
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to hotel guests. Mreover, by arranging access to VPN 604 by corporate
hosts 616, i ndividual enployees of those corporations can have secure
access to tkeinpoenpl oyer's network fromrenote | ocations. O her services
such as, for exanple, property 25 nanagenent services 618 nay be provided
to the managenent of hotels 602. 24 SrSNPOO Fig. 7 is a block djagram
il lustrating an aufothehanportapt berefinpHVBNGH ctlateaip t@émf’@ﬁﬁ%%ﬂf%ot’% ertain
alternative enbodi nents of the present invention. Fig. 8 is a flowhart 800
i |1 ustrating,t e 15 3ifesstd BAY nichftidiabove) thetd ive piancity ¢iipicels of gptrail

I nfrastructure has different transm ssion characteristics due to its length
and proxim s.tQ sl b 1€ hJofhmeduteéadh hgsttom the speci fi c
enbodi nent W%ﬁ?ﬁ?‘ﬁ@r&%@?%‘l@n&é I C lgghylgé?éfnative to the honme PNA
standard is enployed, |IRM 702 and HEM 704 . ¥ BRst he
maxi mum dat ZeFEeTES PHROBIREITTLR {3 U org%%%lﬁ H:S‘a (Flf/eqldl%ﬁgct?o?‘gﬁ&?gt ead of
using a single rate to accommodate the s|owest transm ssion Iiﬂ]@S in the
net wor k, seach addresses accatomndetes dess than 206 FEOIRNEINSUSETs 1B aél.eév?%m num al | owed
by its transmi ssion line. On power, |IRM 702 goes to its |owest baud rate,

i e., 128 kHaighBB23uffitieM at@dost hatalsmivch of Hysttime Rukidsclear i hef &second
intervals while IRMIlistens at its current baud rate (804). If

communi cat i oy, 1 Se R cin ahlkishiede (t3Rfld ndbee Fopexampis ag ednsiogeidvoaced
notifying the ne?worT( adm nistrator that TRM 702 is not operational (808).

| f, however, . communi cation i tahl i chogled Sihar itiEMighld likelgttatct s | RM
702 to baud H@ e 8'5??11?13?% %’rmra.‘% gliogaelf ca()Inl’rmni%tg:té{i onis
establ i shed at the next higher rate . (812) . HE . |:0cdelStid Hakss theRM 702
to baud up t@@ﬁ@%b&fﬂ%ﬁgﬁw‘?‘ﬁga‘i’ ‘%fb‘@dleﬂ%u Y it hiflsdoimid by y until a
baud rate is reached at which comuni cat i_o& cannot .be es%ﬁﬁ\(jOShEd' At that
poi nt, | RM 76@umptionthat each preperiydne Sptehehadp S9T8 COBRPEYE LY 704 instructs
| RM 702 to baud up to

properties) could procure a pool of class C addresses. :

VPN 604 addresses this problem in that it spreads the IP address needs of each
of the hotel properties over the resources of the entire wide aréa network. Thus, for
example, a single class B pool of addresses might be used to accommodate all of the

15 Internet access needs of an entire hotel chain even where the total mumber of rooms in
the chain far exceeds the number of available globally unique IP addresses. Thatis,
large bursts of IP address needs may occur simultaneously at dozens of the hotel
properties without exhausting the nearly 64,000 globally unique addresses available in
the class B pool.

20 Other secure services may also be provided via VPN 604. For exarple, video

teleconferencing-over-IP 612 and voice-over-IP communications 614 may be provided
to hotel guests. Moreover, by arranging access to VPN 604 by corporate hosts 616,
individual employees of those corporations can have secure access to their employer’s
network from remote locations. Other services such as, for example, property

25  management services 618 may be provided to the management of hotels 602.
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t

20 the highest baud rate at which comuni cati on was established (816). In
this way, data to an fromIRM 702 will always be transmitted at the

maxi mum al | ewabdee rate Fig. 9 is a flowhart 900 illustrating the

custom zation of a guest roomand the transm ssion of control information
to in-roomsystens via a hotel network. The ability of the p,reseni)

i nvention to pro¥igle ihablock dipigex tlasteating 20 avle-Rpudug tedmiRusEECH Y PS5 g e
tw sted pair connection provides additional advantages which are likely to

25 STSNPOD %mﬁ D4 EHEhhREmBRlimiddahanesf the pedsent. inventioec €z 8years, the
hospitality 1nddstry has been | ooking for custom zation solutions to

tail or guest, ro . 3 e th AGotd)@iwikdpal guest .
The belief i V@ﬁ%s@(ﬁ}@%ﬁ%ﬁﬁg%ﬂy%n V\g{?&!{i%%r]gi creating thg type of
custoner loyalty with the business. travel er that .aifl. reat ed
with frequentirastpetpredias ditimrant trppgmission ghargpiersh thh%m%q%écﬁiggxgpl%ﬁg. el chain
keeps a dat abase record for frequent guests in whjch a yvarie of

par amet ess nayorees of distortipedTherefore 8cCordng BAFRTFRIC SRROHEEHS ure,

| i ghting, background nusic, etc Qher custom zation options include

vari ous i nf Qry@itibe i HBIcKiaelematiemntiadhdye PHA stapdest is smployad, IR 702x anpl e,
stock quotes, weather reports, entertainnent cal endars, etc. so Wen the

guest checks, iy M%4%§§$&%§ﬂe foQRFarintne the Magink@ndhiaaate fyr xohfiigir@nt o sui t
t hat guest's preferences. e nmethod of configuring the roomautomatically

I nvol ves adj ust i varj Qus. control.s_in: D AnSnb &ADHR sfiwdst ol signal s
such as, formé%;fﬁlgﬂ%%‘gd?’dnﬁ?agc%gﬁ%§h? qﬂ?ﬁ?ar ed signals. According to a
speci fic enbodi nent of the invention contr I §.S{.49n e t to the
IRM (e.g., |wremsmissioprlineiipshe netwers, each roqm i °§’L‘f§§tda?"o’ga{rﬁs\‘/’uﬂl§ﬁf‘i§g hot el

network where they are converted to the appropriate f8rm e.q. 1 RFS, and
used t0 1o maximum allowed by its transmission Line. On power, [RM 702 goes to its lowest

band rate, i.e., 128 kHz (802). HEM 704 transmits empty packets at 400 microsecond
intervals while TRM listens at its current band rate (8304). If communication is not
established (806), an error message is generated notifying the network administrator
that IRM 702 is not operational (808). If, however, communication is established
15 (806), HEM 704 instructs IRM 702 to baud up to the next higher rate (810). If
communication is established at the next higher rate (812), HEM 704 again instructs
IRM 702 to baud up to the next higher rate (810). This occurs iteratively until a baud
rate is reached at which communication cannot be established. At that point, IRM 702
returns to the lowest baud rate (814) and HEM 704 imstructs IRM 702 to baud up to
20 the highest baud rate at which communication was established (816). In this way, data
to an from IRM 702 will always be transmitted at the maximum allowable rate.
Fig. 9 is a flowchart 900 illustrating the customization of a guest room and the
transmission of control information to in-room systems via a hotel network. The
ability of the present invention to provide half duplex data to each guest room over a

25  single twisted pair connection provides additional advantages which are likely to
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1

set the roomcontrols appropriately. In this way, the room s thernostat,
light controls, and stereo controls may be set to provide a confortable
and fam | i agrseposi ronnent for the newy arrived guest. And, because the
present invention allows half duplex data 20 to be conbined with standard
t el ephone signals, the transm ssion of roomcontrol signals mayhe done in
this manner egsderiehe Hobed chxomér loyaliyn gn woesiysws, e heosmifplit] ngesdy hagi st ed
pair technology. In addition and as descri bed above, digital audio and
video si gnghs, 1BSkiNE Flr AstosiAkibakolufiéItotdiiop guaerodnests theyeddeasdnt to the
roomin the same nmanner providing further custom zation capabilities.

Thus, the guest roo CHSLOIm i - d WHad Rhasent whipteaddrtion
provi des a BB W%F%%%Igﬁm\%ﬁ%lﬁéb %?%Kéét&%ﬂaﬁ%ﬁ Vi dugl hgjtigel sﬁand hot el

chains may engender greater cusioner |oyalty. an - feali I ncr eased
revenues. ReFEaHRg W tRAPLCYStRgT fog?ri'?yawg%é;&t#]ge%s y&%@%%ﬁ%#ﬁignvent i on
w Il now be described. As described above, specific_inforyation.for an

i ndi vi dual greated with Sequeniflyer pearams. slhedasisdde is dhat p do Efg‘i?‘f‘in n the
server of a specific hotel or on a central renote server fromwhich it my
be downl oadggdefs daidasiRebifer hajueht siestain whichtaherichrof@espaoaiemgay®est i s
scheduled to arrive or is actually checking in (902). As the guest is
checking i n BLik0s £RRRONS otz Mord téhifordie! BEing] Backy@Aind musiogemal | on

regar di ng t 18 guest' s room envi ronnment ‘and ot her preferences in database
record 901 Zo is transnmitted fraom.the. HEM & 0 iRe-OYeRle S

assi gned rocﬂﬁhﬁwsomwnqpﬁ?ﬁsrlﬁﬁoﬁfl%ﬁaqogs ﬁ%‘%%%éggjy{#}rt eehgfel net wor k
whi ch nmay conprise the hotel's single twsted ir tel.ephqg L1 N

i nfrast ruct wguest sugleas, @r%eml%&tﬁ?%qw@nwa?@ﬁf 5, %W&%F“Pﬂ‘gal%ﬂg@}esr \g/té’d

i nformation, e.g., stock quotes, and converts sone of the received.

i nf or matioon Wen thegwspelapks ing tegstignsf roan iy ben snigmatisallycoplfigueg 13 sgh ) |
for :

that guest’s preferences.

One method of configuring the room automatically involves adjusting various
controls in the room via remote control signals such as, for example, radio frequency
(RF) or infrared signals. According to a specific embodiment of the invention, control
15  signals are sent to the IRM (e.g., IRM 104 of Figs. 1 and 3a) in the guest room via the
hotel network where they are converted to the appropriate form, e.g., RF, and used to
set the room controls appropriately. In this way, the room’s thermostat, light controls,
and stereo controls may be set to provide a comfortable and familiar environment for
the newly arrived guest. And, because the present invention allows half duplex data
20  to be combined with standard telephone signals, the transmission of room control
signals may be done in this manner even where the hotel wiring consists of only single
twisted pair technology. In addition and as described above, digital audio and video
signals as well as digital information services may be sent to the room in the same
manner providing further customization capabilities. Thus, the guest room

25 customization solution of the present invention provides a powerful tool by which
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15 communi cating with the roons various environnental controls (906). These
environnental controls may include, for exanple, the thernostat, |ighting
controls, st®p®0 controls, television controls, etc. The appropriate

adj ustnents are then nade to the various systens in the guest roomto
provi de the optimal environnent specifically suited to the stated

pr ef er ences jfvitha hatels andngtel deshs 1hPS)zendd gFiatpr cugoingr lpyphoad BeEhyam of a
file server 1000 for use with various enbodi nents of the present

invention. Elle. server 100Q.gmybe used, for exanple, to inplement any of
HEM 124 of Figs. | and 3a, firewall 506 of Fig. 5 and firewalls 610 and

renote server 60 f .Fig. 6. Fi : ' isPlvtynd®w®2 and
keyboard 1004, aﬁ&?%%%gmﬁgcb%.g‘ %gan%ﬁ%%?%?%g e%hggfltﬁtgﬁﬁeﬁgépi nc?udes

subsystens 25 such as a central process 1008, system 1010, fixed
di sk~ st or ageesaibed.GAs QﬁCBWbCUQSPﬁ‘égHU%WgLPF f?fe%dé}ﬁ‘a”f@%gg‘é 014 (e.g.,
CD-ROM drive), display adapter 1016, network interface 10,18 over which
LAN, WANs a-paintaitied ime tatelmsemmrionbd0 lovbenenths server ofaspasific dgtel of PRAser ver
1000 operates according to network operating system software and may

per f or m ot gkl REhbRRErvEH G mamick Dimagbanipiveloalled  thespegificipieglet which
managenent - Ot her systens suitable for use with the invention may i ncl ude

addi ti onal egg%%%é%gﬁggcﬁe@%mb @r isallallg chakateam(oR)| dsithel ude

more than one pr ., @ multi-processor systen), or a cache
Tepr event od B FurHknEa o Pipmyey © PRECeE AlbRify oV aRRAs 0% any
| ocal bus. copeding e EVSEePOROERAAEIER T o et SReu? s B0P U S
W 1 ¥ ey nvismabiiniteDHion: b FM e GoaRof mao Ever appagrpom GOB. The” 'S¢
information is transmitted via the hotel network which may comprise the hotel’s
single twisted pair telephone wiring infrastructure. The in-room module then displays
some of the received information, e.g., stock quotes, and converts some of the
received information into an appropriate set of control sigpals, €.g., RF signals, for
15  communicating with the rooms various environmental controls (906). These
énvironmental confrols may include, for example, the thermostat, lighting controls,
stereo controls, television controls, etc. The appropri:llte adjustments are then made to
the various systems in the guest room to provide the optimal environment specifically
suited to the stated preferences of the arriving guest {908).
20 Fig. 10 is a block diagram of a file server 1000 for use with various
embodiments of the present invention. File server 1000 may be used, for example, to
implement any of HEM 124 of Figs. 1 and 3a, firewall 506 of Fig. 5, and firewalls
610 and remote server 608 of Fig. 6. File server 1000 includes display 1002 and

keyboard 1004, and mouse 1006. Computer system 801 further includes subsystems

25  such as a central processor 1003, system memory 1010, fixed disk storage 1012 (e.g.,
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configurations of subsystens may al so be -utilized. Various enbodi nents of
the present invention maybe used to provide special |'S |levels of service
to specificsmgNeaps such as, fur exanple, the attendees of a conference at
a hotel property, That is, conference attendees are identified when they

connect to the hotel network and are provided aﬁﬁeis %%_ﬁgﬁ iéic cont ent
and onl i ne Bed\rive)s remviable diskel M4 ag eGP ROMh v B EP ié. i

flowchart | 100 illustrating the providing of such online conference

servi ces USjAgoVaiit@ase ONESowef whitvh INaIIFAN, 2631 intémetstonrouniednd &g ed
above such as, for exanple, the network environnents of Figs. 1, 3a, 3b, 5

and 6. A group i.denthicall BEs RE th Se@aSR6pehiesk systeh each  of
t he attendegrgﬁ)s(?i"lfljtg‘{ﬂ'si[?)lgécél%3 |e(lr:qg%mn rensce %11 2) . Accorgi ng to a specific

enbodi ment, this is acconplished.by.assogi at}j gh-esses of
the IFM s iﬁoﬁ%ﬂﬁaBén?HQ gther fipgony %%H@éﬁ9%§&§§%p§$wﬁﬁgaggtendees with
the group ID tag. Conferenoc 25 specific %ﬁ]&v. ces and cont eﬂltdeare t hen

pr ovi deds on ntanegemeenioPkher $ystemys suitablg fagupe By BhEESEr vi ces ni ght

i nclude, for exanple, substantially real tinme voice conmunication_and/or

vi deo t el ecqadifibailGr figveristibsysitiner Fart cxamples enashershigemsanidipeiage moS?)@‘é‘Rer s or
conference organi zers nay have software they want to distribute to

attendees elgg L QLEAL0S (. Nk indQRIRERDE G paicahhmeaay. (oS shaals uch

el ectronic s ormation. Conference specific content such as, for exanple,

el ectronic copiezgg%vggggﬁégnﬁﬁgﬁgghgggﬁ%nk?Qomp@&%ﬁ&mm%&ﬁyam&MyHmo.

Power Point (r) pr ns are provi ndi vi dual presenters at the

conference can post follow u tes. and_ans . ' &@iﬁgt}gwre not
able to get Hewevss Rigse HEIYS EE? e Vteiogﬁl.1y &@%@g&c’&éﬁ&#g

: ooms coul d be “provided in
o e atamtion s oo AR eGP A B o 0,
nave processor to the system memory. File server 1000 is but an example of a system

suitable for use with the invention. Other architectures having different
configurations of subsystems may also be utilized.
Various ennbodiments of the present invention may be used to provide special
15 levels of service to specific groups such as, for example, the attendees of a conference
at a hotel property. That is, conference attendees are identified when they connect to
the hotel network and are provided access to specific content and online services
which are related to the conference. Fig. 11 is a flowchart 1 100 illustrating the
providing of such online conference services using various ones of the network
20 infrastructures described above such as, for example, the network environments of
Figs. 1, 32, 3b, 5 and 6. A group identification nuraber or tag is associated with each
of the attendees of a specific conference (1102). According to a specific embodiment,
this is accomplished by associating the network addresses of the IRMs in each of the

guest rooms occupied by one of the attendees with the group ID tag. Conference

25  specific services and content are then provided on the network (1104).
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access to the chat room This service allows conference attendees to

di scuss questions and comments about the conference, talk about the

sessi ons t hatsnwger e good and bad, critique speakers, an in general exchange
informati on with other attendees. According to various enbodi nents, the
chat roons could be recorded and the 15 information provi ded to conference
organi zers to al Comfetdneesdroictzanight inckudedor ¢xample, submiaiglly rea fmgvoice
conferences. The real nanmes of chat room participants nay be excluded from

this infor ngli@fnicBidd fld/d vananescin@ierdigs Wik bihegattdndeesfafithmednserense- any
conference attendee may al so be provided- Di scounted access to other

services 5U@B%aé(%%QEBégeF%gggﬂﬁ%ggﬁgg%g%%@Mm@ﬂﬂyWﬁhﬂforfﬁﬁﬂibﬁte&er vi ces, may

al so be pro ve wth reference to Fig. -2, when a
guest's conputer connects_ t n IRMin any. o f G hicbQRems. the
network | P adendseseledemiselly-o ity CRIHSE ag?%?ﬁqgavgs?g%gg%o?% SRt he
conputer (1106). As discussed above, this_associ aticin coul d nean a DHCP
assi gnment  aifotthatiome tGonfdrercl sperificenstent suohcs ofop sxample OB1° CRhB %8 t he
conputer did not already have an internal |IP address. It could al sqQ nean 25

that the i ngﬁfyé}@ rekEhtedlsttas conférelideas seitms PeweiRointBprescatabigns pedreYidethet wor k
| P address 29 STSNPOO This address assignnent/translati on may be effected

by the 1RM &EE\% ter@ at 1he BB EreR&Y sh@Mpodtellewtupaobataetl answerate of a
vi rtual privalagﬂnet eﬁ%%sadescri bed abO\})e with reference to Fig. 6. If

Sz teu AHPAL A e Birtsatop R Rasamtene 5
o 1 ho ot herpeAe I WBch, B s of edinir Batorpiee R e sB R EARSS S5 1L o1 oup
I D (1108), access to the
10 their room to interact with other members. Only conference members would have
access to the chat room. This service allows conference attendees to discuss questions
and comments about the conference, talk about the sessions that were good and bad,
critique speakers, and in general exchange information with other attendees.
According to various embodiments, the chat rooms could be recorded and the
15 information provided to conference organizers to allow them to better serve their
members at future conferences. The real names of chat room participants may be
excluded from this information. Bulletin boards for the posting of information by any
conference attendee may also be provided. Discounted access to other services such
as, for example, entertainment and information sexrvices, may also be provided.
20 As described above v-/i’thvreference to Fig. 2, when a guest’s computer connects
to an IRM in any one of the guest rooms, the network IP address associated with that
IRM is associated with the computer (1106). As discussed above, this agsociation
could mean a DHCP assignment of the network IP address to the guest’s computer

where the computer did not already have an internal IP address. It could also mean

25 that the internal IP address of the computer is translated into the network TP address.
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conference specific services and content is blocked. The network | P address
remains associated wth the guest's conputer until the session ends, e.g.,
t he conpute&mkﬁm 0 disconnected fromthe IRMor powered do (1114). The

t echni que described above with reference to Fig. 11 could be used nore
generally to restrict access to particul ar services, content, web sites,

Ot her net woiy el gl o Rkl ark B0 Ickl B0 AEPbPte TRN, QXD ox ahen an

enpl oyee of Sﬁla corporation checks into the hotel, the network IP
address of the IRMin that 15 | oyee' s room Glali6sh MovB a group
I D tag mhiCH?%WWFmﬁﬁﬁﬁmﬁeﬁFi@EEgﬁ@ﬂxﬁﬁe c&ﬁBEF%?¥§ﬁW§E§§nputer (e.g., see
conputer host 616 of Filg_. 6). As will be understood, restriction of access
to a vari et yitfrefeomeetnt Fign® services in this manner naybe effected
according to a variety of group identifications wthout departing from the
scope of the pregfht netwosinIl midres? ssotinted Withea partieiey SIRSTRAGOTRREIRE 15
particularly shown and described with reference to specific enbodi ménts
thereof, (i t ,Wick{atddGritDERSPAD Y (1108} accdss 1o thel confetchee spetifichatvicesdadges in
t he forn?an&ﬂﬁefails of the disc?gsedﬁenbodinents may be made w t hout
departing fromthe spikit {ePHBADY, OfF. o188 of%RRBIE themany of
t he embodi nﬁﬂ?@mcféggfqvbdeegtﬁg}ez&%pﬁﬁéchglg%egglscrjl bed with reference to
hotels. It will be 25 understood, ho er, t lcayes enpl oyed by
t he present nefvakdl afdrgess pet agep e%%?ﬂr@i(’:lgg)atag%?%% of structures
and institutions such as, for exanple, schools, office I,l.di ngs, .and the
ork, FSVSS

i u

li ke. |In addiotfenence spaceficderdetscuil serientda blockyle dlhsdety e
twisted pair wiring which is the standard tel ephone wiring found, in nost
bui | di ngs. HeykYREd with thd gdestecommuiter smtibthe sérstontengds, e+ 1he GHEBYFESCcr i bed

herei n maybe
10 disconnected from the IRM or powered down (1114).
| The technique described above with reference to Fig. 11 could be used more
generally to restrict access to particular services, content, web sites, other networks,
etc. to specific identifiable groups. For example, when an employee of a particular
corporation checks into the hotel, the network IP address of the IRM in that
15  employee’s room may be associated with a group ID tag which will enable access to
the corporation’s computer (e.g., see computer host 616 of Fig. 6). Aswill be
understood, restriction of access to a variety of content and services in this manner
may be effecteé according to a variety' of group identifications without departing from
the scope of the present invention.

20 ‘While the invention has been particularly shown and described with reference
to specific embodiments thereof, it will be understood by those skilled in the art that
changes in the form and details of the disclosed embodiments may be made without
departing from the spirit or scope of the invention. For example, many of the

embodiments described herein have been described with reference to hotels. It will be

25  understood, however, that the techniques employed by the present invention may be
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i npl enented on any of a wide variety of wiring infrastructures including,
for exanple, Ethernet and ATM systens. Therefore, the scope of the

i nvention shewhsl be determned with reference to the appended clainms. 31
32 WHAT IS CLAIMED IS: 1. A nethod for providing Internet access to a first
conputer via a first one of a plurality of network access nq%ﬂgs in a
net wor k usid@gﬁ@@m@iet}tqfsﬁhcu@mmﬁmumsmmhhﬁfm&’eﬁh OH%wor k
access nodes each having a network address associated therewith which is
uni que on tﬁﬁﬁldﬂfgts%rdkthe Bl Tanabition Waberal dftiodimeit dastdibed beretrhamnplpy st net wor k
access node having a first network address associated therewith, the

met hod conpr.i Si ng. . associ.ating. i AghE ounit hokthe first
conput er V\/I"ﬁ’ﬁl%eFﬁiétegﬁ’ﬁlf&m%ﬁ%ﬁélggm%g{%gﬁﬁZ%%ﬁeﬁc’jﬁ?o th% first network access

node thereby providing access to the netwirk. —associatl: LSty vne of
t he gl obal Ilymlﬂimgﬁuﬁqmv%&rvégéﬁé‘nﬁrﬁtﬂogﬁ@%&?cwwg? \d/\%rqﬁ%l rre%sfﬁéyor
conducting an Internet transaction; and _ disassociating the %Pitl'r st ﬁ#eobal |y
uni que I agflaasntéd mwﬁame@vwﬁmmwaﬁé@%ﬁfn{%@tﬂﬂgn iSOHB* t he

Internet transaction, the first globally unique IP address _then being

avai | abl e f fcaeeaed AVOSyswnish Taesef@t, the bepaef therikvatignekaddbe2. The met hod
of claim1 wherein the first conputer has an internal IP address and
associ ating,the .fj KiafdSraded diindshe first conputer conprises
transl ati ng9rHE™ !ral‘iglﬁ‘ﬂr%g?ﬂeﬁ’%r;aé) res@%of the first conputer to the first

net wor k addr ess.
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3. The method of claim1l wherein the first conputer does not have an
internal | P address and associating the first network address wth the
first conputer conprises assigning the first network address to the first
conmputer. STSNPOO '33 4. The net ho\%z;)f claim| wherein associating the
first globally U Llque TP address h the first conputer conprises

enpl oyiNmgAg ]@E\MIMEquéess. translation protocol. 5. The nethod of claim
| wherein the network conprises a local area network and the associ ating

and di sassociating of the first globally unique IP address is done by a
headend associated with the | ocal area network. The nmet hod of claim!]
wherein the network conprises w de area network and the associating and
di sassbci at fArgesrod fer prewging ﬁ'ﬁﬁm'%/t areeffele P HEsd cosmputes idfilst a renpte
server which controls the wide, area network. 7. The nethod of claim!]l

wher ei ana oot pittiality ohaetwort agees® npdesdnes netwpth using aiplutaltprgfuter i s
done by the first network access node. 8. The nethod of claim 1l wherein
por ti ogieballyt beiquet WBr kddessessdha nsiwgkeapeess ofodesndachohayingha net hod
further conprising transmtting half duplex data and standard tel ephone

si gnal settikt 2ddiedls| ¥sSddiEdRIpMeslith WeEh ﬁ@%rﬁ%&@'o‘ﬁ i heBlorkcanguct ors.
9. The method of claim8 wherein transmtting the hal f duplex data

conpri $es ot f AR ThidrhBe e8! Ihdv¥irbehetidb Ak abcdsd IHode haGHiEaCHrthi ch i's
W -dch the

si gni 1 second frequency a tandard

tel Ephﬁéltﬁvosri(gancadrﬁsgra%sotcfa%a%te}ee\ﬂith, the method comprising:

associating the first network address with the first computer while the
first computer is connected to the first network access node thereby
providing access to the network;

associating a first one of the globally unique IP addresses with the
first network address for conducting an Internet transaction; and

disassociating the first globally unique IP address from the first
network address upon termination of the Internet transaction, the first
globally unique IP address then being available for association with any of
the network addresses.
2. The method of claim 1 wherein the first computer has an internal IP
address and associating the first network address with the first computer
comprises translating the internal IP address of the first bomputer to the
first network address.
3. The method of claim 1 wherein the first computer does not have an
internal IP address and associating the first network address with the first
computer comprises assigning the first network address to the first

computer.



34 10. The nmethod of claim 1 further conprising receiving control
information fromthe network for cong;;ﬂli ng a control systemproximte to
the first ngkipegk access node. 11. A nethod for providing access to a
network via a first one of a plurality of network access nodes in the
network, the network access nodes each having a network %gﬂ{ess agsoci at ed
therewi th which 4s unflgmethohof damewhercin assaciame the Yt glPORRY BP98Y “addr ess,
the first network access node having a first network address associ ated
therewith, }{e. o6LifiGHe fAQEREpGENGGFsaimilbyine kmetWirk eddnes FRISKUGRdr es's
with a first conputer while the first conmputer is connected to the first
networ k access npde thereby providing access to the network. 12. The

met hod of c?@ﬁﬁ?gl wherein the first conputer has an internal |IP address
and associating the first network address with the first conputer

conprises translating the internal |IP address of the first conputer to the

first network address. 13. The nethod . of .cl.ai | BalfdréSt
conput er does nof- hav@haﬁwthoﬁpégﬁﬁ??lvﬁ‘eé%bg %ﬁg@%@{&ﬁ%{ﬁﬁ%ﬂg the first

network address with the first conputer, conprise {.ani:neL foheyafdskst

net wor k addpes@rk and the afsociating mﬁﬁsmc;a@s.omﬁlﬁﬁ%iyg%m@%al m E!S\%\,her ein
the network conprises a local area network and the associating is done by
a headend ags@micalyarheatiéd dshuziatédowiih therlecl pepRefrk35 15, The met hod of
claim1l wherein the network conprises a wi de area

6. The method of claim 1 wherein the network comprises & wide area

network and the associating and disassociating of the first globally unique IP address

is done by a remote server which controls the wide area network.

7. The method of claim 1 wherein associating the first network address

with the first computer is done by the first network access node.

8 The method of claim 1 wherein portions of the network comprise a

single pair of conductors, the method further comprising transmitting half duplex data

and standard telephone signals substantially simultaneously over the single pair of

conductors.

9. The method of claim 8 wherein transmitting the half duplex data
comprises transmitting the half duplex data at a first frequency which is significantly

higher than a second frequency at which the standard telephone signals are

transmitted.



network and the associating is done by a renote server which controls the
w de area network. 16. The nethod of claim 11l wherein the associating is
done by the first network access node. 17. The nmethod of claim 11 wherein
portions of the network conprise a séggle pai r of conductors, the method
further conprising transmtting hal f>tupl ex data and standard tel ephone
signals substantially sinultaneous over the single pair of conductors. 18.
The nethod of claim 17 wherein the transnitting the hal f dupl ex data

conpri nsmtt alf d data at a.first frequenc ichis
S oni 11t 1575 GOl 2B on i'a BonE9TRIISHR cFPRMINY 2 HONTE

t el ephon nals are transm tted. The nmethod of claim 11 further

conpr i é”ﬁ’(j & {roRy the Matwork ifar @Pﬁ‘ﬁloi”mg Br 6PNt eles e ProXisRateot®t r ol | i ng

a control systemproximate to the network access node. 20. A network
access thedist oetyorbachiass modess to a network of which the network access
node is a part, the network access node having a network address

associ dtted #henethiddh fahipebvidéng racpessoto thamataionorkabyt firgiobne yald d

I nternet address, the network access node conprising connection circuitry

and a pIOGEsEAsT nbhRoRl QRAESS nBALAYIPRAEARLAVSR, ARS éﬁffo‘?kt il wor k
address wWith a conmputer while the conputer is connected to the network

et wor ROOSS SHch hapnECERERNOAK ABUFELY hhtoliBfid MereliM bt R Mot vor
ACCeSSon the network but not a valid Internet address, the first network access

node having a first network address associated therewith, the method
comprising associating the first network address with a first computer while
the first computer is connected to the first network access node thereby
providing access to the network.

12. The method of claim 11 wherein the first computer has an internal IP
address and associating the first network address with the first computer
comprises translating the internal [P address of the first computer to the
first network address.

13.  The method of claim 11 wherein the first computer does not have an
internal IP address and associating the first network address with the first
computer comprises assigning the first network address to the first
computer.

14.  The method of claim 11 wherein the network comprises a local area
network and the associating is done by a headend associated with the

local area network.



nodes in a network, each network access node having a network address
associ ated therewith which is unique on the network but not a valid

I nternet address, each network access node for providing access to the
network for a conmputer connected tq the network access node, the headend
nodul e conprising an operating sysﬁgh1mhich I s operable to associate the
network address associated with each network access node with the conputer
connected thereto thereby providing access to the network. STSNP 001

METHODS _AND_APPARATUS EOR P | DI NG HI SPEED. CONNECTIVITY,TO A HOTEL
ENVI RO%@ENTTQES‘I%%‘? &f ot I1SWGS‘FJIQEt%€EFﬁ rkaFRIMBPISSR A Y98 CFescr i bed
for providing access to a network via a first one of a plurality of

net wor Reh¥ebs3nA dhesassPaiaiing és wonke. birigeraeetoprrvadcelich erreelsdheh have a
net wor k address associ ated therewith which is unique on the network, the
first wedevar&aacdeosk.node having a first network address associated 10
therewith. The first network address is associated with a first conputer
while tibe fThetmetosgpwiailaing CoOWhReERAiHD abBecibtingt isngdn® by BRefisst node

t her eby providing access to the network. STSWOO i.APP 8114101

network access node.

17. The method of claim 11 wherein portions of the network comprise a
single pair of conductors, the method further comprising transmitting half
duplex data and standard telephone signals substantially simultaneously
over the single pair of conductors.

18.l The method of claim 17 wherein the transmitting the half duplex data
comprises transmitting the half duplex data at a first frequency which is
significantly higher than a second frequency at which the standard
telephone signals are transmitted.

19. The method of claim 11 further ‘comprising receiving control
information from the network for controlling a control system proximate to
the network access node.

20. A network access node for providing access to a network of which
the network access node is a part, the network access node having a
network address associated therewith which is unique on the network but

not a valid Internet address, the network access node comprising

connection circuitry and a processor, the processor being operable to
associate the network address with a computer while the computer is
connected to the network access node via the connection circuitry thereby

providing access to the network.
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21. A headend module for interconnecting a plurality of network access
nodes in a network, each network access node having a network address

associated therewith which is unique on the network but not a valid Internet

address, each network access node for providing access to the network for
a computer connected to the network access node, the headend module
comprising an operating system which is operable to associate the network
address associated with each network access node with the computer

connected thereto thereby providing access to the network.





