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(54) Title: A SECURED ARTIFICIAL INTELLIGENCE SYSTEM AND A SECURITY ASSESSMENT SYSTEM FOR
ARTIFICIAL INTELLIGENCE MODEL
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(57) Abstract: The present invention introduces an artificial intelligence (AI) system that includes a model, a first model protection
system, and a wrapper. The system is designed to enhance security by processing inputs and outputs through a protective layer. Specif-
ically, inputs from users are initially directed by the wrapper to the first model protection system, which then hardens these inputs
before they are fed into the model to produce outputs. Subsequently, the outputs are received by the wrapper and passed through the first
model protection system again to harden the outputs before they are delivered to users. Additionally, the invention introduces a security
assessment system for evaluating the potential risks associated with a target model before its deployment, comprising an assessment
system, a red teaming system, and a second model protection system, collectively working to thoroughly assess and mitigate potential
security threats. The present invention offers a comprehensive security framework for AI models, covering both the development and
deployment phases, and addresses the escalating security challenges facing AT models.
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