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aut hentication step in the authentication process. The authentication
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passwoi@ cBﬁfﬁKﬁBﬂuﬁﬁ) ©b THRIINVENTKPNaccess the system Typically these
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outbound Interactive V0|ce Response (IVR) system.

Only telephone numbers registered with the bank can be selected, thus providing an

25  additional authentication step in the authentication process. The authentication process
usually requires some form of knowledge such as a username and password combination
to initially access the system. Typically these solutions will provide the user with a onetime-
pass-code (OTP) with which to complete the transaction.

30 However, a person with ill intent, such as a fraudster or hacker, may try to compromise this
form of strong authentication, by using techniques to gain effective control of registered
mobile telephones and thus the access to the OTP required for completion of a (fraudulent)
online transaction. This may be done by identifying the Mobile Network Operator (MNO)
the user subscribes to, impersonating the subscriber to the MNO and requesting from the

35 MNO that all calls to the subscriber's number are forwarded to another number associated
with the fraudster’s telephone.



fraudster's tel ephone and the transaction then authorised. The genui ne
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call itself, embodiments of the invention seek to address the above mentioned problems by

25 making a completely independent Mobile Application Part (MAP) protocol request to a
Home Location Register (HLR) of the subscriber’'s MNO. This request is performed before
any attempt is made to connect to the mobile telephone and is not reliant on ISDN
signalling of any type. The method used by fraudsters results in what is known as Call
Forward Unconditional (CFU) status. Contained within the HLR is an indicator showing this

30 status is active along with the actual call-termination telephone number. This information is
always present within the MNO’s HLR regardless of whether it is accessible via ISDN
signalling. Usually, the authentication request is received from an application such as an
internet banking application for performing a funds transfer.

35 Having identified that a mobile telephone is set to CFU, a mobile telephone based strong
authentication system may then prevent a successful authentication and therefore also



protocol request, data indicative of whether a communication sent to the
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121 separate authentication server and a separate authorisation server may be provided.

Usually, the means for receiving an authentication request is a wireless or wired connection

20 such as an internet connection. The means for sending the MAP request is usually a server
communicatively coupled to a location database, such as a Home Location Register
database. The receiving means is usually a server communicatively coupled to the location
database.

25 BRIEF DESCRIPTION OF THE DRAWINGS

An embodiment of the invention will now be described, by way of example only, and with
reference to the accompanying drawings, in which:
Figure 1 is a schematic diagram showing the main functional components of a
30  system embodying the invention; and
Figure 2 is a flow diagram showing the main steps performed by an embodiment of
the invention.

Referring now to figure 1, this is a schematic diagram of the major components of an
35  authentication system embodying the invention. The system comprises an authentication or

authorisation server, or both 101 which is communicatively coupled to a telecommunication



shown in figure 1. The tel ecommunication server 103 may connect and
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unnecessarily passed to 3rd parties outside the financial services
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pro%fdﬁ@b%e@inancial services organisation. For example, the authorisation server 101
may be arranged to receive a telephone number from the financial services organisation by
sending details of the attempted transaction to the financial services organisation.

30 The database 119 usually stores data of a plurality of customers registered with the
financial services organisation. The data may comprise a unique identifier associated with
a landline or mobile telephone that the customer wishes to use for authentication. Usually,
the identifier is telephone number such as a Mobile Station International Subscriber
Directory Number (MSISDN). Usually, each telephone number is associated with a

35  customer identifier. In this way, when a customer attempts to use a protected application,
the identity of the customer can be determined, and the registered telephone number



dedi cated fibre link, may also be used. Simlarly, the protected
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dat abase 119 held by the financial 20services organisation. Usually the
protected application 123 accesses the financial services database via an
application programmng interface, API. The APl may be a web APl which
allows the financial services organisatéon's custoner database to be
accessed over the internet. 25The nmain steps performed by an enbodi nent of
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202, the affREPTELRIFRMELEQURd 19 (' YECBEHIHEESGNE her the tel ephone number
to be 15authenticated is associated with a mobile tel ephone or a | andline.
The aut hor il'f?e‘? E)rio%r(]:te%%rpbll%gtlon 123 may access the customer database 119 held by the financial
20  services organisation. Usually the protected application 123 accesses the financial services
database via an application programming interface, API. The APl may be a web API which
allows the financial services organisation’s customer database to be accessed over the

internet.

25  The main steps performed by an embodiment of the invention will now be described
referring to the flow diagram shown in figure 2 of the drawings. This shows a typical
process flow for an OOB authentication solution according to an embodiment of the
invention which detects the CFU state within a mobile telephone being used for
authentication purposes. This assumes that a user has previously registered with the

30 financial services organisation 119 a telephone number associated with a landline or
mobile telephone, they wish to use for authentication.

A user initially attempts to use a protected application. For example, a user may log on to

an internet banking website using a username and a password. The user may request that
35 atransaction is carried out. In response to the transaction request, the protected

application 123 determines the telephone number of the user registered or authorised to



may det erm ne whether the tel ephone nunber is associated with a nobile

t el ephone or landline may be by using an attribute within the financial
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t el ephone nunbers associated with | andlines. The response sent 20fromthe
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as a nobile an error nessage I's recelv Fomth up an
processd cofentiudiowrekt@l |y at step 205, as described bel ow. 30At step 203,
if the authorisation server 101 has determ ned that the sel ected

aut henti cati on VI ce no t el ephone, aut hor | sat server 101
sends a Mobf FigP plﬂle(fﬁ?t%ﬁd ?—’%q??at'()ﬂlﬂwa éﬁl}?@é?&t%cﬁ ﬂ%amﬂnibﬁﬂ‘m% egi st er
105. The Hoamsfdrpsemtis amalkegrisaticerreqmegt toeheeautterrinationysepeotdided by a third
party. An extract froma Hone Location Register used by enbodi nents of the
invention is shown belowin table 1. WD 2013/011284PCT/ (B2012/ 051656 7 HLR
dat a TéPephdnart piid avthafsel @FaReEst etrete@ed RRIVCHONEP 8239 theldesipined nunber

00 44 7981 idfepRordumbe? addcidtba YR theddBr RBRIAQ B dsd B8 bratedePabiddon to

the authorisation server 101 via a standard API.

At step 202, the authorisation server 101 determines whether the telephone number to be

15  authenticated is associated with a mobile telephone or a landline. The authorisation server
may determine whether the telephone number is associated with a mobile telephone or
landline may be by using an attribute within the financial services organisation’s customer
database. The attribute may be used to distinguish telephone numbers associated with
mobile telephones from telephone numbers associated with landlines. The response sent

20 from the financial services organisation to the protected application 123 may include this
attribute which distinguishes a mobile telephone number from a landline telephone number.
If the telephone number is determined to be a landline telephone number at step 202, then
steps 203 to and 204 are not performed, and no determination of the status of the CFU is
made. Instead, the telecommunications server, at step 205 loads the normal script, and the

25  remaining steps 207, 209, 211, and 213 are described in further detail below. Alternatively,
if it the telephone number is erroneously identified as a mobile an error message is
received from the HLR lookup and the process continues normally at step 205, as
described below.

30 At step 203, if the authorisation server 101 has determined that the selected authentication
device is a mobile telephone, the authorisation server 101 sends a Mobile Application Part
(MAP) request to the Home Location Register 105. The Home Location Register may be
externally provided by a third party. An extract from a Home Location Register used by
embodiments of the invention is shown below in table 1.

35



00 44 7981 967 138 Yes 00 44 9523 777 869 Table 1: An extract of a

dat abase conprising HLR data. 5 The authorisation server 101 searches the
Hone LocawOceni3Ragisst er using the nobil e tel ephone nunbePCaGBRI206kasp key.
For exanple, if the authorisation server 101 has determ ned that the

t el ephone nunber of the nobile tel ephone is 00 44 7981 475 722, it searches
t he HLR dat abase using the tel ephone nunber associated with a user

aut horised 10to carry out the transactipn. In this exanple, the

aut hori sation server searches the HLR dat abase for a tel ephone nunber

mat chi ng the tel ephone nunber 00 44 7981 475 722. In table 1, there is a
singl e tel ephone nunber which matches the tel ephone nunber 00 44 7981 475
722. The authorisation server 101 then searches for HLR data associ at ed

wi th matching tel ephone nunber. The #&uRkiatai sati on server 101 determ nes the
call forward 15status in the Home Location Regi ster database as well as the
t el ephone nunber| which a call is forwarded to, if present. The MAP
request returns |t o Telephenethionbesat | 6hUSENReachadie |t he FOME@rdFMReachabl e

i nformation, whilch shows whether Call Fgwarding Tée@ﬁ%éﬁgmﬁgr t hat

t el ephone nunberfand 20if so,_ thel nunber being flforwarded to_In this

exanpl e, the HLR d8044A9&tHa28d i th t &St el ephdWet4iipaBEBs 868 44 7981 475
722 shows that cdalhohoruersisesal S| acti VvaNged. Furiher, the datalal so shows

t he tel ephone nunrber being forwarded to_ s 00 44 9523 888 868 1In this way,
the information |i nd?¢atPHPHSEher 25cal’Ps f or war IO 3965 46f PRt ed is passed
fromthe HLR to the authorisation server 101. Preferably, the information

i ncludes t bei ng .f.or ded to. 8 If the authorisation
server 101?9bI ilve%gagiz dﬁ%&%aﬂp ”?W%p@ﬁ formarding is active, then it

instrucbs the tel ecommuni cati ons server 103 to retrieve the appropriate
cal | forvafg, §lﬁﬁér%5t|5nrs%meﬁ16‘ﬁ£gawﬁes ﬂ?@%oﬁf‘d Lo@étﬁan%ie@s%ér%&ﬁ&'trfeﬂn&nlémm)r y on

the tel econmunication server. ver, Re aut horisation server
101 that i HaPhoR] RUNphesas @ll‘@lflf'ﬂ‘rlfﬁyn'l:@&?(?rﬁpllg '%TB?@@POFF@BOWF‘&*&@W@% shoul d be

retrieved heemibdtehaRm®iclephdid nifrdkr eclhd maﬁlett@@pﬁoab RUDMALTYSE AVH PIIS itSer ver
shoul'd per fse(:)arrc es?heelQLF?Qatgt?a%e uglﬁgs OQeIepr{o%g%h%ger Jsggcri]gtécp v(eithuaS Ssre'r authorised

10  to carry out the transaction. In this example, the authorisation server searches the HLR

database for a telephone number matching the telephone number 00 44 7981 475 722. In
table 1, there is a single telephone number which matches the telephone number 00 44
7981 475 722. The authorisation server 101 then searches for HLR data associated with
matching telephone number. The authorisation server 101 determines the call forward

15  status in the Home Location Register database as well as the telephone number which a
call is forwarded to, if present.

The MAP request returns to the authorisation server 101 the CFU/CFnReachable
information, which shows whether Call Forwarding is active for that telephone number and
20  if so, the number being forwarded to.

In this example, the HLR data associated with the telephone number 00 44 7981 475 722
shows that call forwarding is activated. Further, the data also shows the telephone number
being forwarded to is 00 44 9523 888 868. In this way, the information indicating whether

25  call forwarding is activated is passed from the HLR to the authorisation server 101.
Preferably, the information includes the telephone number being forwarded to.

At step 204 the authorisation server 101 determines, based on the result of the MAP call,
whether to perform the normal processing script or to perform the CFU processing script.



The tel econmuni cations server 101 then |oads the call forward script at
step 206. At step 10208, the server 103 then connects the call to the

previ ouslwoadetsrmisned regi stered tel ephone nunber of thecraB20eu5hssi sed to
use the service via an | SDN card 107, 109, 109 and conmuni cations line 113,
115, 117. In the previous exanple, the tel ephone nunber being authenticated
is 00 44 7981 475 722 and therefore, the call is connected to the nobile
devi ce associated with tel ephone nunberg 00 44 7981 475 722. 15 As the

aut hori sation server 101 has previously determned that call forward is
active, at step 210 the tel ecomruni cations server 103 plays a nessage
stating th henti cation j.S not possi referably stating
This o dub eARrPae] BhaPtidige i dR b in Mool ieBhg s HilF hedly

i nstruct t metrussethe tadecvomivachktidnkeelyaniO3 té\tettidvie shepagipripribteeall forward scrlpt

20t el ecomwgrhcaarﬁérﬁ}y% \égllﬁpté ‘i?rre@'td?@c} ﬁ% thétory Bh l[he%leé;tmﬁr‘ﬁ'ﬁ n?réa%o

aut henticatron w and t transaction usua not be
aut hor i 8edHoweNgE\ES thetayghorisaiian seruer 191 dhat Hstryghs Wﬁé&'?@m”wntcﬁ%ﬁ%éé"wpbw&m Il be

aut hor i sedwpich kcrips g@iulobfoeh@tn@%ﬂﬁrdﬁd/th@ ity mm a¥fdhe thenaycohﬁnmf@vor@ed by
or for a financial servi (gﬂg hsatlon The risk engine will usually take

i nto accoufVghHeyd peiary LeSPRRSeIPoRVegiTOPHES F&yest ed transactl on,

whet her a user has 25previ ous| y perforned a simlar transaction,

det er mi ni ”Qhé(“!éwgeltcBrﬁFnuHE}at%Hé Pé’r(/érsl% ?}gm@d&g%téaﬂ%ng%{a%cﬁ&gf &%;ﬁ 206. @LQS{SG may be

i nstances in ecte
t ransad®i oROGvihe @WelfﬂO?D@GQQQﬁﬁléﬁtﬁﬁt@a?a"A’tthgp@alogﬂﬁdetﬁmlmwe@iﬁiﬁwr| sation

server 101i4eh8fdhuneser bhas ugeallahmt)@srew Gléentge b&viBOlia ARISIN 8519307 1108 f0de MAP
call, then the authorisation server i nstructs [ehﬁﬁt%eiﬁgpommm cati ons

server 1032F4CITYRYGEIBH 1Rd 1Hetsr V1 7a '”§E? PBYIOYS PR e BWBPar y
aut hent i cabeéiogawthédticated 1$r00 44t7981 eT6 2Z25ndttheeibel teeaimdrbo@ictcanstheer ver 103

the cal | viEPlosh s RE ARG e lEnt BYFEGI A TSR ¥R Pr 15 15 117

and thds connects the tel ecomunications server 103 to the 35tel ephone

associ at ed aWkrch tRsdieh %&0%1%5191%%9@9 BéedtitdandticaRiorfhrd @tacﬁ&eeﬁt 209 a
greeting is pl gé/ed i ndi catin hat secondary authentication w |

|
per f or med. S1&P 2 @6@&‘.’P,mm@"‘§ r?Sﬁ’PSﬂ%H'Wér?tm%séﬁg%ﬂatﬁ@dfﬂﬁt§‘“th‘i"PﬂC§“%§/

conprise t he p@sé.ubl@rdnsatsjo@?efaeblyetrat|dg)th|ss§m¢ t6 @albfonieding b@ngésscteNdre t 0 t he
regi stered tele hone num? f th dto e the service. The

ri S .
user enters ef%a‘vg one atSo T rﬂ({;lt e B4e (fon%ﬁtstﬁ? E?q%eAg@'rs\ﬂo%%el n this way, the
user i €0autdireaminciaicaiibnaaet teanioaibs thesall arstdprRie theadutisinegatian Rill thusdaiCl ai ns

and the transaction will usually not be authorised. However, the final decision as to whether
a transaction will be authorised will usually be made by a risk engine which may be
provided by or for a financial services organisation. The risk engine will usually take into
account other factors, such as the size of the requested transaction, whether a user has

25  previously performed a similar transaction, in determining whether to authorise a
transaction, and therefore, there may be instances in which, even if call forwarding is
detected, that the transaction may still be authorised.

At step 204, if the authorisation server 101 determines that call forwarding is not detected

30 from the MAP call, then the authorisation server 101 instructs the telecommunications
server 103 to load from the memory a script indicating that secondary authentication will
occur. At step 205, the telecommunications server 103 loads the script. At step 207, the
telecommunications server then connects the call via one of the ISDN cards 107, 109, 111
to aline 113, 115, 117 and thus connects the telecommunications server 103 to the

35 telephone associated with the telephone number being authenticated. At step 209 a
greeting is played indicating that secondary authentication will be performed. At step 211,



1. An authentication system for authenticating a transaction conpri sing:
means for receiving an authentication request associated with the

5t ransactworromaimsien t he request conprises data identifpChgBR0ROFNGHI cati on
devi ce associated with a user authorised to performthe transaction;

means for sending a Mobile Application Part, MAP, protocol request nessage
in response to the authentication request; neans for receiving, in response
to the MAP protocol request, data 10i ndgcative of whether a conmunication
sent to the comunication device will be forwarded to a different

communi cat tséuamd@ya@tﬂenncanon oc%@ﬂﬂhisﬂnéﬂ@n’(pﬂ%ihﬁ%ﬂth@ﬁ’éaﬂom ékﬁl/é?abll ¥6ndig Wnet her
a conmuni Catl sen on deyi ce

c
i forent EGRURE Bavs e e COTERY EEahgte e it i aoRer o G e © °
aut hent i cas@vichdheuaersaers ha.ond 5iPe passaaotb éndsec tieiservicsyis thesrwayg ther enig t o
claim1l f“E&H&ﬁ|%BHHﬁdﬁb@QH@@wﬁHﬁﬂ%QﬁE@ Lion server for authenticating the
transaction In 8ependence upon t rece ved dat a. 3. An
aut hentPcation systemaccording to clains 1 or 2 further conprising a
communi cati ons server for sending a communication to the comrunication
devi ce 20associated with the user authorised to performthe transaction.
4. An authentication systemaccording to claim3 in which the
comuni cati ons server sends the conmunication in dependence on the received
dat a. 5. An authentication systemaccording to clains 3 or 4 in
whi ch the comuni cation conprises a code for authenticating the
transaction. 256. An authentication system according to any preceding claim
in which the MAP protocol request conprises the data identifying the
conmuni cation device associated with the user authorised to performthe
transacti on. 7. An authentication system according to any preceding
claimin which the data identifying a conmuni cation device is a tel ephone
nunber associated with a user 30authorised to performthe transaction and
in particular in which the communi cation device is a tel ephone. 8.
An aut hentication system according to any preceding claimin which the
comuni cation is a tel ephone call or nessage, in particular a Short Message
Service (SMB) text nmessage or Miultinmedia Message Service (MVB) nessage.



11 9. An authentication system according to any preceding claim
wherein the authentication server sends the Mbile Application Part, MAP,
prot ocol wequs#ti118ed a Home Location Register. 1eCTAB201U5¢6561 cat i on
system according to any one of clains 6 to 9 in which the 5authentication
server determ nes whether the tel ephone nunber is associated with a nobile
t el ephone or a | andline tel ephone. 11. An authentication system
according to any one of clains 6 or 104gn which the authentication server
searches the Honme Location register data using the tel ephone nunber as a

| ookup keyclaldd2. An aut hentication systemaccording to claim 11l in which
the authorisation server determ nes a tel ephone nunber in the hone | ocation
regi ster which nmatches the tel ephone nunber associated with the user

aut horised to u‘seAhtaethpnttm’amnt@dtemrfpd autfenticating a transactionl@mpAsingiut hent i cati on
system according to [ : t hentication
sgrver determ ngs th@é’%gﬁ?%& vvgra@ a@?gﬁtﬁéﬁ%& %%%5%8%8%‘&?% t el ephone
15nunbe? | Harsgeligiorhereibbateweseegirgsasagiimiiingtactpsynyirationde¥$Bone nunber

of the useés@uhtéarmﬁ%msbpammfswtmpteh@mithaﬂﬁmbmdw 14. An
aut henticati on system a in which the

to, 13
transaction is only '%?ﬁngigcg %{J}% MPWE’ F‘f?@ﬂ'f F@r&ﬁ{l{ﬁi p%qq?)érie AWt er mi nes t hat

t he call f owresagd wsrteapansea)stseautaerﬁldawmrbquebe m)bl | e tel ephone which mat ches

the tel ephone nunber,, ns"fJI"?e&%ﬁelh %&Bh‘% b 3R %?o"co .Jaﬁue%lf agﬁct ed

application is not ac PIcari's em accor di ng
to anyl@ne of C'P@P&We@f Whﬁﬂlﬂ afoammwétcafmwmtgﬁh@gcommunmtl@r@vmwmeanged to

recei ve the dat@niddiaaabidkRredt coMiBlti&lioh B&i@omMuni catl on sent to the deV| ce
will be forwarded to a different communication devi

aut henti cati on syst dRCHEHP GGatyeE 8ata gl Rt ves! whe T%?P“Erﬂﬁn'?"’i“grks%ﬁ{:ﬂtﬁ%
25det er m nes wheiri@rnicatiornddvick wilbe foavardee tb heliflereansamahiridatiomdelépeandssace on

t he received daib%e ewhlﬁg%&fﬁ ; Wﬂgﬁt[&g{etﬁ$§an%8 nication sent to the

device will be Torwar er ént  conmnuni c 1on device and the size of
the trahsacti org. An authentha‘ﬂon srsteauadeerdingcaciannl 8ytberceonpesiog @i ng t o any

one of cl ahﬁﬁerﬁm&tﬁbn%@rv@“ﬁol; BBhe ARG iR (B ABBN T Je%éndéﬁ&@ﬁﬁﬂnﬁh@&cévé@' ephone
nunber to which tel ephone calls are being 30forward

aut hent i caf#8n system according to any one of clai ms 3 to 17 in wh| ch t he
t el ecommmuni cati®ns erat@ientiGticOBREM @@bﬁiﬂig&obl@wﬁshﬁommmmlcsmpmsm devi ce

associ ated L0 8 R AN ST L HE ReEE [AhELENFLERES 8ShOn

20  associated with the user authorised to perform the transaction.

4. An authentication system according to claim 3 in which the communications
server sends the communication in dependence on the received data.

5. An authentication system according to claims 3 or 4 in which the
communication comprises a code for authenticating the transaction.

25 6. An authentication system according to any preceding claim in which the
MAP protocol request comprises the data identifying the communication device associated
with the user authorised to perform the transaction.

7. An authentication system according to any preceding claim in which the data
identifying a communication device is a telephone number associated with a user

30 authorised to perform the transaction and in particular in which the communication device
is a telephone.

8. An authentication system according to any preceding claim in which the
communication is a telephone call or message, in particular a Short Message Service
(SMS) text message or Multimedia Message Service (MMS) message.



19. An authentication systemaccording to clains 3 to 18 in which

aut hentication 35request is perfornmed before the tel ecomunications server
i S connecwedotimiiise conmuni cati on device. 12 20 PCAGR20IMBdS6 cat | on
system according to any one of clainms 3 to 19 in which the MAP protocol
request nmessage can be sent independently fromthe connection of the

t el econmuni cati ons server to the comrunication device. 21. An

aut henti cation system according to any {9ne of clainms 2 to 20 in which if
5t he aut hentication server determ nes that call forwarding is active, then

]Ehe aut henti catg.on sera(@fienticsibh Watein hdterdirg) te apyPRIbddiRtdMSvheRinv@e to pl ay
roma nenor

, t indi ti .t hat, t t ti t I bl e.
22, o aut AeHeTeaEnRrel ek e B pa ARy Rt AR wPlerdrdign B RRaE |
whi ch if thecation Registecati on server determnes that call forwarding is not

active, then t hfb. 10a4t et GRbA %te?r“r‘ééé%Fd(iﬁg%%W&ﬁesﬂtcBﬁné@L?%f?iﬂmméﬂitr‘r‘eat | ons
server to play froma nenory a script iIndrcating that authentication will
occur. 5 autherfigationsepygt ¢RiprineaMNgmesis tdlsphate Bunakan & assoadid pifegedi ng cl ai m

i n whi ch t heoileerpNE@ aladmBiepsss. cal | forward unconditional data.

24. An authentigcation system according to any precedjn | aj m further
15conpri si ng an1c1addi‘°t"1 niicalipR, BYSIGM,ACCP{Ig; 1R n%"'}:ﬂ'%t"l%gseﬁcjora F?’VBQE irﬂ“t?n or
for perf or authgntiaattonansactdacies the Home L2fBatiof regtbiodhtd asingatbie ledaphbesat | ng a

transactiop, g 1SR K receiving an authentication request
associ at ed W?%B%ﬁe tr%nesyaction wherein 20t he request conprises data

i denti fl§i ng a ctimuincauthesdticatey systennacsotdingtte dlaim 1 hingvhipdhe auibarisatiosed t o
per f or m t hged/grafafAfinb®B telephone number in tAE ARG & BcaioNRBdiStEr WNIH h&Bkdsane Par t
MAP, prot O?e?e!phér?equljuen?t}er ggs%%i%%% V\;i’[ﬂ tﬁeeuss%PQustr?oritsgd %ohuese t uet pprgtg;[:tleg g})pl)ligantio?].equeSt :

13. An authentication system according to any one of claims 6 to 12 in which the
authentication server determines the call forward status associated with the telephone

15 number in the home location register which matches the telephone number of the user
authorised to perform the transaction.

14, An authentication system according to any one of claims 6 to 13 in which the
transaction is only authorised if the authentication server determines that the call forward
status associated with the mobile telephone which matches the telephone number of the

20  user authorised to use the protected application is not active.

15. An authentication system according to any one of claims 6 to 14 further
comprising a risk engine arranged to receive the data indicative of whether the
communication sent to the device will be forwarded to a different communication device.

16. An authentication system according to claim 15 in which the risk engine

25 determines whether or not to authorise the transaction in dependence on the received data
indicative of whether the communication sent to the device will be forward to a different
communication device and the size of the transaction.

17. An authentication system according to any one of claims 6 to 16 further
comprising means for determining a telephone number to which telephone calls are being

30 forwarded.

18. An authentication system according to any one of claims 3 to 17 in which the
telecommunications server is connectectable to the communication device associated with
a user authorised to use perform the transaction.

19. An authentication system according to claims 3 to 18 in which authentication

35 request is performed before the telecommunications server is connected to the
communication device.



receiving, in response to the MAP protocol request, data indicative of
25whet her a commruni cation sent to the conmunication device will be

f or war dedwoaos/difster ent communi cati on devi ce; wheceigB2otedsieeei ved
data indicative of whether a communi cation sent to the comuni cati on device
will be forwarded to a different conmunication device is used in
determ ni ng whether to authenticate the transaction. 3026. A net hod
according to claim25 further conprising an authentication server

aut henticating the transaction in dependence upon the received data. 27.A

met hod accordi nzn.toM@ﬁmti@ﬁoméys%hémtdn@rtogwé &icggns?‘s k‘aOI@TTNWhi_@ﬁtHegns_ ]
server sen communi.cation to. the co nj catl on evl ce,.as clated wmt
The. user - allhdy o RS aRetih R o° Sy TERR s e RAM i RER e ot on

met hod accslatbmgiunioatinaisenve o therdoheruncetprdesicag t he step of sending the

communi cation iy de@%@ﬁg@?#%@ﬁ&?@@% %@Lé’ne of HRims 2 to 20 iF Whichvf TEt hod

according to clainms . e communi cation conprises a code
f or aut henthecdathentpationesaryes Agigepinemthat call forwarding factive, thepirputedgealiPhg to any

one of cl akéBerdfstiibrs 2R thBcoMithGilcdib®s MNRr BY 940Fh a hREHEPSA sepiiRBitamRg t he data

identifying the caommunicati on,b?levi ce associated with the user 5authorised
to perf or nfeh@UReERLion g nghpossible. 39 A et hod according to any one of
clainms 25 to 3024.n vin autthehheatidas@tandectbrding to gnyaoreosirlaimcatol rin deich de i s a

tel ephone %%g{e{lﬁ(ﬁiﬁ)ﬁ?#e@\;&qe@rﬁin&: WH%&‘@*%H {oﬁ@ér@@%ﬁ%ﬁaétﬂeﬂﬁég fLM the

transaction and 1T rticular in he catron device is a
t el ephdfe. agipgRicAiofSEHOUNHBEH IR IptpcOBMEnPatione seFerd BlenHoPR Y@L ai n whi ch

the commng@rﬁﬁineieatw%t@attaﬁﬂh@mmv@lﬁbdcupr nessage, in particular a Short
Message Service (S t Mu| timedi a Message Ser vi (MVB)

ext nmessage or i C
nmessage. 25. 3%1_aum%qqqggsygggbgcmow%tga%@,reﬁq@g aing iy yvigh %8 to 32 in
whi ch t he agbhentate abrhoises ediMetvasemdsndifomalz.l e Application Part, MAP,
protocol request,to , i i . , i t hod
according to an%ﬁ'oneﬁ‘o C géaﬁlgﬁ%getr@&ﬁ?e Oﬁ{ﬁ%\é\ﬁﬁ%weﬁ%ngﬂ%ﬁgﬁrﬁfgti on server
det er nilhes cathrrisiigrantaldeitionsll egserier renges proteciad eprlicaticadr i Parfamingts | e
t el ephone @gngactgandl i ne tel ephone.

25. A method for authenticating a transaction comprising:
receiving an authentication request associated with the transaction wherein
20 therequest comprises data identifying a communication device associated with a user
authorised to perform the transaction;
sending a Mobile Application Part, MAP, protocol request message in
response to the authentication request;
receiving, in response to the MAP protocol request, data indicative of
25 whether a communication sent to the communication device will be forwarded to a
different communication device;
wherein the received data indicative of whether a communication sent to the
communication device will be forwarded to a different communication device is used
in determining whether to authenticate the transaction.
30 26. A method according to claim 25 further comprising an authentication server
authenticating the transaction in dependence upon the received data.

27. A method according to claims 25 or 26 further comprising a communications
server sending a communication to the communication device associated with the user
authorised to perform the transaction.

35 28. An authentication method according to claim 27 further comprising the step
of sending the communication in dependence on the received data.



35. A nethod according to any one of clains 26 to 34 in which the

20aut henti cati on server searches the Hone Location register data using the
t el ephonewounisanizms a | ookup key. 36. A net hod aecorghnp/a506561 ai m 35
in which the authorisation server determ nes a tel ephone nunber in the hone
| ocation register which matches the tel ephone nunber associated wth the
user authorised to use the protected application. 2537. A nmet hod accordi ng
to any one of clainms 26 to 36 in whichghe authentication server determn nes
the call forward status associated with the tel ephone nunber in the hone

| ocation regi stz Wrnmbtha@b@dmﬁngttb@latn@d@p&r@wwmaﬂo%c@ﬁmhi@amer aut hori sed
to performthe tran nmet hod according to any one of

S
L ms 6 banereh A o b A ientcatina e BRIPE B0om v authori aad 1f the
aut henti cati on 3er vey mdibbe rerorthy to laay oeha clzahd 25 orag@am ahish tieMAR®BOColat ed

W th the mpblg cBrﬁt)ﬁs%Q%eda‘M‘lb&ﬁlff@ttﬁQSérnr"n!}r‘ﬁcén‘&'w QMSM(?WIHP%GHJQ& user

aut hori sed to use rotecte rcation 1s not acti 39. A
met hod 5006‘#@@%@%@%“@?“B’ﬁéraﬁﬁa(‘@P%l ms 26 to 38 further corrprl sing a risk

engi ne arrangedst o rﬁem@ﬂhwaédawncbab@ny ot Gidtainve29fo J0heivhien thieftaConmmuni cat i on
sent to the devi c ferent co ni cati on devi ce.

14 40. A netdﬁB‘gy'%%S?’H?‘H@C%tB”SP‘Q?%éég?W%PErHE’%rﬁéSQCi%%Q‘@ it 17&" det er mi nes
whet her or ambobrised tapdrioon tredrainbastion arntslaotaltlatnanmwdepﬂmctmnmnmatidnh@vicecei ved
dat a i ndi C%tdt\éf% @)J whet her the communi cation sent to the device wll be
forward to P erent comruni cati on device and the size of the
transadion. 54%. A rfeMRBEC aewEl) gy eneweiyiabhe2oP 3 limvheh tee of claims 26

to 40 furtb&ﬁmgmasmlbh%lmegﬁér%rdml Bi mgss@gé%wr&wa@hmwesgége\@w& t el ephone
calls are f orwa tho&\{"\é\%cor ding to any one of

cl ai ns one W§3P)ﬁ|”}?§s@? o Yuliigredia Wﬁség? g‘?ﬂﬁc‘? JOReRSAYCat i ons server is
connect ect abl e 33 t remeiboaruduotkig t0ANEeW afelaasseEiodlatdwintih thea user

h d 4
one of ol afteREBRehBLI B @NE B5bIahy ro I R AT tER Y it ° S
per f or ied bedaipreRegisier el ecommuni cati ons server | s connected to the

communi cation deyi cey method accordind it anfoReBdiRn S8E Rrlin@nitPiH@ny one of cl ai s
one of clainms 27 to 43 in whichthe P protocol request nmessage can be

sent i ndepéWB%‘H'PP%P”fSPB(FH @%%’”W@ﬁr‘i‘@@ihﬁbﬁ'?%&?'eﬁhﬁ@e number is associated witi a

mobile telephone or a landline telephone.
35. A method according to any one of claims 26 to 34 in which the

20 authentication server searches the Home Location register data using the telephone
number as a lookup key.

36. A method according to claim 35 in which the authorisation server determines
a telephone number in the home location register which matches the telephone number
associated with the user authorised to use the protected application.

25 37. A method according to any one of claims 26 to 36 in which the
authentication server determines the call forward status associated with the telephone
number in the home location register which matches the telephone number of the user
authorised to perform the transaction.

38. A method according to any one of claims 26 to 37 in which the transaction is

30 only authorised if the authentication server determines that the call forward status
associated with the mobile telephone which matches the telephone number of the user
authorised to use the protected application is not active.

39. A method according to any one of claims 26 to 38 further comprising a risk
engine arranged to receive the data indicative of whether the communication sent to the

35 device will be forwarded to a different communication device.
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nmet hod according to any one of clains one of clains 26 to 44 in which if
t he aut hewDizesi1m234ser ver determ nes that call forwardi RgTIGB2a405v&s t hen
t he aut hentication server instructs the tel ecommunications server to play
froma nmenory a script indicating that authentication is not possible.
2046. A net hod according to any one of clains one of clains 26 to 45 in
which if the authentication server detgumines that call forwarding is not
active, then the authentication server instructs the tel ecommunications

server to play zt(r Omﬁamﬁiﬁﬁ@éébo&ilrﬁgCtbic@Im Bmivﬂﬁdhitn@némbmatdbi@aﬁhémhétm_ Wil |

occur. ordln to an ne o ns. one of clains 25
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to 47 ConppéﬁkﬂQMQHaQQQ&HNPHﬂkaé%Ever for running a protected application
or for ormn transactio 49. An aut hentication system
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%Falms one of claims 27 to 40 in which the
telecommunications server is connectectable to the communication device associated with
a user authorised to use perform the transaction.

10 43. A method according to any one of claims one of claims 27 to 42 in which
authentication request is performed before the telecommunications server is connected to
the communication device.

44, A method according to any one of claims one of claims 27 to 43 in which the
MAP protocol request message can be sent independently from the connection of the

15 telecommunications server to the communication device.

45, A method according to any one of claims one of claims 26 to 44 in which if
the authentication server determines that call forwarding is active, then the authentication
server instructs the telecommunications server to play from a memory a script indicating
that authentication is not possible.

20 46. A method according to any one of claims one of claims 26 to 45 in which if
the authentication server determines that call forwarding is not active, then the
authentication server instructs the telecommunications server to play from a memory a
script indicating that authentication will occur.

47. A method according to any one of claims one of claims 25 to 46 in which the

25  received data comprises call forward unconditional data.

48. A method according to any one of claims one of claims 25 to 47 comprising
an additional server for running a protected application or for performing a transaction.

49, An authentication system substantially as herein described with reference to
the accompanying drawings.

30 50. An authentication method substantially as herein described with reference to
the accompanying drawings.



