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METHOD AND APPARATUS FOR DETERMINING DATA EXCEPTION

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims priority to Chinese Patent Application No.
201810078842.7, filed on January 26, 2018, which is hereby incorporated by reference in its

entirety.

TECHNICAL FIELD
[0002] One or more implementations of the present specification relate to the field of data

processing, and in particular, to a method and an apparatus for determining a data exception.

BACKGROUND

[0003] As the Internet upgrades, data is more frequently exchanged and shared between
different platforms. For example, a bank or a financial platform sends transaction data of a
plurality of users to another related platform for data analysis. However, in consideration of
security and confidentiality, each platform usually performs privacy protection processing on
data before sending the data to other platforms for processing. The data obtained after such
processing loses service meanings of the data. After the receiving platform receives the data,
it is difficult for the receiving platform to determine whether there is an exception in the data
based on service rules. For example, whether there is a null value or an exception in the data.
[0004] In addition, in the big data background, the data volume exponentially increases,
and the service rules keep changing all the time. Therefore, identifying a data exception by
using only the service rules causes heavy workload and incomprehensive identification.
[0005] Therefore, a more effective method is needed for determining and alerting a data

exception.

SUMMARY
[0006] Implementations of the present specification are intended to provide a more
efficient method and apparatus for determining a data exception, to alleviate disadvantages in
the existing technology.
[0007] To achieve the previous objective, an aspect of the present specification provides a
method for determining a data exception, including: obtaining a plurality of pieces of data
that is to be validated and that corresponds to a predetermined feature as a first data group

that is to be validated; obtaining a plurality of pieces of historical data of the data that is to be
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validated as a comparison data group; performing a first two-group significance test on the
first data group that is to be validated and the comparison data group; and determining
whether there is a data exception based on a test result of the first two-group significance test.
[0008] In an implementation, in the previous method for determining a data exception,
the obtaining a plurality of pieces of historical data of the data that is to be validated as a
comparison data group includes: obtaining a plurality of groups of historical data of the data
that is to be validated, performing a second two-group significance test on every two groups
of historical data, and determining a group of historical data that has no exception as the
comparison data group based on a test result of the second two-group significance test.

[0009] In an implementation, the previous method for determining a data exception
further includes: after the determining whether there is a data exception based on a test result
of the first two-group significance test, when determining that there is a data exception in the
first data group that is to be validated, dividing the first data group that is to be validated into
a predetermined quantity of second data groups that are to be validated, performing a third
two-group significance test on each second data group that is to be validated and the
comparison data group, and determining a second data group that is to be validated and that
has a data exception based on a test result of the third two-group significance test.

[0010] In an implementation, in the previous method for determining a data exception,
the first two-group significance test, the second two-group significance test, and the third
two-group significance test are separately one of the following tests: a t test, a z test, and a t'
test.

[0011] In an implementation, the previous method for determining a data exception
further includes: before the performing a first two-group significance test on the first data
group that is to be validated and the comparison data group, performing same preprocessing
on data in the first data group that is to be validated and data in the comparison data group
based on a common distribution feature of the first data group that is to be validated and the
comparison data group.

[0012] In an implementation, in the previous method for determining a data exception,
the preprocessing is one of the following data transformations: a logarithmic transformation,
a square root transformation, a reciprocal transformation, and an arcsine square root

transformation.
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[0013] Another aspect of the present specification provides an apparatus for determining
a data exception, including: a first acquisition unit, configured to obtain a plurality of pieces
of data that is to be validated and that corresponds to a predetermined feature as a first data
group that is to be validated; a second acquisition unit, configured to obtain a plurality of
pieces of historical data of the data that is to be validated as a comparison data group; a first
testing unit, configured to perform a first two-group significance test on the first data group
that is to be validated and the comparison data group; and a first determining unit, configured
to determine whether there is a data exception based on a test result of the first two-group
significance test.

[0014] In an implementation, the previous apparatus for determining a data exception
further includes: a division unit, configured to divide the first data group that is to be
validated into a predetermined quantity of second data groups that are to be validated when
the first determining unit determines, based on the test result of the first two-group
significance test, that there is a data exception in the first data group that is to be validated; a
second testing unit, configured to perform a third two-group significance test on each second
data group that is to be validated and the comparison data group; and a second determining
unit, configured to determine a second data group that is to be validated and that has a data
exception based on a test result of the third two-group significance test.

[0015] In an implementation, the previous apparatus for determining a data exception
further includes a preprocessing unit, configured to perform same preprocessing on data in
the first data group that is to be validated and data in the comparison data group based on a
common distribution feature of the first data group that is to be validated and the comparison
data group before the first two-group significance test is performed on the first data group
that is to be validated and the comparison data group.

[0016] Another aspect of the present specification provides a computer-readable storage
medium, where instruction code is stored in the computer-readable storage medium, and
when the instruction code is executed in a computer, the computer performs the previous
method for determining a data exception.

[0017] According to the method and apparatus in the previous implementations, the data
exception can be identified more effectively, and then alerting and intervention can be

performed.
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BRIEF DESCRIPTION OF DRAWINGS
[0018] Implementations of the present specification are described with reference to the
accompanying drawings, which can make the implementations of the present specification
clearer:
[0019] FIG. 1 is a schematic diagram illustrating an implementation disclosed in the
present specification;
[0020] FIG. 2 is a flowchart illustrating a method for determining a data exception,
according to an implementation;
[0021] FIG. 3 is a flowchart illustrating a t test, according to an implementation;
[0022] FIG. 4 shows an example of a t critical value table;
[0023] FIG. 5 is a schematic diagram of a curve corresponding to t distribution shown in
FIG. 4,
[0024] FIG. 6 is a flowchart illustrating a z test, according to an implementation of the
present specification;
[0025] FIG. 7 is a flowchart illustrating a t' test, according to an implementation of the
present specification;
[0026] FIG. 8 shows an apparatus for determining a data exception, according to an
implementation of the present specification; and
[0027] FIG. 9 is a flowchart illustrating an example of a computer-implemented method
for determining abnormal data in a data group, according to an implementation of the present

disclosure.

DESCRIPTION OF IMPLEMENTATIONS

[0028] The following describes the implementations of the present specification with
reference to the accompanying drawings.

[0029] FIG. 1 is a schematic diagram illustrating an implementation disclosed in the
present specification. In FIG. 1, a processing platform (e.g., an ALIPAY server) obtains a
plurality of pieces of data that is to be validated and that corresponds to a predetermined
feature from a data providing platform as a data group that is to be validated (e.g., a data
group that corresponds to user transaction amounts). In addition, the processing platform
further obtains a plurality of pieces of historical data of the data that is to be validated as a
comparison data group. The historical data also corresponds to the same predetermined

feature, and the comparison data group can be provided by the data providing platform in
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advance. Then, the processing platform performs a two-group significance test on the data
group that is to be validated and the comparison data group, and determines whether there is
a data exception based on a test result. If there is no data exception, the processing platform
can continue to process the data or send the data to a next service step. If the processing
platform determines that there is a data exception, the processing platform can start alerting,
instruct related persons to analyze the cause of the data exception, and trigger related
solutions. The following describes a specific implementation process of determining a data
exception.

[0030] FIG. 2 is a flowchart illustrating a method for determining a data exception,
according to an implementation. The method can be performed by any processing platform
that has a computing capability and a processing capability, for example, a server. As shown
in FIG. 2, the method includes the following steps. Step 21: Obtain a plurality of pieces of
data that is to be validated and that corresponds to a predetermined feature as a first data
group that is to be validated. Step 22: Obtain a plurality of pieces of historical data of the data
that is to be validated as a comparison data group. Step 23: Perform a two-group significance
test on the data group that is to be validated and the comparison data group. Step 24:
Determine whether there is a data exception in the data group that is to be validated based on
a test result of the significance test. The following describes execution methods of the
previous steps with reference to specific examples.

[0031] First, in step 21, the plurality of pieces of data that is to be validated and that
corresponds to the predetermined feature are obtained as the first data group that is to be
validated.

[0032] For example, the processing platform (e.g., an ALIPAY server) obtains the data
group that is to be validated and that corresponds to the predetermined feature from a data
providing platform (e.g., a bank or a financial platform). The predetermined feature can be,
for example, ages, credits, transaction amounts, expenditure amounts, loan amounts, etc. of
different users, or expenditure amounts of users whose ages are within a predetermined range.
The data providing platform usually sends a plurality of batches of data to the processing
platform. Each batch of data, for example, can be data received by the data providing
platform in a certain time period, for example, data received in one week or data received in
one month. Each batch of data includes a plurality of columns of data corresponding to a
plurality of features, for example, one column of data corresponding to user ages, one column

of data corresponding to user credits, and one column of data corresponding to user
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transaction amounts. For example, a magnitude of each batch of data is 10w, that is, data
corresponding to a specific feature (e.g., user transaction amounts) in the data whose
magnitude is 10w can constitute a data group that is to be validated. In an implementation,
the data group that is to be validated can include a relatively small amount of data, for
example, 20 pieces of data.

[0033] When the previous predetermined feature relates to user privacy, the data
providing platform encrypts the data before sending the data to the processing platform in
consideration of security and confidentiality. The data obtained after such processing loses
service meanings of the data. In other words, it is difficult to manually check the data. The
data may include many null values and outliers. The null values and outliers may be
generated during data collection, or generated during table join (multi-table connection), or
generated in various service steps.

[0034] In step 22, the plurality of pieces of historical data of the data that is to be
validated are obtained as the comparison data group.

[0035] Generally, the comparison data group and the previously described data group that
is to be validated have the same data source. For example, the data providing platform
provides a group of historical data corresponding to the predetermined feature (e.g., user
transaction amounts) for the processing platform as the comparison data group. Similarly,
when the previous predetermined feature relates to user privacy, the data providing platform
encrypts the historical data before sending the historical data to the processing platform.
Generally, the historical data is a large amount of data of a same type that is received by the
data providing platform in a relatively long time period (e.g., one week or one month). In
addition, the data providing platform checks the comparison data group before sending the
comparison data group to the processing platform, to ensure that the data is accurate. To be
specific, the comparison data group includes no null value or outlier by default. The more
data is included in the comparison data group, the more real distribution of samples can be
ensured. In an implementation, a magnitude of data volume of the comparison data group is
20w. In another implementation, the comparison data group can include a relatively small
amount of data, for example, 20 pieces of data.

[0036] Then, in step S23, the two-group significance test is performed on the data group

that is to be validated and the comparison data group.
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[0037] A person skilled in the existing technology can know that the two-group
significance test is as follows: assume that two data groups have the same distribution (e.g.,
the same population mean), and then whether the hypothesis is reasonable is determined by
using sample information. To be specific, whether a difference between the sample and the
hypothesis is opportunity variation (accept the hypothesis) or is caused by a mismatch
between real population distribution of the hypothesis and real population distribution of the
sample (reject the hypothesis) is determined. The two-group significance test includes a t test,
az test, and a t' test, and these tests are applicable to different samples.

[0038] In an implementation, because the comparison data group and the data group that
is to be validated are from the same data source, the comparison data group and the group
that is to be validated have the same population distribution by default. In other words, the
comparison data group and the group that is to be validated have homogeneity of variance. In
addition, a population of the comparison data group and a population of the data group that is
to be validated are, for example, financial platform users. To be specific, a data amount of the
populations is large enough, and the populations are normally distributed. Therefore, the t test
is performed on the comparison data group and the group that is to be validated. The t test is
used for two independent samples. FIG. 3 is a flowchart illustrating a t test, according to an
implementation.

[0039] In an implementation, the data group that is to be validated includes 71 pieces of

data, a sample mean of the »n1 pieces of data is Xl, a sample standard deviation is 51, and a

population mean is x«1. The comparison data group includes 72 pieces of data, a sample mean

of the n2 pieces of data is XQ a sample standard deviation is Sz, and a population mean is x2.
Here, n1 and 72 are natural numbers. A minimum value of 71 and a minimum value of 72 are 5,
and a maximum value of 71 and a maximum value of 72 are not limited. As shown in FIG. 3,
that the t test is performed on the data group that is to be validated and the comparison data
group includes the following steps:

[0040] In step S31, set a hypothesis x1=p2.

[0041] In step S32, calculate t test statistics based on the following equation:

_ Xl *Xz
(nl'l)S12+(n2 '1)S22 (i_}_L)
n,+n,-2 n, n,
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[0042] In step S33, calculate a degree of freedom of the t test statistics based on the
following equation: v=n1+n2-2.

[0043] In step S34, determine a first probability P1 that the hypothesis pl=p2 is true
based on the t test statistics and the degree of freedom v of the t test statistics.

[0044] After the t test statistics and the degree of freedom v of the t test statistics are
obtained through calculation, a value of P1 can be obtained by looking up a t critical value
table. FIG. 4 shows an example of a t critical value table. Here, the t test is a two-sided test.
In an implementation, the t test is a one-sided test. As shown in FIG. 4, for example, when the
degree of freedom v is 34, and t is equal to 2.032, P=0.05. It can be further seen from FIG. 4
that when t is greater than 2.032, P<0.05. Generally, a degree of confidence o of the
two-group significance test is set to 0.05. To be specific, when P<0.05, the probability that
the hypothesis x1=u2 is true is relatively small, and when t>2.032, the probability that the
hypothesis #1=x2 is true is smaller.

[0045] FIG. 5 is a schematic diagram of a curve corresponding to t distribution shown in
FIG. 4. A shape of the t distribution curve is related to a value of the degree of freedom v. If
the value of the degree of freedom v is smaller, the t distribution curve is flatter, a middle part
of the curve is lower, and the two tails of the curve are higher. If the value of the degree of
freedom v is larger, the t distribution curve is closer to a normal distribution curve. When the
value of the degree of freedom v is infinite, the t distribution curve is a standard normal
distribution curve. FIG. 5 is a schematic diagram of a curve corresponding to t distribution
when a degree of freedom v is equal to 34 in FIG. 4. When t=2.032, as shown in FIG. 5, the
corresponding P=0.05 is a sum of shadow areas on two sides of the t distribution curve. To be
specific, a total area under the t distribution curve is 1, and a total area of the shadow areas is
0.05. When t>2.032, the corresponding shadow areas on two sides of the t distribution curve
is smaller, in other words, the probability P is smaller.

[0046] In an implementation, data population distribution is the same as distribution of
the previous t test, to be specific, the comparison data group and the group that is to be
validated have same population distribution, the comparison data group and the group that is
to be validated have homogeneity of variance, and the population of the comparison data
group and the population of the group that is to be validated are normally distributed. In the
present implementation, if a quantity of samples of the data group that is to be validated and a
quantity of samples of the comparison data group are both relatively large, for example, m

and 72 are both greater than 30, a z test is performed on the comparison data group and the
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group that is to be validated. FIG. 6 is a flowchart illustrating a z test, according to an
implementation of the present specification. As shown in FIG. 6, the following steps are
included.

[0047] In step S61, set a hypothesis x1=u2.

[0048] In step S62, calculate z test statistics based on the following equation:

7= )?1 _)?2
S_12+S_22)
n n

1 2

[0049] In step S63, determine a second probability P2 that the hypothesis x1=u2 is true
based on the 7 test statistics.

[0050] After the z test statistics are obtained through calculation, a value of P2 can be
obtained by looking up a normal distribution table.

[0051] In an implementation, the population of the comparison data group and the
population of the group that is to be validated are normally distributed, but it is not sure
whether the comparison data group and the group that is to be validated have homogeneity of
variance. In this case, before the performing a two-group significance test on the data group
that is to be validated and the comparison data group, the method further includes the
following: performing a homogeneity of variance test (F test) on the data group that is to be

validated and the comparison data group. The F test includes the following: calculating an F

P50

test value of the data group that is to be validated and the comparison data group: 5, , and
determining the homogeneity of variance of the data group that is to be validated and the
comparison data group based on the F value.
[0052] When it is determined that a population variance of the data group that is to be
validated and a population variance of the comparison data group are heterogeneous, a t' test
is performed on the data group that is to be validated and the comparison data group. FIG. 7
is a flowchart illustrating a t' test, according to an implementation of the present specification.
As shown in FIG. 7, the t' test includes the following steps.

[0053] In step S71, set a hypothesis x1=u2.
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[0054] In step S72, calculate t' test statistics based on the following equation:

t= /?1 _)?2
S_12+S_22)
n, n,

[0055] In step S73, calculate a degree of freedom v of the t' test statistics based on the

2 2
(+=2)?
VA nl n2
4 4
Sl S2

2 + 2
following equation: mny-10 - ny(n, -1

[0056] In step S74, determine a third probability P3 that the hypothesis x1=x2 is true
based on the t' test statistics and the degree of freedom v of the t' test statistics.

[0057] In an implementation, before the two-group significance test is performed on the
data group that is to be validated and the comparison data group, same preprocessing is
performed on data in the data group that is to be validated and data in the comparison data
group based on a common distribution feature of the data group that is to be validated and the
comparison data group. The two-group significance test is applicable to two groups of data
whose population distribution is normal distribution. When population distribution of data is
skewed distribution, the population distribution of the data can be transformed to normal
distribution by performing a corresponding data transformation on the data based on a
distribution feature of the data.

[0058] In an implementation, the data in the data group that is to be validated and the data
in the comparison data group are positively skewed, to be specific, include a large amount of
small data and a small amount of large data. In this case, a logarithmic transformation can be
performed on the data in the data group that is to be validated and the data in the comparison
data group. To be specific, a logarithm to raw data x is calculated, for example, x'=logx or x'
=Inx, and a value of x' is used as an analysis variable. Through the logarithmic transformation,
the data that is positively skewed is transformed to the data that is normally distributed, and
the two groups of data whose variances are heterogeneous satisfy requirements of
homogeneity of variance.

[0059] In an implementation, the data in the data group that is to be validated and the data
in the comparison data group are Poisson distributed. In this case, a square root
transformation can be performed on the data in the data group that is to be validated and the

data in the comparison data group. To be specific, a square root of raw data x is calculated,
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for example, X'= Jx , and a value of x' is used as an analysis variable. Through the square
root transformation, the data that is Poisson distributed or the data that is slightly skewed is
transformed to the data that is normally distributed, and the two groups of data whose
variances are heterogeneous and whose sample variances are positively correlated with the
mean satisfy requirements of homogeneity of variance.

[0060] In an implementation, the data in the data group that is to be validated and the data
in the comparison data group are severely positively skewed. In this case, a reciprocal
transformation can be performed on the data in the data group that is to be validated and the
data in the comparison data group. In another implementation, population distribution of the
data in the data group that is to be validated and population distribution of the data in the
comparison data group are binomial distribution whose population rate is relatively small or
whose population rate is relatively large. In this case, an arcsine square root transformation
can be performed on the data in the data group that is to be validated and the data in the
comparison data group.

[0061] In an implementation, normality of the two groups of data can be tested by using
any one or more of the following methods: a graphic method (a P-P diagram or a Q-Q
diagram), a moment method, a W test, a D test, a Kolmogorov D test, an x> test, etc.

[0062] Referring back to FIG. 2, in step S24, whether there is a data exception is
determined based on the test result of the two-group significance test.

[0063] When the probability P (P is P1, P2, or P3) corresponding to the t test, the z test,
and the t' test in the description of step S23 is less than or equal to 0.05, the probability that
the hypothesis x1=pn2 is true is relatively small, in other words, a difference between the data
group that is to be validated and the comparison data group is significant. When P<0.01, the
probability that the hypothesis u1=p2 is true is very small, in other words, a difference
between the data group that is to be validated and the comparison data group is very
significant.

[0064] In an implementation, it is set that both the data group that is to be validated and
the comparison data group may have data exceptions when P<0.01. When the comparison
data group is normal data by default, it can be determined that there is a data exception in the
data group that is to be validated.

[0065] In an implementation, the obtaining a plurality of pieces of historical data of the
data that is to be validated as a comparison data group in step S22 can include the following:

obtaining a plurality of groups of historical data of the data that is to be validated, performing
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a second two-group significance test on every two groups of historical data, and determining
a group of historical data that has no exception as the comparison data group based on a test
result of the second two-group significance test. The two-group significance test here can also
be one of a t test, a z test, or at' test based on a data status of the historical data groups, and
specific calculation steps of the three significance tests are described above. Details are
omitted here for simplicity. The two-group significance test is performed on a plurality of
historical data groups to further ensure normality of the comparison data group. Therefore,
exception validation of the data group that is to be validated can be more accurate.

[0066] In an implementation, after whether there is a data exception is determined based
on the test result of the significance test in step S24, if it is determined that there is a data
exception in the data group that is to be validated, the data group that is to be validated can be
divided into a predetermined quantity of groups as new data groups that are to be validated,
for example, the data group that is to be validated can be divided into two groups or four
groups. A two-group significance test is performed on each data group that is to be validated
and the comparison data group, and a new data group that is to be validated and that has a
data exception is determined based on a test result. The two-group significance test here can
also be one of a t test, a z test, or a t' test based on a data status of the new data group that is
to be validated, and specific calculation steps of the three significance tests are described
above. Details are omitted here for simplicity.

[0067] For example, if a magnitude of the data group that is to be validated is 10w,
directly transferring the data group that is to be validated to manual check upon determining
that there is an exception in the data group that is to be validated causes heavy workload.
Therefore, the group that is to be validated is divided into, for example, four groups as new
data groups that are to be validated, and then the significance test is performed. As such, a
new data group that is to be validated and that has a data exception can be determined. A data
magnitude of the new data group that is to be validated is reduced. Therefore, workload of
manual check can be reduced.

[0068] FIG. 8 shows an apparatus 800 for determining a data exception, according to an
implementation of the present specification. As shown in FIG. 8, the apparatus 800 includes
the following: a first acquisition unit 81, configured to obtain a plurality of pieces of data that
is to be validated and that corresponds to a predetermined feature as a first data group that is
to be validated; a second acquisition unit 82, configured to obtain a plurality of pieces of

historical data of the data that is to be validated as a comparison data group; a first testing
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unit 83, configured to perform a two-group significance test on the first data group that is to
be validated and the comparison data group; and a first determining unit 84, configured to
determine whether there is a data exception based on a test result of the two-group
significance test.

[0069] In an implementation, the apparatus 800 further includes the following: a division
unit 85, configured to divide the first data group that is to be validated into a predetermined
quantity of second data groups that are to be validated when the first determining unit 84
determines, based on the test result of the significance test, that there is a data exception in
the first data group that is to be validated; a second testing unit 86, configured to perform a
two-group significance test on each second data group that is to be validated and the
comparison data group; and a second determining unit 87, configured to determine a second
data group that is to be validated and that has a data exception based on a test result of the
two-group significance test.

[0070] In an implementation, the apparatus 800 further includes a preprocessing unit 88,
configured to perform same preprocessing on data in the first data group that is to be
validated and data in the comparison data group based on a common distribution feature of
the first data group that is to be validated and the comparison data group before the
two-group significance test is performed on the first data group that is to be validated and the
comparison data group.

[0071] According to an implementation of another aspect, a computer-readable storage
medium is further provided, where a computer program is stored in the computer-readable
storage medium, and when the computer program is executed in a computer, the computer
performs the previous method for determining a data exception.

[0072] According to the method and apparatus in the precious implementations, even if
obtained data loses service meanings due to encryption processing, whether there is a data
exception can be determined by performing a significance test on the data and comparison
data, to more effectively identify the data exception and perform alerting and intervention.
[0073] A person of ordinary skill in the existing technology can be further aware that, in
combination with the examples described in the implementations disclosed in the present
specification, units and algorithm steps can be implemented by electronic hardware,
computer software, or a combination thereof. To clearly describe interchangeability between
the hardware and the software, compositions and steps of each example are described above

based on functions. Whether the functions are performed by hardware or software depends on
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particular applications and design constraint conditions of the technical solutions. A person of
ordinary skill in the existing technology can use different methods to implement the described
functions for each particular application, but it should not be considered that the
implementation goes beyond the scope of the present application.

[0074] Steps of methods or algorithms described in the implementations disclosed in the
present specification can be implemented by hardware, a software module executed by a
processor, or a combination thereof. The software module can reside in a random access
memory (RAM), a memory, a read-only memory (ROM), an electrically programmable ROM,
an electrically erasable programmable ROM, a register, a hard disk, a removable disk, a
CD-ROM, or any other form of storage medium known in the existing technology.

[0075] In the described specific implementations, the objective, technical solutions, and
benefits of the present disclosure are further described in detail. It should be understood that
the descriptions are merely specific implementations of the present disclosure, but are not
intended to limit the protection scope of the present disclosure. Any modification, equivalent
replacement, or improvement made without departing from the spirit and principle of the
present disclosure should fall within the protection scope of the present disclosure.

[0076] FIG. 9 is a flowchart illustrating an example of a computer-implemented method
900 for determining abnormal data in a data group, according to an implementation of the
present disclosure. For clarity of presentation, the description that follows generally describes
method 900 in the context of the other figures in this description. However, it will be
understood that method 900 can be performed, for example, by any system, environment,
software, and hardware, or a combination of systems, environments, software, and hardware,
as appropriate. In some implementations, various steps of method 900 can be run in parallel,
in combination, in loops, or in any order.

[0077] At 902, by a data processing platform, a to-be-validated data group including
to-be-validated data corresponding to a predetermined feature is obtained In some
implementations, the predetermined feature defines a type of numerical values within a
predetermined range. From 902, method 900 proceeds to 904.

[0078] At 904, a comparison data group including historical data associated with the
to-be-validated data group is obtained as a comparison data group, where the historical data

and the to-be-validated data group are from a same data source.
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[0079] In some implementations, obtaining the comparison data group including the
historical data includes obtaining a number of groups of historical data associated with the
to-be-validated data group; performing a two-group significance test on each of two groups
of the historical data; and determining a group of the historical data that contains no abnormal
data as the comparison data group based on a test result of the two-group significance test.
From 904, method 900 proceeds to 906.

[0080] At 906, a two-group significance test is performed on the to-be-validated data
group and the comparison data group to generate a test result. In some implementations,
performing a two-group significance test includes determining a probability that a population
mean associated with the to-be-validated data group is a same with a population mean
associated with the comparison data group. In such implementations, it is determined that
there is no abnormal data in in the to-be-validated data group if the determined probability is
greater than .01%. From 906, method 900 proceeds to 908.

[0081] At 908, whether there is abnormal data in the to-be-validated data group is
determined based on the test result.

[0082] In some implementations, if it is determined that the to-be-validated data group
includes abnormal data method 900 further includes dividing the to-be-validated data group
into a plurality of data groups as new to-be-validated data groups; performing the two-group
significance test on each of the new to-be-validated data group and the comparison data
group to generate a comparison result; and determining whether each new to-be-validated
date group includes abnormal data based on the comparison result. After 908, method 900
stops.

[0083] Implementations of the present application can solve technical problems in
processing data to detect abnormal data. In consideration of security and confidentiality, data
service platforms, for example, financial platforms, perform privacy protection processing on
their data before sending the data to other platforms for processing. However, because the
processed data loses their service meaning, after the receiving platforms receives the data, it
is difficult for them to determine whether there is abnormal data included in the received data
based on the service rules. In addition, as data volume exponentially increases, the service
rules change all the time. As such, identifying abnormal data by using only the service rules
can cause heavy workload and incomprehensive identifications. What is needed is a
technique to bypass these problems in the conventional methods, and providing a more secure

and efficient solution for determining abnormal data in a data group during data processing.
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[0084] Implementation of the present application provide methods and apparatuses for
improving abnormal data detection in data processing. In some implementations, a processing
platform (e.g., an payment processing server) obtains data that is to be validated and that
corresponds to a predetermined feature from a data providing platform as a data group that is
to be validated (e.g., a data group that corresponds to user transaction amounts). In addition,
the processing platform can further obtains historical data of the data that is to be validated as
a comparison data group. The historical data may also corresponds to the same predetermined
feature, and the comparison data group can be provided by the data providing platform in
advance. Then, the processing platform performs a two-group significance test on the data
group that is to be validated and the comparison data group, and determines whether there is
abnormal data based on a test result. If there is no abnormal data, the processing platform can
continue to process the data or send the data to a next service step. If the processing platform
determines that there is abnormal data, the processing platform can start alerting, instruct
related persons to analyze the cause of the data exception, and trigger related solutions.

[0085] Implementations of this specification produce several technical effects. For
example, in the case where data providing platforms encrypt the data before sending it to the
processing platforms, the present application provides a solution to check the received data
and determine whether there is abnormal data, that is, data includes null values and outliers.
In addition, performing the two-group significance test on the historical data further ensures
normality of the comparison data group, and therefore abnormality validation of the data
group that is to be validated can be more accurate. Further, while directly transferring the data
group that is to be validated to manual check upon determining that there is abnormal data in
the data group causes heavy workload, in the described solution, the data group that is to be
validated is divided into, for example, four groups as new data groups that are to be validated,
and then the significance test is performed. As such, a new data group that is to be validated
and that has abnormal data can be determined. A data magnitude of the new data group that is
to be validated is reduced.

[0086] Embodiments and the operations described in this specification can be
implemented in digital electronic circuitry, or in computer software, firmware, or hardware,
including the structures disclosed in this specification or in combinations of one or more of
them. The operations can be implemented as operations performed by a data processing
apparatus on data stored on one or more computer-readable storage devices or received from

other sources. A data processing apparatus, computer, or computing device may encompass
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apparatus, devices, and machines for processing data, including by way of example a
programmable processor, a computer, a system on a chip, or multiple ones, or combinations,
of the foregoing. The apparatus can include special purpose logic circuitry, for example, a
central processing unit (CPU), a field programmable gate array (FPGA) or an
application-specific integrated circuit (ASIC). The apparatus can also include code that
creates an execution environment for the computer program in question, for example, code
that constitutes processor firmware, a protocol stack, a database management system, an
operating system (for example an operating system or a combination of operating systems), a
cross-platform runtime environment, a virtual machine, or a combination of one or more of
them. The apparatus and execution environment can realize various different computing
model infrastructures, such as web services, distributed computing and grid computing
infrastructures.

[0087] A computer program (also known, for example, as a program, software, software
application, software module, software unit, script, or code) can be written in any form of
programming language, including compiled or interpreted languages, declarative or
procedural languages, and it can be deployed in any form, including as a stand-alone program
or as a module, component, subroutine, object, or other unit suitable for use in a computing
environment. A program can be stored in a portion of a file that holds other programs or data
(for example, one or more scripts stored in a markup language document), in a single file
dedicated to the program in question, or in multiple coordinated files (for example, files that
store one or more modules, sub-programs, or portions of code). A computer program can be
executed on one computer or on multiple computers that are located at one site or distributed
across multiple sites and interconnected by a communication network.

[0088] Processors for execution of a computer program include, by way of example, both
general- and special-purpose microprocessors, and any one or more processors of any kind of
digital computer. Generally, a processor will receive instructions and data from a read-only
memory or a random-access memory or both. The essential elements of a computer are a
processor for performing actions in accordance with instructions and one or more memory
devices for storing instructions and data. Generally, a computer will also include, or be
operatively coupled to receive data from or transfer data to, or both, one or more mass storage
devices for storing data. A computer can be embedded in another device, for example, a
mobile device, a personal digital assistant (PDA), a game console, a Global Positioning

System (GPS) receiver, or a portable storage device. Devices suitable for storing computer
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program instructions and data include non-volatile memory, media and memory devices,
including, by way of example, semiconductor memory devices, magnetic disks, and
magneto-optical disks. The processor and the memory can be supplemented by, or
incorporated in, special-purpose logic circuitry.

[0089] Mobile devices can include handsets, user equipment (UE), mobile telephones (for
example, smartphones), tablets, wearable devices (for example, smart watches and smart
eyeglasses), implanted devices within the human body (for example, biosensors, cochlear
implants), or other types of mobile devices. The mobile devices can communicate wirelessly
(for example, using radio frequency (RF) signals) to various communication networks
(described below). The mobile devices can include sensors for determining characteristics of
the mobile device’s current environment. The sensors can include cameras, microphones,
proximity sensors, GPS sensors, motion sensors, accelerometers, ambient light sensors,
moisture sensors, gyroscopes, compasses, barometers, fingerprint sensors, facial recognition
systems, RF sensors (for example, Wi-Fi and cellular radios), thermal sensors, or other types
of sensors. For example, the cameras can include a forward- or rear-facing camera with
movable or fixed lenses, a flash, an image sensor, and an image processor. The camera can be
a megapixel camera capable of capturing details for facial and/or iris recognition. The camera
along with a data processor and authentication information stored in memory or accessed
remotely can form a facial recognition system. The facial recognition system or one-or-more
sensors, for example, microphones, motion sensors, accelerometers, GPS sensors, or RF
sensors, can be used for user authentication.

[0090] To provide for interaction with a user, embodiments can be implemented on a
computer having a display device and an input device, for example, a liquid crystal display
(LCD) or organic light-emitting diode (OLED)/virtual-reality (VR)/augmented-reality (AR)
display for displaying information to the user and a touchscreen, keyboard, and a pointing
device by which the user can provide input to the computer. Other kinds of devices can be
used to provide for interaction with a user as well; for example, feedback provided to the user
can be any form of sensory feedback, for example, visual feedback, auditory feedback, or
tactile feedback; and input from the user can be received in any form, including acoustic,
speech, or tactile input. In addition, a computer can interact with a user by sending documents
to and receiving documents from a device that is used by the user; for example, by sending
web pages to a web browser on a user’s client device in response to requests received from

the web browser.
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[0091] Embodiments can be implemented using computing devices interconnected by
any form or medium of wireline or wireless digital data communication (or combination
thereof), for example, a communication network. Examples of interconnected devices are a
client and a server generally remote from each other that typically interact through a
communication network. A client, for example, a mobile device, can carry out transactions
itself, with a server, or through a server, for example, performing buy, sell, pay, give, send, or
loan transactions, or authorizing the same. Such transactions may be in real time such that an
action and a response are temporally proximate; for example an individual perceives the
action and the response occurring substantially simultaneously, the time difference for a
response following the individual’s action is less than 1 millisecond (ms) or less than 1
second (s), or the response is without intentional delay taking into account processing
limitations of the system.

[0092] Examples of communication networks include a local area network (LAN), a
radio access network (RAN), a metropolitan area network (MAN), and a wide area network
(WAN). The communication network can include all or a portion of the Internet, another
communication network, or a combination of communication networks. Information can be
transmitted on the communication network according to various protocols and standards,
including Long Term Evolution (LTE), 5G, IEEE 802, Internet Protocol (IP), or other
protocols or combinations of protocols. The communication network can transmit voice,
video, biometric, or authentication data, or other information between the connected
computing devices.

[0093] Features described as separate implementations may be implemented, in
combination, in a single implementation, while features described as a single implementation
may be implemented in multiple implementations, separately, or in any suitable
sub-combination. Operations described and claimed in a particular order should not be
understood as requiring that the particular order, nor that all illustrated operations must be
performed (some operations can be optional). As appropriate, multitasking or
parallel-processing (or a combination of multitasking and parallel-processing) can be

performed.
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CLAIMS

1. A method for determining a data exception, the method comprising:
receiving a plurality of first data groups that each contain respective pieces of data and
that each is to be validated, wherein each of the pieces of data in each first data group
corresponds to a same predetermined feature, wherein the pieces of data are encrypted, and
wherein the first data groups and the pieces of data are provided by a data-providing platform;
for each first data group in the plurality of first data groups:

obtaining from the first data group a plurality of pieces of data that is to be
validated;

obtaining (22) a plurality of pieces of historical data of the data that is to be
validated as a comparison data group, wherein the pieces of historical data are provided by the
data-providing platform, wherein the data in the first data group and the data in the comparison
data group have the same data source, and wherein the comparison data group has no data
exceptions;

performing (23) a first two-group significance test on the first data group and
the comparison data group, wherein the two-group significance test is a test to determine a
probability that (i) a population mean of a population from which the data group is drawn and
(i1) a population mean of a population from which the comparison data group is drawn are
equal; and

determining (24) whether there is a data exception in the first data group based
on a test result of the first two-group significance test, and if there is a data exception, dividing
the first data group into a predetermined quantity of second data groups that is to be validated
and that each has a smaller size than that of the first data group and performing a third two-
group significance test on each second data group, and otherwise accepting the plurality of

pieces of data for a next step of processing.

2. The method according to claim 1, wherein obtaining the plurality of pieces of historical
data comprises:
obtaining a plurality of groups of historical data of the data that is to be validated,
performing a second two-group significance test on every two groups of historical data, and
determining a group of historical data that has no exception as the comparison data

group based on a test result of the second two-group significance test.
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3. The method according to claim 1, wherein performing the third two-group significance
test on each second data group further comprises:

performing the third two-group significance test on each second data group and the
comparison data group, and determining a particular second data group has a data exception

based on a test result of the third two-group significance test.

4. The method according to any one of claims 1 to 3, wherein the first two-group
significance test, the second two-group significance test, and the third two-group significance

test are separately one of the following tests: a t test, a z test, and a t' test.

5. The method according to claim 1, further comprising: before performing the first two-
group significance test on the first data group that is to be validated and the comparison data
group, performing same preprocessing on data in the first data group that is to be validated and
data in the comparison data group based on a common distribution feature of the first data

group that is to be validated and the comparison data group.

6. The method according to claim 5, wherein the preprocessing is one of the following
data transformations: a logarithmic transformation, a square root transformation, a reciprocal

transformation, and an arcsine square root transformation.

7. The method according to any one of claims 1 to 6, wherein the predetermined feature

defines a type of numerical values within a predetermined range.

8. The method according to any one of claims 1 to 7, further comprising:
setting (31) a hypothesis associated with the plurality of pieces of data;
calculating (32) test statistics to verify hypothesis;
calculating (33) a degree of freedom of the test statistics; and
determining (34) a first probability that the hypothesis is true based on the test statistics

and the degree of freedom of the test statistics.

9. The method according to claim 8, further comprising:

comparing the first probability to a critical value to determine a degree of confidence.

10. An apparatus for determining a data exception, the apparatus comprising a plurality of

modules configured to perform the method of any one of claims 1 to 9.
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