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Fig.3

APPLY FOR USAGE

5101

NOTIFY MANAGER

5102

AUTIHORIZE

r/8103

NOTIFY APPLICATION INFORMATION

5104

CHANGE OPERATION (LOG-IN)

5105

NO 5106

AVAILABLE?

CHANGE OPERATION

S107

RECORD OPERATION CONTENTS

5108

h 4

END
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Fig.13

APPLY FOR USAGE

5201

COLLECT APPLICATION LOG 211/0PERATION LOG 511

5202

LOG-IN VIA ID CONTROL PART 500

5203

OUTPUT FILE OF ACCESS LOG 611

/#/5204

COLLECT ACCESS LOG 611

5205

I

EXTRACT ACCESS RECORD

5206

EXTRACT DATE AND TIME OF OPERATION,
PRIVILEGED 1D, AND OPERATION CONTENTS

/;,8207

5208~ N
CORRESPONDING APPLICATION RECORD EXISTS?

YE
5209 > >
CORRESPONDING OPERATION RECORD EXISTS?

5213

A

IMPROPER IMPROPER
ACCESSi= NONE ACCESS = %XIST

NO

FINAL ACCESS RECORD?
5212
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Fig.15

[

>

EXTRACT ACCESS RECORD OF WHICH AUDITING
PERIOD IS OLDEST FROM ACCESS LOG 611

| 5206

BY LOG ANALYSIS PART 130
|

EXTRACT DATE AND TIME OF OPERATION,
PRIVILEGED ID, AND OPERATION CONTENTS
FROM ACCESS RECORD BY LOG ANALYSIS PART 130

S207

S208

APPLICATION

NO

RECORD CORRESPONDING TO ACCESS
RECORD EXISTS?

5209
OPERATION RECORD
CORRESPONDING TO HIT APPLICATION
RECORD EXISTS?

S210

USED COMMAND
OF OPERATION RECORD IS WITHIN RANGE
OF APPLICATION RECORD?

NO

NO

5213
h 4 /
IMPROPER

ACCESS EXISTS

sl
NO IMPROPER ACCESS EXISTS

ol
|

X0 8212

FINAL ACCESS RECORD?

C m )
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Fig. 21
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970
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100, 200, 300, 400, 500, 600, 700, 900
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