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End-user device Server

Step 21: Obtain a to-be-recognized 
facial image of a target user

Step 22: Perform homomorphic 
encryption on the to-be-recognized 

facial image by using a second 
public key to obtain an encrypted 

facial image

Step 23: Transmit a recognition request (the encrypted facial 
image and the second public key)

Step 24: Perform homomorphic feature 
processing on the encrypted facial image 
and add first obfuscation to the encrypted 

facial image in a homomorphic way to 
obtain obfuscated and encrypted output 
features, and add second obfuscation to 

encrypted facial features in the 
homomorphic way to obtain obfuscated 

and encrypted facial features

Step 25: Transmit the obfuscated and encrypted output 
features and the obfuscated and encrypted facial features

Step 26: Decrypt the obfuscated and 
encrypted facial features by using a 
first private key corresponding to a 

first public key to obtain a first 
intermediate value, decrypt the 

obfuscated and encrypted output 
features by using a second private key 

corresponding to the second public 
key to obtain a second intermediate 

value, and calculate a difference 
between the second intermediate value 

and the first intermediate value

Step 27: Transmit the difference

Step 28: Remove impact of the first 
obfuscation and the second 

obfuscation on the difference to 
determine whether the to-be-

recognized facial image corresponds 
to the target user
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