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FIG. 2

(57) Abstract: A method for a cryptographic key rotation in a publish-subscribe system providing a broker (202) service for routing
stored encrypted messages (204) to one or more subscribers of the topic (201) to which the routed messages(204) are assigned. The

210

routing comprises decrypting the stored encrypted messages (204). The cryptographic key rotation comprises a re-encryption of the

stored messages (204) using a cryptographic replacement key. The re-encryption is executed by an encryption module of the publish-
subscribe system as a background process, while the broker (202) service is continued.
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