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Claims 

What is claimed is: 

1.  A method comprising: 

in accordance with the occurrence of a mobility event whereby user equipment moves from 

accessing a source network to accessing a target network in a communication system environment:  5 

the user equipment generating a first integrity verification parameter associated with the 

target network; 

the user equipment generating a second integrity verification parameter associated with the 

source network; 

the user equipment generating a control plane message comprising the first integrity 10 

verification parameter and the second integrity verification parameter;  

the user equipment sending the control plane message to the target network; and 

the user equipment accessing the target network responsive to verification utilizing at least 

one of the first integrity verification parameter and the second integrity verification parameter.     

 15 

2.  The method of claim 1, wherein the user equipment stores: (i) a security context 

currently established with the source network; and (ii) a security context previously established 

with the target network.   

 

3.  The method of claim 2, wherein the user equipment integrity protects the control plane 20 

message using the security context previously established with the target network. 

 

4.  The method of claim 3, wherein the user equipment additionally integrity protects the 

control plane message using the security context currently established with the source network. 

 25 

5. The method of claim 3, wherein the user equipment maps the control plane message to 

another message in the format of a message in the source network and then additionally integrity 

protects the mapped message using the security context currently established with the source 

network. 

 30 
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6.  The method of claim 2, wherein the control plane message comprises a registration 

message, and the registration message further comprises a temporary identifier of the user 

equipment associated with the target network and a key set indicator associated with the target 

network.  

 5 

7.  The method of claim 2, wherein the second integrity verification parameter associated 

with the source network is a message authentication code generated using the security context 

currently established with the source network. 

 

8.  The method of claim 2, wherein the first integrity verification parameter associated with 10 

the target network is a message authentication code generated using the security context previously 

established with the target network. 

 

9. The method of any one of claims 1 to 8, wherein one of the source network and the target 

network comprises a 4G network, and the other of the source network and the target network 15 

comprises a 5G network. 

 

10.  A method comprising: 

in accordance with the occurrence of a mobility event whereby user equipment moves from 

accessing a source network to accessing a target network in a communication system environment, 20 

a mobility management element of the target network receiving a control plane message from the 

user equipment comprising a first integrity verification parameter associated with the target 

network and a second integrity verification parameter associated with the source network; 

the mobility management element of the target network verifying the user equipment 

utilizing at least one of the first integrity verification parameter and the second integrity 25 

verification parameter.   

 

11.  The method of claim 10, wherein the mobility management element of the target 

network verifies the user equipment using the first integrity verification parameter when the 

mobility management element of the target network maintains a security context previously 30 

established with the user equipment. 
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12.  The method of claim 11, wherein, when the mobility management element of the target 

network is not able to verify the user equipment utilizing the first integrity verification parameter, 

the mobility management element of the target network communicates with a mobility 

management element of the source network to verify the user equipment utilizing the second 5 

integrity verification parameter by sending a context request message to the mobility management 

element of the source network to verify the user equipment.    

 

13.  The method of claim 11, wherein, the mobility management element of the target 

network canonically maps the control plane message to a source network equivalent context 10 

request message along with the second integrity verification parameter when a mobility 

management element of the source network is not updated for target network awareness to verify 

the user equipment.   

 

14.  The method of claim 12, wherein the mobility management element of the target 15 

network receives a context response message from the mobility management element of the source 

network when the mobility management element of the source network verifies the user equipment 

using a security context currently established with the user equipment.  

 

15. The method of any one of claims 10-14, wherein one of the source network and the 20 

target network comprises a 4G network, and the other of the source network and the target network 

comprises a 5G network. 

 

16.  A method comprising: 

in accordance with the occurrence of a mobility event whereby user equipment moves from 25 

accessing a source network to accessing a target network in a communication system environment, 

a mobility management element of the source network receiving a context request message from 
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a mobility management element of the target network when the mobility management element of 

the target network is unable to verify the user equipment based on a control plane message received 

from the user equipment comprising a first integrity verification parameter associated with the 

target network and a second integrity verification parameter associated with the source network, 

the context request message comprising the second integrity verification parameter; 5 

the mobility management element of the source network verifying the user equipment 

utilizing the second integrity verification parameter; and 

the mobility management element of the source network sending a context response 

message to the mobility management element of the target network responsive to a successful 

verification of the user equipment utilizing the second integrity verification parameter.   10 

 

17.  The method of claim 16, wherein the mobility management element of the source 

network verifies the user equipment using a security context currently established with the user 

equipment. 

 15 

18.  The method of claim 17, wherein the mobility management element of the source 

network sends the context response message to the mobility management element of the target 

network to enable the mobility management element of the target network to initiate establishment 

of a new security context with the user equipment.   

 20 

19. The method of any one of claims 16-18, wherein one of the source network and the 

target network comprises a 4G network, and the other of the source network and the target network 

comprises a 5G network. 

 

 25 

 




