; QRSTe3e d6TW489 48/ 24 METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS
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PROGRAM PRODUCTS FOR CHECKI NG THE VALI DI TY OF DATA BACKGROUND COF THE

| NVENTI ON The present invention relates to a data verification nethod f#8/24
verifying data, and nore particularly to techniques suitable for

application to 5 a data verification system which checks any substitution

of data transmtted froma Wb server in the WW (Wrld Wde Wb) system
Data transm ssion in the WAMVsystemis prevailing. Many accidents have been
reported such as 10 substitution of data publicized by a Wb server in the
VWWVsystenlthmmmﬂmmmmumwmt intrusion into the Wb server, and publication

of secret dat dvertent registration of the data in a Wb

server. Such acci«emns | ower the reliability of data publicized 15 by a Wb
server so that reputation of an enterprise, an organi zationor the like
publicizing data on the Wb server may be damaged great Ilmlmmw ) s are
known whi ch periodically nonitor the data publicized by I mmf to
find any | 20 substitution,' as disclosed, for exanple, in gg,Qfficial
Gazette "Method and Device for Correcting Forgery and Forgery

Di scrimnating Device" of JP-A-11-154139. According to the outline of the

techni ques, contents | disclosed in a network at a predeterm ned | ocation
are 25 acquired periodically and judged each tine whether the

METHODS, SYSTEMS AND COMPUTER PROGRAM PRODUCTS FOR

CHECKING THE VALIDITY OF DATA



- 2 contents were falsified or not . "MONI TORI NG | NTECRI TY OF TRANSM TTED
DATA" (PCT/1L99/00203) pertains to techni ques of guaranteeing the
reliability of data. 5 If data publicized by a Wb server is falsified or
secret data is publicized, reputation of an organi zation, an enterprise or
the Ii ke may be damaged. Even if data is periodically nonitored,
substitution or secret data outflow duriqng the idle 10 period between
noni t or operations cannot be prevented. SUVMMARY OF THE | NVENTI ON The

i nvention proviviggone G NSivAS b ShVBYWeRE IPREck:M Bhdiieds %@Racﬁcxf%ﬁ@f et data
frombeing supplied to a data requesting system 15 Mre specitically, the

i nvention provides a data vgri igtngreyst exrio execute the foll ow ng steps:
A request receiving step is provided so that the data verifying system can
acquire verification data based on which the supplied data is verified. 20
A verification data acquiring step is provided so that a verification data
is acqui red asBACKGRRUENE OBrTHErINVENDI@NMe provi ded data. A request
transmtting step and a data receiving step are provided so that the data
verifying 25 system can Brejpresent aineenesordrdlater tata datpesting
system fromthe data providing systemin behalf of the data requesting
system Since Yéelfgation @&@éu&?i?@%@%’ef&n%@' mnd R/ re the data

directly, the data verif ing ngten]can performa verification process
before the dat%@?%l??%ﬁﬁigt edtechriuemit iRt tioly apRtEFRtion to

5 a data verification system which checks any
substitution of data transmitted from a Web server in
the WWW (World Wide Web) system.

Data transmission in the WWW system is
prevailing. Many accidents have been reported such as
10 substitution of data publicized by a Web server in the
WWW system through illegal intrusion into the Web
server, and éublication of secret data through
inadvertent #egistration of the data in a Web server.
Such accidenqs lower the reliability of data publicized
15 by a Web ser%er so that reputation of an enterprise, an
organization or the like publicizing data on the Web
server may bq damaged greatly.
Teéhniques are known which periodically

monitor the data publicized by a Web server to find any

20 substitution,! as disclosed, for example, in an Official

Gazette "Metﬂod and Device for Correcting Forgery and
Forgery Discﬁiminating Device" of JP-A-11-154139.
According toithe outline of the techniques, contents
disclosed in F network at a predetermined location are

25 acquired periodically and judged each time whether the



5 A data verifying step is provided for verification of the data acquired
fromthe data providing systemby using the verification data. |If the data
verifying step confirns the validity of the supplied data by using the
verification 10 data, a data transmtting step transmts the data requested
by the data requesting systemto the data requesting system Confirmation
of the validity means that the verificatjon result indicates that the
supplied data is 15 the requested data. The verification data contains data
capabl e of vertbgtegtshwéréheassppiéa@dodahatcorresponding to an identifier
was not falsified so that a presence/ absence of substitution of the
supplied data can be ver 'HOBOTORDNACINTHGRITY OOPNERANPMITTED DABAPrevent
invention, there is provided a data verifying nethod for a data verifying
system for ver(PTAFLEAYAQ0RO3 bepérbatnst tedtéchmiquedat af pgoaranhgesygtem in
response to a request, the nethod conprising: a request receiving 25 step
of receiving athat zetéqbdsitynefudahy.an identifier of the data froma data
requesting system a verification data acquiring step of acquiring
verificatiof data in accbfddpte npbhichaeddbytaf ek sarver #s request
transmtting step of transmtting a supply request for the requested data
to the data prS@Eﬁ?ﬁbegygfeﬁ??ﬁegegﬁBﬁsgstBuPﬁécFéﬁéiVEﬂPPEﬁEég?;05 dat a

recei ving step_of receivi t he_su Rtied ata 5 ﬁ ansmjtted fromthe data
brovi di ng. syor 8 PRORBLEBRZRN caR hERERERF 2P aBebbe Tike BV ePEryi ng o ep
f i fyi t i t ' . L Vi t [

of veri(v1n0, Repgyenl! of B8 forSEAVTS Al-iBRLIRI Ry RERGPRITIOR I

step of |10 conkgktibgrdshaotr 803FLEShORa! QutbeoHharifguERL! fgysYStem in

accordance with a veritication result at e data veritying step. The

verificatigg dgbpiaqdpbtfbehmaRELHHABEErYL i bnEN8ahAERt bbi SrevaptalNs data
capabl e of verifying 15 that the supplied data was not falsified. The data

verifying step is a step of judging whether the supplied data is the
requested data, and the data transm ssion controlling step includes a step
of transm tti nUMMARYUQP| TBH THVENTIONhe verification 20 result indicates
that the supplied data is the requested data, and not transmtting the
supplied data if the verThecanventiesuprovhdesateshnhgueshefsuppli ed data
is different fromthe requested data. The data transmtting step further

i ncl udes a 25 BrepeBtingafasfifing Aatacerdaearebrdabei fyPRgPeHBE t he
requested data cannot be transmtted, if the verification result indicates

that the suppl FBEP4AES £ Bi AREReheIrPERIPReSYEREBst ed dat a. - 5 The

g pp | 8 i frbperedr : ata. - 5 -
data for THE request oo oMPES PPEBRETGRIHr chEPoRnYRRELDN| REPERISS Rhat the

suppl i ed data h§t9i58$5§93n§{$g%kgﬁ Eﬁggg%&gg?g€§§-EélIQ%i%?é%%%ﬁéEi0” dat a

contains information tor-ve yrng re _be veri ( ong with
the supplied data to be hrapgibktedeandveryr se8gNdsNgrbeihbe kgdephhtier.

The data receiving step further includes a
the data verifying system can acquire verification data
based on which the supplied data is verified.

20 A verification data acquiring step is
provided so that a verification data is acquired as the
basis for verifying the provided data.

A request transmitting step and a data
receiving step are provided so that the data verifying

25 system can acquire data requested by the data

requesting system from the data providing system in

behalf of the data requesting system. Since the data



10 rel ated data acquiring step of receiving the related data to be verified
along with the supplied data fromthe data providing system the data
verifying step further includes a step of verifying the related data in
accordance with the verification data, and the data 15 transm ssion
controlling step includes a step of transmtting the supplied data if the
related data is data to be acquired as %hq rel ated data, and not
transmtting the supplied data if the related data is different fromdata
to be acquiredeafuddi@ie|Attbnidors HotThR MY el it asictayg fromthe
data providing systemis stored in correspondence with the identifier. The
suppl i ed dat a tiffe Siatfeedrd i AN HYF RN AP flottn iadeiriffiidatiidn t he
verification result 25 indicates that the supplied data is the requested
data. The requesicds=arsafidde rnihestdxta sisndiramsacittted itfo tihe stadraed supplied
data satisfies a predeterm ned condition. - 6 The related data is stored
i n corresponderecpiesitting mystdantifier if the related data satisfies a
predeterm ned condition. The related data acquiring step is not 5 executed
if the stor®ed rel ated d& dlai® iveflidyiagorsdd® denmipreyideddifioron. The dat a
verifying step verifies the supplied data processed in a predeterm ned
manner. The sWfdifdfatden o ddes & tian asard nede darosy r’ﬁh@ed‘par?@nner has a

predet erm ned portion of the s&gplied data renpved. A comruni cation

protocol for tHEVEHDY SFREM By Jmdnthe yerdigat et aconmuni cati on
rotocol for the data prvidin stem. 15 Since the ta transmtting ste
8oes not transm-t suppFiIgt)é t&’ft%ﬁ% i é’fﬁl%&%eﬂ/i%@%{gﬁ Fnot comgi rm P
th lidit t, [ dtoi j t . li ed
e Vel Lo, Sl ool 'tk SAfa ddg LBB0SS) e 0 BLOVRRY DG e
Arernall vy ¥ aitldic i £ Adftiidd e ihddAiad, Gald 1 ndi catl ng

that supplied data cannot be transmttwe a verifying step cannot

confirmthe valdflidsted vyhanalRtLGRRledtiny sy RSt} e dar@vent the
supplied data frombeing 25 transmtted to the data requesting system and

to notify the rafiedtaqite Htgt@ensyst em and ot her systens on the network of
the reason why the supplied data cannot be transmtted. Al ternatively,
the data transmtting stGmfrioplecien tdfe thepplaladiidat mdansprideett eth ned dat a
which is in turn transmitted if the data verifying step cannot confirmthe
validity of therifpisadtddndatesulthd Bligaddst dihathddied stupbidye bdadandssage
apologizinqsinability of transmtting the supplied data. In this
I the requested data.
The verification data contains data capable
of verifying that the supplied data corresponding to an
identifier was not falsified so that a presence/absence
of substitution of the supplied data can be verified.
20 According to one aspect of the prevent
invention, there is provided a data verifying method
for a data verifying system for verifying data to be
transmitted from a data providing system in response to
a request, the method comprising: a request receiving
25 step of receiving a data request including an
identifier of the data from a data requesting system; a

verification data acquiring step of acquiring

verification data in accordance with the identifier; a



manner, at least falsified data or secret data can be prevented from being
flowed to the external. If the supplied data as well as the related 10 data
is verified, it is possible to stop transm ssion of the supplied data in
case the related data was falsified. The supplied data may be processed in
a predeterm ned manner before the verification process. 15 A predeterm ned
data portion of the supplied data may besrenoved to exclude this portion
fromthe verification subject. If the data verifying method is realized by

a verifying sysbgeseneeahsfli t€ingnstupr krandahami 88ihYoa28upp1yore network
connection units, the data requesting system and data providing system can
comuni cate vi aegfhestdafervenef yeggesystieqatht tbsthbeaatar proosainhye for the
data verifying systemto relay a request of the data requesting system and
data supplied systemhdéndatapdhspr bui thagregetiesd Thqudata medatymi ng system
may be provided with information necessary for cryptography possessed by

t he data provi geagivysgestepnofhreceawingt hbedatppliedgdataerifyi ng system
deci phers the enciphered and transnitted data in accordance with the

i nf or mat i onSnettanamitied Eropt bheaghyaantovidingesyshemddni paepedseata. 5

The information necessary_for cryptography may be a cipher key.
to the supply request; a data verifying step of

verifying the supplied data received at the data
receiving step in accordance with the verification
data; and a data transmission controlling step of

10 controlling data transmission to the data requesting
system in accordance with a verification result at the
data verifying step.

The verification data acquired in accordance
with the identifier contains data capable of verifying

15 that the supplied data was not falsified.

The data verifying step is a step of judging
whether the supplied data is the requested data, and
the data transmission controlling step includes a step
of transmitting the supplied data if the verification

20 result indicates that the supplied data is the
requested data, and not transmitting the supplied data
if the verification result indicates that the supplied
data is different from the requested data.

The data transmitting step further includes a

25 step of transmitting notice data for notifying that the
requested data cannot be transmitted, if the
verification result indicates that the supplied data is

different from the requested data.



The ci pher key may be a private key of public key cryptography. The data
verifying system nay deci pher 10 enciphered and transmtted information by
usi ng the cipher key and store it to deci pher data enci phered and
transmtted thereafter by using the stored information. If the verification
result indicates that the supplied data is the requested data, the

enci phered 15 supplied data transmttedgfromthe data providi ng system nay
be transmitted to the data requesting system |If the verification result

indi cates that the supplied dda trardnfiftarieny sttepnididHeaquesiededitan, 20
notice data for notifying that the requested data cannot be transmtted may

be enci pher ed stepaforidamemititting Rabsticutrt idet aneeas a1y rfejuesrtyd ogr aphy
and transmtted. If the verification result indicates that the 25 supplied
data is differdatia,f ridmthee vearjifdsiadd coatrag s st simidiildtast eddatth atort iehe
request ed data may be enciphered in accordance with the information
necessary for sappticgt daba ded diffesrantt dbom thed reQuestegbjdedias, f eat ures

and advantages of the invention will becone apparent fromthe foll ow ng
descriptiorP of the enbodihtemeridiiqatdamdaha eontakdies information
for verifying related data to be verified along with
the supplied data to be transmitted and corresponding
to the identifier.
The data receiving step further includes a
10 related data acquiring step of receiving the related
data to be verified along with the supplied data from
the data providing system, the data verifying step
further includes a step of verifying the related data
in accordance with the verification data, and the data
15 transmission controlling step includes a step of
transmitting the supplied data if the related data is
data to be acquired as the related data, and not
transmitting the supplied data if the related data is
different from data to be acquired as the related data.
20 The supplled data received from the data
providing system is stored in correspondence with the
identifier.
The supplied data is stored in correspondence
with the identifier, if the verification result
25 1indicates that the supplied data is the requested data.
The request transmitting step is not executed
if the stored supplied data satisfies a predetermined

condition.



in conjunction with the acconpanying drawi ngs. 5 BRI EF DESCRI PTI ON OF THE
DRAWNGS Fig. 1 is a diagramshow ng an exanple of a network configuration
including a data verifying system Fig. 2 is a diagram showi ng an exanple
of the 10 internal structure of a data verifying system Fig. 3 is a

di agram show ng an exanple of a process flow anong a data requesting
system the data verifying systemand a glata providing system Fig. 4 is a
di agram showi ng an exanple of 15 HTM. data displayed. Fig. 5 is a diagram
showi ng an exanpl e of di Bl ayela tled adabeni sTdMotled ai g addote Heovdsndé ed.

Fig. 6 is a diagramshow ng an exanple of displayed data when graphics data
cannot be veriwith. tk® FdegntIfisraifli tige ane ddbedl ndatx asgpt esfés vari fication
data for verifying related data. Fig. 8 is a diagram show ng an exanpl e of
an expanded dapredetéernimedpeordttiénow of verifying related data. 25 Fig.
9 is a diagram showi ng an exanple of a reception data cache table 900. Fig.
10 i s a di agram showi ng Ba®tFetatedngpea acaybring atep okesko¥| ow anong the
data requesting system .
5 exeCuted if the stored related data satisfies a
predetermined condition.
The data verifying step verifies the supplied
data processed in a predetermined manner.
The supplied data processed in a
10 predetermined manner has a predetermined portion of the
supplied data removed.
A communication protocol for the data
requesting system is different from a communication
protocol for the data providing system.
15 Since the data transmitting step does not
transmit supplied data if the data verifying step
cannot confirm the wvalidity of the supplied data, it is
possible to prevent the supplied data from being
transmitted to the data requesting system.
20 Alternatively, since the data transmitting
step transmits data indicating that supplied data
cannot be transmitted if the data verifying step cannot
confirm the validity of the supplied data, it is
possible to prevent the supplied data from being
25 transmitted to the data requesting system and to notify
the data requesting system and other systems on the

network of the reason why the supplied data cannot be

transmitted.



data verifying systemand data providing system Fig. 11 is a diagram
showi ng an exanple of a network having a |oad distribution system 5 Fig.
12 is a diagram show ng anot her exanple of a process flow anong the data
requesting system data verifying systemand data providing system Fig. 13
I s a diagram show ng an exanple of a network configuration including a data
managenment 10 system Fig. 14 is a diagramshow ng another exanple of the
network configuration including the data managenent system Fig. 15 is a

di agram showi ng anot her giaaphatibed,t BRenghvar krafbmiguiayi sepncl udi ng
t he data nmanagenent system Fig. 16 is a di agram show ng anot her exanpl e of

t he network copkpgatati @hei sapplliag Gheadayappetagesmnhcedydheam wROchETAI LED
DESCRI PTI ON OF THE EMBCODI MENTS Enbodi nents of the invention will be
descri bed. Theisntentuon ksanstiktailt #fi dhkeydabvat herefipbdgnshnep which are
given only for illustrative purposes. 25 1. First Enbodinment Fig. 1 is a
schemat i ¢ di ageannghogpnfigmshe validity of the supplied data. The
5 predetermined data may be a message apologizing

inability of transmitting the supplied data. In this

manner, at least falsified data or secret data can be

prevented from being flowed to the external.

If the supplied data as well as the related

10 data is verified, it is possible to stop transmission
of the supplied data in case the related data was
falsified.

The supplied data may be processed in a
predetermined manner before the verification process.

15 A predetermined data portion of the supplied
data may be removed to exclude this portion from the
verification subject.

If the data verifying method is realized by a
verifying system connected to a network and having two

20 or more network connection units, the data requesting
system and data providing system can communicate via
the data verifying system. 1t is therefore possible
for the data verifying system to relay a request of the
data requesting system and data supplied from the data

25 providing system.

The data verifying system may be provided

with information necessary for cryptography possessed

by the data providing system. In this case, the data



systemto which an enbodi nent of the invention is applied. Referring to
Fig. 1, a data requesting system 100 is a conputer on which software
usually called a 5 Wb browser runs, for exanple, in accordance with HTTP
(Hyper Text Transfer Protocol). Reference nuneral 101 represents a data
verifying system and reference nuneral 102 represents a data providing
system The data providing system 102 _.ig a conputer on which 10 software
usually called a Wb browser runs, for exanple, in accordance with HTTP. A
network 103 i ReariFyiner sy st @RI phedise THeN @nBiphefedn@Gndat a verifying
system The network may be a public network which can be accessed from

ot her syst ens,trdfansneidarad @athb ithadoorérantie wlafhe redvec d nRoreiaalioh04
represents a network interconnecting the data verifying system and data
provi di ng sysinemesBagryddficar \oavipttoigrapdys taawd @t ifdre sbehree dleicdpihelrye da
conput er having a general structure such as shown 20 in Fig. 2. Referring
to Fig. 2, thelad&.a verifying system 101 includes at |east a processing
unit 201 such as a CPU, a nenory (main storage) 202 for storing data, an
auxiliary storage 203 s dafprmatdon fecesssaywdior SFVREOGr&®Phiynit 204
and an internal conmunication |ine 25 206 such as a bus for interconnecting
t he abovedescMa¥edec Snsomd®s keX plurality of network connection units 204

and 205 may be provided _as sho in Fig. 2. The data verifyi system
performs various - 12%(’?&@?@&@ ity 3 Bk &%@%P&gﬂ%ﬁﬁﬁe
auxiliary storage intq the in storage and executing the programin the
processi ng unikteg’ ﬁ?yg%&gtfgatpgﬁ'nay be read into the conputer via a

comuni cati on nedi um or ﬁ&%ﬁblﬁﬁfyj}%%?fgﬁ’g‘im f%ﬁ%ié’%éls a di agram

showi ng the outline process ow anon enbodi nent. A
user of the dalIifRHed i Mﬂtﬁ:%‘de%n%o‘iﬂla%ib%%?hstﬁgt heedat a

verifying systemat a request 10 transm ssion step 3 Thi s request is

i ssued by usi rR@ phddRkdyRd@ IFBRRS AW ¢& ldReaphe) \Haiteh dntipherdantanki er for
requested data. This request is transmitted in accordance with HITP. 15 At
a request receaplanmsmisited Ihdrddftedatty wWiinfdy ithg Idred rieFerwas iohe
request fromthe data requesting system Since the request contains URL as
the identifier for requdsi dihedatear idii datflonmateiswl tc dpalilcatefs itheartt ithei ng
URL, the data verifying system 20 can know URL for the requested data from
the recei ved repdsied Naga ig they aequesdeddadat.a theg@nsiiphexrest ep 303, in
accordance with URL identified fromthe request received at_the request

recepti on st eFURRd &h A2 o5 transylitie & Fdoimthey diatés Brovildidst i on dat a.

For exanple, the . verificatiqn data e ch cteristic.value of data to
be transnittefTEH Y ﬁ%rﬁﬁﬁﬂlﬁ% gx?st%@rﬁ %%%5&%5%&%90 URL. More
specifically, sylﬁze - 13 characteristic value may be a hash val ue

cal cul ated by A8H function applied to requested data. The details of the

hash function and hash vl ys,drg alcHAoHn ik di0%6 dltideeRd dhatt Reeart . 5

For exanple, in acquiring the verification
supplied data is different from the requested data,

20 notice data for notifying that the requested data
cannot be transmitted may be enciphered in accordance
with the information necessary for cryptography and
transmitted.

If the verification result indicates that the

25 supplied data is different from the requested data,
substitute data for the requested data may be
enciphered in accordance with the information necessary

for cryptography and transmitted.



data, data representative of each pair of a URL and a hash val ue stored as
afileinthe auxiliary storage is searched by using URL identified at the
request reception step. 10 Information other than URL may be used for
acquiring the verification data. Information obtained by processing URL in
a predeterm ned manner may be used for acquiring the verification data. 15
The request received at the request reception step may contain an
identifier of auxiliary information of the requested data. For exanple, the

auxiliary information isothter 6Bjeets(esegtatrbsdandpaatrhathges! 6cathen in
the requested data or an argunent to be 20 given to a program for
generating t heinegnedvadwdailabedbine appakeatyfromothat fohlowynde negl ected
at the verification step data acquisition step or at a data verification
step to be desdesbrdpltibar ofThhevembbdimenba dfit Ehemnynenttqni takehrom a 25
dat abase system A server for providing the verification data may be used
to acquire theiperppjuvactéanduish bheaarequeanyingnénawings.step 304, the
data - 14 wverification systemtransnmts a request to the data providing
system This request is transmtted in accordance with URL identified from
t he received reguest at uest recegtion step. 5 Upon reception of the

request at & sP BE§o§FSF%ESHES BF oVHEi REAYYNEEmM transnits the data
corresponding to the recgived_ request . to the data verifyin stemat a
Step 306, Al ' data receptPonlsiapaiBtadraB SRPUTS TRr FFOTRLESIE! Bm
ecel s D ORLRbER RIS SO B dah a8 b B o2, 0
recei ved data E§s¥éhtd or not. 15 For exanple, for data verification, a
Fig. 2 is a diagram showing an example of the
10 internal structure of a data verifying system.

Fig. 3 is a diagram showing an example of a
process flow among a data requesting system, the data
verlfying system and a data providing system.

Fig. 4 is a diagram showing an example of

15 HTML data displayed.

Fig. 5 1s a diagram showing an example of
displayed data when HTML data cannot be verified.

Fig. 6 is a diagram showing an example of
displayed data when graphics data cannot be verified.

20 Fig. 7 is a diagram showing examples of
verification data for verifying related data.

Fig. 8 is a diagram showing an example of an
expanded data verifying process flow of verifying
related data.

25 Fig. 9 is a diagram showing an example of a

reception data cache table 900.

Fig. 10 is a diagram showing another example



j udgment nmay be nade whet her a hash val ue obtai ned by subjecting the
received data to a hash function is coincident wwth the hash val ue acquired
as the verification data at the verification data acquisition 20 step. If
the data cannot be received at the data reception step, it may be judged at
the data verification step that the data validity was not confirnmed. At a
data transm ssion step 309, the data Ls;@5-transmtted to the data
requesting system Wether the data is to be transmtted or not is judged
fromthe resulds afprdueaatfl oneranfaneatthen ddtep.requesting fsyldtemval i dity of
data can be confirmed at the data verification step, the data received from
t he data providitey versitfying syshesmandedata tpgrovdating eypsdsm.ng system 5
If the validity of data cannot be confirmed at the data verification step,
the data is replaced by Riredétleris medlidmramtshgving ian texampleapsdmiat t ed to
the data requesting system For exanple, if data is HTM. data such as 10
shown in Fig. netwank higtiang @ logdadds tnibytiiond v terch as shown in Fig.

5. Alternatively, if the validity of data cannot be confirmed at the data
verificati oh step, an HFf¥ -stld d$ feptieaniamnShawigyd apahnen $X&mpde a

transm ssion is transmtted,. An HTTP 15 status is represented by a status
oot T hr e % o MEohass L1 among She (B LR FETHSET 08 BYRAILt od whi oF

Lgdi fgﬁlgfﬁ :P 2Biz{teaql{reesrtiefdyiq1a§[ asy%%%?n %%td Ea(aitsat p%:[ov%.d%.%rgvesrys%%(rjn.i s unable to

Fig. 13 is a diagram showing an example of a
network configuration including a data management

10 system.

Fig. 14 is a diagram showing another example
of the network configuration including the data
management system.

Fig. 15 is a diagram showing another example

15 of the network configuration including the data
management system.

Fig. 16 is a diagram showling another example

of the network configuration including the data

management system.

20 DETAILED DESCRIPTION OF THE EMBODIMENTS
Embodiments of the invention will be
described. The invention is not limited only to the
embodiments which are given only for illustrative

purposes.

25 1. First Embodiment

Fig. 1 is a schematic diagram showing a Web



Alternatively, the HTTP communi cati ons 20 between the data requesting
system and data verifying system may be di sconnected. Wth these processes,
invalid data will not be transmitted. In the above description,
verification of 25 HTM. data is used by way of exanple. Sim|lar processes
may be perforned for data of different types. For exanple, if data is
graphics data (such as indicated at 402y7in_Fig. 4) and if the validity of

- 16 the data cannot be confirmed at the data verification step, the data
is replaced bysywtagettsy Whierh Gim@EMesliGRne: VRS invéinddloed iat 602 in Fig.
6 which in turnis transmtted. 5 In this enbodinent, the verification data
is a hash val wppifietht a to be supplied, and verification is realized by
conparing the verification data and the hash val ue cal cul ated fromthe data
acquired fromthe data grefiextiing $istRda. At.her dada friecpxeisdring sylsteml 0

possi bl e. For exanple, the hash value of the verification data may be given
an el ectroni ¢ Qi & commuier @ Mhdah @efitwaned @suaddiyf icediliegh &f or t he
electronic signature is also made to confirm whether the hash val ue of the
verificatioh g%ﬁ‘h R Ie utsed 0¥ sxample THE pegiodidansd &4 the HTTPcat i on

deci phered to 20 conpared wi th acquired from hash val ue be enC| pher ed
and the verifid¥R gr%sq%%da?%otle)p %ﬁ&%éﬁ“@%% ii%lcati on

data i s recover the oné has ue mhlc i S tQ@b val ue cal cul at ed
fromthe data G5 Y rao acﬁ%d’es‘i}?téﬁﬂg'ﬁyes & At TSNS may i ncl ude

a step of prog}ronr’\[%hdla&o%t e[braesoen g)trmqﬁr Fsﬁ{ar . e if the

data acquired a provi ring, a

hash val ue Calcfa‘ﬂ&"‘%ﬁga\; PR R sec%‘?ﬁ E?er‘ﬂ rlegd aC g_cchonverted from

anot her predeterm aract r string contained In the ta may be used
for hash val uesgaivRard Sually tdiSled -a Wb Bisusdneursh sl ue to be

regi stered as the

example, in accordance with HTTP. A network 103
interconnects the data requesting system and data
verifying system. The network may be a public network
which can be accessed from other systems, for example,

15 the Internet. Reference numeral 104 represents a
network interconnecting the data verifying system and
data providing system.

The data verifying system 101 can be realized

by a computer having a general structure such as shown

20 in Fig. 2. Referring to Fig. 2, the data verifying
system 101 includes at least a processing unit 201 such
as a CPU, a memory (main storage) 202 for storing data,
an auxiliary storage 203 such as a hard disk, a network
connection unit 204 and an internal communication line

25 206 such as a bus for interconnecting the above-
described components. A plurality of network
connection units 204 and 205 may be provided as shown

in Fig. 2. The data verifying system performs various



verification data is calculated also fromthe predeterm ned character
string converted fromthe other predeterm ned character string contained in
the data. 5 More specifically, even if data request is for the sane URL, if
the data contains a changed portion, it may add a step of converting
character strings between the character strings representative of the start
and end of the changed portion into an gppty character string. 10 The step
of processing data in a predeterm ned nmanner nay be sel ected in accordance
Wi th the data.pAscédeesabecieading id eprofralRt@fed hin dgie auxilisarype of
the data may be used. Instead of a hash value, the data itself may 15 be
regi stered as steragesiintattlos mein. starayerand ceaxteant iridiethee prsigrraand dat a
and the data acquired fromthe data providing systemare conpared to check
t hei r coi nci detwethe\ peecessing ynbtessThis preyxeutnaly Wi irgdd iatto
verification data cannot be acquired at the verification data acquisition
step may be detke n¢orputer ik acgommunicapiemtredtiimar e Regthidbled, it may
be presunmed that the validity of data was able to be confirmed at the data
verificati on st&prage medimatively, it may indicate explicitly that the
validity of data was able to be confirmed at the data verification step.

For exanple, a specific 9 ue® dt$td rtASrem I thgprtHdns is

regi stered as the - verification data d.if the data verification
Crop uses t by SPERERTT i ELVAI TR (O BRtToy Tt e R S i 1y of data
was able to be confirnqu user of the data requesting system issues a

data request to the data verifying system at a request

10 transmission step 301.

This request is issued by using a URL
(Uniform Resource Locator) which is an identifier for
requested data. This request is transmitted in
accordance with HTTP.

15 At a request reception step 302, the data
verifying system receives the request from the data
requesting system. Since the request contains URL as
the identifier for requested data or information
capable of identifying URL, the data verifying system

20 can know URL for the requested data from the received
request.

Next, at a verification data acquisition step
303, in accordance with URL identified from the request
received at the request reception step, the data

25 verifying system acquires verification data. For
example, the verification data may be a characteristic
value of data to be transmitted from the data providing

system corresponding to URL. More specifically, the



If the verification data cannot be acquired, 5 it nmay be presuned that the
validity of data was unable to be confirnmed at the data verification step.
In this case, the request transm ssion step and data reception step are not
required to be perfornmed. In this case, the processes shown in Fig. 12 10
are performed. At a verification data availability judgenent step 311. it
is judged whether the verification data jgan be acquired. If not acquired,
the fl ow advances to the data verification step whereat it is presuned that
the validity okhdahaterdistiabkalue haybBecanhbeRe¢alud padteasatefi pgcordi ng
verification results in a log file my be added. A process of notifying
verification reshlash fanatpoadappldededoadestnestedt datany PPheaddedils
dependi ng 20 upon the contents of the verification results. A process may
be added whi chodiottihei bashn fonctiirenasdohashl vdiltigy evef welrht knowhabyure by
using an e-mail when the validity of data cannot be confirned. The
predet er mi ned &bwisei skidded Anytbe amtadmi nistrator of 25 the data
verifying systemor a manager who bears the responsibility for managenent
of data witl validity coﬁprrﬁﬁﬁmﬁﬁefaFPuﬁ@unﬁéﬂgaahéfVaﬁlﬁiﬁatiobr in
addition to an e-muail_, other notifying nethods may be - used. In the
above enbodi nef@t ath@a&ét§eP€PFP9Fﬁ§1¥959gnP§ﬁH Bﬁ%é 8?09|HR%93§9s?en1are

2 progr am ( hor SPRR DBTCEaFEaled B8 ShPr AathenaproULaR} FEPEPES) f3ing
the processes glathaadia YEIbLYAY THSheULAR] AcPERa adplherel nar (e

called a data provision reali-zin e proc of the data
provi di ng syst eg.q Pngﬂlg tg@se, the data 10 requesting systemtransmits a
request to the systemrunni g the data verification program and data

provi sion pgogram and tligrdaharienl biak aR! ORLANAYCEE! Ysa! Berr equest
The data verification programtransmts a 15 request to the data provision

program The dalkyultavigsitae Reedradnteenl ¥asat he request fromthe data
verification program and transmts data to the data verification program

The data verification pragfarmaeienvebthhaedObgapaotessiheURRAL Anpaovi Sion
program and transmts the
predetermined manner may be used for acquiring the
verification data.

15 The request received at the request reception
step may contain an identifier of auxiliary information
of the requested data. For example, the auxiliary
information is information designating a particular
location in the requested data or an argument to be

20 given to a program for generating the requested data.
This auxiliary information may be neglected at the
verification step data acquisition step or at a data
verification step to be described later.

The verification data may be acquired from a

25 database system.

A server for providing the verification data

may be used to acquire the verification data.

At a request transmission step 304, the data



data to the data requesting system The data requesting systemreceives the
data fromthe data verification program The data verification system nmay
concurrently 25 execute a plurality of OS' s so that one OS executes the
above-descri bed processes of the data verification systemand a program
runni ng on anot her OS nonitors whether the processes of the data verifying
system are - 20 performed correctly. {lhe data verification system may
concurrently execute a plurality of OS's and the processes of the data

verification sygtremiaatidnVisgetenntadbmieash reguesdr egpghwhiaghaare
processed by at least two OS's For exanple, the processes of the data

verifying syst prordiing ciysitedad | Thisameexeetnidk ¢@enBmMicationnpr ocess
group and anot her process group including the verification step. These
process groups atg¢oadaneecenitthd UBY: ddkhédEénedOBremi theoopeeatedn with each
other so that transfer of only limted information is possible. Therefore,
even if the exreauelstcatmibhieczequespr veseptobnt k&edata verifying systemis
illegally attacked via a network, an attack agai nst the 15 ot her process
group inclu@ing the verifi FRonomeseppioanobe thenyeaudstTat pr8teBses may be
speeded up by parallel process operations of the data verifying system For
exanpl e, the véPPhi tRE §Rt@aPECNd4dngi 6YEHeBt EpaBeBisAdthe BREAprocess

group fromthe request transm ssjon steg
corresponding to the received request to the data

verifying system at a step 306.

At a data reception step 307, the data

10 verifying system receives the data transmitted from the
data providing system.

At a data verification step 308, the received
data is verified to judge whether the received data is
valid or not.

15 For example, for data verification, a
judgment may be made whether a hash value obtained by
subjecting the received data to a hash function is
coincident with the hash value acquired as the
verification data at the verification data acquisition

20 step. If the data cannot be received at the data
reception step, it may be judged at the data
verification step that the data validity was not
confirmed.

At a data transmission step 309, the data is

25 transmitted to the data requesting systemn.

Whether the data is to be transmitted or not
is judged from the results of the data verification

step.



304 to the data reception step 307 may be executed in parallel. The
processes nmay be speeded up by predicting data to be requested fromthe
data requesting system 25 and by acquiring in advance data fromthe data
provi ding system The verification data nay be generated by the data
verifying system - 21 A data managi ng system nmay be provided which
registers verification data to be acquifgd.at the verification data

acqui sition step. The data nanagi ng system may generate the verification
data and registers 5 it if the welbiMeyiddidarsysdieme Jenflaiedatagi ng
system may store the verification data, and the verification data is
acquired fromtle data vernbficEtsysteremt the deetrd frexstiivesd datoan adgui sition
step. 10 The data managi ng system nay resister data in the data providing
system As shodmta rpFo¢idigg systemmtis norargimig & ttem they deaconnected to
the data verifying systemto register data in the data providing systemvia
the data 15 veFeqyesigingsyestems shown in Fig. 14, the data managi ng system

may be connected to the data providing systemto
5 If the validity of data cannot be confirmed

at the data verification step, the data is replaced by
predetermined data which is in turn transmitted to the
data requesting system.
For example, if data is HTML data such as
10 shown in Fig. 4, this data is replaced by HTML data
such as shown in Fig. 5. Alternatively, if the
validity of data cannot be confirmed at the data
verification step, an HTTP status representative of
inability of data transmission is transmitted. An HTTP
15 status is represented by a status code of three digits.
For example, a status code 404 is transmitted which
indicates that requested data does not exist at a
server and is unable to be transmitted.
Alternatively, the HTTP communications
20 Dbetween the data requesting system and data verifying
system may be disconnected.
With these processes, invalid data will not
be transmitted.
In the above description, wverification of
25 HTML data is used by way of example. Similar processes
may be performed for data of different types.
For example, if data is graphics data (such

as indicated at 402 in Fig. 4) and if the validity of



register data in the data verifying systemvia the data providing system
20 As shown in Fig. 15, the data managi ng system nay be connected to the
network 103 to register data in the data verifying system In this case,
data is registered in the data providing systemvia the data verifying
system 25 As shown in Fig. 16, the data managi ng system nmay be connected
to the network 104 to store data in the gata verifying systemand data
provi di ng systemvi a the network. - 22 The networks 103 and 104 may

i ncl ude networghd REtaBalnDt b conFiRhed atheheodatianverifeahtivah as a
router and a firewall may be connected between the data verifying system

and data requetéplg thestdana dsTheplaicadv ey hrede teyatiaed ey abiicenaged by
an adm ni strator of the data providing system by a third party different
from adm ni st réter sugh tase Wi caitieds ato6 Oy i Fdegr. 6f whiiehddna tpravi di ng
system A conmuni cation protocol between the data 10 requesting system and
data veri fyi ngssysnasvamidytese di fferent fromthat between the data verifying
system and data providing system For exanple, the forner conmunication
protocol nm#y be a protod® tddis embaiimendncithigevedisycatieonc dpitadissL
(Secure Socket Layer) 15 nethod, and the latter communicati on protocol may

be HTTP. A corbiifth 5ilsre midtidcdCi b supPdderds antk ¥PEAEICAGAL NI s may
al50 be used 0 LSS S, tsdaien Ui daL9 Jiedusetl 19, Sy sLameauest o
system requests 4ata o BAN%193%3 RO $h29 XY QlquitelFRof 3 Re e
data providing system. Other verification is also
10 possible. For example, the hash value of the
verification data may be given an electronic signature.
When verification is made, verification for the
electronic signature is also made to confirm whether
the hash value of the verification data was falsified
15 or not.

The hash value may be enciphered and
registered as the verification data. At the data
verification step, the enciphered verification data is
deciphered to recover the original hash value which is

20 compared with the hash value calculated from the data
acquired from the data providing system.

The verification step may include a step of
processing data in a predetermined manner. For
example, if the data acquired from the data providing

25 system is a character string, a hash value calculated
from a predetermined character string converted from

another predetermined character string contained in the

data may be used for hash value comparison. In this



data verifying systemperforns a transform process to absorb the difference
between the identifiers. Mre specifically, if the identifier is URL, 25 it
is sufficient if the data verifying systemcan transform URL contained in
the request received at the data verifying systeminto URL of the data
provi di ng system For exanple, the data verifying system - 23 transforns
URL of http://sitel/index.htm used whepythe data requesting system
requests data into URL of http://site2/index.htm to be used when the data
verifying systeisd eqinstadglat@aliueornd e daid sverddiarg thesystem This
transform process may be included in the request reception step or in the
request transmessificestiom datta arss foalylradess alafo thrans ftbiem ng URL to be 10
used for acquiring verification data may be added to the verification data
acqui si ti on stmgdefennigmed rilfansattieon statiad somreaged FrogRithaf todher
transform Since the data is requested basing upon this transform a

cor r espondenc nadskeamined |gharaptess sdiring oeatedngd/ din fihiengadypst em and
the conputer nane (sitel) contained in the URL http://sitel/index.htm to
be used by % hdQER &R Y s Etedmits dad@ fesivedt d-sad oxddhes $aMesol ver
whi ch resolves_the | P address fromthe conputer nane. Morre specifically, a

corr espondence’®o bt idth 43t 199 RdAs & shanged, Homtiiony disME% &% t he
conputer nane is registered in.a DNS (Domain Name Syst . Simlarly, a

Gonce HIGIBAT Ao i CRanAC SR SERLIGS, St a'th
gg:nr)ﬁ;sg?nzgn(r:]a d:(Sitt er2) cant %I ned _in UI%L tr}{‘}ep:/ iht e2/ti frig)(/ %mem gn ©
regi st ered. The 4t a epr osyﬁ ci'inr?g srfﬁreerﬁeins %o ré’&{n%r ed 6 g?& \ gntdlhe | P
adgress, of L n% i, RAH UG AUt Gt Sifh o SO AR Dt weer

- 24 the data verifylng system an ata pro system but it s

sufficientigf the data veyd fatidid oy PryBdas5Qlgv atldhan B address. The
conputer nane site2 may be registered only in an address resol ver

accessi bl e 5 giteadiednitdE taaMEu RS b BEIEAMY 43S dcepdadice Warth
resolving an I P address froma conputer nane. More specifically, a
correspondencettretdesten. t s [theaduless iamd driie eadmyt @RINafe thle tdakadat a
provi ding system may be stored only in DNS accessible 10 only by those
systens connectedthe tyre et idrek dE0A mEnt drenatseds| y, t he data veri fying
systemitself nmay manage correspondences between conputer nanmes of data

provi di ng systens and | ErdRask gfs a dasduviadaiey dst datong tsied ft Miay case,

the data requesting systemrequests 15 the data by using URL containing the

conput er netre ¥ ]fef%"-%%’(%?%éﬁ 5o 7 SSPHGA T ™ Geltdhe a requesting
oystem camot jesplye i | DN ER LN S S AR IR oot
of the data from the data providing system are compared to check
their coincidence.
A particular process to be executed when the
20 verification data cannot be acquired at the
verification data acquisition step may be determined.
If the verification data cannot be acquired,
it may be presumed that the validity of data was able
to be confirmed at the data verification step.
25 Alternatively, it may indicate explicitly that the
validity of data was able to be confirmed at the data

verification step. For example, a specific value

distinguishable from a hash value is registered as the



20 providing system Network settings for the data requesting system data
verifying system and data providi ng system nmay be nade in such a manner
that the same URL can be used without URL transform In this case, a 25
correspondence between the I P address of the data verifying systemand the
conputer name contained in URL is stored in the address resolver to which
the data requesting systemrefers, wherg@s-a correspondence - 25 Dbetween
the I P address of the data providing systemand the conputer nane contai ned
in URL is storedtiifiidatd caddiatss aesiolivverthieo daltiac wetlief idattd onesitlepl Ng system
refers . 5 1n both the cases that URL transformis necessary and it is
unnecessary, tusemdthiey lspeatidficomadatel,nd tt Imayd diea negaurded haty shem and
data providing systemas shown in Fig. 1 is established only through

i nvol vement ofvaliglidst @fvdlatfayiwag Sjpdteerno e tonifd rmedr.ef ore possible to
prevent the data requesting systemfrom acquiring data by bypassing the
data verifying system Aft g’-ﬂ”f%f"leo-'ényi,CEitﬁ@tneé?@t@f campsitc He aeandired.
configuration, |ogical connection by a network 15 instrunment such_as a
firewal | nmay B F&¥d RS POesumede thatndhie Vitdrddwnodt id3ga Wasdypgble
requesting system and ta providing system always .i nvolves the data
verifying sysf&ﬂ#ﬂeﬂﬁ? et d9 a&f%éﬁ §§IF$§6%&éPnf5Fe§0 r&?oﬁgﬁﬁg an | P
address from g _conmpuyter nane and _the details of a _network configuration are
wel | Cknown. by Gi0e f Rl tre e e s ong s or 2B At e AE R St o may

have data rel astt%cb tatq.éebz%% a'il-s@fiuhi%%dd%toa'bg':%er%%l e, the HTML data shown in

r

Fig. 4 has inage da e relate ata fo the base HTM. data. - 26

In Fig. 4, although the i Rgs d3laa 02 HeS pddeddels"@nRIS nOFilghe 1ase HTM
| - - r | . .

neml
data, the related data is not limted only to the |n5|ne I magé but it may

be any arbhid r aine §frEormdd. t he HIMerd®izatasn datbedvdahabitineyr el ated
data as well as the HTM. data can be verified. To this end, it Is necessary

to have i nfor maidgementdisaaip 13g 1t.hadtt Wi gluddeida whe thiee rteleat ed data of what
base data. For exanple, if the
verification data can be acquired. If not acquired,
the flow advances to the data verification step whereat
it is presumed that the validity of data was unable to
15 be confirmed.
A process of recording verification results
in a log file may be added.
A process of notifying verification results
to a predetermined administrator may be added depending
20 upon the contents of the verification results. A
process may be added which notifies an occurrence of
validity confirmation failure by using an e-mail when
the validity of data cannot be confirmed. The
predetermined administrator may be an administrator of
25 the data verifying system or a manager who bears the
responsibility for management of data with validity

confirmation failure. Instead of an e-mail or in

addition to an e-mail, other notifying methods may be



10 verification data includes an identifier of related data to be verified
along with an identifier of the data to be supplied, it is possible to know
a presence/ absence of the related data of the requested data and its
identifier. Nanely, the verification data 15 includes a URL of the related
data in correspondence with URL of the base HTM. data. A rel ated data
acquisition step and a related data verjdication step are added. In this
case, if the requested data contains related data, whether the 20 requested
data can be tn@esititted is judged by verifying even the related data. In
this case, the verification data has the structure such as shown in Fig. 7.
Ref erence nuneral 701 rdpr éhenbbodRlL embolddmen2’ daeadasnd veefi€éydnge nuner al
702 represents URL of the related data corresponding to URL of the base
data. Ref erencystemeead fadar ppovdding sysaeh exkudifferkotr svatemsdata. |f
a predeterm ned value (e.g., NULL) is - 27 registered as URL of the
rel at ed data, Hoseadieanc@ FdRgLgl SYGSeRepR¥s bRt ¥sgdhadyny ghuwhdrht REebase
data. At the verification step, the data verification step and data
provi si on st et AP RPaldeFeisafierdsedledr pf dada ¥rrdfdFasd8nshown in Fig.
3 is expanded to the step sho in Fig. 8. Simlar to the data verification
step 308 of tPFOGHATY) gﬁﬁbﬂﬁﬁgﬁ?}ngttg3585893533§a°§eF%PiQQFPon step 801,

the received %%&%ff%ﬁ%e%§gk%%'and a program (hereinafter called a

data provision program) for realizing the processes of
the data providing system. In this case, the data

10 requesting system transmits a request to the system
running the data verification program and data
provision program, and the data verification program
receives the request.

The data verification program transmits a

15 request to the data provision program.

The data provision program receives the
request from the data verification program, and
transmits data to the data verification program.

The data verification program receives the

20 data from the data provision program, and transmits the
data to the data requesting system.

The data requesting system receives the data
from the data verification program.

The data verification system may concurrently

25 execute a plurality of 0S's so that one 0S executes the
above-described processes of the data verification
system and a program running on another OS monitors

whether the processes of the data verifying system are



10 If the validity is confirned, the fl ow advances froma step 803 to a
step 804, whereas if not, the flow skips to a step 811. At the step 804 it
i s judged whether there is related data to be verified. 15 This judgenent
step judges whether there is related data still not verified. If there is
rel ated data to be verified, the flow advances to a step 805, whereas if
not, the flow skips to the step 811. At g related data request transm ssion
step 20 805, the data verifying systemrequests a piece of related data
still not veripertofmain ¢cdereat By provi di ng system The data providing
systemreceives this request (step 806) and transmts the requested data 25
(step 807). At a rel at edl'at@atacegatificat bpn 8985 temanajatconvairfenty syst em
receives the related data to be verified. - 28 At arelated data
verification sexecgod,atmburatbtyerf 95 g andtthe erodesses f ridlat ed data
received at the related data reception step 808. A verifying nmethod may be
a judgenent whédtrverikfigahien| sestim Arashlivided i brtappt ikReth T
received related data is coincident with a hash val ue

5 groups which are processed by at least two 0S's.

For example, the processes of the data
verifying system may be divided into an external
communication process group and another process group
including the verification step. These process groups

10 are executed by different OS's in cooperation with each
other so that transfer of only limited information is
possible. Therefore, even if the external
communication process of the data verifying system is
illegally attacked via a network, an attack against the

15 other process group including the verification step can
be hindered.

The processes may be speeded up by parallel
process operations of the data verifying system. For
example, the verification data acquisition step 303 and

20 the process group from the request transmission step
304 to the data reception step 307 may be executed in
parallel.

The processes may be speeded up by predicting
data to be requested from the data requesting system

25 and by acquiring in advance data from the data
providing system.

The verification data may be generated by the

data verifying system.



corresponding to the related data anong the verification data acquired at
the verification data acquisition step. 10 If the validity is confirned at

the related data verification step, i.e., if the hash val ues are coinci de,
the flowreturns froma step 810 to the step 804, whereas if the validity
is not confirmed, i.e., if the hash values are not coincide, the flow

advances to 15 the step 811 and to the step 309. If the validity is
confirmed at both the second data verification step 801 and rel ated data

verification step 809, hhaadat aaheggnyedyistem mhg Bat prokaded RBisustemis
transmtted to the data requesting 20 systemat the data provision step
309. If ther e degidaearswyesd fighitdiohy daaa 1ot beoakiguieddattt tkesecond dat a
verification step 801 or related data verification step 809, the data is
repl aced by pmveddifdcaitien data wogohsision tstep.25Theadsirat madagdnghe dat a
requesting system Alternatively, if there is data whose validity was not
confirnmed at tsiystescony densradsei theavieonficehi®nl detar endt w¢gdsters
verification step - 29 809, simlar to the first enbodi nent, HTTP
communi cat i%ond thdwdde dedadyexifydndswsysGesyst em and data verifying system
may be di sconnected or an HITP status may be transmtted. 5 At |east one
pi ece of the related daffenttBe"PRAGARG: STHF LERPHBYe SEPTFettPyi ng t he base

data. For exanple, .if qQne piece of the rel ated data of. the base data is

e data ¢ MeriEheas Lo% Batay Rag: thee veRfSLeRLIg CabAnAE of vor fying

URL of the base da 1Q_havi t.he i ma ata as.the_related data. The

i nformation 090\93#%& %60 vgﬂ%agg%alifnggggqﬁgt Ssllsr%ef“egtoﬁ )? to URL, but

ot her data nmay, Ef%@%i C%F%% %Gaﬁggi%gb esgg?responding to the base dat a,
bl'e peri-od.

a data size, and an availa n-el’éctronic signature nmay be

used for guaranteeing thgl 4hea RhRRTELGORYSRAPEYOre¥eEibH REthNEn
validity of base data was not falsified.
the data providing system.

As shown in Fig. 13, the data managing system
may be connected to the data verifylng system to
register data in the data providing system via the data

15 verifying system.

As shown in Fig. 14, the data managing system
may be connected to the data providing system to
register data in the data verifying system via the data
providing system.

20 As shown in Fig. 15, the data managing system
may be connected to the network 103 to register data in
the data verifying system. In this case, data is
registered in the data providing system via the data
verifying system.

25 As shown in Fig. 16, the data managing system
may be connected to the network 104 to store data in
the data verifying system and data providing system via

the network.



Accordingly, while the data verifying systemverifies base data, the data
requesting systemcan also 20 verify the validity of the base data in
accordance with the received base data and the rel ated data correspondi ng
to the informati on capable of verifying the validity of the base data. 3.
Third Enbodiment 25 In the third enbodi nent, a response speed is increased
by tenporarily storing data received fLrgm the data providing systemin the
data verifying system of - 30 the second enbodi nent. The request

transm ssion step 304, dehe HEERPEkON 63 end0V0 aAndadai e medé fneard o st ep
308 shown in Fig. 3 are expanded. 5 The data verifying systemis provided
with a receptiimstimtmectshe Fabl ex&MPlehoame twdik). 119s foumet Orsunch dad a
received fromthe data providing systemin correspondence with an

i dentifier andaaroeteptamd 4ifricrewall heay coelestnneciradi bstweestdpe 304, it
is 10 checked whether the data to be requested fromthe data providing
syst em exi st s data heerefepry ofysibem ardhdatabrequeoting syetefmt a does not
exist or if the reception tine of the data in the table is older than a
predeterm ned tinme, the Ha® 03equeerifEing o955 ¢0 dBRY dPa Franrgefht Y
providing system |f the proper data exists in the reception data cache
tabl e 900, the?R|3HNBRLAHEREOX °f hERYH AL REPY TGRS t BFS BYT WY Hdut

e (L0, ey 08! ot 3P eo ot e SR Bt PEPRLLONL SL B S0, fhnlS
exists in the éfE&EFiQP Q?tg-&égpebf the data providing system.
A communication protocol between the data

10 requesting system and data verifying system may be
different from that between the data verifying system
and data providing system. For example, the former
communication protocol may be a protocol called HTTPS
enciphered by a so-called SSL (Secure Socket Layer)

15 method, and the latter communication protocol may be
HTTP. A combination of communication protocols
different from this may also be used.

An identifier used when the data requesting
system requests data may be different from an

20 identifier used when the data verifying system requests
data from the data providing system. In this case, the
data verifying system performs a transform process to
absorb the difference between the identifiers.

More specifically, if the identifier is URL,

25 it is sufficient if the data verifying system can
transform URL contained in the request received at the
data verifying system into URL of the data providing

system. For example, the data verifying system



table 900. If the data does not exist or if the reception tinme of the data
in the table is older than 25 the predetermned tinme, the data is received
fromthe data providing system If the data exists in the reception data

cache table 900, the data in the reception data cache - 31 table 900 is
passed to the data verification step 308 wthout receiving the data. The
expansion of the data verification step;308 will be described with

reference to Fig. 8. 5 At the second data verification step 801, data is
verified. |If ttwamsfcrnss URIC e ark iy :omdinee airgy .omindl g e’y Siban ak t he
validity of the data is confirmed fromthe verification data, the data

al ong with URdatsa tresquedenitnd isgyrs tofm trhesqubattes alakaa imde iRIo£10 tine are
registered in the reception data cache table 900. Simlar to the request
transm ssi on drteyp 30461 tw2 Advslaselimeld tohatke ruspde sehetr dienidediaon step 805 it
I s checked whether the data to be requested fromthe data 15 providing

syst em exi st s verifiinecsmtianh niaue st vatafiromdie |dateh@upigdidges not
exist or if the reception time of the data in the table is older than the
predet er ni nfed $YSEEM+t he data request is transmitted to the data providing

system If the proper data 20 exists in the rec%g%ion_data cache tabl e 900,
the flow advances to theHd HEANERTD RREHRIDMNE &5 deshdadodm the

request reception step or in the request transmission
step.
A transform process of transforming URL to be
10 used for acquiring verification data may be added to
the verification data acquisition step, if the
verification data is managed by URL after transform.
Since the data is requested basing upon this
transform, a correspondence between the IP address of
15 the data verifying system and the computer name (sitel)
contained in the URL http://sitel/index.html to be used
by the data requesting system is registered in an
address resolver which resolves the IP address from the
computer name. More specifically, a correspondence
20 between the IP address of the verifying system and the
computer name is registered in a DNS (Domain Name
System).
Similarly, a correspondence between the IP
address of the data providing system and the computer
25 name (site2) contained in URL http://site2/index/html
is registered. The data providing system is not
required to resolve the IP address of the data

providing system to be used for communications between



transmtting the data request. At the data reception step 808, simlar to
the data reception step 307, it is checked whether the 25 data to be
requested fromthe data providing systemexists in the reception data cache
table 900. If the data exists in the table and the reception tinme of the
data is newer than the - 32 predetermned tinme, the data in the
reception data cache table 900 is passeglyto the related data verification
step 809 without transmtting the data request to the data providing
system Under e dateonadirtifgnihgisigitdmamd @ trbprevdesicld ke teandi tions,
the data is received fromthe data providing system By not receiving the
data, the prodess idf irecufifiingdrite Idatthel dahd e rdaftyd ny ewistieng syst em can
be omtted so that a | oad of processes can be reduced. 10 At the rel ated
data veri fi catiesplstesp 1860, IR lesldmssst.ed Thet coppiieredante tsidamayed dat a
reception step is verified. If the related data is received fromthe data
provi di ng systkemtzesi sterag|andivt rofan peldnsss agspdiver aosessiibded from t he
verification data, 15 the related data along with URL as the identifier of
the rel at ed d&tdYaRy diEdas icOPRYLRTSar @moig iness Fased viedgefidTon dat a
cache table 900. Qther processes are simlar to the second enbodi nent. The
verification rESAE IR PAHEaAEEss FTop ahiCOMPALET IAME- data at one URL

is once verified, the v ificatioqiof the data at this URL is not perforned

during a predetermn ned P Y ¥or &4 SPHSFTRORITTE LEHHEE N,y &
tili d. If t i t3f.] t t ti t
lrJelquleg'?s dat a él}lge I i f%edrc{efrﬁeg% ragln#)ﬁ]he%s%g)én uﬁ%épl%tm%at?gf &glee(r:l L{;(;%f] ![ Rg thsaem

VoL, YRR 0t P R e P 6 SRR

identifier transform process nay "be use

data refergncemily e tiRARPIdVIt SR ot daRie tHO detweril Qloed,
dependi ng upon which one of the identifiers is related to an identifier of

reception dat alterdtitvalllys, ¥Hd data verifying system itself may

manage correspondences between computer names of data
providing systems and IP addresses to realize a custom
DNS. 1In this case, the data requesting system reguests

15 the data by using URL containing the computer name of
the data verifying system. Since the data requesting
system cannot resolve the IP address from the computer
name of the data providing system, it cannot request
data by designating the computer name of the data

20 providing system.

Network settings for the data requesting
system, data verifying system and data providing system
may be made in such a manner that the same URL can be
used without URL transform. In this case, a

25 correspondence between the IP address of the data
verifying system and the computer name contained in URL
is stored in the address resolver to which the data

requesting system refers, whereas a correspondence



5 4. Fourth Enbodinment Simlar to the first enbodi nent, the fourth

enbodi nent uses the Wb system whose outline is showmn in Fig. 1 and the
data verifying system whose outline is shown in Fig. 2. 10 In this

enbodi ment, the processes by each system and data transfer between systens
are briefly illustrated in Fig. 10. The different point fromthe first
enbodi ment resides in that in the data ygri_fying system after a data
reception step 1006, a 15 verification data acquisition step 1007 is

performed and poewesnt hie alPaa@dr€ss f bEath@nast £PpAOPBIinvg PEY S BEmEsnd
Simlar to the first enbodi nent, at the verification acquisition step, the

verification doha @6mpoteespandi cogntainedeiri VR iegstesiedain behacquired
from a database, or a conbination of the second and third enbodi ments nmay
be i ncorporat egddress resvivent torwhhich htlse eddbai venifyirgesystenlat a
contains verification data for verifying 25 the received data. At the
verification deefemgquisition step, the verification data is acquired from
the received data. For exanple, the received data - 34 has an electronic
signature, and at the velRfPehRibhe dadseackrrti YRbntBaRpLoXmel| ectronic
signature is acquired fromthe received data. The data verification step
verifies the SPPEREFIEY AL albylfisPPRCenesarect FapiRe ¥t ure used as

interconnecting the data requesting system and data
providing system as shown in Fig. 1 is established only
through involvement of the data verifying system. It
10 is therefore possible to prevent the data requesting
system from acquiring data by bypassing the data
verifying system.
Alternatively, instead of physical network
configuration, logical connection by a network
15 instrument such as a firewall may be used so that the
network interconnecting the data requesting system and
data providing system always involves the data
verifying system.
The details of an address resolver for
20 resolving an IP address from a computer name and the
details of a network configuration are well known by

those skilled in the art.

2. Second Embodiment
HTML data may have data related to base HTML
25 data. For example, the HTML data shown in Fig. 4 has
image data 402 as the related data to the base HTML

data.



the verification data. The details of acquiring an el ectronic signature
fromdata and verifying the data by using the electronic signature are well
known by those skilled in 10 the art. 5. Fifth Enbodinent In the fifth
enbodi nent, as shown in Fig. 11, a load distributing system 1105 is
installed in a network interconnecting a data requesting system 1100 15 and
data verifying systens 1101. The | oad. djgtributing systemis connected to a
plurality of data verifying systens 1101 connecting data providing systens
1102. Upon reception of Ia raquest, falamduyd dalen imddgec Fatag 49@stiemant he | oad
distributing system 20 transfers this request to one of the data verifying
systens i n acdm-ddmee iwagle afprihedebasa HIMLC dattar,i dhe Uedatedcdatiaon of
data fromthe data verifying system the load distributing systemtransfers
the data to tHe aata Ligddest iomd ysyst dine 2% -Wice dmadet dufi ddd mayt ei s
received fromthe data verifying systemin response to a request, this
request is reaM¥agdditiradn daddot her data verifying - 35 systemin
accordance with a predeterm ned criterion. The details of the | oad

di stributifg system ar e Ifelthex HGME Bptahdss srelioted datehet®et. The data
embod mont | n TSRS 9 R 5 gor She HIML data Canlne’ YeFTeded. " TSt

To this end, it is necessary to have
information indicating that which data is the related
data of what base data. For example, 1f the

10 wverification data includes an identifier of related
data to be verified along with an identifier of the
data to be supplied, it is possible to know a
presence/absence of the related data of the requested
data and its identifier. Namely, the verification data

15 includes a URL of the related data in correspondence
with URL of the base HTML data.

A related data acquisition step and a related
data verification step are added. In this case, if the
requested data contains related data, whether the

20 requested data can be transmitted is judged by
verifying even the related data.

In this case, the verification data has the
structure such as shown in Fig. 7.

Reference numeral 701 represents URL of base

25 data, and reference numeral 702 represents URL of the
related data corresponding to URL of the base data.
Reference numeral 703 represents a hash value of the

related data. If a predetermined value (e.g., NULL) is



A request is received not fromthe data requesting systembut fromthe | oad
distributing system and data is transmitted not to the data 10 requesting
systembut to the load distributing system If the validity of data cannot
be confirned at the data verification step, the load distributing system
transmts request re-transfer condition data to another data verifying
system 15 For exanple, of the data whigh is transmtted when the validity
cannot be confirnmed in the first enbodinment, the data matching the

j udgenent cri tRgigtedled ke lRad of Theel Relliateadssitan refleransd tted. One
exanpl e of such data is an HITP status 20 indicating that the data cannot

be transm ttedumBraldgna lrepiiesehe st wohash Galaet ofbehler dase datd.when t he
validity cannot be confirmed are well known by those skilled in the art of
| oad distributing systedt the FerSifichtEonoditepnt the daita enbodi nent,

enci phered data is transmtted fromthe data providing systemto the data
- 36 request ivegidjicadihonAlsttiepuginda deitphproyystiom IsyepSares expandpd.way of
exanpl e, other cipher systens may al so be used. Simlar to the first

enmbodi ment 3 t he si xth 5T&ehd@itReverdfdsationnsiepy S08mshieyae isufiigne is
shown in Fig. 1 and the data verifying system whose outline s shown in Fig.
2. Different poilft £3PPGHechdor ithey Sél%’oéa(’m?ﬁt ipedi@e Bn that the data
verifying system perforns an ci pher paraneter prqocess prior to the data 10
transnissi on request, tReTddRE F&r ithei 1§ tey YeEhtrieadivas s¢rbi fR&r 88 dat a
and deci phers and verifies it. and the data verifying systemtransmts
enci pher ed dat&e F&r§§LFW§°SﬁEFnﬁar3ﬁeFeF§°8P gf%ﬁa%&éﬁ%fgaE&PBre t he
start of ciphes co ni i Qn. .S ener l.l ed hand shaki ng.
During hand s%&f@hgﬁqfhgﬁﬁé?%cgﬁgbﬁdF%&gsggtg##égg%géta requesti ng system
each genengte a random Rynhel LRA1HEEARSMIL Cbonled ki@, PRHENEHow20 A public

key certificate of the data providing systemis transmtted to the data
requesti ng sysid®@nces from a step 803 to a step 804, whereas if not,
the flow skips to a step 811.
At the step 804 it is judged whether there is
related data to be verified.
15 This judgement step judges whether there is
related data still not verified. If there is related
data to be verified, the flow advances to a step 805,
whereas if not, the flow skips to the step 811.
At a related data request transmission step
20 805, the data verifyling system requests a piece of
related data still not verified from the data providing
system.
The data providing system receives this
request (step 806) and transmits the requested data
25 (step 807).
At a related data reception step 808, the

data verifying system receives the related data to be

verified.



The data requesting systemtransmts a nunerical val ue based on which a

ci pher key for the 25 cipher systemis calculated. This nunerical value is
transmtted after it is enciphered by the public key of the data providing
system Therefore, the nunerical value is transmtted in a secret state
from ot hers - 37 excepting the data providing system having a private
key corresponding to the public key. Inygder to performa verification
process in cipher conmuni cations, the data verifying systemhas 5 the
private key correspondi ngtta tBeapull datkeyerstoe@siohpheeppaoaetiess
exchanged by hand shaking and verifies data by deciphering information
exchanged duri dgtai pbeifganmusiysatmoneribiessprei tetatey, ddvuai ng hand
shaki ng between the data providing system and data 10 requesting system
the data veri f yeogivedt amn thansédasednflatanrecapbibneshepo8f8t he syst ens.
During this information transfer, the data verifying system stores random
nunbers transmtted fronhbyehiféngymetshedi mayt besaoiudgenent. wiither

enci phered nunerical value 15 transmitted fromthe data requesting system
to the dataSpravharhgvajseerfi 3 Baehphurefip) aBPh§eRhEopERgaFTeCREYedf a
data transfer system.in the data verifying systemand stored in the storage
area. By usinngﬁ@§§dtﬁﬁtPaﬁﬂoﬁ?ﬁﬂﬁﬁ@?§tawatghé BaghpketB8 nunerical val ue,

the 20 data verif ing s&ste cak ul at es tae ci pher key to be used for
ci pher connuniESF%Sﬁ BY948Png°a ﬁﬁtﬁﬁgag? pﬂ?ggeamBQQS © These val ues may
be st d i ith ' 1D f identifyi
cormuni cat i on JB-EBeaRSRONATELE PRATET BHeR tkBhor 5obELnEattPBr B Bher

i cati i . j.nf ti t her than the ciph key in th
ctorage arca mgaeoarBhrgEab et &1 o of hand shaki ng commng cati on.

SSL procesggs - 38 anderghat yQNih9td $8S8bAP1Rear §tWeht kooupedy those
skilled in the art. Simlar to the processes of the data requesting system

the data requeghtBgveysEeantiendatap? Rrevi difgtE¥SheBhCahtubat grei pher
keys to use them for ciphering and enci phering during cipher

communi cat i onscoTheidat ather Eilgwngesushentdeni phetspc8pbetedthaf stemti on by
using the cal cul ated ci pher key to performthe verification process. By
deci phering th8040 whevesat l&nthecevalédily fhenotqoesfirmeéptioa.step, URL
of requested data is acquired. At the request transm ssion step, the data
verifying syst &kt hagbnvadupreagachphecedincédaesthecEdpveadvanaes hkodat a
requesting systemto the data _providing system 15 At the data reception
step, the datatherptgPngliyeprdntretBprvEEePhéO8nci phered data transnitted

(rom e data provid 10 SYS ol 0,408,048 KERELLRSH! 2B BOER, ch°, Sale
I e TS T R
systemis trangBiik¢dat@ohNetdpt 80660¢Ra! HAYaSY¥8EEMed from the data
providing system is transmitted to the data requesting
20 system at the data provision step 309.

If there is data whose validity was not
confirmed at the second data verification step 801 or
related data verification step 809, the data is
replaced by predetermined data which is in turn

25 transmitted to the data requesting system.

Alternatively, if there is data whose

validity was not confirmed at the second data

verification step 801 or related data verification step



25 If the validity of the data cannot be confirmed at the data verification
step and predeterm ned data replaced with the data is to be transmtted to
the data requesting system or if an - 39 HITP status indicating that
the data cannot be transmtted is to be transmtted, the predeterm ned data
or HITP status enciphered by the cipher key is transmtted. 5 A conbi nation
of any enbodi nents may be used. Accordifg to the invention, falsified data
and secret data are prevented frombeing presented to a data requesting
system It sha@dd, beinildmero wierRimad dybddiesatl,0 HgkiH | ed in the art that
al t hough the foregoing description has been made on enbodi nents of the
i nvention, theomwenitcadiidrss roEtwden tidk tdedree trecared hiarg cys telm@mgpeds and
nodi fications may be made wi thout departing fromthe spirit of the
i nventi on and data Menidpaofstdtemppandsd dlsdamected 4 anHATTPS CLAI MED
IS: 1. A data verifying nethod for a data verifying systemfor verifying
data to be tra#fEtius gy rhamtrananl tgiesl+ di ng systemin response to a
request, the nmethod conprising: a request receiving step of receiving a
data request including & ilfafY Qe Reanqefddiie MRt seta 8gveds ng
system a verification data acquiri ngv step of %i ring verification data
0%y StRNG r

i n accor dance MENMH SRR RaASS X -ep FOF
transmtting a supply request for the requeste tatot data providi ng
systemin resp%ﬁ?ﬁﬁl%' tHe YEc AWV rogqt]:j% ;realagﬁetdcg ‘faet@eiqﬁﬁé’estbé‘ﬁeof
receiving the lied a s, L.t rovi.ding systemin
res ponsegt ot hée&%gplpﬁesl"rga:&qeueésa{tfw'argdla]tsgq'\ﬁa%(‘fe;ny#%% g@éﬁ k%'fvcév(g:(riillef 3i né t he

supplied data SEesidR A b IAldE [REA 20400 TP I AR YaARneR el LD The

verification dlata; and a data transm ssion controlling step of controlling

data transfg sffde (e Gide IRAEHd ThSURRBL @aeor dance with a
verification result at said data verifying step. 2. A data verifying nethod

according to claiml, wheiihfdnaerdd icRtveat fMalry atiivad igatacae dance
with the identifier contains data capable of verifying that the supplied
data was not fredtsiXineiked onl4d tc3.URL dajwet \ocethefry idegarmiayobeawse@ddi ng t o
claim1, wherein: said data verifying step is a step of judgi ng whether the
suppl i ed dat a sech les redquest ethld orpesponding to the base data, a

data size, and an available period.

15 An electronic signature may be used for
guaranteeing that the information capable of verifying
the validity of base data was not falsified.

Accordingly, while the data verifying system
verifies base data, the data requesting system can also

20 wverify the validity of the base data in accordance with
the received base data and the related data
corresponding to the information capable of verifying

the validity of the base data.

3. Third Embodiment
25 In the third embodiment, a response speed is
increased by temporarily storing data received from the

data providing system in the data verifying system of



said data transm ssion controlling step includes a step of transmtting the
supplied data if the verification result indicates that the supplied data
is the requested data, and not transmtting the supplied data if the
verification result indicates that the supplied data is different fromthe
requested data. 4. A data verifying nethod according to claim3, wherein
said data transmtting step further conpgises: a step of transmtting
notice data for notifying that the requested data cannot be transmtted, if
the verificatitihe reesadrid iembadiresnt hat the supplied data is different from
the requested data. 5. A data verifying nethod according to claim3,

wherei n said data transriitid iregredsep foarswelrs scienpra tegs .30 ,s tdek aof
transmtting substitute data for the requested data, if the verification
resul t indi cateecapiaton eteppil1 exhdatatd yediifffigradritonf sdrapt 130 & sipoest ed
data. 6. A data verifying nethod according to claim1l1, wherein the
verification ddt &bntdhidee is¥adadon for verifying related data to be
verified along with the supplied data to be transnmitted and correspondi ng
to the idemifier. 7. AThf a4 i8hiH{yIRa Fod ot ddidpisted ailkbea - 42

wherein: said data receiving st further comrises, a_rel ated. data
acquiring st efF SicRERH \ﬁ/ (RS LA e c?é)[oa%“ﬁ’e We il -ed %Iodfng with the

Fur her - compr iSEE S A b T o oo 9B R 4 O b B i ¢
2 step of traronerinpPbE T HP AR, B A e s el o o

acquired as the rel ated gatg,e Jd t ﬁ}ﬁs'?ﬂfééﬂgx the s Wl i aq é{gt aif the

related data is different fromdata to be acquired as the rel ated data. 8.

A data verid yidubdRid GtheXxafy HHY defr L1t Mel rattiRida tfrons Wi idadat a
received fromthe data providing systemis stored in correspondence with

the identifierprdridimatsysadn fasing sTeirhatheceweptiprd @atdanicache wherei n
the supplied data is stored in correspondence with the identifier, if the
verification rieshille 900l catfesthidhatattehelaaspplatedxdatta ars ittheheequest ed dat a.
10. A data verifying nethod according to claim9, wherein said request
transmitting stegentslionpttidmef dde fdatee gt dihed taRd iled oddlexr daansfa es a
predeterm ned condition. 11. A data verifying nethod according to claim?7,
wherei n the r @ERIRFTNINEE Ghms edhen G egBifRdnds transmitfed, tohe

identifier_if the related data satisfies a predeterm ned condition. 12. A
data veri {37 ng oI REDFARE (YIS m AL Vi STOREH dlata Arod tdat a

acquiring st epiri1 stglpo_treegeeplc%{oerg\agttat hceacﬁ{ orteackfeelgqﬁoed t%%t afls%;i sfies a

predet er m ned "con i"on. a TS ying et hdd accordl ng to claiml,

wherein sai d dgdpaysdd fod %étﬂgqégéﬁ&p%%@&fgﬁmborocessed in a

predet erm ned manner. 14. A data verifyl ng net to claim13,

wherein the supddsh @iy PR e ddpaedy edet ermi ned manner has a
predeterm ned portion of the supplied data renoved.

At the data reception step 307, it is checked
20 whether the data to be requested from the data
providing system exists in the reception data cache
table 900.
If the data does not exist or if the
reception time of the data in the table is older than
25 the predetermined time, the data is received from the
data providing system.
If the data exists in the reception data

cache table 900, the data in the reception data cache



15. A data verifying nmethod according to claim11, wherein a conmmunication
protocol for the data requesting systemis different froma comrunication
protocol for the data providing system 16. A data verifying nmethod
according to claiml1l, wherein if data to be transmtted fromthe data
providing systemto the data requesting systemis to be enci phered, the
data verifying systemis provided with 4pformation necessary for

crypt ography possessed by the data providing system and the data verifying
syst em deci pheadlieh®oandisphaseeddand thensaitht edrdgtiaatioaceeegasoe with the
i nformati on necessary for cryptography and verifies the deci phered data.

17. A dat a vemiifthiond neideddiagcdhei dgtao cl ai m 16, wherein the information
necessary for cryptography - 44 is a cipher key. 18. A data verifying
met hod according to cl aiTinel xpansdenn ofhéhei ghér keyiifdcatponvatepkey of
public key cryptography. 19. A data verifying nmethod according to claim17,
wherei n: the BeBowidili be Wesezrdded wdthcrefeagnaphfoi EigxcBanged bet ween
the data requesting systemand the data providing system during the

i nformati o® exchange, tR& dheaseeqndsdptg ypFi&dcasdPphetsPaBOileast one

pi ece of the information necessary for cr¥g;qgraphy key

> _gy usin% t he ci pher
of the data pP&Feditfy V&Fdtdwdand Itr ARemdetendSt RECEAYPAnEFEl thfor mati on:
the data verifying syst.em deciphers the_ encipher an ansm tted
nfor mati on byATE R AL REP LRy 2o Sl CRg Uy Bkt SGePREDI G system
and stores th i i nf.ormati Qn.. a nci_phet. a ransmtted
thereafter is%ﬁggﬁﬁﬁgggggﬁ§lFﬁgngFggg&cggnghgggg’iEﬂgrgggFo%iohg. A dat a
verifying net a r din 0 ;Gl.al ehkN ghltal ver i.Li I resul t
i ndi cates tha?qgﬁé%@%bgﬁiggkdéggahgkﬁgg ﬁgqﬁegpgékgaggé ?hgggggﬁ%ﬁgred
suppl i ed daf a tlifRNePd koG ilt@Peinendaha ReevbdiBg d%theBhbhel £aB3AItTed tO
the data requesting system 21. A data verifying nmethod according to claim
16, wherein ifoolphe verification result indicates that the supplied data is
different fromthe requested data, - 45 notice data for notifying that
t he requested data cann@&imidatrr &oshiet edqueseéntirphemédsinonastepdande with
the information necessary for cryptography and transmtted. 22. A data
veri fying net ladd thec arediatgd datlaainequestwiteaasmilissiphe stepi B06atktohsr esul t
i ndicates that the supplied data is different fromthe requested data,
substitute dachecked hethegedhed d@dna tios bensrgHessgdi Arapcbhgafdéanith the

i nformati qn necessary for czﬁgto raphy and transmtted.

23. A data
veri fyi ng 12y sPHAVAG NG SYEf &t dpdher ZRSFPELER ARbM §2858a provi ding
systemin respaonse ar t, conprjsing: .request receiying neans for
receiving a dgFﬁﬁf%éﬁ§§t ﬁﬁgﬁ§& ﬂ&ggndpﬁgn%PFigﬁlE% Pﬁel§a¥§efron1a dat a
requesting sy i fi.cati.gn t qyi.ri .Qr i
verification a?%kvﬁgéké%? aﬁ%et%?t%aﬁﬁéqbdgﬁgi??%?? ﬁgqaggggt?gﬁgnitting
neans for trans@ tidae 2 radkRlay tiglUesthef Aathhech@adestad tdahamietbhe data

provi ding systemin response to the received request;

to the data providing system. If the proper data

20 exists in the reception data cache table 900, the flow
advances to the related data reception step 808 without
transmitting the data request.

At the data reception step 808, similar to

the data reception step 307, it i1s checked whether the

25 data to be requested from the data providing system
exists in the reception data cache table 900.

If the data exists in the table and the

reception time of the data is newer than the



data receiving neans for receiving the supplied data transmtted fromthe
data providing systemin response to the supply request; data verifying
means for verifying the supplied data received by said data receiving neans
in accordance with the verification data; and - 46 data transm ssion
controlling nmeans for controlling data transm ssion to the data requesting
systemin accordance with a verificaticogyesult by said data verifying
means. 24. A data verifying programfor verifying data to be transnmtted
froma data prpredengrayatdntimer eshendaetaoin tkquesteptben pdagsam bei ng
read and executed by a conputer to configure neans for executing follow ng
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requesting sysvenificatsiprni ghepoflfavitheqti tragsmitpling tleudatag
verification data in accordance with the ident if ier ; a request
transmtting sFeguestt tanshet dphg Brevip@ingreyseen. f o¥ndee ¥kQuested data
to the data prOV|d|ng systemin response to the recejved request; a data
recei ving sPepcepd FE&@P§|ﬂ@h?ﬁetgﬁBth%daﬁﬁY% desrEiPed ceoRdbb B dat a
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Tove ()1 1o¢é%§‘s’éire§&%%§e% tﬁ%%%%st@w%{%mﬁiﬁfhé g3 AR ™
10%ReRE () -3 16 18 UEAR T He %%9 RO BT 0 oo ()
4 10%& () - is shown in Fig.

10 In this embodiment, the processes by each
system and data transfer between systems are briefly
illustrated in Fig. 10. The different point from the
first embodiment resides in that in the data verifying
system, after a data reception step 1006, a

15 verification data acquisition step 1007 is performed
and thereafter a data verification step 1008 is
performed.

Similar to the first embodiment, at the
verification acquisition step, the verification data

20 corresponding to a received request may be acquired
from a database, or a combination of the second and
third embodiments may be incorporated.

In a modification of this embodiment,
received data contains verification data for verifying

25 the received data. At the verification data
acquisition step, the verification data is acquired

from the received data. For example, the received data
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acquired from the received data.

The data verification step verifies the

5 received data by using the electronic signature used as

the verification data.

The details of acquiring an electronic

signature from data and verifying the data by using the

electronic signature are well known by those skilled in

10 the art.

5. Fifth Embodiment

In the fifth embodiment, as shown in Fig. 11,

a load distributing system 1105 is installed in a

network interconnecting a data requesting system 1100

15 and data verifying systems 1101. The load distributing

system is connected to a plurality of data verifying

systems 1101 connecting data providing systems 1102.

Upon reception of a request from the data

requesting system, the load distributing system

20 transfers this request to one of the data verifying

systems in accordance with a predetermined criterion.

Upon reception of data from the data verifying system,

the load distributing system transfers the data to the

data requesting system.

25 When predetermined data is received from the

data verifying system in response to a request, this

request is re-transferred to another data verifying
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data verifying system.

15 For example, of the data which is transmitted
when the validity cannot be confirmed in the first
embodiment, the data matching the judgement criterion
of the load distributing system is transmitted.

One example of such data is an HTTP status

20 indicating that the data cannot be transmitted.

The details of the type of data to be
transmitted when the validity cannot be confirmed are

well known by those skilled in the art of load

distributing systems.

25 6. Sixth Embodiment
In this embodiment, enciphered data is

transmitted from the data providing system to the data
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embodiment reside in that the data verifying system
performs an cipher parameter process prior to the data

10 transmission request, the data verifying system
receives enciphered data and deciphers and verifies it,
and the data verifying system transmits enciphered
data.

In SSL, cipher parameters are exchanged

15 before the start of cipher communication. This is
generally called hand shaking. During hand shaking,
the data providing system and data requesting system
each generate a random number to transmit it to the
partner.

20 A public key certificate of the data
providing system is transmitted to the data requesting
system.

The data requesting system transmits a
numerical value based on which a cipher key for the

25 cipher system is calculated. This numerical value is
transmitted after it is enciphered by the public key of
the data providing system. Therefore, the numerical

value is transmitted in a secret state from others
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cipher communications, the data verifying system has
5 the private key corresponding to the public key, stores
cipher parameters exchanged by hand shaking and
verifies data by deciphering information exchanged
during cipher communication. More specifically, during
hand shaking between the data providing system and data
10 requesting system, the data verifying system transfers
information between both the systems. During this
information transfer, the data verifying system stores
random numbers transmitted from both the systems in its
storage area. The enciphered numerical value
15 transmitted from the data requesting system to the data
providing system is deciphered by using the private key
of a data transfer system in the data verifying system
and stored in the storage area. By using these two
random numbers and the deciphered numerical value, the
20 data verifying system calculates the cipher key to be
used for cipher communication by using a method
stipulated by SSL.
These values may be stored in correspondence
with a session ID for identifying a communication
25 session. After the cipher key to be used for cipher
communication is calculated, information other than the

cipher key in the storage area may be discarded. The

details of hand shaking communication, SSL processes
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perform the verification process. By deciphering the

10 information received at the request reception step, URL
of requested data is acquired. At the request
transmission step, the data verifying system transmits
the enciphered request received from the data
requesting system to the data providing system.

15 At the data reception step, the data
verifying system receives the enciphered data
transmitted from he data providing system. At the data
verification step, the data verifying system deciphers
the received data, and verifies it to judge the

20 wvalidity of the data.

When the data is transmitted at the data
transmission step, the enciphered data received from
the data providing system is transmitted to the data
requesting system.

25 If the validity of the data cannot be
confirmed at the data verification step and
predetermined data replaced with the data is to be

transmitted to the data requesting system, or if an
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transmitted.

5 A combination of any embodiments may be used.
According to the invention, falsified data
and secret data are prevented from being presented to a
data requesting system.
It should be further understood by those
10 skilled in the art that although the foregoing
description has been made on embodiments of the
invention, the invention is not limited thereto and
various changes and modifications may be made without
departing from the spirit of the invention and the

15 scope of the appended claims.
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providing system in response to a request, the method
comprising:

a request receiving step of receiving a data
request including an identifier of the data from a data
requesting system;

a verification data acquiring step of
acquiring verification data in accordance with the
identifier;

a request transmitting step of transmitting a
supply request for the requested data to the data
providing system in response to the received request;

a data receiving step of receiving the
supplied data transmitted from the data providing
system in response to the supply request:

a data verifying step of verifying the
supplied data received at said data receiving step in
accordance with the verification data; and

a data transmission controlling step of
controlling data transmission to the data requesting
system in accordance with a verification result at said
data verifying step.

2. A data verifying method according to claim 1,
wherein the verification data acquired in accordance

with the identifier contains data capable of verifying

that the supplied data was not falsified.
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whether the supplied data is the requested data:; and
said data transmission controlling step
includes a step of transmitting the supplied data if
the verification result indicates that the supplied
data is the requested data, and not transmitting the
supplied data if the verification result indicates that
the supplied data is different from the requested data.
4. A data verifying method according to claim 3,
wherein said data transmitting step further comprises:
a step of transmitting notice data for
notifying that the requested data cannot be
transmitted, if the verification result indicates that
the supplied data is different from the requested data.
5. A data verifying method according to claim 3,
wherein said data transmitting step further comprises:
a step of transmitting substitute data for
the requested data, if the verification result
indicates that the supplied data is different from the
requested data.
6. A data verifying method according to claim 1,
wherein the verification data contains information for
verifying related data to be verified along with the
supplied data to be transmitted and corresponding to

the identifier.

7. A data verifying method according to claim 6,
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sald data verifying step further comprises a
step of verifying the related data in accordance with
the verification data; and
sald data transmission controlling step
includes a step of transmitting the supplied data if
the related data is data to be acquired as the related
data, and not transmitting the supplied data if the
related data is different from data to be acquired as
the related data.
8. A data verifying method according to claim 1,
wherein the supplied data received from the data
providing system is stored in correspondence with the
identifier.
9. A data verifying method according to claim 3,
wherein the supplied data is stored in correspondence
with the identifier, if the verification result
indicates that the supplied data is the requested data.
10. A data verifying method according to claim 9,
wherein said request transmitting step is not executed
if the stored supplied data satisfies a predetermined
condition.

11. A data verifying method according to claim 7,

wherein the related data is stored in correspondence
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wherein said related ddata acquiring step is not
executed if the stored related data satisfies a
predetermined condition.
13. A data verifying method according to claim 1,
wherein said data verifying step verifies the supplied
data processed in a predetermined manner.
14. A data verifying method according to claim
13, wherein the supplied data processed in a
predetermined manner has a predetermined portion of the
supplied data removed.
15. A data verifying method according to claim 1,
wherein a communication protocol for the data
requesting system is different from a communication
protocol for the data providing system.
16. A data verifying method according to claim 1,
wherein if data to be transmitted from the data
providing system to the data requesting system is to be
enciphered, the data verifying system is provided with
information necessary for cryptography possessed by the
data providing system, and the data verifying system
deciphers the enciphered and transmitted data in
accordance with the information necessary for
cryptography and verifies the deciphered data.

17. A data verifying method according to claim

16, wherein the information necessary for cryptography
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19. A data verifying method according to claim
17, wherein:
the information necessary for cryptography is
exchanged between the data requesting system and the
data providing system;
during the information exchange, the data
requesting system enciphers at least one piece of the
information necessary for cryptography by using the
cipher key of the data providing system and
transmitting the enciphered information;
the data verifying system deciphers the
enciphered and transmitted information by using the
cipher key provided to the data verifying system and
stores the deciphered information; and
data enciphered and transmitted thereafter is
deciphered by the stored deciphered information.
20. A data verifying method according to claim
16, wherein if the verification result indicates that
the supplled data is the requested data, the enciphered
supplied data transmitted from the data providing
system is transmitted to the data requesting system.
21. A data verifying method according to claim

16, wherein if the verification result indicates that

the supplied data is different from the requested data,
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the supplied data is different from the requested data,

substitute data for the requested data is
enciphered in accordance with the information necessary
for cryptography and transmitted.
23. A data verifying system for verifying data to
be transmitted from a data providing system in response
to a request, comprising:

request receiving means for receiving a data
request including an identifier of the data from a data
requesting system;

verification data acquiring means for
acquiring verification data in accordance with the
identifier;

request transmitting means for transmitting a
supply request for the requested data to the data
providing system in response to the received request;

data receiving means for receiving the
supplied data transmitted from the data providing
system in response to the supply request;

data verifying means for verifying the
supplied data received by said data receiving means in

accordance with the verification data; and
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data transmission controlling means for
controlling data transmission to the data requesting
system in accordance with a verification result by said
data verifying means.

24, A data verifying program for verifying data
to be transmitted from a data providing system in
response to a request, the program being read and
executed by a computer to configure means for executing
following steps on the computer, the steps comprising:

a request receiving step of receiving a data
request including an identifier of the data from a data
requesting system;

a verification data acquiring step of
acquiring verification data in accordance with the
identifier;

a request transmitting step of transmitting a
supply request for the requested data to the data
providing system in response to the received request;

a data receiving step of receiving the
supplied data transmitted from the data providing
system in response to the supply request;

a data verifying step of verifying the
supplied data received at said data receiving step in
accordance with the verification data; and

a data transmission controlling step of
controlling data transmission to the data requesting
system in accordance with a verification result at said

data verifying step.



