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ASSIGN SECRET LABELS
(GARBLED VALUES) TO TRUE
AND FALSE FOR EACH WIRE

OF BOOLEAN GATE
206

ENCRYPT OQUTPUT WIRE
LABELS USING INPUT WIRE
LABELS AS CRYPTOGRAPHIC
KEYS
o210

1O EVALUATE, DECRYPT
ENCRYPTED QUTPUT WIRE
LABELS USING INPUT LABELS
o214

SUBSTITUTE VALUES FOR
RESULTING LABELS
S218
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KEY MANAGEMENT COMPUTER RETRIEVES CRYPTOGRAPRIC KEY FROM HARDWARE
SECURITY MODULE
S502

KEY MANAGEMENT COMPUTER GENERATES FIRST KEY SHARE AND SECOND KEY
SHARE
5504

KEY MANAGEMENT COMPUTER TRANSMITS FIRST KEY SHARE AND SECOND KEY
SHARE TO FIRST COMPUTER NODE AND SECOND COMPUTER NODE
o208

FIRST COMPUTER NOBDE RECEIVES INITIAL MESSAGE FROM CLIENT COMPUTER
o508

FIRST COMPUTER NODE TRANSMITS INITIAL MESSAGE TO SECOND COMPUTER NODE
S510

FIRST COMPUTER NODE GENERATES GARBLED CIRCUIT, GARBLED FIRST KEY SHARE,
AND GARBLED MESSAGE
S512

SECOND COMPUTER NODE GENERATES GARBLED CIRCUIT, GARBLED FIRST KEY
SHARE, AND GARBLED MESSAGE
S514

FIRST COMPUTER NODE TRANSMITS GARBLED CIRCUIT, GARBLED FIRST KEY SHARE,
AND GARBLED MESSAGE 1O THIRD COMPUTER NODE
S516

SECOND COMPUTER NODE TRANSMITS GARBLED CIRCUIT, GARBLED SECOND KEY
SHARE, AND GARBLED MESSAGE TO THIRD COMPUTER NODE
59018

THIRD COMPUTER NODE COMPARES GARBLED CIRCUITS AND GARBLED MESSAGES
o520

THIRD COMPUTER NODE GENERATES A SUBSEQUENT MESSAGE USING THE GARBLED
CIRCUIT, GARBLED MESSAGE, AND GARBLED FIRST AND SECOND KEY SHARES
o522

THIRD COMPUTER NODE TRANSMITS SUBSEQUENT MESSAGE TO THE FIRST
COMPUTER NODE
S524

FIRST COMPUTER NODE TRANSMITS SUBSEQUENT MESSAGE OR A DERIVATIVE
THEREOF TO THE CLIENT COMPUTER
S526

FIG. 5
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KEY MANAGEMENT COMPUTER RETRIEVES CRYPTOGRAPRHIC KEY FROM HARDWARE
SECURITY MODULE
S/02

KEY MANAGEMENT COMPUTER GENERATES FIRST KEY SHARE AND SECOND KEY
SHARE
o/04

KEY MANAGEMENT COMPUTER TRANSMITS FIRST KEY SHARE AND SECOND KEY
SHARE TO FIRST KEY SHARE DATABASE AND SECOND KEY SHARE DATABASE
>/086

FIRST COMPUTER NODE RETRIEVES FIRST KEY SHARE FROM FIRST KEY SHARE
DATABASE
S/708

SECOND COMPUTER NODE RETRIEVES SECOND KEY SHARE FROM SECOND KEY
SHARE DATABASE
S/10

FIRST COMPUTER NODE RECEIVES INITIAL MESSAGE FROM CLIENT COMPUTER
S712

FIRST COMPUTER NODE TRANSMITS INITIAL MESSAGE TO SECOND COMPUTER NODE
S714

FIRST COMPUTER NODE GENERATES GARBLED CIRCUIT, GARBLED FIRST KEY SHARE,
AND GARBLED MESSAGE
S716

FIG. 7A
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SECOND COMPUTER NODE GENERATES GARBLED CIRCUIT, GARBLED FIRST KEY
SHARE, AND GARBLED MESSAGE
o/ 18

FIRST COMPUTER NODE TRANSMITS GARBLED CIRCUIT, GARBLED FIRST KEY SHARE,
AND GARBLED MESSAGE 10O THIRD COMPUTER NODE
o720

SECOND COMPUTER NODE TRANSMITS GARBLED CIRCUIT, GARBLED SECOND KEY
SHARE, AND GARBLED MESSAGE TO THIRD COMPUTER NODE
S22

THIRD COMPUTER NODE COMPARES GARBLED CIRCUITS AND GARBLED MESSAGES
S724

THIRD COMPUTER NODE GENERATES A SUBSEQUENT MESSAGE USING THE GARBLED
CIRCUIT, GARBLED MESSAGE, AND GARBLED FIRST AND SECOND KEY SHARES
S726

THIRD COMPUTER NODE TRANSMITS SUBSEQUENT MESSAGE TO THE FIRST
COMPUTER NODE
S/728

FIRST COMPUTER NODE TRANSMITS SUBSEQUENT MESSAGE OR A DERIVATIVE
THEREOF TO THE CLIENT COMPUTER
S730

FIG. 7B
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