METHOD AND SYSTEM FOR PROVI DI NG ADAPTI VE STATI STI CAL AND TI ME BASED QUALI TY
OF SERVI CE OVER A NETWORK Field of the Invention 5This invention relates to
transm ssi on of packets over a network. More particularly, this inventi on

relates to providin 9 ual ity of service hierarchy to packets sent in
best of METHORANRSYSTEN|FOR PROAPING ARARTIVESTATISTIGAK ANR TNEBASED, an

automat ed system for gNSARTYOF SERVICE OVER A NEPWORK €s for the packets
based upon statistics of packet traffic over the network where the quality
of service for packets nmay be adjusted based upon traffic 10 during
particular tinme periods. SummaipeidbfttEinvehfbnArt I n packet sw tched
networks, Quality of Service (QDS) often refers to providing a certain
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"best ort "~ standard in eéackets are treated equally. 20To give
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Int ernet Protocol (I1P) header of a packet. The packet is then handl ed based
upon the priority given by thgu},mlgfltﬁépn};pmackets transm tted wthout
identifiers are handled in the conventional "best effort' manner. 25 It is
a probl em t Hatpacket switched metwarksi @ualityy of Servieeo(ROS) eften refersniosrrovidindeds ar e
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for the business d‘ystem needs of local network. However, it is
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Internet Service Provider (I1SP) network. Further, these traffic patterns

may change as business users shift to other information providers or new
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that 35 can differentiate packets transmtted to hi ah vol une shtes during

peak timakingo |5y Backet marking, ar ddentiier isoplaced into pfieldisych as; g JuHereptigtedy i n

the ar tséfwueesceaaé %HtXDQCP?]}SbI‘EGnthaW@S iR & arSdrRen Fbrbwcommvn&@&r beat er
QOCS than "best effort | ghl y accessed sites dur]j er| ods

to pr o\Ragkety o T he packat jis; hen; {azgnd@qg hasgdsupon the priority glveic'lJ by tFne ldent}

packets transmitted without identifiers are handled in the conventional “best effort” manner.
25
' It is a problem that the rules for assigning the identifiers in these systems are often
manually generated. Thus, the rules are often set to account only for the business or system
needs of the local network. HoWe_ver, it is observed that traffic patterns of the packets
héndled by the network often chénge during different portions of the day. For example,
36 users on a local network of a business may all need to access critical websites during
business hours to get critical business operations or certain social network sites may be
accessed at higher rates during evening hours on an Internet Service Provider (ISP) network.
Further, these traffic patterns may change as business users shift to other information
providers or new websites gain popularity with users. Thus, there is a need for a system that
35 can differentiate packets transmitted to high volume sites during peak times to provide better

service to users. Therefore, those skilled in the art are constantly striving to provide a



Summary of the Invention 5The above and other problens are solved and an
advance in the art is provided by a nethod and system for providing
adaptive statistical and tine based QOS over a network in accordance with
this invention. A first advantage of a system and method in accordance with
this i reystem that ippovidestbeiteQQOS itkan Thesbeffar€rtothiahly igeeessed sies dueng Brtaippl i ed
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addresses, destination addresses, or pairs of source and destination
addr esses.

In accordance with some embodiments of this invention, the QOS rules create a
hierarchy of packets given best effort treatment based upon an address in each packet. The
predefined time period may be a month, a week or a day. The time slots may be a certain

35 time interval of a day of the week or in a particular day of the week within a time period.



I n accordance with sone enbodi nents of this invention, the analysis further
i ncludes 20 calculating weighted results for the statistics for prior tine
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Figure 5 illustrating a flow diagram of a process performed by an agent
device to collect statistics about packet traffic in accordance with an
enbodi ment of this invention; Figure 6 ill ustrati ng a fl ow di agram
of a process performed by an agent devi ce to apply DOS rul es recei ved from
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enforcement device then determines if the f eld includes a recognized QOS identifier. If so,
the packet is handled in accordance with the QOS determined by the QOS identifier.
Otherwise, the enforcement device handles the packet in accordance with a conventional

20 manner.

Brief Description of the Drawings
The above énd other features and advantages of a method and system in
accordance with this invention are described in the following detailed description and are
25 shown in the following drawings:
Figure 1 illustrating a network incorporating a method and system in accordance with
ah embodiment of this invention;
Figure 2 illustrating a proéessing system representative of processing systems in
devices that perform processes for providing a method and system in accordance with this
36 invention; |
Figure 3 illustrating a flow diagram of a process performed by a QOS controller to
generate QOS rules based upon statistics of network traffic in accordance with an
embodiment of this invention;
Figure 4 illustrating a flow diagram of a process for analyzing statistics by the QOS
35 controller in accordance with an embodiment of this invention;
Figure 5 illustrating a flow diagram of a process performed by an agent device to

collect statistics about packet traffic in accordance with an embodiment of this invention;



systens 120-123 to a network. One skilled in the art will note that the
shown network is given only as an exanple and any nunber of end user
systens and/or agent devices may be included in the network without
departing fromthis invention. 30Agent devices 115-116 connect to an
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enforcer device 110 is a router server or other device that connects agent devices 115-116

to the Internet 105. However, one skilled in the art will recognize that other network
configurations are possible in which network 100 includes more than one enforcer device
connected to Internet 105 and/or an enforcer device that is not directly connected to Internet
35 105. All that is required of an enforcer device 110 for purposes of this invention is that

enforcer device 110 handles packets received from agent devices 115-116.
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althoug‘ﬁ nore t an one device is scrl processes of re than one
of thesiaveidiohces may be perforned by one device w thout 30 departing from
this invention. The processes performed in accordance with the shown

enbodi ment of the invention are illustrated in Figures 3-7. Figure 3
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4 Processing system 200 includes Central Processing Unit (CPU) 205. CPU 205 is a
processor, microprocessor, or any combination of processors and microprocessors that
execute instructions to perform the processes in accordance with the present invention.

30 CPU 205 connects to memory bus 210 and Input/Output (I/O) bus 215. Memory bus 210
: connects CPU 205 to memories 220 and 225 to transmit data and instructions between the
memories and CPU 205. /O bus 215 connects CPU 205 to peripheral devices to transmit
data between CPU 205 and the peripheral devices. One skilled in the art will recognize that
1/0 bus 215 and memory bus 210 may be combined into one bus or subdivided into many

35 other busses and the exact configuration is left to those skilled in the art.



measured tine period may be any quantifiable neasure of tine that is
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Network interface 250 connects CPU 205 to a network for transmission of data to and from

other processing systems.

This invention is provided by procésses performed by the various devices in a

25 network. The processes may be performed by hardware, software, or firmware in each of
. the devices without departing from this invention. In the shown embodiment, the processes
provided by software instructions stored in a memory readable by the device and executed

by the processing system of the device. Further, although more than one device is described,

the processes of more than one of these devices may be performed by one device without

30 departing from this invention. The processes performed in accordance with the shown

embodiment of the invention are illustrated in Figures 3-7.

Figure 3 illustrates an embodiment of a process performed by QOS controller device

125 to generate and distribute QOS rules in accordance with the shown embodiment of the

35 invention. Process 300 begins in step 305 with QOS controller device 125 receiving
statistics regarding packet traffic 6ver network 100 from each agent device 115-116. In the

shown embodiment, the statistics include one or more address and the number of
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current tine perio ovi e wei ghted results. Alternatively, only the
current occurrence counts may be used or no weighting factors may be used
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are used to rank the nonitored addresses in order of nunber of occurrences

i n &%crstep 320 endto each enfercee deyice iustep 32ih QNentiiied ip dhe, At Milk recoguize thal, o
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departl n? mthis invention. In step 430, priority identifiers are
assi gneanly peed o bgemaderiavaiablg, ﬁﬁ)@acwew&ﬁ Kydmeans §4cbas steringhle 3 msierk

enmbodi %bas@rﬁ library without departing from this invention. After the rules are transmitted,
process 300 ends.
30
Figure 4 illustrates a flow diagram of process 400 that is an embodiment of a process
performed by QOS controlier device 125 to analyze the statistics about packet traffic over
network 100 received from agent devices 115-116. One skilled in the art will recognize that
analysis regarding other parameters of the network traffic may be performed without
35 departing from this invention. All that is required is that metrics regarding the parameters
measured are collected by agent devices 115-116 and transmitted to QOS controller 125.
Other metrics include, but are not limited to, the length of packets transmitted to and/or from



priority identifiers are assigned to a predeterm ned nunber of nost
frequently occurring addresses in step 430. For exanple, in the shown
enbodi ment, a DSCP field is used to identify 005. As there ate no reserved
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accor dapsRied By ndtWerkd fbmturt ge@lpm&lmnﬁé PBridd? 5Pﬁi%ds§)50@ B6Ging Gﬂstéﬁ 805 by f no
priority identifier is found in s t he pac

handl
conventdraggnt deise resiviag gpagket. o Bg skilied insthe h'd'?c‘l’é"ﬁq% g‘%ﬁtﬁ/ﬁﬂ?‘@"&

descri pitePmaybedpeidiied af e tieOy paEKEY SRR Wtdmdtﬁélyf @oP\eoftetich packer
sl ots gener af ed based ugon st tlstlcal anal y ﬁ)aicket traffic over a

net @or khandled rgaybg, stor tlhﬁé lowipgsefers may &8 4°Hetaﬁ@ PLUBSN and will design
al ternative systems that | nfrl nge upon this i nventlon as set forth in the
foll owi ng cl ai ns. %*Af %s g dWal |hty of
Service baseld ﬂﬁ%ﬁ“gt atmet't% 'E?Is§s? &8st rp Bokr As Siale
conpr i sholitored address may be the source address of the packet or the destination address of
the packet. Alternatively, both the source and destination address of the packet, individually
30 or as a pair, may be monitored without departing from this invention. Further, the address
may be any field that stores an identifier that identifies a source and/or destination of a
packet including, but are not limited to, a destination TCP port or a destination UDP port. In
step 515, the time of transmission of the packet is determined. The time of transmission
may be determined by reading a field in the packet, from reading an internal clock

35 maintained by the agent device, or any other means without departing from this invention.
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S5instructions for directing a processing unit in a Quality of Service
controller to: receive statistics about a plurality of packets
handl ed by one of a plurality of agent devices over a predefined tine
period fromeach of said plurality of agent devices ] )

anal yze sai dn step 520.ia souerustosed in pimempv 9f 1ha @oent devigai|fertheymenitased
plural i td &gf’ﬁgeﬁ%& Y 15eRSd R4t iﬁ@lﬁaeé)ftlm'é Bi H’Eﬁérhl%y oRfis lihdlBmehtelS tiNé | Ng
said’ pre i me perio generate a plurality of ality of Service
rul es mceeaéhermeteraﬂ!ldeqowmtber the tigie periasl hasgngdleddn slgppgdn Péterrwt'aﬂal §@R s of
said:s t@%’rﬁ%ﬁ GSternfinéd |f | the gack ts hé\feaﬁlﬁeégseéfi\"tﬁe B!aél(e@é bieYstéred @ralrbad a4
Service rules 1o an orc evi ce wherein said enforcer device applies
sai & pllateatiiney lidhe @mtpm;g tnme period bas poded; theyopmmenaes caunts ghthgiaddessdver

sai d “E‘eta‘éﬁ"nhe Iot r é%dl’ﬁ |a‘ﬁdtfﬁén§ﬁitfed%@f(9§%bﬁlgallléf“lis inNst&ptb80 Qﬂ@' ity
of Service cont er at stores said instructions for directing said
Sr oces Firoepsa Hi0p elnds s Qﬂwﬂ@&al progesst SQfisielures tcpe FBP REY pracess PO isirepeatedy
irecti d t Kk

DG%na Qhﬂc}fa%ﬁ e in an agent device to: receive a packet, 20read
an address fr cfepa et determne a tinme of transm ssion of said
packet, and . update a rmnitored metric in said statistics for said

addygss in a%lll {f/uﬁ?até&@héb@lhﬁgra?ﬁbfjpttobggs é40. tPl%BééEéiﬁi i93n eMbbdiment of

a nedia rea sal d processing unit of said agent device that stores

sai d 2% prasesspariopned byan QQEMQVWQ ta imelementa QOS8ysiam in ageoedange HiB Mis
devi ce. |n\?en|TQﬁ Prob&d 60 %\hé“lriL sl’é%eél‘% By Stﬁé nghtU&é\héet YecBivirfgua! galcketof An

Service rules generate I erarchy of packets given best effort
treat mddresas@@dupanp@meaameéaes SFEnTiragspsdanee orithchis InyentigRds then read d

preder g uid SRxBhh s 60 gwého%vma%gu.manm%eﬂqawmregs id Péadtsrh em of
claim1l V\,her n each urality of time slots is a certain
15 the packet However, other embodlments may read the source address; or both the source

: ~ and destination address for use in determlnlng a QOS rule that applies to the packet without
| departing from this invention. In step 615, the time of transmission of the packet is
determined. The time of transmission may be determined by reading a field in the packet,
from reading an internal clock maintained by the agent device, or any other means without

20 departing from this invention.

In step 620, the agent searches the QOS rules received from the QOS controller
device using the address and the time of transmission to determine if a QOS rule applies to
the received packet. If a QOS rule is found that applies to the packet in step 625, the priority

25 identifier for the rule is read in step 630 and is inserted into a field in the packet header in
| step 635.  In the current embodiment, the priority identifier is inserted into the DCSP field of
the packet. However, other fields in packets may be used to store a priority identifier without
departing from this invention. One skilled in the art will recognize that the field will depend
upon other factors including, but not limited to, the protocol used by the network and the

30 requirements of the transmission system. Process 600 then ends and the packet is handied

in accordance with QOS rule.
If no QOS rule that applies to the packet is found in step 625, process 600 ends and

the packet is handled in a conventional manner.
35
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time period in a day of the week. 35 5. The systemof claiml
wherein each of said plurality of tine slots is a certain tine period of a
particul ar day of the week. 6. The systemof claim 1 wherein
said statistics-includes an address fromeach 5 recei ved packet and tine

t hat each sdPne pkilledtinnthe agcuill sgrognize that processes s§A% @pd 0fOQ |raaymvePrk

wher ei n..sai ; j [ ' ' S.
105, T bSletth SSucrialy fdent SRS Plo. bhaind Rict Sadigate MRS
sender cuedbkifledintheart. 9. The system of claim6 wherein said statistics

i ncl ude both said sender address and said destination address. 15

10. The systemof claim 1 wherein said instructions for directing said

Qual$ty of Jegwiedeillestrateson flew diagramef prosaps 78 Piogess (RQ is enembadimentatt i ng
3 ?' gjg[é)pn%%é%é?geﬁa?%dibp LiffordPldvide fimgférrﬂér&% 05 dybRASHI docSrafcPithal i ty
Ly of “Service rules to said urality of agent 20devi ces wherein
sai d plthisdhvenfiomf Peagess 7@@begies ingien 50%9-:/ thepgnferspr devigss recgiving @ypasket. In
step 710, the enforcer device reads the priority identifier from the proper field in the packet.
In the current embodiment, the priority identifier is read from the DCSP field of the packet.
1Q However, other fields in packets may be used to store a priority identifier without departing
from this invention. In accordance with some embodiments, especially embodiments in
which an agent device does not insert a QOS identifier in a DCSP field, the identifier may be
an address read from an address field in the packets. Some examples of address include,
but are not limited to, a source IP address, a destination IP address, a destination TCP port,
15 and a destination UDP port. One skilled in the art will recognize that the field will depend
~ upon other factors including, but not limited to, the protocol used by the network and the

réquirements of the transmission system.

In step 715, the enforcer device determines if the field included a priority identifier. If

20  so, the QOS rules applying to the priority identifier aré read in step 720 and the packet is
handled in accordance with the identified QOS in step 725 and process 700 ends. if no
priority identifier is found in step 715, the packet is handled in a conventional manner in step

730 and process 700 ends.

25 _ - The above is a description bf a manner for providing QOS using rules for certain time
slots generated based upon statistical analysis of packet traffic over a network. It is
envisioned that those skilled in the art can and will design alternative systems that infringe

upon this invention as set forth in the following claims.
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Service rules to packets transmtted over said networKk. 11. The
systemof claim1 wherein said instructions to analyze said statistics
conprise: 25instructions for directing said processing unit in said Quality
of Service controller to: read said statistics received fromeach of said
plurality of agent devices, aggregate said statistics fromsaid plurality
of agent devices for a current tinme period, rank a
plurality of aggg sses in said statistics for each of a plurality of tine
30slots, and a fﬁﬁ MF4!Srity identifier to each of a predeterm ned number
of said plurality of addresses in each of a plurality of tine slots

sai d instructidns t & SERET UpLPodrer Braliurt vty bossd e pefbmbrr ol -

i nst ruct i drafficfayer aineteerk comprisitiod pr ocessi ng unit in said Quality of Service

controlber O instructions BPARICAE, ABEesha Bk fl AOWIR) dr Skrth EHHibF % OF Service
ent er assSigned to an addr

rules for each priority 1den SSi ess 1 n-each of said
plurality of time sfeggie statistics about a plurgity gfinackats handlasf bycons ofialpiunalite obi n

each of said pla?@rﬁ'deﬁbfeé)éve?%dﬁr%aéfﬁr%ditﬁneapéiogefﬁnttﬂ @?éﬂ Qf”s%ﬁiggﬁa?igsof agent 14.
ai

The system of q ' ses 1s a

m 11 wherein each of said plurality o _
source address®M®P5. The system of claim 11 wherein said instructions to
anal yze sai d stati saralyge said statistics about said plurality packets handled by said plurality of

10 agent devices for each of a plurality of time slots during said predefined time period;
generate a plurality of Quality of Service rules for each of said plurality of time
slots based upon said analysis of said statistics, and
transmit said plurality of Quality of Service rules to an enforcer device wherein
said enforcer device applies said plurality of Quality of Service rules to packets
15 transmitted over said network;
a media readable by said processing unit in said Quality of Service controller that
stores said instructions for directing said processing unit in said Quality of service controller;
instructions for directing a processing unit in an agent device to:
receive a packet,
20 read an address from said packet,
determine a time of transmission of said packet, and
update a monitored metric in said statistics for said address in a time slot
including said time of transmission; and
a media readable by said processing unit of said agent device that stores said
25 instructions for directing said processing unit in said agent device.

2. The system of claim 1 wherein said plurality of Quality of Service rules
generated create a hierarchy of packets given best effort treatment based upon an address.

30 3. The system of claim 1 wherein said predefined time period is one of a month,
a week and a day.

4. The system of claim 1 wherein each of said plurality of time slots is a certain

time period in a day of the week.
35
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further conprise: instructions for directing said processing unit in said
Quality of service controller to: calculate weighted results for statistics
fromeach of a plurality of prior time neasuring periods; and 15aggregate
said statistics for said current time period with said weighted results
fromeach of plurality of prior time neasuring periods wherein said
instructions to rank said addresses is based upon said aggregate of said
statistics fromsaid current time period and said weighted results.

2016. The systerh of dhabystensoligirimel whesein dashedfghideduraligs ofl tinge slote i@tetari ned by

a wei ght edirhdipeiol 0Na pdulPday & thlvEeiSt atistics for said current tine period
and said plurality of prior tinme neasuring periods wherein said weighted

function is selected fromthe group consisting of a linear function, a
non-1inear funéti onThasys@xpenutdnifalvhdréin Ghid @atistd8 tholudes| dAbaskebd e ie8th 25

17. The.sy f.claiml wherejn . said jnstructions for directing said
process? ndééeﬁﬁd%?ﬁkeé%?J;}"éegtﬁﬁtteaﬁhﬁ'iBa? Wﬁsech% rise: instructions for
directing said processing unit in said agent device to: determ ne a current

period has ended, a FROSdM; | dostati st o] ~sald agent
device to said Qual mi:'yg%#e Serd\ﬁ'%ees\?%% 'ﬁo?‘%’ea?‘béegéF@@pegggé&%gggpg%ﬁegﬁﬁ nation
t hat sai d deg¥nation agsesstod has ended. 18. The systemof claim1
wherein said address read is a destination address. 3519. The system of

claim]l wherein said address read is a source address. _ 20. The
system®f clai fh 1 wHSr Bisierh st Flaien §r wherain Failoaddress: fresm eaehy said sraskedris & ead
and a counkndes adaresy ai ned for each source and destination address read.

21. The systemof claim 1l wherein said nmetric conprises an occurrence count

of
9. The system of claim 6 wherein said statistics include both said sender

address and said destination address.
15
10.  The system of claim 1 wherein said instructions for directing said Quality of
Service controller further comprise:
instructions for directing said processing unit in said Quality of Service to:
transmit said plurality of Quality of Service rules to said plurality of agent
20 devices wherein said plurality of agent devices apply said plurality of Quality of
Service rules to packets transmitted over said network.

11. The system of claim 1 wherein said instructions to analyze said statistics
comprise:

25 instructions for directing said processing unit in said Quality of Service controller to:
read said statistics received from each of said plurality of agent devices,
aggregate said statistics from said plurality of agent devices for a current time

period,
rank a plurality of addresses in said statistics for each of a plurality of time

30 slots, and

assign a priority identifier to each of a predetermined number of said plurality

of addresses in each of a plurality of time slots according to said rankings.
12. The system of claim 11 wherein said instructions to generate said plurality of

35 QOS rules comprise:

instructions for directing said processing unit in said Quality of Service controller to:

14



5 said address in a packet. 22. The systemof claim1 wherein said
metric conprises a total |length of packets including said address. 1023. The
systemof claim1l further conprising: instructions for directing a
processing unit in an agent device to: receive a packet, read an address
fromsaid packet, determne a tinme of transm ssion of said packet, 15search
for one of a plurality of Quality of Service rules relating to said address
during said tinme slot of said tinme of transm ssion, read a priority
identifier for saidIpERetONe A rRaliapldralitcof dRualityi df Srirdeearulesy fopfeach lpderity n

response to finginberaadighe@tCabddrestn Badharbdid Plurity Sprhé LissOf Service rules
applies to said address, and 20insert said priority identifier into a field

in said packet; and a nedi a readabl e by said processing unit in said
agent device fdB. st @he mgsteraia daiat ruehéreinSeach of said plurality 2. adBhRRsé&sy st £m of
claim 22 VRS . d.address is a destination address of said 25 packet.
25. The syssgﬁt@?g@%sm 23 wherein said address is said source address of
sai d packet. 3026. The system of claim23 wherein both source address and

destination adduessTRd spddl PARHR 112 Rerbifdhch of said plurality of addresses is a

source address.

10 15.  The system of claim 11 wherein said instructions to analyze said statistics
further comprise:
instructions for directing said processing unit in said Quality of service controller to:
calculate weighted results for statistics from each of a plurality of prior time

measuring periods; and

15 aggregate said statistics for said current time period with said weighted
results from each of plurality of prior time measuring periods wherein said
instructions to rank said addresses is based upon said aggregate of said statistics
from said current time period and said weighted resullts.

20 16. The system of claim 15 wherein said weighted results are determined by a
weighted function applied to said statistics for said current time period and said plurality of
prior time measuring periods wherein said weighted function is selected from the group
consisting of a linear function, a non-linear function, an exponential function, and a squared
function.

25

17. The system of claim 1 wherein said instructions for directing said processing
unit in said agent device further comprise:
instructions for directing said processing unit in said agent device to:
determine a current period has ended, and

30 transmit said statistics stored by said agent device to said Quality of Service

controller in response to a determination that said current period has ended.

18.  The system of claim 1 wherein said address read is a destination address.

35 19.  The system of claim 1 wherein said address read is a source address.

15



27. The system of claim 23 wherein said field is Differentiated Services
Code Point field in said packet. 35 28. The system of claim 27
wherein said priority identifier is a numeral in a range between 11 and 22.
29. The system of claim 28 wherein nunerals in said range are assigned to
nost 5 occurring addresses in a descendi ng order. 30. The system of
claim1 further conprising: instructions for directing a progess!Pg un;t I n
an enforcer deyjce . receiye a packet, 10read a priority identifier from
a field in sai Opac&-gT system o C'at&bﬁéfm‘?f%ba*“e&awcpt%'ﬂddiestsﬁm egdregsepagRi de
for said paeietdd caumt is aiaihtginddfor dach sol@td arid ®sstinatiasladdréy®read.d fiel d and said
Quality of Service rules received fromsaid Quality of Service controller
and handl e said packet in accordance with said Quality of Service

det erm ned; 15&id The systermefchilaim resttadih saith ynetrizi dmprisssemsocogreet coirt osai d

enforce ' liNg said instructions. 31. The system
of cl ai ?n %\H\Aﬁgﬁasiganésg#éétbri ority identifier is an address in a 20 .
designated field of said packet. 32. The system of claim 30 wherein

said priority izdent hd &sterSoffirh d Whbleid &lid mbtrid cBhprists §MthidtReth J§lakies Code
Point fi e'ir(chll.ild?ngssaa.%ddad%f:ie%ls<.(at )
10 23.  The system of claim 1 further comprising:
instructions for directing a processing unit in an agent device to:
receive a packet,
read an address from said packet,
determine a time of transmission of said packet,
15 search for one of a plurality of Quality of Service rules relating to said address
during said time slot of said time of transmission,
read a priority identifier for said packet from said one of said plurality of rules
in response to finding said one of said plurality of Quality of Service rules applies to
said address, and
20 insert said priority identifier into a field in said packet; and
a media readable by said processing unit in said agent device for storing said
instructions.

24.  The system of claim 23 wherein said address is a destination address of said
25 packet.

25.  The system of claim 23 wherein said address is said source address of said
packet.

30 26. The system of claim 23 wherein both source address and destination address

of said packet are read.
27.  The system of claim 23 wherein said field is Differentiated Services Code

Point field in said packet.
35

16



2533. The system of claim 30 wherein said instructions for directing said
processing unit in said enforcer device further conprise: instructions for
directing said processing unit to: determne said priority
identifier read does not indicate a Quality of Service to provide, and
30handl e said packet in a convention manner in response to a determ nation
that no Quality of Service is indicated. 34. A nethod that provides Quality
of Service bas up i stical alysis.of traffic over a network
conpri si ng: 35?%(’:& \(?-Iﬂ %g%gén:?)gt I%'l?’ %7?%%%%33'%? "%"t’b'l%ﬁ'?tgferi B¢ el Le A9€%i ces:
readi ng anPeMeRneksandr28m sai d packet in said one of said plurality of agent
devices; determning a tine of transm ssion of said packet; updating a

nonitored netri S maLrEt ai ned P .said one of said plurality of agent devices
in a statisticfor SaFHeRah AT 28wherein Rumarpisin $3idrapae A 2ssioted tormeossf
transm §siauurohg addresspabkeedescending order.  receiving statistics in a Quality
of Service controller fromeach of said plurality of 5 agent devices;

anal yzing said statistics about said plurality packets handl ed by said
plurality of agént dbesystem dfwiaireddivthef campisingal ity of time slots during

sai d predefinecatL&R [IYalelt t lurality of Quality of
Service rul es fosr eagﬁﬁj?ﬂgg?gda Bﬁoﬁ?sgﬁgpﬁﬁg}ér{?ﬁgc%dg?%{Based upon said
anal ysis of said st&8cP¥¢pedckehnd 10transmitting said plurality of Quality

of Serwoce rul es fr e adririfdaahtifeyréth afigldvh 68d pRkkf ol | er to an enforcer
devi ce wherein said,enforcer, devi applies sard Quali t%/ of Service rules
to packets handl ed g?je%'?eda@d'? @g%eﬂ}é‘}&‘)ﬁi toeprovide for said packet from said priority

identifier read from said field and said Quality of Service rules received from said
Quality of Service controller, and
handle said packet in accordance with said Quality of Service determined:
15 and
a media readable by said processing unit in said enforcer device for storing said
instructions.

31. The system of claim 30 wherein said priority identifier is an address in a
20 designated field of said packet.

32. The system of claim 30 wherein said priority identifier is an identifier in a
Differentiated Services Code Point field in said packet.

25 33. The system of claim 30 wherein said instructions for directing said
processing unit in said enforcer device further comprise:
instructions for directing said processing unit to:
determine said priority identifier read does not indicate a Quality of Service to
provide, and
30 handle said packet in a convention manner in response to a determination that no
Quality of Service is indicated.

34. A method that provides Quality of Service based upon statistical analysis of
traffic over a network comprising:
35 receiving a packet from one of a plurality of agent devices;
reading an address from said packet in said one of said plurality of agent devices;

17



35. The nethod of claim 34 wherein said generated plurality of Quality of
Service 15 rules create a hierarchy of packets given best effort treatnent
based upon an address. 36. The nethod of claim 34 wherein said
predefined time period is one of a nonth, a week and a day. 2037. The net hod
of claim 34 wherein each of said plurality of tinme slots is a certain tine
period in a day of the week. 38.The nethod of claim 34 wherein each of said

plurality of ti slots s certain tinme period of a particular day of the
week. 25 Jg?fﬁ?“"*f‘ﬁ@ t‘m%&an%‘?'s%q“a‘?fﬁggﬂgmér ein said statistics includes

an address frompdatng arrecretorcedngiieoksintamadl by saie ohdoft sakigsiitaltpofhgencdedices\as
recei ved. of ,cl aim from

; ot . . 0 9 rein said address
each recei |\n/g§ taé'%“c%?’ sfé%gdrggg@ggt th%l?ti"bc}l"'dggéf'gg'g’.evg??ransm'ss'oi‘l".q Sﬁﬁ ga%@f, hod of
cl ai m 39 wher eir¢relyitigdstatistieseinsa Quelity ofiSkhrvicai anjpaliek §bmi each of Gaidosuraitylioéss.
3542. The mRhafbvels:cl ai m 39 wherein said statistics include both a source
address and a destination address. . 43. The nmethod of claim 34
further conpri &N#lgEng said stalistiesabeyt saidpjurally Bagseishandled bysaid plutality pf adenter vi ce
<r:| ul es frogaesaéafo%ﬁihloyrﬁ p@falitﬁﬁdfwné%Iofsf&@:}iﬁ@%ﬁ@breﬁ@ﬁn%a'tiﬁﬂef&gﬁ%?l I tyf of a?ent

evi ces. . ) aim erein said step of anal yzing
sai d statisti Cger&e(;mgiaspggrgﬁy 8*2(3‘1"3%5055’?6""?{%]?%,\@( pad of saidi "qu&meéépé% of
sai d pl ur dasedupph sagentlyslevi messtatatygr @ght i ng said statistics fromsaid
plural kgy of agendmifRy s&RSeidh Mty 3f BidLfiey ¥ SehilR rules from said Quality of Service

controller to an enforcer device wherein said enforcer device applies said Quality of Service

rules to packets handled by said enforcer device.

35.  The method of claim 34 wherein said generated plurality of Quality of Service
16 rules create a hierarchy of packets given best effort treatment based upon an address.

36. The method of claim 34 wherein said predefined time period is one of a
month, a week and a day.

20 37. The method of claim 34 wherein each of said plurality of time slots is a
certain time period in a day of the week.

38. The method of claim 34 wherein each of said plurality of time slots is a certain
time period of a particular day of the week.
25
38.  The method of claim 34 wherein said statistics includes an address from each
received packet and time that each said packet was received.

40. The method of claim 39 wherein said address from each received packet is a
30 destination address.

41, The method of claim 39 wherein said address from each said packet is a

source address.

35 42. The method of claim 39 wherein said statistics include both a source address
and a destination address.
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10 period; ranking a plurality of addresses in said statistics for each of
a plurality of tine slots; and assigning a priority identifier to
each of a predeterm ned nunber of said plurality of addresses in each of a
plurality of tinme slots according to said rankings. 45. The net hod of
claim44 wherein said step generating said plurality of QOS rules

conpri ses: generating one of said plurality of Quality of Service
rules for each priority identifier assigned to an address in each of said
plurality of time slots. ~46. The nmethod of claim 44 wherein each of
said plurality %t adbe&ethed of daig MYduthensemrsisingddr ess. 47. The

met hod of cl ai niaddmimiagrsaidipleant) dPfQuamty bf ewicdl hiies Mdm AdRr @SSHSof Serdiced
source add&)(f1 e‘ége_t hod of claim44 wherein said step of

. 48. . Th

anal yzi ng saﬁ@bEFE?F§¥W€@y?ﬁ¥*ﬁ Vig®hpri ses: cal cul ati ng
wei ghtefl results for statistics fromeach of a plurality of prior tine 30
measuri ng periQgds; t said statistics for said. current
time period WI'?% sa?@gmné?tg%dt 8§%fg{e"§8ﬁ%t E’H?'F '(')1ms'ae%cﬁt%epo1‘O§ rﬁ"ﬁ&ﬂ?q tsﬁ'dof‘tabsﬁ'f’%r time
measuri ng 998WIeR$s wherein the instructions to rank said addresses is based
upon sai d aggr egair sald shaktbsTbRived kb Takh ' \#Bs. period and
said weighted results. 35 o 49r. Tﬁe %ﬁ%@é{%@m%g%erei n said
vei ght ed r esul £E9893INg Saldh sptinies Fomasalik PYrlityofr agent Pevices pr reyrrert tieg d
stati stio cypefiad; said current tinme period and said plurality of prior tinme
measuring peri Wherein sai d wei ghted function i el ected fromthe group
consi sting of gﬁsﬁnﬁgaﬂrﬁr? ﬂﬁ@fl?cgdﬁ?ss SC]Wosr?lq ?t%l?g?s ‘?’Dﬁ%&ﬁ %ﬁ, Fﬁ‘é{'ﬁ"t\éﬁ? ne APtsal
function, @afAd a squared 5 function.

assigning a priority identifier to each of a predetermined number of said plurality of

addresses in each of a plurality of time slots according to said rankings.

15
45, The method of claim 44 wherein said step generating said plurality of QOS
rules comprises:
generating one of said plurality of Quality of Service rules for each priority identifier
assigned to an address in each of said plurality of time slots.
20

46.  The method of claim 44 wherein each of said plurality of addresses is a
destination address.

47.  The method of claim 44 wherein each of said plurality of addresses is a
25 source address.

48. The method of claim 44 wherein said step of analyzing said statistics further
comprises:
calculating weighted results for statistics from each of a plurality of prior time
30 measuring periods; and
aggregating said statistics for said current time period with said weighted results from
each of plurality of prior time measuring periods wherein the instructions to rank said
addresses is based upon said aggregate of said statistics from said current time period and
said weighted resuilts.
35
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50. The nethod of claim 34 further conprising: determning a current period

has ended; and transmtting said statistics stored by said
agent device to said Quality of Service 10 controller responsive to a
determ nation that said current period has ended. 51. The nethod of

claim 34 wherein said address read is a destinati on address.
52. The nmethod of claim 34 wherein said address read is a source address 15

53. The nethod @f ¢ bot h.sou desti nation addresses

are read and a @ountrﬁé 4 ﬁ'a m 5%&%%“’8\”%“&1%%5 gSﬁﬁ@g r ?ﬁ’i‘s LS B ARIRSSPYRdr ess
r ead. weighted funglipn appliedntetsaiostatistics! fai saiBdurmnetiee pesad ahdnssid plaratilgrepr | ses
an oCCurr esHee tnﬁ@‘#ﬂéas%gndjfner%ﬂk RIS 58 Wyt RA rotn is selacted. fro‘lr’r§ Tthe. @%uﬁmt hod

of claim 34 wherein said tric conprises a tota
i ncl udi ng @8?'&"“&&&%’@% ﬂz@%n ﬁmnd@wdw%?n @naaxmr@nttal dynctiem: ae@ﬁpnwemg
recei vi ag fangiegket in an agent device; reading an address from sai d packet;

determining a tinme of transm ssion of said packet; sear chi ng
for one of a plurality of Quality of Service rules relating to said address
30 during said>0i meThkd method ofsdainl 3difurtheofontpriaingmi ssi on; readi ng a

priority ident idfeieﬁﬁmufm Eﬁé’q pggﬁﬁoﬁég sfi d one of said plurality of

rules in responseto sald plurality of Quality of
Service rul es Appimidiag tsé'dsséﬁtﬁt@déip@ésby magmeﬁevmgo said Quyrlityoefi $ervice

i dent i fig ercohtidlier @spdreiveltd Adéterntindlis Rl saidcurrent period has ended.

51. The method of claim 34 wherein said address read is a destination address.

52. The method of claim 34 wherein said address read is a source address.
15
53. The method of claim 34 wherein both source and destination addresses are
read and a count is maintained for each source and destination address read.

54. The method of claim 34 wherein said metric comprises an occurrence count
20 of said address in a packet.

55. The method of claim 34 wherein said metric comprises a total length of
packets including said address.

25 56.  The method of claim 34 further comprising:
receiving a packet in an agent device;
reading an address from said packet;
determining a time of transmission of said packet;
searching for one of a plurality of Quality of Service rules relating to said address
30 during said time slot of said time of transmission;
reading a priority identifier for said packet from said one of said plurality of rules in
response to finding said one of said plurality of Quality of Service rules applies to said
address; and
inserting said priority identifier into a field in said packet.
35
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57. The nethod of claim56 wherein said address is a destination address of
said 58. The method of claimb56 wherein said address i s said source address
of said 59. The nethod of claim56 wherein both source address and
destination address of said packet are read. 1060. The net hod of cl ai m 56
wherein said field is Differentiated Services Code Point field in said
packet . 61. The nethod of claim®60 wherein said priority identifier

is a nuneral ig-a r ANg& nd.22. . 62. The nethod of .claim
61 wherein nuerZ'al sin %tg:g%x\{rec?ﬁ@jes%g&greé{kﬁ“bﬂdéj&esﬁés ?rﬁ%ﬁ“"%‘l?&ﬁdpfeﬁﬁ%ﬁfd’r esses
in a descéddfstg order. 63. The method of claim 34 further
conprising: 20receiving a packet in an enforcer device; reading a priority
identifier froma fjeld in said packet; determning a Quality of Service to
provi de for saP® pableghethedeh daimPbpvhessin s3id pddrass isiseid soprsaadinessofsidd fi el d
and saifl QaeMet.ty of Service rules received fromsaid Quality of Service
controller; and 25handling said packet in accordance with said Quality of
Servi ce determ ned. 64. The nmethod of claim63 wherein said
priority ident?$9.i erThesnamdad diairs S6 wheraind@si Workeddicbehnl dstisaibl agdedeet .

3065. The geid@shREt £& R 63 wherein said priority identifier is an
identifier ir|1 gaD%fa?e'r%lggztiated Services Code Point field in said packet.

66. The net hod of claim 63 further conprising:
10 60.  The method of claim 56 wherein said field is Differentiated Services Code

Point field in said packet.

61.  The method of claim 60 wherein said priority identifier is a numeral in a range
between 11 and 22.

15
62.  The method of claim 61 wherein numerals in said range are assigned to most
occurring addresses in a descending order.
63.  The method of claim 34 further comprising:
20 receiving a packet in an enforcer device;
reading a priority identifier from a field in said packet;
determining a Quality of Service to provide for said packet from said priority identifier
read from said field and said Quality of Service rules received from said Quality of Service
controlier; and
25 handling said packet in accordance with said Quality of Service determined.
64.  The method of claim 63 wherein said priority identifier is an address in a
designated field of said packet.
30 65.  The method of claim 63 wherein said priority identifier is an identifier in a

Differentiated Services Code Point field in said packet.
66. The method of claim 63 further comprising:

determining said priority identifier read does not indicate a Quality of Service to
35 provide; and
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determining said priority identifier read does not indicate a Quality of
Service to 35 provide; and handl i ng sai d packet in said enforcer
device in a convention nmanner in response to a determ nation that no
Quality of Service is indicated. 67.A systemthat provides Quality of

Servi ce based upon statistical analysis of 5 traffic over a network

conpri si ng: circuitry in a QJaI ity of Service controller configured
to receive stath ‘%Ilncs ?bo t. a g]dur ity of Backets handl ed by each of a
plurality of adént a&iF PRECbEPIILNsrEEpYiFRil APRENIRN MBrner inJRsRORERIAA a

pl ural ity determimetian thgtaoddmlity of Service is imdi¢atad. t ry in a Quality of Service
controller configured to analyze said statistics about 10 said plurality
packets handl ed_by said pluralit gent devices for each of a plurality
of tinme slots &rinf syslem tbatmgeﬁéwamymé Seevidedziised upon statistical ainalysis ioh a

Qual itys oftrasierove,@n&o@{(eghb,g;n configured to generate a plurality of Quality
of Service rul es f.or ald plurality of time slots based upon said

anal ysi s of saftf g'fyalplas “3'53’ °fL§6P’f°€lﬁ°W9"eF rFonfigured| totrpcaive Satislice @bewra r ol | er
conf i gur e@lurdity ofopeskets haadled i) edchl of taypl@hlitdaphgeny deViceSeivei & PradefiRd tinfe an

enf or cer ?)@Mécf’f? oSS gﬁ‘?é"g’ q}nf or cer device applies said plurality of

Quality of Serviceru Y¥90¥snitted over said net wor K;
circuitry in afircuierin 8M'W@f§ewiqegmmmjlet configared \tcearaalpa(shtatstatistlcfscabohf y in

S0t ooy PRy GRRG R oA R cPUHEARIchS AP LIS SRR g ome

200|rCU|tr in said agent el mhe 8

transm ssi® F?%‘r'”%a?'ﬂpﬁsaefweéﬂmamnod circuitry in said agent device

configured to cipdaren acnemy b%&doéré‘érftr'oﬁer'oen@@l‘ééi tﬁrg@ﬁér%'acp‘?%rgﬂﬁ oﬁéhgltf‘ddr €ss
st em of

|nat|msv\f1 |ncllu q%aﬁ fransmssmn
clai m 67 WhaveiR 5P o & S?'9 P&fra'éoa fifg slgts Baseg; %P@”rﬁ?lde@aéyéﬁe?faﬁaéﬂ
create a hialistgs.chy of packets gl ven best effort treat nent based upon an

addr esg ity 19, BUSPH Snfkldfhie MgHHY B UheRieHST bllehy b

period is_one of
uality of Serwce rules to an enforcer dewce whereln said enforcer device applies said

plurality of Quality of Service rules to packets transmitted over said network;
circuitry in an agent device configured to receive a packet;
circuitry in said agent device configured to read an address from said packet;
20 circuitry in said agent device configured to determine a time of transmission of said
packet; and
circuitry in said agent device configured to update a monitored metric in said
statistics for said address in a time slot including said time of transmission.

25 68. The system of claim 67 wherein said plurality of Quality of Service rules
generated create a hierarchy of packets given best effort treatment based upon an address.

69.  The system of claim 67 wherein said predefined time period is one of a month,
a week and a day.

70. The system of claim 67 wherein each of said plurality of time slots is a certain
time period in a day of the week.

71. The system of claim 67 wherein each of said plurality of time slots is a certain
35 time period of a particular day of the week.
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70. The system of claim 67 wherein each of said plurality of tinme slots is

a certain tine period in a day of the week. 71. The system of
claim 67 wherein each of said plurality of tine slots is a certain 35 tine
period of a particular day of the week. 72. The system of claim 67
wherein said statistics includes an address from each recei ved packet and
time that each said packet was received. 73. The systemof claim

67 wherein sai ddr. fro ach..recei.ved packet is a 5 destination

addr ess. _ d7#4 @%%ysst%t%}eﬁ?'g'f%QW fii 544 Slalistics [eldespnamigress domessh each
sai d packetecgivedipacketdod timd dhat sach shlifacket eas yexbiwad.of cl ai m 73 wherein said
statistics include both sender address and destinati on addresses. 76. The

system of claim®67 further conprises: circuitry in a Qality of
Servi ce control/Ber JdBAEYSIRIV eticlain G7rwhesein said addrepd oraleachyrecdivetispaCietlis 4y of
Ser vi cesr udestindtion sadresgp! ural ity of agent devices. . 77.The systemof claim
67 wherein said circuitry in a Quality of Service controller configured to
anal yze said statistics conprises: circuitry in a Qality of
Service controlfMer Tbefsysiemead ctaim 78 achedéin Gait Aidreskifoi b&hesaiE Packt fsr #m each
of said pldghadidadreef agent devices, circuitry in a Quality of
Service controller configured to aggregate said statistics fromsaid
plurality of agent devices for a current tinme period, circuitry in a

Qual i typof Serygce ON$d k: f lurality
of addresses jn sai gﬁg%%ﬁ’i?f ((::Iglﬂ??r ag%rgﬂ ég?b %Qﬁgﬁﬁ@?%%ﬁ%ﬁ%ﬁér’% agp'%tsg, and
25¢i r cui t rAMY9RSINakNA9drSSSeY Service control ler configured to assign a

priority identifier to
76. The system of claim 67 further comprises:
circuitry in a Quality of Service controller configured to transmit said plurality of
15 Quality of Service rules to said plurality of agent devices.

77 The system of claim 67 wherein said circuitry in a Quality of Service controller
configured to analyze said statistics comprises:
circuitry in a Quality of Service controller configured to read said statistics received
20 from each of said plurality of agent devices,
circuitry in a Quality of Service controller configured to aggregate said statistics from
said plurality of agent devices for a current time period,
circuitry in a Quality of Service controller configured to rank occurrences of a plurality
of addresses in said statistics for each of a plurality of time slots, and
25 circuitry in a Quality of Service controller configured to assign a priority identifier to
each of a predetermined number of said plurality of addresses in each of a plurality of time
slots according to said rankings.

78.  The system of claim 77 wherein said circuitry in a Quality of Service controller
30 configured to generate said plurality of QOS rules comprises:
circuitry in a Quality of Service controller configured generate one of said plurality of
Quality of Service rules for each priority identifier assigned to an address in each of said
plurality of time slots.

35 79.  The system of claim 77 wherein each of said plurality of addresses is a
destination address.
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each of a predeterm ned nunber of said plurality of addresses in each of a
plurality of time slots according to said rankings. 78. The systemof claim
77 wherein said circuitry in a Quality of Service controller 30 configured
to generate said plurality of QOS rules conprises: circuitry in a
Quality of Service controller configured generate one of said plurality of
Quality of Service rules for each priority identifier assigned to an
address in each of said plurality of time slots. 3579. The system of claim
77 wherein each of said plurality of addresses is a destination address.
80. The system % cl df'tnsystetner deilm Bawhersin eashdofpsaid aluraiity off adugebsesies i s a
sour ce addsms®. addfdts. The system of claim 77 wherein said circuitry in a
Quality of Service controller configured to analyze said statistics further
conpri ses. circuitry in a Quality of Service controller configured to
cal cul abe wei gfled Tbs systesn bidlaistratviteteircsaid siRumteach QublitpofBaniad édnifolf Pri or
ti me nmeasugd i . af Lrcud try in a ality of Service controller
confi gure(ﬁng&ég(g{?gagﬁzee %yﬁgisg'giwfé?%&m??ﬁ%o said current tinme period

Wi th said wei gletreutry s Ruality of Sendceadentodileptanfiglired Yo cficytaté aeightedeesuttafndr i ng
per | 0ds whestilies fohPedchet & BRFIBT pheh i Mec3i) AAJILSRES. | S based upon said

aggregate of sajd statistics fromsaird current tine period and said

wei ght ed r esul CECUBLINE QUi plePrnyee sontioliarsenfiguesdeioraagesgateasidystatistics fosul t s
are detier nsaniedurfiyit &mdSpeot Glitheshid WafghicaNre8MR! fréid dah SR dilirsiihlob BHbCimd OF
said currept fime %)erlso and . said plurali Ei?/ of prior time measuring periods
wher ei n sal & weiGRYEES MNITETR e instrnclipRs: foe RNk 306 addkesses i) basads HRAN sRid of a

| i near f urkggiegate ohsaidstatistiosfiom kaid ctiren time pesoderdeaidivdightedvesiien, and a
squared function. 2083. The system of claim 67 further conprising: circuitry
in said agent device configured to determne a current period has ended,
and 82.  The system of claim 81 wherein said weighted results are determined by a

15 weighted function applied to said statistics for said current time period and said plurality of
prior time measuring periods wherein said weighted function is selected from the group
consisting of a linear function, a non-linear function, an exponential function, and a squared
function.

20 83.  The system of claim 67 further comprising:

circuitry in said agent device configured to determine a current period has ended,
and

circuitry in said agent device configured to transmit said statistics stored by said
agent device to said Quality of Service controller response to a determination that said
25 current period has ended.

84.  The system of claim 67 wherein said address read is a destination address.

85. The system of claim 67 wherein said address read is a source address.
30

86.  The system of claim 67 wherein both source and destination addresses are

read and a count is maintained for each source and destination address read.

87. The system of claim 67 wherein said metric comprises an occurrence count
35 of said address in a packet.
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circuitry in said agent device configured to transmt said statistics
stored by said agent device to said Quality of Service controller response
to a determ nation that said 25 current period has ended. 84.
The system of claim67 wherein said address read is a destination address.
85. The system of claim 67 wherein said address read is a source address.
30 86. The system of claim67 wherein both source and destination

addresses are rgad and [ f ourc
destination l%ddr eC?s rea SEAHEE clefin BF %?é]p%lg @E;tg Ses %?ﬁagi%”%ﬁe?fel n

said metri 82 uding saiq addes-r ence count 35 of sai d address in a packet.
88. The system of cl al m 67 wherein said netric conprises a total |ength of

packets incl udi dre 89. The system of claim67 further
conpri si ng: SC|érbgU|t § Sy sge”&ﬂfscj‘ﬂ'@rﬁ”ﬂfg\?fﬁ‘g“%}‘?ﬂi gured to receive a packet;

circui t®y in salirquitigiersn agemtidedice corffiggad eﬂeé@veraaﬁﬁikan address fromsaid
packet; circuitg r¥udrﬂn%§fd%8§rq%$/ céjgo\ﬂfgt?reg e z'acgalxjr'{ gégdé%sg frggmt%c[n Qfé‘g?ta time of

transmission of . said rcurtr

configured to §é‘5‘|"@h’”fséfd agest davicg qehtigusgd loweta‘rmnzaal tinbey ofotransMisSion f ssid r ul es
relating tpgackéti d address during said time slot of said tine of

transm ssion; circui tgf\élgl n said agent device configured to read a priority

i dentifier for LS Bseidagent dvice Sonfiayrrs tamsearsh for wne oha iplugalisf ofrQuality of n

responde tServicewliesgelstingdo @meadﬁreﬁanﬁng)’séld e b6t SFisaldditlel df Yradmissidny| ce rul es
n saji d agent device

applies to sa
cggf : gured t oI :ér@@ tﬁs gfdd%&!‘f gvics configied ?q {?Pglan'?%’”ﬁ' identifigr fop said paghey
packet.  from said gge of haid piusalisnoiofules|imirenpBseoeinding sai dheastHafS plurafity df

destinati @ha@@@f 889ic fulsdd I:&g Q”Hadgrggé'a;we system of claim 89 wherein
said address is, said sourc ress
circuitry in said agent device configured to insert said priority identifier into a field in

15 said packet.

90.  The system of claim 89 wherein said address is a destination address of said
packet,

20 91.  The system of claim 89 wherein said address is said source address of said
packet.

92.  The system of claim 89 wherein both source address and destination
addresses of said packet are read.
25

93.  The system of claim 89 wherein said field is Differentiated Services Code
Point field in said packet.

94, The system of claim 89 wherein said priority identifier is a numeral in a range
30 between 11 and 22.

95. The system of claim 94 wherein numerals in said range are assigned to most
occurring addresses in a descending order.

35 96. The system of claim 67 further comprising:

circuitry in an enforcer device configured to receive a packet,
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packet. 92. The system of claim89 wherein both source address and

destination addresses of said packet are read. 25 93. The system of
claim89 wherein said field is Differentiated Services Code Point field in
sai d packet. 94. The systemof claim89 wherein said priority
identifier is a nuneral in a range 30 between 11 and 22. 95. The

system of claim94 wherein nunerals in said range are assigned to nost
occurring addresses in a descending order. 3596. The system of claim67
further conpri SIHYYY Bisaidan{qreeridgvies ceriigwed &e regd a rriertyddantitierfeom e felddeei ve a
packet . said packety cuitry in said enforcer device configured to read a
priority identif] froma field in sai cket;, . circuitry in said
enf orcer devi cézrr{::@m fngﬂar'egn{oﬁceagf‘é??ncﬂg%éf%tﬁl ‘#ect‘ifm&e @eql{ﬁ"?!eoft%erﬁl%w de for
sai d packdirovidednt said packetifoni $ajd pribeitytidéritiGer reahahdosattl fisid febrh Qebkly &7 Servigdial ity
of ServicCeylgs Fééhigéd ﬁ&ﬁ@éaéf@@aﬂt{/%eﬁ& d?o%ieir- éaY\gOf Servi ce controller; and

e |

circuitry in said enforcer Ice confrgured to handl e said packet in

accor dance wi t Kir@#rydn egid lenfogcen flevingr sonfigured todramilleesdid packet in accordan€wittThe

syst em of sgldaumnifor 8bRiEuBtefthgl. Priority identifier is an address in a 10
designated field of said packet. 98. The system of claim 96 wherein

said priority identifier is an identifier in a Differentiated Services Code
Point field ingBaimke pasdetof AHMNO9E mhefairs tsaid SHorif! ALMABE i Wh t4¥AFesSGARY | Si Ng:

circuitdy j farcer device configured to determine said priority
i denti H erdbgg'gagéé;%ez@oﬁgﬁ plaﬁiﬁ??'cate a Quality of Service to provide; and

circuitry in said enforcer device configured to handle said packet in a

convention mang%e_r | Fhe’ SRRANSEcihith 86 %Eﬁeﬁr{f"sglétdﬁ%y Gihin?%s SHAbdrnker?h 1 V1 ce

is indicated. 2 _
Differentiated Services Code Point field in said packet.

15 99. The system of claim 96 further comprising:
circuitry in said enforcer device configured to determine said priority identifier read
does not indicate a Quality of Service to provide; and
circuitry in said enforcer device configured to handle said packet in a convention

manner in response to a determination that no Quality of Service is indicated.
20
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