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The present invention relates generally to the use of integrated circuit cards, or
“smartcards,” for completing transactions and, more particularly, to methods and apparatus
for secure data transfer between a smartcard and a merchant system.

Background Art and Technical Problems

Companies that provide transaction accounts for purchasing goods and services are
constantly looking for ways to increase the number of consumers using the companies’
services. One way to encourage consumer use is ensure that consumer’s shopping
experience is pleasant and convenient. Many efforts for enhancing the convenience of the
~ shopping experience focus on the speed at which the transaction is completed. The faster the

transaction is completed, the more pleasant and convenient the shopping experience for the



to replace conventional credit cards and checks, the
use of which results in a transaction dependent upon
wo bwealmss ity of the persons involved in the PCT/US2005/026101
transaction. For exanple, conventional credit cards
and checks often nust be tenporarily relinquished, for
consum%f( Rk feed %r@gm SEsultOd inf t‘h@ﬁ%@e%ﬁrﬂéht%??E#ﬁ&ﬁt%v*e@@gesigned
he transaction is conpleted only ‘as qui y as
to repl&@sd&h%ntféﬂ}ﬂe@redﬁ_ hard¥odnd dHeeie) tthy ustle ¥ e hWRad rRakBNh transaction
devi ces do not have to be relinquished since the
depend@ayupint tideyiac6y of eheCppabiseinvblvednal gel fignsaction. For example,
transaction in a contactl ess environnent.
convenfRanal cedit aatdg,ant kbedks rsamerusthbg temyiondrdy melaepuished, fof etdneple, to
paynment device during conpletion of the entire
a cashiqrrignyaseétam eimpletiorh ang dynternsaden is sotpésctonly haveickty as the
be "swi ped" or inserted in a card reader to be read
Gwhwrpeﬂﬁs data stored on the card is retrieved) This i s,
EE turn, veslth need fg .han over the nt .
OB £ HEFRLQREG, FETBRHARATS 4P Pt NE de derRINGREd since

t,ransacti on

the paspRi, SO SR O RL PP FOpe ?‘enf%@eaéa& Tl €N ment
Partlculknglﬁgrﬁ?géﬁsgﬂmk %hg}ﬁ ﬂltg ec%rn% gf t%' rpﬁ?rln‘% gce cﬂlrmglcgmtp})etlon of

erm srrar car ers genera

the entiVPrdfBhctdhZGfke the ﬁa(}e.l.én@ HeRgy H@c@tqo@' U ERSbd RGAPRL éﬁtihs@&ed ina

a m croprocessor m crocontroller to store an
card redBNRAR ©@ad fe. M Hdth BrobdHeorLAE Card\B & ri6RAIp! Bhiis i) @Nturn, removes the
magneticstripe and stored-val ue cards, smarfcards are
need fof hatdingd éver ZRdpHymend [dbVisd tccatstisiBRir Mdimn@gﬁmesanel time for
security features. A typical smartcard includes a
transactiingioogdeitonol | er enbedded wi thin the card plastic which
is electrically connected to an array of externa
Qonttaes of papwicutedeaee thae hasrhgceme aropolar for swearie saeetling up a
m crocontroller generally includes an

transactigmetst thieciatagyated L5l ccagthdotpr et teaihbl dheelgamorampartcard” refers
random access

general%%w?%msﬁw%ﬁmg5?;3%%%@? slexises Takeborae SniyeTRRivgFSyor or
microccBpIer Gty PP aE LR PO Ioar e VR el g magnetic-
_strlpe a%ﬁngtro%d ‘Z#Tl?ets aFc#in fs&ﬁa?ﬁ%dg%%s ghek/%_ﬁ&sfzeﬁo Xun?u i "'tllllcategr memory -

martcar 1 ze m Cr ocon TO
management and security features. A typical smartcard includes a microcontroller embedded

within the card plastic which >is electrically connected to an array of external contacts
provided on the card exterior. A smartcard microcontroller generally includes an
electrically-erasable and programmable read only memory (EEPROM) for storing user data,
random access memory (RAM) for scratch storage, and read only memory (ROM) for storing
the card operating system. Relatively simple microcontrollers are adequate to control these
functions. Thus, it is not unusual for smartcards to utilize 8-bit, S MHZ microcontrollers

with about 8K of EEPROM memory (for example, the Motorola 6805 or Intel 8051

microcontrollers).
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independent of an internal power source. In this instance the internal circuitry of the fob

(including the transponder) may gain its operating power directly from a RF interrogation

signal. U.S. Patent No. 5,053,774, issued to Schuermann, describes a typical transponder RF

interrogation system, which may be found in the prior art. The Schuermann patent describes

in general the powering technology surrounding conventional transponder structures. U.S.

Patent No. 4,739,328, issued to Koelle, et al., discusses a method by which a conyentional
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points, etc., for receipt of goods or services. As described herein, by way of example, the fob
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Protocol/sequence controller 908 may be further in communication with
authentication circuitry 910 for facilitating authentication of the signal provided by RFID
reader. Authentication circuitry may be further in communication with a non-volatile secure

memory database 912. Secure memory database 912 may be any suitable elementary file

system such as that defined by ISO/IEC 7816-4 or any other elementary file system allowing
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While use of the smartcard and RF technologies results in a faster and more
convenient transaction, the method of data transfer between the payment device and the
merchant system must be secured against fraud. As such, a need exists for a method of

securing the transaction which does not increase the time needed to complete a transaction,

and which method may be used without device user intervention.
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' determihfhg whether to complete the transaction online or offline, the merchant system takes

into consideration various merchant terminal risk factors defined by the merchant. During
online transactions, the method contemplates the results of a smartcard risk factor analysis
performed by the smartcard.

Brief Description of the Drawing Figures

The present invention will hereinafter be described in conjunction with the appended
drawing figures, wherein like numerals denote like elements, and:

Figure 1 illustrates an exemplary smartcard apparatus;
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Description of the Drawing Fieiires The present
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illustrates an exenplary smartcard apparatus; Figure 2
structures a schemati c di agram of an exenplary smartcard
i ntegrated circuit, show ng various functional bl ocks;
Figyue 4 sty Orifimnesamnlayydagabasg strycrefin |ageordprpe with a preferred
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PGSR 81 BrhurE BOSREY ParBran b ApP U afte i eture in
accordaft%ez&gm&on%geﬁ?ﬁ\k@ ;Jata structure in accordance with
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exenplary distributed transaction systemuseful in
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Figure 9 illustrates an exemplary RF/RFID payment device useful in practicing the
present invention;

Figure 10 is a block diagram of an exemplary RF/RFID reader useful in practicing
the present invéntion; |

Figure 11 is a flow chart of an exemplary protocol/sequence controllef decision
process useful with the presenf invention; and

Figure 12 depicts and exemplary flow diagram for the operation of a typical RFID
payment device in accordance with the present invention.

Detailed Description of Preferred Exemplary Embodiments

The present invention may be described herein in terms of functional block
components, screen shots, optional selections and various processing steps. Such functional
blocks may be realized by any number of hardware and/or software components configured

to perform to specified functions. For example, the present invention may employ various



the present invention; Figure 11 is a flow chart of an
exenpl ary protocol/sequence control |l er decision
weemeoss3sisef ul with the present invention; anBCHUSM08026101

12 depicts and exenplary flow diagramfor the
operation of a typical RFID paynent device in

integrag@d cinrcdarompondrits (e, preesentlenreusnpioesssirpedlambss, logic elements,
Description of Preferred Exenplary Enbodi nents The

look-uptableevndi the dke), ohidhapap eardesetra Yargthef ginotions undenthe gbntrol of
functional block conponents, screen shots, optiona

one or e ERIFHREOCETFATVAT PHESCYtiot dewrery Simulasly, thecieftware elements of
functional bl ocks may be realized by any nunber of

the prescat Hygpigenmay B¢ neplenizaicd YEBh P REARETEYAR OF s ing danguage such

f ified f [ .. le, t
s . RS OTERBRoRL L Lo SR el Sty racae
and M A emgzﬁ)‘fig% ;ﬁ)legvglﬁguse?lggngt%%’b%:in%on%%%m?rgé(? ge;vs(iet’ Saglg%op}%nation of data
structullﬁg,gg%ec{%*&!@ss@&%oﬁ%ﬁe@%r Qttfer %ﬁd{’??{ghlsnﬁr?r QEmEMBCRLARS:, irt should be

control one or oprocessors O

noted tI04t RS pre&t [Rent&Ying ¢ empRliyiryaiumber bh8orRhfiRl Bchniques for data
el enents of the present i'nvéntion may be inpl enented

transmi¥didm ﬁ@ﬁalﬁfg@&fa@dﬂ’ﬁr@@sﬁﬁ%sﬁétwm N@ntra)) GAHRID €heS UikB. aFof, a basic
C++, Java, COBOL, assenbler, PERL, extensible markup

introduttéoig vageyptodhphy, Javia®as dexandrifiéil BOBroce IS chinderv antitizds“Applied
‘ al gorithnms being inplenmented with any conbi nati on of
Cryptograplay: s Prasedols; édgorthinecasi Seuroe €s9de s Cyopubilished by Johirhfiley &
' pr o%r amm n? el ements. Further, it should be noted that
Sons (se¢pad gdiivan99omhertin drronrpyated by ssfergnse. nunber of
techni ques_for data .transm ssjon,

&y 3&58%%8&2%»&@@1%%% of Hg, preeanhdnventiom cpbld, be foymupted.  The
exerptby S o  Fo B ondsP B e O YRR W o
ransac B SRG3P R, B it O PR SAPEOHIOE PRIG gt
commugr{%%tsanasb%ﬁ{/&i eIk gtrlﬂggcgthgyﬂlreq{e%@ﬂ%ay b il @8 as other

Ications o resent 1nvention c

types of WHHAL &&h af BL iR 8OMlcALKviIRhWRIoi(BIRYOSed herei n may
I ncl ude any system for exchangi ng data ‘or transacting

Dtk d sRire UBH sdsternnBed fHaF MAtefact ¥thi the fsdier, vidAny input device
' extranet, WAN, LAN, satellite
such as, a keypad, keyboard, mouse, kiosk, personal digital assistant, handheld computer
(e.g., Palm Pilot®, Blueberry®), cellular phone, and/or the like. Similarly, the invention
could be used in conjunction with any tybe of personal computer, network computer, work
station, minicomputer, mainframe, or .the like running any operating system such as any
version of Windows, Windows NT, Windows 2000, Windows 98, Windows 95, MacOS,
~0S/2, BeOS, Linux, UNIX, Solaris, or the like. .Moreover, although the invention may
frequently be described as being implemented with TCP/IP communications protocol, it

should be understood that the invention could also be implemented using SNA, IPX,

Appletalk, IPte, NetBIOS, OS], or any number of communications protocols. Moreover, the



conmuni cations, and/or the like. It is noted that the
network may be inplenented as other types of networks,
wGeamh/0gs3an i nteractive tel evision network (1 TMT/USYS/€26101
required, the systemuser may interact with the system
via any input device such as, a keypad, keyboard,
systemyganeanplties dhe usse palerer digiibition ofaeyigopdnservivan dhelfdrmation over
co ter (e.g.,.PalmPilot(r), Blueberry(r)), cellular
any “%’H‘gﬁg‘f“”&ﬁé?%‘?artm‘é“ppﬂ]@y desahbed hesgin. t he § nventi on coul d
be .used.in conjunctj.on with t.ype of. personal, )
c‘gr%f)%ntq%cr“,onn TWST %fégbﬁﬁ'utaér‘fsemke‘é? H’taVo‘H,&“de any identifier for a
¢ 1. PO mi.nfr r the like . runnin n )
arsa SRR 600 pI A LR R TEY e, chare
debit, WNeRRRAYS sd¥Tngs QGRS | rorWy . i
Vo CaD gy nesy LAY 5 %@}2,Or\L/thS@%@%B‘?dg}t?ﬁs{wg?%ﬁgéﬁaft&%“. account
providde@OMRymeat hitRGIGAtHAReh@MENA itAic AT BN SRt ifier (e.g.
described as being inpl en%nt edﬁvi\ft h '?Clgﬁl P Rftnifier (eg-
accounc aumibier) eady ensorpl@td€oh crddit srheblt ARt NERNSE RLBudthdt rewards
the invention could al so be inplenment ed usi ng SNA,
account RMaintapEidetad lserviddide by NatcBl EBitiec®Ss, Adfieriay Busrosy Wha and/or
conmuni cati ons protocols. Mreover, thesystem
Mastercaigh enibedikes, the use, sale, or distribution of any
g,oods” services or information over any network having
ionfsilifate updarytandingtthe gresentiipeatipe mayrbe desenibadswith ropect to a
di devi ce ‘_':ldent i fi eﬂ, §§ used herein, may include any
credit gegault QY eYeprit heyld be diotsdoihatlgiBeentighiis Roheg liguted and other
ted to_a user transaction acco%nt (e.q.

|. U .
accountg permyiing an cxCHARF| of GRad Frd) SCWIGFF e, o @igiiat data value is
I . i ' i ned t ti
contem %Ye%l thibe wflhid g“éé&%ﬁ@%&%ﬁ%%ﬁegﬁ% gri ;g? isg(r:] Icgﬂt er).

count provider
| t | t 4 Lfi.er (. i .
A ARl (SRS ARLMAR AP ) HESRIPECS, iftcPn ety g cond
number@ GRRB{Eh, eacR WA dity praefiet Rhy it® ownCNBhISES cs§,911¢ _
“mai ntai ned and s%r Vi cedhsbiltps?l\}glh enl%'?ltnl@e ag{’,&ﬁ%}} Fscéhne fifteen
digit nunxeir@g systéhsased s/ AmeMest BxhEsl, Bach EdBpdoyKeered® card numbers
facilitate understanding, the present invéntion may be
comply deticthabesmpinyts stasipeiizedt formataneldiiat the cotphny tEMEY 8ixteen-digit
it should be noted that the invention is not so
format wilhieregalbhesedohe spaged sein o npmbers;t 4si legreaented b alegruraber <0000
oods and services for an account data value is
PEDI atled Hwigsd expmplen the firy cloysetwpevehedigite senteserved for

invention. .. .
processing purposes and identify the issuing bank, card type and, etc. In this example, the

0000 O

last ‘sixteenth digit is used as a sum check for the sixteen-digit number. The intermediary
eight-to-ten digits are used to qniquely identify the customer. The account number may be
stored as Track 1 and Track 2 data as defined in ISO/IEC 7813, and further may be made
unique to the RFID transaction device.

In one exemplary embodiment, the transaction device identifier may include a unique
RFID transaction device serial number and user identification number, as well as specific

application applets. The transaction device identifier may be stored on a transaction device

10



A transaction device identifier may be, for exanple, a

sixteen-digit credit card nunber, although each credit
w@e@eioth=ss has its own nunbering system such aBCT/082005/026101

fifteendigit nunbering system used by Anerican

Express. Each conpany's credit card nunbers conply

databasi (bBatbddn SRMPARMCBoS tRIRAT dTRE G {RARL atike tdadibadd ®hay be

conmpany using a sixteen-digit format will generally

configub®ietof s@te rsNAFIR hc&Rin n@inbery THaEs to e RIED @HBAERth ddvideNBer by
nunber "0000 0000 0000 0000". In a typical exanple,

the samk v différefit dccoent tpeoadivig institigions. &t additee wiete fherdevice identifier
processi ng purposes and identify the issuing bank, :

correspamisdotay logalin dy revards herouh, sheeRBHd krepsachen dawite database may be
sixteenth digit is used as a sum check for the

configuegdytp sterie thegittendanhloaplty Theewapdsaiomsgidaipy ei ght -t o-ten
digits are used to un|queléﬁldent|fy t he custongkﬁygﬂgmnd’

hbe datsbass fieussedyhasen SRy &8 Y BPECH datahiac. THE
e g o R R R T R e e
: I mhodi 1t - . '
ot SR SRS TR TSNP ERATYLAS, oyt et
productgi glyz%/{/f;élﬁ‘ eSESthBradll g&gﬁorgtﬂﬁ @%ﬁ.&lob&j gﬁ&:eg ’It é\;ﬁfeflﬁlgh) ,nm%oft Access

as specl app tion appl €

MSSHBNSANI PEsoHE Lo rat RN IR EdrSdndTBY afdingib@), &t dther datab
of St?aﬂ%ﬂctf@nodeviggﬁatabgse Ié%ateg &%ﬁtﬁg trgﬁgacf?oﬁlazwe

productdePh@BasEh@ay bansa&iizednindayi SetabRt dbawe, Meludig as data tables or
configured to store nultiple account nunbers issued to

Jookup tabies RBlsEdidtnsdctitan ddavihoebaseomplishiet ehroagie amy data association
different account providing institutions. In addition,
techniquedniarosvt dvel mesticeé in therrti fHog exaaple gbpassdsiation maly dbgategmplished
_ or rewards account, the RFID transaction device
either wianuablsiser muipnisicalbnf i Yutoswtic casseartion: Keshaidnendaan include, for
| oyalty or rewards points data._ The datgggzes :
exampleyjasdajabsel sesple; dateRpse encagry GRER APRER gnd/oy the like. The
. relational, hierarchical, object-oriented, and/or the .
associafED @B AT RUSEY ot BAREPE L REES TH) DY, SECHAIE vsing 2
« i npl enent .t.he dat.abases i ncl.ud B | b o
key e et R R RIRELERS S BT Bart Tl A7l B Barstions he
[ r I [ r
s Y P S0 095 A TENE D8, B 957 .
i 5Abé 8RRt VRSB EDBER Me fRAE dAXallé BRA the second data
caﬁm1§%%§gg§e prg%uct.;Dafgbase may bé’organized in any
table, afcH tHeaMoCd4TR BbRs may fHeH Befergéd Battie baly 6Stherclass data in the key
field. In this embodiment, the data corresponding to the key field in each of the merged data
tables is preferably the sanﬁc. However, data tables having similar, though not identical, data
in the key fields may also be merged by using AGREP, for example.
In addition to the above, the transaction device identifier may be associated with any
secondary form of identification configured to allow the consumer to interact or

communicate with a payment system. For example, the transaction device identifier may be

associated with, for example, an authorization/access code, personal identification number
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| ookup tabl es. Association of certain data nmay be
acconpl i shed through any data associ ation techni que
woemeni1zskl practiced in the art. For exanple, PEBUS2005/026101

associ ation may be acconplished either manual ly or
automatically. Automatic association techni ques may

(PIN), Ineethetdpde fdigitat xanificate, bictatabdste, ariforahheraedatdabarientification
nerge, GREP, AGREP, SQ., and/or the |ike. The

data usabisoeiifit 4 gansattem dfarjcebxse:ardemnpl i shed by a dat abase
merge function, for exanple, using a "key field" in
Basbhuldfbet fhaherennisbibnatipaventianal semporentsdft REDhpesaction devices

ot st B 1 0o T BATERFEORAL Ly e o
o o R 3 R PRI B

o R B T T
the hkef t‘He %sgé]ﬁo{%k ei;r ﬁﬁlg) %ﬁfaat Sﬁﬁonq* n&lctho thdie &ﬁﬂponents are

merge ta tabl'es 15 preferably

contemy 1'3&d§§%§1ncmé@\f§fhe sgéﬁeaoﬁtﬁ@trﬁ/%ntlﬁﬁlw ng simlar, though
identical, data in the key fields my also be

ﬁeﬂﬂ)ﬁﬁl Yo Wei rﬁﬂeaﬂ%ﬁ’he g)@dseﬁxﬁw@xhtﬁ)n Isndedeldibdd @itht@spedeto an
above, the transaction device identifier may be

integratdd spoliatad, sich hs cnymaecoddar yaf of exaviple dednof oClamitaion. That
configured to allow the consunmer to interact or

is, othet dmrgnitaatiecul tirdadpasesent eptmplatedde exwithinethet srope of the
transaction device identifier may be associated wth,

inventidror Fexexapipls, thetransaetin devieodsseidedswity weectﬁe gl 9 is useful

i dentification nunber | nternet code, it
for the aspsenff inygpteon. bR y,dgllz*@ugléﬁ’a? BFCS%‘ttwé‘?’elg@é’oﬁo‘fﬁss}lbed with
identjfi ea{ll on dat use(fl to. velrlff6 a tratnsaag%i[ o "
referengdfiac 6C AR EBIART p 155 MR IP etk g RGE et etpuitsgpsaction

f RELP o
device %q{]ge}/lglﬂtﬁlra?lgtgtre%rg ergamrcH p@/néeéluséggelg:gﬁ&? t l.l"ﬁglc 19 eﬂ% ¢&th “card” is
notllmlj(t)e’dellﬂttll}ésizg%%%lﬁ{f)ggﬁ l?ng'c_zFr% tr&J Il'ed in the art VV| Il

ansacti on device and the

IFE Ileﬁtﬁ %ur@'en%@alnﬁ 18 MaE ‘?ﬂv‘%nﬁ&? |th@§eﬁefa@@b&ﬂaﬁﬂ§bnd structure of

transponde ant ennas, protocol sequence controllers,

a smart@RdUWsehup hathddeaiingibars daagsste deéi‘ﬁn%] me%emSRigyrésol and 2, an
proper RFID data transni ssion. As suc t hose

exempl&NRANENRAES sidtemCauitablepfoat gdctidingd ehd Iptﬂsendedlvemtldd‘lm shown. A
scope of the invention. It should al so be noted that
smartcadrd @O gasesity commises amardsbatysii)2 lpihgm témmasiseton tagiaml04 for
providing contact or non-contact communication between an external device (e.g., a card
reader) and an integrated circuit 110 encapsulated within card body 102. Communication
‘region 104 preferably comprises six conductive pads 106 whose placement and size conform
to ISO7816-2. More particularly, a communieétion region 104 in conformance with ISO-
7816-2 preferably comprises VCC contact 106(a) (power supply), RST contact 106(b)
(reset), CLK contact 106(c) (external clock), GND Contact 106(d) (ground), VPP contact

106(e) (programming voltage), and /O contact 106(f) (data line).
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integrated circuit card, such as, a smartcard, by way
of exanple and not of |[imtation. That is, other

WO paoe@im8ed circuit card devices are contenpl ape€miusmopHE26101
within the scope of the invention. For exanple, the
transaction device described with respect to Figure 9

W@Jaeéﬁb siRébly pRoRAGSFoer @V@nhogtypﬁqﬁgti@r\alwy 10%). CLK

al t hough"t he present invention is described with

106(c) fselirssinesed ® povidaad extehtal tRcksoate wiichisasl ahig defanrdndmission
refer to any integrated circuit transaction device
referenco ST n0H(H) arsuitathle gsat dransma wi reset aigdalga@eli during the booting
application. That is, the term™"card” is not limted
sequendsy YRR contaet H06(ehmpye befused éorfspgnamaning of EFPRQM 212t imtl€ 110.
~an understandi ng of the inventiaon, the general )
As is kpgpywr B the Artaveyer dkis Gprtagis ae@ﬁ%llwa%waecgféwowrﬂ HCs ppically

. ' [ is di d ferri A Fi .1 d
mcorpo{ge?i %?%él}%%ml g %}l?éﬁézf% gEgﬁ,Qﬁ\étrplin rg%?q\ivxﬁgta ?véllclfll%q%l;e%sltst pc?vger from
[ 1o | own. -S car.
the sulpht Splfes SYES" ABHEPT odid 0B oy ASlis A WETTor SRR aata
commuf RIS LEAL Jiirp Uxfefif Advi 9,4alfcgr%}w\fbg(:%1? 9s ?lf?lligbq’)?tu & to provide a
non-contact communi cati’on between an’ externa 8eV| Cg

ground ( &fdenced qﬁfcgﬁu%gc? riﬁtegﬁxgeda Rirbflf §902%s€doRtidurét] tto Ldfinmunicate

encapsul at ed thin ca body 102. Conmunicati on

electricalgg{vﬁﬁ cdRAcie 166 QiR BER o RBSwH b%cl&gﬂl(éltééﬂn‘i’(?leﬁ,aiﬂ&uding, for
106 whose pl acenent "and size conformto | SO7816- 2.

exampl®/Qh@npasiit A4 Bendgd galdoonesy tipe atiioaiatdde@indingTAB)Nand the like.
conformance with | SO 7816-2 preferably conprises VCC
Wdrilcamt eddififlagy {mpaveard supptysped BEIvecmnthaoctonidd6 (df)a plurality of
(reset), CLK contact 106(c) (external clock), G\D
externaConmtants, itOB(tet) appracoabedithat sapractlosst caeds maysaleg be utilized to practice
progranmm ng voltage), and |1/ O contact 106(f) gdat a

this invéntmp) . Vit ig,08nagonast cammpunisabon deeshqssiasy be employed using such
. (typically 5.0 V +/- .10%. K 106 Clzq,\hl? s it.aglac/l usecl1
techniqyes” a5y FHIARY AP UPKPr RANCIETSORPU PR the G hAG (T §ndin 4 the art,
coaci 2 BRENER, b B0 25 ARt 2R o
vanstr S RS T R PSS s B cHHESELR! wheri
capacit&sngeg valuks (?%?Eﬁ)y ity 156 gﬁ&%%t, ahd tB& W%rrﬁh%Xaﬁ&t isgtzﬁ‘%ally less

nce no typically intorporate a tharge

than ongY4hfl@Rker. f @ﬁd&&E’B@Mmm@%@g@@%ﬁnghg ReldadRS drt SonBOMRE loops,
from the ‘supply voltage ( 106(a)). 1/0 106(f) .
dispose8 Uit 2R}tk BredupRastranskirfivr fohfig@alial eBpldying phase, frequency, or
amplitude modulation. In this regard, it will be appreciated that the location of
" communication region 104 disposed on or within card 100 may vary depending on card
configuration. For additional information regarding non-contact techniques, see, for
example, contactless card standards ISO/IEC 10536 and ISO/IEC 14443, which are hereby
incorporated by reference.

Smartcard body 102 may be manufactured from a sufficiently rigid material, which is

resistant to various environmental factors (e.g., physical deterioration, thermal extremes, and
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communi cation with an external device, and G\D 106(d)
is suitably used to provide a ground reference.
wEowapsaiBat ed i ntegrated circuit 110 i s confi geeBUS1005/026101
conmuni cate electrically with contacts 106 via any
nunber of known packagi ng techni ques, including, for
ESD (&ectidplatic dﬁd&ﬁﬁxge)e)onm@hhm feasiRdinaat tontekeSf thapfsent invention
aut omat ed bonding (TAB), and the like. Wile an
includee femgdaapje, WL t(palydiny s cldbade)s 2B Gdeoxlenitrile{Hneadicnstseptbl), PET
of a plurality of external contacts, it will be
(polyethylpnecteiephthdlate)aer the ikecin @pefearmaddsmbraljments chipegard 100 conforms
utilized to practice this invention. That is,

to the mephagisat agquiteBgnisnice deitlyin ARG, r7§9/3;b@1deﬁ§1®yé@dy 102 may

techni ques as _capacit ng,

comprl#@f?h@?&t%@ aRH R GxamNa, @ﬁégqta%d r COUBR%WWOP idimensions

s or ISP AP0 (1 40ab R b RBAG 58] S UBROBHLE Ygmand shave of
o comngfANSELe bl b GR GRR I3 RNV dSel A e GHO"

sur aces, erel

{ﬁggﬁffv\%% E(S\ﬁ ‘ﬁ%&f@sl G 16 YR l)iyycolxgvrégs @g?&lfs%xaﬁﬁndo‘?ﬂ A ceess

ge I's typica t han

Memor?"(klﬁ\ﬂ\/ﬁeﬁ & Rehd[l gf Ménd l@b'MDg2 RIadsl mb'&lsinQCUmt (CPU) 202,
el enments, or conductive Ioops dlsposed in a

Data BueUy) 2y thee/ Outpiso) s, aad Bl@uiclly Eragmp d Pgrammable
phase, frequency, or anplitude nodulation. In this

Read Onkgdediory (EBRROMDb212ppr eci at ed that the | ocation of
comruni cation region 104 di sposed on or within card
RO g compyised epbatidti mgmory, cerich gonéd byithetdauhprimarily for scratch
addi tional information regardi ng non-cont act

memory eehniogirs intgeediate caleydatign esulsomdadata engsyptipngprocesses). RAM

dards .| SO ] EC 10 and | SO | EC 14443, which are
216 Pre??éﬁgbfjorpﬂrd%ﬁsﬁbl‘:éﬁt@é g’ytelsefer ence. Smartcard body 102
ufact red froma,.sufficient riqi. .
FRER DR T Gt e P?:?’%Yu {fﬁﬁo e ichy dfestesgple and
rewrltablg ie%{ncafl}?, g% S| GR d qg ts I,Cm qer daruser) Sriﬁgws’éerrrll éiflta and

remnes, e ec Fosta

apphcat?dﬁ' {il%pl n Iﬂ‘: EJh‘?er %?'i}?e)(}é) reSn tuﬁ\%nﬂ&?slreﬂg%ﬁ)g/fr’? gﬁe;soﬂlAégly used to

ude, or exa ponV|ﬁy

store a pRAIH Q)@'ﬂléé {e%t@dﬂ@gérﬁﬂﬁdg MEmatiof? %ﬁd/@??)‘réfgfeﬁyéseﬂa?scussed in

erephthal ate), or the like. In a preferred

greater BERI0 BeIRNEn, coBflinRti6m it hIKigu £35-86). nEEPROM‘QlE@EéT@ﬁb omprises
requi renments set forth in |1SO 7810, 7813, and 781

at least 8K dyte$02 may conprise a variety of shapes, for

exanpl e, the rectangular ID-1, 1D 00, or |ID 000

i arpregéroaisembodiment, CPU 202 implements the instruction set stored in ROM
202, handles memory management (i.e., RAM 216 and EEPROM 212), and coordinates
input/output activities (i.e., /O 208).

ROM 214 preferably contains, or is “masked” with, the smartcard operating system
(SCOS). That is, the SCOS is preferably implemented as-hard-wired logic iﬁ ROM 214

using standard mask design and semiconductor processing methods well known in the art

(e.g., photolithography, diffusion, oxidation, ion implantation, etc.). Accordingly, ROM 214
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set forth in 1SO7810. In a preferred enbodi nent, body
102 is roughly the size and shape of a comon credit
we206/0m3s8 substantially confornms to the 1Dl PCT/US2005/026101
specification. Referring nowto Figure 2, 1C 110
preferably conprises regions for Random Access Menory

cmor RN O RSt 08 Ve M g lemcnsion 1
u | I as -
ok s VIR B 0T Pt B o o
comprise® ARGt RS 2UR| Btds! &F HBABHYY préfbiasly dt Jedds €K yytdshanabisdegard, it
primarily for "scratch néenory (e.g., to store

will bel dppedcineet ML At aidn@iy rievites sSngnte daéd iendioepdi ROM 214.
processes). RAM 216 preferably conprises at |east 256
Indeed, big tse ricdnBRRGIM 2 hidolpgy prabessses, niomay dieatdvastagemsrty employ more
region which is erasable and rewitable electrically,

compactfugimadef oteniosy, feeekanpls tflosle EEPRQEYIs.al i a, user dat a,
‘system data, and application files. I n the context of,

The SHISs epntralsfprmasion Eewronng) bomsthe fardAnd meesypargeularly

A R RO A L o
s 55 o SRS LDV A R BHESR)  ERh,
iy B GRS RS IR T CER PTG g 1 i nvcnion
o cxa ATk BV e ERREN G431 e s o o

hich iKMeBst hBFFaEABY YeRRALA WhileQhe TBM' NEEKEpErathigt Histehllémploys
whie 1smaret%ard'ﬁgd;)eratil”ng system (ISC(B). That iglg%rat hgteﬁgC(B Py

the stantiSrdRfe@fsatiaiteyof fitpy iiaditeetbrias slitatahtinily @dadcoglaacd witRBO7816-4
214 using standard nmask desi gn and sem conduct or
(as detgileddeisi)ngt will bodppwelatedby sk rskilled iarthe (agt that other operating
- photolithography, diffusion, oxidation, ion
system imglelnpauldbe auelly suteorfdr rigiplemeraion1al drmpresent invention.
generally be altered after fabricatign. The pui pose of .
Moreovstdthman be pgvaniagseus foolopscarigin aiRecta @f aperadee Bstenp dinctionality

o e e P B BT S e R Mich e b
downlo%e%faen[iact))(le utgc]i b{l %Haesgmélr?cﬁrc? }.{htxr?gg' a Itrre]mgar(]:lign r(f%g aeg(gmpfef Java applets,
ActiveX objects, and the like).

Given the general éharacte’ristics of smartcard 100 as outlined above, it will be
apparent that a wide range of microcontrollers and contact-based smartcard products known
in the art may be used to implement various embodiments of the present invention. Suitable
smartcards include, for example;, 'the model ST16SF48 card, manufactured by SGS-Thomson
Microelectronics, which incorporates a Motorola 6805 microcontroller with 16K ROM, 8K

EEPROM, and 384 bytes of RAM. It will be appreciated, however, that particular

embodiments of the present invention might require more advanced microcontrollers with

15



will be appreciated that alternate nenory devi ces may
be used in place of ROM 214. |ndeed, as sem conductor
w0 embnasegyy progresses, it may be advant ageouspeDUS2005/026101
enpl oy nore conpact forns of nenory, for exanple
fl ash- EEPROVE. The SCCS controls information flowto

gleaterdeM%ﬁJ&ﬁ QAL din ¢ BPaHQﬁEtIQ %591 Mﬂ{ﬁ& ehlst AL G311 known

storage and et ri eva data store EPRO\/I

inthe agl2. As wi th any oper at| ng system the SCOS operates
according to a well-defined conmand set. In this .
Hagiagtthua dyseribed Yin Gketpav seiaRedrd 00 ekt i ars ysérefesr of a
are suitable for the purpose of this invention, for

smartcazd dilgpsteuctirBin scovbdante Huthabe pres@arnavephbL)wildpemabe described with
System 3. 51, the specification of which is hereb

reSpectltn digyres étﬁedei;m‘mr@‘ eowerie &igumid, dile bleugtmn 430Gs m@fgmblmgsed to

stemggi) s the standard tree structure of files
store infpmajon aéffcf & cg@h@ldsmpreémepchnaréchQfan@éa wisefyl for securing

transacig e éch 1@35(?' dsggllft@m?aﬁatﬁlséﬂgftu EEREReTy Comprises
cardho R AR e P ST B AP R A brrrsioasgmplston s

apphca@%ﬁ 4} fabte’ Ic%g £5d r?ﬂxﬁxg#{ﬂel{t?apgfléa?g% Q‘ﬁ% tﬁ%‘%“%@%‘ﬁ@ cg§ a?pr%lcatlon 414,
and car81rVerificatidnatd W04l OF Wit be BYAEL Dty PHRE Wk MR ARAR that the

can ownl oaded and ecute by the smartcard

term “Bpli¢MBn2 id (8 TBRlckORFS @b s@l’ﬁ%ﬁﬁdaﬁwd&@éﬁ@nﬁ@ﬂ'd@ﬁasall directed at a
ctiveX objects, and the like). G ven the general

particulah &R GbR (.81, dbbltoﬁreﬁif&t’afr@, aguorh@ed asllery bhithestitatiboy sythorization
will be apparent that a wi de range of mcrocontrollers

etc.) rathacthea bhck -olf asedtabheasdfivar e cqiep dittatugh kinowse dfrexehwatde modules
may be used to inplenent various enbodi nents of the

as part pfrany gatticukav epplication fills veithirethssaepecelrthe pieserit Liuu@ntif)mr
exanpl e, the nodel ST16SF48 card, manufactured
Saghriderresiication dut 404 Penferably hatscsslatarssub it a@refgma cardholder

Mot orol a 6805 mi cr ocontr th 16K
1dent1tya41{ﬂm885’4tf6‘}/9@%%°"of RARFFr b E{‘E‘eéb &%R%édeflﬁmwta 404

comprig i SELl P PR G ANC T A BISOREr O [ hiers) reféed to as

ater EEPROM capacity (i.e., in the range of
leaé'gé}g{,gz 16K). Such systens are well known in the

@hfdholder ID application 406 suitably comprises various files related to personal
information of the cardholder (e.g., name, addresses, payment cards, driver’s license,
personal preferences and the like.

Payment system application 408 suitably comprises information useful in effecting
commercial transactions (e.g., account number and expiration date information traditionally
-stored on a magnetic-sAtripe credit card). Alternatively, payment system application 408
comprises a full EMV-compliant application sﬁitable for a wide range of financial

transactions.
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Havi ng thus described an exenplary smartcard 100 and
I C 110, an overview of a smartcard file structure in
waewentasee wWith the present invention will noRrCES2005/026101
descri bed with respect to Figures 3-6. Referring now
to Figure 3, file structure 400 is preferably used to
Ttk Eetion§ ImmbiiGN riled abphkaktion carodboikey cphpieseda@shelpful in
and various data useful for securing transaction
determiaftigt ifefiiendonditidn Her lcoipletiMprae trpasatiiclhavd peerf inhat.  Transaction
‘'structure 400 preferably conprises cardhol der ID
completipprilesbpplivad®6 4 1 ( ayayeordingyikt eontaipphiocasiionre@@nt to whether a
transaction conpletion rules application 410, card
requested stcvice sagemsied uapglthesmartnardil®0. opti onal data objects
%{g}ol ication 414, and cardhol der verificati on dat a 404.
durisk anagppe caRRls sy 41 h gukakly qompgises, mipematiqn useful for
ntext .refers

g e SHBIACE R, 3 S PR f B Sbcin
e SPL s DR R SR 20 s o

R
Rlaldc s 190 inkRAL Ao gtonil dppliBatidAg 436 QRE S@ﬁa%ﬂ €omprises

present invention. Cardholder verification data

data uf¥h8f & 3RpAithUIRS al@tadsadied, Uincludinggr fof yéxaghpler ddeol sleferences,
identity during a transaction. In a preferred

applicatéib @dire®yt codearagplidation weesiod immatbiegnlodat aodgetugonpiiliseslimits,
two ei ght-byte cardhol der verification nunbers (i.e.,

upper cBhddcativeeflge lmatsgandthetldeeas CHVI and CHV2. Car dhol der
I D application 406 suitably conprises various files )
ieleattedf the pbovsonentidnad giprbgations.ofophisticaied @Ressgend encryption
(e.g., nane, addresses, paynent cards, driver's .

schemes jageopreerathis peibizesd mpﬂfé?féP@H@‘éfsm%@?et prsties fogmaks Useenfrcertain file
system appl i cation 408 suitably ¢ rises inf tion

structuig SYRiIe PIEVRIPE HTRRGOBEHhENTE A0y FHSa VOB Weelig Ty, Mérchants
account .nunber .a expiratio a [ ' .

(eg AHgY E?SB‘H‘;{I Wrcélf‘%g)e ag’ncraeatr?ag're}gt ‘%"gn st? llfrkls)r%gg%ér ginl gtructures (i.e.

“partnef RiHrucflrdLS Phink a 68 h @Ry A8 mployed

porac B ibE) BBl 100 PRI P ARRLL b o

are destrMedan YWiekler Ei@tlgg 8el8lv ihicBAMRE@N WitRTaBIe4pOoNS. Transaction

conpletion rules applicdtion 410 suitably conprises

‘i@fé’i‘riﬁ? lngtwiko iF‘?gure 8, smartcard 100 is suitably used in the context of a
~ distributed transaction system. Briefly, cardholders may employ smartcard 100 at various
access points 15 which are connected via network 19 to an issuer 10 and at least one
merchant 12. Merchant server 12 and issuer 10 suitably comprise various hardware and
software components suitable for client host communications as well as a merchant database
system 13 and issuer database system 11. In this context, the term “issuer” refers to the

ofganization that actually issues the smartcard and retains some high-level access to certain

areas of file structure 400 (detailed below).
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determning if the conditions for conpleting a
transacti on have been net Transaction conpletion rules
wappbiocsss on 410 may ordinarily contain infor netT/082005/026101
rel evant to whether a requested service is pernmtted
using the smartcard 100. Card risk managenent
Mbrthantst i186a),412(by uartdabd yong angyr icempriseftior vatipwn disgret uinerchant
for validating that a transaction should be )
systemy getHiguredeld, resgive fofe fepop arsmanicaty tGfefos dtansactigntcpapletion. Bach
nmet hod.. The card ri sk nagement. application, 412 ma
merchagh £ af 2l SOBBjIES GEPEvant 9 hEoPRAte REIVES @0 software

ool SHSSHEE Y G o SEBADSBY RO R BLT, SHHBR 0
comprQEAIERPRRCELLGTL AT, e PO d . SO A o on

(pSTNggl?ﬁfme@mt,uag&alaﬁgaﬂlﬁ%ﬁggxrefét,?a%ﬁéz WRhEkEENCY code,

plication version ower consecutli’'ve offline

IHa PR hoesd PO 16 QURSAY towPridés’ hd BFpropAAtk Tar®RGAdEN BT interfacing
like. I'n each of the above-nentioned applications,

with s@ef&irét 100ahe valC a8 Iirdinde eel yeitwae SGIABIE foraln@erfacing with a
preferably utilized in order to allow nmultiple parties
cardholder amkgerfismigf a crandaaiion bidrenesworkciUr Ascashipbtts 15 are preferably

preventing unauthorized entry into others. Mre
locatedsipexrédsi praviding ermwvenantt accéss. tg. a cardholders fodti tsanisantion initiation and

merchants) may create their own tailor-made file |
completipn.y Suely acsessipodnts 15 pay thedpcated, dorsexapple, iearijng fickstipg and gate

s, G o o S, b B oSSl TR i s
' ti. i th, Tabl e .40. f i. to Fi 8

et S90S )5 <R R Bl P e

s B o RS O P Al o 0 9

W Ol AR d GRRARE o;fi g fb?ésw viitidP A hi}% L@? d&&@&@es are

at l'east one merchan Merchant sérver

stored 1n58Uelee’L Qiradtilcaldl ¥ 1GRNIRY inStheVA%] Oftft harflvah@rRRd file structure
software conmponents suitable for client host

resemb Y N EIRkhORE MS-DOK! (Micrésoffe DEsla 0 petkaingb 358 esly Sfile Mtructure
- 13 and i ssuer database system 11. In this context, the
whereirt €iled aré degiedlly orgheirad tvithinhe hivrgehy odtdirectotibat Spetifiedllyy three
i ssues the smartcard and retai ns sone high-1evel
types ofifibesse tefiredrin 80 7816-4: dedicated files (DF), elementary files (EF), and a

master file (MF). The master file is analogous to the MS-DOS “root” directory, and contains
all other files and directories. Dedicated files are actually directories or “folders” for holding
other DFs or EFs. Thus, MF 302 may contain an arbitrary number of DFs 306, and these
DFs (e.g., DF 306(a)) may or may not contain other DFs (e.g., DF 308). Elementary files are
used to store user data, and may exist within a dedicated file (e.g., EF 310 within DF 306(a)),
or within the master file (e.g., EF 304 within MF 302). Higher level DFs (i.e., DFs which -

house particular applications) are often referred to as application dedicated files (ADFs).
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areas of file structure 400 (detail ed bel ow). Merchants
12(a), 12(b), and so on, nmay conprise the various
wa@le@bn012588 mer chant systens configured to recei Rer/ust085/026101
froma smartcard 100 for transaction conpletion. Each
merchant 12 suitably conprises a database 13 and
JRPMNIP ahdleacthaf theaD s @Rl Boire wBsigneiamniges twolbgrekieadyntifier
for conpleting a transaction over network 19. Network
(FID). By eomyentiorp tthesbfFois éraditionsli e assgmed ain d3Di dfrf3Rddex.  Selection of
(e.g., the public switched tel ephone network (PSTN),
an EF phd®F by ¢heeperatingisystemamdy dkenl b paifeaness by rt@cwxgr i¢s entire path
and the |ike). Each access point 15 suitably conprises

startingz the pHbpThes, of terdF conaae arBF Wh arflRc m&owam is DF m turn
containg y ESSTEN s 118, ARl S e BRI . 268 mscg&%b“%ﬁmew by succesve

selecuo%oqf,r?@m S GERIAAT, Ll g
file narlﬁg ﬂ%’ g&gng n%f?teﬁl {2l ?l Etof‘n@sr at{cf ARSARL; iggt mtended to

access points

indicatcbg ghﬁ‘f&tl ggdre%s%ltfﬁﬁ W@M‘ fl2a'/(§ Mlﬁbé hieelihieg vy rﬂﬁ’os@ @kﬁled in

rental car facilities, hotel |obbies, tfavel
the art QG%UEV&SEEH(@WE&RQSSQ%OQ Q)rgfb%gshéﬂallé@bﬂl $he SCOS in conjunction
Furthernore, an individual cardholder mght configure
with CFWIsopr her personal conputer to act as an access point
usi ng appropriate software and peripheral hardware. In
Bagh Gfeepreéotatdpiiadianentoctdted fte pradsie nontainingnvarions imthcia of the
files and directories are stored in a "tree" structure
particulas EFsDRnosiE. iMpteepagticularish she fils heades agsastateday tth fipagticular file
structure resenbles the well-known MS-DOS (M cr?soft

preferalply dpclejss the filegdayifies (§LD); file sizey %Pifrfé’n%@im‘elaﬁ fiil¢ ggucture. In
are |logically or nlze Wt hin rarch .
tis recgi; GERBEH 8ol O0SPURDRTSCRIPY Ot uf e Sirittier) dnspagent, linear

defined in | SO.78 dca d files (DE ’
fixed, IBFRr bl of GG | B e st g 5 piriagt hesefl sructures
er fi i s anal ogous to the Ms-DGOS "root”
WﬂIbegHee%{eg}e)‘/x%e%and contains all other files and

di {r%&g%h{eﬁle %?gtgﬂt tc%ﬁs1§t§ s, ﬁﬁ%@?%&é’s@éc%k&?ﬁ& Q‘.P/Fﬁ‘@fing an

ers ol di ng ot her s of EFs. Thus

offset aﬁ@ %yf@ﬁ%uﬁp NEGH diaﬁ‘lBFeaWhtréﬁféﬁc@ wipebleaf bdih, G06én aAdyte string

hese DFs (e.g., 306(a)) may or may not contain

of data Qiyt'@W tBfcugh 0Gvouldbe 283sed Ehﬁgremb&b@t of kixemdarlengil efifdue.
store user data, and may exist wthin a dedicated file

byte# (€.9., EF 310 within DF 306(a)),
1 2 3 4 5 6 7 8 9 10 11 12 13 14 n

offset > < length --—----- >

Table 1: Transparent file structure
A linear fixed file structure comprises a plurality‘ of records of equal length (e.g., a list
of phone numbers), wherein access to an individual record is achieved through reference to a

record number. In addition, it is possible to refer to the ‘next’ or ‘previous’ record relative to
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or wthin the master file (e.g., EF 304 wthin M
302). Higher level DFs (i.e., DFs which house
w@a2anbiotasssar applications) are often referred tBCEBES2005/026101
application dedicated files (ADFs). The MF and each of
the DFs and EFs are assigned a unique two-byte file
the ‘curéf NEecbidq(.e.( Fehost Batetdy¥@bisedrecotd)e IvEontfast, a linear variable file -
traditionally assigned an FID of '3F00" hex Sel ection
structui@f comipris€s cacofds dfyarbitvaryo petr latowngleagdt end natherdfere typically more
performed by tracing its entire path starting at the
compadyEhanTimgas, fixed datrestiMeticemt ains a DF with a FID ' Al OO,
and this DF in turn contains an EF with a FID'AQd '
A gyielin filehstenchre isqriyge pElingsf @K@h@@o‘”%@@l%ﬂ%’lﬁ?f wsed to point to
successi ve selectlon of FI Ds 3F00, Al OO,
the lastglafg S@bé"féﬁb’ﬁ tac it dhe ’ﬁ%&‘r heeoprdps |“é“téf‘§‘st8nﬁlﬁé1°|“9“aref‘1“ilset0 the

eratin

st ey oDl ot T PRBPHEE HoE R TR ER GHATRCY P AdTiogy o A date

structure B}e/c&\a% . H‘%‘éﬂaﬁhs\g%%@{gg}%o%g?ﬁ%%oérasa?ﬁew(%%\k?&% Pessaging in
smartczﬁ:'gp BRI G5GE rEER %2, %feﬁéﬁrﬁm&k)mddf’egtrﬁ’&urtenﬁ aetidaidd with

nctiron wth 027 Each file preferably has an
ISO/IE@%%Q? IRE&N 15&3@01%&@%&(3&%5@' B 9L Vadbj @4 SinforhhGbrbr Erdmg the
the particul ar . More part|cularly t
type anfl |lér%tlh@t&ﬂ€ infagsRondd fdluded hloag pdthtthe uttasl datd. €Thus, a TLV object
preferably includes the file identifier (FID), file
compristis Z&, tagiCc odich ddendfied oines typendf fdatee (st rcalbdduoet bynthehappropriate
regard, smartcard 100 suitably enpl oys one of four
specifictibn), stlength Gields whichandipateethe, lengthambytes réthe daﬁ?h@afonow and a
vari abl e, or cyclic. For the _sake conpleteness,
value fwht orhéchopomprisss the pemapy date.uFes ewmwleb@ebwéfqbgﬁct Hustrated in

i ewed. A transp ent STl ctu nsi sts, of a
Table %b@lpwnaqdemee@xta Byl Fppth@taPvine: sut Sgponds t
oyLe cay fe ence to Table 1
a the é o g@e}he @@Ftécajs angld:?ﬁlgg %4t a, bytes 7 through

10 mould be accessed using an offset of six and a
Taglenlgahgtho%bfour. byte# 1 2 3 4 _5\611u3 8 9 10 1 1 12 13

lo 1 - Tr aynoenaro
—C L . IIHIIQQICI IICO u <

14 n > T r\ H
o] € Il i X

1l o of v He
T T 1

¢8C,"' b 07

TABLE 2: Exemplary primitive TLV object

It will be appreciated that the meaning of the various tag values must be known to the
system a priori. That is, in order for the tag field to be useful, the smartcard and any exiemal
systems communicating with the smartcard must conform to the same tag speciﬁcatidn. In
this regard, ISO/IEC 7816-6 defines a series of tags useful in the context of the present
invention, as does the IBM MFC 3.2 specification. ISO/IEC 8825 sets forth the basic
encoding rules for a TLV system and defines a “template” data object, which can be used as
a container for multiple TLV objects. That is, it is often advantageous to encapsulate

~ primitive TLV objects within a larger template, which is itself, a TLV object.
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A linear fixed file structure conprises a plurality of
records of equal length (e.g., a list of phone
woube1s3s wherein access to an individual recepeTUS®05/026101

achi eved through reference to a record nunber. In
addition, it is possible to refer to the 'next' or
Tpthewdeauksd desciptidn tefadlbivy eatiatsaerdngus red tibbreemtions will be used
(i.e., the nost recently accessed record). In

to refer omtpagsomlar addts mges, Yermatsh|aadf the diket r e kay eoctbagsr peyesyms and
records of arbitrar% but known length, and is

abbrevigtigisgs presetgphinchable 3l conpact than 1inear fixed
data structures. A cyclic file structure is a type of
| i A¥ar fAlpbanfméree wherein a pointer is used to point
t Nt he |Msmedata set witten to. After the |ast data
regord iBooédntten to, the pointer returns to the first
record. ddlendiSn a cyclic file conprises a series of
regords gufgnged in a "ring." A data structure
papticulggly inmportant with regard to storing records
as [ =Y thea re messaging in smartcard applications
[ e ag-l engt h-val ue or "TLV' structure in
a dance®i th.1 SO | EC 8825, her eby i ncorporated by
r éfer enceByISUAeH v opbj ect, information regarding the
t yie and-gfeiigtifeds the information is included al ong
wi B&Dt heBiaatyrgdedidedmalrhys, a TLV obj ect conprises a

tag, which identjf4desy,the t f dat |1 ed out
20, uhich | S SKLDR, gRRy g cat 2 (as call e o
F\ft]h%rhlécﬂggl drﬂh%ts fclifdGs! & o%fe%l‘&sot%fprgféﬁe LA $Qcture are in
ol'I"ow, "an I'd, I'C

a value'fre conpri ses the prinmary

some C%@% gTscEQEd rBoulhil§le SrYct BRI (§5s (. L{,ﬁ%ﬁﬁfﬁﬁé fixBd, B8d). €Those

ow encodes the text "phoehix,” as a l'ength

skilled 8f thé aRWyBSealpRINGREFL IR dfPhecdrivfon SinhitCar il Qfuct#Etypes
hex (a hypothetical tag designation). TABLE 2 :

are typicx@yTphitdble i iifplenwmting \ingPasticulal tdatw dtiuchee. afpr exdnailedwhen a
that the nmeaning of the various tag val ues nust be :

file strucnmevis descritied as yrsthedm@a “oplucality ofiteadrds. it will oy arederst@od that such
the tag field to be useful, the smartcard and any

a structeret man bt designednforcaample vsing adisiof recotds assembleshing hagsr fixed
conformto the sane tag specification, In this regard,

file whes@y esxh 708l & Hedli Acsanspayent Ble @ndtoffpst (yaluescofraspopd to the

srons S P D B B s G T A E i
in a ling{]rgf?%ifl;tgg .rolf” eﬁlér]: ggj“%&‘;r lé\r{wi%{% ﬁ?aﬁ%glg dlgg)eeg(?a%g %otwithstanding the
fact that particular tag values — which are for the most part arbitrary — are not explicitly
listed in the tables that follow.

Referring now to Figure 4, Cardholder ID application 406 is used to store various
information related to the cardholder. More particularly, cardholder ID application 406
preferably comprises directory EF 532, holder_ID DF 502 and miscellanéous DF 530.
Holder ID DF 502 preferably comprises ID EF 504, home EF 506, bﬁsiness EF 508,

preferences BF 514, passport EF 516, authentication EF 520, biometric EF 522, and driver
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a container for nultiple TLV objects. That is, it is
of t en advant ageous to encapsulate primtive TLV
wobjoenis3sv thin a | arger tenplate, which is itBet/f$2085026101
TLV object.In the detail ed description to foll ow,
various acronyns. and abbreviatjons will be used t
EF 518 eMdscetlanegus EFcAtapredanlly toppwsisest paymeans CarainElFtﬁ%Q quveénce EF

S12, iner Bl 8: %E%%a%? Er%”ymsplﬁﬁﬁ%%;r th T é@}‘éegﬁwé%ﬁgs and
. its ar
their re%ﬁfcwegﬁf HUS G %\lsiejj IEéjFD? ll%ﬁﬁ(\w fied gCBaél nary Iccr)]g[eé
?}#e{:t%?%r‘iﬁ%%bl;p ?ﬁldesKS Yist 8f ?qur ?Y&Fldl‘:ﬁk fid} afld ?a%r Is Yo E}w various

varil ous ures O a prere

high—le?él lylﬂs%(fstlﬂ% %nﬂ& éa?&%l&éi‘siﬁs Rehd80k UThRGis Paid ﬁfé“ie@%s the

l'e struct types (1. ransparent, fixed, etc.
functiod hﬁsg B hlléx%@l dnrécfok‘F lﬁhhg V\dvhﬂchrsﬁy@l:xlfé@ thO AR, (itd] aFID) and
any of the common smartcard file structure types are
applicatidtPiabal foy eseh DRbLenfthis chsg hekienTDIMIF 40y apd htiscelib@ous DF 530.
data structure. For exanple, when a file structure is
In a pad&starlybpdfasd exabadinmeg, 'daeq:nbrgerF i582 ipftrngumdds, dccordance with
wi |l be understood that such a structure nmay be

EMV 3dkas shnwd, in flablek belpive Prefsiably, ga¢h wajoppppliseBeriée.g., hotel, airline,
assenbled in a linear fixed file wherein each record

etc.) hap gn pysgeiptedslineetansplsre 2 sybsentialhysasts Blgstryeiitfes

correspond to the various fields). ternatively uch
Record@e&kiptigat Ur e may be deSEgaasl fatsiang T| Witghal mgnst(bytes)
assenbl ed Size Type Size Type
Application ID for holder ID DF 16 AN 16 ASCH
Application label 16 AN 16 ASCII
Application ID for miscellaneous DF 16 AN 16 ASCII
‘| Application label 16 AN 16 ASCHL

Table 4: Exemplary cardhdlder ID directory EF
ID EF 504 preferably includes personal information related to the cardholder (e.g.,
name, date of birfh, emergency contact, general preferences, and the like). In a particularly
preferred embodiment, member EF 504 comprises the fields set forth in Table S below.

Ttalicized field names indicate a subcategory within a particular field.

Record description External format Internal format(bytes)
Size Type Size Type
Last Name 30 AN 30 ASCII
First Name 20 AN 20 ASCIL
Middle Name 8 AN 3 TAsch
Honorary Title 8 AN 8 ASCII
Name Suffix 4 AN 4 ASCII
Date of Birth 8 D 4 BCD
Social Security Number- 10 AN 10 ASCH
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inalinear fixed file or wwthin a larger tenplate
TLV. This is the case notw thstanding the fact that
w@200bi0casBar tag val ues - which are for the nosPCPHES$1005/026101
arbitrary - are not explicitly listed in the tables
that follow Referrin ROW—t-0 Fi G 4’ Cardhoelder- 1 D
Em“gcﬁcﬁa"l“@étl on 406 is uskd to store vafious irnformation
Last Namel ated to the cardho] Zber. MpHE par{Peul ar [|ySCl
NSt dhotder—tBappticat jpm 40P preferpty cqnipises
Frst e Irectory EF 532, holder 1D 502 And m s aneays
RelatioDF 530. Hol der | D DF 502 preférably| tonpri 4é¥V| D EF
Phone D04, NOME EF 500, DUS| f1fSS EFN5US, piET erernor® EF b14,
passport EF 516 authenticatlonEF 520 bigretricFF
Gender525  and dri ver EF 518/ ! M sce| fneouk! EF 530 ’}f?ncgf erably
Spec1all?&ﬁmillm@ﬁerﬁﬁ}ém§nt car di2EF 51PDANsequernce EF |54
£n ad Yoo e La
11— etrt-et ptr-out an W—S card
La“g““%eop?n%crenc?i@%%) These files a1g theit”respedtive

functions_are djscusse etail below Directory EF
532 provi Jaey: F?‘%‘PPIS'F d‘?pglr:% BSFYHYYenti fiers and

Lahe a8 Yf,egt,zbfpgfng;g«f B3l S5 P Y R AP s are
listed. %ﬁe{t}éﬁ o%se?v Bt %PI?(% NS l)f:“éﬁjarn%}l@)eﬁﬁﬁrt\énéé $hd *iternal”

Speci |es tHGh (1

format %&&G%{O'vﬁﬂnﬁ gepRd I? R1 %Qy dilfféréhttfmrﬁ tlfca§§tenﬁﬂ’l ﬁlﬁhat of the

2 and m scel ' aneous DF 5 a particularly

data (i. P! &f &54 8¢ tﬁ@@&éh@&%@% at sh 5&%§50;BdintEF5)53ﬁ1dsSfo$tekMﬁ I £date field
in accordance with .0 as shown in Table 4 bel ow.

might cBRASdtIT ab‘b&‘ry—bﬁamﬂfﬂjcﬁfd \aiﬁlmhltl@atard rbut &pon reaimigeind processing by
airline, etc.) has an associated directory file with a
the temuhsﬂmatafﬂightbanamarﬂeé te b eightibge d¥ablabvalue fdbneorpicamyenient
cardhol der ID directory EF I D EF 504 preferably
processingc|l udes per sonal information related to the
- cardhol der (e. anme, date of birth, energenc

BomeabR 50§ emelestivlyp instusics datasrelatorhta RS 1o Kege qfriig cardholder’s
home aQfpet slics PHECHFY BESTTER FOIACHFHY, AT BT 0B @ppFsin the feds
s o TS B T A A0 B
,des1gna? St |p6§/€J n t h? C%lb(f) \éﬁd & mlsﬁ o?qdrr tngfe%' 3 mi%ifﬁg to one of the

er nal er na s-are
e i AR Bl
Record description External format Internal format(bytes)
7 Size Type Size Type
Home Address 1 40 AN 40 ASCII
Home Address 2 20 AN 20 ASCII
Home Address City 25 AN 25 ASCII
Home Address State 5 AN 5 ASCII
Home Country (ISO 3166) 2 AN 2 ASCII
Home Address Zip Code 10 AN 10 ASCII
Home Address Telephone 20 N 10 BCD
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format of data (i.e., within EEPROM 212) nmay be
different fromthe "external" format of the data
w@ 2006/01253% read by the card reader at an accesBCPUS2005/026101

15). Thus, for exanple, a date field m ght consist of
A f oy byt o RO v oAy A | - S P s [y
O Oy T T DCUD T CULUT U WLUTITTT c Cda JUtl U

HomeA(ra%rﬁsdi%%( and processing by the 'grm' nal, this|data
Home Emnggihitidrise converted to amlei ght  BYte dp€d mal J&ASGE fof
Pcrsonal'ﬁ"(fvfl P E D mukl Bhnfep S 19. FO[TR EF SPp prert B Y

Includes data related tlo one of nmore of the

cardhol d

preferr egralgﬁbégg’r{eﬁ%ﬁ a?-'}ﬂ %ﬁgigélgéﬁu%@ﬁu Fg: ﬁél %/he

i in. hel s
fgk%b%é E;i%OOSf Llﬁ{e%eg%lﬂllﬂ tln-g?lmleg Vgrrlcggedr%g%rc_m&i Refhe RdholdbAY Blsines

l'y used to designate
(ie., adir&5&T GhbRY mMHERNtang ahel 1ikeNd 160N PafticalRly BrefiHBaeEmbodiment,

corresponding to one of the paynment card records

businesWVEFNS03 QaMprRes tieafiéldEket XbAh (0l dtabid 2dbeloal. oW thiakdgards the credit
Exenpl ary hone EF file structure Business EF 508

card poitit&f flahyd preforablydesd wapoious alpsyament|catdectcor wiign payment card
cardhol der's business (i.e., addresses, phone nunbers,

EF Sl0atdbtdiled bdlioe).. The eospaenics udept.| ;dixpsrien,eamg@m@iﬂysqili?eﬁpl,ds are

busi ness EF 508 conprises the fields set forth in
employdiagpieeifiz, frsl may of may RpapPBLyaragivetheaser edit card poi nter

field is preferably used to point to a paynent card

Table 7: Exemplary business EF file structure
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Record/déseApbn™ T NI N paynent [ Baédalldrmad 0 ( (bitandl dotmbighyoe)
Tthe—ecest—eenter-—deptygdi-vision —antdgenpt uygﬁ,ﬂé B
fields are enployer-specific And y or y "hot apply

Businesk Addresgll ven case. Tabl p407 : ExéNpl ar y4busi ngsSHBF f il e

—strHetirePreferences B 514 prgferably conmprA at a

Business A{ldress 2! Ak ho/ m
refated to the cardholder's defaultlpersongl

Businespddress €ices | n a part|®ul arl yAPrefe #d enhdfi%ent |

BusincP ARGt e es EF 514 inpsjude alANel d ¢enpri sijrscan alfray

_of _preferences as—setforthinFable 8 belagwJabte 8
Business Colph{IbQ P 106 r ef erenckd EF fi1® striéture HASsport |EF
Businesd ABdréss ZprOedeer abl y useflia o st QAN car ghol der |pEEEpor {

—-REorrati-or—r—a—par e utariyy pref ey ed—entg@y ment

Business TAGAMNEE 516 conpr | Ses the fields set forth in

Businesf Alidress Baxbel ow. Tabl e P20 Exenpl ary p&&sport|H4P fil ¢

Business E'ntat Address 40 AN 40 ASCII

Professional Title 10 AN 10 ASCII

Employee ID 10 ‘| AN 10 ASCII

Division 20 AN 20 ASCII

Dept 20 AN 20 ASCII

Cost Center 12 AN 12 ASCII

Professional travel account number pointer | 2 N 2 BCD

Professional license data 20 AN 20 ASCII

Credit Card pointer 2 N 1 BCD

Company Name 20 | AN 20 ASCII



Driver
| i cense dat a.

EF 516 preferably conprises cardhol der driver
In a particularly preferred enbodi nent,

waleioeer2sEF- 518 conprises the fields set forth Par/Usdbg026101

10 below. Table 10: Exenplary driver

EF fil

e

structureBionetric EF 522 is used to store bionmetric
dalfaehfis et eranl preingsig @dinpsisghdas rklangetcplientardididsr’s default

reti na scan data,

persond]? NEn
characteri stics.

or any other sufficiently unique
gbifedeAcdsh dn Gapattiallaer prefeedsindadinent ppriefeveraea EF 514 include a
In a particularly preferred

field comippiihigramnirray hif prderenaes BF s§ Xartlc onbable 8dekovsi ngl e dat a
string as set forth in Table 11 bel ow. Table 11:

E file structit

re Aut henti

Exenplary bionetric F
Recordi@escgp@onpr ef er abl y con

hEFte@al forRb r g

Inggynsl Sprmat(byjtes),

gal_i-Qn

authenticati on of the
This data is—unigue—f

siad dhol

¥y aaech

adgie | D

g6 applTypati o

b a1

T ACTT

Preferepesi}f¥x such that cou

1?Oerf et

D

P=Y
TS S

cannot

easi bl

.
ity
y

be created. This prevents creatjon of
count erliabie 8: Eaxemplary pecterepegs &'
ot pr

data), but doges
Pagsper It Sihas piricrably

paﬁicu@b%{g‘? 4 elgg%,g)

below. ;" v arnal f or mat

640 bits | ong,

bel ow, wherein the external

Preferably,
and the CA kev is 768 bits | ong

ok

B TETE AP PP e gy

b fresig

S as

f

or mat

the i ssuer

n ner

mul

to

T

sHustBls aut henti cati on
n, ,of

93P B PP
65 c%tmé%%aﬁ:hie f]f%?das'b%ég ko%gleiﬂ Table 9

is identical
RSA key is

ﬁtn{/t F%1|1f%rmation. In a

t he

| e

Recordidescripfiginp| ary aut hent |

Exferngl format |

R RB e

B ¢

S

under m scel laneous
a d

bly—comprise—d

-Sia0,

t 0 ol

D IT@icer I ¢

pdizr ogr

It <l

SType EF 1§
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pani es
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and

S

Passpoit €6lin&) —C180 3&dgenci es.

Bpeci fi ¢

ANy, f

et
atc

Nnavr t |
‘SS“”CgPur ality of records -

PN R £
afry—ptrerer1et

chﬂbutﬁ
e. q. t

Ri s EF,

T, THey COMpT

ndicati

ASCIR

ESENN

City of pswfi@@r r ed conpani es f (

b0 each

hree) |

tYhe of

2 ravel

a
‘ﬁ%lw't ner

Expirat?oi{‘f)\ﬁ{'é - Tabie 13
an arbhit rary convent i

Thégact ual

that

pdat a

al ues ¢

o
T 9

1 K. I

ahech A1
cacH—ar 11

oBCmr m t

hat
TTOT

na
LA~

el

and rentgl r
thr eebytﬁlzlabééc;g'e].E

n-
Ty

dy @By bitrary

ﬁ%‘gﬂ%ﬁ ﬂfgs:pgéx%e%?ar y prograns EF

Driver EF 516 preferably comprises cardholder driver license data. In a particularly

preferred embodiment, driver EF 518 comprises the fields set forth in Table 10 below.

Record description External format Internal format(bytes)
Size Type Size Type
Driver’s License No. 20 a 20 ASCII
Driver’s License Issuing State/Country 2 a 2 BCD
License Expiration Date 8 D 4 ~ASCII
License Type 2 C 4 BCD

Table 10: Exemplary driver EF file structure
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Paynment card EF 510 is preferably used to catal og
information related to the cardhol der's vari ous
w@aooaemsicards (i.e., debit cards, charge cardeCT/@8m05/026101
the like). In a particularly preferred embodi nent,
paynment card EF conprises card nunbers and explratlon

d?ae@§trtcoEFt§r%’- @apa@ 22 S%%Mpmﬁrﬂradﬂt% (nwferaily encgdyd) such as
and "non- ] SO' S|gnat|on to 1 SO 7813, .which

fingerpgin dpfp; Bing Sﬁw ?teupfaﬁ%aﬁa% Eigntly s inflisiapghe. cardholder’s

) rred odi nent , either an . .
physicq] o e i} efishisincs canaer e oike DlCa e Sbetieft, bjgmetric BF
ted is sufficient
522co%%p&mﬁb1£ﬁ€g§g asEQQ£n§ﬂ{??§%§gé%F§%s for exanple,
t ran.qam‘l ans t Flkl ng pl ace remt el Vi where onl y t he card
Recorddesgsiptiomnd expi r at | BHeATermf o r equilhterrak formt (hytes) b
transaction. Data $ osed MAUhmn payeat systrga

. ann! }n?tl oh 40&(14 :Scr H Olbu bhaol awA s I8+ hao ||cr\r4 tC
Biometfigsdemplate, " v o g presentb $§Néct|or Tabl e| B4
Exenpl ary pa{nent card EF file structureSequence EF
512 pr eFate b yE’feﬁﬁqlﬂé@éomﬁﬂélEHPétﬁu%@@d to provide

A 0 e AR con o
the car?%méﬁa‘)ﬂ?#b% P rabtis 6o sl e @R gl i & Sufficienty
comple?ns?ltf?g% Séo{u?e&elt YI?I'&% 9&{\8{] ?@1%[ f)é) Ereta{éﬁ dﬁh? g?é@ﬁﬁqir&ﬂ]lon of

he a icatron ary sequenc

“new” ShuMEAF %ar@@r(‘? NUARR! wik é%ﬁ ahhemiGtod Qia(azcgﬁfj d8es not prevent

uni que nunber |dent|fy|ng he smartcard may al so
creatio®6f BRI Qpidsf titedurteat £2a (as described in further
det ai | belomb Preferably, card nunber EF 526
€0 ApFarsQsarfn peifgidd- dnib@liskit, agthasticeibn fEF 50 iinclddds| giblic key
16 below. Table 16: Exenplary card nunber EF |ssuance
certifici#F fields hsishows e Tabler Bclorlalw yaheroinsthel extaitlad forelagtsedettaal to the
the manner in which the application (i.e., cardhol der
internall forpm 4Ryeferabds the sanes RSAkey isf §40ebitsrongiced theCdy ket is 18 bits
' related to the identity of the organi zation that
long. created the application, as well as information .
related to the application itself. In a particularly

Recordplegftiptioned enbodi nent , Imeiammt(lﬁﬁeﬁ 11 conprises
£1 ol Ao oo oot £ vt b 17 Tb|e17
Heras—as—Set—rofrtm i 'Szémrt betgqw. Ta .
Exenpl ary i ssuance EH flle S cturg

Signed Static Application Data

Static Data Authentication Tag List 16 B

Issuer Public Key Certificate 96 B

Issuer Public Key Exponent 1 B

Issuer Public Key Remainder 20 B

Table 12: Exemplary authentication EF
Turning now to files under miscellaneous DF 530, preferred programs EF 528
~ preferably comprise data related to the cardholder’s preferences as to airline companies,

hotels, and rental car agencies. Specifically, this EF, in a particularly preferred embodiment,
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The personalizer code field shown in Table 17 refers
to the organi zation that actually "personalizes" the
wo 2doe/013Fbsat is, before a smartcard may be i ssupd/us2obie26101
cardhol der, the database structure nust be created
wi thin EEPROM 212 (Figure 2), and the initial data
may cotrid€8 plirafy of 9‘@30?&&' (b.gDtRlc6) RAREEng HrRFGHFAl deipaiREEor each type
pin nunbers,; etc.) nust be placed in the approprlate
of travéll Sdreier W tshbﬂn tih el‘ abAé 110USTHE Sctublt dash Valuee capfoi@cioatedrbitrary
that, given the nature of the present invention, the
convenanmrthatatsﬁeébhmnhme "hareld aflipeamsad reat agency i§ ossigney agi arbirary three-
application may not be the sanme. Therefore, it is
byte codelvant ageous to record various details of the
personal i zation process within smartcard 100 itself.
Recorddelrip@dn | ssUance 11T e[ pkbrekiinfs NBY IRenfIrmerviatBles)

i hQ ot hnr nnnl | hat 1 ANnc PAayv vyt
oo e Aot PP

|u LA >3 - Uy\)l.c
Application Referring

E qure

172¢

__bayn|

ELPe sy st

)ﬁbrlse<

Preferr@ipyiflingat i on 408 prefe
&30

P fi ll SSter LJI_ UUL [=}

“e“§3§esu (n) for use by

|9i a ot
Dartn@l’

r—of
ing firf

hanci al

£9a dire

ctory ER
gptiTomalc DFs

Preferr@rPgatnllCz*&tl ons. Direct

Py EF

5€0 pr ef

érably

i icl udes

em

Hist—of —apptication identifiers and I abels as
descri bed aﬂahkIBnEkuaphqmpmgnHmﬁEEardhoIder I D
application 406. |ssuer DF 602 conprises payl DF 604,
\Bhaiobnti naiduBBsS data préfatablousa to adfaldg rryatm SQI@JtﬁéOFO the
within tracks on a magnetic stripe card (i ,

cardholdar sl s/arioba paemenireisds Hree dahul £arfe)charge aaf[%?’e‘ff@r Fl@dhke) In a

npl nbod 4 .

particulgrly e g Embé’@égﬁaéaaw BRIy Rrfghgnurfbers and expiration
pe j,ed |n T
i 43 TREy TS

s RO LIRS Wi

feSbpgen iy
R

so SRR S

embodﬁ@éﬁt DS ard d§6 ﬁorgtff(? Eﬁl‘arrﬁﬁnﬁ)teﬁ k@l%ﬁ{eeméﬁgé U%OVM))re@%r it will

di scusse respect to the cardhol

be appf&%@éd fraf &b ARa2RPlid Ga¥hicRAt 401, fo@”‘@alﬂaﬁ(d”f%%seﬁysir@ﬁﬁhctlons for
I cati on 408 di scussed above. For exanple,

exampl%r ﬁ&%@&ﬁdt@ Rakikd BRcaRPhdtElstvi e 4419 thé)Cartl inaknbeBargexpitation date
directory 412 may contain

are required to effect a transaction. Data stored within payment system application 408

e %‘s§%natidns refer to

ﬁﬁ{ ' Ghud Zlg{gaspreferred

1 &pp |cat ion

(described below) must be used to effect a “card present” transaction.

Record description External format Internal format(bytes)
Size Type Size Type

First Payment Card # (ISO) 19 N 10 BCD

First Payment Card Expiration Date 8 D 4 BCD

Second Payment Card # (non-ISO) 20 AN 20 ASCII

Second Payment Card Expiration Date 8 D 4 BCD

Table 14: Exemplary payment card EF file structure
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directories including data relevant to processing
restrictions (e.g., application version nunber,
wappkiocsss on usage control, effective date chee&r/Us2005/026101
expiration date check, offline transaction
aut hori zation data, issuer authentication data, etc.).
Baqienee Ebritlexirefefabbniacludes tfdrnansaatddotosproadp kychtdmzation of
410, 412 may additionally contain directories rel evant
the host anddsihartsed databases. Boempiraicylade preférred etnbatiment, e@lwq*a@e EF 512
i nclude data rel evant to: %q]dat a confidenti ali
compriggataapluraléyraftigsordy campesias damfield setAprthunnbahle clil b%w This
and 5) non-repudjation. Each of these dinensions is
numbergg av%@g@a 0 Ar 6%F§ﬁ“a“\’/'§la?ref?§/th6fla§‘é&9}?‘§ 1y the@ERGAF ST
Data confidentiality, which deals with keeping
Recordidadcaptimt i on secret (i Extgrnurﬁqrreadabl =Ilttﬁmtllﬁarset(wit¢5h¢ut
access—to a keyj, TS sgistan lﬁ{-g CEsuTed Ufg,' g
encryption technology| Data egri Fvﬁ(;—mrL a_salrce
Sequenggdfupbsrcat i on) focuses| Bn enslifNng t hit  dat 4 4%Hai ns
unchanged during transfer, and typically enploys
messagelshle henExengtlarg sequeabmEL fidsstrudbgess cont r ol
i nvol ves cardhol der verification and other
CerfLniumabes fFsS 36ais wssltoyedond o poigne figmber lémttfymgdhfr @a@m‘@rd and
update a particular file. Authenticatjon invol
may alserwsedgfo't keyt dermistion €25 desenibsd 1p rf@rﬂé@ztdéﬁ%lalpel%bl E@fffrgbly, card

what it purports. {o, be, and no als Wi th
numbery o 53 Pl A8 RebT bsgﬁgawgﬁ@swﬁraftﬁ LAkl By he
data or nessage is authentic (i.e.., that a consuner
Recordpigseriptixin repudi ate a t[Engadtforamt by [CIngdrpdl frympdiltes) {
was —sTgned by arm umpgLdToT T FE par [ ke AUt TeREd cati on
may be preferably perfornmed sling a
Card Nuglisny| | enge/ r esponse” p¥ gori t hEEXI n p&neral ,| HEX
authentication through a chalTengée/response system
i nvol ves: TjblgdteEa¢mparyofardnuyrabatdifi nunber by a first
party, 2) transm ssion of the random nunber to a
b@@amd ﬂlym(ttsndatd teeard enges Yletady related ypihegramer ih &vhwh the
random nunber éis t he second part n_accor

applicaiat ienCFAOHeE AP R APE) 665 Tafiod THTIEIRGH I fogiation felated
d d h f
o e EGEL LG8 SRR Sl et B g e
first. t.\, d fi
o o b B T AT A Rl Bl lpmorises
'ﬁeldsas? g?‘%{t}fﬁ‘gﬁ{bqpl %gﬁ)@entl cation is successful; if not,

|ca ion is unsuccessful. Note that

Field External format Internal format (bytes)
_ Size Type Size Type
Country Authority ISO 3166 2
Issuer Authority - 10 RID -ISO 7816-5 |5 HEX
Application version 5 XXYY 2 BCD
Application expiration date 8 YYYYMM DD 4 ' BCD
Application effective date 8 YYYYMM DD 4 BCD
Personalizer Code 1 AN 1 ASCIT
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aut henti cation can work both ways: the external world

m ght request authentication of a smartcard (internal
waiohemsLat i on), and a smartcard m ght requesPCT/US2005/026101

aut hentication of the external world (externa

ti t A dat ail
y-henti+-ca A—pie—aetain accoth

o)
T aw gy N IILI-UuLIUll}- ) A
PersonalyibgnLotalan 5 | enge/ f esponse |al gorithm ca1l be fourdt in
the | BM. M-C specification. | ﬁ preferred enbodi nent,
t he DES'ahlgdYi @}Fﬁ’i‘i‘l{lﬁdt@“%ré;}p esHug s hdar d) i s

T T Th o o A
e YTESH 5L o OUBAL LSk ST AAYES IBY a5,

databasg %E{E‘%}%M Bk pe tcrb%t[ Qfifint BEPRORE AL J%‘ﬁgn?glf &fd Qe initial data

tion algorithms: symmetric and asy ric.
values G¥TMREItQrefeBRitd RARINGRGr hilfe, SEARuk®Yrs! 0fc.)aRGstYHR plagtd in the
and decryption, for exanple, (data encryption
approprédt& fElds Rimhid HRtvadis8s ERs. SE-valltbekappreciateinbay Rivea4hdniture of the
bl ocks of data. Asymetric algorithnms, in contrast,
present isentivg e isfrarteat! ‘ieye?” andeé‘pswonaizekefpr any given gppbraton may
key. The RSA al gorithm for exanple, uses two such o
not be theymnearitheesfplapiittis ad taotagoensue agdooh wdriass Wetads of thegrersonalization
factoring very large prinme nunbers. Additional )
processjwithon gagitead 189 atﬁ@lgnélmlﬂﬁés@um fie papctusey mayreappivided for the
principles can be found in a nunber of standard texts,
other majoF aRBlICAPPNS: Seberry & Pieprzyk, CRYPTOGRAPHY: AN

| | ON TO COMPUTER SECURI TY (1989); Rhee,
Payme@Wam SECURE COMMUNI CATI ONS (1994) ;

t L nson, CRYRT : P v )
B P PR RTS8 compris
: Tl TY, (11992} hnai 1
o BTN\ L850 S0 0, AP e

partnerﬂ%'ﬁ%@ﬁ[cﬁﬁb@@&f?%@h@d by reference. I ncluding access
conditionsTwthin the header of each EF and DF
DitetdB) YFP6 10V péesatslg GRaades anlistobt appticatiqar éleatifiersaand labels as
parti cul ar operation (e.g., reading or updating) from
describdieiboge pethE @onedt eftasdhoidee IDappliatibnd06.equi red access
condi tions have been fulfilled. Many different access.
Eounati DF 602 camprisgsprayp Mace4,iwhigh sredirdes slet hahwexld. tradgionally
exanpl e, the smartcard m ght require cardhol der )
be storedevitlfin tratksom 4 magneticrsgiipgecerd (iteatdebt sardarchatgesardsepiddhe like).
a PIN before a fijle operation is allowed. Sim/larly, .
In a praferrest SamPk CBTOORKBE Y| R AUhETBRRTCS A RLdraiyot ihus having

commoglk))r(i(\{l?)wn magnetic-stripe fields as specified in Table 18 below.

od-—asecentin t ~Ff P

Record description External format Internal format(bytes)

Size Type Size Type
Format Code ( Track 1) 1 AN 1 ASCII
.| PAN (Track2) 15 N 8 E’:CDF
right
padding
"Expiration date ( Track 1 or 2) : 4 YYMM 2 BCD
Effective date ( Track 1 or 2) 4 YYMM 2 BCD
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m ght be required. ' Figure 7 depicts a flow diagram
of an exenplary transaction conpl etion nethod

wa@ewenthseg) t o the present invention. An under sPeEnus1ng5/026101
of the nmethod of Figure 7 may be had with reference to

—— - gUr €56 —F—ant—8——Asshowr,—the—ethpg—7066—>b
Dlscre“ovmnmtu"ﬁd%?gg’%h(gmer pr eser51ti ng tl’eN srmrtca?d 100 tzcgh]?P
initiate transaction cqnpletion (step 7p1). Carphd&8:
Name (Touck TpET tEU T a card feader 7QANprovi degs at  an| ASTRSS
poi nt 15 and sui tabl e gonnectiqns are npde bet wesmk
communi cation region 104 on car/d 100 ang the caJghdding
reader. In a preferred enbodi nent, physical contacts
(cont act Talled 8; Exqmpjaiyeay) By flesguefureand DATA, CLOCK,
RESET, VDD, and GN\D connections are made. These
Transagtion Rufes; Risk Miapagement| |y activated in a particul ar

ce, ferably j d i | SO _/816-
BRI ) S SO D BACRASPGRA TRagR 12 oy e o
.. d th CLK ' o '
it T3S T EHS RS o T BRSO Sy P TR o

identiﬁm%:arﬁga r%gpg§£{aﬁa£dﬁi, 9Rd %ﬁy&sﬁoﬂisgegﬁgma bt Rog efiueRaS bR, For

e conmuni cat i en the transaction
" exampldQ¥nS&-1RAGulch @ppIRatiSh 4T8¥nd #1R RAREEMER Bree@M a2 In@§Scontain
envi ronnent. For exanple, data nmay be transmtted
directorR@t WRERlidd Qlatd aslsamt | ON paiRedsaR adtridtidas N@reehapplicacianl eversion
: using a RF nedium For a conpl ete description of the
number[r@pplichtion dsage sfoatrol, ngffeictifordate icherkpekpieg@imonadi®e check, offline
transaction device and a RF reader please refer to
transacti¢nSuitiRaitzetion dgsp) ibsmat awshentisationodat@zt488, filed July 9,
2002, entitled "SYSTEM AND METHOD FOR PAYMENT USI NG . .
RathocprEdUBNEMartpENTIr msegtimenapmiceany AdPaxD2 may additionally .
~ CONTACTLESS TRANSACTI ONS, " i an)r por at.ed..herein by .
contain dirpepEALIE CAPRIE Sgw SERUSr MDA YEREYHIC T SEpipgde data

T S
fob 102 of Fi 9. . .
AN FAI Y T
s . d it Lfifor f&Eret (ie.
e
unreada.%g:v B HARE: witfoul R EEss 18 da BRYPWs Wubftakt@SResdsuted i le@cryption

technology. Data integrity (and data source verification) focuses on ensuring that data
remains unchanged during | transfer, and typically employs message authentication
" techniques. ‘Access control involves cardholder verification and other requirements
necessary in order for a party to read or update a particular file. Authentication involves
ensuring that the card and/or the external device is what it purports to be, and non-
iepudiation deals with the related task of ensuring that the source of the data or message is
authentic (i.e., that a consumer may not repudiate a transaction by claiming that it was

“signed” by an unauthorized party).
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Returning now to the exenplary smartcard processing
description di scussed above, once the card 100 is
weeesemnsezl to the reader 702, the merchant syspenmUINd5/026101
receives data fromthe card 100 relative to the
applications contained in, for exanple, the paynent
Vsl stione@b P be perabiyepeedrded QﬁngTEYClhﬂleﬁg)éﬁds%&Hs@’d algBrithm.
di.rect the merchant system 704 to which card 100
In genetlily ethenticaoon dabagh o cladlieage/fasponsalygtémtiovaledst | Bvgentfaion of a
appl i cations contained thereon. The nerchant system
randoniy@uniyes dryia/farst party, 3p phisoassignof the oandat mmtzndo ecapadgmrty (the
the information with paynent applications data stored
“challepge™),nd aperypHamof Siesaadarizoumber by thej sgconsh pastynin agaerslpaseewith a

13) to determ pnes which processin ppl.ications are
key kn%\wfa&bbqtg RABYS LB FAnERESIOR thepesyitied 1adom mumbt tasthe fsshparty
. 104 (st 703).. The,nmerchant syst.em 704 sel ects e )
(the “reliist A SHFVPIOR DL RGBS PRt 1§ IHsicPaigh P hggmparison
h [ hj . ordering @f.fthe p
by the NS B SHREDK SRk B ERHAE st BRRMEER g s mac
h : t oSS 704 | fano E i ons ort
aut ent{zﬁgﬁﬁ]?ﬁe#r a%sg%pét?oﬁmﬂhag/h%bg@géth%ﬁg% _eg. ugol{r%;cgﬁ Iti oﬁgtie that
authent{cRfiOK BB Wk BLIS %)ag&t it eRBmAP R0k 8 ahigBD r@&fidsit Afhentication of a
response provi ded by nerchant system 704 and card 100,
smartcB€ girtéifall HPhikatidn)s Paai f keaittAd, might FEQREAbOHeMAEbM of the
by reference. Once the appropriate application is
externab evexdd e@x(csnad partBBjticatidre. meAc mamt dstailedmacCdunt hef a preferred
provides the card 100 with a "READ APPLI CATI ON DATA"
challengrfresporde elgoehny 0%) be found ét thie dBM MFE spetificatijrect s

ertinent to user or issuer authentication (e.

I [ g., .
et prafersed smbadinpeti the BIRS jalgokisymi s Encsion Standard) is
%ij lic key certificate, issuer publ,'ic key exponent,
employ g%élae ERUIRUS Seg Y fenetips: haweser: 4ivllibs cpirecistash that aagynumber
remai nder, dat a nd.transaction,conpl

d , ' . g.
of other, Snr o) SR A PORCGRIED (AP gt Lo caiHe of the present
inventiol%g g w T %agt?‘ﬁ%%[yc ggg{gtdé% 'é&/?t éﬁ%ﬁrag %g%g%@%g&a%s&yption algorithms:

symmet?igbeﬂlqi ﬁ&m%%@.g a%ﬁlglg%i@_t al gc‘éﬁtht%g] U%Q "thggymé tk%g efoIi %ﬁ?xg?ﬁ@n and

recei v in-a nerchant dat abase

t | p
decryptlodl &, éﬁ&pi@hé)_lﬁgg%éégﬂf I %bﬁg&& R BN 5ERY, Clﬁey to encrypt

contain a " SSI oP conmand, whi
64-bit bRICREBT 8ath NAsgfRtrddfgixhik emedhtrasy, dsbewb aatieént Kods: bdbsecret
' appropriate directory or data |location to be used ,
key anddsttei puplit keyi MheiRAedlgoridns,afot examplé,nusee spo Bsch keys and exploits

the computational complexity of factoring very large prime numbers. Additional information
regarding these and other cryptographic principles can be found in a number of standard
texts, for example: Seberry & Pieprzyk, CRYPTOGRAPHY: AN INTRODUCTIdN TO COMPUTER
SECURITY (1989); Rhee, CRYPTOGRAPHY AND SECURE CONMUNICA,TIONS_ (1994), Stinson,
CRYPTOGRAPHY: THEORY AND PRACTICE (1995); CONTEMPORARY CRYPTOGRAPHY: THE
SCIENCE OF INFORMATION INTEGRITY (1992); and Schneier, APPLIED CRYPTOGRAPHY (2d ed.

1996), the contents of which are hereby incorporated by reference.
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to the GET PROCESSI NG OPTI ONS conmmand, the card 100
directs the nerchant system 704 to the Iist of
wae xppor2sesl applications and rel ated data fil esPeDUB®05/026101
received fromthe card 100 in step 701 to determ ne
whi ch processing nethod to perform(e.g., online or
- Bicldinelcdesy cdddnitsoritian tiaihéuelet b aidhoBF ahd DM euitably provides
exenpl ary enbodi nent, the merchant system 704 may
access qunowl.d & hishgreeantsl a a6t iouldr ropardtiGENERA TEadME bENFdEAE) GNm being
CRYPTOGRAM' conmand (" GENERATE AC' command) di scussed
performgd lonw. filfhialesENMERATHred@ceesmyamditipmsyhaye tbepre fulElede dMamy different
the transaction has been initiated. For offline data

access GARAIHINE AERNNEPPTIase Bha yoatcard gantart ciprfxagipls gha smartaged might
. proyvide the_card 100 a GENERATE AC,cqnmmand, [
require Spigiplder RBNTRIOBHAR "6y STORAY B SRk PN fore a e

operatioglﬁ{s dﬁéﬁ?v%ggz $ 1lgh{z]1rGIp/g %begﬁ%l?%td{h OF geﬁ(?qtr?aﬁ ga%ggelrngg% E)%mascdecslgrtil?ed above
. ut henti-eation may be attenpted with every
mlghtb?rra%zrgé‘ti on. Dynam c data authentication (DDA) data
uf6 18 4k 80 nBR HiErafRbH art QQeRp i MahlatiBR @ niphi thod
'ﬁggﬁest %irllao‘redldty, alngrif bgth ?hg ngrchant1 system ]%14me ?

accordit?%ﬁ‘) thB @résentdndeHeRal tAriierstih@meldiAht septRyd SITFIBAe 7 fnay be had

e card 100 and the nerchant system 704 do not

with refetHpROtG Fiides BUT agd [BPOAS sisdvad,ithe datteodalithissginscaith arcardholder
(SDA), then SDA is perforned. In general, the data

presenting| tht isorstongds 1% ¢d iditateof drisact@nactr@etior &tep A0y Card 100 is
include a single issuer (or multipl 6295 account issuer

insertedEiula Cendt ichileratQs Puovided iat yn(acagss palirdr &5 e suitabbu penniegtions are
mai nt ai ned by an issuer, but the card is provjided to

made betsen semnpipication iregiond Pt wnrrard hahand ghegcard padep In a preferred
Airlines Anerican Express Card, Private Label K \

embodifsito PREsIFA SR TRACPECRAIDEdF dlERre b\ ) iseipgnd DATA, CLOCK,

et DL B ALl 0B, TSGR0 eyl na
i 258l NG G AB6: Bl D! A PO g s, v

powere@sl‘tg%*.g% té%egﬁ&:io tr{g)lﬂig,gflﬁx chRi agglig@y be signed by the

_ _ ey. Additronally, each paynent
BPR d1eftdt©BmBbAFRA SMhé HEnsastichldidBE. gh@hfirtdskd 100), such as the

application DDA Private Key and Public Key Certificate .
RF tran¥¥tti6h dedics dioeedWith reference to Figure 9, the communication between the
~ transaction device and the reader may take place in a contactless environment. For example,
data may be transmitted between the transaction device and the merchant reader using a RF
medium. For a complete description of the method of transferring information between a RF
" transaction device and a RF reader please refer to U.S. Patent Application No. 10/192,488,
filed July 9, 2002, entitled “SYSTEM AND METHOD FOR PAYMENT USING RADIO
FREQUENCY IDENTIFICATION IN CONTACT AND CONTACTLESS TRANSACTION )

incorporated herein by reference.
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the issuer CA Private Key. Thus, for the cryptographic

schene to work, each nerchant system 704 need only
whamwe/0exseess to the i ssuer CA Public Key scheneCT/vki00$1026101

may be provided to the nmerchant system 704 by the

I ssuer 10 prior to transaction initiation (step 701).

ﬂ‘f@l’%‘r PP brededf ifiRhfont ROdEBNbEe Wit RfPERE Y6 ShatQrdndo, the

chant system 704 may be in an active state.

inventiot@hy bé prathi€edasil A RO Haniadesn 8hecd]slich 4sFoba02 of Figure 9. In
val i'dated but the nmerchant system 704 carries out all

this caseQfigbal iniySbe Iphice@anphenundeationgviBDA RFN2desiegri@disbown in
over data elenments held within the card 100 are

Figure 18] iAldetaded deseripusreof thattranbfer dfitlatahvamgnfob 998em accordance with

~ fraudulently altered since card 100 personalization.

the inveTiien,rie dedseihed bslevweariilyapaship Figire W& | ssuer public key
retrieved fromthe card to degry dat% fromthe carg
Rowripg gpwationthy eg@plary smeeas \HA&CS%‘% RS IPHgR dissyssed ghove,
704 can.determ

| f , i )
oce S SRS L Bl B RSENAN v g om
o crfH RS I Rl B LR T B, B s
. i vel ' . .
reol L LU e B R SRR R en s

card loggiglaét:tﬂéf SUREREASSH frOR ISR @HRvE BhoMPphiBatidiB coafasthed @Rkreon.

nmerchant system 704 are both active and

The mefRADYStea] 7@XRE&IVE e APpIARYOT L fbiRat by @QiidaRds the information
al gorithm DDA validates that the card 100 data has

‘with pdieienbeppliadtions ethtartbrédian thhememhant1OBtdns Han(d.ge .in Aserchant
a part of DDA, the nerchant system 704 may validate
databast 8) wadeterfid@essrlath pradetsangaapplicatons seecsuppoited by petbithe gard 100
- SDA. In addition, the nerchant system 704 requests L
and thetmerchart syssemd’ OB0Gtepe i3y atldie anerekant sytem 194 sslpctsytha pplication
) data, which is unique.to the transactiqn, and ichis
with theehighesf epFiqritymas h‘@t"dgl"&)edl%@ hed ‘F’f?é‘;‘}’r%aﬁcﬂrélﬁfm% ,&ﬁnaaymem
. a card DDA Authentj ion.Private Key. Th rghant .. .
oty S QLSBT R gins
card. 100 l.ication DDA .,Public key recoyves r: of.
are Sup@ﬁ?@’d%?%%ﬁgﬁémﬁ%c}?ﬂa%y sbfs egpn?%efy rraf)%?t?\@ﬁt%glg%ﬁtgﬂra}eﬁ&%n on
the v . .

0
selectmﬁ ggﬁ%ﬁlﬁ&%ﬁﬁé %gcrl %ﬁﬁg{}o‘ﬁaez@gyggfﬁ& b ndtciPmt syM8H704 Gnd B&d 100, see
the ISO 7816-4 specification, incorporated herein by reference. ’

Once the appropriate application is selected (step 703), the merchant system 704 then
provides the card 100 with a “READ APPLICATION DATA” command (step 705), to
retrieve the data objects pertinent to user or issuer authentication (e.g., certification authority
public key index, issuer public key certificate, issuer public- key exponent, signed static
“application data, and issuer public key remainder data), and transaction completion (e.g.,
account or card expiration date, cardholder name, address, issuer identification code, acquirer

identification code, etc.). In one exemplary embodiment, the merchant system 704 may store

the data received from card 100 in a merchant database 13 for later use.
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the card 100 to see if a match exists. If so, then the
mer chant system 704 may be assured that the card 100
w@ems®msexl for transaction conpletion is not PCT/US2005/026101

counterfeit.The results of the offline data
aut henti cation process are used to determne if the
trhenrgaab | PISeAUON © AARP coMBHn@Thdy Béhtaial *GBT PEOTESSING
the transaction request should be denied, as is

OPTIONISS C¢tsismaghdyow Bich Uproynplse kiewcar@h 000 do tfresenertc st reageat 208, the .
704 determ ne that the offline authentication can be

appropri@el direqidryi & daticloestsimutb betusedh dartires thre riihatet] tsmstcaiom. 7 (el response
may exam ne the data received fromthe card 100 to see

to the GET PROEGESSINGS ORTdONSneommgnda fthe eard ddfpdieecisathe gnerchaat system
transaction (step 709). The merchant system 704 may

704 to thedist 0€ supperted apnfirasionsyard Frdgted datactiles to b recgived dr¢ra ghe card

if the eff,ectL_ve date .on the card _has, been

. or . .
100 in sigg deldoleterpune i pich precesyjag BRThPG 40 REROER (g eQuifefy offline) for
mhethFr Iﬂg application versions contai ned on the card
transaCRAUERNEY IO pr chant syst em 704 are conpati bl e, and
et her | Gati.0 i.CLi:
10 ong )éeérﬁi.wrxﬁéq%dd‘fﬁgﬁtl@e%&%ﬁang%g%tglg{ 7(%2131%% g)?(lt){r/]lg@%eaga‘?d 100

I ssuer or car

with a"‘i‘f}i}@&ﬁiﬂ?‘@pl«@ EQRTAR RSN CORYPIOAERM €64RRARdt @GENERATE

place imts on for exanple, card 100 usage, or

AC” coPhrREHY laSscBdsed BENIME €Fhé GEMERATENRS @dmn@ind: mby nBObe issued until
procesSsing restrictions exist which prevent

the tranbdciBfh A&d be2R igieiaRUet i on, the merchant system 704 may
seek to verify the cardholder's identity (step 7 1 1).

Foeofficdman uthysticnod (stepra7)ute merghang shstemliid4f may provide the
verifying the cardholder's identity as is found in the
card 1Q( ta. GEIWERAERpAE, commandr othueh psgmplsnthpomepshant; spstemp 704 to
the user information received fromthe card 100 by, .
authentfcate thragapd d 00 ppiflanenusing either, pabg rogp}ﬁnéngq]ﬂét,anﬁtpgﬁwptr}pn. In
an_al gorithm for conparison with known quantitie In.
EencralqBHAaLE RN R RIS BN Ay oo i data
my r [ t he. cardhol der, to ly,.additional . .
et o ASSDS s B T G FHAE Y B BAIEL g g
L rsonal securit ar I~hdentl fiysat.
it A SR SR s TARR L R Btgmes 1

the card "108] &nlaeth% arﬁ&cﬂ'%{? f{%ﬁlte%&h Qo Gidlt %E?ﬂ)cg{e DBA! g(&;ﬂ; §d.r%))y/)rti static data

verified (step e merch system ‘
authent satfiérp DA, eI SIRAASRRALI Pr ocess (step 713) to

etermne’if certain risk factors exist, which
In general, the data relationships used for offline authentication may include a single
 issuer (or multiple) account issuer EMV Certificate Authority (CA). Where the account is
maintained by an issuer, but the card is provided to the user by a third-party merchant (e.g.,
United Airlines American Bxpress Card, Private Label VISA card, Bank of America
MasterCard, etc.), the third-party merchant (sometimes referred to as an “issuing partner”)
may also have a CA stored on each card 100 which is provided by the issuing partner. Each

card 100 may also include an issuing partner Public Key certificate, which may be signed by

the issuer EMV CA public key. Additionally, each payment application stored on the card

34



prevent transaction conpletion. For exanple, the
mer chant system 704 may check whet her the transaction
WO 30060W€2538 he nmerchant floor limt, the accountPeUUE®N5/026101
is on an optional nerchant exception file, the limt
for consecutive offline transactions has been
100 ma§heRE&Eshplit&tRsh DBAPrERAE Koy andPibiy-K éysSeitificaarmhiclols signed by
the nerchant system 704 has forced the transaction
the issuznlCALrivarcKEsy.orElusy forahaerghegtiplsy stkeme @t wray, each merchant
randomy sel ect a transaction for online processing.
system Ti9¢ meedodrdythasy steass T04herispueronpi PeblichKey ssheme whichhaay be
~online processing and store the conpiled results in
providegetocthe mperehans ispstem 1794 by theaisaier (19f RiQInioetransactipnyiptiatign (step
t he nmerchant risk nmanagenent process (step 713), the
701). merchant system 704 recei ves data corresponding to the
l,ication transacti has b

| 51213% (SR M TR0 PR bR ar Ll MESefRE Bstem 704

! . : .
oo o IR LS PR OBH 4R s o
merchaﬂtsl_%ﬁteﬁg%f t(ﬁxt al B nPRIFBAN FSYSh AR/ g&ri%?_ 3%/1\2 fi€ed signature

guar e transaction agal ns frau

over daPPEIERBME hSYSHifTh AR4HBRY0d BRraR@4tE@EdRBureSthat ME @R@MHas not been
action analysis to determne if the transaction shoul d

fraudul OR Ly IR &V Siflceddrll 1108 pefsoniliatibh NEhE eferclmt oyAatm 708 may use the
declined offline (step 715). The merchant system 704

issuer pubHs ke eetriewd! fiam die ¢dné tofitdryprelattaframabe handt 100abiabtgin a hash.
processing restrictions, nerchant risk nmanagenent

In this way,dhe soacthantl systewEtodi aantdatermmedf the ashn @btairedtbragighdecryption,
system 704 in its determ nation. After determ ning the

matches| P& persisporsls tothe Iash oOf desaceual gata abirstsstrioge frogy dregrd 100 If
704 requests _an application cryptogramfromthe card

the hashggglo npﬁ@afcﬁpﬁ‘%f)ffgf@ép@gfaé\lﬁw appl i cation requested by

th h 704 d h ' iti
e T
. that, t t N | i

s ol 8 S B MR Y7B an

merchaﬁf%{s]{efni ?@J Sre(obiH a8RR! in‘&?cfaﬁ%lﬂ% BPExds ﬁrrlé Bn S§mithkRE cryptographic

saction approval . | e merchant “system /04
algoritl?!gtlﬁbm VAGatkh @t R atd PIUSERE h& ot e SitdREP&RPGaPHel BRI 100 is

r approval, then the merchant system
genuine. As a part of DDA, the merchant system 704 may validate the card 100 static data as
discussed with respect to SDA. In addition, the merchant system 704 requests that the card
100 generate a cryptogram using dynamic data, which is unique to the transaction, and which
is retrieved from the card 100 and the merchant 704, and a card DDA Authentication Private
Key. The merchant system 704 may decrypt the dynamic signature using the card 100
application DDA Public key recovered from the card data. The merchant system 704 may
then compare the decrypted dynamic signature (e.g., hash) to the hash of the original data on

the card 100 to see if a match exists. If so, then the merchant system 704 may be assured that

the card 100 presented for transaction completion is not counterfeit.
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704 may request an Authorization Request Cryptogram
(ARQC) for a request for approval online. Lastly, if

WO b@eoeasehant system 704 determ nes that the PCT/US2005/026101
transaction should be declined, the nerchant system
may request a Application Authentication Cryptogram

TRERsult®TorARE lokflih & Yatdh SuthERREAGT pRIRessOitel B8d to determine if the
aut hori zation of the transaction may only occur if the

transactit! SHORIH beSappt &t 68inBasn1@B] b€ tHeaRaihdtioniréguest stduld be denied,
establish a direct link wth issuer for authorization)

as is discGésed motOJullylteldwe nmer chant system 704 has online
capabilities, the nerchant system 704 nani pul ates and
Shally zbs ndnehanf Systere [Pdodetersiing thas sthe taffling alwhentightien can be
whether to go on line for online authorization. The.
made ancsiduceessiulithen theansrehant gysperp /9 gnay prearae dhradata sgesiveh from
_ 704, to not select "offline_decline" or "go online",
the cardy{ {0 torsee Hauogess Kalristipns map AR CBRPIGiBof te{rggRpetipn (step 709).

SO R
fhli l..On th t h o
T R R I
examinmgtltﬁgp{h]p %éﬁ%‘icgam)ﬁ 0o ITRY c&ﬁ%ﬁﬂe@ Y& ued {akd 160 REPGHESRArBkhNt system
results r ot i

he nerchant system 704 and the car

704 arelQBnfaBiblcC QAP FhieS@P any ASpIELtHRANagS Wl R4t #BYns are in effect.
conpare the results to determ ne whether to request

An issule 80 G hrdiddek AnaleaéfinrevRioud i atidmBsideadsmesli Réstrictions to
Upon receiving the 1st application cryptogramrequest

place lifnite 6h fbreexampizhamtl 199 sibape di0fodsdtepr sedviyes tofbe posrhdsetiDerc.
may performa 1st Card Action Analysis (step 717). As
H myproprssiog sestiidtiene ofist whieh peavdntItodhs astipnpenipdet mnathegnerchant
Card Ri sk Managenment process to determ_ne the response
system {764 meaygsegk o tverifshihe rardhieldsr’s Sgentityn(stept 71 BgudBe megghant system
cryptogram After conpletion of the 1st Card Actio
704 mapis ?@fg@c'(‘@ﬁ%fpf(’? f?si%%thsmhﬁ@yf’ggfmi& & tfound in'the art. For

O A T U NG e N T e
o0y 3 5 RISy L BRPOBI SRR o son
i G0y LA AR QbR B LG R 04
require HRUAPGIdeP to Suphh adtfttbral &lcoRdar§ iaeRtiBERE Mdicih 8 g, SiontehSc data
or personal security code, or personal identification number), which may be compared
against data received from the card 100. |

Once the cardholder’s identity is verified (step 711), the merchant system 704 may

perform a risk management process (step 713) to determine if certain risk factors exist, which

prevent transaction completion. For example, the merchant system 704 may check whether

the transaction is over the merchant floor limit, the account number is on an optional - -

merchant exception file, the limit for consecutive offline transactions has been exceeded, the
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card 100 may determne if the transaction should be
approved offline, sent to online approval, or should
wheoodocisBhed of fline. For offline-approved PCT/US2005/026101
transactions, the card 100 may provi de the nerchant '
systemwith a TC. The card 100 may transmt the TC and
card 100NR A3ERIUEQRI ardesetiRt ReicharitOsysieeh M04 GARTorced $he Mansaction
704. The information transmtted to the merchant
online. System 704 may be used at a |ater date as evi dence
that a transaction took place, settle cardhol der
Oicsgsitnaly, ®mefdrant hatae 784 ksgy mndomhesdlédia traivecti® frayonline
be used by the issuer system 10 to prove that the )
processingariBlEcmershaissstant 70anay edmpitehesgsulth of the eimgtprocessing and
attendant to the transaction g& the acquirer.If the

store the spapr@tresdtsdr marehant faiabage {3 i1datet 16ieoul d be
e R Okt
o4 ecEF 3t PR a TR AR APy SR R s een

et Yo SRR DTSRI, YRt iskH8s s e

e car determ ne

Applicattfoﬁnﬁﬁ[?sta.bt‘?(gh eBastkdDag: @?Fdl%?ﬁldm@fchhﬁtr@&taﬂag@1§%xdla@€9Q1se. For

nmay generate a AAC and return the AAC to the nerchant

examplSMAd RidtchAft sydtem Tanfes e ATOD t6 gitedtte trdiRachid agaidstt haud.
data used to generate it to the merchant system 704,

whe rerchant d8k@niTaY4 bfay sheh perfofmitaind warcthel deion analysis to
di sputes, chargeback purposes, and the like. Were the
determinaiftthd G@nshetien shawbd be hppirovdueofflinen seant nlime &h@pprpvile or declined
conpl eted or authorized online, the card 100 nay )
offline fetepr atD. a BRQDarelapt Rystam JAA neey ther iesblis tafe theroffling data
- the nmerchant system 704. In this case, th r_rerchapt .
authentippems ArGERASIAG YESHIRFONY | PRIshany risk r%%ﬂagﬁ@erﬁrfg*é%s%‘ﬂmj es set in the

et 0T B RS RO L TR 5 BL010,00 i

ot B LR Sl B A e e
[vai Lt :

B N s P

the disl{%ﬁ{teifo? P Bhettrashctioft! ﬁgtrh&l?haﬁpé’}is}'e?ﬁ 804 BetdRhiBESMHAEChe ftransaction

ransacti on shou be subj’ected to online

should BELPSYoVERbITRRk, thd nRidhARY sykfeth T4 tha} QEquekt 4 MeandBdtiAadrtificate

system 704 determ nes that the ‘
(TC) application for use in securing transaction approval. If, the merchant system 704
determines that the transaction should proceed online for approval, then the merchant system
704 may request an Authorization Request Cryptogram (ARQC) for a request for approval
online. Lastly, if the merchant system 704 determines that the transaction should be
declined, the merchant system may request a Application Authentication Cryptogram (AAC)
for declining the transaction.

Online authorization of the transaction may only occur if the merchant system 704

has online capabilities (i.e., establish a direct link with issuer for authorization) (step 719). If
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transaction requires online authorization, the
mer chant system 704 transmts the online authorization
wore@sags3g o the i ssuer 10 if the nmerchant has peil/Us®05/026101
capability (step 721). The nessage includes the
: cryptogram (e.g., ARQC) generated by the card 100, the
the merdRdn sYt&@ 10a 1genRliaé eapddaitizs yiht gHrelinBBhtéi€704 manipulates and
i ndi cators showi ng offline processing results. In
analyzesrethk edfflirieh ptocsaspigo rdsulth eo | SRrdmR3 whiettled t65g®ron line for online
equi val ent standard, the cryptogram and associ at ed
authorizieibe. The resolipoibs adalysis omay peorspidbe mevehiahbsystenni’ 94 to not select
. Track 1 and/or Track 2 data format. During online,
“offlinepdesbeesph(go eHie suidnstadl pajeleght ProveeoiEingt sywaishtese, the
aut henticate the card_10 step 723). The issuer
merchaglysystsin 764 gy teABest g b6 i fg%%aﬁe a%rfihwh %raf ff‘@ﬁeﬁtégﬁowg gard 100
. ta.the nerchant system 704. The authorization response
pernutqu!yle,qu{qyag an i ssuer-generated Authorization Response

G SO TR bR B L At e
e e PR 780 SR ER NS AP By b o

system 7B GhaMle S¥&t60 PG HRMHsBh NThe hEERAD SPst&hYRUOGERBbmpare the
: (ARPC), the card 100 perforns issuer authenticatlion by

results téetcghatrenchdtierto Fdy@edt thydddadd | G0MoCRoEnd srodppeovganelirisaction.
issuer (or its agent). This prevents villainous third
Paoi resivirgothe di rapplicatioh icnygptddremaequstlHOmsbe urer¢hant system 704
features by simulating online processing and

(step 70f1),abieicdrd 0D ynagperfounnad " Lard Antiec Analysis GstepgEl). dountudmsocess
and indicators. The nerchant system 704 may receive

thereoft the cark L} maytpesforment | §rardiRisk Managqient fpgocess to determine the
aut henti cati on was successful (i.e., the nerchant )

nﬁ?tﬁrecompletlon

responsg y& pg g veD 40 L BEBANS VP E B ST aessy RIGGVRIABTMY
i ystem 10), t hant tem 704 . t .
o the S TSHE AT POt 57 ST b FENET: 28 oG B von
Cromod U B AT DR Rl THSAC BRI Hhore on e
o |
R e R
ReT &I, th@RIACTHP haGORIrBtd 8ptdgfaniQo thendrBEARAPStem 704 in
system 704 may altefnatively “conclude the transacCtion

respons 85 B AEchiR syRERQTRA ﬂe&udsﬁﬁﬁiam'%pﬁ)[i@dﬁcﬁlf’t@%qbﬁégﬂﬂ{ That is, the
system 10 without any further interaction fromthe

card 100ahfhy determine if the transaction should be approved offline, sent to online

approval, or should be declined offline. For offline-approved transactions, the card 100 may
provide the merchant system with a TC. The card 100 may transmit the TC and the data used
to generate it to Athe merchant system 704. The information transmitted to the merchant
system 704 may be used at a later date as evidence that a transaction took place, settle
cardholder disputes, or for chargebacks, and the like. The TC may be used by the issuer
system 10 to prove that the transaction has not been altered by the merchant attendant to the

transaction or the acquirer.
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100. If the merchant systemreceives no response from
the issuer system 10, then the issuer is not

waedhemsseat ed (e.g., the merchant system 704 BPOBBESI00$/026101
receive a response cryptogramfromthe issuer system
10), the nerchant system 704 may use the response it

FEHE L X@S| 00 e Ritlel ARt R RARERELM hduild b@@yprbved STEIRIcY 8)merchant
to decide the outcome of the transaction, in which

system GR%€.not hequesy § MAhMaEVRIne Md4 ARMySOTRnmidee the 100 (step 725).
transaction wthout any additional interaction with

Instead} the matchant @Psterhf7Mh@ayraicchahd traysatigon @Ovard sranssabbe completion
go online or the merchant receives a response

(step 73%) ywhayg thertrineacgion 1§ eyu@reted Onderttiveinedscausen] sfandands.he
I ssuer system 10, the nmerchant system 704 may deci

S8 o e 3 e 5
may gepgiRtehant\s 9%3 EsrRGEe A Crie t%feﬁ*@fﬁhléﬂ? Syaiﬁafhp%teutr e end 100 may
o G B0 A3 b SRR P SATD B e
o o S AR e A G A B 2

GRL {Heggglf %@'@E@égghﬁ thd ﬁ&%é&t&n‘%ﬂoﬁﬁ%lc@ feted or authorized

approve on the Information recei ved

online, k¥ EG 10D derapd @ CNGyptd : anUfmgf‘ Eorardiiel ARQC to the

has not renmdved card 100 fromtihe fi el of the reader

merchafOZysttish 704 [P @S S8deNGhe BR-hARY yb@nt 764 Biag Moddingyly to online
provide the card 100 with a 2nd generate AC command,

processifpe(seipn72ihe I ahd nibdchamayysgen do4tie uaatde do Appdrlmat(step 725), the
Cryptogram and the card 100 nay set or reset security
merchaniedyateed7(famayrperéors a 71 € achAdtiaroB nalpsis (e 7279 an i ssuer
approved transacti on based upon the jssuer . .
Agt meed,i hatmeshans siystem 794 @griomm) aghd Masghaps Agblon Analysis to
tion Codes stor on the 100. Alter natéi\r/nei

determipaf e tmwston sy L he pubjected Foomge ayhoFigeHa. laly, card 100
prorg 1S5 SR S0 oA e AL BB B St
o ARIFRBACT FEPUEL R0 B R IFE SRy
" transaction requires online authorization, the merchant system 704 transmits the online
authorization message to the issuer 10 if the merchant hés online capability (step 721). The
message includes the cryptogram (e.g., ARQC) generated by the card 100, the data used to
generate the cryptogram and the indicators_showing offline processing results. In markets
th;at support the ISO 8583 field 55 or equivalent standard, the cryptogram and associated data
are compressed into the space available ‘with Track 1 and/or Track 2 data format.

During online processing, the issuer 10 validates the cryptogram to authenticate the
“card 100 (step 723). The issuer system 10 may then provide an authorization response to the

merchant system 704. The authorization response may include an issuer-generated

Authorization Response Cryptogram (ARPC) (derived from the cryptogram generated by the
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At the end of a smartcard session, contacts 106 are
deacti vated. Deactivation of contacts 106 is

w@e@borabd y perforned in the order specified i PCT/B8005/026101
7816-3 (i.e., RST to low state, CLK to | ow state, DATA
to low state, VDD to inactive state). As nentioned

card loaﬁ\éguthtopi%at\ép gﬁ%@%de' §arﬂcﬁ)0 gtt:drjati Eggghyr] ﬁ%ﬁj@i egg)(jl if the

I ment atively, escri igure
authoriY¥iRh Ereb s Qﬁéésé‘g@otrm&lﬂ@é@%&ﬂc t tHeOReRBEMESBtem 704 contains a
communi cation with the nerchant system 704 (e.qg.,
response @agR6gra)ARRC)e tieavaed 100 paifdrinstigsudieathdntiahtish BN eslidating that
is removed fromthe interrogation field of the reader
the cryfg@grant cambhdraonat goauinef issuve (pr és apent). nddist prements vdlainous third
mer chant system 704 ordinarily perfornms transaction
parties EompEiecunaveniing dhe 7a39) 100| fecutiy featuedsant sisydating qrdime processing
transmts a clearing nmessage subsequent to an
and fragdylenslyiaparaving masagion teresereoyntrs ARQAedicaorhe case of
%F onl i ne issuer ot authenthgated transacti.on)
& rTEFFFRATE FYFIAMY A alaaarchae € JSRyEr agthﬁgqlqat%dat% rp@d if the

chant

e RS pREESRES, HE HrreF ey bAh "Ry & s irss fyptogram
from tlﬁoéc 1§sﬁ5} @Q?ﬂe[(ﬁé % &ferchar e%?oarx%g ax% é}g d S 5 gphcatlon

ete syst recor

cryptog?z{mtﬁlaﬁl {HeRARALI0 Qi t‘ﬁetr grrgnagraﬁleﬁérﬁswee{ss@%ema (step

or acquirer (not shown) ['enment under th
727). merchant system 704 bu3|ness as usual practice. It
shoul d be noted that the nmethod 700 may be used in

ot dnEMMeaNthwinsr, Ebpecialykiat s cortactless tradsaetiddyvhe@tatdholder may
non- EW markets the architecture of the system does

have removedihgriafd t¥Nf oy tihBeld ef et maden 707 befoer thmatticysngietion. If
704, to the settlenent database 706, to the

so, theauetvbpitz systasm Wdt alossaltermRivelyr CQItﬁlltdt?ethes@@F@ﬂCt@m &pwedeon the
710. In EMW markets, standard EMV nessages an

responsg disfsepiveds framythp assueletysten HO cveﬁh@afc%%fggth%ram%a%@ﬂ dianp ghe card
as EWV conpliant tokens although not using the full

100. functional i ty defined in EW. In non-EW narkets,

T BB hieT o5 oot o ov R AV o it B e the isuer
is not aB&w acc?t {e A tll,]ilng Q0 %?Es%s%g‘rfi 7ol a(ﬂ)g@?{)f R08vd qusp%néé éryB&)gram

€ nagne
from the issuer system 10), the merchant system 704 may use the response it receives from

online processing (if any is received) to decide the outcome of the transaction, in which case,
the merchant system 704 may conclude the transaction without any additional interaction
with the card 100.

If the merchant system 704 is unable to go online or the merchant receives a response |
cryptogram (e.g., issuer 10 authenticated) from the issuer system 10, the merchant system
704 may decide whether to request ofﬂihe approval or offline decline from card 100. The
nature of the request by the merchant system 704 may be dependent upon Merchant Action

Codes stored on the merchant system 704 and the Issuer Action Codes stored on the card
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RFI D Transacti on Referencing Figures 9-12, in general,
the operation of the present invention using a RFID
walevmcoesfe. g., fob 902) nay begi n when fob 902P¢EHUS2005/026101

presented for paynment, and is interrogated by RFID
reader 1004. Fob 902 and RFID reader 1004 may then

100. TREGGFRN! (bdbakaLuiaslidee ¥ irGRS kQAbIRS B Ghd ?{ﬁ:gcﬂ%@ lé‘ystem 704 or
respect to smaricard 100 and nerchant system 7

issuer 18f WRichWetagihtht ltendifiais maded evhidi02 tiByacH6® Yheled Q)B%p roved offline
transponder identification and/or account identifier

based oh ohd inéoriRfatibh reeacved difitlthewinioc hravegsidfgutdégdser provi de t he
information to, for exanple, a nerchant system 704 PCOS
Hethe cardhotdes haswnot emeveFFa@drid@dieem ¥DO fickipyf the reader 702 during
configured to conmuni cate using a RFID internal

processigy dlih aneodent aystesn Ak may provds the @%réewolw@h argy generate AC
i ncl ude ag‘aext ernal antenna 10,Q8 f o]} ni cation

commaig, (ghergsy the sard, Hi), way genetsie et AalA %ﬁ% W%@wﬁ%the card

100 may 0 ¥ {8 oNHIR, ORI DPRBREGT 100 T Y vt Rea pn ssuer

approvq%ofg%ﬂ?ét%%t t5 YY;)M Kﬁt e? %ﬁ{ﬂ%nﬁéﬁ%&ﬁ ?és@?? 3 diﬂ%cﬁthe Issuer

not
r er t t
Action gg}ﬂrz]sc_ﬁg e?l &Fﬁfé éa?%‘i*oge \ﬂﬁ‘éegnﬂv’ég' Fﬁgﬁ?l 1 ggqlné‘y gﬁg&!&g%bgc for

approveaqrankmtﬁ)ﬁﬁ andl aﬂ @@cb f@REERANtanESBodeVi ce is used
herein by way of exanple, and the point-of-interaction

TRY n@ecHABY sterd M4 dayy BenCifddverdell foeaansatiich topletion (step
account data. In this regard, the POS may be any

733) unpei businefs-d wdual aaidach devi ce enabling the user to

conplete a transaction using a fob 902. The PCS device
Transaetign c@upletientand stiglen@0® i nf or mati on and provide the

information to host system for processi n% A variety

Af theo Ak of iaovTBartcaEhAEsRioBa CPWAYS 16 e slser wﬁ@ﬁoclap%ctwatgon of

used for dat For exa I nks
contacts, é%iséﬁe%w% “??aynlﬁlée ader FRCEBJ}? tmggis gﬁé%ﬁlﬁwlﬁgl} to low
config o, faci communi cat{ ons ov
sate, L gl oFae aﬁf’ﬁ?\ tloresie, VilIEe rrﬂcte%enﬁ% L7 & ririnéd above,
no comu Lo abl e nodem dish
the VPPS%%?ESHM P%ﬁ)ﬁd lbaé) I{PSF@‘%U i§<?:dr1| er Lines (DSL), or any

WebhEdsty, GO eA i RbuFES Fheleth@844t 108 vas!gMed in contactless
communication with the merchant system 704 (e.g., reader 702), the card 100 will be
deactivated once it is removed from the interrogation field of the reader 702.

In the context of the present invention, the merchant system 704 ordinarily performs
transaction completion (step 733). If the merchant system 704 transmits a clearing message
subsequent to an authorization message, the TC (or ARQC in the case of an online issuer not
authenticated transaction) is transmitted in the clearing message as well. Or, the merchant

system 704 may decline to completé the transaction where the aforementioned analysis of the

Action Codes requires it.
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mer chant system 704, including the POS device and host
network, nmay reside on a |local area network which

wo ooenfzases to a renote network (not shown) f oPCT/ESOF026101
aut hori zation of an intended transaction. The mnerchant
system 704 may communi cate with the renote network via

ncfﬁﬁ @nbdchiBn iSiibIaR, @e TherchabBsystehe70Pmal B8rwdrd Becord of the

gu comuni cations lines are described in"a variety
transact@fn foBké SppoPfifte Assuer YRRAT 30 dNAEGrePAIA shown) for settlement under
Connunicg?igns," by %?Ibert Fb“ggrgﬁgch IS )
the merti@O s BemA T4 blisiiess Bs bynal pheticence. Figure 10
illustrates an exenplary bl ock diagramof a RFID
heshdeld e 0dted thacbe mikainpk 700 niayalre asednpl oty B oahidneon-EMV
of the present invention. RPID reader 1004 incl udes,
marketsf oln kothrihd EMYaand moarfd Vimarketsolip laechiteguee eithgoster does not

1302, which is further coupled to a control npdule
significanstyschapge beiween dis, meEhant syserar’ 04,00 Ahgragjtismrnt da@bagg 706, to the

. 10 It d I
a5 SAORP ol BhS1 11 AR LB g8 e
bl th i i rel hon. RE .
messs 2B R B B Sl SHSE5 BRG Prg 5 LSpin
tokens Iilﬂlcd bh Lk %sgl%r% Mfi %h&’fbnﬂittyhdé‘fﬁ@d WNEMmPens t)ﬂ-l?il\%gzmarkets,
'S Tugrrmtte to recelive a srgnal at a partlcﬂll ar

standard 1§@ ngymeﬁg%m% &n I8Re@¥trR EARAdBHI Rl O uBkPY H8nsmit
an iInterrogation signal at that sanme frequency. For

informaBi¥R FPlafing itd tIRNERIRRFY BhdsabTtiRthaeiHall BeoPackO@ iffBYthE Enagnetic
configured to respond to an interrogation signal of

stripe d@hout 13.56 MHz. In this case, RFID antenna 1002 maybe
13 Mz and nmay be configured to transmt an
RFID Tmherctiogat i on si gnal of about 13.56 MHz. That is, fob
902 may be configzlir.ed to include a first and second RF
Refdugneingdiigurest-bhsp eatere) ththepasatianeof the presgafdigventipayusing a
operate using a 134 kHz frequencg and the second RF i
RFID mm(égna@@bo%é?a apey beginghen fob5803 1y proserigd fey pamhent, and is

et G LAY Rl TR M e
o S RQHERL 9 2ot WRACHAS ASPHFAPRS b FRELEY im0
after wtﬁgg%eetggrggs&?e fl%? IQ%ZP@}/df%ﬁ%ngMOQP& idm?ﬁ]cattigﬁ r?l[-.gj%g GEcount

i erating a requency, o

identiﬁt%gt%gglgs’l *%Vi.rtegﬂe} h)0d 3 wifc VG y "REMHEL pRSVidd ehd RiFoRAioRBY%, for
example, a merchant system 704 POS device not shown.

The RFID reader 1004 may be configured to communicate using a RFID internal
antenna 906. Alternatively, RFID reader 1004’ may include an external antenna 1008 for
communication with fob 902, where the extémal antenna may be made remote to the RFID
reader 1004 using a suitable cable and/or data link. RFID reader 1004 may be further in
communication with a merchant system POS via a data link (not shown).

Although the point-of-interaction device is described herein with respect to a

merchant point-of-sale (POS) device, the invention is not to be so limited. Indeed, a
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Wiere the reader 1004 supports both a 134 kHz
frequency and a 13.56 MHz RF nodul e, the fob 902 may
wo amei12E3hot h signals fromthe reader 1004. | nPahiUS2005/026101
case, the fob 902 may be configured to prioritize
sel ection of the one or the other frequency and reject

merchar&thﬁ)g QABRED s\ G el HERHEBS %vay'%ftc:?(ﬁﬁ‘lﬁfe' Y& the PdMR-dtEARRIction device

004 may recelive signals at both frequencies fromthe

may be hAP dARQ capAbI8 o RgRIvikEfobladcduiit Bataasethid fegarieadOSLARY be any
may be configured to prioritize selection of one or

point-oft Meergitidardetice ghabity the dsarep eomplebea trensactiomysing a fob 902. The
frequency. Further, protocol/sequence controller 1314

POS deniy niayakcriee the folp P02 nebrmiasiedzad lpréude thegnfofmation to host system
notifying the user of the status of a particul ar

for processampsact i on. For exanpl e, the optional feedback may be
in the formof an LED, LED, screen and/or of her visual
8 wpewyofigententiosal.mmgneaipns adiagid RIgtose SdP%Yp‘Pea‘;&Sea for data
static, ollin Shing and/ or ot her .nmess

. fl ) .
links. E(P{d?)@plpé?s: éh%!da . l?rflﬁfrg SReNCH hFBGrSn &y langI} I?tﬁg]te? ?,ﬁrevwe Provider
s BFREIA o RoRAC8: By § Bt BB o s i
connect og{) R&AL ¢ i a?%hnﬁ%&et{rﬁir% drflhtion, 3@%1@ O9mBAQA ARG InetivBrlg; ISDN,

accou el ng rea y RFID reader)

Digital {%ﬂﬂé&fb& IR el f@)&;{gp bl ARy Iwird&s eRingfuEatbAninedia( eindaddition, the

ransaction a ved or disapproved). Such an optiona

merchaht@SSRACTOATRY idind BR¥ PUY ddigceasid HidpERtt® Orkh ynag fedidiclobh &cal area
I ndi cator (or may present the audible indicator

networlé wh@dhyihtdiited 1f 9remog iteneotkomod Sibwug efor eémotieeauthorization of an
transaction status. The audi bl e feedback may be a

intende itrapdaetivron®he mekdhiapt systepmd®4 maysoowmhunicaté withghe rempaie petwork
voi ce indicator configured to signify when the fob 902 =

via a leassd tige.rsych at @il o§atliag, onthe like. abudicaanyAumeations lingy are ggscribed

' | i ke. RFID antenna 1002 may be in communi cati W t .
in a vartetnptesisduich 2008/ ndsrstandmediate Copygnumcations &’% Zﬁlheaﬁeli which
o signal and receiving at |east one of an authentication

is incorprgigddieredt BrEfeISA%H or an account data from fob 902.

PR Bi08" ke 0 BlFSE PRS0 A 1004 i
t d i ) .
oot ETHEIRE M IR OO sy e, oo

: 0R2 J. A Sj.i ANR028% QesRE heduw 1302, aslERts further
lijk%ogféggpﬁghgggﬁﬁg?’914. Fol exampl e, mhgre transponder

coupled-A09 chritrot IncfildiBo4FId addibrR REEDNR@add02008Naybincide 20 antenna
p a4
MHz conpatible. Simlarly, where _ o

1008 positioned remotely from the RFID reader 1004 and coupled to RFID reader 1004 via a
suitable cable or other wire or wireless connection.

RF module 1302 and antenna 1002 may be suitably configured to facilitate
communication with fob 902. Where fob 902 is formatted to receive a signal at a particular
RF frequency, RF module 1302 may be configured to provide an interrogation signal at that -

same frequency. For example, in one exemplary embodiment, fob 902 may be configured to

respond to an interrogation signal of about 13.56 MHz. In this case, RFID antenna 1002 may
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transponder 1006 is |SO' I EC 14443 rated, antenna 1002
may be | SO | EC 14443 conpati ble. RF nodul e 1302 nay

wo b ts3s f or exanpl e, transponder 1006 in PCT/US2005/026101
conmuni cation with authentication circuitry 1008 which
may be in comrunication with a secure database 1010.

be 13 Mfl’itzrhﬁﬂtmé?)aﬁé B6hfTpuf ot trahs RO ﬁ[@ro‘éﬁﬁcﬁpﬁgﬁll HL8oamys. J57@1\/le

simlar description and operation as described with

That 1sr 8@58902 tnRaya Bk hevhlfigadi 0 ikdlideubt fiét YhO ROENS ECRIMBodule (e.g.,
menory dat abase 91% of Figure 9. For exanple, database

transpoh@dr) winase tht dire radude any ropsiponakingga ti 84 kHe ffabe2andhthe kecond
are authorized to transact business over system 100.

RF mo@de agsmpeldd Osinmy 14d6¢i Mbarfedquynayt oFte FFIDDreaderdl04 10g4include
identifying information for providing to fob 902 for

two recgiyersi whighy e rncese prag fWeet MdeHREpepen die 13_LééMr1§ frequency or

thaorized to be provjded th ob account, nunbe
both. Whey ths rearer 4504 ik oRsEEwES 434 KHeHieaisaca P QpFrdan it the 134

Km0 G2 P B9 P g eg%{sheonfhgfea? AR B e 1356
h
vt SRR G P SETYB B LA AR 3 Bpossive

s S SEARE S B EASTER i, KOGLTES SHOL) SN o,

fob 902‘ ﬁﬁz%@é’ewgotﬁ%%hgaarse@@ﬁrméQ%efrﬁtwozenﬂﬁ&ﬁs ba{hemﬂeu{%b 902 may be
aut hentication. I n this context nmut ual

' conﬁgu%& foepidritiat iselacticibyf fiie e on dlic ofher BtdueAcPhnd hgedt YBd RiMaining .
100 may not take place until fob 902 authenticates the
frequensy.gAdierdatioalyRiHleDeadzad©04 hiYdrecaine sighdlDat battiefreqhbficles from the
aut henti cates the signal fromfob 902. Authentication
~ fob uponiinterbgation1 00 ghisrease attid ir¢aden HI0dymiyebd gonignredrid prdiioze selection
with a protocol/sequence controller 1314 of simlar
of one qrbe ethroficquedcyiasiciopt themergaining frequency.
rot ocol / sequencecontrol | er 908 of Figure 9 .

That js, .
g cRyprase H?%?C &ggﬁr@éﬁréém p@mllg}lu%@@gqagyalbfgcc?bacf( %uncuon

notﬁéfgt&%ag%r e R G PSSR AL D! 0 St
[ h
feedbackrrg?}b%%%} é[‘r[ilc )éte%}g % IL%%: Isc%%%zarpar/ rc(ﬁﬁérr\;i 1ga(:f rdls\l\"ljz{ycwhlch is

/ |
ot TN LSO L S 6, GO Mo
signal W%{f@ﬁﬁ e BB S92 k& BafIBOtrdnSictiBn o8 2hitidQ (e.g., fob is being

interrogated), the fob is valid (e.g., fob is authenticated), transaction is being processed, (e.g.,
fob account number is being read by RFID reader) and/or the transaction is acéepted or
denied (e.g., transaction approved or disapproved). Such an optional feedback may or may
not be accompanied by an audible indicator (or may present the audible indicator singly) for
informing the fob 902 user of the transaction status. The audible feedback may be a simple
tone, multiple tones, musical iﬂdicator, and/or voice indicator configured to signify when the

fob 902 is being interrogated, the transaction status, or the like.
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exanple, if a fob 902 is not present, then
prot ocol / sequence controller 1314 may command the RFID
wo e@d®r253904 to provide an uninterrupted i nterPOLES2005026101
signal (step 504). That is, the protocol/sequence
controller 1314 may command the authentication circuit
ROAB ARera0vOCE ALYy Wi M edompineicationt evithogatianspoadgnaboé for
until the presence of a fob 902 is realized. If a fob
transmiQPg dnSinpyresatidn sighsl prdoteocivingsa deash oee ob anraitheaticdBnirequest
may command the RFID reader 1004 to authenticate the | .
signal ahdor 80 acdoshiegntH 66N, fob9ORoTeanspbsiee | 0QUMAR ke iOF similsh dpgeyiption
nmean that the protocol/sequence controller 1314 tmay
as transpomdeaAd4 of &iguretflenini Ragticudar, ERpPARder 11988 may b eRnfigaradgn send
902 with_an authorization.qode |

ar onse.is
anclor regees BEAERISR o SOmBRUHIE Ra ATisgieTE ROV o Fapner as was
descrivggbishrieSiset 15 G0 BPROTRE Hut R REB o e s athspifir 1006 is

aut henti I’on codeh
13.56 1{/[?]? eg?g%ge;&s g?t:cﬁc'r%aﬁééds%g grﬁaé/l ‘ bEAY! 4d Mi?%%ﬁg:gﬁﬂ)lg.at Sfilarly, where

requires aut ntication,

transpoﬁ&? 1 Ob%‘ gs I?PZJ% ?ALAQ% GLE nfFenn? NbHPIasbe ISOAECEMA43 compatible.

activa entication circuit” as descri bed above

REtEMROPI02 iy Ileide! Relexhape, trhﬁsgbﬁ&rflo% 0o rfim@iiahtion with

I's a response to the provided authentication code,

authentlch6h ER&iiRY QDOE Mhichasaebe én caninualcheon ¥ah4 seayreodatatmsed1010.
the RFID reader 1004 to retrieve the appropriate )

Authenfi€gishiciryuikeyl 008 ané database d 0l @ cogrhietdfermudr deseripgiogreaal operation
(step 510). That is, the protocol/sequence controller

as desciBdUwithyespertitaauthentecation hueriirg 21 P end s¢quee mempgy database 912 of
retrieve from database 1010 a security key §e.g. .

Figure 9 afepoatiple, Sgtebasm 1940 mygt store @aéw?rrmpwgag ¢ dhegfogPQe, which

e s ST BSOS Bk YAOBE, BN, s

et (£ 58P Moo 6 SRR S S B o g
t b ,902 | hor.i ' '

e L L

dMamm%B?Ethe fob 902 is considered not authorized, in which
ase, the protocol/sequence controller 1314 may

%%%P?aztfg@e ?{fﬁg%’ CyRr Qhdyebet OF isithihrr @gaEiptidi0rand operation as

aut step 504). Once the protocol/sequence
authentfc@AbA @lrk@try 18 014THAL B Authesichtied cirbetry Olo0808ay e configured to

aut hori zed, the protocol/sequence controller 1314 may
authentfc@&XKtht Qighlel growidee by ffomedl i andlar siagnel & indschwsedyith reference
to the merchant system 704 and smartcard 100. As is described more fully below, fob 902
and RFID reader 1004 may engage in mutual authentication. In this context, “mutual
authentication” may mean that operation of the sys'tem 100 may not take place until fob 902
authenticates the signal from RFID reader 1004, and RFID reader 1004 authenticates the
signal from fob 902.

Authentication .circuitry 1008 may additionally be in communication with a

protocol/sequence controller 1314 of similar operation and description as protocol/sequence
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sent by fob 902 (step 514). If no additional signal is
provi ded by fob 902, then the protocol/sequence
wa@eovbudsBer 1314 may provide all the conponent BCDUSHRBS/R26101
reader 1004 to remmin idle until such tine as a signa
IS provided (step 516). Contrarily, where an
controlRE BRI SNPlguk@® 90338 1ig r}ﬁbtde&/s}%gﬁ’éﬁcg edbvideN€ontroller 1314 may be
protocol/sequence controller 14 may determne if the
configuf@tc98iernsind &RUATIET BloREQEMSoft Die I DRAEEAITN04 components. For
point-of-sale termnal (e.g., POS device) or if the
examplé,dig@21 1 dlustidtenpt ¢xeenplary idadision poadess Wirder RhidD pre@del’sequence
1004 for return (e.g., nmutual) authorization (step
controllgn 83 14 Mg pperatee Profoc@BGRquence eontedier nglhoeg somnmng the different
mer chant POS device, the protocol/seguence controller

componggtsA0fnRkjIT: 6%ﬁ’ﬁhé0‘?41hbasR¢lqy wbzth@rra folp 202 as ppseent (step 502) For
PCS

exampl&nartonIRg < Pt Wﬁ%ﬂbﬁtgerber&rch %49@?@_(@55@3&9% {134 Tt gommand

the REIPEIFYBIF 1oL dta'é§|u51°"? %@896%%5?%%51@&%%%%4) That i, the

protocoﬁ?c{atru&?%el ct%wtr%ﬁgrd'l é\? E&ﬁg‘%&} l?l? ﬁé%t{c c]u(i)tofOO%QO provide

e pro OCO sequence

an unmfé%hfe‘al iht%fro%;tgo% ] GRHE gretsgﬁe%f%_rﬂﬁgbb s rea zed If a fob 902

aut hent | cat UIt 10183 to retrieve from a abase

is presela@ztge o&ﬂﬂE?%b@E@ntﬁﬂféf MBY 4 QRayK&¥minAnd GRPREHD bk N804 to
fob 9 mut u nterrogati on signal. The

mnhmnﬁa@&m@ﬁﬁﬂxﬁqmepseﬁpontroIIer 1314 may then conmand the
RFI D reader 1004 to provide the encrypted nutua

Antnetadadyat ¢, antlehgerion tnoayt dnearf tiat 8@ Driwtefseg@Rire cotneoller 1314
pr ot ocol / sequence controller 1314 may command t he

may comutand thd adhdntinatein greit 1008 8 provpledob 862 a\ntheama:tylmr@dtlon code.
mut ual interrogation signal for the fob 902 to

If a respefsgdb |rgcea‘@drfé@m|f@ht9@2 Pt apbseavacer sraofler Blay eletqsgine if the

encrypted nutu i nterraogation signal dretriev
responSF r‘%r’ﬁ %Fé??f@ﬁttpc‘g?lprﬂDchaéEF Y97 P Ritheytiatien Fodeoy if the

respons(y 5 1Y Ea) B G AELREG FETR S A0 s B F e e cation,
then thg h@r%%ocop&:&ggl? e génq que} hl%tl4anféy n}iétfyated %%e %{1?1 :{a?gﬁ‘ Séécult as

aken Yy protocol7sequence con

descrlbécf1 scr Itgé goagomethgmgﬁpgi ifQhe O 089%; nh?ﬁez?%sgonse to the

prot ocol /’sequence” con
prov1deH%Mth@ﬁ‘theat1§h Rbi&thQP@E %%t@ébl@&gxeﬁ@é t&fird@Rr 1314 may command the

protocol/sequence contro
RFID reader 1004 to retrieve the appropriate security key for enabling recognition of the
signal (step 510). That is, the protocol/sequence controller 1314 may command the
authentication circuit 1008 to retrieve from database 1010 a security key (e.g., transponder
system decryption key), unlock the signal, and compare the signal to the signal provided by -
the RFID reader 1004 in the authentication process (e.g., step 506). If the signal is

recognized, the protocol/sequence controller 1314 may determine that the fob 902 is

authorized to access the transaction system (step 512). If the signal is not recognized, then
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Encryption/ decryption conponent 1018 nay be further in
communi cation with a secure account nunber database
wAaome/ovdsBEh stores the security keys necessar yP¢DUS2005/026101
decrypting the encrypted fob account nunber. Upon
appropriate request from protocol/sequence controller

the fob1§021‘fjs,' c&ﬁﬁff)ééfiggx&nélgﬁ&{z)é@} ino&h&ﬁ”&gé‘,eﬂ% d{rlgtgtg%lfsgguence controller

circuitry may retrieve the appro curity

1314 4§ YomARGH YRS REIE cdidlB£ ©akRropA RS auditfizE @ FNR(Slep BE4).
decrypted account nunber to protocol sequence
Ot (il prefocdkduédnte aoitrdlRr MR 4 daashabéscthBythafyb @ Brauthorized,
connected POS device. In one exenplary enbodi nent, the

the proficolfseqtuenvarcoetrokayl 3hé rhayr swek de defenmmedb additibiabBnals are being
magnetic stripe format conpatible with the 1SO I EC

sent by atg 962 dnigar 2l4) Uptinne edditwnalgsighal cprouided rynifely 902, then the
magnetic stripe format, protocol/sequence controller

protocol/sammepgs, cangiolgr 3 i4hmay pEeyida alhthrowmpasepten ! RilPcrsadepdg04 to

. devi ce receive the decr ed account nynber and _ . .
remain (3§ YRRl POEH MR AETEL ST R SRl B0 e BREB (Y FsppeAdditional

o050 5By AL RIS G ESEIRAR e By e
o0 s B350 LOVETILRRS R 5B EMEIFE PR, dyc o i

fob 903 % e&t\’e‘?ﬁptﬁﬁr S‘{j?ﬁ%ﬁ?éﬁ Qe 9%121? gg?:ﬂ;} ﬂﬁ)ﬁ"‘@c{rkf&&ng e.g., mutual)

transacti o ed or pr ot ocol / sequente

authoriZ@iBh (8kp 618)1 3WAeidBNe RILOMI20E réd}@stﬁ%r sddadittonah¥Rh&nt POS device,
response to the RF nodul e 1302 for optically and/or

the prodoudil/bdgpes@matinrslRE i 18J 4t hayr esioase the RA® fredded0D04 to open
_ user. Figure 12 illustrates an exenplary flow di agram
commufioatidrisevitdpehe R0 Sodevade (shap 24npl ary transacti on system |
according to the present invention utilizing a RFID
Popsheotheahdnd iRHie[protnsdEsequess. contrellgr Bddsdetdraines that the fob
_initiated when a custonmer desires to present a fob 902
902 signyris gaypwiak infeskogptigpsignal fhen the Broterodsqayancst confrellero? 14 may

consg) e kB FEHED B Ko BRI LSS

oot 1GR9 A BRSPS B RO RAAE T e o
' ' I.A: R 04 .. .

s 00 T A B L 9 reossin

signgl. ;@8%@%@ g?é%&xg%g§ntgdri:lgptlﬂ??lg% ﬁgeglggolnglﬂﬁuf AR K9P feQder 1004 to

provide the encrypted mutual interrogation signal to the fob 902 (step 522). The
protocol/'sequence controller 1314 may command the authentication circuit 1018 to provide
“an encrypted mutual interrogation signal for the fob 902 to mutually authenticate. Fob 902
: inay then receive the encrypted mutual interrogation signal and retrieve from authentication
circuitry 1018 a RFID reader 1004 decryption key. '

Although an exemplary decision process of protocol/sequence controller 1314 is
described, it should be understood that a similar decision process may be undertaken by

protoéol/sequence controller 908 in controlling the components of fob 902. Indeed, as
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activated by the RF interrogation signal provided. The

fob 902 and the RFID reader 1004 may then engage in
wondodal2satit henti cation (step 810). Where the nedcT/EB2005/026101

aut hentication is unsuccessful, an error nessage nay

be provided to the custonmer via the RFID optica

o ASE L 0 SR04 6003 R ey v s

t Uelce@Bhh&miopgt i on i s successful (step 812), the
Iﬁooco%%ﬁD fgader 1004 may provide the custonmer with an

BRI ®cBypRidh | dhpoRBst 00182kl bbe fitFaRs a8 cdrfmBhication with a
"transaction processing” or "wait") (step 818). Once

secure dcbsunt ABmMBEZagabdsRFOD wiieldl storet Qs eouitityddelyy necessary for decrypting
aut henticate, the RFID transaction nmay proceed in

the encaygret dalnaecovnt muniter.melpon appsaprialye dequestp otri pgotocol/sequence
smartcard 100 and Figure 7. Particularly, the RFID

controllere 43k, enoOptinniecryptiens campensat (ago uiisutioy 1 @E8) may retrieve the
forwarding information fromthe fob 902 and the

approprigis saeuilty keys desmyptahe fobraceonmh aHmbenandotferwpig the decrypted account

number 2§ i)?(gig[clfoi Stgrcilégeeag(ﬁgrrﬁlisxg ?b]gginﬁéslpégggt} riﬁg%gli g}b Swén?artgrhc%?l}lected
POS detglgﬁargflgﬁnég{]xe?rg)?m %&@%d%&nﬁ,ﬁ{hkgagg%{n?%gbgk :n?are%/e.be forwarded in a
coneniyh LG S 8 ISR PR ROTBCOPAT BlnadS voon
receivingitg? g&ﬁ)ﬁnmmpﬁ iR madndit §{r§>?%ﬁ££t9§;dt% eg&e&ﬁ%fo‘ﬂgr 1314

J/
iscussed wwth the data storage of shartcar

may forkRfd tEhatzoudthuniil §GOIBYisE PR abli& hﬁ%/ 8¢ dlthe decrypted

simlar responses to the nerchant system 704 as is

account usibief aadl faviwliald Klef engnte stigpd Rematsp anaft Blimbemgot £ atetchant
100. After the RFID reader 1004 and the fob 902

networknfor paddeysivg) ithdartthe ateechahtie busiaess astusoal staydapd. o de dlds tway, the
the transacti on authentication, user identify

present ingentidncelinnioates thecheed ah s dutd-partycsampdre thudthepp mdwwesthe YOS device

. Figure 7. It should be noted that the transaction )

receivesge dESAMSA JEUR | mmesdchignt metwrks g obransasion i@thegiged or denied),

protoco ]réiegalflﬁgﬁlcg téiogiir;ﬁlilqsr ?1%2][ 4? I?l% %%ﬁ%;&gpégﬁchgnt gt%wnglf(r ggggcpspesa de ’the RF
tai h d/ the |ik wh [
module § i B BRETIT ARTr pifPB HonEhpiciing S GHSLE T TTneo% s
B S S M FUFhR T B i

transactiofi %9&% J&E@r\ﬁiir%eﬂb' thE ‘ﬂfes@xﬁqugn?ioniu@iligﬁg LEFPf3E ¥02 and a RFID

reader 1004. The process is initiated when a customer desires to present a fob 902 for

payment (step 802). Upon presentation of the fob 902, the merchant initiates the RF payment
procedure via a RFID reader 1004 (step 804). In particular, the RFID reader 1004 sends out
an interrogation signal to scan for the presence of fob 902 (step 806). The RF signal may be
provided via the RFID reader 1004 antenna 1006 or optionally via an external antenna 1008.
The customer then may present the fob 902 for payment (step 808) and the fob 902 is

activated by the RF interrogation signal provided.
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enbodi nent, the account may be established such that
pur chases above $X (i.e., the spending limt) nust be

WO eok012368 by t he customer. Such verification negT/082005/026101
provi ded using a suitable personal identification
nunber (PIN) which may be recognized by the RFID
maadeb 909 hd Qhe RFAPNRAder AWOR Ghky BHeh Whe&EN e ut® tauthentication
shown) as being unique to the flob 902 hoI der (e.qg.,

(step 8¢OSt OMBYry thAadnithel Adkenekaionvd hidc@OLuL, ransaet n@bsage may be
account nunber. \Were the requested purchase i s above
providadnie ths tcaisbinshent theREIlx optaskasfenaidigielindicator (diep 814) and the

custoner may be required to Erow de, for exanple, a
transacmmnnabut@r?évprtpd: (S;f,@mﬁl@ aWhiersrthe inmituad uthentieatian s successful (step
ficatjon to conplete the transaction. \Were a
812), t%RFHP deadend 0pf mayspigyisly the nge@ﬁﬁa’ﬂt)h PefPRTPRIALE GRtig @nd/or

verificatign PIN.na r ac acy against a
audibleBsragsdp &t TG PRIGUNPEHS 08 %l‘ea%lteg (6 RO ob 902

5Lk PR a5 Ry Tpa%ler Shos RG-S 8318} i RepR Tobsaction
may prflEkif SRl QA BE nIEN R 5HR1G 0  SLADRE Fo6 BRI Figure

orizati o

7. PaRRUBEY! tl?éJmD' F&H&Pno@@%ﬁf aflah@ahasss Yo s @&Mce forwarding
dat abase mai ntai ned and opérated by the fob 90

informdtioaN§a6i it fas COMtanPr M¢i HRFchaMhishRemh GOAﬁXﬁszhﬁhentlcatlon and
transactions set forth above are described in general

authorizagibiBiccdridmgtarstéps Moar733at Tlieemefchaistt sysfehoW04 andiiee fobo¥02 may
- the appropriate nenory |ocations within the card wll -
determibe ifpatrasaction $Hookkbs kithoeded fort dflingr ¢amplbtian ferwarded to an
al though the inventions set forth herein have been
issuer @emln%dthorizatmj, i cdecbredaputhonizasionpfinge d Adr ahng should be
es, thaose skilled in the art will appreciate that

underst@cpfgth@ %éollg,ﬂ;t@h@e iO80chkd @?y be oﬁgfnrlrlﬁxf) ;plpsﬁqugté@} anchpperation as is

discuss 0 i RIS HOTAGE SE SEBTERCL - cBRFeR B0 J0ETida pperable 1o
di d ed d I

return R a6 B L B PRS0 WZ(“F e pore S ahEtseyo the

respons?i Sf Cs?na%‘w {dr"tfby Cg'i}tfef QHé qﬁ’lﬂa}‘ea%gr Yo Jl'a%%dtl{eo fcﬁ)r 365 ' r‘ﬁ&tually

I nventi on nt act ess ca

authenthEt{? ¢ tG@NalSon Md '@%E&Sil to BePRInsIERI a %tﬁ@rg%tlo@n&jseff h&entify

Hence varl fications int esi gn and
verificafibm, %Q@ﬂﬁﬁ%tl@ﬁ cdiiflefié 8R1F Fisite 5t €ps di scussed

herein may be made without departing

It should be noted that the transaction account associated with the fob 902 may
include a restriction, such as, for example, a per purchase spending limit, a time of day use, a
day of week use, certain merchant use and/or the like, wherein an additional verification is
required when using the fob outside of the restriction. The restrictions may be personally
assigned by the fob 902 user, or the account provider. For example, in one exemplary
embodiment, the account may be established such that purchases above $X (i.e., the spending

limit) must be verified by the customer. Such verification may be provided using a suitable

personal identification number (PIN) which may be recognized by the RFID reader 1004 or a
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fromthe scope of the invention as set forth in the
appended clains.Clains 1. A nethod for securing a
wo e@essssg on initiated with a proximty integredBds2005026101
circuit (PIC) transaction device conprising: a .
sel ecting an application data with the highest
paymerpr dutiidrizgtiér cemtangmegsshoming 3s| baisg iuniqueftoathpl foba®@2omelder (e.g.,
stored on a PIC transaction devi ce database, the
customer} | apdtthel capplativatiolo §02 Atansissiph giceasp anaber byWhere the cequested
transaction device and a PIC transactlgn devi ce
purchasednaleave thhestaipshed e Rvichage sPentgnihgha cistemergpay be required

ocess functi er f orm and list of transacti
to providse Gt oxaitie e P INeanEr i SHBt's GROGF SRl Peprifege ilion to
nt| catl ng the PIC transaction deV| ce using
Comple@u#‘?% B Aut hentication (ODA):\ ¢ . determ ning

W"He} RI&rifiE tﬁ)?aﬁtN SRk g?@@c%ﬁgﬁgtveflﬁ%t%sthy%Hﬂczgfon PIN may

Iea oneo uraltyo plication data;

be cheﬂ&ﬁefo'in &'cﬁ‘ﬁcﬂgﬁin@i % b&%?atfn@sﬁwaﬂﬁ&?%ﬁﬂ%la&@qooﬂfe fob 902
I ng [ east 'one of the plurality of application

transacﬁtﬁlt @ocoaqﬁtduﬁnber dqth@rdahﬂbaguﬁ%em madySRCétbed 10é89agigt i emthe fob
a transaction r equest e transaction r equest

902, or 6h$lﬁHDRFID fadeetodd) onmanbe stoeed droa patakess $ncat shownsachd payment
for authorization offline, authorization online, no
authorizatibh arenteat | The glafimente authhezafion egemtan addtalase meay be any database
~transaction request disposition being perfornmed by
maintaingrbandzapstated by tgdob OPRtrafsactipn sceauitPsovader DA, the |i st
of transaction issuer predetern1ned transact i
Mrtileethe iexgmplel Eansagtinms et EREnRbOVE ke dass, @%@%ﬁemral terms, the
factors, nmer.chant predetermn

particulfy s’ %@dﬁa‘?‘%fﬁé&ﬁ (g e GwDrog ik TR S OB it Ay the card
i SSORIE PRRe OB S S Pluraliiy of P

| RRTRIVes 'aﬂgo@gLflttﬁg [ir{v%ln{f(gas s@?fo%%xse"i‘& haRbebf Qe sibe @ édi§unction
with the appended drawing figures, those skilled in the art will appreciate that the scope of
the invention is not so limited. For example, although the preferred embodiment of the
invention is discussed in the context of a standard, credit card-sized smartcard with external
contacts, it will be appreciated that virtually any portable memory device suitably configured
may be utilized to practice this invention, for example, contactless cards, optical cards,
minicards, “super-smart” cards, and the like. Hence, various modifications in the design and
arrangement of the components and steps discussed herein may be made without departing

from the scope of the invention as set forth in the appended claims.

50



4 . A nethod of claim11, conprising authorizing the
transaction request offline.5 . A nethod of claim4,
W@ooeni1sBsg aut henticating the transacti on devPCEUS2005/026101
i ssuer online. 6. A nethod of claimb5, conprising
aut hori zing the transaction request by requesting a
second application data fromthe plurality of
application data. 7 . A method of claimb5, conprising
1. Aesehyd f§ sacurggomngradtivnanitiagpdesith 4 proximay fmedrated circuit (PIC)
devi ce issuer authentication online, using the
transacticesgeonseotprising: r equest for authorization of the
transaction device issuer to determ ne the disposition
af t hecleatimgsarctapplicationudata with theahighesfopri¢gy from amongst the
~authorizing a transaction initiated with a proximty . .
plurality af eplisatéenssfared,pr a(mﬁcfartsa%%m ic6 Jatabgsec the selected application
conpri si ng: ..Leceivin t. a r nt system a.
data beige apartas ot the P Eansss dlsyise apg eI o e paser the
. device;. b. .selecting a tr ction pr SSi . .
spplicalGy o inP R itk RerRetatREg o0 BERFESHITE s pf rggpaction
. t . nsaction processing
1ssuct Pa%a%f%mg‘gi%?g%t“%%@%B@SB%Q%‘I&%@W the PIC transaction
gevi C&tﬂ&ﬂicﬁ&%n%r Blte fhnsa¥ 84 Bevi€e usin® CHitle"Da@l Akihentication
nmer chant systemof a list of functions fromthe PIC
«HDAxtransaction device, the list of functions being
supported by the nerchant systemand the PIC
tr ansa@akigningadultiple mbiehbntsisk aharfageitntofastors using at least one of
corresponding to the transacti on processing
the pluraliyyldfapplicanos dataprt ed by the PIC transacti on device
and the nmerchant system d. receiving at a nerchant
dyst edetarmiaings sultipde issees rwktrm@g@n@ggﬂﬁgrsmﬁ mg| 4t deasipene of the
~functions, the dataset being provided by the PIC
plurality phepplicttiiordadpde; e . authenticating the PIC

transaction, deyvice at .the nerchant syst t he .
frer chariETyEEdhs SRR SRR TEEFh FeERt i transaction
%Qvice offlﬁne; f . authenticating of a nerchant

request dspaution ApliPEquest at the nerchant system the

mer cha Lingy bRt 9 ?I#ﬁ%aggoﬁaﬁ)r fa{ltrhgf‘izﬁfofnl (jfﬂﬁle,rraeurtlcl:?{gzﬁ%ion orﬂine,

aut he\ﬁ] Fcation resu I n accordance wt
no  authriftifRNGPEIE Nihe 2B&kMIinStion the transaction request disposition being

performed by analyzing at least one of the results of ODA, the list of transaction issuer

Claims

predetermined transaction processing rules, the merchant risk management factors, and a set

of merchant prédetermined transaction prdcessing rules.

2. A method of claim 1, comprising authenticating the plurality of PIC application data
offline.

3. A method of claim 1, comprising authorizing the transaction request online.

4. A method of claim 1, comprising authorizing the transaction request offline.
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g . receiving at the nmerchant systema list of PIC
transacti on devi ce managenent rules fromthe PIC
WO ec@adaasBs on device; h . determning a first di BODES1009026101
of a transaction request at the nerchant system the
determi nation of the disposition of the transaction
5. Aefetasd oPelhing4 devpristhgot elwhelanag the trinsatti@@dvwed iSsudy online.
the nerchant systemof the first offline

h [ A [.t. he i sk .
o BhPEh of SR, kb olBahE R lnbisR e RAREREY Fayegoine o
J [ t lysis, th
sccond f B0 o4 P R RIA Ry Kf RGP R Tom 1o appr ove

the transaction request offline, seeking approving for .
7. Ahmethpd i £daipopy FEBRIEIHE BITFIVIHE, 2 dePPNYH g)ga fguest for transaction

. transaction request offljne; and i, receivin f a ..
device ISR AGFYPLGH AR HFMEARS TPt hefErtaai it Rufhoridgtion of the
the first cryp ram |l ication.being received. in
transectjiSisyiediopf §RBPRRR AP BisbfahoF QR LPABGT I o
the nerchant systemto the PIC transaction device, the
8. Ai method fypadghenamd ei trapsasiwnohitatad wil acpriosinity integrated circuit
certificate (TC) . to indicate that the transaction
(PIC) trpesgefaan davige 498ESHBI et ed onl i ne, an application
request cryptogram (ARQC) to indj.cate that .th
#r ansHCEIVHIS At P5T nfcaﬁiﬂr%@éaura i oibapRligatiory lpta forg he PIC
aut(p?entj cation cryptogram (AAC) to indicate that the
transactQngeyiet i on request is to be declined. 9. A method of
| ai A o . ‘ o
B pr S0 ARG AR SO il B fht kot of apptication

data by IO HeAEnt B8t "t tt‘éﬁ%e{i&g b%s%?@gi@atﬁdl{ %ingglﬁﬂgoﬂ%d by the

aut hentication'result to ction devic

PIC trafs3&HAY ddvRk 208 ki Be@HAMQYt&al f on. 10. A method of claim
9, conprising validating the first cryptogramto

aut hercéioiige at ke RhéechdmngBehi @f gelst cef diincdioM Grom the PIC
, transaction device issuer, the PIC transaction device
transactiohsdegiceptheistlbfHfiinationssistirey suppdited by dtei erchas pypstem and the PIC
the nmerchant system 11. A method of claim 10,
transactponmdevise,ngheadishoofi finstjonheornesprodogi ¢m thegiyassaction processing
_accordance with the issuer authorization response. 12.
applicat®nrsppertedlacibe &lq grapsrctpmenios anddhp messhagt Sstembri zi ng

the transaction request at the . . .
. receiving at a merchant system a dataset for use with processing the list of

functions, the dataset being provided by the PIC transaction device;
e. authenticating the PIC transaction device at the merchant system, the |
merchant system authenticating the PIC transaction device offline,
f.  authenticating of a me'rchant transaction request at the merchant system, the
merchant system producing an first offline authentication result t in accordance with

merchant risk management analysis;

g receiving at the merchant system a list of PIC transaction device management

rules from the PIC transaction device;
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mer chant system when the cryptogramis not
aut henticated by a PIC transaction device issuer.13. A
woreaohotese$ cl aim 12, conprising receiving a seeOnUds2005/026101
cryptogram application at the nmerchant system the
second cryptogram application being provided by the
Pl C t daasdsingafidiedispaition dfestpmsstion oequesteat dhgimerchant system,
cryptogram application request fromthe nerchant )
the detesyiagion of the dspueitivodf die traraietionFequastpring dewg in accordance with
authorizing a transaction by the nmerchant system when .
an analysés byetho meerarappsystamaaf tefirstaffling uthsnigasien yesylt, ths meschant risk
system for securing a transaction initiated with
managepieak AiAlYS)S: iPAE dEpnsacign deyice mangggresnt rilsh andi3 r&ﬁ“‘&@@?d‘é‘fmhaﬂt
conpri sin a PIC transacti,on devic
h

: coa ' udi
risk mapRSreony AEFiR e VIS A ARAL P endne it ADAEHO ( APREgve the
transact%ggrlﬁaée%hb@%{? g?e%x}lgg o?%vﬁé%@%é & sh Qi rc%églr ﬁrﬁlg{g’, Bé{:{:liﬁfng the

i'on processi

i SS j: ataset for use in performng an issuer
transaabozjfrlgﬁﬁeeggﬁﬂsl ’%ﬁ%agenent anal ysis, and plurality of

i ansfé%iivg%ogf' £ R &l RBg @by RiARAAP at MRGmbrchant NHEteRAe first

systemin nmuni cation wi'th the PIC transaction
cryptogFHlY hsSlicalifiebéBg edraived iy ﬁdsﬁéﬂs@ e Rrlssipplicaidikghanprovided from

' system dat abase, the nerchant system database storing

the meRh&RI SBRAL t& Yisd BIC rtiamkadtianadpeiventheafipit i cgitogam being one of a
conmand dataset for use in comunicating with said PIC

transacticnasestifidate(T@etd ndicatecthat the Cansaghiemrsgiient ngenbiecewmpleted online,
i ssuer. 16. A systemof claim 15, wherein said PIC

an applicatigrsregréso arypeogran (ARQSPdp aslieate thapphe\iramsackign gs to be completed

~ plurality of cryptogram applicatiqns, said pluralit .
online, gn appYeasionpPERERERNPH éwlt%&%lac@rf%@) pfﬂot@é%?i“g that JI“"eé‘?ansaC“‘m
said issyuer defined dataset for use in performng an

request isdo g degittedned ri sk management analysis, and said
plurality of transaction disposition cryptogranms in

9. Aesipthod of tctrima8, coapnivmgdraamaisieg of 1he filst syyptegramfapplication, a
claim 15, wherein said nerchant systemis operable to,

portion génefatiset usednto génsrate theafrshepogram apddhe figsh offhine authentication

. accordance with a nerchant_risk managenent anal ysis

result tqrePHo Hamsdctign devies ipmet ioasnling khopzIdgR ment
appl i cation.

10. A method of claim 9, comprising validating the first cryptogram to authenticate the

PIC transaction device at a PIC transaction device issuer, the PIC transaction device issuer

providing an issuer authorization response to the merchant system.

11. A method of claim 10, comprising authorizing the transaction request in accordance

with the issuer authorization response.

12. A method according to claim 9, comprising authorizing the transaction request at the
merchant system when the cryptogram is not authenticated by a PIC transaction device

issuer.

53



18. A systemof claim17, wherein said nmerchant system
i s operable to authenticate said PIC transaction
wa@lewsoes8h response to recei pt of at | east oneP©f/USBDE026101
PI C transacti on devi cecryptogram applications, said
plurality of issuer predeterm ne transaction
13.  Rraedsséionglaiml 125 compiitng saudlingletecad aipitagem dpplicatsm at the
in perform ng an issuer defined risk managenent
mercha@nsgbtesi, she seednd afyptq@ram appligatioh bBiT)@rmaEidbg ipy the PIC transaction
~ disposition cryptograns, and said merchant risk
device inmespgaseenta seerridyesyriogTRo! apRlisyionarausst Epa the TErchapesic
sai d nerchant systemis operable to authorize said
14. ArA8sss b eRith QaUeshpiiding 8stRefAAg hardnesdtioptbyohe atierti2ds kystem
one of said PIC transaction device cryptogram

when n@§Rbh@ atyp@ipsam applitapibuisakediyedf i ssuer predet erni ne
transaction processing rules, said issuer defined

15. %3};@%&{@% ?écgﬁglg aé?an@aecﬁigg GRS W £ ?fgggnfg}ﬁ H%éggt_eﬁ leftKuit (PIC)

ySI'S, an 1ssuer prov tication

transactgfny&t\/%réd&p{gs:i%sai d plurality of transaction

I spositio tograms, and said merchant risk

fanage ot aRabich devidd indfudiys hePID fragbation kBviceh@itbase, the
said wherein said nerchant systemis operable to

databas@UtdiRgi Z pheditd dfr @psagianoapplRatiest ai pluratisp ofissutopredetermine
recei pt of at |east one of said PIC transaction device-

transactidnyroogsamralepl 4 satedr daSnedsdatabep Farrusk iin perdérniing e rissuer defined
predeterm ne transacti on processing rules, said issuer

risk mantefeimeetiarciditsiss etd ploralitys ef iranspesionghisrostioasrypsegrams; and
defined risk managenent anal ysis, .and said plurali tg .
bf tr armserchdnsysiERpBHs FAMBHNEAYGR Yiihaths Plintragsspiaon device, the

mer chant' ri sk '
merchaty SRR CP BT BIB0| ©.EVET DL SUa ARG e JRErchatit System database

storing a merchant system risk management application, a command dataset for use in

communicating with said PIC transaction device and a PIC transaction device issuer.

16. A system of claim 15, wherein said PIC transaction device is operable to provide said
plurality of cryptogram applications, said plurality of issuer predetermine transaction
processing rules, said issuer defined dataset for use in performing an issuer defined risk
management analysis, and said plurality of transaction disposition cryptograms in response to

said command dataset.

17. A system of claim 15, wherein said merchant system is operable to generate a
merchant transaction disposition in accordance with a merchant risk management analysis

performed by said merchant risk management application.

18. A system of claim 17, wherein said merchant system is operable to authenticate said

PIC transaction device in response to receipt of at least one of said PIC transaction device

54



WO 2006/012538 PCT/US2005/026101

cryptogram applications, said plurality of issuer predetermine transaction processing rules,
said issuer defined dataset for use in performing an issuer defined risk management analysis,
and said plurality of transaction disposition cryptograms, and said merchant risk management

analysis.

19. A system of claim 18, wherein said merchant system is operable to authorize said
transaction request in response to receipt of at least one of said PIC transaction device
cryptogram applications, said plurality of issuer predetermine transaction processing rules,
said issuer defined dataset for use in performing an issuer defined risk management analysis,
an issuer provided authentication cryptogram, and said plurality of transaction disposition

cryptograms, and said merchant risk management analysis.

20. A system of claim 18, wherein said wherein said merchant system is operable to
authorize said transaction request in response to receipt of at least one of said PIC transaction
device cryptogram applications, said plurality of issuer predetermine transaction processing
rules, said issuer defined dataset for use in performing an issuer defined risk management
analysis, and said plurality of transaction disposition cryptograms, and said merchant risk

management analysis, and a second transaction device cryptogram application.
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